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PAC 7 7 A V&S BI21E, WOFIEEFEITLET,

)

GE)  PAC 77 AVITiE, ASA BIWISE NZF DO THAT S RADIUS h T oW oL a v Zf#T
EHHEXF—DNEENTVET, Z0ED, T ZOF—Z2LZRIZASAITRFEL T IEE N,

FIE

ATV 1 ISElcu 74 LET,

AT 72 [Administration] > [Network Resources] > [Network Devices] Z 3R L 9,
RATFYTI FTARALADY AN E ASA ZEIRL £7,

AT v 74 [Security Group Access (SGA)] C. [Generate PAC]1 %27 VU v 7 L¥7,
ATV T5 PAC 7 7 A VR HLT HITIE, AT —REZANLET,

PAC 7 7 A NV ETEEALTATZDICANTHRATU— R (F-1EKEX—) 2. o142 7 L
T ND—EE LTCISE THRIE LIZ/SAT— R EFERH D H A,

ISEIXPAC 7 7 A VEARK LET, ASAIX., 77 v =, F7/=IXTFTP. FTP. HTTP. HTTPS.
SMBEZNLTCUE—h P =B PAC T 7 A V%A R—FT&EFET, (PAC 7 7 A VT,
AR —=FENZASA 77 v ¥ 2 IZHBEINTWALEETH D FHA) |

Cisco TrustSec D HA K54 >

Z Z T, Cisco TrustSec # %X T DRNIHER T AIMEDH DT A KT A4 B L OHIFRHEIHEIC
DWTHALET,

Jz—I)LA—/N—

T ITATITITATBEORT VT 4 TIAZ N, 2T 4 Fal—a OEfT
ASA DEF 2T 4 F)—TFR=ZADRY v —5RETEET,
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Cisco TrustSec DA K51 > .

CASANT = — VI —N—FEDO—HTHDHE. 774~V ASAT /SA AIZPAC T 71
WA VR— b TEULERHYET, F72. TT7A4~) TS ATRET — 22T HT 5
VELH D F9,

cASA T, " TRATZEVT ¢ (HA) HICRESNZISE Ld@fF £,
* ASA TIIHEBDISEV—R"EZRETXET, IO —NREEREOLE, Sl &Hix2

ZBHLUBEOY— iR A E T, 72720, P—s3 U R R3S Cisco TrustSec BgHET — %
D=L LTH Y rr— F3hizha, 0 X MIBERINET,

CISEmH AT a— RENTZPAC 7 7 A V73 ASA THIREIN & 720 . ASA DNEHFT Sz
X2 VT4 IN—T T—TNE X7 ru— RTERVWEE, ASARNEHSNEZT—7
NeFura—RT5ET, KRBV e—Ranictxa V70 JA—7 T—T )L
WCESWTEX2 )T 0 RY v—%w@H Lt £,

S5 RA
CASANT TARF N VU ITRED—THDIHGE., ~AX— 2=y MIPAC7 7 A V&ALV
A—hFTHAVLERHY £7,

CASAMT TAF NV ITRED—ETHDHIGE, AKX — 2=y NTRET— X2 EHT
AVENRH Y F9,

IPv6

ASA IE, IPv6 & IPv6 3ty b T —2 T34 AT SXP % AR — K LET, AAA — 3%
IPv4d 7 L AZERT20ERH D £7,

LAV2SGTA VRO ay

WA B —T 2 A, VLANA VB —T x4 A BR—F F¥ R A E—T A A,
BIOUEA V2 —T 24 ATOHRYR—FEINFET,

B LA —T oA AF IR —T 24 A2 (BVI 2 E) TiIZYR—FEnFEH
}\/o

¢ SAP XA =— 3 VB XU MACsec 2 L7 V7B B{Lid AR — b &N TV ER
}\/0

o 7 x—)LF—N— YT R—FINFEHA,
« VT ALK v T AR— FINFER A,

«SGT AEFEEINTH, ASAIFEFO 7 o —2FH0E L8 A, LAETO SGT IZHSWTHT
PNTERY —IZBTDWREN, 7u—DTA 7V A I ITbizo Tl ST £,
7277 L. ASA L, 737w RRLETO SGT IZESWTHEIN- 7 e —IZ/B LTV ThH,
SGT OEHENEZ 137 v MZHEBICKBETE £7,

¢ ASAS5585-X DN— R =7 T—%T 7 F ¥, BEDOry b — RT3 T %
B TETITZD LR H SN THETRE, LA ¥2beXa2 )T 4 J—TDHX

ASA £ & U Cisco TrustSec .
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. Cisco TrustSec D HA K54 >

T AR arTEIFENTZA T4 Xy M LT —F%7 7 F ¥ TlEd
D EHA, ASAS585-X Tlk, ¥ /7 fHFSNT=EGA T4 X7 & v BT
BERC, NI =< ANKELIERTTE2IE0NHY ET, ZOREIL, ASA5585-X D
ZTI Ny RNET TR, MO ASA T Ty N7+ —LDXITfEA L TA 2 RNy
FCHIBAELEREA, BREERD 121X, X7 fF&A T4 0 23 v MDY ASA 5585-X (ZHk
INBUDEE SNR2NE T 7B ARY v—%{id 5L Td, 297TH2 LT, ¥
TTENTRY =D E AL »FTITRH LT £7, ASAS5585-XITHWT,
BT ERTy VeZETHLERS, IPT RLRA2®Xa VT 4 IN—T XTI~y
By 7 TEDLLIICSXP AEHT HHIEGRRBERIZR D 77,

cASASMIZ, VA V2EXa VT 4 IN—TDEX T ARV a i R—KFLTH
FHEA

ZOMDHA K514~

cASAIE. SXP A—T a3 A ¥ A= R LTET, ASA L, SF &7 SXP AR v b
U= FHRAADSXP N—V g v axIdvm=—hLET,

o SXP HEX A ~—DHIENUINZL XXV T 4 IN—T T—TNEEHTH LD
WCASAZBRECTEET, X2 VT4 INV—T T—TNIA T~ R THF U e—F
TEET, ASADEX2UT 4 FV—T T—TNNISE L EHINZHEA, ZOEE
N X2V 7 0 R o—ICKMEnET,

e Cisco TrustSec IE, > 7V aLTHAKNEF—FRBIO/LF aLTHFAKNET—F (&
AT A ATHAR ET— REER) T Smart Call Home #§fE %2 AR — h LTV ET,

« ASA 3. B—® Cisco TrustSec R A A > COHMEEHT B L HIITHRETXET,

cASA T, TRAADSGTLD~Y YL T DART 47 a7 4 Fal—arri
AR—FLTWERA,

*NAT /L SXP A v tE—YTHAHR—FINEHA,

*SXPIIFRy NU—T DT T 5 —AA L FIRA Y MIIP-SGT~ v BV 7 2k L £,
TIBAVALAY AL TN TH—ARL NIRA L MEFIRD NAT FAA IZEL
TWAEA, 77— KT 5IP-SGT~ v 73X TH Y | FITT 31 AZxHd 5 IP-SGT
Yy BT TR ARBEN AN RREREGD T EIXTEEE A, FORR, ASA
XFEITT AL AZEF 2T 4 I —TxEEX=2 U740 R o—ZEfcE A,

o SXP I T2 ASAICT 7 4L b NATU— RERET HD. £33 RA T — R&ff
FALZ2WESICLET, 7L, BEEA/SA T — RIZSXP 7 Tl R—FEnEH
Mo BRESNIZT 74/ E SXP/NAT—RIZEARY NU—I 2K T—EHLTWVWHHME
DO ET, BREE AT RERETDH L, BRPRRTIEEERH Y, EE A
T—URERENET, TIAN I RAT = REFH L TR ZRE L THHREINTH
ROVEE, FERIT SR — R LT AR LIS A LRI LT,

ASA % SXP EEH E/-IXZESR. HOVIIZFOWMEF L L THRETEET, 7=77L., SXP
B DN —T1X, TN RZET ~DOMT RO N S D56, T T 3 ANT A
ZADHG NS SNT-F == DO THHEAITEELET, (ASAIX, T—F k&

. ASA § & U Cisco TrustSec
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Cisco TrustSec DA K51 > .

H—=DT I HAVLATXYNLEDY ) —ADIP-SGT~ v B V2% T&E£4, ASAIL., =
NoDETHET AN —A TN, AT 2R ERH LG58 H Y £7) . SXP
gL — 72 Lo T, SXP A v —VHREDO T LW EERRAET D e NH D F
T ASANEEEBLOZEE L L TERESINTVDEE, SXP #i/L—7BRAEL,
SXP 7 —Z WEANCEDT — X kG L2 T TS NDAREMERH D £,

ASADT—HNVIPT FLAZEETHEEIE, TRTOSXPET TET U A MR EHFE
NTWNWDZEEWRTIMNENDY FT, IHIZ, SXPETNZEDIP T RLAZERT
DT, BEHENASAICKMENTWAD Z L2 HRTALERL Y 7,

HEIPAC 7 7 A/ 7y a = 73V R— &N EE A, ASA EFLE L, ISEEFF A
VH—T 2 A ADPAC 77 ANEERL, TN%& ASAICA U AR— T HILENRHD £
ﬁ‘o

PAC 7 7 A WZIZEIHIRR & 0 9, BLED PAC 7 7 A VDS HARYIAIC 722 5 FijlS B8
ENTZPAC 77 ANEAVAR—MTD2MERHY £, £ LARVE ASA TBRET —
ADOFEHERGFTEERA, ISENBF T 0— RFENTZPAC 7 7 A /LA ASA THIRY]
NERV, ASAREFHEINT X2 T4 IN—T T—TNa2F U u— RT&RW
B ASANEF ESNZT—T N EE T u—RT5ET, HFBICF YV o—REnzt
X2 UT 4 ITN—T FT—TNIHESINT X2 VT R —ZEALETET,

tX2 VT 0 ZA—7NISE TERE I (BRTEE, HIBRZRE) HE. ASA X, 2%
SNz xX 2 VT 4 IA—TBEEMTONTZSCGT £t X2 VT 4 INA—T %5
BASAEX 2V T 4 RV —DARAT—HRAEERBLERA, L, ASAIX, ZNLHD
X2 VT R —DERIN-Z L ZRT syslog A vE—T &AL ET,

<NV FF¥ A XA FILISELO T R—FENRTOHEHE A,

SXP #5513, WROBNZFRT I S92, ASAIC L > THAEER SNL-2 >0 SXP B 7 [ TH]
WHEIRRED £ F & 720 £9,

(SXP peer A) - - - - (ASA) - - - (SXP peer B)

L7235 T, Cisco TrustSec £ AT D L DI ASA ZRET LA, SXP A RET
572912, ASA T, no-NAT, no-SEQ-RAND, MDS5-AUTHENTICATION TCP %473 = &
A FR—T VT HULERH Y £3, SXP BT D SXP AR— k TCP 64999 55 CD ~
T4 v 7K L CTCPAREE NS A NA R —%ER LT, £ LT, MR ¥ —7 =
ARZHRY) —FWEHALET,

el 21X, Woa~vr Ry ME, TCPIRRENA /N RY & —0D ASA DR EHEERL
TWET,

access-list SXP-MD5-ACL extended permit tcp host peerA host peerB eq 64999
access-list SXP-MD5-ACL extended permit tcp host peerB host peerA eq 64999

tcp-map SXP-MD5-OPTION-ALLOW
tcp-options range 19 19 allow

class-map SXP-MD5-CLASSMAP
match access-1list SXP-MD5-ACL

ASA £ & U Cisco TrustSec .
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. Cisco TrustSec L& 57=HD ASA D%

policy-map type inspect dns preset dns_map
parameters
message-length maximum 512
policy-map global policy
class SXP-MD5-CLASSMAP
set connection random-sequence-number disable
set connection advanced-options SXP-MD5-OPTION-ALLOW
set connection advanced-options tcp-state-bypass
service-policy global policy global

Cisco TrustSec & ¥fie 9 5= D ASA DELTE

&
ATy T2
ATvT3

RTv74
ATy T5

ATvT6
ATy 17

Cisco TrustSec

Cisco TrustSec LA T D L D IC ASA ZRET HITIE, RDHX AT B#FEITLET,

1R BRI

Cisco TrustSec &FAT 5 &£ 912 ASA R ET HHIZ, ISE TRDOX AV B FTTHHE N D
D i‘é—o

¢ ISE ~® ASA O&$k (9 _2—3)
ISETOEXa VT 4 FA—TFOER (9 2—3)

«PAC 7 7 A LDAERE (10 ~2—3)

FIE

Cisco TrustSec E AT H-HD AAA YV —DOFEE (14 2—)
PAC 7 7 A NLDA AR — bk (16 X—)

Security Exchange Protocol D% /E (18 ~X—73)

TORAT T, SXPOF 74N MEEEICL, ZELET,

SXP D &7 DM (20 ~—)

BRET—XOFH (22 3—)

PVENWS L TCINEFIT LTS EEN,

X2 UT 4 R —okE 223—)

LAY2 X2 VT4 TN—TDEX T AR a0 0ORE (24 2—2)

EHET HT=6HD AAA H—/\DFHETE

Z Z TliL. Cisco TrustSec D AAA H— REHET D HIEIZOWTHA L E T, ASA TISE LiF
BT HLEIICTAAA T — N TN —TERET HITIE. ROFIREZFEITLETS,

. ASA § & U Cisco TrustSec



| ASA # & U Cisco TrustSec

ATvT1

ATy T2

ATvT3

ATy T4

Cisco TrustSec & A9 B 7= D AAA H—/\DERTE .

1R BHHIIZ

« ZREEDY— R T —TF 1T, RADIUS 7 & h a /L& AT 5 L5 ICRETALERH Y £
9, ASA IZ3E RADIUS H—R Z L — 7 %8B+ 5 &, H/EIZEKLET,

«ISE & = —VEREEICH T B 841%. ISEIZ ASA B4k L7~ & XIZISE TAN L=
BAERELET, ZOFERIZOWVTIE, ISEEFHFICHWEDE T EIN,

FIE

AAA H—X T )—T ZAERR L, ISE Y — " Lil1ET 5 L 912 ASA D AAA H— 38T X —X
ERELET,
aaa-server server-tagprotocolradius

1 -

ciscoasa(config)# aaa-server ISEserver protocol radius

server-tag S18UZIE, Y= TN —THEREELET,

AAA Y — R T )—F a7 4 Fal—aryEB—RFREETLET,

exit
£

ciscoasa(config-aaa-server—-group) # exit

AAA V=% AAA V=R TN —TD—E LTHREL, NA MNIFEDOERT —Z #%/E L
ij—o

ciscoasa(config)# aaa-server server-tag(interface-name) host server-ip

&1

ciscoasa(config)# aaa-server ISEserver (inside) host 192.0.2.1

interface-name 5%, ISE VP —"DBEEINTWDIRY N —2 A o F—T = A ZA%fRIE
LET, ZONRTA=FIZITH v aPnbETT, server-tag 51 5UE. AAA T — T )L—T D4
AT CT, server-ip BIEUZIZ, ISEV—DIP T RLAEZEELET,

ISE #—/NC ASA OFFEHEH SN — \FEEEfFEE L £7,

key key

&1

ciscoasa (config-aaa-server-host) # key myexclusivekey

ASA £ & U Cisco TrustSec .
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ATy TH

ATvT6

ASA # & U Cisco TrustSec |
X

key 51BUT. K 127 LFOHRKTF—U— R TT,

ISE & . —H AT T 55415, ISEIZ ASA A58k L7~ & X|TISE CTAN L7 LG E %
ATTLET,

AAA P — R FEAR 274 X2l —2 gy BF—FREKRTLET,

exit

% -

ciscoasa (config-aaa-server-host)# exit

BT — & BS D 72 12 Cisco TrustSec |2 &> THEH X5 AAA Y— R VL —F 5358 LE
7,

cts server-group AAA-server—-group-name

1 -

ciscoasa(config)# cts server-group ISEserver

AAA-server-group-name 5180%. AT v 7 1 T server-tag 5l IR E LTz AAA —R T —7
DAHTTT,

GE)  ASATIE, =T N—TD15DA o AZ L AT21F % Cisco TrustSec TR E T
i‘g—o

RIZ., Cisco TrustSec & DA DT=DIZ ISE — NE@BETDH L DT ASA ZRET HH R L
ij‘o

ciscoasa (config) #aaa-server ISEserver protocol radius
ciscoasa(config-aaa-server—-group) # exit

ciscoasa(config) # aaa-server ISEserver (inside) host 192.0.2.1
ciscoasa(config-aaa-server-host) # key myexclusivemumblekey
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config) # cts server-group ISEserver

PAC T 7 A ILDA iRk— b

T PACT 7 ANEA AR — T B IFEICONTHALET,

458 HREIIC

*« ASA N PAC 7 7 A NV EART BT, ISE OBk 7= Cisco TrustSec % > b U —27 T3
AAELTASAZRTETDHLENDY £7°,

. ASA § & U Cisco TrustSec
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pac 77 4 L1 vi— ]

«ISE TP PAC 7 7 A LV DAERKIFIZ PAC 7 7 A NV EZBEEALT A =D H I N/ A T —
FEEMSLET, ASAIZ. PACT 7 AL EZA L R—F L., LT 28 E D2 T —
RARMEL 20D 9,

* ASAX, ISE TTARINTZPACT 7 ANMIT 78 AT HMLERHY F3, ASAIL, 7T v
2=, ¥£7-1Z TFTP. FTP. HTTP. HTTPS. SMB Z /- LTV E— |k H— 375 PAC 7 7
ANEALHR—FTEET, PACT77ANIE, A 2B — FEIZASA 77 v 2 IZHLE
INTWAXRIENIH D FHA)

e ASA DY — N T —TFE2FHELET,

PAC 7 7 ANEAR— T DI, ROFNEEZFEITLET,

FIE

Cisco TrustSec PAC 7 7 f /L&A R — ~ LET,

cts import-pac filepathpassword value

ciscoasa (config)# cts import-pac disk0:/xyz.pac password IDFW-pac99

value B1¥%121%. PAC 7 7 A VOB RAVITEH T A RAT— FEEBELET, Z0R_ZRT—F
X, TRA AT LTF oy O—8E LTISE TRE LI AAZAT— REITERLD 8 A,
filepath 3135121%, RDOF T a o0l > AN LET,

UL E—F

o disk0 : disk0 D RAB LN T7 7 A V4

e diskl : diskl D/XRAB LT 7 A V4
eflash: 77 v a2 D/RABILNT 7 A1 V4
e ftp : FTP O/RXAB LT 7 A VA4

e http : HTTP D XAB LT 7 A V4

« https : HTTPS O/XAB LT 7 A V4
esmb : SMB D XA LT 7 A V4

o tftp : TFTP O/XAB LT 7 A V4

TILF E—F

* http : HTTP OD/XAB LT 7 A /L4
« https : HTTPS DN AB LT 7 A L4

esmb : SMB D/SAB LT 7 A L4

ASA £ & U Cisco TrustSec .
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o tftp : TFTP D NNAB L7 7 A V4

WIZ. PAC 77 A V% ASAICA »BR— hT 230157k LET,

ciscoasa(config) # cts import pac diskO0:/pacl23.pac password hideme
PAC file successfully imported

I, WaRZEH L TCPAC 7 7 A )V% ASAICA VAR— b 502" L E1,

ciscoasa(config) # cts import-pac terminal password A9875Za551
Enter the PAC file data in ASCII hex format

End with the word "quit" on a line by itself.
ciscoasa(exec pac hex)# 01002904050000010000000000000000
ciscoasa(exec_pac _hex)# 00000000000000001111111111111111
ciscoasa(exec pac hex)# 11111111111111112222222222222222
ciscoasa(exec pac hex)# 222222222222222276d7d64b6be4804b
ciscoasa(exec_pac hex)# Ob4fdca3aeeell950ecdled7c34157e5
ciscoasa(exec_pac hex)# 25f4964ed75835cdeladb7e198e0bcdb
ciscoasa(exec_pac hex)# 6aa8e363b0edf9bdac241lbe%ab576d0b
ciscoasa(exec_pac hex)# alfcd34e5dd05dbel3l2cbfeal72fdb9
ciscoasa(exec_pac hex)# ee356fb61fe987d2d8f0ac3ef0467627
ciscoasa (exec_pac_hex)# 7f8b137da2b840el16da520468b039%bae
ciscoasa(exec pac hex)# 36a4d844acc85cdefd7cb2cc58787590
ciscoasa(exec pac hex)# ef123882a69b6c37bdbc9320e403024fF
ciscoasa(exec_pac hex)# 354d42f404ec2d67e£3606575014584b
ciscoasa(exec_pac hex)# 2796e65ccd6be6c8d14d92448a8b24f6e
ciscoasa(exec pac hex)# 47015a21f4f66cf6129d352bdfd4520f
ciscoasa(exec _pac hex)# 3f0c6£340a80715df4498956efelbdec
ciscoasa(exec pac hex)# c08bb9%a58cb6cb83ac9la3c40ce6ldel
ciscoasa (exec_pac_hex)# 284b743e52fd68e848685e2d78c33633
ciscoasa(exec_pac hex)# f2b4c5824138fc7bac9d983ac58ffof
ciscoasa(exec_pac hex)# 1dbc84c416322f1£3c5951cf2132994a
ciscoasa(exec pac hex)# a7cf20409df1d0d6621leba2b3af83252
ciscoasa(exec_pac hex)# 70d0130650122bdbl3a83b2dae55533a
ciscoasa(exec _pac_hex)# 4a394f21b44lel6d

ciscoasa(exec pac_hex)# quit

PAC Imported Successfully

ciscoasa (config) #

Security Exchange Protocol D% 7€

Cisco TrustSec %119~ 5 & 5 1T Security Exchange Protocol (SXP) Z %0 L Ca%Ed D LH
N0 ET,

48 SRS

Pl b 1 ODA v HE—T 2 A A% UP/UP AT — MITHMLERHD £, T X3TDA
H—=T A ANRZ T LIDREET SXP 231 R —T7 /W72 > TW DA, ASA TiE, SXP 23 #)
ELTWARW, HDHVIESXP A R—T I TE RN 2 L 2R T A v b=V FREN
FH A, showrunning-config 2~ > RZ AN L TRELHRTHE, 2~ ROHIZRD A v
T UBRERINET,

. ASA § & U Cisco TrustSec
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&

ATy T2

ATvT3

Security Exchange Protocol (5% 7€ .

“WARNING: SXP configuration in process, please wait for a few moments and try again.”

FIE

ASA TSXP A X—7MZLET, SXPIL, T 74/ T, T4 B—T/MIHRESINTNE
7,

cts sxp enable

51

ciscoasa(config)# cts sxp enable

(EE., HERSNERA) SXPHHEDT 74V FOREILIP T FLRAEZRELET,
cts sxpdefaultsource-ip ipaddress

1 -

ciscoasa(config) # cts sxp default source-ip 192.168.1.100

ipaddress 513%, 1Pv4 £721X1Pv6 7 KL A TT,
SXP ##5t DT 7 A/ hDFEETLIP 7 RV AZRET HHAIL. ASAREA X —T A A L
FILT RLAZEETAVLENRHV ET, XMETIPT FLAREESN X —T =2 ADT K
VAL LBRWGA, SXP #Ektid ki L £,
SXPHEEDEETTIP T RLANHRES N TWARWES. ASA . route/ARPFFR % 4T L T,

SXPHERHDREA X —T x4 ZAZHBILET, SXPHEHGDOT 74V SORETLIP T KL
A Z BRI, ASA 71 route/ARP MiZR &2 FAT L T SXP B DEETTIP 7 KL AR RETE
HECTHZ EEHEREL E9,

(EE) SXP &7 TDO TCPMD5 BIHDT 7 /L h NAU—REZHRELET, T 74/ KT
X, SXP #EIZ/RA U — RIZRTEENTWER A,

cts sxpdefaultpassword [0 | 8] password
i -

ciscoasa(config)# cts sxp default password 8 IDFW-TrustSec-99
T AN RNORAT— REFEHTHEIICSXP Bt 7 2% & LTI-GA., EIERE LY
BEDIH, TT7HNFDONRAT—RERELET,

NRAT—=ROESIIEZFL NI L>TERY FT, BELRWEGAS., T 74/ MI0IZRY
F7,

c0: BRI TWARNWZ Y TTFH AR, NAT— R, K80 X FEAEETE 1,
«8: A LT XA b, RAT— R, K162 LFEEETE ET,

ASA £ & U Cisco TrustSec .
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ATvT4

ATy TH

ATvT6

ASA # & U Cisco TrustSec |

(fEE) ASA 73 SXP B[R] TOH L\ SXP i D ik iE 2 T4 2 MMM 2 FiE L £
cts sxpretryperiod timervalue

51

-)%u

ciscoasa(config)# cts sxp retry period 60

ASAE., ARZH LT SN SV D £ TS kel . R L7278, HERITI 2 E T
WCHRITREIR ORI L £, FRITHMICIZ0 ~ 64000 BDEAIEETE£d, T 74/ k
X120 T, OMZIEETHE, ASAILISXP 7 ~DHEmZ#ITLET A

HifTH A ~—1T. SXPET A AL TR HEICRETH L HHERL 4,

(EE) HEZ A ~—DEEIEELET,
cts sxpreconciliation period timervalue

&1

ciscoasa(config)# cts sxp reconciliation period 60

SXPE'TNSXPHKi ik T+ 5L, ASAITFR—IV R AT ZA~—%BBLEST, m—/IL R
A A A< —DFITHICSXP T RS D L. ASA TR Y A ~—%2BBLET, K
W2, ASA X, SXP~v v BT T—H_X—REHH LT, HHO~y 7 E2FEH L ET,

FAE S (<~ —DHRAEIND & ASAIZ, SXP vy B/ F—F_R—2 % AFx ¥ LT, iy
W By oY (FiEOEGE v a THREENTE U MY) AL E9, ASA
. INboEREREIEE L T~y—27 LET, YA ~—0HIRUINIC/ 5 &, ASA 1T,
SXP vy BT F—H_X—=ZANLEEIET S R ZHIBRL £7,

FREEHARIIZIZ 1 ~ 64000 POEEfRECEE T, 7 7 4/L NI 120 0T,

(EE) SXPV2 U T AR+ A E T ~DAE—h—& L THRET 284D IPvA 7 % v ML
ROWSEZRELET,

cts sxp mapping network-map maximum_hosts

ETNSXPV2ULF T 256, TRV TRy b XA T 4 T ~DSGT Z B CX &
Bhe ASAIE., [HAXDEA N NSAL T 4 TIZIPVEAT TRy AL T 4 v T RETE

T APV6 A T 4 IR SN ERA) . ZOa<wr RTiE Y75y b XS T v
TINBAERTEDRAN NAL VT 4 T ORKEPIRESINET,

BRBITIZ0~ 65535 ZRETEET., T7 AL MIOT, $ 7%y b ASA UF 4 U T RER
N ARA T 4 TIHEEES NN LR ER L E T,

SXP #£#x D E 7 DN

SXP ¥ D VT A BINT A121%, WOFIEEEFTLET,
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sxpgocroen [

FIE

SXP 7 ~D SXP #fi # X E L F T,

cts sxpconnectionpeer peer ip address [source source ip_address] password {default | none} [mode
{local | peer}] {speaker | listener}

51

ciscoasa (config)# cts sxp connection peer 192.168.1.100 password default mode peer speaker

SXP##5tlX IP 7 KL A Z LIZRESINE T, H—FT /34 ZADOXT [FEED SXP 5t (%It T
%i‘j‘o

peer_ip_address H1501%, SXP 7 D IPv4 £721L1Pv6 7 KL ATY, BT IPT RL AL, ASA
BEA L Z—T 2 A RINLT VB ATEDLEND Y £7,

source_ip_address 550X, SXP #fiDO 1 — AV IPv4 £721XIPv6 7 RLATY, H#ETLIPT R
VAL ASAREA v 2 —T7 =2 A ALRILTHLILERH Y £, £ 9 TRITIUE, Bk
BLET,

SXP #DEETLIP 7 KL R 2R EETIT. ASA 7 route/ARP MiR & 31T L T SXP B D
fEIP 7T RLAZRETEDLLOWCTDHZ EaHERLET,

SXP%}%?L:A NGRS — %'fﬁﬁﬁj—éi))}: 975 %*‘é‘ﬁiﬂbij—
o default : SXP Bt HICRAESNT=T 74V b RAT—R&EMHLET,
s none : SXP #EHIZNNAY— REFEHLEE A,
SXP ¥t DE— REBELET,
elocal : =T —H /L SXP T/ A&fH L ET,
speer : E7 SXP T NA AEHEH L ET,
SXP #i C. ASA BEGFEEELIIZHEEOVTNE L THETINEEBELET,
s speaker : ASA |[XIP-SGT~ v B 7 %7 v 7T AR —A T/ AZIZETETET,

o listener : ASAIFXZ TV A MY —AL TNNAL AMBIP-SGT v v ¥ 7 aZETE 7,
WIZ, ASA TSXP BT 2R ET HHE2RLET,

ciscoasa(config)# cts sxp connection peer 192.168.1.100 password default
mode peer speaker
ciscoasa(config) # cts sxp connection peer 192.168.1.101 password default
mode peer speaker

ASA £ & U Cisco TrustSec .
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T—2DEH

ASA L, ISENbEX=2 T 4 INV—T %7 (SGT) AT —TNR EORET— 252X 7
n—RLET, ASATROX AT #5873 5L, ASAIL, ISENLHMS LIZRET —4 % HE)
E/\jc:U 7]/ny Lij‘o

<ISE LiET 2 LI AAA VP —R"EZRELET,
s ISE/HPAC 77 A V& AV AR— M LET,

« Cisco TrustSec Bgiz T — ¥ Z BUG T 272012 ASA THEHAT 2 AAA — X JL—7F %55
]\/ i—é‘o

WHE., ISENDLORET—42FEHTY 7Ly v adH20EEIHY FHA, 2720, X2
TA TN—TNISE CELEINDLZENRDVET, ASAEX=2 VT4 INV—TFT—T1D
T—=HEV Ty aTHET, INOLOEEIFASAICKMINEHA, TD72DH, ASA D
T—H% )7Ly a LT, ISETCOEX=2 T 4 JN—TDETIHPMHEEIZ ASA 1TSS
HrolcLET,

GE)

tXxal)T4q

AT AREEHFICISE DR Y U—REBLNASA TOTFET—X V7 Ly ak AT
Va—NTAHIEERHELET, TOXIIIHRI U—BREOEELZNHETEE, BEX2U T 4
TN—TZ RIS D FREM N R b SN, B2V T 0 R U —RNASA TRIBICT 757 «
TleEnET,

BRIET — 2 2 88T 21203 WOFIREFEITLET,

FIE

ISEmDDERET —#2HH L, REINT 74V MEICIHESYA~—% )ty FLET,
cts refresh environment-data
11 -

ciscoasa(config)# cts refresh environment-data

R —DERTE

Cisco TrustSec R U >—i%, %< O ASA BEREICH AT Z N TEE T, $E5E ACL 2
HIHEEE (ZOETHR—FZHE L TY A NENTWDHEREZBR<) T Cisco TrustSec % fi
ATEET, HEACLIZ, ERDF Y N =7 R—=ZADNRF A= L L biieFxa T 7
N—TE5EEBINTEET,
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txay7qekys—onE ]

cYLRACL ZRET HIZIX., BX=2 VT 4 VN —7 RXR—2DMA (Cisco TrustSec) 121 A
T AL ACE OB 22 L T &,

cACL CTHRATE 2 X2 0T 4 INV—TF T V=27 N IN—T%FRETHIFEZONT
X, EX20T7 4 IN—T F 720 b IN—TOREESHRL T TEE,

TeezE TI/REAN=NMT, Ry P EREERM LA =T 2 A AD T T4 v
ZFFAE IS LE T, Cisco TrustSec Tix, EX =2 VT 4 ZNA—TIZHESNWTT 7B R%
filfcx £9, 7= & xIX, sample_securitygroupl 10.0.0.0 255.0.0.0 D7 7 & A JL— L & {ERK T

TET, L BEX 2V T4 ZA—T BT Ry 10.0.0.08 EOEDIPT KL A& T
WTHIWZ EEEWRLET,

X a2 UT 4 TA—TOL4HT (—_, 22—, BWERBRHNT AL 270 E) | a—F_R—2F
P, BEOEKRDIP 7 RLVAR—=ZDA 7=/ b (IPT7 KL A, Active Directory 47 2 =
7 b, BEIOFQDN) OMAAEDLEICESNWTEF 2V T A R —2FETEET, ¥
VT Th—T A=y AT —VEBLTHEEL, T3 AL GFEttesEn s 2 L
NTEET, T, BX2 VT4 IN—T AN oL, 2—F T —T A=y
TIEAF L ER A,

WIZ, m—=HNVTEEINT X2V T ATV =T N I N—T %M 2 ACL Z1ERRT 5
Bz R L ET,

object-group security objgrp-it-admin
security-group name it-admin-sg-name
security-group tag 1
object-group security objgrp-hr-admin
security-group name hr-admin-sg-name // single sg name
group-object it-admin // locally defined object-group as nested object
object-group security objgrp-hr-servers
security-group name hr-servers-sg-name
object-group security objgrp-hr-network
security-group tag 2
access-list hr-acl permit ip object-group-security objgrp-hr-admin any
object-group-security objgrp-hr-servers

BB THRELTZACLEZT 7T 4 7T 5HI120%. T7BA I NVN—TFITES 2T R o—
TL—AhU—J ERELET,

DO

'match src hr-admin-sg-name from any network to dst host 172.23.59.53
access-list idw-acl permit ip security-group name hr-admin-sg-name any host 172.23.59.53

'match src hr-admin-sg-name from host 10.1.1.1 to dst any
access-list idfw-acl permit ip security-group name hr-admin-sg-name host 10.1.1.1 any

'match src tag 22 from any network to dst hr-servers-sg-name any network
access-list idfw-acl permit ip security-group tag 22 any security-group
name hr-servers-sg-name any

'match src user mary from any host to dst hr-servers-sg-name any network
access-1list idfw-acl permit ip user CSCO\mary any security-group

name hr-servers-sg-name any

'match src objgrp-hr-admin from any network to dst objgrp-hr-servers any network

ASA £ & U Cisco TrustSec .
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access-list idfw-acl permit ip object-group-security objgrp-hr-admin any
object-group-security objgrp-hr-servers any

!match src user Jack from objgrp-hr-network and ip subnet 10.1.1.0/24

! to dst objgrp-hr-servers any network

access-list idfw-acl permit ip user CSCO\Jack object-group-security
objgrp-hr-network 10.1.1.0 255.255.255.0 object-group-security objgrp-hr-servers any

!match src user Tom from security-group mktg any google.com
object network net-google

fgdn google.com

access-list sgacl permit ip sec name mktg any object net-google

! If user Tom or object group security objgrp-hr-admin needs to be matched,

! multiple ACEs can be defined as follows:

access-list idfw-acl2 permit ip user CSCO\Tom 10.1.1.0 255.255.255.0
object-group-security objgrp-hr-servers any

access-list idfw-acl2 permit ip object-group-security objgrp-hr-admin
10.1.1.0 255.255.255.0 object-group-security objgrp-hr-servers any

LAN2tEXa2UT4 GIL—TDEXT ARSI VDERTE

Cisco TrustSec (L. &KXy hTV—7 22— B LWNY V—2AOEELVBIFZITV., X2 T 4
TN—7"%227 (SGT) LMEINDH 16y hOFEZEZHVYTET, ZOIDIX, *y hT—7
Ry THCIER I ENET, ZHICED, ASA, AL vF, V—F 72 EOEEDOHET A
AAT, ZOIDZTITESWTRY —%2@EHTEET,

SGT & A —V Xy M XX T (LAY2SGT A VARV arbbfHIng) 2RH+T5 L.
ASA TV AIMEDA —HF v h 71— 7 (EtherType 0x8909) ZfHL T, A —H¥F v
A I=T 2 A ATEXR2 VT 4 IN—T T2 EZETEES, ZNUCLY, FEITO
X2 VT4 IN—T BT T L — TEFAINDALA—YFy b 7L —LFATEET,

ASAT, AV H—T A AT LEOFERREICESNT, BEAATFy MZEXF2V T 4 Z—
T RTEFHFAL, EENNT Y hOEXa VT 4 IN—T X TEMBLET, ZOMREEEEH
TEHZLT, Xy hT—27 FARALZAMICBIT L RRA N ID DIaila A > T4 o

Ry TRAKR Yy T TEITCTEET, 2. Ry TR TU—L VAR VLAV 2SGT A VRY
VarvERBETEET,

KD IZ, LAY 2SGT A VRT3 rDO—iE iz R LET,
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K3: L1V 286TA RT3y

Switch

k

Untagged

Uszer 1

ERYT UL

grzrur i
Router
Inline Tagged Inline Tagged
SGT100 SGT 100
ASA
Untagged

SGT 100 =User 1

ACL: Allow User 1
to access server

=
Server

72270

RDOET, ZOKREERELIZHBEDAN N T 7 4 v 7 OTFH SN DEECHOWTHB L E

‘j—o

R1IADLSTa9D

AVBE—TIA4R AV T4 FXalL—
av

BIHEDRIENNTY b

BTDIENRIENTY b

Ay RRFEITSNR,

Ny MR RR YT ERB,

SGT 2% IP-SGT ~ % — ¥ % 7 & Hfs:
b,

ctsmanual =2~ RRFITEN 5,

SGT fEA IP-SGT ¥~ % — ¥ v > b Bifs
b,

SGT fEA IP-SGT ¥~ % — ¥ v > b Bifs
b,

cts manual =< > R & policy static sgt
sgt number 2= > RN & 54T S
no,

SGT &7} policy static sgt sgt_number =
~ v FTHfESh D,

SGT &7 policy static sgt sgt_number =
vy FTHfESh D,

cts manual =~ > R & policy static sgt
sgt_numbertrusted =~ > KA 5 & ¢
FITSN D,

SGT 23 /347 > DA T A > SGT
MBS,

SGT 73 policy static sgt sgt_number =
~ v FTHRFEND,
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GE)

\}

IP-SGT ¥ % — % & —T % IP-SGT ¥ v V' o I BIFEE L2 WA

( TAB) 2% Tox0) ) MEHSNET,

FHRIENTWD SGT B

ROFKT, ZOHKHE
—é—O

R2:BHZT49Y

RELIEGEDOHN T 7 4y 7 OFH SN DIEEIZOWTHB L E

AR —TIAR AV T4 FalL—23y

EENTY FORTORE

Ay RRFEITSNR,

XTI

ctsmanual =2~ RRRITEN D,

2 I &

cts manual =~ > K & propagate sgt 2~ > N3

W7 EbREITEND,

AN

ctsmanual =~ > R & nopropagate sgt =~ >

T EBREITEND,

X7l

WD T, Z ORERE
T ENAENVEICHOWTEHBLET,

& 3:to-the-box =5 7 « v & from-the-box 57 1« v %

RE LT2%E D to-the-box b7 7 4 v 7 & from-the-box hT 7 4 v 7 D

AR —TIAR AV T4 FalL—23y

ZENTY LR TDEE

to-the-box N7 7 4 v P FHHOANIA v X2 —T =
A AT, a<wy RNFEITEINR N,

Ny R RR YT ENRD,

to-the-box N7 7 4 v 7 HDOANA ¥ —T =
A AT, ctsmanual 2~ RBRITIND,

Ny MIZFANLGND N, R —Di
FIS° SGT DRI T DAL 72\,

ctsmanual =~ > R3FEIT IR0, E720E,
from-the-box ~7 7 4 v 7 HHOWMTjA 7 —
7 = A AT, ctsmanual 2~ > K& no

propagatesgt =1~ > K23 )7 & §FITE 5,

HTIR LoNry MIEEENDMN, R o—
ORI ITh v, SGTEN IP-SGT ~ X —
Ty b EEEND,

cts manual =~ RAFITS D, E£721E,
from-the-box ~7 7 1 v 7 O I1A % —
7 = A AT, cts manual =~ > N & propagate
sgt AV RAMSGT & bFITSIND,

P&y RREE SN D, SGT EN
IP-SGT v 32—V ¥ L HEIN5,

G¥)

IP-SGT ¥ % — % & —HT B IP-SGT v v U I BFEE LR WES, PRENTWS SGT &

( TRBA) 257 Tox0) ) MEHINET,
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1v8—7x42TOeF1YT4 F—Ts508% [

AB—TIARTDEXFIYT A TIL—T25DEE

ATy T

ATy T2

ATvT3

ATv74

AHE =T 2 A ATEX2VT 4 IN—T7 X T HRETDHITIE, ROFNEEZETLET,

FIE

A H—T 2 AFEEL, Ao F—Tz2f AT T 4 Xal—arF— BB LET,
interface id

1 -

ciscoasa(config)# interface gigabitethernet 0/0

LA Y2SGTA VAR ava A x—T ML, CTISFE A L X —T =2 AA AT 4 Fal—
vary E—REBLET,

cts manual

1 -

ciscoasa(config-if)# cts manual

AV HE—T 2 ATOECX2 VT 4 ITN—T X TDEFEEA F—T M LET, BIRITT 7 2
VN TA R—T N> TWET,

propagate sgt

1 -

ciscoasa(config-if-cts-manual)# propagate sgt

FETRESNZCTS Y 7 IZR Y v—%HlHLET,
policy static sgt sgt number [trusted]
il -

ciscoasa(config-if-cts-manual)# policy static sgt 50 trusted

static ¥ — U — RT, VoI DOFEEFE NI 74 v Z7IZHEHATHSGTRY V—%ELET,

sgt ¥ — U — R & sgt_number 513ZIE, ETNOOEENT 7 4 v 7 IZEMT 5 SGT AR E
LET, A7RMEOHPEIL 2 ~ 65519 TY,

trusted ¥ — 7 — R|X, 2~ FTSCT RHREINTA v HX—T 2L ADANNNTF T 4 v T
X, SGT Z# EEX L CIWT 2V L2 /RLET, 7 7 4 /V b untrusted T9,

wIZ, VAY2SGTA v AR a v HAoAf v 2 —T =2 A A A X —T ML, £ F—TxA
APMEHETEDINEIMDEEERETHHE R LET,

ciscoasa (config)# interface gi0/0

ASA £ & U Cisco TrustSec .
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ciscoasa(config-if)# cts manual
ciscoasa(config-if-cts-manual)# propagate sgt
ciscoasa(config-if-cts-manual)# policy static sgt 50 trusted

IP-SGT /N1 > T 4 T DFENERTE
IP-SGT XA VT 4 VT2 FETHRTET DL, ROFIEEZEITLET,

FIE

IP-SGT A T 7 FHTRELET,
cts role-basedsgt-map {IPv4_addr[/mask] | IPv6_addr|/prefix]} sgt sgt value
£l

ciscoasa(config)# cts role-based sgt-map 10.2.1.2 sgt 50

IPvd £721XIPVv6 R A N 7 KL AZFRETCE F9, F72. 10.100.10.024 DL H 72T x> b
VAT FERRXT VT 4 v 7 AA (IPv6 DYH) 2E5HHT LT, Fy NU—2 T RL A%
ETHIEHTEET, sgt value 13X SGT FH T, 2 ~ 65519 OFiPHTI,

SO a—FTaTDEVH
FrEDY v a WBFFAl IR SAUEEH, ST 5 SGT e (V37 » F @ SGT
fE, IP-SGT ¥R —T ¥ O UG L2 SGTHE, F721EA v ¥ —7 = A A TKIE L 7= policy static
sgt 7~ FCHG LZSGTH) . BILOWHINIcEX 2 T4 J—TR—2DEF 2
T4 RV —%MERT HIZIE, packet-tracer =~ RAMEH L £,

KIZ, packet-tracer 2~ > RO NHERLET, ZOHNNL, X2V T 40 IV—T X
7L IP T R ADOXISAHT R0 0 77,

ciscoasa# packet-tracer input inside tcp inline-tag 100
security-group name alpha 30 security-group tag 31 300
Mapping security-group 30:alpha to IP address 10.1.1.2.
Mapping security-group 3l:bravo to IP address 192.168.1.2.

Phase: 1

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 192.168.1.0 255.255.255.0 outside....
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FEED SGTHZIRET 2008 5 DT hdb 57, Cisco CMD 737 | (EtherType 0x8909) @
X X 7 F v 9 5ITI1E, capture capture-name type inline-tag tag 21~ > RZ2{HH L F 97,

WIZ, SGT HZIE L7284 @ show capture =~ > RO iR LET,

ciscoasa# show capture my-inside-capture

1: 11:34:42.931012 INLINE-TAG 36 10.0.101.22 > 10.0.101.100: icmp: echo request
2: 11:34:42.931470 INLINE-TAG 48 10.0.101.100 > 10.0.101.22: icmp: echo reply
3: 11:34:43.932553 INLINE-TAG 36 10.0.101.22 > 10.0.101.100: icmp: echo request
4: 11.34.43.933164 INLINE-TAG 48 10.0.101.100 > 10.0.101.22: icmp: echo reply

Cisco TrustSec O3
RIZ. Cisco TrustSec Zfi T 5 L 912 ASA ZRETHHEOHZ R LET,

// Import an encrypted CTS PAC file
cts import-pac asa.pac password Cisco
// Configure ISE for environment data download
aaa-server cts-server-list protocol radius
aaa-server cts-server-list host 10.1.1.100 ciscol23
cts server-group cts-server-list
// Configure SXP peers
cts sxp enable
cts sxp connection peer 192.168.1.100 password default mode peer speaker
//Configure security-group based policies
object-group security objgrp-it-admin
security-group name it-admin-sg-name
security-group tag 1
object-group security objgrp-hr-admin
security-group name hr-admin-sg-name
group-object it-admin
object-group security objgrp-hr-servers
security-group name hr-servers-sg-name
access-list hr-acl permit ip object-group-security objgrp-hr-admin any
object-group-security objgrp-hr-servers
//Configure security group tagging plus Ethernet tagging
interface gi0/1
cts manual
propagate sgt
policy static sgt 100 trusted
cts role-based sgt-map 10.1.1.100 sgt 50

Cisco TrustSec [~ %139 % AnyConnect VPN D H7~R— k

ASAlX. VPNt v a Dt Xa T 4 PV —F XL T EHR—FLTWET, SMTAAA
P—NEFEATH, £20F, e—H L 2—F N VPN I L—TF R —0kvxa VT4 7
N—T BT EHFRETHZET, ¥Xa VT 4 JV—T X7 (SGT) ZVPNE v 3 lEY
BCHZENTEET, EHIT, VS ¥2A4—P %y MEHE T, Cisco TrustSec > AT L&A
LCZDE T HGIHET 5 2 ENTEET, AAA — 308 SGT A T AW EAIZiT, &

X2 VT4 IN—T H T N—TR)—THRALZY, o= a2—FRFHLZY T
HZEWTEET,
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B /= 70exVWPN I L—T R o—BEBO—H L 1—H~0 SET DEMN

wiE, VPN 2—H|Z SGT #E|0 U TH-oD— k27 ok A TY,

1. =—WE, ISEV—REZEL AAA YV —RN T —TF52H L TWAEYE— K 727 A VPN
WCHEHE LE T,

2. ASADVISEIZ AAATHHRZER LFET, ZOFRIZSGTREENTWAEENHY 7,
ASAITZ, 2—HF DR XV N T 7 4w 71Tk TBIPT FLADOE D Y THITWET,

3. ASA N AAATEMEHFHA L Ca—VE2IEL. b Z2ERLET,

4. ASA N AAA TEEMNOEAF L7-SGT LE D Y CTHADIP 7 KL AZMFEHL T, LA T2
~v A —NIZ SGT ZEMmL £,

5. SGT % & Te 3% v R3S Cisco TrustSec £ h T —Z7 WNDORDET T8, AZFESNFET,
AAA P — D JEMIZ, VPN 2 —PIZE Y B TH=HD SGT BNEENTWARWIEE, ASA T

TN—T KR —DSGTEZHHLET, F7—T R > —IZSGT NEFINL TV RWEAIL,
27 0x0 NEID S THENET,

GE)

F7-. ISEFRFLEHE (CoA) ZMHHLTRY >—O@MICISE # AT 52y TxES, &
VY —DHEAZERETHHEICOWTIE, VPNOREH A REZBR LT EEW,

JE—KFT7O9E/\AVPN G IIL—T R)—HLU0A—AHIL 2—HF~AD

SGT M3ENN

ATy T

J—&®WWTJ/—TMHE@% E¢5 (= &@im%iﬁbi¢

TN—T KR o—Fdua—h a—FHDOF 7 4/ F SGTITH Y £H A,

FIE

UE—hK T77EAVPN Z)L—7 RY L —TSGT % ET DT, WOTFIEEZFITLET,
Q) IN—7 R)v—ar74¥al—ar E— ‘%Fa'ﬁﬁébiﬁ‘o
group-policy name

&1

ciscoasa (config) # group policy Grpolicyl

by Z—7 KUY —HDSGT &% ELET,
security-group-tag {none | value sgt}

vww%ﬁﬁbf&ﬁ% RET DA, 27012 ~ 65519 O#HPAITIHETX 4, SGT %
ELRWES T none #158E Li’g’“o

. ASA § & U Cisco TrustSec



| ASA # & U Cisco TrustSec

Cisco TrustSec DE=% 1) >4 .

1 :

ciscoasa (config-group-policy# security-group-tag value 101

ATFvT2 n—hn F—EZ_XR=ZATa—YPHOD SGT ZHET DHITI1E,. ROFIEAZFITLET,

a)

b)

HEIS LT, =Pl L £7,
username name {nopassword | password password [encrypted]} [privilege priv_level]}

1

ciscoasa (config) # username newuser password changeme encrypted privilege 15

a—HPLHar T 4 Xal— g F— RERBLET,
username nameattributes

1 -

asa3 (config)# username newuser attributes
asa3 (config-username) #

a—HFHO SGT 2% E L E7
security-group-tag {none | value sgt}

value i L CH 7 2RETHHA. #7152~ 65519 OFPHCTIRETE £9, SGT %
REL72WEA T none 25 E L £9°,

51

ciscoasa(config-username) # security-group-tag value 101

Cisco TrustSec DE=4 1) >4

Cisco TrustSec DEMIZONWTIL, ROa<wr REER LT FEN,

* show running-config cts
* show running-config [all] cts role-based [sgt-map]

Zoavy RiE, =P ERDIPSGT A T 47 T—T N M) ERRLET,
» showcts sxpconnections

Zpavwy RTE, v AF arTHRA N - NBfEHESND &, FFEQOL—Y a0 T7%
A FD ASA O SXP B NFREINET,

* show conn security-group

ASA £ & U Cisco TrustSec .
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T _XTO SXP DT — X AR LET,
* show cts environment-data

ASADEF2UT 4 TNA—7 5T —T MG EN D Cisco TrustSec BB [F iR 2 R L E 17,

 showctssgt-map

HIEIRZADIP T FL A X2 UT 4 IA—F F—T )N v R2—Vy = NI EFERLE
j‘o

» showasptable cts sgt-map

Zoawr Rt T—F RNRAUEEEIENTWAPT R A X250 J—7 05—
TN =T FT—BE_XR—=ZANSPT RLA X2 T4 INV—TDTF—T )N~y =
M) EFRRLET,

* show cts pac
ISE 705 ASAIZA v F— RS2 PAC 7 7 A MIZBAT AIE#HEF L, PAC 77 A LD

HEWRR =54 . T38RI D 30 HULNIZ /e 5 -8 A8101E, BE X v —
NaEFENET,
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Cisco TrustSec 0 &
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T3y bT4—
HEEESR L))—=R SR BA
Cisco TrustSec 9.0(1) Cisco TrustSec IX. BEFD ID B A 7 T A T 7 F v & Fk

ETHT 7R aryhr— A TY, Xy hT—7 T8, A D
T ASEMEREZENE L TRBY, EXa2 VT T 7R Y —
ER2% 1207 Ty b7+ —Ah ETHALET, Cisco TrustSec 14
BETIX, FETT7 A A2 —YEMtE & = R A > MEMEO/ A
APEEEHALT, B—AR_R—2ABLIOTAF T 4T 4 _X—R
DT IEA v e—VERELET,

ZDY Y —ATlX., ASA IZ Cisco TrustSec BtEa S TRV, &
X2 VT 4 IN—FIZESOTRY =2 S £ 9, Cisco
TrustSec KAA VHNOT 7 RZARY —ik, A ITTEFEL
FHA, Fv FT—ZIPT RLATIEARL . BETBLO%EED
FNRA AP —) WIS TNET,

ASA X, X2 VT 4 IN—T1CHSZDMDHE A T DRV
= (T =g A AT g 2 ) 1%L T Cisco
TrustSec ZIEACT&EF T, e xiF, RETHIZ T A~y 7D
W2, BEX 2 VT4 IA—TFICHESL T 78 AR o—2 AND T
EMTEET,

access-list extended, cts sxp enable, cts server-group. cts sxp
default, cts sxp retry period. cts sxp reconciliation period. cts sxp
connection peer, cts import-pac. cts refresh environment-data,
object-group security, security-group. show running-config cts,
show running-config object-group, clear configure cts, clear
configure object-group. show cts pac. show cts environment-data,
show cts environment-data sg-table, show cts sxp connections, show
object-group. show configure security-group. clear cts
environment-data, debug cts, 35 5" packet-tracer D& 21~ N
DEAFEIIEESNE LT,
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DET AR g

X2 VT4 IN—T EX T —Y 3y b XX T LA
BOETHEHLT, KU —Z@EHTEL LI £ L, SGT
A=Y Ry N EXLT (LAFV2SCGTA VARV a & bR
n5) ZRfA+5L, ASATYRAaBEOA —Hxy b 71L—=3
7" (BEtherType0x8909) #fHL T, /1 —V Ry hA ¥ —T =
AATEX2 VT 4 TN—T X 7% ETEEd, Znick
D, FETOEX2VT 4 IN—T H TR TL—0 TFALD
A—H Ry N 7L—AFATEET,

cts manual, policy static sgt, propagate sgt, cts role-based
sgt-map. show cts sgt-map, packet-tracer, capture, show capture,
show asp drop. show asp table classify. show running-config all,
clear configure all, 35 J. O write memory D 2~ o RVE A E /-
FEREIhE L,

Security Exchange Protocol (SXP)
/N—37 = 3 @ Cisco TrustSec
=k,

T3y bT4—
L)) =R
9.3(1)

9.6(1)

ASA @ Cisco Trustsec X, A N XA T 4 7 L0 LRIRN 722
SGT & H7 %y NEIDNA T 4 7 & AIREIZT 5 SXPv3 % R4k
THEITRELE,

cts sxp mapping network-map. cts role-based sgt-map. show cts
sgt-map, show cts sxp sgt-map, show asp table cts sgt-map D+ =
<~V RPNEAEL AT INE LT,
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