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EERELET,
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FHBIOTFA MEEHBLET,
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AT 71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Application
Helper] DNEICHEAF T, Z 2 Tlk, ROEREL BITTX F9,
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TANEONENFRRINET, APCF 7 7 A VIZHEN L GEIL, [Open) 227 U v 7 LE
9", ASDM 7’ [Local File Path] 7 4 —/L FIZ 7 7 A /L D/RAZFEA L £77,
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ATY T3 APCF 7 7 A V& T v 7 r— K325 ASA LD /SA7 [Flash File System Path] IZFE RSN E T,
[Browse Flash]| %27 V v 27 LT, APCF 7 7 A V%7 v 77— RT5 ASA FOBFTA4¥E L E
9, [Browse Flash] ¥ A 7R /ARy 7 A2, 7T v a AEFYDODARPERINET,

ART9T4 =) A Ea—XTEINLIEAPCF 7 7 A VD7 7 A NVABRFERINET, RIELZ T2
VI, ZOAHTEENT D22 L2BEDLET, ZOT7 7 A VOAHINIELSERSNATND
ZEEMERL, [OK]&2 27 VU v 7 LET, [BrowseFlash] # 4 71 /Ry 7 AN L ET, ASDM
73 [Flash File System Path] 7 4 —/L RIZT7 v 7'm— RED 7 7 A L NRRAEHA L ET,

ATy Ts BHHOa v a—F FOAPCEF 7 7 A VDOBFTE . APCE7 7 A L& ASAICE T v — R34 5
L& ¥5E L7 5, [UploadFilel 227 V v 7 LE 7,

ATy T6 [Status] V4 > RUBRKREN, 77 A MEEEPERV & EORIEBEHMER L E9, k05
U | [Information] 7 ¢ > K IZ [File is uploaded to flash successfully.] &V>9 A v t&— Rk
RENFET, [OK] %27 Vw7 LET, [UploadImage]l ¥ 702 7 42 KUM, [Local File
Path] 7 ¢ —/L R & [FlashFile System Path] 7 4 —/L RKOINAENHIBR S ET, Zhix, Blo7»
ANET vy 7 u— R RT&ELZLaRLET, MNOT77ANET v 7 r— 425123, ERROF
NEZ# 0 LEd, RS DGEIE, [Close] 7 U v 7 LET,

AT F1 [UploadImage] ¥4 702 7 4 RUEMULET, APCF 77 A NET Ty va AEVILT v
Ta—RL7e#%, 037 v 7r— FLRWERIZ, [Closel 7 Uy 7 LET, Ty Fr—N
T BYE121%. [APCF] ¥ ¢ > K7 ® [APCF File Location] 7 4 —/V RIZ 7 7 A WA NRER I
£9, Ty 7 u—RLARWEEIZIE,  [Areyou sure you want to close the dialog without uploading
thefile?| & #2425 [CloseMessage] ¥ A 7 B VR v 7 ANEKRINET, 77 A NVET v 7 a—
RL7ZaWGATX, [OK]% 27 Y v 2 LET, [CloseMessage] % 1 7 1 27 78w 27 A & [Upload Image]
AT a TRy 7 ZANH L b, APCF [Add/Edit] A V' NFERENET, 77 ANVET v 7
12— R 585 1%, [Close Message] ¥4 7 2V Ry 7 AD [Cancel| 7 Vv 7 LET, ¥4 7T
7Ry 7 ANRHLT B, 7 4 —/v ROENRZ D F F OIRRET [Upload Image] % 1 7 12 77K >
J ANFERIRINET, [UploadFile] #7 U v 7 L7,

APCF /N7 ~DEHE

FIE

ATy Tl koa~<r REMFH LT, APCF N7 v h&BI, #E. BLXOHIBRL., /X7 v b &2 EIEN
W T~ 2 F 9,

* [APCF File Location] : APCF /Xy 7 — Y OGIc T 5 waE R LET, ZlL, ASA
D7 T wv¥a AEY HTTP $—3, HTTPS %—/3 FTP % —/3, F 7L TFTP — 30D
WFTT,

« [Add/Edit] : HTHLE 72 I1ZBEFD APCE 70 7 7 A V& BINE I3 RE L £,
s [Delete] : BEfFDAPCF 7 7 7 A VEFIBR L E3, MEdSh s, CVELLTEEHA,

«[MoveUp] : U A RNDAPCF 77 7 A VEFHEELET, U ANMILD, ASA 7 APCF
T 7y ANVEEHT LS EEONAFRRED £9,
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ATy T2

ATvT3

ATvT4

APCF £
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[FlashFile] 227 U v 7 LT, ASADT7 T v a AEVITHEFEEN TS APCF 7 7 A V& 4R
ELET,

779 a AEVIRESNTNDAPCF 7 7 A VDR A A LET, /NAZ T TITBML
TWOGEEIT, TONRRAEZRET LD LIE, 77 vy a A VIS Lz APCF
TrAMIVFEA VT FLET,

[Browse Flash]| 27 U v 7 LC, 7T v a2 A€V EEML, APCF 7 7 A VEREL £,
[Browse Flash Dialog] ~XA > 3% /R S E 7, [Folders] 35 & O [Files] ¥ & ffi | L T APCF 7 7
ANERBELET, APCF7 7 A VEBIRL T, [OK] 22 Vv 7 LET, 77 A4 /~D/IAR
[Path] 7 4 — /L RIZERSINET,

GE)  H&iTF 7o m— KL APCF 7 7 A VOAFINFR SR WEAIZIE, [Refresh] & 27
Vw7 LET,

e [Upload] : APCF 7 7 A VE B —A)L AL Ea—FNHASA 7T vy a 774
)V AT BT w7 ue— K LET, [Upload APCF Package] XA v NFR R INE
‘g_O

« [URL] : HTTP #—,3, HTTPS % —/3, F72IL TFTP H—NIZRFIN TV D
APCF 7 7 A VEMRAT25EIC7 Y v 7 LET,

* [ftp, http, https, and tftp] (T~ /L7e L) : =N Z A T ERELET,

«[URL] (Z-L72 L) :FTP, HTTP, HTTPS, F/oIXTFTH— S ~D/X2% AJ]
LET,

APCF 777 AL, XML 74—~ v hBLWsed 27V 7 FOLEZFEHLET, kD
T, ZOEEITHERT A XML ¥ 725~ LET,

APCFDHA K54 >

APCF 7’ua 7 7y A NVDFEWN S EZRRB L, N7 34— AMEF LD, HFELLWEHRDO 2
UTFUVIIRABEAENHYFET, YRAaOZT=T Y TR, 1FEAEDOESA . APCF
T Ty ANERMT DS ETEET Y r—a ORE EORBEE I L TWET,

= 1:APCFXML 2 &7

2T B/

<APCF>...</APCF> T _XTDAPCFXML 7 7 A WV EZBEL 72D D
JHDN— N,

<version>1.0</version> APCF ORIENR—2 g VEHIFET A MNED X
7o BUED/N—Y 3 3 1.0 7213 T
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<application>...</application> XML R OAR T A FHTe L EHEZ 7,
<id> text </id> Z DFFED APCF ERE A RLIl 4 D MZH X 7,
<apcf-entities>...</apcf-entities> B —F 771385 D APCF =T 1 T ¢ Z e
WS T
<js-object>...</js-object> INHEDETDHIBLD L ON, arFrYo
<html-object>...</html-object> FE$H & 7213 APCF ALEEAN SEfEE X 5 B 4 5
ELET,
<process-request-header>...</process-request-header>
<process-response-header>...</process-response-header>
<preprocess-response-body>...</preprocess-response-body>
<postprocess-response-body>...</postprocess-response-body>
<conditions>... </conditions> ALERETIS L OB O -8R X 7T, IROAL

HIEMEZIRE L LT,
* http-version (1.1, 1.0, 0.9 72 &)
* http-method (get. put, post, webdav)
« http-scheme ("http/", "https/", % DA)
o (g [ TATIZY 079 | M K[ %
& e server-regexp IEHFEH

° ("a".."Z” | "A".."Z” | "0".'"9" |
"o 4OV & & e server-famatch 1E R
FE

* user-agent-regexp
* user-agent-fnmatch
* request-uri-regexp
* request-uri-fnmatch

« SMEH T DS B 200 ERNEIET HIBA
ASA ITT_TOX 715 L Thm AND
ZEITLET,
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EREMN

<action> ... </action>

BELESETI DU EDT 7 g v ay
TYTT v T LET, TNLDT 7 ay
BEFTHITIE, ROF T EERTEET (F
R

o <do>

* <sed-script>

* <rewrite-header>
» <add-header>

» <delete-header>

<do>...</do>

WDOWNTNDNHDOT 7 2a VOEFRIHEH I
L7V vary BTOFHEETT,
e <po-rewrite/> : U E— b — M 5Z1/E

Licarroryiaz EEEXLEEA,

o <no-toolbar/> : YV — )L X—ZHH AL FH
A/O

s <no-gzip/> : AT UV EIEME L FH A,

o <force-cache/>:JC D ¥ ¥ v ¥ = 5 & HEiF
LET,

o <force-no-cache/> : A7 =V " aF ¥ v
TaTERWVWEIIZLET,

« < downgrade-http-version-on-backend> : U
T— b Y= NZEREEFETDH LS
HTTP/1.0 Z{EH L £,

<sed-script> TEXT </sed-script>

TXANR—ADF Ty bOarT Y
DOEF\MHERENDT 7 ay X TDFESR
TJ, TEXT I3A%N72Sed A7 V7 FThH D
WEN G Y F9, <sed-script> 1L, ZiILX Y HI
\Z B S 7z <conditions> ¥ 7 \Zw A S E
7

<rewrite-header></rewrite-header>

TUvay AT OFEHZTT, <header> D+
SR T CHRE SN HTTP ~ v X —Dfi %
AL ET <header> LATEZRL TS
l/\) o
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EREMN

<add-header></add-header>

<header> O EHR X J THREINT=H L
HTTP~» #—OBEIMER ENST 7 v a v
X T DOFFFETY <header> (LA TEZIL T
<EEEW)

<delete-header></delete-header>

<header> O EHRF V' CTHRIE I NIZFED
HTTP~» # —OHIBRICER Sh b7 7 v a v~
X7 DFHHETT <header> (LLTFEBHLT
<IEZEW)

<header></header> EEEL BN, EITHIFRS LS HTTP ~ v
H—E/ELET, L&, ROFX 71X
Connection & 9 £ Ri[D HTTP ~ > ¥ —DfA
BEHLET,
<rewrite-header>
<header>Connection</header>
<value>close</value>
</rewrite-header>

APCF M &% 7E 4

<APCF>

<version>1.0</version>

<application>

<id>Do not compress content from example.com</id>

<apcf-entities>

<process-request-header>

<conditions>

<server-fnmatch>*.example.com</server-fnmatch>

</conditions>
<action>

<do><no-gzip/></do>

</action>

</process-request-header>

</apcf-entities>
</application>
</APCF>

<APCF>
<version>1.0</version>
<application>

<id>Change MIME type for all

<apcf-entities>

<process-response-header>

<conditions>

.Xyz objects</id>

<request-uri-fnmatch>*.xyz</request-uri-fnmatch>

</conditions>
<action>
<rewrite-header>

<header>Content-Type</header>

<value>text/html</value>

</rewrite-header>
</action>
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</process-response-header>
</apcf-entities>
</application>
</APCF>

=L

Yy a3 DETE

ATy T

ATy T2

ATvT3

[Clientless SSL VPN Add/Edit Internal Group Policy] > [More Options] > [Session Settings] ¥/ 1 & R
UTE, 7 T7A4T RV ASSLYVPN DOy v avyinbty g VORI —=YF T4 X3h
lea—PEREEETEES, 774V NI FITN—T VY =3 T 73V FDOT L —
TR —PoRELMALET, 2OV FUEBEHLT, 7740 8 7= R o—
D=V FFTAXENT2 T4 7T M LA SSLVPN 2 —HEH, BIOZh b OREMEX
WMT D7 N—F R =T XTEEELET,

FIE

[none] #7 U v 7 325 7h, F7213 [User Storage Location] K2 v 77X A=a—nb7 7 A4
N =T m A (smbEidftp) 27V vy 27 LET, YAITE, 22— X L—D2
CIFSZMEMT 2 Z LA HEE L3, 2— W4 /AU — RE72I1TAR— FES 48912 CIFS
HARETEZET, [CIFS]) Z&INT H5A1E, ROEXEANLET,

cifs//cifs-share/user/data

[smb] F 721X [ftp] ZBINT DAL, ROEXLEFEHAL T, lOTHFA RN 74—V RIZT7 74
VAT LD AT LUET,

username:password@host:port-number/path
WIZHl 2~ L E 9, mike:mysecret@ftpserver3:2323/public

G¥) ZDary7 4 Xab—alE, 2—V4, RRAU— K, BIXOFERHEA 3 —»R
SNTWETRN, ASAIFHNE T LY XA LV EL LB TT — 2 2R 1F L,
FOT—XER#ELET,

WEEIRG AL, BREGIT A~ — N T 7B ATEL X 0ICT 210X VT TTI747T
VANET LI E AT LET,

[Storage Objects] K2 > 7' X 7 A=a—InHBIROWT IO A T > 3 VEERRL T, 2—%
LD TY —"PMEMNT 54727 MERRELE T, ASAIL, INbDAT V=7 Mfk
fFLCZ 747> ML ASSLVPN #fiaAR—FLET,

* cookies,credentials

* cookies

LTIl
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ATYTE o alEBIAAL LT URTHEEDN T Y IV a VA AORFEEKBEAN TASILE

—

T, 2o, 120 T va P EAENET, CoELD B RER T W
JaryiEan, vy varofifRiinsny s 2wy hLET,

Iva—Fa4 24

XFxra—7 4y 70% [XFa— R R [XFEey M ELMEEN, aw 7T —% (001 72
E) aXFEAEDbYE, T—4ERLET, FHT AT a—RHRL, SiEICL-T
REVET, BH—D &Ml HFiELHUL, HEDLRVWSHELH Y 9, @i, #ikick-
TT I THEHENDT 74V bOa— RELNRED TR, VE—F2—PREFES D
ZEHTEEY, YT UVRER—VKEESN Ty a—RERETA b TE, FDOT
aO— R TR 2 A FE2ERLET,

Tra—REHEICE D R—=2 N _X=U TSN Fa— RO EEET 52 & T,
A—YPRT T IFEEH L TWDLHESS, 77 7T 2 5O EFIZERRL, <=
MELSETREINDLIITTEET,

7 7 4L hTliX, ASA X [Global Encoding Type| % Common Internet File System (H:ifi > % —
Iy b 77 AN VAT L) =" EOR—VIZHEA LE T, CIFS $—/ N L) ise
a—F 47 LD~y ¥ 7% [Global Encoding Type] JBIEIZ L > T/ r— Lz, LT
T=TIMIRENTND T 7 AN = a—F ¢ TR R L TEBNIATS Z &2k v,
T7ANGBRT 4 L7 U RAL BLOSN—C oL 20 v I RMEE 7 55812,
CIFS R—UNIEMEICABEB LOFRTE L L 91T LE T,

XFIVA—TAVIDRTFEITEE

ATvT1

Tya—F 4 VT EERTAE, 7747 ML ASSLYVPN R—H )L R—=T DL FT L a—
TA VT e RREITBECTEET,

FIE

[Global Encoding Type] IZ &> T, RIZFEH I TS CIFS b=\ HD0 LT a—F 1 v
TaEERNT, TXCDT T4 7T 2 8 U ASSLVPN R — X )L R—=U NS5 P a—7 ¢
VIMRED ET, LFHNEANT L), Fay T FZ s U IMPLEREEZ | @R E
To VA MIE, b BERROERZTNRERINET,

* big5

» gb2312

* ibm-850

* 150-8859-1

* shift jis
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* unicode
» windows-1252

* nonc

Gx) [none]l #27 Vw7350, 72137747 LV ASSLYVPN Y a D7 T
THRPR— L TORVMEZIEE LE-EAICIE, 799 FDF 740 kD a—
RRERENET,

http://www.iana.org/assignments/character-sets THE SILTWA AL FE Yy hOWTHNEFEL
WICFHN A K40 LFETANTEET, TOXR—VIIRINTWDLLFE Yy bOARTE
IR A VT 20PN EFATEET, 20X M) U 7E, RKCFE /N TFER KB ENE
Bl ASA DEREERFT DL X, a~ KA U F =7V ZIZL > TRILFN/NLFITE
EinEd,

ATFv T2 =ra—F ¢ 783 [Global Encoding Type) JEMEREE & 13 H 725 CIFS — D4R £ 7=
IXIP 7 FLRAE AT LET, ASA TiE, = —¥FBEE LI KRLF LN FORBNIREFE
FTN, ARTEV—NEBRET D L ZITIRLFE/PLFIIER SN EE A,

AT T3 CIFSH—1N7 T AT h L ASSLVPN R—Z )L =2 L THRET DM EOH H LT~
va—F g4 7 ERERLET, XFHNEANT L0, Fry 72T X RRLERLET,
U A MZE, &b —BRORKROMERE T NEFESNTOET,

* big5
« gb2312
« ibm-850
* 1S0-8859-1
* shift jis
GE)  BAFED Shift jis XFTra—F 4 V7 EFEHLTOWDEAT, BEMIT bR T
V% [Select Page Font] ~2 >~ [Font Family] #E15(Z & % [Do Not Specify] &7 U v
JLT, 20742 K 77 IV EHIBRLET,
* unicode
» windows-1252
* none
[none]l 7 U w7357, 72137 747 ML ASSLVPN By a D7 7 7 RS R—
FLTWRWMEERFRE LTS EIZIE, 77 00T 740 hoa— RREH SV ET,

http://www.iana.org/assignments/character-sets CfEE SALTWDH AR LFE Y hOWThnE%EL
WIFFE . K40 LFETANTEET, ZOX—VITRENTND LT v bOAFTE
ZIET A VT AOWTIEHEHACTCEET, ZOR NI U 71E, KXFEPXFRRN SN E
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A, ASA DREXRIFTHEXIC, av L R A F—F Y XTI o TRITFED/PILFITE
BLEsnEt,

S, 8,0 RS » =JL =
AT T U DETE
Xy w2k, 7947 ML ASSLVPN O 7 —< U A&k LET, HHEIZHF
HENAF TVl " AT AT Y v allEiliT 52T, BEXRIOBVRLLa LT
VY DIFEREOVBEE AR LET, v v a B FHTAILE TN T T v I ENREY . R
LLTEL DTV r—2a BN ORI ETEINET,

G avsoYXx o T eAR—TMITDHE, HOVAT AOEEENMETLES, =
TV XY T A F—T I LT, TUFNIT Ty a BRETDHIEEIT. O
BEEZT 4 E—7 NI LTLIFEN,

FIE

AT w71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Content Cache]
DIEIZEIR L £,

AT w 72 [Enable Cache] 284 7 DFAEIE, A LET,
ATYT3 Ty o oG EERLET,

+ [Maximum Object Size] : ASA ¥ ¥ v 2 TEX D R¥xa AV hOFRRKY A X% KB LT
AN LFET, ASAIT. A7V vty (EXHBXEFITEHEIATH RN
arvFrY) ORSEZAELET, #EIZ 0~ 10,000KB T, 57 4/ ME 1,000 KB T
7,
[Minimum Object Size] : ASA 23F v v+ 2 T&X % K% o2 A hOfg/hA X% KB HAL T
AJILET, ASAIL, A7 V7 hOTEO LTy (EXHZ F T EMEIL TR
arvTrY) ORSEZAELET, #EIZ 0~ 10,000KB T, 74/ MI0KB TJ,

(G¥)  [Maximum Object Size] (X, [Minimum Object Size] £ ¥V H KX VMEIZT 2 XL E R H
nET,

[Expiration Time] : 0 ~ 900 DFH A AN LT, A7V EFRIELWVWTH ¥ v
TONBAEFRELET, 774N ML TT,

[LM Factor] : 1 ~ 100 OFHa A LET, 7 74/ hE20 TT,

LM REUE, BEEEL A DAZ T RS 2 RfOoA T2l MeX v v ad D2 0R
Vo—%RELET, ZHIZX->T, Y—"REDELEEFR2NAT V=7 MR
FESNET, ASAIL, A7 V=7 FREEINIEBEORIBRFFE &, AHIRA =z —L S
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. Content Rewrite

T2 % ORGERR 2 HE U E T, HEE S ARSI, W%ﬁﬁﬁwﬁLﬁWELM
REOFREZ—E LET, LMEAEE 0 IZRET D &, R BICHRGENEIT S, 100 12
RETH L, HHIEE COFRKRERFMICARY £,

c TOAFMIRIZ L > T, BREFEX A LARZ TN P— RETHEHIRNHR &
NTWRWNWAT V=7 o, ASARF Y v aTHEMOREIEZRELET,

« [Cache static content] : 72 & ZIEPDF 7 7 A oA A=V, UTA4 bENDH I DR
FTRTOar7oYedyvialEd,

* [Restore Cache Default] : X CHDX ¥ v o NI A—X%E2T 7 3/ MEIZELET,

Content Rewrite

[Content Rewrite] <A ZiX, 2T Y DU TA FIRA R—=T /725 TNDHD, EoidA
ZIZHD B TWATRTOT 7Y r—ra vy R—ERRENET,

7 IA4T7 > MVASSLVPN Tlt, 20T U VEBRBIOR) T4 h =Pl k- T,
JavaScript, VBScript, Java, ¥ /LT /A RN F72 EOEERER NS 7 0% HTTP ~D 7
T4 ETEG, TV r—val b7 4 v P ERMBLEY, 20X T T 4w
T, 2= RT7 7V r—2a 27 78 AT HDIZSSL VPN 73 AWM ST 7 r—
varEEHLTWDSD, SSLVPN 734 ZKGFHTIHEHA L TV a Iz k- T, vy
F U IRT VA Y ha—LON—LRNRIRHZEBERH D T,

FIFNITIE, ¥F 20T 4 TTIA TV RATTRTCODIITA TV RV A NT T 4w 0%
VA4 b, FHEFERLEST, —HOT TV r— a3 Web U V—A (/AB] Web A k72
E) BNASAZEIB LRNWE ST LIEWEAERHY £7, DX 574, ASA TliX, ASA %
BIRETIZREDOY A b7 7Y /7“—“/5 VETITURATELEICTHY T4 Mv—%&fE
RTE £, Zhid, VPNERICBITA A7) v b bl o 7Tl TnET,

\}

G¥E) b oORETRILIZ. ASA 9.0 @ Content Rewriter {2744V E L7z,
e T Y VT A NI, HIMLS IZxd AR — h&iBMLE L=,

« VG A T MLVASSLVPN Y 54 % =0 DOWEEAIMENRKEL M ELE L, #
DR, 7547 ML ASSLYVPN 2—H# DTy Ra—H =7 2 = 2 4 [0 23
FTxFET,

)54+ IIL—ILDYERK

YT AR TR T, kX2 T TTTAT YRR TA b AL EIEE
Ao TRET D12, L= AOBFRIEETT, Z0 %, FEOEHHOIRCHE
LTI &, B — S L v — sl S &7,
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[Content Rewrite] 7 — 7 /LIZIL, IRDOD T L03H Y £,
« [Rule Number] : U 2 NN TOL— VO {EZ <M AFRLET,
* [Rule Name] : V—ABHEHIND T 7V r—3 3 VOL4RTEMTET,
* [Rewrite Enabled] : 27> YDV T4 haA X—T A0t 7 TCERRLET,
* [Resource Mask] : U Y —A ~A 7 &Z AN LET,

FIE

AT w71 [Configuration]>[Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Content Rewrite]
DNEZE L £,

RATwT2 [Add] /X [Edit] #27 V v 7 LT, 272 Y UT A4 M A=V EERELITESLET,
ATY T3 ZON—E A F—TMIT HIZIE, [Enable content rewrite] &4 12 L £,

ATV T ZON—NDFSEANLET, ZOFET. VA SOMONL—VIZFEXHNT, ZDL—LD
BRIEM 2R LET, BENRWIL—I1TY 2 NORBICEE SN E T, A7t ~
65534 T,

ATvTE (EE) L—IIOWTHT 2 EETE2EE L9, &K 128 XFTT,

ATFYT6 V= NEZEHATLT AV r— g 000 V=R kT 5 XF8E2 AN LES, TFHOE S
IR T300 LFETT, ROWTNLDOT AN RO —REHATEETN, PR Eb 120
W TEETTHOLENH Y £,

cF L PANTIC B L ET, ASDM Tik, * £70id ** TR SN D~ A7 I3 8
"z

c 2 H-FLE-HLET,
s [lseq] : =7 L AIZIRVMEREO LT E—FH L ET,
s[seql : =T ARZHDHILEOXT-E—EHLET,
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B =7y ustrr—nozeEs

ATV )54 M IL—ILDERTEH

R2:aV0ToYUSARIL—

HhE AVTUIDI T | L—ILES L—ILE JY—RIRY
A bEAR—T)L
29 %

youtube.com T® |47 1 no-rewrite-youtube | *.youtube.com/*

HTTPURL D Y Z
A Z A 7IZEY
BAD

Fiton—jz— | Check 65,535 rewrite-all *
LW ~TO
HTTPURL DV <
A B oA X —T )V
25

75472 LASSLVPN 2 LT=BF A —ILD{FEH

Web EF A —JLDEETE : MS Outlook Web App

ASA I3, Microsoft Outlook Web App to Exchange Server 2010 ¥ X U Microsoft Outlook Web Access
to Exchange Server 2007, 2003, 2000 % V77— F L CTWET,

FIE

ATFYT1 TRLVA 74—V RIZEF A=V P —EZXDURLEAST D), 7547 FL ZSSLVPN
tyvarToOETL Ty r~w—2 %7 ) v LET,

ATY T2 Tar T IRFERSNZS, BT A=V = D2 —F 4 % domain\username DJEFTATI L
3

ATV T3 BAA—INNNRAT—REASNLET,

TvII—U DEE

[Bookmarks] /SR /L TClL, v 7 ~—7 URXNEBIN, wWE. HIE 1A —F BLOB=
AR—=FTEET,
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ATv I

ATy T2

ATvT3
ATy T4

ATy TH

EEVASVIE N

[Bookmarks] SRV EHH LT, 7747 NV ASSLYVPNTT 7 2R B0, $—8
FOURLOV A NZHRELET, Ty I/~—27 VAIDIL T 4 X2 lb— 3 UIHEWT,
ZDYARE1DOULEDRY) — (IN—T RV — FAFIv 7 TI7HAR)—, F
TZIZZOWTT) ICHVETHZLENTEET, SRV —DT v 7 ~—27 U ARMILIODDOHRT
9, UAMIE, % DAP D [URLLists] ¥ 7D Ry 77X )2 MIFERENET,

—HRD Web X—Y TOHBI YA A N2, v/ rEREZELT v/ ~— 7 2HTES L9
W2 F LTz, URIO POST 75 /A v 7 FXu—Fid, BEHENYA VA v~ 7 urkEie

POST 7' v 7 ~— 2 %$5E L, POSTEHRDORZA FORFfIcr— Rt 5% v 7 F 7 R—V %525
TEDLEICTHEDIERENE LTz, ZOPOSTT 7/ A4 77 ua—FTlL, 7 vF—F
72X Z DD~y X —IHEH OFIEZ LI LT 5 HRIFPEFR SN E Lz, BUEIL, BEEIIFEA
00— R_R—YBIRURLAZREL, ZHICE TR bl o VEROEREHTINTEE SN
FT, FAIR—RX=VIZL-oT, T RKRA U N TTUHFE, 7 LT vl EETPOST
SR AMHT DD TIER< . Web —"F 721X Web 77V 7r—3 g UTEE SN D RFEDTE
WERSTEET,

MFEOT vy 7~—2 VA MBEREINET, Ty r7~—2 URXM&BMN, W AR, 1~
A= b, FLF=IAR—-ITEET, 77 8AHOY—"BILTCURL DY A FZFHE L,
fREL7ZURL U A FADERB Z/ST 5 Z N TEET,

1R BHHEIIZ

Ty I —D ERETHIETIER, 2—FRRERYA N2 T 78T X TN 22— K
U —ZEXT DA MZT 7 8ATHILEICIEIEFTEERA, Ty r/~v—27 VA E
ITN—T R —, BAFIv 7 TI7vARY —, FRITZOMGITEDY YT BHLIMT,
WebACL%Z ZNHDRY —IZEVYTT, NTFT7 47 70—~DT7 7EAZHLET,
INHORY —EDURL =Y MU 2F7IZYVEZ T, 22— NRT 78 ATEXHX—VIC
DWTERELAWE S ICLET,

FIE

BT 25U 2 NOL4RTEZIEET 50, BIEEZITHIRT S Y 2 FOL4RTAZ R LET,
Ty I w—0DHA VB XOEBROBEEN T 572 URL RFEREINET,

() [AdA] 27V v 7 LT, HILWP—RFEZIZURL ZRELET, ROWTINEZIB
mcEFEI,

*GET £721% Post # Vv RIZX B URL DT v 7 ~—7 DB
cERBEHT SV r—ay TS L— MRS5S URL OEN
cHEW A LA T r— g r~DT 7 ~w—7 DB

(UER) [Edit] =27 V27 LT, —3 URL, FLIIERLEZERLET,

(fE#&) [Delete] 27V » 27 LT, BRL72HHAZ URL U X h22BHIBR L £§, MR OB
FFERENT. RVELLTEEEA,

(FEE) 77ANMDA R — LI 7 AR — FuOSaT @R L £,
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B ocersrigrost 4y RIZE B URLD T v o < —H D

* [Local computer] : @ —H /L PCIZHEEET D7 7 A V& A ViR— b EIIZT 7 AR— T 2%
BE7 Vv 7 LET,

* [Flash file system] : ASA IZHEELT D57 7 A Va4 VR — FERIZT 7 AR — T 585512
7V w7 LET,

* [Remote server] : ASA /267 7B AW[EE/R ) £ — h B —NICHEEET 27 7 A V& A R —
NTBEEIZZ Vv LET,

e [Path] : 7 7 A L~DT 72 AKX (fip, http, F7=iT https) ZFREL., 7 7 A L~D/X
A AN LET,

* [Browse Local Files/Browse Flash...] : 7 7 A VDX A &S L 7,

ATy T6 (EE) 7o/ ~—7%@EMFERLC[Assign| 227 Vw7 L, BRLEZT v ~—2 %120
rtorn—7 R — XA FIvT TIERARY —, F1F LOCAL = —F|2E Y YT
iﬁ‘o

ATvTT1 (EE) [Move Up] £721% [Move Down] A7+ a > &2 H LT, #IRL7-HHE O([&E% URL
JARMNTERELET,

ATy 78 [OK] &7V v 7 LET,

RDRARY
74T FLASSLVPN BF =2 U T 4 P RICOWTHER LTS Z &,

GET E£7/=I&Post * Vv FIZEAURLD T v oI <T—o DEM

[Add Bookmark Entry] # A 7 12 7R > 7 ZTiE, URLY A DY 7 E7137 v 7 ~—27 %4E
BTEET,

1R BRI

Fv NI =7 OIE T FVFIZT 72 AT HIZIE, \\server\share\subfolder\<personal folder> fZ =
ZEALE4, =—WIZi, <personal folder> L ¥V EDTRTDORA > M5 U A MER
7b§ %‘%VC‘TO

FIE

ATy T [Configuration] > [Remote Access VPN] > [Clientless SSL. VPN Access] > [Portal] > [Bookmarks]
WCBEIL, [Add) RZ &2 27V v 7 LET,

AFw 72 [URL with GET or POST Method] Z R L C, 7 v 7 ~—7 OIERIZHEH L £,
ATV T3 KR—HNVIEREND DT v I ~—7 DLHIE AT LET,

B 5ELY547 FLASSLWPNOa Y I 4FaL—SaY



| BELY547 2 FLRSSLWNOIY T4 F¥al—ay

ATvT4

ATvTh

ATvT6

ATy T17

ATvT8

ATv79

ATy 710

ATvIN

AT T12

GET £7=d Post # Vv Rk 5 URLD T v oz — s digin ]

[URL] RmyFHZ oy A=a—%fH LT, URL ¥4 7 (http, https, cifs, F7I% ftp) % ik
WLET, [URL] ey 7 Z o if, #EUEDOURL XA 7, f VA b—NA LT _RTHOT TS
ALDEA TR LET,

DTy r<w—2 (URL) ODNSAEIIIPT RLAEZ AN LET, 7774 DAL,
P —ROLHIEATILET, Y= DRIZAT v 2 R () 2 ANTHE, A7V a
YONTA—RERETEET, U TT XY REEATDH L, ROETRT X
N, NI A—FNERXT &0 T b ET,

server/?Parameter=Value& Parameter=Value

51
WEDTTITANTLE>T, ANNTEDA T a3 DRT A—FMERTNRED £,
host/?DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

TITANIHR LT TN A U F OV R— NERET DL, 73T A= /fEXT
csco_sso=1 Z i L £7,

R A K /?¢esco_sso=1&DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

(EE) Faie— RFURLZANLET, Fair— RURLEZ AT 5 & X2, Rkl A
TEET, FEIFRIE, EEOPOSTURLICEEE SN A ETIZ, X—Y0or— RNIIEHTE%
BERE T,

PTHAL IV ELT, 2—WFICERTEHT v I ~v—7 = FVIZOWTOFEATF A M AT
LT,

[Thumbnail] Fe v 77X 7 A=a—%FH LT, = R2a—HF F—F L EDT v I ~—7|C
BB D7 A 2 IR L £,

[Manage]l %7 U > 7 LT, Y oax— e LTHATHAN A=A VR — MEIFZT AR —
FLET,

Ty l~—0%7 Yy 7 LTH LW 4 RYTHEET, 2OV 4 RUT, Av—hk b
FNEREZFERA L, ASAZN L ol — e DT =X DOZFE L ZITVWET, +_XTDHT T
U 77 471k, SSLVPN b RNV TCEEBCEZFEINET, ZOFTva s TlE, 7
TUOYPR—ADT TV r—a VA — K bR AOYR— 2L £, —FH T, [Smart
Tunnels] ([Clientless SSL VPN] > [Portal] * ==—(ZtH V) TlE, T T 7HFX—=2DT7 7V
r—varbAv—h b URNMOGENML, TNEIN—T KR r—La—H4IZE DY
“BTonET,

[Allow the Users to Bookmark the Link] #4112 LC, 7 747+ F LA SSLVPN —H»R, 7
Z 7 ® [Bookmarks] % 72 1% [Favorites] 47> a V& CTE 5 Lo c LT, BIREMER
LE, INLDOF T a VEMBHATEEYA, 2OF T aaF7ICT5E, 77470
LA SSL VPN AR—¥ /L@ [Homel &7 v a 7 v 7 <~—7 3R rINERA,

(fEE) [Advanced Options] ZIR L T, 7 v 7 ~—27 OFFEOFEMARE L ET,

* [URL Method] : Hiffi72 7 —# BFOLGAIZIX [Get] IR L EF, T — X ORIFEZITHE
B WELOESL, EFA—NOEERE, T2 EUBET L LIZE > TT —HIZEFEN
M2 HDAIRENED B D 5E 11, [Post] IR L E 5,
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B =z5s7705—2a30 7o F0— T 5 URLODEM

* [Post Parameters] : Post URL T OFEMIZ 3¢ E L £,

EEBFATITVr—2320 T TL— RIxd 5 URL DENN

ZOF T a . ERNICERESNIEZASDMT U L— FEBIR L TWAa—HFD T v 7~ —
7 DVERLZ I L LEd, ASDMT v 7 L— M, BEOHMEICEREINTZT 7Y r— 3
NRT DEFERNCAN SNV EREANEENET,

1R HHIIZ
ERFEHT TV r—vary 77— MI, ROT 7V r—va o CBEBHATEET,
* Citrix XenApp
» Citrix XenDesktop
» Domino WebAccess
* Microsoft Outlook Web Access 2010
* Microsoft Sharepoint 2007
* Microsoft SharePoint 2010
* Microsoft SharePoint 2013

FIE

ATV Tl 2P LTERTHT v I ~—7 DL4HTEATILET,

ATvT2 HYTHALRIAELT, 2—WIZERTIT v I ~v—7 = FVIZOWTOBHAT R F & AT
L9,

AT 73 [Thumbnail]l KRy 77Xy A=a—%2H LT, = Ra—H R—X LV EDT v I ~—7IC
BT A7 A a0 IR L E T,

ATv 74 [Managel® 7 Vv 7 LT, P23 —nNELTHHATEZA AV %A U R—FNERITT T AR —
FLET,

ATy 75 () [Place This Bookmark on the VPN Home Page] = v 7 /R v 7 A% A2 LE T,

AT 76 [Select Auto Sign-on Application] Y A N C, MERT 7V r—rarvwrs )y LET, A
RERT 7V r—va VITIRO EBY T,

» Citrix XenApp

* Citrix XenDesktop

* Domino WebAccess

* Microsoft Outlook Web Access 2010
* Microsoft Sharepoint 2007
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» Microsoft SharePoint 2010
* Microsoft SharePoint 2013
ATy Tl valAr X=VORiin— KI5 =YD URLEZANLET, ZOX=VIF, vnrA4 v
BT =D D2— A U F T 7 g VRKEIZ/R Y £, URL L, EEOKOLE%
EEWz 5 * 2 AN TEET (7L 2L, http*:// www.example.com/test)
AT 78 [Pre-login Page Control ID] Z# AJ LE9, UL, v 7 A v X—UIC#deRiicFaim 7 A v
R—=YDURL T2V v A2 NGS5/ % 701D TF,
ATv 79 [Application Parameters] # AJJLE T, 77V 77— 3 LIS U T, WONENE LD AEE
MERH Y F T,

« 7t ka2, HTTP F£721% HTTPS,

« RA N, T2 & %X, www.cisco.com 7¢ & T,

e AR— " E&H, TV r—varTHERAESRSDER—h,

« [URL Path Appendix], 7= & x (%, /Citrix/XenApp 72 & T3, EH Ziux, HEIAL SN E
R

* [Domain], ##id 5 KA A

s [User Name], =—%4 & LA 5 SSL VPN £%%, [Select Variable] 22 U v 7 LT,
IR DR AR 7,

e NAT— R, NAT— R L& LU THHT % SSLVPNZ%, [Select Variable] =27 U v 7 L C,
B DB IEIR L E7,

ATy 10 (EE) [Preview]| 227 Vw7 LT, 7o 7 Lb— OB EFRLET, [Edit) 227V v 2795
LT U= EERETEET,
ATy TN [0K]Z27 Vw7 LT, BEEITWET, £720F, [Cancel] 27 YV v/ LCTEFLZMEL £,

BEIYA A T7IT)r—23a> DTy I—9DENM
IOFTvar TR, BRABY A LAY TV v a DT v v — 7 BERTEE
To
HEYA Ay 77— a VOREICIE, 2 2OFIERMLEIZ/RY 97,

1. FERMZREIHIT —2283H 0, POST RTA—ENRNWT v I~—J 2 EHELET, Tv 7
v — I HREBLIOED Y CC, I —TE I — Y Ry L £,

2. Ty U~— U EHEERELET, BEOX v I F v HEEL A L T, SSLVPN YT A —#
XY TFrL, Tyl ~v—7 TRELET,
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B sov A 7iur—sanivsc—voem

&M
2ATFw T2

ATvT3

ATvT4

ATvTh

ATvT6

ATy T17
ATy T8

ATvT9

ATy 710

ATvIN

FIE

=PI L TCERT DT v ~v—2 ODLARTE AN LET,

[URL] Rmry 7 Xy A=a—%fH LT, URL ¥4 7 (http, https, cifs, F72I% ftp) % ik
WLET, A >A—FENTETRTOT T 7 A DURL ZA TN, ZOA=a—IZRRSH
FT, R—FNVR=VIWZV T L LTTITITA L BRKRTDHITNE, T4 D URLF A
Vi N D= S I

Ty == ODNSHLENIIPT KL AZ AN LET, 7774 OEAIF, — 3O4Ti
EANNLET, V= BDOHBIZAT v a LERIFF (17) Z AT 5L, A7 a DT A—
FERETEET, THUHNCTT U REFHAT S L, ROEIRT LT, /37
A=K MERT oy b ivET,

server/?Parameter=Value& Parameter=Value

51
72 21X ANJITEDFT T arDONRTRA=HNEXTIE, BEDT T 7 A N2> THRED
i‘j‘o

host/?DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

TITTA K LT, TN A vy YR — R ERIET DICE, 8T A —FMEAST
csco_sso=1 ZfEf] L 7,

host/ ?csco_sso=1l&DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

YTHAL I ELT, 2=VICERTEHT v I ~v—07 2 FVIZOWTOFRATF A & AT
LET,
[Thumbnail] ke v 77X 7y A=a—%fHLTC, = Ra—HF F—F 1V EDT v I7<v—7|C
BIHEAHT 27 A 2 &I E7,
[Manage] 27 Vv 27 LC, - hx— Lt LTHMNT A A=V %A UR— MEIZT 7 AR —
[

(fE&) [Place This Bookmark on the VPN Home Page] = v 7 R v 7 A& 4 2 LET,

[LoginPageURL]Z A L ¥4, AJJTHURLICIEZ, VANV KI—REHEHATEES, &2
X, http*:// www.example.com/myurl* & AJJ L F7,

[Landing Page URL] Z# AJ L ET, ASATIX, 77V —va r~DIEFE R 7 A 2t
LI, T T AT R=VERETIVLENDHY £7°,

({EE) [Post Script] 2 AJJ L £ 9, Microsoft Outlook Web Access 72 & D—#ED Web 7 7° U
r— 3 &, JavaSeript ZET LT, B AV T4 — L E2FXETDHANS, ERATA—F %
BRI DHEENH Y £, [PostScript] 7 « —/L R TliX, ZDOX 5727 7Y r—3 3 O JavaScript
EANNTEET,

W72 [Form Parameters] 2B/ L £9°, #3872 SSL VPN AT &2, [Add| %27V v 27 LT
[Name]Z AL, URA MDOEKEZEIRLET, "I A—FEZLEETDHITII[Ed]E27 Y v 7
L. HIBRT B2 [Delete] #27 UV v 7 LET,
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AT T12

ATy 713

ATy 714

TvoI—9

Tvor—5 Yz toqvk—rsrvzozt—+ i

074y R=UOHNIRE— RENEX—YDURLEZANLET, ZOX—JZE, var A
EE ST /oD D= f L F2 T 7 g URREIZ/R Y £, URLIZIE, EEOROT S %
EEXHx 5 * 2 AN TEET (72L& 21X, http*:// www.example.com/test)

[Pre-login Page Control ID] # AJJ L £9, ZiUL, v 7 A N—UIHETRNICHFHT 2 71

~N—=YDURL TY U w7 A X2 N BfG3 5Hili/# 7o 1D T,

[OK]ZZ7 Vw27 LT, BEEITOVET, £7201%, [Cancel] 27 UV v 7 LTEEEIEL F9,
UNRL(EE S

RDBERY

Ty 7 ~— 7 EiwET 584 . HTML Parameter Capture #6221 L C, VPN HEH A1 > 4>
NRIA=BH2X XY T TF ¥ TEET, Ty I/ ~v—2ZIFMRESN, INV—T R —Fida—F
WETHID Y TONLOMERDHY £77,

[SSL VPN Username] % AJJ L T2>6, [Start Capture] 2727 U v 7 LE 9, &KIZ, Web 77 7
EZHEMALCT, VPNEY v a U EBIIEL T, A b T3y hOX—VIZlERE T, TrkERA%E5%
T+ 2IZI%, [Stop Capture] 7 U v 7 LET, NITA—INTRETELH LR, 77
YA SIET,

VA FDA VR—FEXUVITI RKR—F
FTCIRERHDT v 7 ~—2 )R M, A vf— bERETs ZF— hTEET, HAUE

DTETCWDLYVAEAUAR—FLET, VA2 AR—F L THEEEZITREL TH
5, A UAR—=bTHZLbTEET,

FIE

AFYvTl T r~—27 VAMEBEABITHRELET, K64 XFT, AXR—AIMFHTE A
ATYT2 VAN 774 NEALVER—F D, £I27 AR— T 57200 EEBIRLET,

* [Local computer] : 7 —# /L PCIZHEET D7 7 A VEA AR — NI HAGAITEIRLET,
* [Flash file system] : ASA IZHEETH 7 7 A Va7 AR — M HGEICRIRLET,

* [Remote server] : ASA 7267 7 B AW[EER Y E— K —NITHEETHURL U A~ 77 A
NWEAVR—NTHHEEICT ) 7 LET,

e [Path] : 77 A L~DT 7EAJA (fip, http, F72iX https) ZFEEL., 7 7 A L~DX
2 ANILET,

» [Browse Local Files/Browse Flash] : 7 7 A VDN AZ BB L FT,

s [Import/Export Now] : U A~ 77 A V& A VAR— MEIF=7 AR —FLET,
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Import and Export GUI Customization Objects (Web Contents)

IDEATuT Ry I ATIE, Web a7 oY 37720 el rhi— BRI RT 7 ZAR—
FNCEFET, Web a7 A7 V=27 NOARIET 7 ANV XA THRFERENET,

Web 2 7 V1T, BIRIICRES N R —Lb X—Uhh, Z R a—F R R—ZLEh R
A RTHEXMERAT LT A a0 A=V F T, SEIEREENDHY £, REFH»
DWeb 2TV, A VR —FERIZZI AR—FT&ET, BHERNTE TWVD Web
aVF UV EAUR—FLET, Web 2TV ET Y AR—F L TEEE-ITREL T
O, A VR—= 52 &b TEET,

FIE

ATFYT1 T7ANDA VR —FTELIFT 7 ZAR— FTOEHTE2RIR L £,

* [Local computer] : @ —H /L PCIZHEEET 27 7 A V& A ViR— b ETIZT 7 AR— 25
el Uy LET,

s [Flash file system] : ASA IZHEEH T D7 7 A V& A VAR — MERITT I XK — FT 5855I
7V w7 LET,

* [Remote server] : ASANS T 7 B AFRER Y T— F b —NIZHEET D7 7 A LA A L R—
N EEIZZ Y v LET,

e [Path] : 7 7 A L~DT 72 A KA (fip, http, F7=iT https) ZFREL. 7 7 A L~DX
A ANTTLET,

» [Browse Local Files.../Browse Flash...] : 7 7 A VDN ZAE BB L £79,

AT J7°2 :l/74//’\0)77{22{;;1&4;1&75)%%75‘& 975 %fﬂ%ﬂibjﬁjﬁ

INADT VT 47 AL, BiEEBRTDH0E I NG L TEZD £9, ASAIT, FEDBHLE
ATV = NOBGAEIZIE HCSCOE i L, BFENAER ATV =7 FOSEIZIE
+CSCOU+ %M L £9, ASA TiX. HCSCOE+ 47 ¥ =7 MIR—HZ )L _R—=J|ZDIFER
SINFETN, ACSCOUH ATV MEIu s Ay R=TVFEFR—F L =T TERLIZY
fEHT D EnTEET,

ATYT3 7 Vw7 LT, 774 NVEAR—bERIFZ 7 AR—FLET,

POST /X5 A —2 MEME &K VRS
O TR, Ty /~—2 2 PV EURLY A RDRAR NTA=ZERELET,
2747 ML ASSLVPN ZHIC LY URL B L UT #—LX— 20D HTTP post #{f T

=

NFEITTEET, ZNHOEHIT~ 7 a L bIFEN, =2—HFID LRRAU— R, F=213Z 01
DASINRTG A =B EEt, NX—=VF N VI —ZA~Da2—YF T I ERAERETZET, 20Dk
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ATy T

5720 YV —ZDFINT
D\i‘a_(]

FIE

posT <5 x—anems L vimE |

. 7y ~—27 = FY, URLVA b, BEIOTZ77ANLEEFELRERD

NRTGA—ZDLFTEEEZ, *HETHHIML 7+ —ADEBVIZHRELET, =& 21,

<input name="“param_name” value="param_value”> T,

RSN TOLELONTINE Fry 77X U X MpGBIRTE £, o, BEEER

T&EET, Fuy7¥our UX Ehbid

R3: V54T LR SSLVPN DEH

. OB EZER L £,

No.

EHEHR

[—J=3
K=

1

CSCO_WEBVPN_USERNAME

SSLVPN =—# 1 7' 1 1D,

CSCO_WEBVPN_PASSWORD

SSLVPN —# 1 /"1 > /XA
U— K,

(SO WHEBVPN INTERNAL PASSWORD

SSL VPN = —H#NH Y V) — R
NRAT— R, ¥y viadih
TREETH Y . AAA P —N
WX TRIEEN TV EH
Ao —FNRZDEEANTTT
HE, NATU—RNEDRDY
W, TR BEEY A A D
NRAT—RELTHEASRE
R

(SO WEBVPN CONNECTION PROFLE

SSLVPN =—# a7 A > 7
N—"T Ra vy Bk
a7 AIVND T IIL—TF T
A VT A

CSCO_WEBVPN MACROI

RADIUS/LDAP X & —[EH
JBIEIC Ko TRIE,
ldap-attribute-map % #&H L T
LDAP b Zha~ v B 7
TOHEIE. ZOBEEN
THUAADEMET
WEBVPN-Macro-Substitution-Valuel
2720 9,

RADIUS #% H COZEHuE i
VSA#223 12 L > TiThivE
—a—o
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No.

EHEHR

E&

CSCO_WEBVPN_MACRO2

RADIUS/LDAP > & —I[EH A
B X o TRRIE,
ldap-attribute-map Z & L T
LDAP b Za~w v BT
THHEIL. O EFEH
T LA aDEMEX
'WEBVPN-Macro-Substitution-Value2
2720 £,

RADIUS £ TOLHEHIT
VSA#224 12 L » TirbivE
7,

(CSCO WEBVPN PRIVARY USERNAMVE

Emunﬁﬁﬁ@7 7/])'7) L
Fow A 1D

(SCO WEBVPN PRIVARY PASSWORD
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For example, if a URL list contains the link,
http://someserver/homepage/CSCO_WEBVPN USERNAME.html, the ASA translates it to the
following unique links:

For USER1, the link becomes http://someserver/homepage/USERl.html
For USER2, the link is http://someserver/homepage/USER2.html

In the following case, cifs://server/users/CSCO _WEBVPN USERNAME lets the ASA map a
file drive to specific users:

For USER1, the link becomes cifs://server/users/USER1

For USER 2, the link is cifs://server/users/USER2

TS L6 EHFEHT A, v~/ a5BLU06 DfEIX. RADIUS £7-1% LDAP O X —[EH
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The following example sets a URL for the homepage:
WebVPN-Macro-Valuel (ID=223), type string, is returned as wwwin-portal.example.com
WebVPN-Macro-Value2 (ID=224), type string, is returned as 40lk.com

To set a home page value, you would configure the variable substitution as
https://CSCO_WEBVPN MACROl, which would translate to https://wwwin-portal.example.com.
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CSCO_WEBVPN_DYNAMIC URL i+ 57 v 7 ~—2 OFEFZLL TR LET,

<bookmark>
<title>Test Bookmark</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://CSCO_WEBVPN DYNAMIC URLL (".")</url>
<subtitle></subtitle>
<thumbnail></thumbnail>
<smart-tunnel>no</smart-tunnel>
<login-page-url></login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>
<control-id></control-id>
<<post-param>
<value>valuel</value>
<name>parameterl</name>
</post-param>
</bookmark>
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CSCO WEBVPN DYNAMIC URL I LDAP B~ v 7 IZ3%E S 4L CE Y | hostl.cisco.com,
host2.cisco.com, host3.cisco.com (ZX}itx L CTWET, TV I ZIZHE- T,
http://host1.cisco.com, http://host2.cisco.com, http://host3.cisco.com Z EFTpH—D AL 7 4 F =
L—yavnbAkEniz, 3 20RO URL & 3507 v 7 ~—7 ZRSFTEET,

IHIZ, POST RTA—HD—HL L TRDO~ 7 awflHTEET,

<bookmark>
<title>Test Bookmark</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://www.myhost.cisco.com</url>
<subtitle></subtitle>
<thumbnail></thumbnail>
<smart-tunnel>no</smart-tunnel>
<login-page-url></login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>
<control-id></control-id>
<post-param>
<value>CSC07WEBVPN7DYNAMICiURL(";")</value>
<name>host</name>
</bookmark>
MU~ 7 7 LDAP J@MEZ M LT, #—7% ~ I URL http://www.myhost.cisco.com
EHL3ODT v 7= MERENET, TRENDT v 7 ~— 2738725 POST /37
A —H L ZH host 35 5 UME hostl.cisco.com, host2.cisco.com, host3.cisco.com & 5 F
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7= & %1%, CSCO_WEBVPN _MACROLIST(2,",", url-encode) (%, U A h® 2 FH OE %L
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*None : /X 77 T2 B H—/SADRFRNC, CFFIEIK L TEBEZITOEE A,

e url-code : fRMT SNT-FEITH L ENT-URLIZAR Y £4, 7277 L. URL THEEECE
FIEAERL T D — O PRI S E T,

o url-encode-data : AT SN 72 4%fEIX, URL = a— R CREB|IILHINFE T,
* base64 : FENT SHU7-F-fE 1 Base 64 TH LS E T,
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<bookmark>
<title>MyHost</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://www.myhost.cisco.com</url>
<subtitle></subtitle>
<thumbnail></thumbnail>
<smart-tunnel>no</smart-tunnel>
<login-page-url><login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>
<control-id></control-id>
<post-param>

<value>CSCO_WEBVPN_ MACROLISTI1 (1, ";", url-encode-data) >/value>
<name>paraml</name>
<value>CSCO_WEBVON MACROLIST1(2, ";", url-encode-data)</value>
<name>param2</name>
<value>CSCO_WEBVPN_ MACROLIST1(3, ";", url-encode-data)</value>

<name>param3</name>
</post-param>
</bookmark>
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R=DLN—=UNAw— b bRV TR 2002 fETE £9, ASDM @ Network
Client SSL VPN & 7213 Clientless SSL VPN Access £ 7 33 726, [Add/Edit Group Policy]
NA NI LET, SRFRO LB T,
* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit Group Policy] > [Advanced] > [SSL VPN Client] > [Customization] > [Homepage
URL] EME

* [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies] >
[Add/Edit Group Policy] > [More Options] > [Customization] > [Homepage URL] &

AT9T3 Ty /== FIFTURL = U 23 E LET, SSLVPNGBIETRSA VS Z A L /NAT —
K (OTP) Z#fEH L., W COWABTA—IV T I EATAZT 4 v 7 IRNE/SAT — R&ff
HT25Z L1285 T, HTTPPost #fEHH L TOWA U Y —R(Zr 7 A4 o TEET, ZOHAD
ez DIFIEIL, ROSRZADNT 0 EFEALTASDM C7 v/ ~—7 =2 b U ZBNEIE
wET 5L TT,
* [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Bookmarks]
> [Add/Edit Bookmark Lists] > [Add/Edit Bookmark Entry]>[Advanced Options] fJik > [Add/Edit
Post Parameters] (URL Method JE:D [Post] 27 U v 7 T 5 L FKrnEInE)
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* [Network (Client) Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >
[URL Lists] & 77" > [Manage] 7~ & > > [Configured GUI Customization Objects] > [Add/Edit] 7R
% > [Add/Edit Bookmark List] > [Add/Edit Bookmark Entry] > [Advanced Options] ff3sk >
[Add/Edit Post Parameters]

ATy T4 77 AIA (CIFS) URL Bz R ETHI LICE» T, KVFRMALT v I ~—0RELHE

p% L E4, URL [cifs:/serve/CSCO_WEBVPN USERNAME| Z&%ET 25 &, ASAITEN % 2—
PFOT77ANKER—LT 4 L7 NVICHABMICY Yy B 7 LET, ZOHIETIEH, SR —
N L ONE SR T — NE# 1T 2 £9, KIZ, URL @##OF 2R L ET,

cifs://CSCO_WEBVPN_USERNAME:CSCO_WEBVPN_PASSWORD@server
cifs://CSCO_WEBVPN_USERNAME:CSCO_WEBVPN_INTERNAL_ PASSWORD@server
cifs://domain;CSCO_WEBVPN_USERNAME:CSCO_WEBVPN_PASSWORD@server
cifs://domain;CSCO_WEBVPN_USERNAME:CSCO_WEBVPN_INTERNAL_ PASSWORD@server
cifs://domain;CSCO_WEBVPN_ USERNAME:CSCO_WEBVPN_ PASSWORDE@server/CSCO_WEBVPN_ USERNAME
cifs://domain;CSCO_WEBVPN_USERNAME:CSCO_WEBVPN_INTERNAL PASSWORD@server/CSCO_WEBVPN_USERNAME
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FIE

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Customization]
PERLET, RBERIALZvAE—a r2RFAF AL, [Bdit]) Z#IRNLET,

AT w 72 [Enable External Portal] = v 7 R v 7 A% A 2 LET,
AFwF3 [URL] 7 4 —/L RIZ, POST ERMFF S5 L HIC, BERIBR—Z L% AN LET,
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