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1. UE—h 27747 b VPN B¢

2. ASA X, RE

fliZ 34T L E9,
3. ASAE., AAAZN L Ca—VE2RIELET, AAAV— T, 2—FORABEMELRLE
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A ET,

S 72 NAC fif & Cisco Secure Desktop ¢ Host Scan fi & {# f§ L TR A F x 7F

4. ASA IZAAABABMEEZFDE Y 3 IEH L, VPN b RSN LFE T,
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EFL 5S4 REH
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oI+ ~XToET L AnyConnect Premium 7 1 & > X

Advanced Endpoint Assessment 7 - & > A

AnyConnect Mobile 7 A & A

GE)  ASAEPEE S AnyConnect E/3A )L IR AF ¥ DAPJEMEZ EO X S IZEMT 25000, A A b—
IV I~ AnyConnect 7 A & 2 AT XK - THEZ Y £4, Advanced Endpoint Assessment 7 A & >
A2 &L 5T, DAP T Advanced Endpoint Assessment #4#E (f&£75. Windows Mobile Device LUA
Expressions 72 &) DAV T, £/, EATA B ATDAP2FEHTHZ L TEE
T KR DAP X ASA DT A £ AB I CHRICESWTEA S NET (=7 kL
AnyConnect Premium 7 4 £ A XD TA NV AN KT = v 772 )

EErEYY
DAP ~® AnyConnect = R7ANA > h@MEDBEMN (14 ~—2)

BAFTIVY TIORBAR)O—DERTE

1R BRI

o FRIZFEH DWW RY . DAP =2 RaRA > MNEMEZRET HHIIZ, FA N AXxxy %A
APN—=VTHUENRHY E7,

* HostScan 4.3.x 2> 5 HostScan 4.6.x LARRIZT v 77 L— R T 25581%, 7 v 77 L— FOH|
(2. BEfFD AV/AS/FW = RARA & MEttZz )9 508 AMFW = RARA & h BRI
BITTO0ERHY T, 777 L— RBIXOBITOREE2Z2FIRIZ DN TIE,
[ AnyConnect HostScan 4.3.x to 4.6.x Migration Guidel] &M L T 72 &0,

s Ty AN, TaEA, LYARNIDOZY RRAS VN ERETDHIC,. 77 AL, TR
TR VAN DOEARRA N AFx vy VBEBEARET HDMLERDHY ¥, FIEIZOWNT
IZ. ASDM % j£#) L T [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] >
[Host Scan] DIEIZEIN L, [Help] 27 U v 27 LTL7EEW,
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« DAP %, ASCI XFDHIR—FENET,

FIE

ASDM % jZ#j L. [Configuration] > [Remote Access VPN] > [Network (Client) Access] & 7213
[Clientless SSL VPN Access] > [Dynamic Access Policies] % 58K L £ 797,

GE)  [Add]. [Edit], 88X [Delete] 77 > 2 > ® FiZ [Incompatible] 77 3 3 > AR Z L H5E
IREINDEGEX. WEET A4 77 U OFEHIZ X W BEAF DAP 7R U — (HostScan 4.3.x LA
iz L CTIER) & BN R2 o7z — 3 > (4.6xLARE) (2 HostScan % 7
TTL—=RLEIELTVWET, VXA LBITTFIRZFATLC, RELXHEILSED
PVENH Y F7,

[Incompatible] 7 7 3 a > BFR /R SN A5G 13X, HostScan DT v 77 L — KRGS
. REDBATHMLEIZR T2 2R L TWET, FHMRFIRIC OV T,
[ AnyConnect Hostscan 4.3.x to 4.6.x Migration Guidel] #&M L T 7Z& Wy,

BEDZNVT 2T HRETNINR—=I TNV T 7 AT U —NDxZ RARA U NENEZEZD DI

L. A D LT < @ [CSD configuration] Y > 27 & 27 U w7 L'E9, KIZ, Cisco Secure

Desktop 33 & U* HostScan @Tf%ﬁ*%%“ 7847‘\ TMILET, 2OV 7%, Tl OERE
ZTTICA F—T ML TV A GEICIEFRRSINER A,

ﬁﬁﬁ%@m&@)X%%%mbiTo
— 7 IR D 7 4 — )V RRERRSIET,
* [ACL Priority] : DAP L 22— KO T I7 A4 AV T 4 ZFRLET,

ASA X, BEDODAP L a— Kb %y hU—2 ACL & Web ¥ A 7 ACL #8515 L &
2, ZOfEZEMH L TACL Zf# i IBFAH T LET, ASAL, & o774 F V7 ¢
BB DT TAF VT 4 FEDIAICL 2 — REWR, K MIOT T4 4V T 1 %
T NO—FFICHELET, FINRKEWVWIETIAF VT A BENZLEERLE
I, 2 2E, ENR4DODAP La—RiHMERN 2L a—RELDEEWTIA4 4T 4 %
FoOZ el Ed, 7I7A4F V7T 113, FEITOWFEZITTEEEA,

* [Name] : DAP L 22— RO4RiT#F R LE T,
* [Network ACL List] : £ a NNZ@EHEIND 7 7 A4 T 74+ —/VACLOARTZ#FR - LET,
* [Web-Type ACL List] : v a i H &4 5 SSL VPN ACL D4 fiE= R R LET,
« [Description] : DAP L =— RO HK A7 L %9,
[Add] £72I1X [Edit] #2 V v 7 LT, A F w7 T7EAKRY U—0BMEITMHmE (6
N—=Y) BFTLET,

[Applyl 7 U v 7 L C DAP REERFELET,
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ZDEAT Iy I TI7RBARY =4 (WH) EHH (F7vary) 2ALET,
* [Policy Name] I%, 4 ~ 32 SLFOLFH|T, AX—AIEHTEXEHA,
* DAP @ [Description] 7 4 —/L RIZ1X 80 LFE TANTEET,

[ACL Priority] 7 4 —/V RC, DX AFTIv I TI7EBARI O —DFTAF VT 4 HHEL
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X2 VT4 TTFIAT ARG, ZZTCRELEZEFTT 782 R —Z2EALET, &
NDREWVNEETTAF VT 13@Em< 720 3, AMMEOFPHIL 0 ~ 2147483647 T¥, T 7 4
JV Ml 0 T
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ASAITFIZFDO L a— REBIRLET,

b) [AAA Attributes] 7 4 —/V K® [Add] £72I1% [Edit] Z#7 U v 27 LT, DAP & AAA JEMEIR
BHEORE @~—) #FTLET,

¢) [Endpoint Attributes] fEIk C [Add] £72I1L [Bdit] 27 V v 27 LT, DAP D R4 > Mg
PERPFILEORTE (11 2—) 2FITLET,
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d) [Advanced] 7 +—/V K% 7 VY v 7 LT, LUA i/ L7= DAP |Z35) 51BN DAP #4UIEL
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BT 200, FREENOEREFLAOBMEICEZSRZ 500 EEBELET, 774
LV MME AND T,
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METEET, LWL AAAEIRBEMEF 21X KR A > M&EREME (B W0Iixzo
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FIE

ATY 1 BHEEOST Z4RET 5121, [AAA Attribute] 7 — 7 /L & [Endpoint Attribute] 7 — 7 /L (Z BH5#
1T B 7z [Add/Edit] R & & L E9,

[AA/Edit) R v &7 Vv 735 LERRINDF AT v 7iE, [Add/Edit AAA Attributes] 7 1 >
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LIETEET, ASAIL, =—T D AAARAMERE & v ¥ a L ORZATF ¥ FHHFHRIZE S
TDAP La— RZEBIRLET, ASA L, ZOERIZESWTHEHED DAP L 22— RZEIRT
T, ENHo L a— RE4EK LT DAP muTEﬁ%Vﬁﬁk LET,

FIE
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[AAA Attributes Type] : KRy &7 U X M&fH LT, Cisco, LDAP, F7-1% RADIUS &
PEZ IR L 7,

* [Cisco] : AAA BEEET VIZRFEIN TN D 2—VRAEEEZSM L ET, DAP L a— R
D AAA BB, 2o O —YRABEO/ N2 72y NEEETEET, K
DBMENZTENE T,

« [Group Policy] : VPN .—H & v o g NZBEMNIT N TWE I L—TF R v —4 %
RLET, BFa VT4 T FIAT U ATE—HIVICRET S0, [ETFZ 72 (25)
JEMEL LT RADIUS/LDAP M5 iEfE LEd, K 64 LFETT,
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[ConnectionProfile] : =7 ¥ a v EILIX bRV I DI N—T %, K64 LFTT,
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cn=Employees,ou=People,dc=company,dc=com
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AT v ME, ZUBRSIEFCIREREEZ T — 2 RXR—RACEEALE T, ZOAFTO%EE
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g4+3v9 792Ky — [}



F4F2v 9 7oA KYv— |

. Active Directory ' )L— T D ER{%
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Wil R L FET,
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EHTENTEET, TORREIX, LDAP 2] L TV % Active Directory $— 721 12 ] &
NEJT, ZORK L, Active Directory LDAP H— N2k LT, 2—HFRET D7 —TD Y
A~ (memberOf ¥11%) OFWEDLEEZFEITLET, O NA—TIFEREMGHL, ¥4+
7 T RARY U—D AAA B EERRELE T,
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P — NN BEIGENET, ASA BV —ROINEE[FOT 7 4/ MEERIX 10 2T, aaa-server
RAN a7 4F 2 b— 3 F— T group-search-timeout =~ > NAfE I L, KFff] 43
BTEET,

[Edit AAA Server] <~ > T Group Base DN 425 L, Active Directory &g o> i TR & 2 BRAA T
HLNNWEEFRTEEYS, ZOU 42 FUTIE, ASABY —"DISE O S AEE TE £
T, I OEEEEZ R T 521X, [Configuration] > [Remote Access VPN] > [AAA/Local Users]
>[AAA Server Groups] > [Edit AAA Server] %R L £,

GE)

Active Directory ¥ —/NIZE D T NV—T PIET D583, F—DBIRENRT v MIED 5 2
EDTEDHT—HEOFIRICHES T, BfEFL7ZAD Z7v—7®D Y A & (F721% show ad-groups
a~xy ROWA) BEIVEEOOND 2 ENHY 3, ZORMBELERT 5T, 7 1V i
AL, ="K T 7 —THEREL LT EE0,
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[AD Server Group] : AD 7 /L —7"Z G35 AAA —/3 7 L—T DA,

[FilterBy] : RRSIND I N—TEEWS TT20DIZ, ZN—THEIZ T N—T 4O EtEE
L/\i‘é—o

[Group Name] : ="M HEfF 4L/ AD ZL—7 DY A b,

AAA ETEDEZ

WOFIT, DAP TR TE 5 AAMABIUBMA OEREZ R LET, BHESA 7 ¢ —/L RiZ, LUA
TR B D AT FiEZ R L TEY | [Add/Edit Dynamic Access Policy] <1 > D
[Advanced] 7 v a » TR L £,

B4 |BlER EExT |fE A MY |EREA
7 VAO} PN
&
RO aaa.cisco.grouppolicy | AAA string 64 ASA LT —TF RY —
4. F7-1% RADIUS/LDAP
B — 325 IETF-CLass (25) &
L LTS/ n—>7
R v—4
aaa.cisco.ipaddress | AAA number |- TN RN FRIVVPNY FA TV
MZHEIDETHNZIPT RL
A (IPsec, L2TP/IPsec, SSL
VPN AnyConnect)
aaa.cisco.tunnelgroup | AAA string 04 o774 (hrxb
T N—"T) ORI
aaa.cisco.username | AAA string 64 I &SN —TF D4 Hi
(v — 7 )VRRRERFE AT % s 1
LTV D 5EICEA)
LDAP aaa.ldap.</abel> LDAP string 128 LDAP JEMHflE~T
RADIUS |aaa.radius.<number> | RADIUS |string 128 RADIUS BT

DAPD I FiRA Y FEHEREEDRTE

T2 RARA > MEMEIZIE, = RRA U b VAT ARBEE, RAF YRR, BIOT 7Y

=y a AT AERAEEN TV ET, ASAIE. Bu Y a URESIRIC T RaRNA v N M
DEAZEINAEKR L, By v a VBT DR TV DT —F R—=2 N5 O RMEERTF
LEd, £DAP L 22— RIZiE, ASANE v a3V DODAP L o — REEIRT 572 DI -4

g4+3v9 792Ky — [}



BAF3v o 7o ARy — |
B orr oz pks s rEERREEORE

ERHLHT RRA» MERBEEPIEESNTWET, ASAIL. RESNTWDELERMEEZTRT
W79 DAP L a— R 28 IR L 9,
1R BHHEIIZ

*DAP L a— FROBERIEHEL LT RSV NEMZRETDHZ LT, ¥4Iy 0 7
THARY —DRE GX—=) OFODOKRERTazAD—ETT, DAP O
el LT RiRA v NEtEaERET 5. ZOFIEAZMR L £,

« TV RARA U FRBHEOFEMICOWTIR, =2 FRA v FEMOER Q2~—Y) | &
ZRL TS,

.

c AEVHEEHMO LY =27 JARBEOR=YF N T 7 AT U=V T 07T NERA D
AF Y UNF =y 7T D TEOFHMIIONTIL, DAP &~ LY = T XRE L O A=Y F L
TrAT AN TRTTA 21 5—=Y) EBRLTIESN,

FIE

ATFwF1 [Add] £721F [Edit) 227 U v 27 LT, IROWTHDOT Y RRA > Mtk @IRERE L L GE
mLET,

EHATDOTY RIRA v FBIEDA V AX LV AEBEEIER TEET, & DAP L a— RITRE
HRER T RARA > MBIEOEIZHIBIZH Y ¥ A,

*DAP ~D~= /L7 = TXHKE L KARA v FEEoEMm (13 X—)

*DAP ~DT7 7V r—va VEMOEM (14 <—)

* DAP ~® AnyConnect =3 R A > MNEMEOEM (14 <—)

*DAP ~D 7 7 A )L T2 RiRA » MagtkoBh (16 <—)

* DAP ~DT /3 A 2 = RiRA » MNEaMEDBI (16 ~—)

* DAP ~®D NAC > RARA > MEMEOBM (17 2—)

*DAP ~DA XL —F T VAT A 2 RiRA v FEMOBMN (18 2—)
e DAP ~D/X—VF )L T 7 A T 74—/ = RiRA » FEPEDBEMN (18 ~<—)
* DAP ~DRY v — 2 RiRA » MNEMEDB (19 ~—)

*DAP ~D 7' mtERX = RARA » MEtEoBim (19 <X—)

*DAP ~D LY ALY = RiRA > MEthoBEm (20 ~—)

* DAP ~O#EHGEEAERIEEEOBEM (20 *—)

ATv T2 &z —%3 2 DAPRY > —%4RELET,
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ATvT3

DAP AT LY T FRET Y KR4 > rEHEDEN [

INHEDT RRA LV NEWMDOX A TTLIL, 2—FRHDEXA T DA AR ADT T E
oKX 95IZDAP RY o —THE:RKT 2 (Matchall=AND, T 7 +/L F) Oh, FITFNHD
A VAL R 1 DT RO L D IZERT S (Match Any =OR) O ZPHGE L £ 7,

a) [LogicalOp] %7 Vv 7 LET,

b) TV RKRA Y NEMEDYX A7 T L2, [MatchAny] (77 4V ) 7213 [Match All] % 38#R
LET,

¢) [OK]Z#Z7 V> LET,

BAFI T T AR —OBMEFITHRE (62—) ITER-STLIEEN,

DAP ADT LD T THREI Y FRA 2 FEEDIEN

ATy T
ATy T2

ATvT3
ATvT4
ATvT5

ATvT6

ATy 17

ATvT8

1R BHHIIZ

HostScan 4.3.x 7> HostScan 4.6.x LARIZ T v 77 L— KT D5E1E. 7 v 77 L— ROHIIZ,
BEAFD AV/ASIFW =2 RARA  MEMEZ &R T 2 R AMFW = RARA & FBYEICBATT 5
VENHY E£T, Ty 77— FBIOBITORERFIEIZOWTIL,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guide] ZZM L T &0,

FIE

[Endpoint Attribute Type] Y A k 78 v 7 2 T [Anti-Malware] & 3R L £,

Y722 & o [Installed] £ 721% [NotInstalled] 227 U v 7 LC, BIR L7z R A > Mtk

ZHIZATRES 2 &6+ ([Name]/[Operation]/[Value] 51D FD 7 4 —/L R) %A A h—/LF 5

N ERIFA A = LR EIRELET,

VTNEA LN AXY VERNELITESHOELOICT 20 ERELET,

[Vendor] Y A R ARy 7 AT, TARMKHROSNLY = TR E—OL4RTET7 Y v 7 LET,

[Product Description] = v 7 R v 7 A% A NI LT, TAMTEZR X —DEEZ %Y Xk

Ny 7 APHEINLET,

[Version] = v 7Ry 7 A% A A LT, #E7 4 —/L F%& | [Version] U A & ARy 7 XA Tk

WU A= g VFEFIZHELY (5)  FL WY (=) . Ih/han (. EhkEn
) UTF (=) . FHEBE =) IRELET,

UARNRy 7 ATERLIEA=T a3 ST x TN TWESE (& 2iE3x) 1T, Zoxx A

B2 ) ) — A/ G CEESMAET (2L 21E3.5) .

[Last Update] F= > 7 ARy 7 A& AN LET, EOEHNOLO BB ELFRELET, BH
ZZ, ZITAALEERAEEY R (KD ET7320, # ([P) ETT202EETE X
D

[OK] %27V v 7 LET,

g4+3v9 792Ky — [}
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B o ~oriusr—vavEEDEm

DAP ~D7 7 /r—< 3 VEMEDEM

ATy T

FIE

[Endpoint Attribute Type] Y A k 78w 7 A C [Application] Z Z&R L £ 7,

AT w72 [Client Type] DEAET 4 —/L KT, [=] (FELW) T [1=] (FELLIRW) ZRIRLET,
RATvF3 [Clienttype] Y A~ Ry 7 AT, TAMKINEDOV E— K 77 B RAEHOX A TEHBELET,
ATy T4 [OK]Z27 V7 LET,

DAP ~® AnyConnect T K7RA > FEIEDEM

ATy
ATvT2

AnyConnect = KR A > M@tk (B34 )L 7R AF ¥ £721X AnyConnect 7 A 7 > T 4 T 4 YEE
FERE (ACIDex) & HFFIENS) 1%, AnyConnect VPN 27 7 A 7 > b 78 ASA IZHR AF ¥ 1EH &
BADTEDIERINET, ¥4 FIv 7 T7I7EARY U—TiX, 2O FKRA > Mgtk
EHEHL C2—FE2RTLET,

ENRA NV KRAF @R AT I TI7®AR) U—ITlAHARTe ., = RIRA » MIAEK
Ak AF ¥ R Cisco Secure Desktop 73T R A > MMIA VA h—/L &R TWe< THiEH
TEET,

—HBRDENA NV RAT X BIEIE, AT, A ETHEIT LTS AnyConnect 7 7 A 7
MZDOBBELET, LOMDENA I RAF v JEMEIL, AV T80 2 ETIEITLTY
% AnyConnect 7 74 7> b & AnyConnect 7 A7 hv 7 7547 h ECEITLTND
AnyConnect 7 7 A 7 > b Ol 7 IZBIHE L £4,

1R BRI

ENA NV RAT ¥ ZiEH T 521X, AnyConnect Mobile 7 4 & A &, AnyConnect Essentials &
ABANASAILA VA R—LENTWOLLEROY T, ZNH6DTA B A% A A F—
N BRI, DAPEMER XL OMMOBEFEO = KR A v MEHEIZE ST R— I Tnb
ENANTNAADDAP R U—Z@HATEET, ZHITIE, EXAL T AL ANLDY
E— RN T 7 BAOHAELITHESRNEENET,

FIE

[Endpoint Attribute Type] J A k 78 7 A T [AnyConnect] Z &R L £ 7,

[Client Version] = v 7 AR v 7 A% A2 LT, LW (=) . ELI W (=) . Ih/hEn
(< . KO KREW &) UTF (=) | FHEUE =) Z2EE7 4 — A RTERIRLTHD,

[Client Version] 7 £ —/L K C AnyConnect 7 7 A 7> h N"—V g V& ESERELE T,
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ATvT3

ATv74

ATy TH

ATvT6

ATy 17

DAP ~® AnyConnect T > R > kEiEDEM .

D7 4=V REHEATEE, ERXALMNT AL A HEEEHESCX T Ly R E) O34T
M R=Ua U BFHMETE 1IN, TR by TIRT T N TNRALADT T AT b /R3—
YarbifhictEET,

[Platform] F = v 7 Ry 7 A% A2 LT, LW (=) FHEFELI W (=) Z28E7 1 —
U RCEIR LTS, [Platform] Y A b Ry 7 ATHRL—TFT 4 VT VAT AEEIRLET,

D74 —NREFEATDHE, EANAMNTAAL R (FEHEFLF T Ly M l) O~ —
TAVT VAT LEFMETEDEN, TAZ by TRT T Ny T TR ADFXL—T ¢
YT VAT ALFETEET, FT v N7 — L EBRT DL, BNOBET 4 — L R ThD
[Device Type] & [Device Unique ID] 23 H A EEIZ 72 0 £ 77,

[Platform Version] = v 7 R v 7 A% A LT, LW (=) . FELI W (=) | X/
SN (9 . KV KREW () | BT (=) . FEBE =) ZEET 40— RTEIRL T
726 [Platform Version] 7 4 —/L RCANRL—FT 4 VT VAT A N—Va VESEHRELE
—éﬂo

R 2 DAP L a— RIZZOEMELEEND L HI2T5120F, BIOFIETT Ty F 74+ —2A
HULTHREL TSIV,

[Platform] F = v 7 R v 7 A% A A LTI2%E 1, [Device Type] T = v 7Ry 7 A% F T
LIEMTEET, FLW (3 FLEFFELIARWY (=) ZEET7 4 — L FTEIRLTHD,
F 34 A% [Device Type] 7 4 —/L R TEIRTEMASN LET,

PR—=REINDET A ATHDHIZH 0BT, [DeviceType] 7 4 —/L RO U A MIFRII
TWRWIEAIL, [Device Type] 7 4 —/V RIZANTEET, T340 A XA TEREATT D
b MEFE /e HIEIX, AnyConnect 7 54 7> h&E Y RiRA > MIA VA F—/L LT ASA IZ#
ft L. DAP b L—RA%HEIT$ 252 & TT, DAP b L—ADFEROH T,
endpoint.anyconnect.devicetype DfE % 217 £7, Z DfE % [Device Type] 7 « —/v KIZ AT
HILENRHY £,

[Platform] F = v 7 R v 7 A% A A LT28E 1, [Device Unique ID] F = v 7 ARy 7 A% A
WCTH2ENRTEET, FLW 5 FRIFFELIRY (=) ZEET7 4 —/V FTEIRL TR
5. T3 AD—E D ID % [Device Unique ID] 7 4 —/V KIZA T LE 7,

[Device Unique ID] {12 & » Tl % DT SA ANMKFIEZ D DT, FFEDENSA )V T34 A%
FTHRY v—aRETEET, 7 A0 —FOID ZHGFTLITIE, £DOT /A 2% ASAIZ
Pt L CDAP kL — A2 %34T L. endpoint.anyconnect.deviceuniqueid OfE % 21T 5 LEEHN
HY FT, ZDOfE% [Device Unique ID] 7 4 —/L RIZANTHLERH Y £,

[Platform] % 4 2 L7284 1%, [MAC Addresses Pool] 7 .t —/L KIZ MAC 7 KL A & BIITX
F9, FLW (5 FREFFLIRY (=) ZHE7 4 —L FTERLTHH, MACT FL-A
EHRELET, EMACT RLVAD T +—~< v MEXX-XX-XX-XX-XX-XX CHDH T ENMLETT,
X (XE®2 16 EHCCT (0~9, A~F, £/ida~1f) T, MACT KL A%, 120 ED
ZEHAN—ATREDILERH Y F7°,

MAC 7 RL A2 &> T A2 DU AT ABRKFIEND DT, FFEDT A ZTHF 2R Y v—
ERETEET, VAT LADMAC 7 KL AZEIGT HIT1E, DT /51 2% ASA [THE L
TDAP b L— 2 %547 L. endpoint.anyconnect.macaddress DfE% RO D XLE R H Y £,
Z OffiZ [MAC Address Pool] 7 4 —/V RIZATITHXERH Y 7,
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B orvr~oo7q0 T pReL rEMEDEMD

ATvT8

[OK] %27 Vv 27 LET,

DAP DT 74 )L T2 RFikA > FEMDIEM

ATy I
ATvT2

ATvT3

ATvT4

ATvT5

ATvT6

ATy T17

1R BHHIIZ

TrAN T RRA Y NEERET DENZ, EOT 7 A /V%& A% ¥ - %73 % Cisco Secure
Desktop @ [Host Scan] 7 « > K7 CTiEFKE L ET, ASDM T, [Configuration] > [Remote Access
VPN] > [Secure Desktop Manager] > [Host Scan] 23R L £ 9, FEAHIZ OV TIX, £2DOX—T D
[Help] 227 U v 27 LET,

FIE

[Endpoint Attribute Type] U A ~ AR 7 AT [File] Z &R L £ 7,

[Exists] & [Does not exist] DA 7' = > ARZ 2 Tid, IR L7 RARA v MEME ZHIcht
3 A&+ ([Exists]/[Doesnotexist] R ¥ > D FIZH D7 4 —/V K) BEFETHLERD D0
EIMITELT, ZEUTLHHDOEBIRLET,

[EndpointID] Y A h Ry 7 AT, AFX ¥ U HEDT 7 A/ = M JIZFELWZY RARA B

ID%Rry 72y JAMPBERLET,

7 7 A VOIEHRA [Endpoint ID] U A h IR 7 AD FIZFRENET,

[Last Update] = v 7 R v 7 A% AL ThE, BHANLO BEBMEEDMH LD /S W
(<) EREW &) OELLEFMETOEINEEIET7 A — LV FTEIRLES, EHANLLOH
% [days] 7 4 —/V RICADLET,

[Checksum] T = v 7 Ry 7 R AN LThE, TARGE T 7 ANDTF =y 7 AMELEL
W (=) FEFELIRY (=) OELLERMFLTINEEIET + — NV R TEBRLET,
[Compute CRC32 Checksum] &2 U v 7§25 & TANHRO T 7 A NVDF = v 7 MMEDGE
HEhEd,

[OK1 %27 U v 7 LET,

DAP ADTINA A I RiRA 2 FEHEDEM

&M
ATy T2

FIE

[Endpoint Attribute Type] U A b 7R 7 AT [Device] Z &R L £ 7,
[HostName]| F = v 7 AR > 7 A% A AL TD, T A MHRTNA ADRA N EZELWY (=)
FITFELLIRY (=) OELLEEHETHINEEET + —/V RTERLET, EEM N
AA %4 (FQDN) TR, 2y Ea—FDRA NMMOAZEHEHAL ET,

B 773y 70€RrR)I—
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ATvT3

ATvT4

ATy TH

ATvT6

ATy FT17

ATy T8

DAP ~® NAC T > K1 > FEHDEM [

[MAC address] = v 7Ry 7 A=A N LTohb, TAMIRORY NT—F £ F—T =
AAB—=ROMACT RLALZELWY (5) FHFELIRY (=) OELLEHRMEETIN
EEEZ7 4 — NV R TEIRLET, 1 DO FUIZDE MACT RL AL DT TT, 7R
VADT —< v MEXXXXXXXXXXXX CTHDH I EDRMETT, x if 16 BT T,

[BIOS Serial Number] F = v 7 iR v 7 ZAZF A LT, T A FRERDTF /A 20D BIOS 3V
TNEZFEELY (=) FLEFELIRWY (=) OELLEEGETLINERIEZ 4 — /L R T
BIRLET, BT +—~ > M, WEEEEA TS, 74—~y NEHFIEIH Y EH A,
[TCP/UDP Port Number] = v 7 /R v 7 A% AN LTHhDL, TA MFRO U A= TIRED
TCPAR— R EZELW (=) FHIFELLIARY (=) OELLEFEETINERIET 4+ — LK
TERLET,

TCP/UDP =2 >R AR 7 ATk, 7 A h&f5% (TCP (IPv4) . UDP (IPv4) . TCP (IPv6) . =+
7212 UDP (IPv6) ) DOFR— FOFHZEIR L F9, #HOFR— 2T X 358415, DAP
O DT RiRA Y FatEoL—LZ W OERR L. ZRFNICIHOR— M 2EELE
j—o

[Version of Secure Desktop (CSD)] F = v 7R v 7 A& AN LTHhH, = RARA v b ETHE
FTENDHRA N AF YL A A—TVONR—Va S LW (5) FLEELILN (=) oL
DERMETOINEEET 4 — /L FTEBRIRL 97,

[Version of Endpoint Assessment] = v 7R v 7 A% A AL ThH, T A RO RARA
YR T7TEAX R (OPSWAT) OARA—V g LELN (5) F2EFHELIRY (=) 0LHH
BT DD EBRIET 4 — /L FTRIRL £ T,

[OK] #72 VU v LET,

DAP ~MD NAC T > KR4 > FEMDIEM

ATy I
ATy T2

ATvT3

FIE

[Endpoint Attribute Type] U A k 7R v 7 AT [NAC] Z&IR L £,

[Posture Status] = v 7 R v 7 A A 2L THhH, ACSICE» TR EINDIHRAT v h—7
VXFHNEFELY (5) FRIFELIRY (=) OELLEFMELTINERIETZ 4 —L R T
BIRLET, RAF+ h—7 U F4% [Posture Status] 7% A ~ Ry 7 A AT LET,

[OK] %7 Vw27 LET,
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B orr ot xL—F4 25 LRF LT RS FEIEDEM

DAP ADARL—T 49 DRATL IV RKRAY FEHDENM

ATy T
ATy T2

ATvT3

ATy T4

FIE

[Endpoint Attribute Type] U A b 7R 7 AT [Operating System] % Z&f L £ 77,

[0S Version] = v 7 7R v 7 A% A2 L TH 6, [0S Version] U Ak 7Ry 7 ATHET HA
R —F 4 7 VA7 A (Windows, Mac, F720% Linux) LW (=) F2FELI AN
(=) OELLEFMEETIDERIET 4 — /L RTRIRLET,

[0S Update] = v 7 Ry 7 A% AL THh B, [0S Update] 7F A~ AR 7 ZIZANT 5

Windows, Mac, F721% Linux AXL—7 4 7 VAT LD —E R Ny 7 LS (=) £
TIFHFELL W (1=) OELLEFMELT DN EERIET 4 — /L FTEIRLET,

[OK] %2 Vv LET,

DAP ADIN—YFIL D7AT04+—IL T R4 > FEHEDIENM

ATy T

ATy T2

ATvT3

ATv74

ATy T5

4 HREIIC

HostScan 4.3.x 7> 5 HostScan 4.6.x LABRIZT v 77 L — KT 28551%, 7Ty 7 71— ]\ DRI,
BEFFD AV/IAS/FW = R A b @2 xS T 2 R0F AMFW = RARA o MEMEICBITT 2
VERHYET, Ty 7 L— FBILOBITORERFIEIZ OV TIX,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guidel] ZZM L T 72XV,

FIE

[Endpoint Attribute Type] Y A ~ 7R 7 A T [Operating System] Z &R L £ 7,

W) 7278 # o [Installed] & 721d [Not Installed] 22 V » 7 LT, R LI RARA > MNEMEE
AUCAHET 2 i+ ([Name]/[Operation]/[Valud] #|D FD 7 4 —)V R) ZA A =T 25

D FTFA ARV LRV ERELET,

[Vendor] U A h IRy 7 AT, TARINRO/NR—=YF )V T 7 AT U —)b XUE—DA4HITE T

Uy Z7 LET,

[Product Description] &= v 7 7R v 7 A% A NI LT, TAMTHR X —D 4% U A K

Ry 7 ANBER L ET,

[Version] = > 7 AR v 7 A% A4 LT, #81E7 1 —/V F%&, [Version] U A b AR 7 AT

WLTRG A= g VFEFIZELY (5)  FLL W (I=5) . Ibh/hawn (), IhRkEn
>)  UTF (== |, F38E =) ICERELET,

[Version] Y A b Ry 7 ATEIR L2 A= g VT x W THBEEE (7m& 21E3x) |
D x Z BAERR ) )V —2AF S TEESMAET (2L 2I1T35) .
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ATvT6

ATy 17

DAP ~DKY — T Fq v rEHEDEN [

[Last Update] F = v 7Ry 7 A& AN LET, HEOEHNOOHEEZREELET, A
., TITANLIEREEY R (KD ET7320, #L (B ETT205HETEE
ﬁqo

[OK] %7 Vw7 LET,

DAP AR — T RikA4 > FEMHDIEM

ATy T
ATy T2

ATvT3

FIE

[Endpoint Attribute Type] U A k 7R v 7 AT [Policy] Z#IN L £,

[Location] &= v 7 AR v 7 A% A 2L TH 5, Cisco Secure Desktop Microsoft Windows & 77—
varZmrZrANEELY (5) EREELIRY (15) 0L LEEL LT H0EEYE
74—V R CEIR L E T, Cisco Secure Desktop Microsoft Windows 27— 3 > 7F'm 7 7 A )b
LFH % [Location] 7F A k iR v 7 A AN LET,

[OK1 %27 U w7 LET,

DAP AD7O+LRX TV RRA Y FEMDIENM

ATy T
ATy T2

ATvT3

ATy T4

1R BRI

Trt A RRA L NEMEEZRET DRIIC, EDOTrt® A% A% v 2§ 57)2% Cisco Secure
Desktop @ [Host Scan] 7 ¢ > R 7 CTiEF L £7, ASDM T, [Configuration] > [Remote Access
VPN] > [Secure Desktop Manager] > [Host Scan] # %R L £§°, FEMIZOWNTIE, £DOX—TD
[Helpl 27 U v 27 LET,

FIE

[Endpoint Attribute Type] Y A ~ AR 77 2T [Process] Z 3R L £ 77,

[Exists] & 72 1% [Does notexist] DA X > Tld, BIRL7c= 2 RaRA » MEM: & ZHUTAHET 2
fifi¥ ([Exists]/[Doesnotexist] IR % > D FIZH DT 4 —/V K) DFETDHLENH D E I M
IGUT, ZET560%27 ) v 7 LET,

[EndpointID] U A F Ry 7 AT, AFx ¥ VRO RARA L MIDZ Kry 77Xy J R |
MHIEIRL ET,

TURBRALFID FREBERERBZY AR Ry 7 ZADOFICERINET,
[OK] %7 Vw7 LET,
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B o ~oLox by T RS FREDBD

DAPADL AR TV RRA Y FEHDEN

ATy I
ATvT2

ATvT3

ATvT4

ATy Th
ATy T6
ATvF1

ATvT8

LOR Y Y RRA 2 MEHED A% 4 U Windows AR LT f 27 VAT AT O RN
ShET,

1R BHHIIZ

VYA RY =2 RRA M2 RET OIS, EOVV ALY F—2 A% ¥ T 50%
Cisco Secure Desktop @ [Host Scan] 7 « > RV CiE# L £7, ASDM T, [Configuration] >[Remote
Access VPN] > [Secure Desktop Manager] > [Host Scan] &R L £ 7, FEfic>WTIL, £ D_—
YO [Helpl %27V v 27 LET,

FIE

[Endpoint Attribute Type] U A b 7R > 7 AT [Registry] Z 3R L £7°,

[Exists] % 721 [Does not exist] DR X > Tk, LI A U =2 RilkA v gtk & 2+
% Effi1 ([Exists]/[Doesnotexist] IR Z D FIZH D7 4 —/L K) BDEFEETILERHDLNE D
ML TT, 4 TH6b0%27 0 v 7 LET,

[EndpointID] Y A h Ry 7 AT, AFX ¥ U HEDOLI AR = FUIZFE LW Y RRA V-
MD % Ry 7H oy A MPLE#ERLET,

LA YU OfF#A3 [Endpoint ID] U A kR v 7 20 FIckRr & ET,

[Valuel] F= v /Ry 7 R AN LThrb, BIE7 4 — L RTELWY (5 £FEFELIRY
(=) Z@&RLET,

PO [Value] V A kiR > 7 AT, LA MY F—1 dword X FHIERHE L E T,

2 OHOD [Value] B/EY A N Ry 7 A2, AFX v RGOV I AN ¥—DEEATILET,
AFXy VRHZLV YA M) 2 N U ORILFENLFOENVEBAT HI20E, Fov IRy 7 R
EAATLET, MEFRHIIRLF LN LFEXBTDHITE, Ty IRy 7 22471210 TL
7230,

[OK] %27 U v 27 LET,

DAP ~DEHMEIEAZERIE DB

ATy T

ZAE LTCREHEOWTNONERE SN — /L TERTE D LXK EL A 7 v 7 Ak
TEET, INHDIENET 1 —/b FIZHESWT, #kialdT 27 1] £7213644 25 DAP /L —
NERETEET,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access| > [Dynamic Access Policies]
> [Add Endpoint Attribute] DIEIZFE) L %9,
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DAP LT LY T FRES LU=V F L T7714T794—L T0554 [

[Endpoint Attribute Type] & L C K12 > 7 X 7 > X = = —@ [Multiple Certificate Authentication] %
BIRLET,
VEZSE U TROWT NN EIIT R TEHRE LE T,

* Subject Name
« BATILA
* Subject Alternate Name

* Serial Number

FEEA R T %7 7 4L FO[None] DE FEIZ L TWFND A T 5 OFEHFE G FF AT 2 72,

2=V DOHLEIF~ T OREFATDH XL I IR L 9, [User] & 7214 [Machine] % %K 5
%6, fEHEDOITTOA NT EZANTHRERH Y £3, ZoOFRIE, 72 harTcr 47
Y Mo TERFSNET,

DAP LTIz PREELUVN—VYFIL T7AT7o4—)LTATS

Ls

X2 VT 4 TTITAT AL, 2P EER, BHEFHD AAABHERS X O FR A > b

BRI —ET 25 EICDAPRY o —2FEHALET, 7V r A U FfHEE Y = —/v3 X O'HostScan
FEVa— VX, REBFHTY RRA Y MEEOEREZ X2V T 4 T I7A4 T AR L,
DAP %7 VAT ATIEL, ZORBEHRICE SN TER S OREMMEIZ—ET 5 DAP L 22— R & 3R
LET,

TN 2T HREBION—=Y TNV T 7 AT U — N Ta T T LDFELE (FTRTTIERL)
X, 77747 AF% vy v EYAR—FLTWET, 2F0, ZNoOT 0l T AIAETY FER
THY, WIZTEMEL TWET, HostScanlL, TV RiRA v MIT 07T LNA VA M—LEN
11‘57%3: I, BLXOZEOT 0 7T ANAE Y FEEHENE I e, ROXHIZLTFov s
LET,

A UVAR—NLEZNTWD T O T TEINT VT 4T A%y YR — LRV EA . HostScan
IXZEDOY 7 N =T OfFEE LR — N LET, DAPVAT AL, OO0l T AERET
ADAP L a— REBRRLET,

A VAR —NENTWDET BT TLERNT VT 4T AXy 2 R—MLTEY, 2071
TINTT I T AT AX X DA RT—T W72 > T B4, HostScan|ZFD Y 7 T =
TOEEELR—FLET, ZO%AL, X2 VT4 T FIAT U RIT, FOTa s T
LEFRET D DAP L 22— KA 2N L £,

A VARV ENTWDT BT TLERNT VT 4T AXy 2 R—MLTEY, 2071
TITNTTIT AT AXY BT 4 B—T 7> T B84, HostScan [ZF D Y 7 k
V=T ODFEEERLET, ¥Xa2 VT4 7T IAT AR, 20T 0T T AEEET D
DAPL a— RERIRLEHFA, SHIC, TRITTABALA VA= LENTHEIHATY,
DAP IZBT 2 2B DIEHR N E £415 debug trace =~ > RO IZITT 0 7T L OFEN
RENER A,
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=
=

GE)

TV RERAY

HostScan 4.3.x 2> 5 HostScan 4.6.x LARRIZ T »~ 77 L— KT 2451L, 7 v 77 L— RO,
BEFED AV/AS/FW = RaRA > N EMEZ RIS T 2R AMFW = RARA > MEHEICBITT 5
VERHYET, 7y 77— RBLUOBTORERFIAIZ OV TIL,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guidel] ZZM L T 7231y,

FRIEDE

RIZ, DAP CHERTE 2= Rl A v M&IREMEZ R L £ T, [Attribute Name] 7 1 —/L R,
LUA BN CoK B DA k%7 LTH D | [Dynamic Access Policy Selection Criteria] <2
A > @ [Advanced] Tk CHEH L E 9, label BEL, 77V r—vay, 77 A N%, Tutk
A, FRFVVARN) 2 MU ERLET,

BHES1 T |EBHEL EET (B ALY T | EREA
DEHEKRE
~ /L7 = 7 |endpoint.am["label"].exists | 7= & | |true — <L = TR T v
o A% ¥ 7T APFET D
. Ve
(Cisco endpoint.am["label"].version string 32 Version
Secure
Desktop 7% | endpointam|"label"} description string 128 ~ T = TR O
WABT) i3
endpoint.am["label"] lastupdate TN — <~ = TR E S
EEFLTHEOR
I (FD)
Personal endpoint.pfw["label"].exists | 75 & | |true — INR—=I TNV T 7 AT
Firewall 2% T+ — IVNEET D
(Secure -
Ee;(;op & endpoint.pfw["label"].version string string Version
endpoint.pfw["lubel").description string 128 IN=IFNT 7 AT

7 4 — LD FRAA
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https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html

| #4539 702Ky —
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BtEs 147

B4

ARy
NDEXE

Bl

AnyConnect

(Cisco
Secure

Desktop <°
NZ NI
X v T
Ho FH
A)

endpoint.anyconnect.

clientversion

endpoint.anyconnect.

platform

endpoint.anyconnect.

platformversion

endpoint.anyconnect.

devicetype

endpoint.anyconnect.

deviceuniqueid

endpoint.anyconnect.

macaddress

> | version

AnyConnect 7 714 7T
Y EDONR—=T g

string

AnyConnect 7 7 A T
VIR A A F—)L
SNTHNLHARL—
TA T VAT A

version

64

AnyConnect 7 74 7
VIR A A R—L
SNTVLHARL—
TA T VAT LD
N—= g

string

64

AnyConnect 7 7 A 7
VAN A A R—)b
INTWVBENA L
FRAADEA T

64

AnyConnect 7 7 A 7
Y ERA A R—L
SNTWNDHENA L
TR ZAD—EDID

string

AnyConnect 7 7 A 7
VWA A R—b
SNTNDLT /A A
D MACT KL A,

74—~ M
XX-XX-XX-XX-XX-XX C
H5HZEPKET
3. xIFALR 161
BLFTY,

TN r—
va

endpoint.application.

clienttype

77

var

string

74T~ 2L

7
CLIENTLESS
ANYCONNECT
IPSEC

L2TP
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Bit4

bié
i
dl

ARy
NDEXE

Bl

F RS A

endpoint.device. hostname

endpoint.device. MAC

endpoint.device.id

endpoint.device.port

endpoint.device.
protection_version

endpoint.device.
protection_extension

R
wA

string

64

A N D I,
FQDN Tldd b £
s

string

Fy NT—2 A

H—=T 2 A AJ— R
D MAC 7 RL A,

120> MUz
X MAC 7 RL XX
1 272 TF

74—~ M
XXXX.XXXX.XXXX Cb
DT EMBETT,
x 1 16 HEHCSLFT
7

string

64

BIOS U 7 /L3

Yo BIET A —~ v
INESE Sce S A
TY, 74 —~vvh
ZRIH D FHA

string

U 2= REED
TCP 7R— K
1EFREZEI21 5D
R— b EERTEE
‘d—

1 ~ 65535 O&PH O
B

string

64

FATSNDHARA R A
Xy A A=TD
N— g v

string

64

Endpoint Assessment
(OPSWAT) D/3—
Varv
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BES1 T |EBHEL EET |fE ARY 2T | GHA
DEREK
7 7 A ) |endpoint.file["label"].exists | Secure |true — 77 A IVHBEET S
Desktop
endpoint.file[“label”].
endpointid
endpoint.file["label"]. B — 77 A INDRIBITE
lastmodified XN TS DRGE
e (B))
endpoint.file["label"]. B — 7 7 A L CRC32
crc.32 Ny
NAC endpoint.nac.status NAC |[string — I—PEZRBAT —H
AAXANY T
F R — endpoint.os.version Secure |string 32 FR—F 4 T
Ty T Desktop 25 I
AT I
endpoint.os.servicepack At — Windows D% — B &
N
AU 3 — |endpoint.policy.location |Secure |string 64 Cisco Secure Desktop
(Policy) Desktop MHORYT— g
[
= endpoint. Secure |true — Tat ANGFET S
process["label"].exists Desktop
endpoint. string 255 Fatv AD TV INA
process["label"].path
Registry endpoint. Secure |dword string | — dword
registry["label"].type Desktop
endpoint. string 255 LA RY MY
registry["label"].value D
VLAN endoint.vlan.type CNA  |string — VLAN %A 7 :
ACCESS AUTH
ERROR GUEST
QUARANTINE
ERROR STATIC
TIMEOUT
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B a2/ L DAP 514 2580 DAP ERE£D MR

LUAZ{ER L1=DAPIZE [+ 51EMD DAP FEIREZEDIERL

ZOvIZ v a T, AAA £ FARA V MEMEORGBLAOER T IEICOWTEA L £
T TNEITOICIL, LUAICBET 5 mE RS MLETT, LUAD T a7 T I 7 OFEMIC
SUTCIE, http://www.lua.org/manual/5.1/manual.html 22 L T 72 &0,

[Advanced] 7 4 —/L FIZ, AAA 7213 RARA v MBIRGABBUHE 2 F T H B0 LUA 7
XAREANLET, ASDMIE, ZZCANENTZTHF A NEFGEEET . 7% A % DAP &~
Uy— 77 A MIat =451 TT, AHEIT ASA 2L > Tirbi, T ReEZ T &
nEd,

ZOF TV a it EOBICH D AAA BL O RARA v b O JEPERER CHE ol g7 S 1
VS OERIERE R BINT DB ER T, 728 203, BESNEEEOWF o &iT=7,
TNTEWZT, FRIT0TH b S0 AAA BHEEZHHT 5 X 910 ASA 2% ETE £
T, TV RFRA Y FNEHIZRBEIN, TOTRNTEWMEZIVLERNHVET, EX=2UT 4 77
TAT VAMEEDOT Y RARA v Mg EFEHTE 5 L9129 5121, LUA Tt Zeame=
ZERL., 22 CTEOXEANTHLERNH Y £,

WD¥ 7 23 TiE, LUA EVAL RAEROFEM E 512 R L £,
« LUA EVAL XA AERKT 28630 (26 =X—)
* DAP EVAL XD (30 ~=*—7)

« BN LUA B3%r (28 =*—7Y)

LUAEVAL X Z1EfLT 18X
)

GE)  [Advanced] E— FEEH T 2MLENHDHLEIE, 707 T LA EHEITHEET 2 2 & A ATREIC
R0 RIS, TELHETEVAL RZFEHT 2L 288D LET,

EVAL(<attribute> , <comparison>, {<value> | <attribute>}, [<type>])

<attribute> AAA J&M: F 7213 Cisco Secure Desktop 7> 5K X7z @M, &
MDOEFIZOWTIE, = RRA v MEthoEE (22 22—
V) BB TLLIEEN,

B 773y 70€RrR)I—
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Hostscan 4.6 120> LUA E1E [

<comparison> WDOLFHONT D (B G VLE)
“EQ” % L/ I/ N
“NE” FLL 2
“LT” L/han
“GT” AU =S
“LE” LUF
“GE” Yk
<value> Sl CHEIL., B L T 2l 2 & Te 0T
<type> WOLFEFIOWT D (B RGN LE)
“string” KILF-, /INLFZEKERNT 5
FHNOD L
KICF, /INCFE B L0
B R
“integer” Bl e C . SCEAIME A i
ety
“hex” 16 HEX 2 FV 7= Bfl b C
16 EH D CFH % 16 HEEUZ A
i
“yersion” XYZ X X, Y. ZIi3
F) OAN—T g U E

HostScan 4.6 LIf& ) LUA FIE

'‘ANY' D7 4 JLAX% (endpointam) FALUA XV ) 7 b (REEHF
)

WO LUA A7 VT NE[MEH LT, '"ANY' O 7 A L AR/~ % — (endpoint.am) % fEqE
LET, B2 EEEFOMBICET 2720, BEREAIN2HARH £3, ROH
%, 30 H (2592000 %) & Fidl) DUNIZFAT SN/ b D LT D RMEERHOHIEEZ R L TOVET,

assert (function ()
for k,v in pairs(endpoint.am) do
if (EVAL (v.activescan, "EQ", "ok", "string")and EVAL (v.lastupdate, "LT", "2592000",
"integer"))
then
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return true

end
end
return false
end) ()

'ANY' D/N—YVFIL T7A T 2+—ILEHLWUA RS ) Tk

ROLUAAZ VT MR LT, 'ANY' D7 747 0 — V8§~ 2 — (endpoint.pfw) %
R LET,

assert (function ()
for k,v in pairs(endpoint.pfw) do
if (EVAL(v.enabled, "EQ", "ok", "string")) then
return true
end
end
return false
end) ()

IEAND LUA B34

HAFI v TIEARY—TEELTWAES., B EERMERLE L S
HIEBREBEZLNET, T2 2E. BLFIZEWEID DAP 2 H L2072 5 2 0WEE03 5
Di‘é—o

* CheckAndMsg I, DAP 32—/ L3 % K D IZEREAIHEZ: LUABE#CF, SRl S & =2—
P A y—VEERLET,

cHfk=v F (OU) EH3a—Y 47V =7 FOMoOERD L~
s MABANCHE ST I N—T RIS O—FEFHR S HH5E. VAN R — ROMHANME
WD R F9,

ASDM @ [DAP] 24 >IN D [Advanced] ¥ 7 3 = > T LUA G BER AR L. = O Zzdkik &2 F25
T&EET,
DAP CheckAndMsg R8%k

ASA ¥, LUA CheckAndMsg B%t % &¢e DAP L == — RANRIR SHL, ZHIC Ko THEENK T
THMBRICRDGAICOHR, 2—PFICA v E—VERRLET,

CheckAndMsg PO SIILL F O Y T,

CheckAndMsg (value, “<message string if value is true>”, “<message string if value if
false>")

CheckAndMsg BAEXDVERRFIZIZ, AT OMIZHER L T Z &,
* CheckAndMsg 1%, FAIO5IEE L THESNTELZIRLET,

o UFEH|E A L7e < 2 0EE . EVAL Bz RPIo518E LTHEH LTI ZEEN, &
W2l E2 R L ET,

B 773y 70€RrR)I—



FAFIvo FORRARY S—
I
emo warss i

(CheckAndMsg ( (EVAL(...)) , "true msg", "false msg"))

CheckandMsg (% EVAL B OFERZIK L, ¥X 2 VT 4 T 774 T 2 A XZOFEREH
ALT, DAPLa— REBRTRENEINEHILE T, L oa— FIUER Sk,
H—IFx—varihholzfh, ¥X2 VT4 T 7747 AT A ve—VkFER
]\/i—é—o

0U R—XDEEE DB

DAP /L, # T LDAP 4 — "\ HIRENDZHOBIEEMEHTE £ 7, DAP hL—ADIH
THIBIZZBT 50>, debugdap b L—AZFITL T EE0,

LDAP h— T2 —VOREHE4 DN) 2ELET, 2, T4 L7 VRO EDEDIT
2—H ATV "B LN ERBBRNIORLET, =& 21X, = —% O DN 28 CN=Example
User, OU=Admins, dc=cisco, dc=com T 55, Z D= —4 X OU=Admins,dc=cisco,dc=com
WHFELET, TRTOFHENZOOU (F72id, 2O~V Toar7F) (FETD
e, UTo Xz, 2oL c—%TsmBEXatHcExEd,

assert (function ()

if ( (type(aaa.ldap.distinguishedName) == "string") and
(string.find (aaa.ldap.distinguishedName, "OU=Admins,dc=cisco,dc=com$") ~= nil)
) then
return true
end
return false
end) ()

ZOFITIX, string find B CEMERBLAFEHTEX T, Z OLFH% distinguishedName 7 1 —
IV ROTRRIZT 0 —FBI2iE, LFFNORKICS 2L ET

TIN—T A=y TDHI

AD T NV—TF A= o T ORI — U BEDTZDIC, ERHHRA L ER cEEd, 2—UN0
HBEDOITN—T DAL N=THDHIENEZLNDHTZD, DAP X LDAP — )5 DJRE %
FZRNOR 2 DT N U SNEfENTLET, LT E2ETT 51T, @E e n L3¢,

» memberOf 7 4 —/L K& LFH & LCHEET D (2—FR 1 207 A —F7ZFIZATE LT
WAHEE) .

s KIS T—H Ttable] # A 7 ThH%E. RENTZZENEIO memberOf 7 ¢ —/L K
i IR L35,

ZORBICER L, 72 P LEBEEUTIORLET, ZoOfITE, 2—¥5 lsu) T
HZNTRND T N—T DA N—ThHHEE. ZODAPIZ—FHLET,

assert (function ()
local pattern = "-stus$"
local attribute = aaa.ldap.memberOf
if ((type(attribute) == "string") and
(string.find(attribute, pattern) ~= nil)) then

ATV TORRKRY —
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return true
elseif (type(attribute) == "table") then
local k, v
for k, v in pairs(attribute) do
if (string.find(v, pattern) ~= nil) then
return true
end
end
end
return false
end) ()

79t RIEEDH
VNG TR T T T ABFELBRNGEDT 7 A EET 572012, OB EZFEHT
XFET, F—IFx—La B ETTHEODOT 7 a yRRESNTWHDAP THEHALET,

assert (
function ()
for k,v in pairs(endpoint.am) do
if (EVAL(v.exists, "EQ”, "true", "string")) then
return false
end

end

return CheckAndMsg(true, "Please install antimalware software before connecting.",
nil)
end) ()

YN 2T XRT BT T AR RN —FRe A L L) ETDHE DAPIIRO A vE—T%
FRLET,

Please install antimalware software before connecting.

DAP EVAL = O 5

LUA T2 BT 25815, ROBIEZSEIZL T &N,

Bl 1

Windows 10 = KRR A >
FLUA Fx=v 7

(EVAL (endpoint.os.version, "EQ", "Windows 10","string"))

CLIENTLESS = 7= IZ CvVC (EVAL (endpoint.application.clienttype, ”EQ”, "CLIENTLESS") or
_ . o) EVAL (endpoint.application.clienttype, “EQ”,"CVC"))
JIAT N EATIT—EK

FHME D BOTL REA
Y MNLUA F =7,
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papevAL £l ]

B2l

1

O ENE Sy =24
Z . Symantec Enterprise
Protection 73— ® PC |Z
A VA BR=LENTWNAED
Eomhoxz s RiRA v b
LUAF =7, A A b—
STV EIEA >
-V ERRFLET,

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "NE", "Symantec]
Endpoint Protection","string"),"Symantec Endpoint Protection
was not found on your computer", nil))

McAfee Endpoint Protection
N—=T =3 10005 10.5.3
BLUNRN—T3 106 LA
Moo= RARA >k LUA
Fxv7,

(EVAL (endpoint.am["1637"] .version, "GE","10", "version") and
EVAL (endpoint.am["1637"] .version, "LT","10.5.4","version")
EVAL (endpoint.am["1637"] .version, "GE","10.6", "version"))

or

McAfee ¥ /LU = 7 XK E
FONEZE 10 B (864000
) LNICEF En=mne
I MDY RARA R LUA
F v, BHBLEIY
BlEA v E—VEFRLE
R

(CheckAndVisg (EVAL (endpoint.am[""1637"] . lastupdate, "GI", "864000", "integer") , "Update]
needed! Please wait for McAfee to load the latest dat file.",
nil))

debug dap trace T
endpoint.cs.windows. hot Fix["KB23414"]
= "true"; ﬁ)@éﬂflfﬁéz
FREDHR Y N7 4 w7 AR
HLHMEIIPDF =T,

(CheckAndMsg (EVAL (endpoint.os.windows.hotfix ["KB923414"], "NE", "true"),
"The required hotfix is not installed on your PC.",nil))

TILYITPRETOATSLDF v I EAYvE—CDERTE

TNAT2THREY T R 2TICEY, 2R 2R EICRONTIEIETEX 5512 A
T—UERECTEET, T/ BARHFASINIZHE. ASAITR—H2 )L =T D DAP i 7'
BEATERSINETRTORA v E—VEFRRLET, 77 BARESINTSA, ASAIL T4 —
Sx—vary] REDORKE -2 X TOA vE—V%2DAP POIEL T, 77 uH 0

TA v N=UICERLET,

WOFNE, Z OFERE A L T Symantec Endpoint Protection D A7 — % A% F = v 7 325 ik

ZRLET,

L. KOLUAXZ=aE—L,
WCREY AT £ (Al

[Add/Edit Dynamic Access Policy] ~<A > ® [Advanced] 7 4 —/V
L _HRHZZ7 V7 LT, 74—V REREBALET) .

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint

won

Protection",

string”) and EVAL (endpoint.am["538"].activescan, "NE", "ok","string")

"Symantec Endpoint Protection is disabled. You must enable before being granted

access", nil))

2. [AIU [Advanced] 7 4 —/LV R C, [OR]AZ %27V v 7 LET,

g4+3v9 792Ky — [}
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B orr 7o exesasy o —EroRE

T @ [Access Attributes] 7 7 > a > O —F& /D [Action] ¥ 7 T, [Terminate] 7 U v 7 L E
j‘o

Symantec Endpoint Protection 231 > A b —/L I TV D H DD 72> TV D PC B2
feLET, BEINOMEIT, #EiFFFrTsnT. 2—PFITRORA vy E—URERRIND
LW H HdTT, [Symantec Endpoint Protection is disabled. You must enable before being
granted access] o

T I TPRETOAOSSLE2BULERBRBLEEEDFI VY

Z OfFICiE, Symantec F721E McAfee D~V = THRIK T 0 7T ARGFEETLEZNE I I, F
oo UANVRERN2H (172,800 ) UNOHLDOTHLNE I 0 afER LET, E&EMN2 H
UEREL DA, ASAITEy v avz2KTL, AvE—VEEERY V7 2F R LE
Ty TOXATEETTHITE, ROFNEEZETLET,

1.

@ LUA % =2 ©°— L., [Add/Edit Dynamic Access Policy] ~*1 > ® [Advanced] 7 4 —/V
S TURCIPE S o

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint

Protection","string") and EVAL (endpoint.am["538"].lastupdate, "GT","172800", "integer"),
"Symantec Endpoint Protection Virus Definitions are Out of Date. You must run

LiveUpdate before being granted access", nil)) or

(CheckAndMsg (EVAL (endpoint.am["1637"] .description, "EQ", "McAfee Endpoint

Security", "string") and EVAL (endpoint.am["1637"].lastupdate, "GT","172800","integer"),

"McAfee Endpoint Security Virus Definitions are Out of Date. You must update your
McAfee Virus Definitions before being granted access", nil))

[7 U [Advanced] 7 4 —/V R C, [AND| %7 U v 7 LET,

T @ [Access Attributes] 7 7 * 5 > D—3F /LD [Action] # 7 C. [Terminate] #27 V v 7 LF
j—O

Symantec F£721% McAfee D~V T = TRE T 7T ANA VA R—LENTEY, /~—
Tarn2 BUERIOLDOTHD PChLEEREL £7,

TRE SN/ RIL, BEiEFrT T, =—%IZ [Virus Definitions are Out of Date] &9
AvE—UNRERINDENIHLDTT,

DAP 7 7 R EEFRIAR Y O —BIHEDERTE

FEH TV LT, XTHDOT 4=V RERELET,

FIE

ATY TN FEOHEREITE v v a VITEE SN DRI B A ET 5 121E, [Action] ¥ 7 & IR L
=7,

«[Continue] : (F7 4/ k) By a A7 7vA RN —@la@EMLEd,
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DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

* [Quarantine] : MEZFHEHATH &, VPNEH TT TIZ F U RV EZMHELL TWDLRFED Y 7
ATV MEHIRTEET, ASAIX, HIRMTEACLEZ Y v a A L THIBRMT & 71—
TERBELES, ZOKICRLDE, BIRSNZDAP L2— FTY, =2 RARA bR
BRI CERINTWVDLRY —ZHERLL TORWEATYH, 22— I —E R IIT7 7%
ALTERETEETH, =2—FITHIRRA T O ET, EEE, 2 —FIIRERTE E
T, ZOFERICED . BILOWKRRAF ¥ TR AV PREBISNET, ZOTEZXA L b
AT DL, HEichET, ZoNNT 2A—FEMHHT 512X, AnyConnect £ ¥ =7 &
YT 4 BEREZ AR — F LT\ % AnyConnect U U — AR MEITT,

s [Terminate] : £ a &2 T LET,

* [UserMessage] : ZDDAP L2 — RPRERINDH L X, R—F N RX=VIZRKR-TDHTF
AR RAyE—=UEBANLET, K40 XLTFEANTEET, 22— Avv—I1F, 3
oA —T L LTCERENET, 2—FRuel Ao F5L, AvB—IF3EEKL TH
OErIELET, BihD DAP L a— RBERIN, TNENICZ—F Ao b—IRH 55
Bt =Y A v b=V NRTNTEREINET,

URL R°Z DM DOEDIALT F A M2 EH LD I ENTEET, ZOHAIE, IELV HTML
T EERTAHVLENHY FET, Bl T_XTOar bT 7 XL, ZHAO</LY = T xR
VTN TOT T 7 L— RFEEIZHONT, <a
href="http://wwwin.example.com/procedure.html>Instructions</a> 2 Z M L T 72 &\,

AT w T2 [Network ACL Filters] # 7 %8R L, ZODAP L a— RIZ@EHEND %y U —2 ACL %%
ELET,

DAP ® ACL IZ1%, FAL— I EITHEGL— L E2EDLZENTEETN, MhE2a0H5 2
LIXTEEF A, ACLICFFAL—L EHEGL— L DOl GNEEN TN DHE5E . ASAILZEDACL
EHEALET,

« [Network ACL] K2 v 727 U A b : 20D DAP L a— RZBIT 5, § TICREFH
DF v hU—27 ACL Z3&R L E3, ACL 2L, #Frb—/L EHEEL— L OEEOHRREE
bEEEECTEET, ZOT7 44—V KX, IPEMBIRIPV6 Xy NU—2 RTT7 497D
TIEAN—IVEFERTEDHME ACL Z AR —FLTWET,

* [Manage] : %> bV —2 ACL #iBN, M. BLTHIBRT 221227V v 7 LET,
« [Network ACL] U A b : ZODAP L a— KD % v hU—27 ACL NFERENET,

c[Add]: Fry 7 Xy JAMTEIRLIZ% Y FU—2 ACL 2345{f1 [Network ACLs] U
A MZBEIESNET,

s[Delete] : 7 U w27 35HE, MHAZRIN TSRy U —2 ACL 7 [Network ACLs] U A
FBHIBRSET, ASA 2D ACL ZHIERT 121X, £ DAP L2 — R HZ D ACL
ZHIBRT 2 ENH Y 7,

AT 73 [Web-Type ACL Filters (clientless)] # 7 %R L, Z DAP L 22— RIZiEH S5 Web & 1 7

ACLZRELET, DAP D ACL I, FF[EIESNLV—NTET 25D b LR TEET,
ACLIZFFR[L— L LRI — VO ERE EILTWDEA. ASAITZEDACL #HEHR LET,
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« [Web-Type ACL] Rz v F& 7 JZ k1 20 DAP L a— RIZBEMNT S, REFHHLD
Web-type ACL Z#IR L £, ACL IZiE, FFrlb—L LHESLV— /L OLEOMRAAE DY %
fRETEET,

* [Manage] : Web % 7" ACL Zi8, fmtk. HIFRT DL X2/ U v 7 LET,
« [Web-Type ACL] Y A b : Z® DAP L =— K Web-type ACL N F RSN ET,

c[Add]: RKr v 7& W2 U A R TEIR L7 Web % A 7 ACL 23451100 [Web-Type ACLs] U
A MZBIRESNET,

*[Delete] : 7 U v 2735 L, Web-type ACL D 1 DA [Web-Type ACLs] U A k2B HIFR &1
9, ASA 5 ACL ZHIER$ 21213, £9 DAP L= — RinbZ D ACL ZHIFRY 5 4%
NV ET,

AT v T4 [Functions] ¥ 7H TR L, 77 AP ="z N LTI 7 HITP 7 uFy, BIO
DAP L 2— RO URL =¥ R U Z#ELET,
» [File Server Browsing] : 7 7 A /b % — _EZIIIEHKED CIFS 77 v P> T A F—T )b
FRET A =TI LET,
77U AIIE NBNS (v A4 — 77 UHEIE WINS) 234 TH, NBNS (ZREE N

A L2565, NBNS DR E STV e WgEa1X, DNS #ff LEJ, CIFS 7 7 7 Xk
BETIX, EEMERNYR—FENTWEREA,

[File Server Entry] : R— % )L RX—T T2 —HNT 7 4 )L — ORI O FTE AT T
ELECTDMEIMERELET, A X =T IR TNDLIGE, R—F L=
TZrAN Y= N DO RrUREEISNET, 2—HFiE. Windows 7 7 A /L ~D X
AL HEHBATEET, 2—ViZ, 77 A VEF T ra— R g, BBk, ARIEE,

BLOB#HTEET, Fo, 77 ANABIRT7 AV XE2BNMTHZ L TEE9, #HA
HE72 Windows h— " Ta2—% 77 RT3 L THRAEZRET 24 B LHD 9, *v b
=7 DEHIZL > T, 2=V RT 7 A N~DT 7w ARNGBEEZ T D LENH D Z
bbb ET,

[HTTPProxy] : 7 74 7> h~OHTTP 7 7L v b 7 X  OiEkICEELES, 207
v Xk, @Yo T oY ERBICTFWT AT 7 /v — (Java, ActiveX, Flash 7¢ &)
WL THEHATYT, 20o7axUidkoT, ¥X2 VT4 77747 AR Z ke L
NG, vV 7 EEBECE ET, AN R UE, BRI 7 o n
TaXxy ar7 4 X¥al—rayEEELT, TXTOHTTP 8L UVHTTPS ExRAH L
WwWradvar7 4 Xal—va VXA v NLET, HTITP7 7Ly h 7r¥ T
IZ. HTML, CSS. JavaScript, VBScript, ActiveX, Java7g &, 1FEAETXTDI FA4 T
YMUT 7 s =R — R ERTTWET, AR — STV D T T 7YX, Microsoft
Internet Explorer 7217 T3,

[URL Entry] : R— % /)L X—T T2 —HF BN HTTP/HTTPSURL Z A ) TE H L H 1T 50 E
IMERELET, ZOMENA X—T IR o TWEHEA, =2—FIZURL= hY Ry
J AT Web 7 FLAZ A TEEY, £/, 7747 P ASSLVPN ZfEH LT, 2
ALHD Web A MZT 7 EATEET,
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ATy TH

DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

SSLVPN #fiH LTt X TOYA FEDBEAILTLLEEX 2T IZ0D L IINnED 8
Ao SSLVPN L, R¥%xy hU—27 LDV EF—F 2—FDPCRV—7 AT —3 3 & ASA
EORIOT —FEREOEX 2V T 4 ZRiETH5HDOTT, Lizd-> T, =—%75 HTTPS LISt
DWeb VY —R (S ¥ —Fy N ERPHE R Y NT—2 EIZHH Y Y —R) IZT 7 EATH
B, D ASA DS HID Web 1 — "E TOWEREITEXF 27 TIEH Y FHA,

747 hL A VPN#ERTlE, ASAIZT=Y KR 2—HFD Web 7T 7 & Z—4 > k Web
=N DHOTEF L UTHIELE9, = — 23 SSLxtis Web h— N9 5 &, ASA
XX o TR AL L, =D SSLAFEEZMGELE T, = K 2—% 77 UHF Tk
RSN REEEZZE LW, FEEZHAE L CREET 5 Z &1L T& £+ A, SSLVPN
OBHEDFEIETIX, WIRYIIIZ R > T-REHEE R T 504 b EOBEIFFAISETA, £
72, ASAIXEHHTE 5 CAREAEORIEL FATLEHA, ZD7H, =—HE, SSL xHiED
Web T — N EEBETDEIIC, ZOP— L VIR INTZEREEZ ST Z L TEEH
Moo

2—HPDA L H—Fy § T 7 EAEHIBRT HIZi%, [Disable for the URL Entry] 7 « — /L K& i&
WLFET, LY, SSLVPN2—HFRT7 T4 7 F LA VPN #fHEHIZ Web —7 ¢ T
XnE ol LET,

e [Unchanged] : (T 74/ 1K) 27V v 35&, Zokyva il@ians sz n—7 K
U= bOEMERHSVET,
* [Enable/Disable] : #§REZ A X — 7 W T DT 4 B—7 VT D02 HBELET,

 [Auto-start] : 7V v 7 ¢ 5L HTTP 72X U NA X—T7 W20 . Zh b OFEREIC B[}
FHENET Ly FADAP L a— RICX > CHEIWICEEI T2 L 912720 97,

[Port Forwarding Lists] # 7 ZRL, =—H% v a OR— MEEY X FZFELET,

A= MREIZE YD ZV—T7AD Y =— b 22—, BAOEE TCP/IP A— F Tl 4257 7
AT MNYP—=NNT TV r—2 a7 7 BATEET, VE—F 2—%F, v—H /L PCIZ
AVARN=NENTZITAT L N T TV r—varvzlfL<c, 2077 ) r—va vz
A=+ F2VE— P —NZEZ2T 7 BATEET, A2 TiL, Windows Terminal Services,
Telnet, Secure FTP (FTP over SSH) ., Perforce, Outlook Express, 33 J-TF Lotus Notes (22U T
TARLTWET, ZOMDO TCP R—ADT 7V r—raO—iMbiiedT s Ex 0 E
TR, YAATEFT AL TWERA,

GE) AN— NEEEIX, —#BD SSL/TLS N—2 3 T TE 8 A,
FE RN— Mgk (T r—var77%R) BIXOTF X NVFHEEZ Y R— 5728

(2, UE— bk 22 = —HI(Z Sun Microsystems Java 7 > % A LEgHE (JRE) A A
= ENTWDZ L EHRLET,

* [Port Forwarding] : Z @ DAP L 22— RIZi#MH & 58— MEik U A DA 7> 3 &R
LET, 207 4 —v ROZOMODJEMEIX, [Port Forwarding] % [Enable] ¥ 7213 [Auto-start]
ICRRE LT HmBIT T A R =7 22 £,

*[Unchanged] : 7 U v 27 35&, BUENFETa 7 Fab—2a rnbHIBRSIVET,
* [Enable/Disable] : "— MRELZ A R—T T LT 4 B—TMITI0ERELET,
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s [Auto-start] : 7 VU v 7 35 &R — MRENRA R—T /W27 0 DAP L 22— ROR— Mgk
U2 MZEEMT bR — MEXRT Ly RAEBICEBITS X o I1Ick 1,

s [Port Forwarding List] K2 v 7*Z 7> U A K : DAP L2 — RIZIBIIT %, BEFHDHR—
MRS Y A M AN L FT,

* [New...] : HHOR— MEE) XA b 2RETLEEIT7 Y v 7 LET,
* [Port Forwarding Lists] (7 X/L72 L) :DAP L 22— ROAR— MRk Y A MR FRSNET,

c[Add) : 7V v 7T 5L, Rry XUy A RNTEIRLIZA— MEE Y A MDA RIOR—
RMiZEY A2 MBS ET,

e[Delete] : 7 VU v 2745 &, BIRENTWDR— MEEY A MR — MEEY A b S HIR
SINET, ASANLAR— MREY X MEHIBRT 5121E, FTDAPLa— 620U A
NEHIRT D2 HLERH Y F7,

AT v 76 [Bookmarks] # 7 ZIEIRN L, FrEDZ—F £y a L URLOT v I/ ~—7 AR ELET,

s [Enable bookmarks] : 7 U v 7 T2 LA RX—T NIV ET, ZOF = IRy T ANRE
TDEXT, BEROR—H N RV T v I~ — T IERENE R A,

« [Bookmark] K& v F&Z 7 U2k : DAP L a— RTBNT 5, REFHDT v 7 ~—7

ZBIRLET,
s [Manage...] : 7 v 7 ~<v—7 %M, £ > KR—br, =7 AK—F HIRTDIEXIZIY 7
L\iﬁ—o

« [Bookmarks] (7-~L72L) : ZODAP L=2— RO URL U A RFRENET,

C[AABS] 7Y v FHE Kry T Ay YA NTRIRLET v 2 ~—2 2543l URL
BB S RET,

*[Delete] : 7 Vw279 2L, BIRSNTWDT v/ ~—27H URL U X MEEDHHIBRE
£, ASAMNS T v 7~ — 7 ZHIRT HI21E, £TDAP La—RnbEzD7 v/ ~v—2
ZHIBRT 20BN B £7,
AT 9T 71 [Access Method] # 7 %I L, #FA[T DV E—h T/ BADX A THFELET,
* [Unchanged] : HIfED U E— bk 77/ v AR AEFI &AL £,
* [AnyConnect Client] : Cisco AnyConnect VPN 77 74 7 > F & H L T L £,
« [Web-Portal] : 7 74 7> LA VPN Tt L £,

* [Both-default-Web-Portal] : 27 74 7 > k L A& /=i AnyConnect 7 7 A 7 > k&4 L THERE
LET, 774NV NI TAT U MLATT,

* [Both default AnyConnect Client] : 27 A 7 > s L A E£ 721X AnyConnect 7 7 A 7> b &/ L
THEHeLET, 7 7 4/L b AnyConnect T3,

AT w78 [AnyConnect] ¥ 7 %R L. Always-on VPN 7 7 7 D AT — X A &38R L F 7,
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pap rL—z0Efr ]

* [Always-On VPN for AnyConnect client] : AnyConnect —E" 2 7’12 7 7 A JLIN®D Always-on
VPN 7 T JREERERIZT DI, T 4 =T NMITT B0, AnyConnect 7' 12 7 7 A JLi%
EERMBHT 20 ERELET,

ZORTA=ZEERTHITIE, CiscoWeb EFX =2 UT 4 7T T T ADY Y — A7,
Cisco AnyConnect VPN 7 A 7 MZxf L TEF 2T EE YT 4 VYV a—Tary 74k
YT Y R—= R L TWOAMERHY £, £72, AnyConnect DU U —A3, [EF =
TEEYT 4 Y Va—vary] OMEEZTR—FLTWOLELH Y T3, FHMIZOV
Tix. [Cisco AnyConnect VPN Client Administrator Guidell %ML T 723\,

[AnyConnect Custom Attributes] % 7 Z B4R L, EFRFADHI AL LA@gtEa R LT, ZORY
DICEEMIT R, £, WRZLRMEERL TG, TNbLE ZORY —IZBEF T
HZEbTEET,

AL NJEMEIT AnyConnect 7 7 A 7 2 NMIERFE SN, 7Ty 77 b— ROMER e EOBEE A 3%
ETDHDIHERINET, DAY LBEBEICIEY A T L4 EOERHY £3, TTRED
AAThEFRLICE, ZOFATOARMTEDEL 1 SU FERTE E7, HRRICK L TIE
T HEA DAL NEEOFEMIZOWTIEL, H L TW5 AnyConnect Y V —A® [Cisco
AnyConnect Secure Mobility Client Administrator Guidel] %% 1L T2 EW,

B A X LJEMEIX, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced]
> [AnyConnect Custom Attributes] 35 & T8 [AnyConnect Custom Attribute Names] CHAIZEFK T
F7T, FHNCERLIEAAZ LBMEZ, XA FTIv 7 TI7BAR) =L N—F R o —
O TERSNET,

DAP ~ L—RAMDET

ATy T

ATy T2

DAP hL—REFTT DL, TXRTCOERKFALT /SA AD DAP = RiRA > MEMESRFRRE
nEJ,

FIE

SSH # — I J/Lnb ASAIZa 74 U T EXEC E=— RABBL £,
ASA OF5#E EXEC E— R TlX, BARENA 727 Mi hostnamed & 720 £97,

DAP T NNy VA RX—TMILET, By a  OFTXTODAPBERF—I T L7 4 R
TIZFEREINET,

hostname# debug dap trace

endpoint.anyconnect.clientversion="0.16.0021";
endpoint.anyconnect.platform="apple-ios";
endpoint.anyconnect.platformversion="4.1";
endpoint.anyconnect.devicetype="iPhonel, 2";
endpoint.anyconnect.deviceuniqueid="dd13ce3547£f2falb2c3d4e5£6g7h8i9j0£fa03£75";
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ATv73 ({EF) DAP FL—2XOHNZMRET 21T, a~v FOMNZ Y AT A n7itkh £,
ASA TOR XV T OFEMIZOWTIL, [ Cisco ASA Series General Operations ASDM Configuration
Guide] @ TConfigure Logging] & ZM L T 72 &0,

DAP 051

*DAP 2 L%y hU—7 J V—Z2DTEHFE (38—)
« DAP Z{#iffl L7~ WebVPN ACL O (39 ~<—2)

*DAPIZ L% CSD F = v 7 Ol & ARV > —DiH (39 ~<—)

DAP R L=y FO—9 J)Y—XADEE

ZOBNE, =P ELIFIIN—T DRy NI =2 VY —RAEEFRTDHELE LT, 4TIy
I T IRARY —ERET D EEZRLTWET, Trusted VPN Access & V9 47D DAP
R —i%, 27IA4T7 > LA VPN T Z ¥ A& AnyConnect VPN 7 7 & 2 &3] L £,
Untrusted VPN_Access & W) ARTDOR Y > —X, 7 74T ML A VPN 7 7B RET &7
LET,

FIE

AT w71 ASDM T, [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Dynamic
Access Policies] > [Add/Edit Dynamic Access Policy] > [Endpoint] |28 L £ 5,

ATV T2 HRV v —DOROBHEZRELET,

B Trusted_VPN_Access Untrusted_VPN_Access
Endpoint Attribute Type Policy B CTX % EfHTE 720
Endpoint Attribute Process ieexplore.exe —
Advanced Endpoint Assessment AntiVirus= McAfee Attribute
CSD Location fEHTE % fE4T & a0
LDAP memberOf Engineering, Managers N B —
ACL Web-Type ACL
TR AnyConnect 33 U Web | Web Portal

Portal
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DAP % {57 L - WebveN AcL 0sEF [

DAP Z{£f L 7= WebVPN ACL ® & A

ATy T

ATy T2

ATvT3

RATv74

ATy TH
ATv 6

DAP Ti%, Network ACLs (IPsec 35 2 TN AnyConnect D3534) | Clientless SSL VPN Web-Type
ACLs, URL U A I, B X O Functions 5 , 727 EA RV —@EOY 7> & EHHE
HTEEd, Z7V—7 RV —REHINOIAAT—F7EF AT v b b UR Nl
I, EFEEH X £¥ A, [Add/Edit Dynamic Access Policy] <X > @ [Access Policy Attributes]
Z 71Z1%, DAP DNEHEH SN D BIEDTERMA =2 —RNRRINET,

Active Directory/LDAP |, =—H% Z L —F KR o — A N"—v T ea—HF = D
[memberOf| JEMEE L CIRIFLE T, AD Z/b—7HNO2—H (memberOf) = ASA M EH
7~ Web % A 7 ACL % i fi3 % Engineering &£ 725 X 912, DAP ZE&E L 7,

FIE

ASDM T, [Add AAA Attributes] A 28 L £7 ([Configuration] > [Remote Access VPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >

[AAA Attributes section] > [Add AAA Attribute]) .
AAA BMEZ A 7L LTI, Fry XX o U A & LT [LDAP] 23&R L £,

[Attribute ID] 7 4 —/L RIZ, ZZIZRE5 LB Y ImemberOf] & AT LET, KILF L/
FOXBITEETT,

[Value] 7 4 —/V RT, Rry 7 Xy VA RNEFEHLT[=] Z2&RIRL, BEO7 4 —L RIZ
[Engineering] & AJJL %7,

~A > D [Access Policy Attributes] fEJk ¢, [Web-Type ACL Filters] # 7% 27 U v 7 LE7,

[Web-Type ACL] K v &7 A NEEH LT, AD Z/b—7" (memberOf) = Engineering
D—HIZ#HT 5 ACL 2R L £,

DAP 2L A CSDF vy Digadl AR o—nDER

ATy T

ZOFITIE, 22— 2 DOFEE AD/LDAP 7 /L —= (Engineering ¥ & O Employees) & 12
DFFEASA o RNV I N—T RS D2 L 2T =y 7T HDAP 2B L £ T, €DK, ACL
Za—PITEH L ET,

DAP N EA ENDACLIZE Y, VY —R2~DT7 7 AZHELET, T 5HDACLIE, ASA
DIN—T K —TERINDEDACL IV b#EESNET, £/ ASA L, A7V v b
o)A b, 2SF—_ DNS7Z2 &, DAP TEFE F 7213514 S e WEEER I O AAA
TN—T" R v —fkE— v L @A L9,

FIE

ASDM . [Add AAA Attributes] 2 2@ L £ 3 ([Configuration] > [Remote Access VPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >
[AAA Attributes section] > [Add AAA Attribute]) .
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ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

ATvT1
ATv7S8

ATvT9

AAA BMEZ A 7L LTI, Fry 7 &y U A R&H LT [LDAP] Zi&R L £7,

[AttributeID] 7 ¢ —/L RIZ, ZZIRSN5 EHBY TmemberOf] & AN LET, KXFELENL
FORBNIEE T,

[Value] 7 4 —/V R C, Ry X oy URANEMHALT[=] Z2&RL, o7 14— R
[Engineering] & AJJLE7,

[Attribute ID] 7 4 —/L RIZ, ZZIZRELd LB Y ImemberOf] & AT LET, KILF L/
FOXBITEETT,

[Value] 7 4 —/V R T, Ry X URNEFEHLT[=] Z&RL, BEO7 44— R
[Employees] & AJJL £,

AAA BMEZ A 7L LT, Fey 72y URX &M LT [Cisco] ZIEIR L £7,
[Tunnel] 7 V—7" Ry 7 ZA%A L, Fry 7 Xy VA REZEHLTElZ#IRL, Eo
Fay7Zyy A NTHEER ML Ze—7 #ERARY —) ZERLET,

[Access Policy Attributes] fiE3% ™ [Network ACL Filters] % 7 C, RiD AT v 7 CTEF L7- DAP &
Wz /o 2 —PITHEM T 5 ACL 23R L £ 7,
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