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inside ASA FirePOWER
BVI 1 Default Gateway

192.168.1.1
(May be required) |
Firepower Management Center
Management
Computer

GE)  WExry hT—7 RIZilo—4 ZEET 2561, BEENTOMICLV—T 4 7 T& %
T, ZO%EAIL. (ASAF1rePOWER{—‘/1»*/I/7]\I/ZS:I—JLZ’\ FU—27 ETo) EHEA
VE—T A ZADASALBLOIP T RLADRER EOMU LR ELEAHEH LT, &1
VB —T7 A A 0D ASA & ASA FirePOWER £ 2 — /LD 2 EH TX £7,

IL—T v K EDa—)L0D ASA5508-X ~ ASA5555-X (VI b7 EDa—))

NS DOFET VL, ASAFirePOWER V2 — L&Y 7 =T o a—/L e LTHEITL,
ASA FirePOWER &2 2 — /VZEH 00 F-I13EH /I A v F—T =24 A (FEF IS LT) &
ASA LB LET,

ASA FirePOWER £V 22— /L EDEOT X TOER N T 7 4 v 7%, BEA L X —T A AT
A D ENDHERH Y £, ASAFirePOWER £ 2 —/LZiX, f VX —Fv F TI7EAL
VT, BN T 74w 713Ny 7 7L —2 ETASAZBRTAZ ENTETA, LIER-
T, AV Z—Fy MIEET DT, BEHA LV H—T 214 A% ASA A VX —T = A AW
W — 7 VTR D R B Y £7,

EHHIZ ASARTETLAIE P T F‘vx%g’“ibf@b\%{a\ A B —T 2 ATET 2—LD
AR LET, ZOHA, BHA VX —T 2 ATBEDASA A X —T A4 ATEHD £
Hth, 2—PFRILUTETIZENTEET,

ASA FirePOWER £ 1 —)L .



ASAFirePOWER E¥2—)L |

B 'soxx7Lorz—¢

1. BHEDODASAT—H A HZ—Tx2AALFELXy NU—21ZET 5 X 912 ASAFirePOWER
IP7 FLAZHRET D,

2. ASAFirePOWER ¥'— U =2 A L LTCT—H A X —T = A ABFRET D,

3. T—HAH =T AEHRA L H—T 2 A AEEEFTD (LA V2AL v F %ff
JiEDI

ASAFirePOWER S ASANFEA v X —T = A AR TA VX —Fy MITI7®ATEDLHIC
T BT, ROERER 2 r—T )y 7 v PEBRL TN,

Management
Computer .
ASA FirePOWER Default Gateway
Layer 2 ASA
¥ ] Switch ¥ 3

—

Internet ™,

L4

(May be required)
Firepower Management Center Management 1/1
No ASA IP address

ASA FirePOWER IP address: 192.168.1.2

ASA 5508-X. BLU5516-X DS, T 74/ MRETEROR Yy MU — 7 EENHETT,
VBB EIL, EYa2— LDIPT RLAZ ASAWNEA v X —T =24 A LFEUCARY hU—7 |
ICRETHZLE, Ea— VD — R T2 IPT RLVAZRETHZ LZITTY,

FOMDOETFTINVOEA. G 0/0 F77013 1/1 D ASA TREINTF-LABTIB LRI 7 FL22H|
BRLTHh S, FRICTRTEIICEFDOMDA v Z—T oA RAERETHALERH Y 9,

G¥)

(V7 N AL T ZRETHLEDICNEHLT Y v INA—FIZEN B THIENTEHED
oA 2 —T7 A ANRHDHGE, INFEAAL v TFE2EHTLO2RT L ENTEES, T
TOT VT ITN—TDA B =T oA AR LEXF2 VT 4 LYLIIHEL, ALEX=
VT4 DEEEHFIL, K7V Y Z—TF A R—=DNAT % E L TL S, FFfCo
WTIE, ASA A U X —T oA ADERATA FOFEESHRL TIZIW,

GE)

WNE R v T —2 FIZRIOL—F ZRET 55481, BHENEOMICL—TF 4 v 7 Tx %
4, ZOPEIE. (ASAFirePOWER £ 2—/L 7 RL R LR LRy hU—27 ETO) HFHA
VHE—=T 2 A ADASALBEIOIP T R L ADOBRER EOMYI AR EE B2 LT, FHA
VA —T7 x4 A LD ASA & ASA FirePOWER € ¥ = —/ )L Djifi )i & FH T& £,

FSURRTLY M E—FR

FSURRT7LY M E—FDOASAS8-X (N\—FJx7 EDa—))

ASA FirePOWER & ¥ = —/ U2, ASA CITHIOERA VX —T =2 A ANGENE T,

. ASA FirePOWER £ 2 1 —)L
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FSURRT LYk E— RO ASASEEX (N—Koz7 EC2—1) ||

ASA 5585-X  ASA FirePOWER SSP  ASA FirePOWER Management 1/0

T
SSp ASA Management 0/0
Default IP: 192.168.1.1

ATadE

ASA FirePOWER £ 2 —/L L DBIOT X TOEHR T 7 4 v 7%, B0 F—T =4
AFETITEHINA X2 —T 2 A ATAHN ENDLERH Y £9°, ASAFirePOWER £ ¥ = —
JZIE, AV F =Ry b T 7 BABUETT, 2O F—T oA ALASAT—HX A L F—
T2 A ATV, "I 749 I B™ Ry 7 FL—2 FTASAZBBRTLZ N TER AL

L7203 -> T, MEICERRA X —T oA A% ASA A X —T = A AT —T )V THHRET 5
VENRBH Y EF, ASAFirePOWER 28 ASAWNEA % —T7 = A AR TA V F—Fy MTT 7
TATEDLHITT DI, ROBEN 2 r—T N By T v 2SR LT TEE0,

ASA FirePOWER Default Gateway

Management Rauter
Computer e 5

- = = g
Switch o
@ Madule Management 1/0
R —— Sel IP Io be on same nelwork as MOAD

Firepower
Management Center

Wik /L— & &l L7220 541X, Management 0/0 1A > % — 7 = A A& L7 THREA >
=Tz A% LTASAZEHTEET (BVIIPT FLRZMA)

ASAFirePOWER Default Gateway

ASH S585-X

Management BVI IP Address for management

Computer
[ntermet

Layer 2
Switch

Module Management 140
Set IP o be on same network as BY/

Firepower
Management Center

ASA FirePOWER €~ 1 —JL .



ASAFirePOWER E¥2—)L |

. FSUART7 LY b E— KD ASA5506-X ~ ASA 5555-X. ISA3000 (VI ko7 EPa—))

A\

GE) (V7 N AL vTF)] BRETDHTOICHNET Y v FNA—FICEN B THZENTEBHED
DA H—T 2 A ANRHDHGE, AL v TF AT HOEBTHENTEET, T
TOTYN T TN—TDA L E =T 2 A AR LEX2UT 4 LYLIEREL, ACEx=
V7 4 O@EEEHFAL, 7V vy 70— A N—=DNAT Zi%E LT &, FHHC>
WTIE, ASA A U X —T oA ADIERATA ROFEESH L T 7ZE0,

FSURARF LY b E— KD ASA5506-X ~ ASA 5555-X. ISA3000 (VI b7 EPa—IL)

THHDOEF AL, ASA FirePOWER EV a2 — L% Y 7 N 27 EVa— L& LTETL.
ASA FirePOWER & ¥ 2 — /VIZEH 00 -1 U1 A v F—T =24 A2 (BFFMIELT) %
ASA EHHFLET,

ASA FirePOWER EY 2 —/L L D DT RTOER T 7 4 v 7%, BHEHA L H—T =24 AT
A ENDEHENSH Y £9, ASAFirePOWER 2 a2 —/LiZiZ, A1 v X —%y N T 7 &2%
‘/[Z‘E"C“vg—o

DL, ASA FirePOWER £ ¥ = —/LZ{#i [l L 7= ASA 5500-X % 721% ISA 3000 DHELER » b
U—/EZ R LUET,

ASA FirePOWER Default Gateway
Management Router ASA

inside ‘"@_ outside je e . Hidrmat '-\I
L

e =

management

Management 1/1
ASA IP address: 192.168.1.1
Firepower ASA FirePOWER IP address: 192.168.1.2

Management Center

WL —Z A LRSI, ASAEHAOEMA L X —T oA AR LR WTHERA v~
B —T 2 A% LT ASA ZEHTxEd (BVIIP T RLAZMHH) .

Management
Computer

ASA FirePOWER Default Gateway
ASA 1921681 .x

BVI IP Address: 192.168.1.1
: 1 \ Router e
outside Interr
GigahitEthernat 1/1 -

(May be required)
Firepower Management 1/1
Management Cernter No ASA IP address

ASAFirePOWER IP address: 192.168.1.2

. ASA FirePOWER E> 2 —JL



| ASAFirePOWER €< 1—)L
Management Center ~( ASA FirePOWER € ¥ 1 — /)L D&% .

\}

GE) (V7 N AL T BRETDHOICHNET Y v FNA—FIZEN B THEZENTEHED
oA H—T7 A ANRHDHGE, AL v TF 2T L2ORTDZENTEET, T
TOTV Y IN—TDA L EZ—T oA AR LEXF2V T4 LULIEREL, AILEX=
VT4 DBEETFATL, 7V Y ZJ—TF A R—=DNAT 2% E L TLEEW, FEflco
WTIE, ASA A U X —T oA ADERATA ROFEESH L T 7ZE0,

Management Center ~0) ASA FirePOWER £ 2 1 — /L D &£k

Firepower/FireSIGHT Management Center |2 € ¥ = — /L & 4§k 7 5 121X, ASAFirePOWER € ¥ = —
IWCLIIZT 7 B AT MENH Y £, CLICKRINCT 7B AT D & BARENTA—=FD
AN %R BIET, F7-. Management Center |ZF ¥ = —/LEBIMNT2LENH Y £97,
GE)
*ASDM Z i L TEV 2 — L2 FEHT 25813, 2ok 7 v a 248K LT, ASDM #
B D ASA FirePOWER £V 2 —/LORE (17 °—) #ZRL T 7Z3,

o BV a2 —/)LOEE % 1 0 Management Center 7> & %1]> Management Center (Zf )9~ 2 205
N DYEIE, T F DT /31 A% Management Center DA > X2 h U nHHIBRLET,
RIZ. configure manager add =~ > FZffi ] L T, # L\ Management Center Z 5 L ¥
7, RIZ. # LU Management Center DXk A 56 T CE £, 207 wkRIZkD, 7
V= gy A== SN E T,

ASA FirePOWERCLI ~D7 U £ X
ASA FirePOWER CLI |27 7 £ 24 A%, ROWT LD FHFiEEZFER L £,

FIE

ATFYT1 a3 V—)LR— |

« ASA5585-X : ZDFETFT /LZIE, ASAFirePOWER £ = —/LOEH 2 Y —/L R— M3 g
EFNTWET, HEDDB-9toRI-45 U T I/L r—7LoMEHDUSB Y Y 7L 72 S H
AL T EE0,

« ZTOMDTRTOET IV fHEDDB-9toRI-45 2 U TV r—T7 L E D USB v U 71
THETHEFHALTASA 22 Y —)LR— MMZHEEHE L £, ASA 5506-X/5508-X/5516-X |2
X, I=USBavYV— L KR—-—hrHEHYET, USB 22V —)L K— hOFEHFIRIZON
TiE, "—FU =7 A FESRLTIES,

ASA CLI T® ASA FirePOWER £ = —/L~Dt v g
session sfr

ASANLY 7 T 27 TV a—L~DEyary 33—) B LTLFEEN,

ASA FirePOWER £ 1 —)L .


http://www.cisco.com/c/en/us/td/docs/security/asa/hw/maintenance/5506xguide/b_Install_Guide_5506/b_Install_Guide_5506_chapter_011.html#topic_E8E7F99A8291432C975F86C1A16753B7

Bl AsariePower oz AxzE

ATy T2

ASAFirePOWER E¥2—)L |

SSH :

EDa2a— DT 7/ MIPT KL A (ASA FirePOWER OF 7 4L b (8§ 2—3) ZHHR)
WCHEG T 20, 721X ASDM % ASA THEA L TEFLIP 7 KL ALZEE LT b, SSH &1
ALTHERLET,

ASDM T, [Wizards] > [Startup Wizard] DJIEIZEIR L, ¥ ¢ ¥ — KT [ASA FirePOWER Basic
Configuration] |ZH#EAFE T, ZOX—T T, IPT RLA, w7 BEXOT 74/~ F— |k
VA ERETEET,

ASA FirePOWER ) & K% 7F

&

ATy T2

A%ﬁ@ﬂN@R%V;—»@CU:%m’Taﬁxﬁék BARENT A—=F DA R
OHET, 7o, ASDM ZEH L TWARWIGAIL, ¥ 2 — /L% Firepower/FireSight
Management Center (ZIEIT 2 MEENH D £5,

1R BHEIIC
ASA FirePOWERCLI ~D7 7 A (15—2) I U TEY 2a— /L CLIIZT 7 A LET,

FIE

ASA FirePOWER CLI C, =—#% admin Tr /A > LE7,

MOTa T AT AEEE. T+ ORI — REfEH LE$, ASAFirePOWER OF 7
L bk @m~y)%§%bf<téwo

T NS T AT ARTEXITVET,

WRIsnsxy hU—28E (%v hU—27 TO ASA FirePOWER £ 2 —/LDE A (9 ~2—
2) ) |2 ASA FirePOWER B2 o2 —/VORD %y NI — 7 3REEFHRA L £,

CEPA LA —T = A A 1 192.168.1.2
EFA TR kA Z 1 255.255.255.0
« =T =A IP: 192.168.1.1

51

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: <new password>

Confirm new password: <repeat password>

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [yl: ¥y

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.86.118.3
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.252.0

. ASA FirePOWER £ 2 1 —)L



| ASAFirePOWER €< 1—)L
ASDM & E2 0> ASA FirePOWER £ 1 — Loz [

Enter the IPv4 default gateway for the management interface []: 10.86.116.1

Enter a fully qualified hostname for this system [Sourcefire3D]: asasfr.example.com
Enter a comma-separated list of DNS servers or 'none' []: 10.100.10.15,
10.120.10.14

Enter a comma-separated list of search domains or 'none' [example.net]: example.com
If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

(Wait for the system to reconfigure itself.)

This sensor must be managed by a Defense Center. A unique alphanumeric
registration key is always required. In most cases, to register a sensor
to a Defense Center, you must provide the hostname or the IP address along
with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Defense Center are separated by a NAT device,
you must enter a unique NAT ID, along with the unique registration key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Defense Center, you must use the same

registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.

AT 73 ASA FirePOWER & ¥ = — /L % Management Center (Z 88k L £ 97,

> configure manager add {hostname | IPv4_address | IPv6_address | DONTRESOLVE} reg key
[nat_id]

EIFRD L BD TT,

* {hostname | IPv4_address | IPv6_address | DONTRESOLVE} |, Management Center D 5E (&
ffi SNTEARA MLEIZIP 7 FUALZFRE LE T, Management Center 2NEFET N L A5
ETE2\WEE1L, DONTRESOLVE £ L £ 7,

* reg_key 1Z. ASA FirePOWER ¥ = — /L' % Management Center |88k 3 2 DM B2 —F
DFHLFIT L DB F— T,

* nat id IX. Management Center & ASA FirePOWER & ¥ = — /L O %Gk 7 1 & A fEH] S
NDFH TV a r OFEFILFHTY, hostname 73 DONTRESOLVE (CRE SN TV 2 5H
c:%‘gfjﬂo
ATV T4 av Y —LVBEEALET, Y7 b7 £V a2a—LORE, WEALET,

> exit

ASDM ZIEFR D ASA FirePOWER £ 12— )LD ERTE

FTARTON—2aVvBELIVETILORAEDENYR—FEhdhIITEHY FEA, CHEA
DETILELUN—Da VO AEHEERREL TS,

ASDM X, ASA NXv 7 7L —2 %4 LT ASA FirePOWER £ =2 —/V D IP7 KL A% H T
XFETH, TRTOBEBMOFRIZIE, Y 2— LDREREAHRE/Z, ASDMA > ¥ —7 = A LE
AL H—T 2 AA RALOMIZE Y NT—0 T 7R ARMLETT,

ASA FirePOWER £ 1 —)L .


http://www.cisco.com/en/US/docs/security/asa/compatibility/asamatrx.html

ASAFirePOWER €2 1—)L |

B 2som =m0 ASA FirePOWER £ 5 2 — LD RE

ATy T
ATy T2

ATvT3

ATvT4

ATy Th

ATvT6

ATy T1
ATvT8

ASDM Zfi L CTE Y 2 — /L2 EH 4 2215, ASDM #EF L, EE#Y 4P — RE2ETLF
j—o

FIE

ASA IZHERE SN TWVWDH A Ea—4 T, Web 77 UV ZiEE LET,

[Address] 7 «+ —/V F|Z URL https://192.168.1.1/admin % A /) L 9, Cisco ASDM Web ~X—

DERRINET,

fEA [ EE/2 A7 > a > ([Install ASDM Launcher] . [Run ASDM]. [Run Startup Wizard]) D 9

ks Vs LET,

B OHERICES> TAH T v a VAR L, ASDM Z 8 L £9, Cisco ASDM-IDM Launcher 7%

TRINET,

GE) [Install ASDM Launcher] % 2 VU v 7 L7255, HEIC K - Tl [nstall an Identity

Certificate for ASDMJ (29> T ASA @ ID FEPA# & ASA FirePOWER & ¥ = —/L Dk
AELZNENA VA M= AT DT ERRETRY T,

A—YPHENAT—RFDT 4=V REZEDOEEKL, [OK] 22V v 27 LET, A1 ASDM
U4 RUBRRREINET,

A A b —/LF % ASA FirePOWER £ 2 —/L D IP 7 N L A Z2HET 5 L 5 RdohizHh
T, XA T7a Ry 7 AEXy 2V LET, [StartupWizard] ZEH LT, 9, TV a—b
DIPT RVAZELWIPT RLRIZRET D2HERH Y 77,

[Wizards] > [Startup Wizard] Z 341 L £ 97,

MBS U CIBMO ASA X E AT 9 H>. £721%. [ASA Firepower Basic Configuration] [ fij 73 <
IRINDET, HEAEZERET,

. ASA FirePOWER £ 2 1 —)L
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| ASAFirePOWER €2 2—)L

ASDM EZEF D ASA FirePOWER £ 2 1 — L DELE .

[ Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard [

¢ Startup Wizard ASA FirePOWER Basic Configuration (Step 9 of 12)

In order to establish proper connectivity with the ASA FirePOWER service blade, please enter
all necessary information,

Mote: ASA FirePOWER-related configuration is intended For bootstrapping. Modifyving an
existing ASA FirePOWER. configuration may lead to undesired results,

[] Eelect to Bypass ASA FirePOWER Configuration.!

Metwork Settings

IP &ddress: 192.168.1.2 I
Subnet Mask: |255.255.255.0w

Gateway: 192.168.1.1 I

Please read the following license agreement. You must accept the terms of this agreement
before continuing the wizard.

»

End User License Agreement
| -
IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT

|CAREFULLY. IT IS ¥YERY IMPORTANT THAT YOU CHECK THAT YOU ARE
PURCHASING CISCO SOFTWARE OR EQUIPMENT FROM AN APPROVED

| SOURCE AND THAT YOU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,

i THE "CUSTOMER") HAYE BEEN REGISTERED AS THE END USER FOR THE 1]
|PURPOSES OF THIS CISCO END USER LICENSE AGREEMENT. IF YOU ARE NOT
|REGISTERED AS THE END USER. YOU HAYE NO LICENSE TO USE THE |

SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE

; AGREEMENT DDES NOT APPLY. ASSUMING YOU HAYE PURCHASED FROM AN
| APPROYED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR

| CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS

i AGREEMENT.

| CISCO SYSTEMS, INC, OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF « N
BN (1] b

() I accept the agreement

T 7 4 MREEFEHT DI, ROEEFZRTLET,
« [IP Address] : 192.168.1.2
* [Subnet Mask] : 255.255.255.0
 [Gateway] : 192.168.1.1
AT 79 [laccept the agreement] %27 U v 7 LC, [Next] £7-1% [Finish] 227 UV v/ 3+25&, v 4P —FK

BT LET,
ATV 710 ASDM ##& T L, MiEh L E3, R—L-X—TIC ASA Firepower D ¥ 7 NFE RSN ET,

ASA FirePOWER €~ 1 —JL .



ASAFirePOWER E¥2—)L |
B asariePower €2 —LogE

ASA FirePOWER £~ 12— JLDETE

ASAFirePOWEREV 22— /L TEHF 2 V7T 4 RV —2HELTHDL, N T 74 v I BTV a—
JMCEETHEIICASA ZRELET,

ASA FirePOWER E2 21— /)LTODEX1 Y T4 R —DEFE

¥ UT ¢ AU =L, NextGenerationIPS D7 4 NV Z U L TRT7T S r—a D7 ()b
HY Tl BV a— VTRESNDI—EXEF L ET, KOWTHUHOFEEFEHL
T, ASAFirePOWER £ 22— /L Ttx 2T 4 R —2RELET,

FireSIGHT Bt > 4 —

Web 77 7 H Zffi il L C https://DC_address B8 & £9°, Z ZTDC_address %, ASAFirePOWER
DIARTE (163—) TERLEYF—VYDODNSAHELILIPT FLATY, =& ziE,
https://dc.example.com & L %9,

*721%. ASDM T [Home] > [ASA FirePOWER Status] #1ZR L., ¥ v =R — KO FEHD Y
Y&V LET,

ASA FirePOWER D% E 2B 2 3EMIZ DU Tld, Management Center DA 7 A ¥~V
[ FireSIGHT System User Guide 5.4) F721% [Firepower Management Center Configuration Guide

6.0] (http://www.cisco.com/c/en/us/support/security/defense-center/

products-installation-and-configuration-guides-list.html CAFFHE) Z2ZM L T 2 &0,

ASDM

ASDM T, [Configuration] > [ASA FirePOWER Configuration] % i#{ L ¥ 7,

ASA FirePOWER D EIZBIT 2 56MIZ OV TIE, ASDM TEY 22— VDA T A~V
[ASA FirePOWER Module User Guide 5.4) ¥7-1% [ASA FirePOWER Services Local Management

Configuration Guide 6.0]  (http://www.cisco.com/c/en/us/support/security/asa-firepower-services/

products-installation-and-configuration-guides-list.html CAFFHE) Z2ZM L T 2 &0,

ASAFirePOWER € 12— ILAD ST 4y oD)FAL LY k

ATAVEFE—REA U TA BT (FE=FHEH) T—FNDOEAE, N7 74 v 7 %2FT2—
MV EA VT M THEICT—ERA RV —ZRHELET, Ny 7 F=FHHE— NI
THEAIE, ASARY V—% A RATDH T T4 w7 VAL I vary Ao —Tof A
ERELET,

T, INHDE— RERET D HEZOOTHBHALET,

. ASA FirePOWER €2 1 —)L
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| ASAFirePOWER €< 1—)L
40540 = RERRAV54> 2y T E=28mE—rogE [

A4 ET—FRFERFAVSAVEY T EZLHERAE—FOKRTE

FEETHRHRED N T 74 v 7 2T —E AR —%ER LT, FT7 74 v7 % ASA
FirePOWER €V 22—~V XA L7 NLET, ZOF—RTIL, 77 EBRA L—/L7xED ASA
R —F, I T4 v IMETa—A~IXAL L7 FESNBFNCEAINET,

1R8O HHEIIZ

+ (ASAFirePOWER & & L7-) IPSEHIECXEY 2 — M T T 4 w7 ZHVE A LT |
¢677747#%E2TJ/Pm%5FAi ASA FirePOWER —bE 2 RV o —%
HETHRNCFDORY > —%2HIBRTHLERD Y £9,

« ASA B L NASA FirePOWER £ = —/LiZid, ST —EMOHERY o —Z2REL T
SV, WFORYV—I1L, T T 497 DA L TA L F—RERIIA L TA L Z Y T E—
RERMT 20BN HY 9,

e NF AT HFANE—RTH, X2 T4 a3V THFAMNCIOFIELZETLET,
Fig

AT 71 [Configuration] > [Firewall] > [Service Policy Rules] DJIE|Z3&#IR L %9,
AT w72 [Add] > [Add Service Policy Rule] % 4R L £,
ART9T3 RV —ZRFEDA L H—T = A AT 20, FIERERMIER T 20 %8R L, [Next]

7 Vw7 LET,
RT9T8 NI T7 407 O—FERELET, L2 AT ROT 72 A N—)LEiER LIZT
TDORI T4 IPRET 2=~ XA LT h3D L5, —E% [Any Traffic] IR E TE

F9, £, A—H, Nl(ﬁhmkm%@ﬁﬁ)\ihi%ﬁ®%774/7771K%6
WT, KV EEREEZERTLZEHTEET, ZORY =Tk, 2OMOFT T 3 0%
HEVEHERTIELVEYA, N T 7497 IV TADERNTE T LIS, Next]Z7 U v 7 LE
D

RT9 TS L—/L T 73 (RuleActions) ]3— T [ASA FirePOWER A > A7 > 3 (ASA
FirePOWER Inspection) | #7427V v 7 LET,

ATYT6 [ZD7 11— ASA FirePOWER ZA%12¢ % (Enable ASA FirePOWER for this traffic flow) ]
Frv IRy T AEF AT LET,

AT w71 [ASA FirePOWER Card Fails] 8 C, kOWThnE 27 U v 7 LET,

* [Permittraffic] : E¥ 2 —APMEFTERWEE, $T_XTO RN 74 v 7 Ol ZHRAER L
THFATHEIICASA ZRELET,

[Closetrafﬁc] EV 2= APERTERWGEESE, T XTCO NI 7oyl % 70y 735K
TASA ZRELET,

ATYvF8 (TR b7 7 4y 7 OHARYEHOIE—2FEY2a—VIEETD I/ 2o
— RiZ29%) 12X, [Monitor-only] 4 2 LET,

ASA FirePOWER £ 1 —)L .
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B oo sovraRons

ATvT9

FIANLEITIE, I 74921340 T4 F— RTHEESNET, ASA BLOASA
FirePOWER (213, ¢ —EBMHOHERY o —ZRELTLIEE, WHFORY >—ix, b7
T4 ITDA LV TA L FERIFT=AEAZKT 0T RZH D F9,

[Finish], [Apply] DNEIZZ U v 7 LE T,
COFMEZ#HEVIELT, BMO T 7 47 7u—2 Bl U THRELET,

N9 T 3T 49 VEBEDRE

ATy T

Fa— VNI T T4y I DA —FHE L TEY 22— H ASA bRy NU— 7 ICEBL B
ZHRVWNY TR A EPAE— R CEYa— A Z2EATAREASIE. N T 74 v VR H—
T2 A RAEBRELTEDAS L H—T =4 A% AA »F O SPAN KR — MIHEH LET, FEMzo
WX, ASAFirePOWER Xy o7 F=HEHHA N T 7 4 v 7k E— K 4 =) 25M
LTL7Z&EW,
WA RTA4 TR, ZOBEANE— FOBEHFIZOWNTHIALET,
CASAIZT I N A TFEFANBIRN I VAT LY N BE— R THAVLERHY 1,
W RADDA L E—T 2 A A%, NT T4 v IHREA L F—T 2 A AL L TRHETEE
T, TOMDASA A X —T = A AL, BEEBVHEHTEET,
e NG T 4w UEEEA B —T A A%, VLANE-IEBVITIE RS, WA ZF—T A

ATHDHIUENHY F9, £z, WA ¥ —7 = A A2, FHUCEERMT S 72 VLAN
ARETHIEIITEETA,

e NS T 4w IHERA B —T oA AL, ASA N T T 4 v 7R TEER A, INBIC
LiETTTE0, 72— A N OE BB 2 ST ASABEREMNITICERELTZV T5 2
LIITEEEA,

s NI T4 IEEEA L E—T oA ALY —E R R > —Dif % ASA FirePOWER K 5
T4y HICRETEERA,

FIE

NS 7 4w ZEEEIZHERT A, L —T 2 A ADA LB —T oA A AL T 4 FXal— 3
v E—RERMBLET,

interface physical_interface

51

hostname (config) # interface gigabitethernet 0/5

. ASA FirePOWER £ 2 1 —)L
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7o7 4 IRIEREY T4 7 K—aroant [

Z%vﬁz4V&%7x4x;ﬂ%éﬂt%m%ﬁﬁbi# DA E—T 2 A ARNTIID ASA
RETHH I TWEEA, ToREITHIREINET, HELIA VX —T=2A A LTHT
T4y JHRERE Eféiﬁh

no nameif

RTYT3 bI T4y IREEA XTI LET,
traffic-forward sfr monitor-only

GE) NF 7 4w ZEREICET ALY, FTEVA ML —Y a3 VA TOLRER X 9,
L, YAR—=FENTWAAREE— R T,

ARTFYTE A H—T oA A% A F—TMZLET,

no shutdown

BIMDOA B —T 2 A ZNZDONT, ZOFEZEVIKLET,

i
ROFX. GigabitEthernet0/5% F T 7 4 v JHRIEA V F—T =2 A4 AL LTHRELE T,

interface gigabitethernet 0/5
no nameif
traffic-forward sfr monitor-only
no shutdown

TOT4TRERXYTT4 T R—2ILOEDE

ASA FirePOWER (2%, =—W IDIEWRENUET HZ N TEDLTAT T 4T 4 RY v—N0
GERTCVET, 2=V IDEREZNET L2 LT, 77 2AHEAL— L EFEO2—FE L
N—H J =TT, 2—PFIHEASNWTT 7 AR TB L OESG T £
T, Flo, 2=V IDICESNWT T 74w ool b TEET,

HTTP/HTTPS it DA X, 77 T 4 77k it L C2—VIDZWETHTAT T 4T 4
N—NVEERCTEET, TITATRIETAT VT AT 4 N—VEREET DAL, R 0
FUAR—RMELTHIET DL IICASA TX XY 7T 4 7 R—F NV EHINTIHMLERDH Y £
To BT 7T 4 TR ERT DT AT T 4T 4 — /M —ET 5 & ASAFirePOWER
EVa— i, BEEERE ASA AV H—T 2 ADIPT RV A/XX T T 4T R—% W2
AL VL7 NLET, T740 0 FA— ME88S TTA, ZIIIEEARETT,

SEE SRR DX T 4 T IHR—H N H A T =TI LI WIERIT, 2y VT EREED B A
T&EFET,

IR HEIIZ
o Z OKEREIL. ASA FirePOWER 6.0+ EEFH D /L—F v K E— R CTOfE AT,

ASA FirePOWER £ 1 —)L .
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Bl AsariePower 02— LoEE

N FaALTHRAMNE—RTHH, X2 T4 a3 TFAMNCIOFIELZETLET,
Fig

AT 71 [Tools] > [Command Line Tool] %% L £,
RTYT2 ¥ T T 4T R—=H VA F—T M LET,
captive-portal {global | interface name} [port number]
ENENOFAITRO L BY T,
cglobal T XTCDA L F—T 2 A ATHR ¥ I T 4 T R—=Z)N% 70— Ul R2—T T L
£7,

s interface name 1%, F8E LA LV H—T =2 A4 ADHBTHE XY T T 4T R—H V& A =T )L
WCLET, a~vr REEEAN L TEEDA VX —T 2 ATA RX—T NI TEET, =
DOFEF, —EOA > H—T 2 A ADHD NT 7 4 v 7 % ASA FirePOWER € ¥ = — /L
VEA VT NTAGAICEHNLET,

s port number T 5L, LECHRIEFA— FEHEETEET, I—U—FREGENL TV
RWEANE, A—F88SAMERA SN E T, F—VU—FEEDIHEAEIEL. A— FEE% 1025
PIEZT 208 R™H D £,

1 -

Lzt R—Fr885 T Y I TF 4 T HR—FZ N % a— LN T B2, RO IITA
HLET,

ciscoasa (config)# captive-portal global
ciscoasa (confiqg) #

AT w3 ASAFirePOWERT AT T 4T 4 RY > —T, T T 4 THRBIFRE TR Y ST 4 T R—F )L
Fﬁézﬁﬁ“ﬁébt AR—=hrEREIUR—=FRIEESNTWAZ L E2MRL., 77T 4 TRIEELANTT
D= DI F DM OFRTEEITVET,

ASA FirePOWER €L 21— )LD EHE

ZOHEICIE, BV a— LOBBICENSITOFIEN G ENET,

EDa2a—IILDA AR M= ILZFIITFEAA—DDT

COHETIE, VI M =TERIEFINA— R 2T T 2= DA A M=V HIEETIIHA A —
U HECOWTHBALET,

. ASA FirePOWER €2 1 —)L
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YT rIIF ES1—LOA VR F—LEREES A—Svy

JILIIT7 ED2—ILDA VA= ILFERITEA A=V

ASA FirePOWER EY 2 —/L L L HIZASA ZHEALTCGA, EVa2a— L VY7 R =T BID
WHI2 Y Yy KR A7 — K K747 (SSD) 1FFFHIA P A h— A ENTEY, T<ICHET
X9, BEFED ASA IZ ASAFirePOWER Y 7 b7 =7 ¥ a— V& BINT 5546, £720%
SSD # A3 B LEN H 535615, ASAFirePOWER 7 —h Y7 b =27 %A A h—/L L,
SSD #X43fb LT, ZDOFMEIHEATI AT A Y T v =2T %A A =L LET,

EHZ ASA FirePOWER £V 2 — LV ET VA VA F— AT ALERL A SERNT, TVa—
NDA A=Y OFEMRIZIZNER CFNETT, SSDERBTIEEIT. VAT LEHA A—
Y7 LET,

SSD #WHRHNZ A o A b= T B IFIEIC DN T, ASA DNN—KRKT =7 HA REHR L TL
72 &0,

1R BHHIIZ

« 77 v a (disk0) ZEXfEERICIE, < Eb, T v VY7 b 2T OV A XIT3GB &
MR TZRE ENMETT,

eI F AT HFARNET—KRTIE, AT HFRANETAR=RATZIOFIELFEITLET,

e A—PNREITLTWAAREMDOH MDY 7 F =27 FVa—LE2T_RTU vy hE T
THMENGY 9, ASA L, AFFC1ODY 7 h o =7 Va2 — L LNETTEEHE
No ZOWFIL ASACLI B EITTHMERSH Y £, & 21X, kO~ RTIPS
VI RNT 2T FVa—NEYYy MEUUVBIOT A A R—/L L, ASA %) a—F
LET, CXEV 22— VEZHIBRT D720 a~2 RLE L TTN, ips DV (2 cxse F—
U — REMHHTHRNPELD £,

sw-module module ips shutdown sw-module module ips uninstall reload

ASA FirePOWER &V 2 —/VE A A=V 73 5581F, MUy yy hF Uy avw R
T AUV A M=V aw s REERALTEHEWA A=V ZHIBRLES, 72& 20, sw-module
module sfr uninstall ZfEH L £ 9,

IPS F72EX CXELa— NI NT T4 v I B VEA VI NTDHT 7T 47 P—ERAKRY
=LA, TOR) —FHIRT OMERHY T, L& R —nrn—
7L R Y —D4E | no service-policy ips_policy global Z{EHTx £§, —E 2 K
IR T A MEOH HMDONL— VNG ENTWDLEEIL, RRORY v—~ v T
VEA V7 varyavwy REBMICHIBRLES, XV XA L7 a v RNEDT T AT
KT LOME—DT 7 a DRI NT T 4 v 7T ARKERIBRLET, CLI £720%
ASDM ZEH L THR Y > —%HIFRTX £,

* Cisco.com 7>5, ASA FirePOWER O 7 — K £ A—VBI NV AT LA Y7 ho =T Ny
TV OmGERGLET,

ASA FirePOWER £ 1 —)L .
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B o oroz7zva-nororxr—ngtrEA—DY

FIE

ATYT1 T—= b A A=VEASA~Z Y a—RLET, VATA Y7 b= TIHRELRNTES
WV, ZHIFETSSDIZF Y rm— RENET, ROBIRENRH Y £7,
«ASDM : HNZ T — b A A=V E V= AT —va iy vra— RT5n, 7237 —
I A A—% FTP, TFTP, HTTP, HTTPS, SMB, F72i% SCP #— NZEE L £7, K
\Z ASDM T, [Tools] > [File management] Z &R L, 1#YI72 File Transfer 2~ N & LT
[Between Local PC and Flash] & 72| [Between Remote Server and Flash] DU 71032 SR L
F79, 7— b Y7 hU =T % ASA EO disk0 ([ZH5E L £,

« ASA CLI : I 7— ~ A A—% TFTP. FTP. HTTP. *721% HTTPS ¥— R LIZHLE
L. KiTcopy A~ REMFALTCTZ7 I va~F v ra— RKLET, ROFITHE, TFTP
AL £,

ciscoasa# copy tftp://10.1.1.89/asasfr-5500x-boot-5.4.1-58.img
disk0:/asasfr-5500x-boot-5.4.1-58.img

AT w72 ASAFirePOWER BHl A L & —7 = A ANS T 7 & AA[RE7Z HTTP, HTTPS. F£7-1X FTP ¥—
23T, Cisco.com 7>5 ASA FirePOWER AT AL V7 b =27 2 X yra—KRKLES, F0OV
7 R =T % ASA ED disk0 (X 7 — RLARAWNWTL 7ZE0,

AT9 T3 koa~<wr RuE A LT, ASAdisk0 T ASA FirePOWER £ 2 —/L 7' — | A A=V DT %
%QH/E_‘ I_/ gi ‘é‘o
sw-module module sfr recover configure image diskO0: file path

1 -

hostname# sw-module module sfr recover configure image diskO:asasfr-5500x-boot-5.4.1-58.1img

IERROR: Another service (cxsc) is running, only one service is allowed to run at any time,] @ X 9 72

A=V RFRINTEHEE, MOV 7 b 2T BV a—ARTTICRESN TS Z %
BWLET, ZOYT7 =7 FEVa—NET Yy FF U LTHIBRL, LORHRSFE Y
Ta ORI TH LWEY 2 —LE A VA M= TELERDHY £3,

ATv T4 ASAFirePOWER 77— F f A=V %o —RLET,
sw-module module sfr recover boot

AT v F5 ASAFirePOWER € ¥ = — LN ENT 5 FTH S ~ 15 0FF > T b, BUEFEITH D ASA
FirePOWER 7 — b f A=V ~DarvV— )Ly aZ&Ed, Byvarazflnce s

AT NeERRLEE T, Enter ¥ — 2 IR T IUER LR WEAERHVET, T 74
)V b —H4 1% admin T, T 7 # /L DO AT— KX Adminl23 T3,

hostname# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

. ASA FirePOWER £ 2 1 —)L
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ATvT6

ATy 17

YT rIIF ES1—LOA VR F—LEREES A—Svy

Cisco ASA SFR Boot Image 5.3.1
asasfr login: admin
Password: Adminl23

TV a—DT— ERET LRWEAF, ttyS1 20 L TERTE RN E NI X v —UNRE
TRENTsession A< RBREKBELET, LIESL FoThHEHRAITL T IEE N,
VATAE TN 2T Roylr—ChE A VA=V TELLIICV AT LERELET,

asasfr-boot> setup

1 :

asasfr-boot> setup

Welcome to SFR Setup
[hit Ctrl-C to abort]
Default values are inside []

WDOTa T SRR RENET, BT FLALH— 7oA, BLONDNS [HRNSEE/
ETHDHIEIHEELTLIIEEN,

» Host name : fix K 65 LTF-OHIT T, AX—RA[IfEHTCEFHAL, " 7 ITEHTEF
j—o

* Network address : AZ 7 (v 7 IPv4 £721XIPv6 7 KL A &R ET 57>, DHCP (IPv4 @
BE) . FIEIPve AT — ML AHBRREEM AL E T,

* DNS information : »72< &5 1 DD DNS 4 —NZHRHFETHMLENDH N FT, FNAAL U4
ERELTRAAL VERETDHELTEET,

« NTP information : > AT LA 2R ET 572012, NTP ZH NI LT NTP — %2R E
TEET,

VATL VTN 2T A A=A A =L LET,

asasfr-boot> system install [noconfirm] ur/

TR A v — I EE L=< WA 1E. noconfirm 473 3 246 E LE4, HTTP. HTTPS.
F/IEFTPURL 2 LET, 22— WL L2 U — RBRMLELREASIZ. T2 AT AL
IRENET,

AVAN=ANETTDHE, VATAPHEBLET, 7V r—vararR—xr oA
yxk—kaMImmmmR#~Exﬁ%#¢éif*ﬁ%ﬁﬁﬁﬁk@ﬂﬁﬁ@iﬁoA
AT RT Ty b7 —LTIHI0GU LD EAERH D FTN, oa— 2 R 7Ty 74—
LTIE60~80 LA LB Z ENRH Y F9, (ﬂmwmmhhﬂ?@ﬁﬁﬂi\?”QTJXfD?7~
ZUp &L LTRLET) o

W 2R L ET,

asasfr-boot> system install http://upgrades.example.com/packages/asasfr-sys-5.4.1-58.pkg
Verifying
Downloading

ASA FirePOWER £ 1 —)L .
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Extracting

Package Detail
Description: Cisco ASA-FirePOWER 5.4.1-58 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: y
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading
Starting upgrade process ...
Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system.
(press Enter)
Broadcast message from root (ttySl) (Mon Feb 17 19:28:38 2014):

The system is going down for reboot NOW!
Console session with module sfr terminated.

AT T8 ASAFirePOWER TV a—~Dt v a L 2HEXFET, 7VBEOTE 2 —1lca A 4
L0, Bloa s A4y a7 RRERINVET,

ciscoasat session sfr console

51

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

Sourcefire ASA5555 v5.4.1 (build 58)
Sourcefire3D login:

ATV REZTETTHITIE. ASA FirePOWER O EEAHE (16 2—) 2B L T IEFEV,

5685-X ASA FirePOWER /\— K 7 ELa—J)LOFA A —2 U4

il 5 7 DOELH T ASA 5585-X @ ASA FirePOWER /N— R =7 ¥V 2 — /L DA A — T % FER
TAHOLERDLIHETE, T—F A A= AT A VT =T Ny — 0% Z OlE
FCA YA RN—NTHLENRDHY T, VAT LAPEIET DI, MFORyr—T% A A
M= HRERHY ET, BEORITIL, Ty T T L=y r—V% A A F—LT5
72DIZ, VAT DA A=V EFERTH2MEITIH D A,

T—hr A RA=TEA VA= TBIE, FEVa2—Dary Y — L R—hza s AL,
ASA FirePOWER SSP @ Management-0 " — k735 A A—% TFTP 7 — M 5L E R H U £

7. Management-0 78— MEISSPDHEAID A v MId 5H7-8, Managementl/0 & b FFIXIVE T
73, ROMMON T/% Management-0 ¥ 72 /X Management0/1 & U CRBik I E 7,

. ASA FirePOWER £ 2 1 —)L
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5585-X ASA FirePOWER /\— K 17 21— LoEA A -5 |

\}

(GX)  ASA 5585-X ASA FirePOWER ®O/n— R =27 £V 2 — /L TCld, TV a—LDOFA A=V L7
FRCRAETAY T —hE2EDTEY 2a—LD ) 77— M, HRRI3OBEDO T 74 v 7B Ky
FLET,

1R BHEIIZ
TFTP 7' — FZAT 5 12iE, ROFIEEZFEITLE T,

T = A A=VBIOPY T FU =T A A=V %, ASAFirePOWER ¥ 2 —/L D
Managementl/0 { > % —7 = A A/)57 7 & AA[EE7: TFTP H— NZELET 5,

* Management1/0 & % v N U — 7 \ZHHiT D, DA F—T = AEMEHL T, 7—FA
A=V % TFTP 7 — T 20 ERH Y £,

FIE

ATFYT1 EFVa—nrOary—)FR— N NEEELET,
2FvT2 RATFAEYVo—RNLET,

system reboot

ATy T3 Tur T InERENES, Ese ¥F—EFH LT — b bkiFHLET, GRUBR VAT L%
T — T HEOICEIT2ONRETRENZHERIT. BHTETT,

ZHIZE D, ROMMON Y o7 MZl v B 4,
AFvT4 [ROMMON] a7 Tk AN LET,

set

WRDONT A—=Z EFELET,
« ADDRESS : ¥ 2 —/LOFELIP 7 KL A,
* SERVER : TFTP $—/3D P 7 F L X,

« GATEWAY : TFTP — D47 — s =4 7 KL A, TFTP #—/37% Management1/0 [ZTE
B SN TV AEAIE, TFTP H— "D IP 7 RLAZHEH LE4, TFTP — "B LW
BETY RUARRI LY 72y b EICHIGEIE. F— b oA R ELRNTLL SN,
RETHE, TFTP 7 — F VR L £,

« IMAGE : TFTP 4 — R ED T — h f A=V DRRA LA A—=V4, T2 & z2IE, TFTP —
O /tftpboot/images/filename.img (2 7 7 A /L % B\ =354, IMAGE D11 images/filename.img
LD ET,

1 :

ADDRESS=10.5.190.199

ASA FirePOWER £ 1 —)L .
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. 5585-X ASA FirePOWER /N\— KO =7 EDa—ILDFA A —P 5

ATy TH

ATvT6

ATy T1
ATvT8

ATvT9

ATy 710

ATvIN

SERVER=10.5.11.170
GATEWAY=10.5.1.1
IMAGE=asasfrboot-5.4.1-58.1img

REERGELET,

sync

Fyrao—RBLIOT7—k a2 &2Bt5 L 9,

tftp

HATRNZ R TN~ — I DERRINET, MOBIZT—EDBETTDHE, vr/Afr 77 b
NEREINFET,

/XAY— K Admin123 Z{#EfH L Cadmin & LCua /A LE7,

VATAIY T NI 2T R —CE A VAR ALTEDLLICV AT LAERELET,
setup

WKDOTa T NRFRENET, BEHT RLAEA— Mo A, BLUODNS [FHRATEE 2 H
ETHDHIEIHERELTLIEE N,

* Host name : fx K 65 LFDOFHTFT T, AX—RAIHHTEEHAL, N 7 UITEHATE E
7,

» Network address : AZ 7 v 7 IPv4 £721XIPv6 7 KL A ZZXET 57>, DHCP (IPv4 @
BE) . £ IPv6e AT — F L AHBREAHFEMR L £,

» DNS information : 272< & 120 DNS v —RE M ETANLERNH Y £9, RAAL U4
ERELTRAAS VERFETDHEHTEET,

« NTP information : > A7 AL 2R ET D721, NTP A% LT NTP — " Z 3%/ T
TxET,

VATAE TN 2T A AT EA VA =L LET,

system install [noconfirm]| ur/

51

asasfr-boot> system install http://upgrades.example.com/packages/asasfr-sys-5.4.1-58.pkg

FERA v =IO E L2 WA 1T, noconfirm 472 g U EHRE L £,
AVAN=ANETTDHE, VATLANFHE#SLET, 77V r—varyarii—xr DA
v A h—/L & ASA FirePOWER H—E 2 OFENTIT 10 55784 B0 3,

T—IRRET LIS, T74/VEONRRT—REEHALTadmin & LTr 7 (2 LET, ASA
FirePOWER OF 7 /L b (8 X—3) ZZHML T ZE0,

REZFET T HI21E. ASA FirelPOWER OEEAFRE (16 2—2) 2ZML TL7EE,

. ASA FirePOWER £ 2 1 —)L
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rzo—routyt ||

AV SYESRNOR L AVE S
BHI—YPDONRRAT — FEENTZHEAIT. CLIREHEREZE OB Oa—FnNa /1 LT,
AT — REERETEET,

WL HER 2 FEORI D L — Y BIFLE LR WG AL, ASANDERE ATV — K&k N TX
FT, FTIFATFONRRAT— KL, Y7 by =7 VU —R S0 THERREY £9°. ASAFirePOWER
DT 7ANE 8X—) ZZRL TSN,

1R AR
ewNTF ATHRANE—RTIE, a2V TFANFITAR—ATZOFIHEZFITLET,
+ ASA ® hw-module 33 & O¥ sw-module =< > K@ password-reset 47" 3 > 1L, ASA
FirePOWER Ti3#6E L £ A,

FIE

a—H admin DEL 2 — )L XAV —REF 73/ MUty FLET,

session {1 | sfr} do password-reset

=R T TV a—VOEGEIF1, Y7 b7 B a—LOGEEITsr ZEHALFET,

EVa— )Ly —FrFEREIEFVEY F

ASADDHEV2a—NZ)ua— KL, Uty bLTBIr—=RLEZDTH5ZLNTEE
D

1560 HHIIC
VAF ALTHRARNET-RTE, 2T HRRPETAR—ATIOFIAZETLET,

FIE

KOWTRpOa~wy ReEATLET,
e N—RU T EYa2—/L (ASA 5585-X)
hw-module module 1 {reload | reset}

(GE)  ASA 5585-X ASA FirePOWER DN— R =27 FVa— )L FDA v F—T oA A
T, Y7 ho=TOT7 v 77— FRRIZRAETDII 7 — b2 E50EY 2—1D
V7 — R, R3OBREIO T 74 v RN Ry 7 LET,

V7T EVa—b (ZDOMFTRTOET L)

ASA FirePOWER £ 1 —)L .
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. EVA-LOYYY REIY

sw-module module sfr {reload | reset}

ED1 LDV Y REDY

AV k44

ATy I

EVa—A YT YT EV Yy NEUVTEOE, ar 74 Ral—vay F—aEKD
TERL BRI 2~ VOBREA ZICTE D L )ICHERT 5720 TT,

1R BHHEIIZ
eI F ATHFARNE—KRTIE, AV THFRANETAR—RATZIOFIELFETLET,

cASAZ VU B— RT BG4I, TV 2—WIEBHICIE Y v FE DSR2V OT, ASA
DY a—RENZEY2a— V&V Yy NI UTHZ L EHLELET,

FIE

KOWTNNDOa~vr KA LET,
« =R xT EVa—/L (ASA 5585-X)
hw-module module 1 shutdown
VT hUxT EVa—)V (ZOMTRTOET L)

sw-module module sfr shutdown

FEoaA—ILAA=DDTIOA R =)L
VTR 2T TV a— VA A—VEBIOEETLI 2 74 F2b—val &7 A A M—
ITEET,

IR& HHIIZ
VNF AL TFFARET—RTIL, IV TFANETAN—ATIOFELYFETLET,

FIE

V7 PMUx2T BEVa— NV AA—VRBIOEET a7 4 X2 b—a BT A A M—
L LUET,

sw-module module sfr uninstall

1 -
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ATy T2

ASA ™5 D

ASADSY T kY7 ESa—LAntyiay |

ciscoasa# sw-module module sfr uninstall

Module sfr will be uninstalled. This will completely remove the disk image
associated with the sw-module including any configuration that existed within it.

Uninstall module sfr? [confirm]

ASA #Vu—FRLET,

reload

HLWEY 2—NLEA LA M—/LTBHNT, ASAZ ) o— RTHXERH D F9,

Oz 7 EDaA—-ILADEYI TV

ASA FirePOWER CLI 2l L C, ARy NU—JERELHR L, TELa2a— LD NTT
2 —F T ETWET,

ASA 775 ASA FirePOWER YV 7 N7 =7 FV a2— /L CLIWZT 7 AT 41213, ASA ISk v
VargmRTEET, (B585-X THEITLTWAIN—KRU T TV a2—)b~Dt v g i
MTEEREA)

TV a— N~y g rEBTAZEL (TehnetZfEH) KoY — LBy a %
BT AZ b TXFEd, avV— N Eyiarid, arhbe—NL L —rBE T L,
Telnet & v 3 a v HFES. CX WA IZERITE, v LF 2o FF A KN B— RNTlE, VA7
AEFAR—ZANb Yy a v EBEXET,

Telnet £72iF=a> Y — Nty v arTE, 2—PAHERRT—ROANZRDOHILET, ASA
FirePOWER ICRE SN TWAEEDOZ—PATr /A o TEET, HAIL. admin 23HE—D
REFHFL—VFLTT (ZO2—FLRIIFIHEHATRETT) . &WOT 74/ hDO/RAT—FR
WE, A A—VDXAT (BEBPAA—TVERITT " A A=) VT ru=T VU —X|Z
U TCTHEZ2 Y £4, ASAFirePOWER OF 7 /L b (8 X—Y) AZBRL T &,

eTelnet &y 3
session sfr

ASA FirePOWER CLI iZ\V 5 & &2 ASACLIWZE DI, EV a2a—Ahon /7T U hT5b
A< R (logout X exit 72 &) & AJj$ 57, Cul+Shift+6, x Z#i L £,

e Y —)LEvyg L
session sfr console

oY=y arhbun T NTAME—OFEL, Cul+Shift+6, x 242 & T
T, BEVa—hbul 7T RNThE EVa— ol A Tar7 MIRED £9,

ASA FirePOWER £ 1 —)L .
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A\

GE)

session sfr console =@~ o R, Ctrl+Shift+6, x N Z —IF /L $— D7 a7 MIRERDHT A

=T =V ATHDLE—I T =N E L HIZEHA LT E S, Crl+Shift+6, x
IZ. ASAFirePOWER 22 Y — /L2 T A /r—7 L ASA7 0 V7 MIRDHV =7 ATHH Y F
T, Lo T, ZOIRIM T ASAFirePOWER =2 Y — L& K T LE 2 Ed5L, fbvic

H—=3IF )P =R Tuar 7 MIEY £3, ASAICH —I L —_"E2EHEE T 5L, ASA
FirePOWER 2> Y — /Lt wv v a b BEET I T4 T7REETHY, ASATr VT MNMIREDZ
ENTEEHA, ASATBEY T NMZay Y — LEZRETIE, BEV Y T AEGRZERT 5465
NHO £, ZOWRMMBFEAELTZHEIL. console T~ 2 ROV IT sessionsfr 7~ > K& fif
FALET,

AFLYIVITINYTTFTOTYTHL—FK

T L— REMEAT DN, ASARH LW N— g NIR/NBYLER DV —RX %2 FITLT
WHZEEHRLET, HACE T, TV a—ET v 77 L — RTHHICASA 27T v
T V= FRTH50ERHYET, Ty L— FOmE MBI 25OV Tl Management
Center DA > T A >~V [FireSIGHT System User Guide 5.4] & 7213 [Firepower Management
Center Configuration Guide 6.0 %2R L T 2 &0,

ASDM EHE T, [Configuration] > [ASA FirePOWER Configuration] > [Updates] % fli ] L T,
Ty T TV —=REVAT LAY 7 by =T BLOayR—3x> MIEHTE 9, sV T
IZ. [Updates] ~X— @ [Help] 227 Vv 7 LET,

ASAFirePOWER 12 —JILDE=4 ) U5

ROKE Ny 7T, EVa2a—NVDE=F ) TIZHT LA X A %R LET, ASA
FirePOWER B# D syslog A & — 22\ T, syslog A vE— A4 REZRLTLEE
VY, ASA FirePOWER @ syslog A v &—U03%, A v EB—U%F 5 434001 2600 F 0 77,

F=X Y7 avy ReMHT 5IZ1E, [Tools] > [Command Line Interface] Zffif L £,

EOA—IL RAT—RADRT

[Home] ~4— " C [ASA FirePOWER Status] % 7 %8R9 5 &, €2 2 —/LIZET D E#RAER
INFET, ZOFRITIFE, T, YITAES, V7 My T A=V arhEDEY 2 —)L
e, 77V r—vark, THVr—var AT —H R, FT—F FL—r AT —H R,
BERDAT =B AR EDEY 2a— )V AT —F ANEENET, £ =2 —/L2) Management Center
WCEGERESNTWDEARE, V22270 v LTCT 7 r—var2BE, dElleoiret

— =

Va—)VOBREEITO I ENTETET,

ASDM ZH#1fll L7=E ¥ 2 — /L & Y B, [Home] > [ASA FirePOWER Dashboard] ~<— & % fi
LT, #Pa—ACEAHOY T by =T, WhOT v TF— b, T4 2 T VAT
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LDETT, T4 A7 OFH, VAT LR, BLXOA v H—T 2 ADAT—HZ A ZONTD
BEEHREERTHIELTEET,

TV a—LOMERRDOERT

sfr 2~ FE2FLAY—E2 R P —OREHERE LA T =4 A2 F&RT 5121, show
service-policy sfr 2~ > RZEHLET, WU 4% 27 U7 35121, clear service-policy % i
ﬁH l—/ \i @—O

RIZ, ASAFirePOWER #—tE 2 RV o — L BIEORMEHERBLIOPE 2 — VDA T— X 2%
For T AR R LEST, EoXHEAE—FTIL, AW o2iZPeoftE T,

ciscoasa# show service-policy sfr

Global policy:
Service-policy: global policy
Class-map: my-sfr-class
SFR: card status Up, mode fail-close
packet input 2626422041, packet output 2626877967, drop 0, reset-drop 0, proxied

EFREED S (ASDM )

ASDM % {# ] L7~ ASA FirePOWER £ 2 — L 2B+ A, ROX—IJE2FH L TEY 22—
NOERFREFR R TEET,

* [Home] > [ASA FirePOWER Reporting] : L' 7"— MEEDOX—II21F, Web 7 Y| =—
P RETL, EV2— A EZBLTR I 70 v 7R ESNDMERE, SEIEREV 2—
NOFEHIR LT AL 10D X > v ah— KBRS ET,

* [Monitoring] > [ASA FirePOWER Monitoring] : €Y = — /L& E =X T 572DV DD
R=URHY | syslog, ¥AY AT —H A EFVa—/Ufiit, VT IVEZA LDA R B
Ea—T7TREENTWVET,

EDa—ILEGEOE=2) T

ASA FirePOWER &2 = — V&2 BB T A8k = FKorT 51213, kOWThuroa~<y Kae AT
L/iﬁ‘o

 show asp table classify domain sfr

~5 7 4 v 7 % ASA FirePOWER E ¥ 2 — VIZEET AT DOIT/ERR S 472 NP L— L5
~LET,

* show asp drop

ey ranfry baRRrLET, Fry7OX A Ao TE, LT Tt LE
9,

* show conn

ASA FirePOWER £ 1 —)L .
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EDa—LBEROE=FYY

[X - inspected by service module] 7 7 7 A KR T 252 LITXD | HRNAEY 2 —/LITHRE
SNTNDENE I MERLET,

show asp drop =~ > RiZ, ASA FirePOWER & ¥ = —/VIZHHET 3RO Ku v 7EHEEZE 0 5
ZENTEET,

JL—L FOovF:

o sfr-bad-tlv-received : ZINFAET S DL, ASA 7 FirePOWER 72555 L= v MR
U —IDTLV N7 & & ¢F, R hoT 7> 3> 74—/ KT Standy/Active
Ey FARESNTOARWEAIE, 2O TLV BMEEL TWALERH Y £,

s sfr-request : FirePOWER LD R Y & —0NEH T, 7b—2A% Na v 795 & 5 FiePOWER
MHERENE LT, ZORY —I2X 5T, FirePOWER (X7 7 ¥ 3 > % Deny Source,
Deny Destination, F72/ZDeny Pkt IZEXE L E T, 7L — LN Ka v I RETRPSTHE
I, 7 —%2EE LTV ES2a—LORY U—%2EB LET,

s sfr-fail-close : /X7 > b3 Ra v 77 ENT=DIE, 7— RPREMEFR TR, REFADORY
=% Tail-close)] THo7=nHTT (XA, [Tfail-open] OLGAIL. I— RBX
YLTWTHAT Y FOBIEPFFAENET) o I—FOAT—ZXZfE@ L, —v =%
BT 50, HEBE L £,

o sfr-fail : BEfED 7 2 —1c%t4 % FirePOWER 22> 7 4 Fa L— g UNHIBRENTEBY .,

FirePOWER CHLEE CE 2=, FuvENFET, THUNRRETDHIZ LE, 1TEAL
HEFA,

» sfr-malformed-packet : FirelPOWER 7> 5 D37 NI e~y X —NEENET, =&z
X, A~y X —RNELIRWATRRERH Y £7,

e sfr-ha-request : ¥ ¥ =2 U7 4 777 A 7 2 AN FirePOWERHA R N7 v b &2ZEL, £
NEBETE o268, ZOA T EZREML, oy MR Fay 7S ET,

e sfr-invalid-encap : EX =2 V7 4 7774 TV AREG IR A v—T ~v X —%FFO
FirePOWER /X7 > hEZ[ET 5 &, ZOH U EZREIML, 7y v ke y7SiE
7

« sfr-bad-handle-received : FirePOWER £ = — /L) 58 N CRIETZ B — N> RV EZE
L., 7a—% Rr vy 7 L% L%, FirePOWER 7 2 —O/ > KL 7 o — R 28 HT X
NoE, ZOATERHEIML, 7r—L7 Yy R ASA TRy 7ENET,

s sfr-rx-monitor-only : €X¥ = U7 4 77 T4 TV ANRE=FEHE— RD & Z|Z FirePOWER
Nry VaeZETLHE, ZOATCEBRHEML, Ty PR Rey I ET,

PA=E N =R

o sfr-request : 7R —% KT IS5 Z &% FirePOWER 3 ER LE LT, 77 a Ev o0
DREINET,

s reset-by-sfr : 72 —DFK T & Ut b % FirePOWER AER LE L, 77V a v By b
1 BERESIVET,
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« sfr-fail-close :

Tu—=R T SELNTZD

ASA FirePOWER £ 2 1 — L DEFE .

. I—FRZTRETHY . REFHDRY

v— Tfail-close] THo7=05HTI,

ASA FirePOWER £ &

21— ILDERE

Ty bT+—
T RE L)) —2R A
ASAS5585-X (T _TCHET/V) Tillierd 5 |ASA9.2(24) | ASAFirePOWER E ¥ = —/Li%, KA IPS (NGIPS) |
ASAFirePOWERSSP /"— R 7 =7 &Y 2 — | AQA TV r—va ottt ar hr— (AVC) |
NV Y AR— b, FirePOWER  |URL Y 4 L5V 7 @i~y =T % (AMP) 72
N N S - N =] ZH: -
ASA 5512-X ~ ASA 5555-X T ASA >3 ézﬁﬁﬁZ;4T?;v;:miiiﬁekizﬁ;
FirePOWER ¥ 7 b7 =7 &3 2 — /L4 CTe T R ST S A
Fe k T—FEN—T v FELEF N7 AT L P E—RT
’ T £,
WOBEAEAZIVE LT,
[Home] > [ASA FirePOWER Status][Wizards] > [Startup
Wizard] > [ASA FirePOWER Basic
Configuration][Configuration] > [Firewall] > [Service Policy
Rules] > [Add Service Policy Rule] > [Rule Actions] > [ASA
FirePOWER Inspection]
ASA 5506-X T ASA FirePOWER ' 7 | 7 = | ASA 9.3(2) ASA 5506-X T ASA FirePOWER ¥ 7 b =7 ¥ 2 —
7 ®Va— L&Y A=K (ASDM TOE | AspM73(3) |/VEFEITTE £ T, FireSIGHT Management Center % {# 1
Va— VOREDOYR— N EET) ASA LCEYV2—LEEHLIZY, ASDMEZEH L2 3%
FicPOWER |~ S7 TS =T
5.4.1 ROWEPNEANSE Lz,
[Home] > [ASA FirePOWER Dashboard]. [Home] > [ASA
FirePOWER Reporting], [Configuration]>[ASA FirePOWER
Configuration] (%7 ~—%%&{e) | [Monitoring] >[ASA
FirePOWER Monitoring] (¥ 7 X— % &1e)
N7 4w VAL Vv ay A — |ASA93(2) Y= ARY v—&EHT 2ROV, FTT4 v E
7 = A A% ffiH L7 ASA FirePOWER /3> | ASA FV 2 MIEETDEIC T T 4y I HREA o F—
7 E'=SEME-F FirePOWER |7 =A AZRETEDHL TRV ELL, ZOF—-RT
5.4.1 E, EVa— Vb ASA L N T T v 7 IR EE 52 F

A,

traffic-forward sfr monitor-only =~ > RS 5282V R —

MERNTWET, Zhik, CLI TOARRETE E£7,

ASA FirePOWER £ 1 —)L .
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ASAFirePOWER E¥2—)L |

TS5y bT+—
HERE L))y —x  |FEA
5506H-X, 5506W-X, 5508-X, LT ASA 9.4(1) FireSIGHT Management Center % i F§ 9~ % %40 0 |Z ASDM
5516-X [fliF @ ASDM Z T L7=E Y 2 —/b | AspM 7.4(1) | ZBML T, E¥a— A 2FHTEET,
s 7. f—‘ v N
REOYH— | ASA FLOVEmE T~ RGBS TOhERA,
FirePOWER
5.4.1
5512-X ~ 5585-X [A]i} @ ASDM %4 L 7=E | ASA 9.5.(1.5) | Firepower Management Center (IH4; FireSIGHT Management
Vo — VEBOVR— h ASDM Center) ZfEHT 5DV IZASDM AL T, £V a2 —
7.5(1.112) NEEBTEET,
ASA FLVEEE - Za~y RIGBEMESh THhEEA,
FirePOWER 6.0
ASA FirePOWER 6.0 TOT 7 7 ¢ 7 #GiE1] | ASA 9.5.(2) X v 7T 4 7 R— X VHERETIL. ASAFirePOWERG6.0 T
BEXTTAT H=S ASA WEHTAF YT 4T 4 K S~ 2 LTT 27 47
FirePOWER 6.0 | i8GEZ AN T 20BN H Y £F,

WDz~ RPREANEIIETEENE LT,
captive-portal, clear configure captive-portal, show
running-config captive-portal,

. ASA FirePOWER £ 2 1 —)L
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