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WHFRIEZFEHAL T ZE, AROFIET
X, RV — A LRI g0~y TORE
FiEEETe, BRRRY V—REICOWV TR

AL CW\WETS,

DCERPC ESIIN ESIIN DCERPC £ v A7 v a v ABRLTLEE
AN

Diameter P P Diameter f > A7 L a L EHERLTLIEE
AN

K5k S 4U7- Diameter b7 7 v 7 AT
555413, [Enable encrypted traffic inspection]
IR L, TLS 7 ¥ U ABIRL 3 (K
TohiX, [Manage] 7 U v 27 LTIER L %
1) .

DNS P P DNS A v 2~V g v BB L TLFE N,

Ry MRy b b7 47 T4V ZE2MHL
TUW 54 1E. [Enable DNS snooping] % 3&{R
L%9, DNS AX—E 7%, /M DNS 2k
NEEENDIA L HF—T = A ZATIEFA X —
TNMCT D EEHELRELET, 93T UDP
DNS h 77 1 v 7 (NEIDNS H— S ~DikfE
774w EET) IZK L TDNS AX—E
VT AR —TNMZT HE, ASA TRERE
MNGEA L £, =& 21X, DNS P— 32844
WA B —T oA ATFET DA, SN
A H—=T A ADTXTOH UDPDNS k7
TA 7K LTDNS A VAR gk R
X =T EA =TT HVENDY £
7T

ESMTP PSS FEXF I SMTP 3 L UWEIE SMTP A v AV v a v %
ZHRLTLEEN,

FFUs—vavLav Jorar1ozxRsvarngiE ]
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FFUr—Yavba¥ FaraL A VAR a 0k |
B 77— avavdoranqozrsvavoss

A ARY A ARY
VEPE Y LavISRA
S—TwTD |y TDY

Jakral HR— b+ R— bk FE
FTP FIII FIII FTP A > A7 2 a VZHBRLTLEE 0,

[Use Strict FTP] Z3#RL T, A VAT 3
YRV — T ERINLET, B2 FTP
BRI D E. Web 77 M FTP ERND
HOABL A~y REEEFETERI D7D,
RSNy NU—7 DXV T 403

fbsivE7,
GTP K his FExHIE GTP A v A7 L a v OWMEEZBML T
él/\o
H.323 H.225 | shis s H323 A v A0y a U EBRLTLSEE N,
H.323 RAS bt ESIIN H323 A VAT v a v EHBRBLTLIEE N,
HTTP PSS s HTTP A v A7 g BB LT FE W,
ICMP FEXFI FEXFI ICMP A > AT v a BB LT IEEN,
ICMP Error I FExHIE ICMP =57 — A LV AT v a &SR L TL
7ZEW,
ILS FEXFIe FEXFIe ILS A VAT v arwZBRLTLIEEN,
M e e AVAB U N A BV A AR a v
ZHLTIEEN,
IP-Options PSS FEXTIE IPATYar AL ATy g 0 #B8RLTL
7ZE0,
IPSec /XA A | ktits FEXFIS [Psec /XA AJL— A L AT 2 a U EBRLT
JL— STEEW,
IPv6 T hin xS IPv6 A A7 v a U EBRLTLIEE N,
LISP s FE%T I AV ANRT g i EDOLISP 2% ET Dk

(ZOWTE, BIRRETA FDT T AZY
T DEEZRBLTIZE N,

M3UA BSIIN FEXTIE M3UAA v A7 a v BBBLTIIEEN,
MGCP *FhE et MGCP A v 27 v a BB LT IEEN,
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| 77— avL4v FRral 1 oRRY L a V0%l
FIUr—vav Lax Faran1vzx<svavnzz

A ARY A ARY
VEPE Y LavISRA
S—TwTD |y TDY

Jakra)  |[HER—Fk R— b EE

NetBIOS PSS FEXF It NetBIOS A v A7 L a v EBR LTS
W,

PPTP FExt i FExHIE PPTP A L A7 v a v 2BRLTLIIEE N,

RADIUS PSS FEXF It RADIUS 7H T T 4 v T A ART g

Accounting OB HBIRL TS,

RADIUS 7AW T A4 T LAV ART g
ITEHY—E AR Y > —TOLEHATFE T,
ZDA AR g s EFEETHIE, RY
V= TEERT OMLENR DY T,

RSH FERPIG FERPIG RSH A v ARV g v EBRLTLEEN,
RTSP It FEXT It RTSP A v AU g 0 BBRBLTLLIEE N,
SCCP XFhE FERPIG Skinny (SCCP) A v A~V a L 2BKRLT
(Skinny) <TEEW,

5SS N72SCCP T 7 4 v 7 ERET D
%1%, [Enable encrypted traffic inspection] %
BIRL, TLS 7 m ¥ U A BN L £ (LET
HiX, [Manage] 7 U v 27 LTERL £

T) .

SCTP PSS FEXTIE SCTP 7 AU r—3 gy LAYDA L ALY
varESRLTLEIN,

SIP PIII PIII SIP A L A7 g v BBRLTLLIEEN,

Wb SN=SIP T 7 ¢ v 7 AT 58
&%, [Enable encrypted traffic inspection] % 33
U, TLS Ve X Z2@®INLET (MLETH
AUZE, [Manage]x 7 V7 LTERCLET)

SNMP K his FExHIES SNMP A VAT v a EBRLTLIEEN,

SQLNET xS Rt SQL*Net f > A7 v a v ABRLTLLES
AN

STUN FEXFIES FEXFIES STUNA v AT g v EBRBLTLEZEN,

FFUs—vavLav Jorar1ozxRsvarngiE ]
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FFUr—Yavba¥ FaraL A VAR a 0k |
B esxson:

A ARY A URARY
VEPE Y LavISRA
S—TwTD |y TDY

Joka  |HR—F R—F TR
SUNRPC FERFIES FERFIES SunRPC A V' AT v a v EBRLTLEE
W,

T74N DT T A<y IZIL UDP A— bk
11 BAEENLTWET, TCPA— bk 111 @ Sun
RPC A VAT v a kA X—TNITBHIT
L, TCP A—F 111 ZWETHH LW T A
~ v TEERL, 7T AERY —IZBML
Thb, £DY 7 AZ SUNRPC A > ARy

VarEEHATAMNERDH Y FT,

TETP FERFIES FERFIES TETP A > A7 v a VA BB L TLEE,
WAAS FERTIE RPN TCP 47 a v 33Tz A F—7LIC L%

3, Cisco Wide Area Application Services i &
BATHEXIEHLET,

XDMCP FEXT It FEXT It XDMCP A > A7 g v EHBRLTLEX
W,

VXLAN FEXF I FEXFIE VXLAN A V ART7 a3 AR TLEE
W,

ATwF6 [OK] £/21E [Finish) 227 UV v 7 LT, y—E AR — L—LERELET,

ERRITEODRE

EREHIL. 7F A MPIFIORE =V BEEZERLET, —HOTa ha)bf AT g
vy TR, ERFHAMHA LT, URLXKED Ny X — T 4 — )L RO TR ED
LFEINCIASNT Ay FERETE £,

ERTRIEDIERK

EHEHITI, ANV T Z0HDE LTTFAMNA RN U EXFEBYICHEAETLIZE D,
AEZLFHEFBHLTCTIFANA RN U TOEBEON) T FEBETLHZ L TEET, EM
REEZHEH L TREDT IV r—va 774 v 7 ODNEERETEET, 72& 21X HTTP
2y RNER®D URL 74 & FRACTX £97,
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| 77— avL4v FRral 1 oRRY L a V0%l

\}

egxnons [

188 BRI

EHEBRZ Ty NERETHGAEDNT 4 —< V ASNORBIONTIX, a~v RV 77 L
VA Tregex A~ RESHRL T EI, —IZ, RWANIFIIERE LD, <D
FHEHEIBAELLI > ETEE, AT L XT3 —< U ANMETFLET,

GE)

Bt D712, ASA Tid, #EHLMMR Sz URL BB SN E 4, b ik, Bk
DAT vz (/) BER-DOAT yrallEMfENES. @, [http//] OLORFTL A
Ty vaMERENDLFHITIE, R VIZ Thitp/] ZHREBELTIEIN,

RDFIZ, KR ER AR HOA X PR LET,

RUEBRRBEDAIXF

XF 599 B

Ry b EEOR—FE—HLET, & 2L, dg
/L. dog. dag, dtg. BILOINHDOXFEH
TEE O HEE (doggonnit 72 &) (Z—FH L &
‘g‘o

(exp) 7R PIRIUL, CFEEFHAOTT B8 L T,
T RBUMD A Z L FEFERTEL LI
LET, =& %X, d(oja)g 1% dog 35 L dag
\Z—E L E T4, dojagiFdoB L Waglz—%
LET, £, Y7 RIEZER IR LREFEM
FLLBITHEMLT, BRI FEXHIT
TFET, 2L xIE ab(xy){3}z IX. abxyxyxyz
W= L9,

(A= DA ZILFIZ L > TRYI ST D HEH D
KHEOWTNNE B LET, &2,
dog|cat |X. dog £7- (X cat i —FHK L £,

? grikas EHHIOXRBEN 0 £7-13 1 AEFEET S L 2R
AT, 72L& 21E., lo?selX. Ise £7-1% lose
W LET,

* TAZY R ERTOREN 0, 1, FITEEOEEKFES

5 ERT M, To& 21T, lo*se I3,
Ise, lose. loose 72 Kz —# L £,

+ 7T A EATORAN D72 EH 1 EFET L L%
RTERF, T2 & 20X, lotse iE. lose B LN
loose IZ—E L ET, Isellid—FH L EHA,

FFUs—vavLav Jorar1ozxRsvarngiE ]



B c=s=s06m

FFUr—Yavba¥ FaraL A VAR a 0k |

XF

B

TR

{x} F7203 {x)

B/ D UIREVE 32

D b xEREVIRLET, 2L 2
ab(xy){2,}z I%. abxyxyz <> abxyxyxyz 72 12—
HLET,

[abc]

By aNOEBEDOLFE ] LET, 2L 2
X, [abe] 1. a. b, Fmldciz—HKLFET,

[*abc]

A NTEEFNTORVE T —FKL
F9, =& xiE, [*abe] i, a. b, cLDIE
BEOXFIZ—HLET, [MA-Z] 1E, RCFU
HNOEED 1 XFIe—FHLET,

FHANOEEOXTE —HLET, [a-z] (X,
FEBEO/NLFOTNT 7y b LFIT—E L
F9, XFLHEBHAMASDECHERT L Z
L TEET, [abeq-z] I L W [a-cq-z] 1T, a.
b, ¢, q. 1, s,

LET,

Fova (-) XFE, AB Yy aNORYIDO L
FELIIREDOLFTTHIGEIZOR) T
V&7 F3 ([abe-] <° [-abe])

t,ou, Ve W, X, Yy, zIZ—E

CIVEEEES

LFHNDORRBE T IXFAD A=A B LRFFL
9, =& ziE, "test" (L. —BEBRTS
Al ANR— A REFLET,

Frlowh

IToOSEHERE L £,

TR — 7T

AL FLEEBIHEMT DL, VT INALF
EHELET, & RITNIFEMAT YAl
—ELET,

char

LFBAZLFTRWGEEE. VT I F
E—HLET,

\r

HiFox0d & —E LET,

\n

%17 0x0a & —F L F9,

\t

57

X7 0x09 & —ELET,

\f

s

TH—5b 7 4—K0x0c & —FHLFET,

T A —7 & 16 #EK

16 5 (BRI 2 M1) & L7= ASCII XF
L—ELET,

B 77— av L4y Joran A RRI L a VD%
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egxnons [

XF SiBER FE

\NNN T2 r—TFENT- 8 R 8 MEXL (B2 3 H#1) & LT ASCI L5 &
—HLET, 72&2IEX. LF040 (FA—R
%i% L/i‘g‘o

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Regular Expressions] % 3R L ¥ 9,
AT w 72 [Regular Expressions] fEIk T, kOWTNzEETLET,

«[Add] ZBIRL, HILWAT V=2 FEBIMLET, ARTZ AL, EETHHEAL L
e

BEFEOAT V2 FEERL, [Edi) 27 Y v 7 LET,

RATY T3 [Value] 7 4 —/V RIZIEMEBE AT 50, [Buildl 227 Vv 7 LTHAR—FEFHLRNS
RKHLAAER L ET,

EHEBHORE Z1L 100 LFF TIHIRENTWET,
[Build] 227 V v 7 LTIZBA, WOT v 2 &M L CEHREZMERLET,

a) [Build Snippet] ST, IRDOA T g LV &2FEH L TERBDO A R— M ERAERLET, 1F
R ORI A RRT DT, ZOHEDOKED Y IZ&H D [Snippet Preview] SR Z R L T 72
W,

» [Starts at the beginning of the line (*)] : ¥/ RUFITEA HBAGE L. BRAGHEINIE A & U5 D
Ly h (N TRLET, 2047 a U EHEH L TER LSO RIL, EHERO
FEEEICHA L TL 7280,

* [Specify Character String] : HFEC 7 L — X7 EOFRFEDO L FHNE#REL LS L LT
L6, TOXFINEANTILET,

T XA N LFHNOFNI LTV IHH Lm0 A X U703 % 5854 . [Escape Special

Characters] ZI®IR L, ED A X LFOHNIZ AT —TLFONv I AT vva () &

BIMLET, =& 2%, Texamplecom] EAJIL7ZHAE, 2047 aizko-T
lexample\.com| [ZEHINFE T,

KILTFELWNLTFERE L2 W0A 1L, [Ignore Case] # R L £9°, 72 & 213,
lcats| 1E [[cC][aA][tT][sS]] (A& SN E T,

* [Specify Character] : FfED 7 L — ATl <, FFEX A 7 DLFRLFOMAE DY

FHRAELLEYELTWVWAEAIE., 2OF 7 a v 28BN L., kOFT T arEFHL
TYFERELET,

* [Negate the character] : k5l L7 LT &2 BEOXGIMNIIEE L £,

FFUs—vavLav Jorar1ozxRsvarngiE ]



FFUr—Yavba¥ FaraL A VAR a 0k |
B c=s=s06m

* [Any character ()] : T X TOXLFL —HIEDH, AFZLFOEY AR () A
LET, /=& 201E, dgld, dog, dag, dtg. BLOZINOLDOXTFA2ETMEREDOH
7% (doggonnit 72 &) (Z—# L £,

[Character set] : X5t v ]\%ﬂ%)\biﬁ‘ TXANEZDOEY MZEENDH T
TOXFERMELET, &R, [0:9A-Zaz) DHer. T RIL0~9 DHF L
A~ Z@ki%kiodi%k%ALi#omwmtyhm\&ﬁ\&&~y\
B, 27 &—HLET,

.

[Special character] : = A7 —7RNMBE/R 305 (\ 2, * + |0 . [ () BEZE
BALET, T2/ —FLFEF Ay AT via () T, ZOFT Y a U EER
THEABMICATISNET,

[Whitespace character] : 2% A~X—Z(ZiX\n (fT) . \f (~—2) | \r (B
i) o\ (ZT7) BBV ET,

.

[Three digit octal number] : 8 #¥ A 119 % ASCII L5 (B HiET) &—HLFE
T & VA IFAN—REERLET, Ny T RTvva () IZHEBIC
ATTENET,

[Two digit hexadecimal number] : 16 #E# A i H T 5 ASCI 305 (%2 2 #1) &
—HELES, Ny AT vva (V) BEHBIIANShET,

» [Specified character] : {EE D 1 XFH AT LET,

b) WOWTIOORZ U 2EA LT, EREFIAR Y 7 AH X EBMNLET, EHRED
Ry 7 AZEBANNTEDLZLICHERELTLLEEN,

* [Append Snippet] : #BH A IEARELORZITEML 7,

* [Append Snippet as Alternate] : #H7H%E /XA FFE () TRUI- T, EHRBOKE
WBIMLET, RULIERBEO—FHFERELET, =& 21, dogleat 1L, dog 7=
L cat iZ—E L ET,

* [Insert Snippet at Cursor] : #{/3 R % U — Y MALEIZFHA L7,

) HENTETTLET, XL BMTLH7rEX%4#H0IRLET,

d) (fLE) [Selection Occurrences] Cl&, RELEIFZDO—HE, —HTHLBZLNLHTF
A2 REENLS BVWOBETHRET D2 UEN D 50 % &R L £, [Regular Expression] 7 4 —
JVRTTHRARZEIRL, IROWTIPOA T > a %70 7 LTHE [Applyto Selection]
Vw7 LET, 2l X, EBEHRD Ttestmel THY. mel ZZFIR L T [Oneor
more times] Z #2546, EHREIUT Ttest (me)+] ICEFINET,

* [Zero or one times (?)] : ELATORELD 0 721X 1 EFELET, 72 20X, lo?se 1L,
Ise £7=1 lose IC—FHK L FE7,

* [One or more times (+)] : EATORBN D2 EH 1EFELET, & 21X
1. lose B L WMloose IZ—FH L FE TN, Ise ITIT—HLEHA,

X. lotse

B 77— av L4y Joran A RRI L a VD%
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ERzsys 52 v v Tons ]

* [Any number of times (*)] : [ELRTORBLN 0, 1, FITEEOEEH Y £3, =& 21X,
lo*se I%. Ise. lose. loose 72 ElZ—E L F T,

o [At least] : D L x[EREV L ET, 72L& 213, ab(xy){2,}z IE, abxyxyz X°
abxyxyxyz 72 Il —E L £ 7,

s [Exactly] : x[AI7Z1F# 0 IK L ET, 7= & 213, ab(xy){3}ziL, abxyxyxyz{Z—E L £7,
e) KINEXLLETHFANMI—ETHI LEMEET DL, [Test] 227 Vv 7 LET, T A
FRIR L7285 8013, [Test]) XA 70 7K v 7 ATHRwEEZRALD N, RIHELVZ—IIRD
TENTEET, TXRRANXATRIZORBEZREL, OK] 227V v o7 T5&, REN
RPMREIFEEN, REEAX —|TKBENET,
f) [OK]Z7 V27 LET,

FRRI|I TR T v TOEK

EREIR T A<y 3 12U EOERKRAZRELEY, ERRII 72~y 73, EM
KIAAT V=27 F2ROTVDHICTETERA, Z<OHE, EREHAAT7 V=27 hOoRDYIZ
EREHR T T2~y Tl TE £,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Regular Expressions] % 3R L ¥ 9,
AT 72 [Regular Expressions Classes] fHIK T, ROWTIERITLET,

«[Add] ZIBIRLC, LW T A~y T ZEBMLET, AHiz AL, EETHHEZ AL
L7,

EHFDOI TA vy FEERL, [Bdit] #27 U v 7 LET,

ATY T3 v~ FZEDEWEREZERL, [Add| 227 v 7 LET, RELRLOZHIRLET,
RTFv T4 [OK] %27V v 7 LET,

A VARG IUR)O—DEZZY DY
AVANNT vay =R R —%F=FT 5L, WOa~vr REANLEST, avr

K% AJ7¢ 5121%. [Tools] > [Command Line Interface] % 3R U %9, BSXOFEM & HllcHW
TIE, Ciscocom DA< K V77 LU RAERBL T &N,

* show service-policy inspect protocol

FFUs—vavLav Jorar1ozxRsvarngiE ]



FFUr—Yavba¥ FaraL A VAR a 0k |
B x~xvvavgkys—orzsysy

AVANRT gy = AR —DOfFHERE R R LE T, protocol IZ, dns 72 ED

inspect 2~ K607 ha)v ey, L, TXRTOA AT gy 7Fr han
TZoavy REFEH L TREHERDBRRINLI2DIT TIEH Y A, WRIHIZRLE

R

asat# show service-policy inspect dns
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0
message-length maximum client auto, drop O
message-length maximum 512, drop O
dns-guard, count 0
protocol-enforcement, drop O
nat-rewrite, count 0
asat

* show conn
THAAZBRT D N7 7 4 v 7 OBEOHE LR LEYS, SESERT 8 b a/ucilT
HIEREMGTELLIIC, ZOa~vr NI EIERF—TU— b £7,
cFEEORENG T 0 FaLoBNa~y RIZRO B0 T,
« show ctigbe

CTIQBEA Y AT v a vy v VUil TEIV Y TONZ AT ¢ THFICET 51
WEFRRLET,

* show h225
H225 bty v a v ofEReERLET,
* show h245

20— AX— "L TWATY RikA v ML > T ENT-H245F v >3 v~
DEHREF T LET,

e show h323 ras

F—hF—N—LZDOH323 T RARA FORBICHESL S TWS H323 RAS &
Va rOERERER T LET,

* show mgcp {commands | sessions }

A< K ¥ 2—NOMGCP 2~ RO, EITBEGFEO MGCP v v a v OfER
RLET,

* show sip
SIP &> arDifF#erLEd,
* show skinny

Skinny (SCCP) t v a T AEREF R L £,

B 77— av L4y Joran A RRI L a VD%
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* show sunrpc-server active

FIur—vavqvzxsvavorE |

Sun RPC ' —E 2 HICBHIT b TWA BV R— L a2z R LET,

TFI)V5— 32 A VARG I VDER

HaE

iy

IJ IJ—X

A

AVART gy R — <o

7.2(1)

AVART v a R v— 2y TR
BAINE L7z, class-map type inspect
av s RRNEAIRE LT

FHERBLIORY — <o

7.2(1)

AVART v ay R)v— <y T
SN D ERKRRELLORY 2 —

~y TREANIIE L, class-map
typeregex 2~ N regex I ~¥ 1 I,
F L U'match regex =~ RAVE A X
nE L,

AVARIary R v—~<v 7D
match any

8.0(2)

AVART gy R v— <y /T
f# ] 4% match any ¥ — 7 — K38
ASNELTZ, b T 747 %128
FOFREIIBE LTI TR~y FT—
BEgarZ ENnTEET, LN,
match all 7217 23MEHFEET L7z,

FFUs—vavLav Jorar1ozxRsvarngiE ]
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