e

ZDOFETIE, ASA ZRRET . 721X, ASA &sidt &I A EEREG T OB 2 R E
B IFIEZOWTEB L E T,
« PEtaR BT T AR (1 2—)
Bt O E 2 X—)
cFERROE=Z Y T (22 %—=)
s PEftax EDORERE (22 N—)

rIk‘

EICET 515

et DR EIL. ASA ZRATDHTCP 7u—72 D T 7 (v 7 Hg0OERICEET 58 &
FRERE TR SN E T, —HOMEEIX. FFEOT —E A ERMT D7D ET D4R X
I AR—R N TT,

R OBEITIE, PG ENTNET,

XFIXEATAOFINLDTO—NIL BALALTY b : ¢&1®7D~Aw&4A7¢F’
T 7V MERD D720, BHIOPEGEOUIMNRAE LG/ ORTa—rL XA BT D
NEEETINELRHY T,

c hSTUYVD OSRTEDEGIALT IR - A R —%HL T, BHFEDH
A TDNT T4y DTa—I )V EZA LT e bEXTEET, T XCTOIT T4 07
DITADEA LT T MIT 74V MERH D720, TNOHDOEERET HLEITH Y £H
/\-/O

EGHEE TCP RITRIE . 7 7 4/L M TlE, ASA 292 (Fidsits+2) B
@ﬁ’ﬁ@i%biﬁh HF—b R Ry — L— L EFEH L TCHEED N T 74 v T 75
IZHIBR AR ET HZ & T, —E A% (DoS) WENGLH—NERH#ETEET, §F
\W%@ﬁ(H?A/F/I47%ETLTWEW@%%ﬁ) ZHIR AR ETE E T,
ZHUCEY, SYNT7 T v T 4V ITRENGLREINET, PIHBROGIREZEZ 5 &
TCPRATEAZE A — v ME, e #iICHE L TEORERMfl s TnD 2 &
ERER L E9,

gwnzE B
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* Dead Connection Detection (DCD; 7 FEfEIRE) : 74 RV XA AT U NOREZEE
ZT-T2OIBEGENE L oD L 918, BZIZT A4 RVIREEIZ 2> THL AR ek 2 #iFr3
%4546, Dead Connection Detection % A £ —7/LZ LT, 74 RWIRRETH AR ki %
A L CENEMERI T2 2N TEET EROTA MLV A~—% Uty b 52 LI
o) . TA R EBZ DI ONS, DCD IO 7 n—7 &% LT, #
BPENTHLZ EEMMUTEELTNDNE ) AR L ET, show service-policy =
~ v FHAZIE, DCDMNODT 7T 4 ©T 4 BERT2ODHI T ZREENTHNET,

TCP O—4 VU AMS VA LAL : ZHNZEND TCP ##5121L 2 DD ISN (1> — 4 o 2%
) NEVYTHENATEBY, ZOHIBLD 127 T4 T b TEKSN, b9 1203V —
NCTERENET, 7740 b TIEL, ASA L, HE & RIE DM A Cilidd % TCP SNY
DISNZ T Z LM LET, T2 BIc L, WRENH LWERICHEH S 5%k O
ISNZTFHILTH LWy a a2 Yy vy 732505 MIELES, HEIDSCT, b
TIAI VITATLWLT U EMEET 48— M T 52 EnTEET,

TCP IEFRIE : TCP / —~ T A Vix, BER 7y b OR#ELET, —EHDXA T DR
ro NBEAENT T 4wl T ATUHT B HEARETE £,
TCPRT—b/INAIIXR . Xy VT =7 TN —T 4 VT HERTLEINE I T =y
735D TCP AT — F & RA RATEET,

SCTP R T— F /N4 /3R : SCTP 7' 12 bk I /URRRENMLEEZ2 1 UL, Stream Control Transmission
Protocol (SCTP) DAT— I 4 L AT g VB NARATEXET,

J0—0O#A70—FK: 7e—ANICHETH W EX S ABEE A T7e—RREans
N7 4y 7 EEA L CRIRTEET, 70— RNIZko T, REET 7 A /L OUEER
EF—RERRT SV r— g DR Ty —< o AEA ESHAT LN TXET,

BEgihIfR, # A L7 7 b, TCPIEHUL. TCP Y —4 v AD T % 2l 1Fft TREFER (TTL)
DT 7 VAL MU, IZEAEDR Y "= C@EYRT 7 4V MERHY £, Zh b0
BORENMLE L2 H01E, MAOEHERHY, *v NT—JZIZFEDZ A TOHRENH 55
B FRITRMOT A KV XA LT 7 M X DB RGN A LTS A DR TT,

Z DM OB BRI TENIZ 2> TWET, ZNbDh—ER L, —KRh—eXEL LT
TIERL, HED NI T4 w7 VT ACDHRELET, ZHOOEEIZITRO DR EEN
TWET : TCP AT, TCP A7 — k /XA A Dead Connection Detection (DCD; 7 v F%
fefiit) . SCTP A7 — K NANR . Tr—F7r— K,

RO TFIATIE, BAXOND TN TOFEHOREIC OV THI L £, BEIIS T THE
KT OREZB'BATLIIZEN,
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ATy

ATvT2
ATvT3
ATvT4
ATvT5
ATvT6

ATy 17

sa—nns1675 roEE |

FIE

Ja—rL BA LT U MORE BN—Y) . TUHOREIL, T AEBEBRTHT T
DRF T4 Z7IZH L TCEESERT NaLDF T4V DT A RV EA LT 7 NEEFL
7T, BHOX A LT 7 ML VY bSNAERICHEEN S LGE1E, T 7e— 1%
ALTYU REERELTIIEEIN,

SYN 77 v K DoS WEB /o OV — DR (TCP R17%215) (63—2) . ZOFIEEfE
HLT, TCP fATZEZRELET,

FLE 72 TCP 27w MWD ) A B~ A4 X (TCP~ v, TCP / —~FA4Y%) (8 21—)
FFEDRNT 7 47 7T AZDNTT 74 /0 @O TCP EFULOEMEEZEF T H5E)
FERWIN—T 4 TDTCP AT — K Fx v 7 D/NAIRA (TCP AT — h XA R%2) (11 2—
V) (ZDXEATDON—T 4 VITBRENG DA

TCP > —4 LV ADT L A IMEDT 4 —T L (145—2) (F73NV DT Z IEDEE
DEeT — B H AT T TNV L TWVEEHS) &

K7 e—nA7e—F (15~—) (aryVa—T747ENOT -2 X —DoX
TA =RV AEWET DHULENDLHE)

WED ST 7 4 vV 77 ADEFORRE (TXTOY—ER)  (19X—) , T, %
OFREMOWHFIETT, ZNOLOREIL, V—ERA R — —AEFEH LT, FFED K
TIA4T TTADTa—NVDT 74 ) Mk EEEXTEET, 20— LEFEHL
T, TCP ) =~ TFA VP DOHAX~A X, TCPY =4 ADT o HZIMEDEE, Sy s OLERE
FRERFRIDOT 7 U A b, BIXOZEOMOA T > 3 UHREDFEEE LTV ET,

JB—NIL Z3A LTI FDEE

ATv I
ATy T2

SFESERTur baroERAn Yy FEBBAT Yy O =NV T A RV XA LT U N
MARETE T, HELET A KABHOMA Ry MR SN 5, )Y — 213
ZENTWND S — LR ENET,

Ta—N\)V A LT T NeBERTHE, =R RN —ICLBFEEDNT 7 47 7ua—
A FEETEDIZH LT 74V DEZA LT U FRREESNET,

FIE

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] % #&{l L £ 9,

BETIEIAALT T DRy I A F N L THLWVEEANTSHZ LT, X4 LT U bai
L,:.E_’L/\iﬁ—o

FTRTOHMIE hmm:ss R TEREIL, 1ZFEAEOLE, BRMIFIZ 1193:0:0 T,
[Authentication absolute] & [Authentication inactivity] Z &< X CTOHEIZEBNT, F= v 7
Ry IV AEF 71T HE, XALT T RBT 740 MEIZRY £9, ZRH200H/ICTF =
IRy I A A 7T HT&iE, Bl EICHRBRET 522 L 28R LET,

wmmne W
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HALTUNET 42— 02T 51CE, 0ATILET,

s [Connection] : ¥t A 1 v MRS ND ETOT A RURERE], ZoO#MIXsS 2Ll EicT %
VENH Y ET, T 740 M1 ERETT,

s [Half-Closed] : TCP/»—7 7 0 — X 2 AL HE TOT A RAKEH, H/MIX30FTT,
77 # )V ME 1043 TT,

[UDP] : UDP £kt #PH U 5 £ TOT A VKRR, ZOHEIZ1 2L EIZT 208X H Y £
T T 74N BME2H5TT,

[ICMP] : &M% ICMPIRIEN K T HETOT A R, F7 41 b (BRI
X2 MTY,

[ICMP Error] : ASA 73 ICMP = 2 —G5& /37 > M &5 5 LT 5 ICMP #4#i 2 HIbR T 5 £
TOT A RVEFET, 0:0:0 225 0:1:0 O, F721% ICMP timeout fED VT FLAMEVN T
T, T7HNVEMI0 (T oE—TN) T, ZOXA LT T MHPELT, ICMP A > A
JvarEAICT S E ASATIL, = a—RENZE SN D & T ITICMP £ 2 HIlbR
LET, LR TED (TTIAL N EHICAER ST XTDOICMP =7 —
ITEE SN ET, DX A LT 7 MIICMP 85 OHIREZ B S5 0T, HE/R ICMP =
T—hZETEET,

[H.323] : H.245 (TCP) 3 X TYH.323 (UDP) A7 4 THiftZ AL 2 £ TOT A RV,
F7 b (BLEOYER/N) 15T, H245 & H323 ODWTFND AT 4 THHRICH R L
Pt 7 7 U NERE SN T\ ST, H.245 (TCP) #%#5ii% H.323 (RTP B L (XRTCP) A

TFTATERRET A FV A LT beFLET,

[H225]: H225 ¥ 7+ U U 72 U5 ETOT A RARRM, 7744 ME 1R
To TRTOMERHLRZ V7 SN RICHEREZT<ICr7 e —XF212E, 24 LT 7k
fEZ 18 (0:0:1) 1T 252 L 2HRLET,

[MGCP] : MGCP * 7 ¢ THG N HIBREND £ TOT A FAKE, 7740 MI 55T
M, RN TIRICRETEET,

[MGCP PAT] : MGCP PAT Z#a3HIfr SN D ETOT A KK, 774/ MI 54T
o e/ NRERIE 30 YT,

[TCP Proxy Reassembly] : U 72> 7 U D7\ 77 NTHREL TWAH Ry b3 Re vy
TENDETOTA KA ZA LT TR (0:0:10~1193:0:0) . 7 74/ hiE, 14> (0:1:0)
T

[Floating Connection] : 1 DD R MU =7 |ZHEEON— FBFEL, TNENARY v 7
MEI2 D6 ASAITEERHEN IR TA M) v 7 BIRROL— MR LET, X0y
72— EBMERFBRIC R S T2 GA1E. 2OXA LT U ML TR/ LN DD T,
ZOW I — R L TR Z BN CEXET, T 74 MI0TT (BERIT Y A A
Ty RLERA) o FVBWWL—FEEHTED LT DITIE, #4457 7 MEE 0:0:30
~ 1193:0:0 O THE L 7,

+ [SCTP] : Stream Control Transmission Protocol (SCTP) ##ki%& P U 5 £ THOT A K/LEERH
(0:1:0 ~ 1193:0:0) . 77 # /L biF 24y (0:2:0) T,

| iR
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* [Stale Routes] : fV\/b— k& /L—Z DIFHRAN— A HHIRT 2 BN RFTT DR, b
DN— NI OSPF e EONEF— U =A u ha)VHTY, T 74V MIT70
(00:01:10) T9, $5E T 2L 00:00:10 ~ 00:01:40 TI,

* [SUNRPC] : SunRPC A 7 v " IMRILEILD ETOT A ROV, ZO®IIX1 58 Eicd
DRENHYET, T 74N MI105TT,

*[SIP]: SIP > 7 F U v 7 AR— bR Z LA £ TOT A RRR, ZOHMIZS /5Ll Elic
TOMENDY £, 7744 ME3053TT,

mmMmm SIP AT 47 R— MEi AU D £ TOT A ROV, ZoHFIZ1 5k
WCTDMENHY ET, T 74NV ME245TT, SIP AT 7 ZA~—L, SIPUDP #
T 4T /Ny EEHT S SIPRTP/RTCP C©, UDP T VT 47 XA LT 7 hOfib Y

R ENET,

[SIP Provisional Media] : SIP B & A7 4 THfe DX A L7 7 ME (1 ~304)) o 77 4/V
MM 24 TY,

[SIP Invite] : BEIGEDE LR —b & AT 47 xlate U5 FE TOT A RV (0:1:0
~00:30:0) , T 74/ &, 34 (0:3:0) TY,

[SIP Disconnect] : CANCEL # vt — £ 721X BYE A vt —C200 0K %53 L72ho
AT, SIPE Yy v a UNHIBRENS ETOT A RAVER (0:0:1 ~0:10:0) , 77 /v
ME 25 (0:2:0) TY,

[Authenticationabsolute] : FRFEF ¥ v > aBX A AT 7 MI7e V) | = —HF 28 LB &
RAET DMEREL D ETOHM, ZOXA~v—IZ. AAADV—LThdHH v M AL—
TuaXCOMEMINET, ZOHMIE, BHAny M XA LT T FED EVRLER
BV ET, VAT AF, =R LU‘Tﬁfﬁ%F’aﬁﬁL‘Téifﬁf&bi‘?‘ FTRTOHF LW
Befor CRBAEZ IR T D F v v U VAT HENS, ROFIRFHAZFE L T 7ZS
VY,

Pt TNy T FTP 2T 254815, ZOfEE 0 ITHE LN TL 7ZE0,

o [FRGEMEE 2 A4 257 7 & (Authentication Absolute) |73 0 D34, HTTPS 2iEIXEIEL
RN ENHY £, HTTPS ZFEEIC. 77 U245 TCP Bt & BiiA L C Web
A—v%m—hﬁék\ﬁm®§MiLﬁLiTﬁ Z D% O CITRRGEA EH) =
nwEJ, :@f:&b 2—FIZIE, BREO L b meﬁf\—“/z’):i\%réhiﬁ“o Z
NWEFERET 5121, uw.ft@-f%ﬁ&/( AT MR IRICERELET, Z ORGSR Z#H
T5 &, uwméhfb\fm\:u~4f7bxﬂ CEETLIP T FLAMLLT 78 ATHIE L ®
MI7ZT 77 AT U=V EHBTEABENDH Y T,

* [Authentication inactivity] : @FEF ¥ v a2 BF¥ A AT U MIRY | 2 —HFRE LB E
HRAET 2 ME R EC D ETOT A FVKEHE, ZOHIMIL, Aoy MEX YD bEVL
ERHVET, ZOXALT T NIT 74V N THEIC ﬁofwiﬁo:®&4v—u

AAA DIV—LTHDH Ny hAN— Tax T TORMEAINET,

* [Translation Slot] : NAT Z#i 2 v v MRS IDETOT A FAKRH, Z ORI 15
URIZTHRERHY £, 77+ /0 ME3KFHTT,

| wmmne W
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B s o5 Fpes ks L0y —\DRHE (TCP 172D

«PAT E#: 20w b (8.4(3) LUK, 8.5(1) B X UN8.6(1) ZFr<) . PAT A 1 hHMiEfk
SNDHETOT A RVEEHE (0:0:30~ 0:5:0) . 7 7 A4/L ME 30 TT, AIOHERNT »
TARY =LA TNAATH EEZBANTWDAEEMNENR S D728, Bk &7z PAT A — k
AT A LVESE A T v T AN — A NL—ZBNEETHEES. COXA LT Nt
LT ENTEET,

» [Connection Holddown] : #&ft CHEA STV B — 23 H S TFEE L TWRV, F233ET
T4 T ole b XD, VAT AR AR A, ZoFR— FE T UHIRINIC
N— BT 7T 4 TR BBRWEE, BB ShET, Eiih— L RE Uy Z A ~—
DOEMIE, — IBRELTTSIF VT HREERS L2 LI, L — 7T v

DRBZWOT LTI, L—FDIWHEP b o ERIFEETLLIICHF— NV RE T XA
Y—EWOTIENTEET, T 74/ NI w@ffoﬁﬁf%éﬁlimmmm~
00:00:15 T9°,

ATY T3 [Applyl 227 Vv LET,

SYN T35 v FDoS EMN LD H—/\DIREE (TCP RI1TZ(E)

| iR

WEEFHN—HD SYN Ty hEeRAMIEETLE, SYINTT T 4 07— RYiE
(DoS) WENHEAELET, TNHDONRTy MIBE, A7 =74 7ENTIPT RLAND
RESNET, SINSTF Y bDOT T T 4 VI NREFBNTEL S &, SYN F o —0R M7
DIRWMBFEE . B —F 0D O ERICH LT —eRx 2t cx e 7,

SYNZ 7 w7 4 v 7 B8 2B To DI WIS 2 IR T & £4, WIiHEp & 13, #Ece
FDR TREIZR DN Ry =2 A 7 %&5E T LTORWERERD Z & T,

Bt OB LEVMEEZB 2D &, ASA T — 07 ux v LTEEL, SYN Cookie i
REFHLTYZ 747 2 b SYN ZRIZHT D SYN-ACK & %4 L E T (SYN Cookie DFE
FZ DOV TIL, Wikipedia ZZ LT 7Z&W) o ASANZ 747 2 "inh ACK %57 5
L ITTGAT U RRAYTHAZ EEBIEL, =~ EF I CEET, xR
1797253 R—xr ME, TCP RATRIE LI £,

SYN 75 v RN LY — N2 R#T A0 Ry —x 0 N ot ATk, EEESE
HEL, TCPIATZEOREEREA F—T NI L, MREE=ZTHLERHY £,

1R BRI

ARHET DV — D TCPSYN Ny 7 1 7 % o2 — X D ROV HIRZ R EL T\nb Z L
EHERLET, L0 EWIIHIBEGHIREZRET DL, AR T4 7 bD, SYNK
BRI —NIT 7B RATERL 2D 7, FIHEEHIRICED) @2 R ET 5120
T—ROFE, Fv hU—7 P—_"OMHRRE NI LT S0,

« ASA E7 /L E®D CPU a2 7T K - Tl [RIREEERLE X ORI O R K, £ a7
L BB OB ITENRK T, RESN TVWABEBZLABERH Y £, KEOLA.
ASA VTR n-1 OEMEE R L OWIE23F T LE T, 22T, nlI=a 70T,
LZ2E. BT AoDaATRHY . 6 SOREINEESB L N4 SOX M AR E LT
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ATy
ATvT2

ATvT3

ATvT4

ATy T5

ATvT6

ATy 17
ATv78

ATvT9

SYN 75 K Dos Bt 5 D — iR (Tep k1723 [

BlE. LA T TIo0BMEREZEHTEET, ZHEHOET VO aTHEZHRT DI
Li\ show cpu core =~ > K& A LFET,

FIE

[Configuration] > [Firewall] > [Service Policy] % 3R L £,
[Add] > [Add Service Policy Rule] %7 U v 7 L5,

Fod, RET DIV —RON— BT TIZHDEHEAE. VIV ERELET,
V= IVEMEEDA V=T 2 A AW T D0, T_XTDOAL o H—T = A AT a—rUZ 0
FAT20EI0EBIRLTC, [Next] 27V v 27 LET,

27 4 v 7 5¥EDYE L. [Source and Destination IP Addresses (uses ACL)] & &R L T, [Next]
27 )y 7 LET,

ACL L=V DAL, — 3D IP 7 K L A % [Destination] ICA I LT, — D71 h=v
ERRELET, BEIL, [Source]iCany ZHHLET, KT LD, Next]Z27 U w7 LET,
72 & 21, Web —/310.1.1.5 B LV 10.1.1.6 #2551, KOLHITAHLET,

* [Source] = anyl
* [Destination] = 10.1.1.5, 10.1.1.6

* [Destination Protocol] = tcp/http

[Rule Actions] ~X—""C, [Connection Settings] ¥ 7% 7 U w7 L, IROA S arE AN LE
R

o [W)#18%%¢ (Embryonic Connections) | : 78 A k Z & O TCP $%#5i D e KE % 2000000 F
TOHBETHELET, 774/ MLO T, RRWIHBERENTF TSNS 2R LE
T el ZIE, TR 1000 ISRRETEET,

[ T4 T T EOIEESE (Per Client Embryonic Connections) |1: 7 7 A4 7> 2L d

[RIRF R TCP B D g K& (2000000 £ T) . 7 74 7 b T & O RO O Bzt
ZASAPDHTTIZHWTWD 7 747 > EAFH LW TCP 83kt &2 2Rk 325 &, ASA 1383k
ZRHIELET, L. ZNESOICRETEET,

[Finish| 227 U v 7 L CA—LERIEL, [Applyl 227 U v 7 LTCT A AZEH LET,

[Configuration] > [Firewall] > [Threat Detection] 2 R L T, 472 < & % [Threat Detection Statistics]
7 V—"7"D [TCP Intercept] #EatfE#z 1A r—7 MIC LET,

FTARTOMEHMEREA R—T /I LTZD | TCPRATRELE T 2 A X —T ML T2 &N
TEET, e, =2V 7 U4 Fv b= afiBT52 L b TEET,

[Home] > [Firewall Dashboard] % 3% L. [Top Ten Protected Servers under SYN Attack] % v ¥ =
A— REiER L TEREE=2 LET,

gwnzE B
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B =sntcr sy rnBEONRETAX TP T YT, TCP/ —T 54 4)

[Detail| h ¥ %27 Vw7358, BEY TV 7 F—2RERINET, ASAITL— MH
fROMICKBEOR Z 30RIY > 7V o I 5DT, 7740 O 3057 METIE, 60570 Z &1TH
FHEROSDEE S L E T,

WEtEH A 7 U 73 512iE. [Tools]>[Command Line Interface] % {# i L C clear threat-detection
statistics tcp-intercept =~ > K& A L E T,

BEELTCP /Ny FMLUEBEOHAREATAX (TCPTvy 7, TCP/ —< 5

1)

ATy T
ATv T2

ATvT3

TCP / —~FA Wi, BH 2y FEFBILET, Zhud, ASAIZ X DR (o3
by "ERFR, Fay X, £7E32707) S¥L T ERTEET, TCP BT, BN D
ASA ZIR#ET D DITESH T, TCP ERALITHEICA R—T W7 > TWETHR, HEED—
HoOEEL I A Z~ A RATEET,

TCP /) —~TFAVEDAA <A AT HIZX, T, TCPvy 7E2MHL CHRELZEERELET,
wIZ, P—E2ARYV—ZFEHALT, BIRLIZ T 74 v IR~y TEEHATEET,

FIE

[Configuration] > [Firewall] > [Objects] > [TCP Maps] &R L 7,
WDONTNNEFIITLET,
*[Add] %27 Vw7 LT, HILWTCP~ vy 7 HBIMLET, v~ v 7T OL4HIZATLET,
sy EBIRLC[Edit] 227 U vy 27 LET,

[Queue Limit] 7 1 —/L KIZ, /N 7 7 IZKHM L C TCP ##t O 1IE LWIEFFIZRRETE 5, B
7230y N OB RE R 0~ 250 %7 FOFHTAS LET,

FI7 IV MEDOIE., ZORENT A EB—TNLTHY, VT T4 v I7DEA A LT 7+
VDV AT A X a—flRRERASND I EEERLET,

TN =g A AT g, IPS. B KL OVTCP check-retransmission D% D % = —
HIRRIZ 3 N7 R T, ASANRERARLD T 4 Ko B A XD TCP /N7 v M &ZELIEHA
WX, T RRFARXENTEREE—FHTHEOICF2—HIBR XA T I v 7ICEFINE
‘j‘o

o > TCP e DGAIE. BE R ATy MIZOE BB L ET,

[Queue Limit] Z 1 L FIZERET D &, T XTCDOTCP N7 7 4 v 71Tk LTI SN D BF7p
Nry NOENRZOFREE—HLET, L&, TV r—var A AT v a | IPS,
B X Y TCP check-retransmission b7 7 4 v 7 O34, [Queue Limit] iR ENEL SN D=0,

TCP /X7 RInBLDT RANF A ZENTREFT X TEAINNET, TOMDOTCP v 7 7 1 v

| RS
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ATy T4

ATy TH

ATvT6

REL TPy FMUEDHRETAX TPy T, TeP/—2544) |

TIZONWTIE, BER ATy NIy 77 IS T, FoEF@iET20TiER<, IEL
WIEFIZRESNET,

[Timeout] 7 « —/L KT, BE 72/ "By 7 7 [ TERFTE KM% 1 ~20 BT
HELET,

INHONTy EREAISIT, XA LT U MIBRNICES AR T2581E. Reyrsn
£9, 774/ MI4BTT, [QueueLimit] 230 IZHE SN WILEIL, T XCOMT 74 v
JIZELTHA LT MEERECTEERA, [Timeout] NENIZ25121E, #lE%E 1 LA EIZFE
ETHLENRHY ET,

[Reserved Bits] Tix, TCP ~v Z—ICFRIEHRE Y bRH 537 » hOWLFESE ([Clear and
allow] (/3% bEFFAIT LRI Y F&HIBRT ) | [Allowonly] (B> hEZEE LRV (F
T4V R) ) . £7E [Drop] Ny NEHIRT ) ) 2EIRLET,
KONTNNDOAT > a @R LET,

* [Clearurgentflag] : /X7~ M &FFA[TLFNIC/N7 Y NOURGZ 727 %27 U7 LE3, URG
777, AN —2FHOMOT—HIDETTAF VT 4 OEVERNZ D3 BT
BENTVWAHZ L ZRTIDICHEH LET, TCPRFC TlE, URG 7 7 7 O IEfEZ RN
HEEIZ SN TWERA, ZDD, TR VAT AIREL 7y b S EIERFET
ELLTHRY . TN T D9t b 2 &03H 0 £77,

* [Drop connection on window variation] : TAEAAD T 1 o R Y AOZEHENFEA LT Bl &
Ko T LEF, D4 RO 44 X AB=RACE T, TCPIARERY 4+ Ry T
RANHAXTE | ot T, BEIREOT —X 22 T ANTIZ, X0/ S72 7 0 Ry
BT RRNZAZXTEEY, TCPHMRICE Y, TU 0 > RUDHi/IN 13T 5 2 & 03 HE
BINTHET,

« [Drop packets that exceed maximum segment size] : 7 Tt E L 72 MSS Z#ilE L 72 /N7 > b
Ruy 7 LET,

* [Check if transmitted data is the same as original] : — &M 72 TCP FFiEE Z Bh 1k 3 5 FiE(E
T4 Frzy P EAX—TMILET,

» [Drop packets which have past-window sequence] : 7 4 > R > — 7 U AFZE#MZTWND
Ny b DED, TCP ATy hDY—7 U AFEFNTCP ZIE TV 4~ RUDLNE Y b
REWGEIZ, "y MRy LET, 26Oy NEFFA[T510%, 2047
voa U EERIEER L. [Queue Limit] 2 0 (F=—H#llRE2T 4 B—7 T 2) ITRELE
‘j‘o

* [Drop SYN Packets with data] : 7—% # & SYN X7 v h& Ru vy LET,

« [Enable TTL Evasion Protection] : #%t D K TTL Z & A D 347 >~ h TTTLIZ X » TIRE S
FE, &by POTTLIFARKTE £925, BT L3 TEEA, VAT AR
TTL % € OO LURTOR/NTILIZ Y £y b LET, ZhIZL - T, TTL Z [0k L2 %
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GE)  3h7e ACK 25t TCP /X7 v M, WAAS Bt CHEIWIZFF R SNLE T,

(f£&) [TCP A7 2> (TCPOptions) ¥ 7 %7V v 7 LT, TCPA T v ava&tery
MZxtT2577varaRELET,
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a) [Selective Acknowledgement] . [TCP Timestamp] . 35 & OF[Window Scale] A 73 a > 1Zxfd
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BADAZ T F Ty arwilETDHE PAWS & RTT 37 4 B—7 L2720 £7,

b) [MSS] (lgKE 7 AL N HAR) AT vaiixiddd77varaz@RLET,

WHOFAT 7 ary, BEHAT 7 ary, BEOZ VT 7273 a 2MA, [Specify
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TCP 27— b NANRZREFEHT D L X1, ROMEIZTR—FENEEA,
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7 O JTNE T ASA Z BB T H50NERH 572D, A AT 2 g9 I TCP AT — k A
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cAAA TG v gy 2—TRH D ASA THRIEEN LS. o ASARHTRESD 7
T4 v 7iE, FDASA TZ—HPRFEEINTWARNWED, ERINET,
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« TCPRATRAZ . I RWIWIEEREHIIR, TCP > —4 v 2FK 5T v & MMb + ASATITHE D RRE
DB IR0, b OREITEH S ET A,

« TCP IEHUL : TCP / —~TF A F1IT 4 E—T L TT,

e —ERETV a2 —LEERE : TCP 25— K /N4 %2 L ASA FirePOWER 73 E DILE D % A
FOYV—ERAE 2 — IV ETCEITENET IV A — a2 T2 L3 TEEHA,

e AT — K TV T =)V F—s—,

TCPRT—k INAIRRDFHA FSA4

i v v a VL ASA T EIERNCHEN. S NS T2, TCP AT — R XA NRA T 7 4 v 7 [
Wl DT INAATRAET 47 NAT R ET HDMENHY T, XA v 7 NAT Z{fEH
THE TNRARLITORYy Va GRIRENDT FLAX, T34 A2 TOR Y v a /IlE
RENDZT FLAEIZREY T,

TCP R F— k N /INADERTE

FRAN—T 4 VTBRETTCP AT —F T = v 7 2 RXAT5H|21F, BEEZTDHHEA
FFRY NU—ZIZORCHEAT DT 7 4 v 7 7T ABERRS ERZ L ThDH, h—EX
RV —FEHLTCNT 747 FTATTCP AT — h NA NXREARX—T /I LET, N
ANRAZELSTRY N7 DX VT A WMET T, TOT7 7V 55— a2 TE5D
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AT 71 [Configuration] > [Firewall] > [Service Policy] % 3R L £,
AT 72 [Add] > [Add Service Policy Rule] 227 U ~ 7 L £,

FE, AR FDOL—ARNTTIZHLBEE. V— L ERELET,
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7V v LET,

AT 975 ACLV—1VDOEE1E, [Source] & [Destination] (Z/L— b DDA A RDIP T KL A% AJL
T, 7 han%aTCP & LTHRELE T, #TLEZL, [Next] 27 Vv 7 LET,

10.1.1.1 ~ 10222 DEITTCP AT — ks F = v 7 Z A RZATEHEEIL. ROLHIITASLE
7,

* [Source] =10.1.1.1
* [Destination] = 10.2.2.2

* [Destination Protocol] = tcp

AT w76 [RuleActions] ~*— 3 C, [Connection Settings] ¥ 7% 7 U »» 2 L. [TCP State Bypass] % 3R L
\iﬁqo
ATw 77 [Finish) Z#7 U v 7 L CA—LERIFEL, [Applyl 27 VUV v 7 LCT A AEFHHFLET,
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AT 71 [Configuration] > [Firewall] > [Service Policy] % 3R L £,
AT w72 [Add] > [Add Service Policy Rule] =7 U v 7 L7,
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2MeET 4 =TT DEEFE. ROXHICATILET,
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* [Destination] = 10.2.2.2

* [Destination Protocol] = tcp
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2 NTT7 47N ASA EOTRCOar7x A2 MIEEE 52 %3, NFS 277 5 FTP
T 7 ANBEB IR 7 7 ANVRAHOL 70— RIZE->T, D T 7 4 v 7 ~DFEINE
BENET,

c B2 T T4 T A BB THEM S5 High Frequency Trading (HFT) . Z 2 Tlid, ASA
XV —2 A7 —3 =2 L Exchange I CIRBAESNVE T, Ex =2 U 7 ¢ 1@ ITREICIE
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XF = v 7 LDOMERR ED, HIRENTZAT— TN A VAT 2 a Z2E LT £,

| gwnzE B



mamaE |
. 70— 4 70— FOFIREE

VAT NIV BEIIZS U TELRABNBID - DI T 7 A T I —Ib 3 AT A~DN > N B RIR
AT e N TEET,

F7u— KRR 7 a—&@pl+ 512k, 7e—47n— K- R2&EHAT L —E R
RY— V—VEERLET, —ET B 70 —3F0%., WOSEEE-THRAICtH7e— R
SNnFET,

«IPv4 7 KL ADH,

 TCP, UDP, GRE D%,
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(G¥)  PPTPGRE #filiA 7 u— R T EH A,

°4VXN775VﬁM§ﬁ7D%ONPﬁkﬁA o, 2vre—Fyrxn
FAT7a— RTEEFRAD D LY F—F Frx/UIA7n— RTEET,

* ASA Firepower 72 ERIDE Y o — /L& @i T 5 7 71—,
« IPsec 3 K O VPN #fit,

o (EfE FTRERER] (TTL) AR SH 5 71—,
ML ETITE AR S EL T DT r—,

=T v NE—FDOINLTFHF¥Y A 70—,

3P DA H =T 2 A ANHDET Y T TN—TFHkT BT AT L b
E— RO TFr AN TH—,

¢« T UART LU N E—RTNAT 20 EETEH 70—,

sTCP A #—t7 F 77—,

B zesE




| #Ese

J0—#70—FOERE .

c AAABED 7 11—,
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THETT

GE)

ATy T

TS A PR — N OFERIZ OV T,
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ZRLTZE,
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K 7o —{ZXEE2RBIMO CPU 2 7B X OMIENIC (VNIC) #E|V 4 TAHITit) 7 — AR E
<7,

wmmne W


http://www.cisco.com/c/en/us/td/docs/security/firepower/9300/compatibility/fxos-compatibility.html

B oo—Ao0—rozz

wawaE |

by hUAREERVLBERGAIL. 7 T AZEET7 2 — VA — "= X7 BT D ERO R
REBFEND Y F7,

a)
b)
<)
d)
e)

VTG ARY T RN AL — 2=y NTH—ERAZFAMNILETN, vAF—2=
Mg IZEY 7= hLARWVWTLEZEWN, RDYVIZ, 7 TAZDEA L N—F KN
T—=FLThbH, SAX—IZR> TV 7—hLET, ZOH%, ~vAX— 2=y N TH7
n—RKHP—t R R —E2RETEET,

« T VA —N— JWNCT 7T 4 T 2=y N CH—ERZGN L ETH, 3<I2iEY
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[Configuration] > [Firewall] > [Advanced] > [Offload Engine] % 3R L ¥ 3,

[Enable Offload Engine] & #&4R L £9°,

[Applyl] #7 U v 7 LET,

[Save]# 7 U w7 L, BHENEEAF = T v 7 a7 4Xab—a VBRFELET,
[Tools] > [System Reload] IR LT, /N4 A% U7 —FLET,
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[Configuration] > [Firewall] > [Service Policy] % 3R L £,
[Add] > [Add Service Policy Rule] %7 V » 7 L£79,

T2, RAMDOIL—IRNTTIZHHHE., V=L ERELET,

I IVERFEDA R —T A AZEHT D, T_XTDA X —T A AT a—s3)L
WCHEAT 50 E I NEBIRL T, [Next] 227 U v 27 LET,
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Erbh ZOFINEL, ASAZEETAIN T 74 v DY —E AR —%~LET, FH (tothebox)
N7 4 v 7% L TR R R E MR OR R EZRETH L TEET,

1R BHHIIZ

TCP /) =~ T A Wah AL <A ZF 2513, BT DENCLER TCP ~ v 72 Epk L T<
TZE,

gwnzE B
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B s=z0r57/v5 v35208808E FTRTOF—ER)

&M

AT T2
ATFvT3

ATvT4

| iR

FIE

[Configuration] > [Firewall] > [Service Policy] Z 3R L T, L — L& & 5,

« B LW— LV EERT D121, [Add] > [Add Service Policy Rule] #7 V v 27 LEd, v«
P — KD [Rules] *— T F THAFE T,

HERDORTELEETTDN—NANH L5, TNEZ@EIRLC[Edt) 227V v 7 LET,

[Rule Actions] 7  ¥— K ~X—F 7212 ¥ 7 C, [Connection Settings] ¥ 7 Z 3R L £ 77,
BRI AR ET HI1T1E, [Maximum Connections] fEI CIR DIEZ R E L 7,

* [Maximum TCP & UDP Connections][Maximum TCP, UDP and SCTP Connections] : (TCP,
UDP, SCTP) hT7 7 4 vV I TADTXTDY T4 7T > b CTRIFFCHESR S5 kKK
(2000000 £T) . 7 7 4/V MEZ0O T, RKAFREEREITFAISND Z a4 LET, TCP
Bt oSG, AU SN RO ACEA S ET,

« [Embryonic Connections] : As A b Z & O HIH] TCP $4#58 D KE % 2000000 = TOHiPH T
ELET, P &1L, FMEIC LSO THREIZR DN R oA 72T LT
WEER R D Z LT, T 740 MI 0T, RV EAT TSNS 2 L ERLE

T, 0 LA OHIREZHET S Z & T, TCPRITZEEZA x—7 M LET, RITZEIC

LoT, TCPSYN X7 v hEHHLCA v E—T A A% T T v T 4> 7 F 5 DoS B #
MOENTRY AT LR LET, 7o, 7 I9AT 2 NI4T v a &3 E LT, SYN
TIToT 4T RH#ELET,

* [Per Client Connections] :  (TCP, UDP, SCTP) 7 7 A 7 k Z & D[RR D Kk %
FEELET (FK2000000) , 7 74T v hdHi= ) ORKEREOER 29 CTIZBV T
DU TAT 2 RE LW A RS D &L ASAIL, FOFERAIESL TNy bE Ry
T LET., TCPHE DL G, TAUTITMENLE ke, N—T A —7 ke, N—T7 7 n—
RN EENTVET,

* [Per Client Embryonic Connections] : 7 7 A 7 > k Z & Dlrllks TCP #I45#E D e K&
2000000 £ COFPATIRE L £T. 7 T4 7> b T L ORKRYIMBERIROBHE & ASA D
FTTIFANWTWDZ T4 7 & 3T LW TCP i 2 B3R5 & ASA [Tkt 2 L L%
R

B 2 A LT T R ERET DI, [TCP Timeout] FEIK TR DE AR E L £,

+ [Embryonic Connection Timeout] : fJ# (/\N\—7A4—7">) TCPEHiA v v MBI D
ETOTA FAEH, RO Z A LT U M eT 4 =TT HITiE, 0:0:0 w A LE
T, T 7 AN MI30TT,

* [Half Closed Connection Timeout] : /~N—7 7 B — X4 2 AL D ETOT A RV Z A LT 7
R (0:5:0 (9.1(1) LARTDHA) £721%0:0:30 (9.1(2) LAEDHZE) ~ 1193:0:0) , T
7 4V MEIZ0:10:0 TH, N—7 7 m—XOERIIDCD DL T8 A, £72. ASA
T, N—T7 7 ue—XEREUETA LX) By hEEELERA,
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ATvTh

ATvT6

ATy T17

ATvT8
ATvT9

ATy 710

ATvIN

BED ST 190 9520EHEDEE (TATtoy—tR) ||

* [Idle Connection Timeout] : (TCP 7217 CT7Ze<, HHWH 71 haLd) HfAa v Mg
BMEINDETOT A AR, B XA LT U NaeT 4 B—7/MIT 5T, 0:0:0 %
AN LES, ZOHMIES 2L ECT 248 DY £9, 7740 T 1R TY,

* [Send reset to TCP endpoints before timeout] : ASA 73, i A v v b &M DRI HEED
T RFA L MITCP Uty b Ayt =Y &REETH0E DD,

+ [Dead Connection Detection (DCD)] : Dead Connection Detection (DCD; 7 ~ RE&GMH) %

AR =TT HME I D, T A RAERGOHIRPEINL DRI, ASAIF=2 R AR A MZ
T =T EFE LUTHERPA TOHLNE DDA LET, MAFORA MBISE LTS
Bl B R S E T, ENLBNOGEEE, SRR S E T, RREITER (7
7 4V MES T, ®PHIZ 1 ~255) &, DCD 7' r—TZSEN L WA O T e —T %
EET D E TRHET 2HIM ChH2RITHIE (77 4/ MZ0:0:15 T, #iFHI30:0:1 ~24:0:0)
ERELET, NTUAXT LU N 7747 04— E— RTEEL CWAHAE, =
RRA L MRS T 4 v 7 = FEaRET DLERDHY £T,

VIl ABFEDT A DML ET 4 — 72T HI21E. [Randomize Sequence Number] & 4~
WZLET,

RS GEDRA NDISNE T A 2T 52 L1280 BORENH UV S 5k O
ISNZFHILTHLWE Y a v,y v 7T 505 LET,

TCP J —~ A FOEEE I A X~ A X4 5I2i%, [Use TCP Map] Z 4L, Ravy7&w
YU A NHDBBAFDOTCP~ v 7 &R T 57 (RINATRERSE) .« [New]ZzZ U v 7 LTHL
WTCP ~ v 7 Z&BMLET,

7T AT BNy MMk alReREf] (TTL) %27 27 U A F 32121, [Decrement time to
live for a connection] &4 2 L E 7,

TIL DT 7 U A2 biE, ASAN ML —RA JL—RIE Yy 7D 1 DL LTERENDTZOCHLE
T9, F7=. [Configuration] > [Device Management] > [Management Access] > [ICMP] ¢ ICMP %
EARREA vE—V DL — MlRZHESTHELH D £7,

TCP A7 — k /A NRA% A X —T WZF HITIL, [TCP State Bypass] 4 I L ET,

SCTP A7 — ks A NR %A F—T W F HITIE, [SCTP State Bypass] A4 2 L £,
SCTP A7 — 7N AV AXRY v a & F 72T HIT1E, SCTP A7 — b NA RREFELE
T, FEHICOWTIZ, SCTP AT — F 7L A U A7 g U EABRLTL &N,
(Firepower 4100/9300 ¥ % —3 ® ASA, FXOS 1.13 gD A, ) 7o — 47— REHHIC
95 I21%, [Flow Offload] 412 L%,

7 —MNNICHEKRTH Y B2 bNABEENSACAT7e— RENLI@HR NF 747, 7
0— KV —EREHFMNITH4EL HY £9, [Configuration] > [Firewall] > [Advanced] >
[Offload Engine] % 3R L 9,

[OK] £721X [Finish| 227 U v 7 L7,

gwnzE B
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wmE |
B s=s0x=5u>9

BEHmox=42)>2y

RON—V 2 LT, #EitTt=F LET,

* [Home] > [Firewall Dashboard] C, [Top Ten Protected Servers under SYN Attack] %~ ¥ =
R—FEHRLTTCPRITZELE=FX LET, [Detail] R¥ > %227 U7 35L, JEE
P TN T T NERINET, ASA T L — MERORICKED$E 30 B 7Y
YIFTHDT, T 74N D30 SR TIE, 60 B EICHETERSINESNET,

« [Monitoring] > [Properties] > [Connections] T. HAEDHERiEZ £ R L £ T,

* [Monitoring] > [Properties] > [Connection Graphs] T, 7 4 —< A& E=HF LET,

X 512, [Tools] > [Command Line Interface] Z {1l L CkDa~>r RE AN TEET,
* show conn [detail]
Bl e 2on LET, fEMEmRIZ. 77 7260 L TR R B ORrE 2 R LE T, 72
Lz o) 7770 TCPAT — s WA NRADMRTHD N T 7 4 v 7 Z2mmLET,
* show flow-offload {info [detail] | cpu | flow [count | detail] | statistics}

BRREIIR AT —Z AR, A7 u— RO CPUMHR, A 7u— &7 u—00¥ L i
M, A7a—REhk7e—#EHEgEs i, 7a—0F7a— N7 EHERLE
‘ﬁ‘o

show service-policy

Dead Connection Detection (DCD; 7 v REEGiMHE) O EFEREZ GV —EA R —D
atthmaeF£RLET,

show threat-detection statistics top tcp-intercept [all | detail]

Wz T TR#ESNTZ 10 b —"E2F R LET, al F—U—Fd, FL—RASNT
WOLTRTCOY—NDRIET =2 %#FR LET, detail ¥— 7T — Nk, JBEY 7V 7
TS EFRLET, ASA T L — MEAROMIZEKEDOKZ 30 BV 7V 7 5DT,
774 b O 30 AT 60 # T L ISHEHFIROIUE S E T

BERLER E DD IR FEE

TSy bT+—
HEES L)1) —R & BA
TCP A7 — K /XA /XA 8.2(1) Z OBERENNE A S E L7z, set connection advanced-options
tep-state-bypass =~ > R2VEAINLE LT,

| RS
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FTRTCOT b I)VOBEEL A LT
AN

8.2(2)

TA RV ZALT T NI, TCPEIF TR, +_XTH7a b
IVICHEHT DX ICEEEINE LT,

IROMBEFEAZEE SFUE L7z, [Configuration] > [Firewall] > [Service
Policies] > [Rule Actions] > [Connection Settings],

NPT T AET 47 b— |k
BRERT GO X A LT T b

8.2(5)/8.4(2)

FUFRy hT—T ~DEBDAXT v 7 — NINMFIEL T
BYO, EnENA N v 7 PR DGEIL. ASA ITHEENL
A TARNY v BREBOL— MR LET, LVEgs
No— EBMERFREIC R S T2 AT, 20X A LT 7 MZL-T
B Lo b0 T, 2ot — N &R L TR L H
N CTEET, T 74N MI0TT HEIF A LT M LE
TA) . ZOMREEERTI2IE. #4570 MEH LWMEIZ
EELET,

WO AR Z4uE L7, [Configuration] > [Firewall] >
[Advanced] > [Global Timeouts],

PAT xlate (Z%}3 5 5% E "l RE72 & A1
AT Tk

8.4(3)

PAT xlate 3% A4 57 7 N L (77 4/ N TiX 30 #%) . ASA
D LWEBAICAR— 2T &, —HoT v 7 X K
U— 2 )b—H %, BIOBEGNT v 7T AU —h T34 AT
RELTHRWTWAAMREMENR B D78, ZOH LW R & S
THEENH Y £9, PATxlate DX A LT U %, 30 b~ 5
STOFFANOEICRETEZ DL L,

WO ENE T S31E LTz, [Configuration] > [Firewall] >
[Advanced] > [Global Timeouts],

T OMREIL. 8.5(1) E7-1E 8.6(1) TIHEHTE A,

Y= 2 R = =D KA
DG E BT

9.0(1)

PF—E R R — — LD KR ALY 65535 725 2000000
WZBlE BiFbnE L,

WOME AT XjLE L7z, [Configuration] > [Firewall] > [Service
Policy Rules] > [Connection Settings],

NeT IR B A BT MRS
i % 30 FLIZHITE

9.1(2)

Ta—r)VH A LT SNBLOEERZA LT U O ITO N—
7 7a—XRK XA LT T NORMEIZ, £V ET DoS fRi#
PRMT AT 5 50D 30 A S NE LT,

ROBHENPELESHLE LT,

[Configuration] > [Firewall] > [Service Policy Rules] > [Connection

Settings], [Configuration] > [Firewall] > [Advanced] > [Global
Timeouts]

wmmne W
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Jb— N OIRIZHRT DA —V K
B BA LT U R,

9.4(3)
9.6(2)

BTSN TOWDL— b3 D fEEL TV, £72133E
TIT 4 Tl oin & EIT, VAT NN AR AR &
WETEDLLIICRDE LT, ZOFR—VRE T HRNIZ
N— RN T I T 4 Tl B WA BRI S vE T,
Jb— R OBCEN S SIS TN D L) ICh— v RE T~
AA—%RMETHIENTEET, L, FEAEDRY
NI —7TlZ, V= D75 T EBIET AT 7
b b D15 BEE)I T,

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] ®
WRAZEE SVE LT,

SCTP7 A KV ZA LT T FBXD
SCTP A7 — h /XA /XA

9.5(2)

SCTP ##iD7 A KV XA LT U MEeRETEET, F7=,
SCTP AT — b NANRAREZFHHZILT, b T T4 v T DT TR
TSCTP AT — NIV A LV ART L a v B F7ICTEET,
OB ENZE T X 31FE LTz : [Configuration] > [Firewall] >

[Advanced] > [Global Timeouts], [Configuration] > [Firewall] >
[Service Policy Rules] 7 ¢ #— K. [Connection Settings] % 7,

Firepower 9300 - ASA O 7 1 —
FT7ua— R,

9.5(2.1)

ASA B A7 a— K&, (Firepower 9300 L) NIC (Z[H#
P EBEZONIVERH L 7 u—%2ETEET, Zuck
D, T—HEUF—DLYRERT =X 70 —D/NRT —~
VARMEELET,

Z OHEREIZIE. FXOS 1.1.3 2S4BT,

WOEE MBI E 72 IZE T Z4LE L7z @ [Configuration] >
[Firewall] > [Advanced] > [Offload Engine], [Configuration] >
[Firewall] > [Service Policy Rules] > T C/L— /L % B0 % 7213 #
95 %A @ [Rule Actions] > [Connection Settings] ~ 7,

Firepower 4100 3 U — X £ ASA
D7a— F7ua— KOV R— K,

9.6(1)

ASA A7 v — RE{, Firepower 4100 Y —X @ NIC T
BEHEUD R HDLERS DL 7 — 5 RETEET,

Z OHERETIE. FXOS 1.1.4 2S4BT,

ZOMEEIZIX. oo~ FE7-1%X ASDM HiHIZH Y =8
/1/0

| RS
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ganzorE [

T3y bT+—
HERESR L))y —=x SR BA
NZ AT L b B—RTO~ [9.6(2) 7 AT Lk E— RO Firepower4100 35 L 189300 V) —
NTF Xy A NEHIO 70— F 71— X FNA AT, NICICEEYWRZ OoNA~w LT v R MNE
ROHFHR— R, HaEAT7u—FTELLIICRVELE, vAFFRy X 4
7a—Kit, A V¥ —T =2 RE2OFEFELT Y vV T —
TR TEET,
ZOMBEIZIX, FHloa~ 2 REFIZIASDM WHiIdH Y £4
oo
TCP 473 a VLB DT, 9.6(2) TCP < v 7 HRET D7 » hD TCP ~v Z—MN®D TCP

MSS B L UMDS 47> a T 57 7y a s ZRETE5
Ko7 FELE, EHI1Z, MSS, XA LARZ LT U4 K
U YA X BLOERNERICE S 7> a v OFT 74 D
RPN ETINE Lz, VHNE, ZnbDF 7y a ik, ~y
B — T EDEA TDF T a B2 B ABETHIFA
SNTWE L7, BIEIX, Ty MCREDZ A TDOF T =
VIO EEENTWAYEA, Oy NMEIT 74V T
Fay7snEd, &z, BEiX2 20X A LAZ T
F T a i’y MIFFRISAIVTWE L7eA, BRI R
02y FINET,

MDS5, MSS, BIRWFERINE, XA LAZ T BLOU (v
R YA Rkt L, MUZA TOBEEDF T a2 HNC
THDDTCP ~y THHETEET, MDS A7 a0l
By UHIOT 740V N TEA 7Y a vy s U7 S0kt
L. BIfEOT 7 4V FTIEFFAI SN ET, £/, MDSA 73
VEGELASR Ty N Ry 58 TEET, MSS AT
varyDEEIE, TCP~y Tk KE 7 AL b A4 XEE
TExET (N7 7427 7T7ATEID) , MOTRTO TCP
AT a DT TN NIERIIHY A, ZNHITZ T
ShET,

WO AR 2NE T Z4LE L7z @ [Configuration] > [Firewall] >
[Objects] > [TCP Maps][Add/Edit] %4 7 1 7' K v 7 2

NEF—h U =A 7 baLdl
WL— DX A LT T B

9.7(1)

OSPE2 EONEF— 7= A 71 k32 )LDdvb— b &I
TDHDIIKBERIA LT U FERETEDHLITRYELE,

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] ®
EENEESNE LT,
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ICMP=—D 7 a—N)V XA LT
AN

9.8(1)

ASA N ICMP = 2 — &R v M &5/ LT G ICMP ##ic &
HIFRT D ETOT A RAVKRIARETEH L 1T F LT,
CDHEA LT NBNER (F 740 F) T, ICMP A v A
Ta UDAENCERE SN TWDGE, ASA T a— & %%
FT2LTICICMPERAHIBRLET, Lo T, &TL
TWDEDOHEHEITKR L TAR ST X TOICMP = 7 — (3
FEINET, ZOXA LT T MIICMPERROHIFREE L5
DT, BERICMP 7 —% %575 Z L NAREIC D 7,

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] ®
WRAZEE SVE LT,
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