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INCHRETETET,

ACL Manager

ACL Manager |%, KD 2 DD HETRRTEET,

¢« AA 4 RUT, J=& 21X [Configuration] > [Firewall] > [Advanced] > [ACL Manager]
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[Access Rules]. [Service Policy Rules], 33 UY[AAA Rules] DE-~<— 3 TIERK L
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* 7% ACL : [Configuration] > [Firewall] > [Advanced] > [Standard ACL],

» Webtype ACL : [Configuration] > [Remote Access VPN] > [Clientless SSL. VPN Access] >
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L= T, — e — LV O%RICZERN eV — L 2 U a, Bk r— 3k LT
bty hLABRWATREMERH Y £9, 2L 2E, Xy MU —27101.1.024 %377 L, ZOH TRy
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through-the-box 7 7 & A Jb— /W5 ACLIZIZKREBICHED deny A7 — h A FB3H Y
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Jx— LA —nN—EHSREYVY

Ay 74 Fal—varyyiail, TaANA—NR_R—F TV T AHY 2=y NE TR
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[Action] : [Permit]/[Deny]

BELIE NI 74 w7 2370 (BR) §250, B8 ERIEER, ~—8) o0 2@ERL
ij—o
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BMELEIELTWD NT T 4 v ORIEEDOFE, [Source] IFRET HMENRH Y £
D, EOMDOT aNRT 41 3A T a TT,
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EEILD IPVvA 721 1Pv6 7 R LA, 7 7 4 /L MElZ any T9, ZiULTXTO IPv4
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EEILT—ERC—HTLO2MERH £ (L& 2E, MAFE bR —MNERDOH D/
ZRWTCP 72 E)

[Destination Criteria]
WMELLOELTWD T 70y DF—5 v FOFE, [Destination] (35X E 3 2 M E )
HYETN, TOMOT T 4 1ZA T2 TT,

Destination

D IPvA 721X 1Pv6 7 KL A, 7 7 4/ MilZany TT, ZHUITXTOIPv4 £
70X IPv6 7 RLAIZ—E L E T, IPv4 DA EZHX—5 v MIT 55513 anyd %, IPv6
DOHHEH =7y MZT 558 T anye TN EIVERTE £, H—-DFRA M T FNL
2 (10.100.10.5 % 721% 2001:DB8::0DB8:800:200C:417A 72 &) | 7 x> b

. TOEXarvkOo—IL YR+
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N

mirAcEn 7057+ [

(10.100.10.0/24 £ 7-1% 10.100.10.0/255.255.255.0 T2, E 721 IPv6 DS
2001:DB8:0:CD30::/60) . v NI —7 77 "ERITIRY NU—7 3TV
s TN—T D&, FTIEA L H—T =2 A ADLBIERETEET,

Security Group

Cisco TrustSec Z NI L CWAIGEIL, BX =2V T 0 TA—TD4FRX 7 (1 ~
65533) . FEtEF VT4 IN—T ATV NEFEETEXET,

H—EX

IP, TCP, UDPXRED T 7 4w/ D7 v fhaj), 7 3 CTCP, UDP, F£7=i%
SCTPDAR— hERETEET, T 74/ MIIPTTR, L0 BEEKYR T harz
BELT, =7y NMITB T 74 v 72 X0V KRET D ENTEET, @
WX, ATBNDEA TOH—E R A7V 27 FEBIRLES, TCP, UDP, B3I
SCTP DA 1L, tep/80, tep/http, tep/10-20 (AN— M#iPH) | tep-udp/80 (AR— k 80
£ D TCP £721XUDP b7 7 ¢ v Z71Z—%) . sctp/diameter D X 5 1ZHR— N & fEE
TEXFET, T—ERAOHEEDOFHMIZOWTIE, JEIEACE DY —EADHAR (12 3—
V) EBZRLTLLEEN,

ACE D BHIOFBHZ AT LE T, 11TTORKLTEIL 100 XTFTTT, #HEITEZANT
EFET, FITIXCLIOERE LTiEMS ., HRIX ACE OFICEE SN E T,

GE)

1 >DO7 Ty N7 3 —2 (Windows 72 ¥) FTCHIELAOLFTa A MEBINL, £h
LONFENNDT T v b7 4 —2Ah (Linux 72 E) HHEIELE D & LGS, ToXFN
ELL TSN W OMESCHIBRZ SEIT TERWA[REMEXH Y £3, ZOHIRIE, &HE

EHEONFTEIEIFERFETZ L a—FTB57 7y F 74— 2DERFEHIZE DL OT
R

[Enable Logging] : [Logging Level] : [More Options] > [Logging Interval]

nX s ATy a T, =IO Tsyslog A v —V &2 ED X HITERT %
E#RLET, ZhHDOF Ty aid, 778AL—LELTHAESHS ACL, D0,
AVE—T 2 A ATHFRE SN TWD ACL 72137 v — Vi STV % ACL O
HHSNET, ZOF 7Y a AIMhoRICEN S Tnd ACL TIFER S ET, &K
OaX T ATy g EFEETEET,

[Deselect Enable Logging]

=N Du X TRNERZIRY £, ZON— T HERICONWTIE, EoH
A 7D syslog A vE—VHRITSNER A,

[Select Enable Logging with Logging Level = Default]

N—IUZF 74 bOu X Z RIS E T, i SHmHE 2 LI syslog A v
tT—106023 BEITEINET, TTIAT UV ANRKBEZITTODEHA, TOA Y
YTV ORITHEIT Y — R E L KT RN H Y F5,

T7OEXarvka—)L YR+ .
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[Select Enable Logging with Non-Default Logging Level]

106023 Dt VI, HHI X7z syslog A v E—7 106100 DNt SEF, A vE—
2106100 1%, FTHRMICE v LIz ZIIRITSNET, £DF%. [More Options] >
[Logging Interval] Ca¥iE L7-[[R Z & ICHITS, ZOMBANOE v MIAERL E
T, HEREN A e X7 UL [Informational] T,

HEGRA Yy E—VEENTLE, WBOFBLETEDLLLBIT, BRI TE
A=V DI EZITe D £F, DOSKEBEEZZ T TWDHEA, A vyE—106101
MERINDZENRHY ET, ZHUuL, AvyE—106100 D8 v ~ T2 FOAR
WSS F v v o SNTER 72 —0HED, 1 DOMREIZEIT DR KL 2
2l ERLET, ZOET, 77747 VA THBEZRET 572012, ROME
FCREHEROINELE L ET,

[More Options] > [Enable Rule]

V= IVINT IS ATT I T 4 T2 THBENE D I, > TWBHIL—LiE, —
T =T VIR LT EOTF A P CEREINET, V—AEEHITDHE, L—
ZHIRT A2 Z L =NV D T T 4 v 7 ~DiEfEfEIETcEEd, 20D, 0
= VST E I LT2GA 1R, B CHEANCTHZENTEET,

[More Options] > [Time Range]
IV IVNT I T 4 TIN5 T BN b LR W H 2 ER T DA 7 ¥ = 7
D4R, R Z 8 E L WiEa, V—/UEEIZT 77 4 7 TT,

Hi3k ACE D5 — E X Dt #k

JEBE ACE OFES e — B A I2iE, ROFKMEERETEET, BHETT—ERADOEAIE, A7V 3
AT ET A, LVRBESINTEY, TCP, UDP, TCP-UDP, F 7213 SCTP 54 LIMEE
TxFEHA,

IS 4

EBEDHZA TDOY—EAFT V=l FERITIV—E A ATV b I NA—T D4R, =
NoEOAT o7 MZE, T CHATA2SIEIERIFELZEDDENTEES, 20
72, ACLEICH—ERAEREBHRHAT L Z ENMHICTEET, EREAL T V=7 b
NEBHABINTWDIZH, FEITHEEZ ALY, MBOA 7V 27 NE/ERLTEY
T, MWERAT V2l FRRONDGERH Y T,

Joran
1 ~ 255 O#IFADOIME £ 7= 1Xip. tep. udp. gre 72 & OEEHID A AL,
TCP. UDP. TCP-UDP. SCTP ;K— k

tep. udp. tep-udp. B L Psetp F—U— NIZHR— b2 ETHZ ENTEET, tep-udp
X0 — FEHTS & top & udp AEBNHEETICHS D7 2 k2 OK— R
HTEET, A= MIROFIETHEETEET,

o Hi—7"— N : tcp/80, udp/80. tcp-udp/80, sctp/3868, F72i tep/www, udp/snmp, F
7213 sctp/diameter 72 & OBEFN O — ¥ A4,
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o 7N— RM&EPH : tep/1-100, udp/1-100, tcp-udp/1-100, sctp/1-100 (L, F~—F 1~ 100 (1
&£ 100 25 T) IC—ELET,

e A= MIFELL 2V RO 1= 2B L E3, 72& 21X, TCP A— b 80
(HTTP) VADIEEDTCP bT 7 4 v 7 IZ—FH S BHI121E, 1=tcp/80 LFEE L £,

IR —FEBLIV/NSIWV i <EBIMLET, 72E 2R 150 K OIEE DR — kD TCP
KT 74 70 —HEEDHITIE, <tep/150 EHEEL E T,

e AR—FEFILVREW >ZBMNMLET, L& ziL, 150BOEEDR— KD TCP b
T 74 w7 I BEEIEDHITIE, >tep/150 EFREL T,

A\

GE) DNS. Discard, Echo. Ident, NTP, RPC. SUNRPC. B L Talk I%. “ILFIZ TCP
EFE L UDP OEZEDOMW T M TT, TACACS+ TiX, A—F 4912 L T1 2D TCP &
—:\é » N <4
?5‘575)%‘%‘(@—0

ICMP, ICMP6 * v+—

FFEDA vE—Y (ping =a —FRONEA vE—TURE) RAvE—Y a— N —
7y MZT&E3, ICMP (IPv4 A1) 8L TVICMP6 (IPV6 [A11F) % 1 /3 —~ 2 TEF W 7+
FTT =T FRZEMEINTWDLTED, FEITORMNEREDANEIRDIGERH Y F
T BRITKDO LS £7,

iemp/icmp_message_type[/icmp_message code)
icmp6/icmp6_message_typel/icmp6_message code]

A= Z A 131~ 255 OFPHOBAE E 72 IFBEA O L RITT, 22— RIX 0 ~ 255 OHipH

OFEE T, BIRLUI-BERNEBRBOX A F/a— RIZ—FHT2Z2 2R LET, £ L
e ACEDR—ELFEH AL

B4 ACL DERTE

HEHE ACL X ACE OARIffE a7 LTREINET, H LW ACL #EKT212x, £
AT TR A MERNH Y T, ED%, FEHEACL T —7 VA L CTACE 2B L7z
D, BEfFOACEZfRELTZD, ACEX B2 7 TExET, ZOT7—7 /ML, ACL Z&E
THEXL ACLZFEHTHRY O — %R ET H L X2 ACL Manager TH# 7 & L TRRINE
T, EHLHDEAEL, Vg v RUA~OITEHFZBRWTEIRIZFEC T,

FEAE ACL TlL, IPv4 7 RLADHEMALT, L7 FLADAREERLET,

FIE

AT w71 [Configuration] > [Firewall] > [Advanced] > [Standard ACL] % 3%&R L £,

ATFY T2 HLWACL Z1ERT 58415, [Add] > [Add ACL] Z3R L., 4RiZ AN LT[OK] 227 U v
7 Liﬁ‘o

T7OEXarvka—)L YR+ .
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ACL 27 TR T —TNMTEBMENE T, EHE ACL OL4FNTIEE TEEHA,
AT T3 ROWTNANEFEITLET,

« ACL DKRIZ ACE Z B4 521X, ACL4 £721X ACL NOILE D ACE Z34R L, [Add]
>[Add ACE] Z &R L £ 77,

« ACE Z R E O ITICHAT HI2I%, BEfFD ACE Zi&R L, [Add] > [Insert] Z &R L T#
D)—)V D _EIZ ACE ZBINF 57>, [Add] > [Insert After] Z 3R L £,

=)V ERETHIIE, V=L EEIRLUC[Edit) 227 Y v 7 LET,

ATV T4 ACEDTuNRT 4 AN LET, ROA T arndbh £7,

s [Action: Permit/Deny] : 8 E L7z b T 7 1 v 7 ZFFr] GEIN) 250, S GERIWR, R
—E) THNEERLET,

*[Address] : T 7 4 v Tua—0RNELIIZ—F v T FLAZEFRLET, 10.100.1.1
REDKARNT RLURN, v hU—7 (10.100.1.0/24 % 7213 10.100.1.0/255.255.255.0 J&
A) ZEECEET, FE, XYy N2 3T 027 bEBRBINTHZEHTEET (B
A7 V=7 FONED [Address] 7 4 —/V Rize— RENET)

* [Description] : ACE ® HEIZEET 5% 1 17H720 100 XFLL FTAN LET, EHIT
EANTEET, BITILCLIOERE L CEME I, HERIX ACE ORINCEE S VET,

GE) 1 >D7 Ty 7 4—2 (Windows 72 &) ETHEFELAND LT Ta A h&BMN
L. ENHDOXFENDT T v b7 4+ —2 (Linux 72 &) MHHIBRLE S & L
P, TTOLFINTE L < 3Bk S 7= OFRECHIBR A4 AT TE R W ATREMA &
DET, ZORIRIL, FESHEOXTEIETIERFETTZ L a—RTHTTy
N7 — DORFEHEIC LD DT,

ACE DEFRNTET LG, [OK]Z 27V v 7 LTT—7 M — v ZBMLET,

RATv 75 [Applyl 27 U v 7 LET,

Webtype ACL D% E

Webtype ACL (X, 7 7 A7 MLV ASSLVPN 77 4 v 7 DT 4 NE YT BEDF > b
T—7, 7 Fy b, A M, BEOWebH—_"~D2—H 7 72 XOHIBIAEH S ET,
T4 NEEEFR LW ER., TN TOERIFF A S ET, Webtype ACL 13 ACE D4 it
TaryrFLLTRINET, FHLWACL ZEKT 2121, T 27 FZ2ET 202N
HET, TDOH%, WebACL 7T —7 V&ML TACE ZBIML7ZY, BEFD ACE ZiRE L
720, ACEZ I ~EEX/-) T&FEd, ZOT—7/ME, ACLEZHETHE &L ACL &9
DRV —HBRETDHEZIZACLManager TH 7 L LTHRRINET, ELLOHAL, Vg
v R A~OITE S 2B CFIEIZRE C T,

Webtype ACL (21, URL fHARIZINZ TIPVA 7 RL AL IPv6 7 KL ADMAGDOEEEDHH =
EINTEET,
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ATy T

ATy T2

ATvT3

ATvT4

ATy TH

Webtype ACE ® 7 O /8F « .

FIE

[Configuration] > [Remote Access VPN] > [Clientless SSL. VPN Access] > [Advanced] > [Web] >
[ACLs] DNEIZERIR L E 7,

B LW ACL 21ERKT 28413, [Add] > [Add ACL] Z#IR L, 4Bz AN LT[OK] %2727V v
7 LET,

ACL 2> 7T —7MZBMsnET, B Tloar7F2&IRL TRt 227 Y v 7 T5%
ZLICkY, arT S OL4RIAERETE ET,
WONWTINNEFITLET,

« ACL DKRBIZ ACE ZiB¥ 521X, ACLA £ 721X ACL NOILE O ACE Z34R L, [Add]
> [Add ACE] Z &R L £ 77,

« ACE Z R E OLHTICH AT HI21%, BEFD ACE Z3i&IR L, [Add] > [Insert] &R L TZ
D)=V D 2 ACE Z3B13 5 7>, [Add] > [Insert After] % 3R L £,

=V ERET DI, VNV EERLUC[Edt)| 227V v 7 LET,

ACEDTu T 42 A LET, BIRTHERLT T a ko By T,

* [Action: Permit/Deny] : f8E L7 b7 7 ¢ » 7 ZFFA] GEIN) + 2570, L GBRIUER, <
—%) THENERRLET,

e [Filter] : 585EIZHEDL N T 7 4 v 7 —E G M, 7v ba v a@RL Th—~4% (7Y 3
VTNRAEL T ANL) BASTDHZ LI > TURL Z#$5ET 57, IPv4d 721X 1Pv6 7
RLAELETCPH—EREHEETLHIENTEET,

FEFAIRE/R T RTOAT > g IOV TIL, Webtype ACE D7’ 12 /87 ¢ (15 ~5—) &5
LTL7EEN,

ACEDEHRNTET LTeb, [OK]Z 27U v 7 LTT—7 M — v ZBMLET,

[Applyl &7 U v 7 LET,

Webtype ACE @ 7'0/8T «

Webtype ACL @ ACE ZBINE/-I3fmET 2 L&, ROT e RXT 4 2RETEET, £<0
74—V R, RER Y 7 ZA0HFICHD T RE %2V w7 LT, 74—/ RTHEHT
XHA TV MEBR ERR, ElIdmETEET,

HED ACEIZDOWT, URLERIET RLATIANEZ Y T T 52 EnTEET, 2770,
W CT4NETHZLITTEEE A,

* [Action: Permit/Deny] : f8E L7 b7 7 4 » 7 ZFFA] GBIRN) + 2570, L GBRIUHR, ~
—E) THNEERLET,

T7OEXarvka—)L YR+ .
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* [Filter on URL] : %65 URLIZHSL N T 7 4 w7 —8SM, 7a haz@R LT
Y= f (AT arTRRETFANE) ZATTLET, 2L X,
http://www.example.com & {5E L £ 7, £72iE, T X TOV—"ZXRITT DHITIE,
http://*.example.com & f57& L £ 7, LN Tid, URLOFEEICET 2 > b L HfREH
ENLOpvrLET,

« T RTO URL AT 58540, any 2R L £9,

« [permiturl any] ##§ET % &, protocol://server-ip/path DIFX A ETed X TD
URL2SFEAT S AL, SO/ — A= LAROR— MERRED LT 7 v 73T
7y SNET, BERWRIEENEELRNE S LERR— | (Citix DHH
(TR — | 1494) ~DHEHi 2 7F 4% ACE ZfFH L TS 7Z2& W,

e Avw— bk bR E ica T T T A b, smart-tunnel:// & ica// DH A TITDFH—
B3 5729, [permiturlany] #fH L7Z ACLICE > TEEE2ZITHZ LI1EHY
FH A,

fEHTE 571 b3, cifsy/, citrix:/, citrixs://, ftp://. http://. https://.
imap4://, nfs://, pop3:/. smart-tunnel://, L RN smtp:// TF, 71 ha/LTUA
WA= REMFEHTHZ L HTEET, & 2IE, hit* [T http 3 X Olhttps 12—
L, TAZVR7 * T+ haVi—ELET, &2,
*://* example.com [, example.com % kT —27 ~DF X TDH A 7D URL ~X—
A N7 4y 2B LET,

e smart-tunnel:// URL 45 E T 5 &, =~ AIEFE2EZDH LN TEET, URL
IR EEZDDHZ LIXTEERA, 7L 21X, smart-tunnel://www.example.com /%
AT AFLATEE T A3, smart-tunnel://www.example.com/index.html {35 7 AFVAS AT
T,

T AZY AT (*)  EOXTFHNEEFLTEEOLTFINC—HLET, T X3TDhttp
URL I[Z—EEH 5ITIE, http://*/* &AL ET,

« BERAE 2 IHMEE D 1 SUFIC—H LT,

Ay a ([) : XFOHMAEIRET HBRIHEHT AT, ALy a3
BEIN-HEICBETAEED 1 LRI —BLET, =& 213,
http://www.cisco.com:80/ & http://www.cisco.com:81/ D[] 512 —E I H 51213,

Thttp://www.cisco.com:8[01]/] & AL FE T,

« [Filter on Address and Service] : 48567 RV A L —ERZESWT R T 7 4 v 7 2RE L
i‘é—o

« [Address] : 565D IPv4 £721%XIPv6 7 KL A TH, T RXTOHOT FL A —HEEDIZ
X, T XTOIPvE £721XIPv6 7 R L AIZ—%T % any 2 L £3, IPv4 DRI
HSH DT anyd 2, IPV6 DA —H S W52 any6 2 L ET, BH—DHRR
7 KL (10.100.10.5 % 721% 2001:DB8::0DB8:800:200C:417A 72 ¥) | ¥+ 7 %~ b

(10.100.10.0/24 % 7213 10.100.10.0/255.255.255.0 £, £ 7213 IPv6 DA T
2001:DB8:0:CD30::/60) ZIFETXEd, F£/id, Xy NI —2 FT7 V=7 FERR
LT, A7 V27 hORNKFET7 4— LV Rice— K52 L6 TEET,
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s [Service] : H.—® TCP ¥ —E A{tkk, T 7 4/ MIKR— KR LD tep TT 2, H—D
A= (tcp/80 <° tep/www 72 &) F 7R — MiPH (tep/1-100 72 £) ZFFETE £
T, HH T2 ENTEET, 2& i, 1=tep/80 1% 80 LISL DR — k. <tcp/80
1% 80 KM DT R TDR— | >tep/80 (X 80 DT X THOR— KT,

* [Enable Logging] . [Logging Level] . [More Options] >[Logging Interval] : 2 ¥ > 7 47 =
CTE, EBC N T T 4 v BREET DL LI O W Tsyslog A v E—V & ED L 9 ITAE
T 50 EEZRLET, ROXL 7 A7 v a &I IETEET,

* [Deselect Enable Logging] : /L —/v D ¥ 7 2z LEd, ZO/NL— /L THELIN
HRTZ T4y ZIZONTIE, EDF AT D syslog HFITIIVER A,

* [Select Enable Logging with Logging Level = Default] : /L—/L DT 7 /L s ¥ 7%
L EJ, SNy b T &I syslog A~ 12— 106103 B3REITINET,
TTTAT UAPKEEZT TODLEE, 20Xy =V ORTHREIX N —ERILE
BaRF TR H Y £7,

* [Select Enable Logging with Non-Default Logging Level] : 106103 Ot V12, HEH S
7z syslog A v E—37106102 22 LEd, A v E—1061021%, FFHEME v b
L7z & ZITRITENET, £D%. [More Options] > [Logging Interval] T iE L 7= AR
TLICHRET SN, TOMBANOE v MEARLEY, #EESh L X LUl
[Informational] T3,

* [More Options] > [Time Range] : /L —/LINT 7 7 4 71272 > T DLENH 5 EEEH L iEH
ZIEFRT DM A T Y = 7 h o4, RHEEAZIEE LRWESEE, L—/WETEICT 7

T4 7TY,
Webtype ACL M5
PLUFClE, Webtype ACL @ URL ~X—AD/L— )LDz DhvRr LET,
TA4LE wE
JEAS url http://*.yahoo.com/ Yahoo! T _XT~D7T /&A%
EELET,
B url cifs://fileserver/share/directory | {5 @& X N 7- T2 H 54T
DT 7 AN~DT 7 A%AE
IZII< l_/ i ﬁ—o
FiER url https://www.example.com/ BESNnNET77ANL~DT 7
directory/file.html A EESELET,
Gl url RESNTGHi~DT 7 & A
https://www.example.com/directory | 22wy | 3 4,

T7OEXarvka—)L YR+ .
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B rcoz=5u2y

J4ILAE 28

JEAS url http://*:8080/ RN— 1 8080 Z 1 LT fEE DY
FT~DOHTTPS 7 7 & A Z 445
L i —340

A url http://10.10.10.10 10.10.10.10 ~® HTTP 7 7 &
AR LET,

Eiaal] url any TEDURL ~DT 7 & A%
ALET, BFEIE, uwl 77 &
A& T D ACL D®H LI
MEnET,

ACLOE=AR1)2Y

ACL Manager, fE£%E ACL, Web ACL, 5 X O EtherType ACL 7 — 7 /LIZiX, ACLNE & T
FoRENET, 2L, TS ACHESNTODNEZ EMEICFRT DI, koa~w o K
EHEHLET, a~> R&E AT 5HI21E, [Tools] > [Command Line Interface] % %K L & 7,

« show access-list [name] : % ACE D{T& 5L by b By haEeT /72 A UANEFRR
LEF, ACLAZIEELTLIEE, LTI LARnE, 3 XTHOT7 7 1A URIRRRS
nET,

« show running-config access-list [name] : BAEFATL TWAHT 7 ERX VA 27 4 Fa
L=y g U EFRLET, ACLAZIEL TSV, £9Lne, §XTHO7 7 kA
URANBERINET,

ACL O FE %

1

N

)1)—2R BLL]

HEUE . JLAE, Webtype ACL 7.0(1) ACLIEZ, Xy NU—2 T AZHIH LY, &F JF 08
RREHEHTA NI 74 v 72 RE LV T 57DIEHSNE
T, JERT /A a2 hue—/L U A KL, through-the-box 7
7R ar b= eZOMDON O OBERICHEH I E
T, HEAEACL (X, V— bk v~y 7 & VPN 7 4 LZ TR SN
F9, Webtype ACL X, 77 A7 kL ASSLVPN 7 1 /L ¥
V7RSI ET, EtherType ACL (%, IP LSO LA ¥ 2
N7 4w ERIELET,

ACL % E 4 572 ® ACL Manager 35 X OV DD ~2— DA
BiIEE L,
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accomEE i

HaE

iy

IJ IJ — X

Bl

PEIE ACL TOEBEDIP 7 KL X

8.3(1)

NAT £721X PAT 2325 & XX, S E I EBERET, ACL
TOSy B 7 7T RUVABIOR— OFERABAREIC/RY F
To ZHDHDOERRIZOWTIE, BHSN TV ZRWEREDOT L
ALR— R NEEHTHILERDHY £7, FEEOT RLALFR—
FAMEHENDDT, NATa V7 f Falb— g UPNEEX
NTH ACL Z2EE T H0BT <20 7,

JER ACL COT AT VT 47T 4
T7AT T F DI R— |

8.4(2)

TATYTATA T77AT UV —NDO2—FB LT L—7
EREITESEBIHHTE DL IRV ELE, TA4T T«
TA TT7AT T4 —I/VACLIET 7 &R /L—/L° AAA /L—/L
LBz, BXOVPNRRREICEH T E9,

EtherType ACL 23 IS-IS 7 7 1 >
7 &Y AR— b

8.4(5). 9.1(2)

RFZUAXT LU N 77 AT U4 —/LE— RTHL, ASA N
EtherType ACL Z i L CIS-IS b7 7 4 v 7 I T&X % &
2TV FE LT,

WOHEENET INE L7, [Configuration] > [Device
Management] > [Management Access] > [EtherType Rules],

$L3E ACL T Cisco TrustSec D
AN—k

9.0(1)

Cisco TrustSec ¥¥ = V7  ZI)—TF%E{E L L suielcfEi
EDREONERVE L, TAT VT AT A4 77A4AT T —)b
ACLZT 78X L—)L b L I TE £,

JIBE ACL & Webtype ACL T IPv4
7 RLURAEIPV6 7 R L ADHA

9.0(1)

J3E ACL & Webtype ACL TIPv4 7 KL A L IPv6 7 KL AN
PR—FEINDEIITRY FE L, FMExBLO%EHLICR LT
IPv4d BELOIPV6 7 KL 2ADFAADE LIRETE 7, any
F—TU— L, IPVABLNIPV6 b T 7 (v 7 BET LA
HINFEL, IPVADHD T T 47 KT anyd F¥— U —
K&, IPv6 DHD NT 7 v 7 %FKT any6 ¥ — T — RANE
EE L7z, 1PV [EA O ACL IZFEHESE T, BEFED IPv6 ACL
IFIRER ACL IZBA TSN E T, BITOFEMICOWTIE, VYU —
A ) —=hEZRLTLIZIN,

ROBEHPEESNLE LT,
[Configuration] > [Firewall] > [Access Rules]

[Configuration] > [Remote Access VPN]>[Network (Client) Access]
> [Group Policies] > [General] > [More Options]

ICMP =— Ki{ZX > CICMP k<
TA T T ANE) T HD
DYEIRE ACL & 472 = 7 MMEREE
ik

9.0(1)

ICMP 21— RI{ZFESWTICMP v 7 7 4 v 7 OFF A E 1213 H5S
MTEHEHIITRVFELE,

WOEENAEANEIIERINE LT,
[Configuration] > [Firewall] > [Objects] > [Service Objects/Groups]

[Configuration] > [Firewall] > [Access Rule]

T7OEXarvka—)L YR+ .
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B roomE
HEEER )1)—2 &5 EA
ACLB LA T V=7 b ERET 9302) M Lizar 74 ¥al—var By aryTACLBIUA
DlbDar7 4 Falb—ay TVl FeRETELLOICRVELE, A7 V=7 FBX
vy WACL 2RI TZHT D5 L b ARETY, DFE VD, EEHFEL
T IERA N AN TCOAT Ve ;“f“;;i;g fjg%g;‘fé”ﬂmiw? 7
F 45 LK ACL ORI 58 ST ERIET S :
T RA N VORI EN LR SNE LI,
Stream Control Transmission Protocol |9.5(2) setp 70 b LA LT, AN— bOtEEE G T ACL L—/L
(SCTP) @ ACL ®HA— k AERTE D LT L,
[Configuration] > [Firewall] > [Advanced] > [ACL Manager] ~—
TUTT AR Y OBNARES A T s Ry 7 AN
EHEINE LT,
Ethertype /L'—/L G, IEEE 802.2 it | 9-6(2) IEEE 802.2 i@ ¥ U > 7 #llffl- X/ > | @ Destination Service Access
U 7S B OSESEY—E R Point (DSAP) 7" KL A{Zxt L C, Ethertype ®7 7 & Al
TIEARAY NOT RUARY =V EFLRTEL L DI £ Lz, ZOEMZEY ., bpdu
A—hranEd, F—U—FBRRNT 7 4 v 72— L7<72 £3, dsap
0x42 @ bpdu /L— /L& EX 2 T ZX0,
WO ENZETE S 31E LTz, [Configuration] > [Firewall] >
[EtherType Rules].
TV Y TN—T A =D A 2 |9.7(1) Ethertype ACL Z#{Efk L, V—7 v RE—FKDTY v 7 )—
4 —7 x A AT Ethertype /L —/L D T RAUNR—=DA L H =T oA AZHEHATE DL FEL
N—7v RE—F BIOTU v Tro Flo, AUNR—A U H =T AIMZT, 7V v IR
CIN—=TDORBA =T = A A Z =T =42 BVD) ITHEET 7 B A NV— NV EEHT S
A (BVI) OILHET 7 A L—LD ZEHTEET,
YR ke WO ENEE SuE L7z, [Configuration] > [Firewall] >
[Access Rules]. [Configuration] > [Firewall] > [Ethertype Rules],
EtherType 7 7 & Al ) 2 k0% 9.9(1) EtherType 772 22> hu—/ L U X ~Z, EthernetlIIPX (EII

EO

IPX) U R—bFF5X91CDFEL, 5T, DSAP ¥—
U — RIZH LW —T— KB & i, 3hiE DSAP £ (BPDU
(0x42) . IPX (0xE0) . Raw IPX (0xFF) . 3 X OVISIS
(OxFE) ) ¥ AR—hFrLET, TORFK., BPDU £721L SIS
X —U— K& 2BEF D EtherType 7 7 ® Afilfll=> ~ U
X B BRI DSAPHEARZE 32 L 9 IC&E# S, IPX D/L—
UL 3 DDL—1 (DSAP IPX, DSAP Raw IPX, & L VEI
IPX) (A ET, S HIZ, IPX % EtherTypef & L CTfEH
THR7y b ¥y T F RSN E L, U, IPX Y3
SOfERB] D EtherType (2% ST 5728 T,

WO A S fuE L7z : [Configuration] > [Firewall] >
[Ethertype Rules].
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