VLAN A/ 2 —T x4 R

ZDOETIE, VLAN YT A v H—T 2 ZAZRETDHHECHOOTHBAL £,

CE) ~AFariFAbET—FTE, ZOHOTNTOI R 2V AT DFITAR=ATRITLT
LTIEEN, VAT LFATAR=ZIZ A TWRWEA, [Configuration] > [Device List] <A >
T, TITATRTNAAIPT RLADFIZHD [System] X T2 U v 7 LET,

* VLAN A > X —T = A ZAOE (1 =)
cVIANA VX —T A ADTA LA (22—)

eVLAN A VB —T 24 ZADHA RF 4 (34—

eVLAN A L Z—T = A ZADT 7 4 /)L Fi%E (3 2—)

*VLAN V7 A =T 24 AL 8021Q N T XL TORE (42—)
¢ VLAN A > Z—T = A ZADf] (5 2—3)

* VLAN A > X —7 = A ADERE (7 <—)

VLAN f 3 —2J x4 ADOBME

VLAN VT A v H—T oA ZEEATHE 1 DOYHEA L X —T = A A, LEA LV H—T =
A A, F721% EtherChannel £ > Z —7 = A A%, $72% VLANID T 7+ SN 7= EH DO
AL H—T oA ATHETEET, VLANY T A U H—T 2 AN 1 DU LEH LA o F—
7oA AL, BHEIUIZ802.1Q T v 7 L LTHESNET, VLAN Tk, FTEOWEA v ¥ —
T2AALETR I 74w 7 B0l TEBLLZLENRTEE2D, WALV X —T A4 AFIT
ASAZBEMLRLTH, Fy NUV—7 ETHHATEDA VX —T oA ADEEHET Z LN T
TET, ZOMRIZ, K2 TIAMNIBEAEDOA U E =T oA AEFEV B THZENTEDHD
T, w/F arFX AN E— R TEIZERTT,

12D 7F54<1U VLAN & 1 SDFEF- 3O o #) VLAN 2R ETXET, ASATED
VHEUVLAN Ch I 74w 2ZETHE, TNae 774~ VLANIZ~v Y LET,
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VIAN f 52— x4 |
B vwnwsos—oz1z2050102

VLGAN A 3 —TJ A ADFM4 1R

ETIL 4t REH

ASA 5506-X KEART AR5

ASA 5506W-X Security Plus 7 A > % : 30
ASA 5506H-X

ASA 5508-X HEART A B A 50

ASA 5512-X HERTA R 50

Security Plus 71 272 : 100

ASA 5515-X AT A B A 100
ASA 5516-X HEART A B 50
ASA 5525-X AT A B A 200
ASA 5545-X AT A BR300
ASA 5555-X HART A B A 500
ASA 5585-X FEART A AL Security Plus 7 A £ A
1024
Firepower 2100 RS 4 R 1 1024
Firepower 4100 @ ASA BT A X 1024
Firepower 9300 @ ASA T A B A 1 1024
ISA 3000 ERTA X 15

Security Plus 7 A & A : 25

ASAvVS AT A 2 A 1 50
ASAV10

ASAV30 T A A 1200
ASAvV50 HEHEZ A B A 1024
ASASM PAR— K L2

A\

GE)  VLANFHIRO®S%RE L ThH T bTH A —T =21 AT, VLAN ZE[0D 4 TE4,
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| AN > 45—2x42
VAN £ 252 —7 x4 2051 k54> ||

VLAN A V3 —T A RADHA LS54

HR—FETIL

¢« ASASM : VLAN V7' A4 % —7 = A4 XX, ASASM TIIHR— b EnEH A, ASASM D
AE—T A RE, TTIAL v TFPOLED Y THNTVLANA VX —T = A ATT,

ZOMOAA K54

cWERA B =T = AA A LDF TRy SO T A o H—T = A 2B DY
B MEBA L E =T oA AT T 74 w7 BRI ERNEIICTAHI LB E
T, WEA LV H—T oA RFEZ T DR Ty MBS EH I ENTELLDHTT, =
ORI, TRA Y H—T 2 A AXT DT 77 4 7T 72WPRA > % —7 = A A & EtherChannel
VoIS TCIEVET, NT T4 IR T AU X —T oA AT HI21%, Yt
AE—TxA A, JLEAVF—T A A, £7213 EtherChannel A > % — 7 = A AHA
F—=T Ml TCWDRENRS D72, N T T4 v I RS X —T oA A, JUEA
5’ 7:41 ¥ 721X EtherChannel f > % —7 = A A& @B LWL HIZ, £ ¥ —T =
AR ERE LW TL &N, PPiA v Z—T = R m%4/& T A A,
itiEtherChannel%/& T2 A ATHE T DRV y @il swa550%, @ER
D name 2 ~v > REHRETETET,

¢ (ASA5585-X 2R T R_RTOETN) YT A v B —T A AT, BHA L Z—T A R
THRETE £ A,

* ASA (% Dynamic Trunking Protocol (DTP) % H7R— kL TWRWed, FEfi S Tn5 A
A TFR— BRI TUoF T TLRIICRET DLERDY 7,

VLIANA V8 —2J x4 ADTIA I bERTE

COHETIE, THHEFEOT 740 a7 4 X2 b—2a URREINTWRWEEDA
H—=T 2 ADT 7 )V REEZRLET,

AVB—DTARADT I A+ IL FDIKEE

AVHE—=T 2 A ADT 74N FOREIT, ZOXA TEBIRa2THFANE—RIZL-o TR
D ET,

“NTF A THRAN T RTE, VAT LAFTAR—ANTOA U F—T = A ADIRREITH
NOLT, TRTCOEY Y TELDAL U H—T A ANT 7 )V FTA F—T Ml >TNE
T, 721U, RTI4TN B —T oA AERBTHDITIE, T FZ—T oA A}
VAT WFITANR—ANTA, F—T MRS TWDUERH D ET, f L F—T = AE TR
TLAEITAR=ATY vy NI UTHE, TDOA L F—T =2 AT, ThEEHFL TS
RTCOAry7TFANTCHE T LET,
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VIAN A v5—TJx42 |

B vwwsoros—orrze8m10 kSR s0RE

VTN T REEIIVAT AFETAR—ATIE, AV F—T A ADT 7 4 /b kOIRBEITIK
DEBYTT,
WA LB —T 2 AR T 4 =TI,
*VLANV T A v H—T 2 R A F—=T ), 272, NT T4 I BT H—T A
AW T HT-OIIE, WA X —T oA Ab A X—T NI TWDLIRENRHD £
j—o

VLAN G A 22— /4RE8021Q FS U F 25D

&

ATy T

ATy T2

ATvT3

VLIAN YT A v X =T 2 A% A o X —T x4 A, WRAVZ—T7 x4 A, £721%
EtherChannel £ > % — 7 = A AZEBIM L F 9,

188 I

INNTF ArTEFALFT-FTE, VAT LFTAN—ATROFIELZFATLE T, £LVR
TAh AT 4 F2lb—Tar E— RIASTWRWES, [Configuration] > [Device List] XA
VT, TITATRTFNRLADIP T RLADFIZH D [System]| X T2 U 7 LET,

FIE

aAVTFHRAREFT—RICEoTROLIITERRY 4,

o« TV E— ROEE, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] 2
A HEIRLET,

s T E— ROYE, VAT LAFEITAL—XT, [Configuration] > [Context Management] >
[Interfaces] ~A > Z &R L 77,

[Add] > [Interface] DJEIZEN L £,
[Add Interface] ¥4 7 2 7R v 7 ANFRINET,

G I E—FOLGE., ZOFIRTHEGE LTV 5 OIE [Edit Interface] A 7 7 7
Ry T ADINTA—=Z DV T2y NORTHDLHIZH, MO/ T7 A—2 2R ET H5E
I V=T v RE—RA L H =T 2 A AL T UART LY R E—R A V¥ —T <
AAESBLTLLIEESN, wAF avTFANET—RTlE, /¥ —T =1 ADK
EXETTHANI, AV THXFANMIA UV E—T oA ZAZEVYTHLERHY 7,
YIVF AT HRANORELSRLTIIZIN,

[Hardware Port] K2 7 # 7 U R N, 74 X —T7 = RA%BMT WA 52—
TxAA, LRA VI =T 2 A A FREAR - NTF vy A X =T x4 AEFTRLET,
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| AN > 45—2x42
VLAN 1 282 —T = 4 2Dl .

ATV T8 A H—T oA ANETEA X —T N TROVEEIL, [Enable Interface] = v 7 R v 7 A% A
WZLET,

A B =T 2 A AFT 74V FTA RX—=T N> TWET,

RATw 75 [VLANID] 7 4 —/L FIZ, 1 ~4094 ® VLANID # AJj LT,

VLANID 2/, B SN TWDE AL v T THHINTWAELORH D 9, FHMic >V TIL,
AL v FO~=aT VEZBRLTLLESY, w/LF arTF A b T— KOHE, VLAN [TV
AT ARETLORETEEE A

AT 76 [Secondary VLANID] 7 4 —/L RIZ, 1 DLL LD VLANID % AX—R F /23 h >~ TR 5T
ADLES, HE T 2®HOLEIETY v a2 LET,

ASAITEH U HFUVLANT NI 7 4 w0 %535, ORI 7 4 v %7714~V VLAN
I~y 7 LET,

AT w77 [Subinterface ID] 7 4 —/V RIZ, 7 A X —T A AID % 1 ~ 4294967293 DI TAIIL
£7

%?Eféﬂé‘ﬁ'jf :/&‘_‘7:1:4)}0)%5%;&\ 7°§y ]\7j-‘—AL\:J:O"C/E|5/I@ i‘j—o %Ef( bi
ID ZEHTEEE A,

ATv T8 (A7 3r) [Description] 7 4 —/L RiZ, ZDA L H—T A ADHE AT LET,

AT 240 LFUANTAN T ET, W72 ANTICIITTADLES, v F a2 TF AL
EF—ROBRE, VAT LAOHRM L I TR FOBBICHERIEH Y AL, T — AN —
FEAT— 8 V7 DA, #iBIX TLAN Failover Interface] . [STATE Failover Interface] .
F721% TLAN/STATE Failover Interface| 72 SIZEE S NE T, ZO@PIIRETEEEA, Z
DA LE =T 2 A AT 22—V F—NR_—FFFAT— ) P LEHE, 22 CTAJILET
NRTCOHAR, ZOBEOMATEEE SN ET,

ATy 79 [OK] &7 Vv 7 LET,
[Interfaces] ~A IR Y £

EENE YD
VLAN f v H —T 2 A ZADTA L A (2 2—)

VLAN £ 32— 4 XD
WIZ, YTV ET—=RTHTA U F =T 2 ADNRT A= EFRETHH 2R LET,

interface gigabitethernet 0/1
no nameif
no security-level
no ip address
no shutdown

interface gigabitethernet 0/1.1
vlan 101
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nameif inside

security-level 100

ip address 192.168.6.6 255.255.255.0
no shutdown

VIAN f 52— x4 |

WIZ, Catalyst 6500 TED X HIZ VLAN v v B 7 3 ET 200 &R LET, /—R%&
PVLANS (T2t 2 HIEICOWTIE,  [Catalyst 6500 7%

ASA Configuration

interface GigabitEthernetl/1

description Connected to Switch GigabitEthernetl/5
no nameif

no security-level

no ip address

no shutdown

interface GigabitEthernetl/1.70

vlan 70 secondary 71 72

nameif vlan mapl

security-level 50

ip address 10.11.1.2 255.255.255.0
no shutdown

interface GigabitEthernetl/2

nameif outside

security-level 0O

ip address 172.16.171.31 255.255.255.0
no shutdown

Catalyst 6500 Configuration

vlan 70

private-vlan primary
private-vlan association 71-72

vlian 71

private-vlan community

vlian 72

private-vlan isolated

interface GigabitEthernetl/5

description Connected to ASA GigabitEthernetl/1
switchport

switchport trunk encapsulation dotlg

switchport trunk allowed vlan 70-72

switchport mode trunk
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VLAN f >3 —2J 4 ADERE

RI1:WVANA B3 —D 24 RDEE

viaN 1 v 58—z 4 20BE [

HaE

iy

IJ IJ—X

HEEEHR

VLAN o

7.0(5)

ROFIFRAEDS I S E LT,

« ASA5510 AT 1 &2 AD VLAN
R0 E 10122 E L,

+ ASA 5510 Security Plus 7 A & >/ &
D VLAN $03 10 25 25 128 2 &
L7,

e ASA 5520 @ VLAN 3478 25 72 &
100 (I2¥x F L7z,

« ASA 5540 @ VLAN %25 100 7>
200 |2z F L7,

VLAN o8 )0

7.2(2)

VLAN OHIFRENAE T ShvE Lz,
ASA 5510 DR T A & A TIE 10
5 5012, Security Plus 7 1 &> A TlX
25 775 100 (2, ASA 5520 TiZ 100 7>
% 150 12, ASA 5550 TiX 200 2> 5 250
W2 TOET,

ASA 5580 @ VLAN £ #E0

8.1(2)

ASA 5580 ETCTHR— F &5 VLAN
25 100 226 250 [T &S E LT,

T H XY VLAND 7 A~ 1) VLAN
DT YT OYR—

9.5(2)

YT A B =T AT, 12U ED
EHH Y VLANEZHRETEH LI
720 FE LI, ASAlTE N4 Y VLAN
CThI7 74w 0 %%ETHE, EhE
774~ VLAN I~y 7 LET,
WOBEMEAAZEE SIVE LT,
[Configuration] > [Device Setup] >
[Interface Settings] > [Interfaces]

[Configuration] > [Device Setup] >
[Interface Settings| > [Interfaces] > [Add
Interface] > [General]
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