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X, % U= RS —BRAICHEEE LGS ISR E AR 0 X MThN B RIK & e £,

b) [Hold Time] 7 4 —/L RIZABZRKH (B) Z AN LES, £72id, 7740 ED 150
FFRICLET,

hello /X7y FEZETERD ST EENLIEENKIKE LT~ —27 &N D E TORM,
PREFFFRIC L > TR E Y 9, A—/L REFRO&FHEIZ 3 ~ 60 T3, EEDOR—V 7
FERI D 3 (RO R —/V FIFFOMEEZ AN THZ LIZTEEHA,
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ATvT6

ATy T1

ATvT8

2ATFvT9
ATy 710

ATvIN

[Peer] = v 7 7R v 7 A% A 2 LT, [Peer IP-Address] 33 . U8 [Peer Port] 7 + —/L K& BB L

£7,

a) [Peer IP-Address] 7 4 —/L K2, HA ©7 ~®D TCP 7 = — /LA — —Hil 5 & Mer 5
OIHERTAHIP 7 RLAZ AN LET,

b) (A7 =z ) [PeerPort] 7 4 —/L RICHZN/e TCP iR — k% AJJ L E T, mataha,7
TNV RDOR—F 44442 OFEFIZLFET,

BT R— NI, 77T 47 ASAV £y 7T v 7 ASAV DIH T TCP 7 = — /b A —/—1
e LET,

[Authentication] = v 7 7R v 7 A% 4 |2 LT, [Application-id]. [Directory-id], 35 & T [Key]
7 /]) — b F‘%)EF’I% Lij—o
Azure P —E X 7Y U L DG LT v v VERETEET, TORII LT v L
&Y, ASAVHA E TR L— K T—T AR ED Azure VY — ATV EBA LTV EETX S
Lol ET, =R TSV UV EHEHT L L ERFEHD Azure U VY — A £ bH
TH A BFRITTHT-ODOR/NEOHREZEF DO Azure T IV "7 nbeya=r 7 TEF
T ASAVHA DAL, 2 —WERDONL— N L ET 5 OIZHEMERICHR S E T (Azure
=R FY I oNT (93—) ZBR) |
a) Azure f—E R 7Y 2D Azure 7 7Y - —3 =3 L ID % [Application-id] 7 4 — /L RiZ
AN LET,
Azure f V7T AT I FXNOET VA XF—2HERTHLEEXE, ZOT SV r—var
ID ML ETT,

b) Azure —E R 7Y LD Azure 7 4 L7 R~ U ID % [Directory-id] 7 « —/L FIZ AT
LET,

Azure f VT TANT I FAMbT 7 BA F—%BRTLHLET, 207027 MU ID
75%%?“6"9#0

c) Azure —E R 7V LD Azure FEEE [Key] 7 4 —/V RICATILET,
Azure { V7 F AT I FXINGT 7 BAX—%FRT H & EX, ZOMERNDLIEETT,
[Encrypt] 7 4 —/V WAL D6, ZOMEHITIE T2 7 4 ¥ a2l —va U THERS
ET,

[Subscription] = v 7 R v 7 A% A2 LT, [Sub-id] 7 4 —/V REER L £,

ZHUE, EHBBERN— N T =T NABRET LT AT SOV T A7) T arID T,

[Enable Cloud Failover] &= v 7 iR v 7 A& F 2L ET,

[Applyl 27 U v 7 LET,

FNRA AEREEWATDE T, 72— A — =T EBEIITA =TI 0 8 A,

EHFVEETERL T 2=V F— =B F 7> TWRWEEIEL, [Device List] 225 & 4

VAU ASAV IR B0, £721X ASAV D IP 7 R L A https://asa_ip_address/admin % i ffl L
THLWASDM By v a Va2 LET,
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ATvT12 FEI~10Z2EVELT, ¥h o X VEETT 7T 4TI\ I T v Tz —"—%5%
E]\/ij—o

TIA VRN ST LV ERICRESAMEND I EEHY FHA, 72—
N9 74 v ORBICB LT, 440 CREOBIE 2 H « (CHIR T 2 B8R D 0 £,

FNRA ZNCEELZWMATHE T, 72— F—N"—TEEICIFA 2 —T IR0 TR/ A,

RDHRY
MBS U T, BIMDONRT A =2 2R ELET,

e Azure /L — MEROFRE (Azure — kb T—T7LORTE (13 —) H#5MH) |

T3 DT T—ILA—IN— NS A—BDKTE

VIS L CT 2=V F—R—REE N AX~ A A T&EET,

Azure )L— kb T—TJILDHRTE
J— b T—=TNEREIL. ASAVT 7T 47— L x| &L EICEFHTIMNEDD D
Azure T —YEF/NL— MIETAFRTHER I TWET, 72— A —"—TL, NEL—
NaT 7T 4 TEEIZATALERH Y 3, TI7T7 4 7EEIZ. RESINZLV— T —T L
[EWAEZHA L TCHEMICL— N2 AT £,

N

GE)  TI747%BEL Ny 7T v TEEOMS T Azure /L — b 7T — T WAFRERE T D LERH Y
£

1R BRI

I A= VB A VEBOW T TCINSORELER LET, T4~V HEE
LD FVIEE~ORTEORMIIH Y /A,

cAzmure 722V FL gD EY—EZX FU LI oULD Azure BREE Y LTF LY L E S
To. Azure RIBEEW A AT LET,

FIE

AT w71 [Configuration] > [Device Management] > [High Availability and Scalability] > [Failover] DJ[E(Z
BIRLET,

AT w72 [Route-Table] ¥ 7% 27V v 7 LC, [Add| &7 U v 7 LET,
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a)

b)

[Route Table Name] 7 4 —/L KT, /b— bk T—T VD4R EZ AT LET,

K16~ T—TNVERETEET, o, V=T 47 T—TNLDY A MK
LTy MY ZREEZIFHIBRTEET,

(A7 a ) [Sub-id] 74—V RIZ Azure 1 7 A7 U7 a D ZANLET,

SIGT D Azure V7 A7 V7L a VIDERET DI EICEY, HEDO Azure 7T A7 VT
varyTa—YERONL— I EFEHTEET, Azure V7 A7 UV 7 a VIDEZEERTIC
[Route Table Name] # A /195 &, 7/ m— VL XT XA =R fEH SN ET,

Gx) [Configuration] > [Device Management] > [High Availability and Scalability] >
[Failover] "5y 77 v T |7 0T 47 72—V —R_—%ZETH L &I,
Azure Y7227 V7 a D EANNLET, 77T 4TI\ 7T v 7 7=—)b
F—="—DORE (10~—) ZZRL TN,

AT w73 [Route-Table-Mode] #7 U v 7 LEd, L—h T—T/b~Dx > Y 2B, e, F7213Hl
PrRCXET,
ATYT4 [Add] %2V v LET,

Azure L —WEF/N— ML TROEEZ AT LET,

a)
b)

<)
d)

e)

[Route Table] K2 v 77X URA MhbA— K T—T7VEERLET,

[Azure Resource Group] 7 « —/V KiZ, Azure b— b 7 —7 V& ETe Azure ) V— R 7 )L—
TDA4HI AT LET,

[Route Name] 7 4 —/L RiZ, /b— b DO—EDOLETEZ AT LET,

[Prefix Address/Mask] 7 4 —/L RIZ, CIDREFTIP 7 FLADOTF V7 4 v 7 A2 A LE
7

[Next Hop Address] 7 4 —/L FIZ, X7 AN Ky 7 7 RV AZ AN LET, Zid ASAv
oAU H =T A AP T RLATT,

G HERK6AHONL— MEHETEET,

AT9T5 [Applyl #7 U v 7 LCEERNRERITELET,

NIV VS0 FTODIz—ILA—N—DEE

ZOHETIE, 72— VA== N LIETZ 7T FAD 7 x— A —— EE 2w
FTHHEZOWTHALET, HOIEENDHIOEEIZT = — VA — " — 2L E T 5
THEZOWTHMA L £,

J 1 —)LA—/\—DEEH|ELT

AH N BEBEREIINCT 7T 4 7T DI, ROoa<v s REEITLET,
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1R BHHIIZ

VTN ATHXARN E— RDVAT AFETAR—ATROa~x REFEHLET,

FIE

AT w71 [Monitoring] > [Properties] > [Failover] > [Status] DJIEIZER L F 5,
ATYT2 EELNVTT = — A —"—%0lill T 5120E, ROWTILDORZ %27V v 7 LET,
AEERT VT 4 TEEEIZT DHITIE, [Make Active] 7 U v 7 LET,

« BEE L AL N AHEEIZT HITIE, [Make Standby] 7 U v 7 LET,

IL— FOEFH

Azure D)L— FOIREENT 75 47 m—)L D ASAv & FJE L TWAESIE, ASAv T/L— &
e sl cE E9,
1R BHHIIZ

VTN AT HXARN E— RDVAT AFETAR—ATROa~x REFHLET,

FIE

AT 71 [Monitoring] > [Properties] > [Failover] > [Status] DJIEIZEIR L £,
AT w72 [Update Route] 7 V v 7 LET,

Zoawy Rt 77747 a—L®ASAY CORFNTT, BIEIZRIT 5 &, HErRoute
changes failed /U] \i—g—o

Azure FREEDFREE

Azure T ASAv HA OEAZRIhEE 5121, —E R 7V U2 UL DORENTENDIEME T
HDHVENDH Y F9, @R Azure FRFEN 2V E L ASAVEEE LY V=R T 7B AL T,
Tz VAN E B LD L— N EFIT LY TEERA, 7oA —N"—FEE
FTARMLT, Azure '—E X 7V Ui 0oULOROBERICHEST =T — 2 TX £,

7 4L 27 hUID
* Application ID

* Authentication Key
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1R BHEIIZ
VTN AT HXARN E— RDVAT LAFETAR—ATROa~ > REFEHLET,

FIE

AT w71 [Monitoring] > [Properties] > [Failover] > [Status] DJIEIZER L £,
AT w T2 [Test Authentication] #27 V v 7 L7,
EFIZRT 5 &, o~ FHHJIX authentication Failed & 720 £,

T4V RN IDERIFT TV =2 ar IDBELLERESN TWRWES . Azure 13383
=2 RS T 572D RESTER THREINZ Y V—A&B#BLEYAL, ZO0FMHT b
VDA NBRRIZIRO X 512720 7,

Error Connection - Unexpected status in response to access token request: Bad Request

FSAL 7 MYV IDERIET VA — 3 VIDIFIE LW, FEEF—NIE LS REI LTV RN
i}ﬁ%é\ Azure inunﬂz }\ 7 /%ﬁi)ﬂiTéT@ﬁE’%u‘FTLiﬁ%uo ;@*’ﬁ::]:/ ]\ ) 0)/])“\./ ]\)E
FEIZR D X 912720 F9,

Error Connection - Unexpected status in response to access token request: Unauthorized

INTYw G HS5SHRTHD Iz —ILA—/IN—DE=H

COETEH, Vx—NVA—NR—= AT —H RAET=HTHHECHOWTEHHLET,

JI—I)LA—/IN\—RT—AR R
~

CE) Tz A —NR— A RN ELER, T ZADE=FY 7 kT 511X, ASDM
ZEEEN T 57 F720 [Devices] A NNIRRSNDHNOT A A2V B 2T, JLO ASA
R D FIREFATT D2 MENH Y £, ZOBRIENPLERDIL, ASDMABT /31 A6 Gl &
NTHER SN HE., ST =2 U V7 0NHEL SN0 TY,

T IT A TINY I T T T 2= )V == AT —H A %E=HFF 5H|ZIL, [Monitoring]>
[Properties] > [Failover] > [Status] Z &R L, [Failover Status] %7 UV v 7 L%,

e HA LA LT BRELNL ARXRVNEIAT BIOARV N TXA NG T =—
VA —N— A X NEREAZ KR T DITIL. [Monitoring] > [Properties] > [Failover]| > [History]
ZIEIRL ET,
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Jx—I)LA—NN— A yt—

Tz —)LFA—/N\—D syslog * v t—
ASA 1T, EABRMEET T IAFT T 4 LL2 DT = — )L F—_"— 2O\ T, #HHD

syslog A v =TV EFBITLET, TNOHDRA =V EFRTBHITIE, [syslog A ve—T
A R] ZBLTEE, Syslog A v & — Y ORiFHIE 1045xx & 1055xx T,

GE)

\}

T 2= V== I, ASAITREIMICY vy N T U LT, A v H—T = A A& L)
L. syslog A v tE—VHAERLET, ZHTEEDOT 77T 4 7 4 TT,

AL FA—N—HIZAER S D syslog DRl RIZR LET,

$ASA-3-105509: (Primary) Error sending Hello message to peer unit 10.22.3.5, error:
Unknown error

%$ASA-1-104500: (Primary) Switching to ACTIVE - switch reason: Unable to send message to
Active unit

$ASA-5-105522: (Primary) Updating route-table wc-rt-inside
$ASA-5-105523: (Primary) Updated route-table wc-rt-inside
$ASA-5-105522: (Primary) Updating route-table wc-rt-outside

( )
( )
( )
$ASA-5-105523: (Primary) Updated route-table wc-rt-outside
( )
( )
( )

%ASA-5-105542: (Primary) Enabling load balancer probe responses
$ASA-5-105503: (Primary) Internal state changed from Backup to Active no peer
%ASA-5-105520: (Primary) Responding to Azure Load Balancer probes

NIV w7 750 ROEANIBEET 545 syslog (21%, HEEOEFNRINEMENET
((Primary) % 721% (Secondary)) .
Tx—WA—N—=TNy T dyt—o

TNy T A= EFRT DHIZIL, debug fover =2~ &2 A LET, FEMIZOVLTIL,
a<w R U 77 L REBRLTIIEE N,

GE)

CPUTREARATIET ANy THNCE T TAFT VT 4o BFEND Y THEN TSI, T3y 7 HT)
EITHDE VAT A NRT 3 —< VAR ELSEET L ENRHV ET, ZD7=D, debug fover
g RiE, BEOREICHSTE R T7T70ya—T 4 7R, CiscoTACED R T Ty o2 —
T4y va A RELTHER LTI ESN,

SNMPD 7z —I/)LA—/IN— +Sv T

7 = — )L — =% T % SNMPsyslog k7 v 7% %Z(ET 5121L, SNMP k7 v 7% SNMP &
FIAT—3 a TEET AL DICSNMP T — U= v RAFRE L, syslog A A h2ER L, B
VYD SNMP EHE A 7 —13 3 |Z Cisco syslog MIB % =1 > /XA )L LET,
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NIV V57 RTDIT z—ILA—N—DERE

WEER J1)—Xx B EETEER
Microsoft Azure TDT 75 ¢ 7123 7 |1.9(1) T OMENEAINE LT,
T T x—)LF—R—

. NITYYY 959 FOFRRMED I 2 —IF—/\—



	パブリック クラウドの高可用性のフェールオーバー
	パブリック クラウドでのフェールオーバーについて
	アクティブ/バックアップ フェールオーバーについて
	プライマリ/セカンダリの役割とアクティブ/バックアップ ステータス
	フェールオーバー接続
	ポーリングと Hello メッセージ
	起動時のアクティブ装置の判別
	フェールオーバー イベント
	注意事項と制約事項

	パブリック クラウドでのフェールオーバーのライセンス
	パブリック クラウドでのフェールオーバーのデフォルト
	Microsoft Azure での ASAv 高可用性について
	Azure サービス プリンシパルについて
	Azure での ASAv 高可用性の設定要件

	アクティブ/バックアップ フェールオーバーの設定
	オプションのフェールオーバー パラメータの設定
	Azure ルート テーブルの設定

	パブリック クラウドでのフェールオーバーの管理
	フェールオーバーの強制実行
	ルートの更新
	Azure 認証の検証

	パブリック クラウドでのフェールオーバーのモニタ
	フェールオーバー ステータス
	フェールオーバー メッセージ

	パブリック クラウドでのフェールオーバーの履歴


