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V—oDE|Eht=v)a—23 2 ASAIL, V= T LT T — 7 VA2 FE L £, Outsidel
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LWREDL— M LT LW 2 MENL T 20 RH D £9°, UDP DA, 1 DO
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LT DRENH Y F5,
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FLWARIZEO B ET, T 740971k Ty bR Rry P T52 R —ALV A
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WD F VAT, Outsidel £ > F—7 A ADISP 1 #BHTANEA A RN EAEHARA RO
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J—UREIENTUWERWMEEDEE : A v X — T =2 A AR Ta— RKRFT U U T H2(TH 2N
TEFEHA, ARERDIE, 1ODA L H—T =2 ZADEa A M L— MNILBa— RKNRT A7
aj— T—a—o
J—onBlEht=Y)a—32  ASAIL, V=V NOTRTDOA v Z—T = ATRKED
DE XN L— M OEEFEZ T — RRXT U ATHZ ENTEET,

CEDEHRT—ILEEIVIL—Ta 2T T—TIL

ASAIZ., R4V I M) —2 DA E—T oA ADNTINCEETX A LS I — Tk
O T — TNV R LET, F7-. ASAIL, ECMPHR— NHIZY —> T —F 407
T—7NVbIRFFLET,

ECMP )L—FT 1« >
ASA TliX, ax b =/LF X (ECMP) V—TF 4 v 7%V HR—FLTWET,

V—UREENTULVEL ECMP 7R —

=MWV EIE, AV H—T oA AT LIRS ODHEIARNDAFT 4 v 7 — b EE
I3 AAF I v N—bEaRETEET, 22X ROLIICERLF— b U =A BfET
HINEA L H—T 2 RT3 ODT TN — FERETEET,

route outside 0 0 10.1.1.2
route outside 0 0 10.1.1.3
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route outside 0 0 10.1.1.4

ZO%E. 77 4 v 7%, 10.1.1.2, 10.1.1.3 & 10.1.14 HDOHNEA v A —T = AT — K
NRGUZAENET, FF 749 21F, FRETIPT FLABLOSEEIP 7 FL2E2 Ay ad
BTN ALIFESNT, BELEY— by oA BIChBL SN ET,

ECMPITBEE DA v Z—T = A AW TIIHR— FEaNnizd, Bipb A F—T oA AT
CEo~DN— N EERTDHIEEFTEERA, ERBOAL—FOWTNNERETDHE. RD
N— MIESSNET,

route outside2 0 0 10.2.1.1

J—UREE Ntz ECMP H7R— b

V= BNHDHHERNE. S NDOEBRKRKEODA v H—T 2 A AWK ODDHEI A NDAX
TA I = R ERESAF Iy - FERETEET, 2L ROLIICY—VH
D3ODA L E—T o AIZ3 ODF 7+ R L— "NEBRETEFET,

route outsidel 0 0 10.1
route outside2 0 0 10.2
route outside3 0 0 10.3

1.2

1.2

1.2

FEEIZ, FA T I v I Vv—FT 407 Fa baiid, HEOIZE A M L— hE2RETE X,
ASA TlE, LVEBERo— RN ARG U T A=A LEZHEA LA v E—T = A ZARKT I
FT74 v —RKNTURALET,

J— MR L72E . ASA X7 a—%2 3 — AL R IIHD/L— MBI S £,
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H—T A A TS ET,
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V=V DRHESMS 8 =) SR LTLIZEN,
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RDOY—E RN = THR—FENTNET,
« T UL L—IV
* NAT
*QoS FT7 7 4w RV THERES—ER L—)L,
« Routing
TR —rayRlEhc AR — MIFHTE £ AL, To-the-Box 35 J U From-the-Box k7

747 (72—) T8 LT= to-the-box ¥—E 2B L O from-the-box V' —E A ZHETH
EHTEET,
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X7«
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B 7 o —1E, BRVIDODAE A v Z—T 2 A RATHESWTHEREINE T, ZhbDA ¥ —
TxARE, TIA~) A F—T A4 ATT,

N— NEBFE TN —T 4 7LD HILOWHE A v F—T oA APMERH SN TV D
AT, LA L H—T oA ANEIEDA v Z—T = A A0 £,

V—2OEMFE (XA

=N H =T 2 A RAEBN VY TCEHHE, O X —T =24 ADT X TOERFRIHIBR S
NET, BT XNERD Y 9,

=N A E—T 2 A AEHIRT AGA. DA E—T A AETTATY L H—
Tz A AL LT DTRTOERNPHIBRSNE T, SR HMLT 20 ERHY £3, TOA
VR =T 2 A ANBUEDA VX —T = A ADYE ASA T iE 774~ ) A v H—T A
AZRLET, Y—ron—h T—=7 AL EHINET,

J—CRES T4

NI T 4w I RoDHA L E—Tx2ARZAD, ALY = DRIDA U F—T oA APHHDZ
LR TE B X 91T 5ITiE. [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] >
[Enable traffic between two or more hosts connected to the same interface]# 1 *— 7 /MIZ LT T
T4 IBRICA L E =T A AL MADTELHL9ITL, 5HIZ, [Configuration] > [Device
Setup] > [Interface Settings] > [Interfaces] > [Enable traffic between two or more interfaces which are
configured with same security level]% A & — 7 /L2 L T same-security f > % —7 = A A D k7
T4y @A LET, ZOXITHRELRWGS, 7 —XFR LY =D 20D 7 —
T A AWEN—T 4 T TEEE A,

To-the-Box & & U From-the-Box 5 7 1 w ¥
* management-only -f > &% — 7 = A A % 72| management-access 1 > ¥ —7 = A A% — T

B2 Z &3 TEEEA,

SV DEEDA L H =T 2 A ATOEBRNT T 4 v 7 T BEHFO 7 v —OIERFRL—
T A YT DHBPYP A= ENES, ECMP FA— hMIdH V) A,

DDV =y A B =T = AZOBEE—E A RRETE ETN, A —T 4 v
7T HR—=NEFHTHICIE, TXTOAL U F—T oA ATENERET HLERDHY F
T HRATATOAS L F =7 2 f ATRILATHSHHETH, ECMPIZHR— k&R
A,

¢ ASA IX. V' — T D To-the-Box ¥ £ U! From-the-Box —E X & ¥R — K LF T,
* Telnet

* SSH
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*« HTTPS
* SNMP

* Syslog

J—VADIPT7 FLRADFA—IN—F v T

V= BEIEN TV WA U H—T = A ADEA. ASA TIE, NAT P ELLSBREIN TV
. AVE—T 2 A ATDIPT RVA Ry hT—T DA —NR_"—F TP R—FLET, 7=
7L, RILY =0 DA H—TxA ATHH, Xy FT—T7 DA —1N"—=F o T3 R — I T
WEH A,

— \“_\ Sl Ex
kSO0 vH V—2DRIREHR
LA, IPT FLA, BIXOEXF 2V T 4 LXLVEELRTRXTOA U H—T o Af AINT A —
HERELET, V=0 DFTRXRTCDODA L H—T2A ATEF2UT 4 LN —ET BN
ERHDHZEICHEBELTLEIN, FREL LML LA F20 70 37 41220 T,
AVHE =T 2 AADL T N—T HHMENSTHILERNDH Y 7,
ROV —ERAE S =0 DT _XRTCDA B —T 2 A AT—HTHLIEHRELET,
T I A NL—I FRULTIZIEAN—NE S =2 DT R TCDALN— B —T A
ANWHWAT 50, Za— 2L 7782 L— LB ERLET,
Wil ZR L ET,

access-list ZONEl extended permit tcp any host WEBSERVER1 eqg 80
access-group ZONE1l in interface outsidel
access—-group ZONE1l in interface outside2
access-group ZONE1l in interface outside3

eNAT : V=0 DT RTCDALN— AL H—T 2 ATHEUNAT R > —%RETD
. 7 —sS U NAT V=V LES (0F 0, Tanyl ZfH L TNAT L—/b
T = DAV E—T oA AERLET) .

A B —T 2 A APAT 1TV R —FINTWEREA,
WRIZH R LET,

object network WEBSERVERI
host 10.9.9.9 255.255.255.255
nat (inside,any) static 209.165.201.9
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e —bE R JL—)L: T u—rL P —E X R —FFEHT LN, S DEA v H—
T2 A AZRERY —%ZEFD Y TES,

QoS NI 7 4w RY U TIEYER—FENTWHERA,
Wz &Er L ET,

service-policy outside policy interface outsidel
service-policy outside policy interface outside2
service-policy outside policy interface outside3

N

GE) VoIPA v AT a Tk, Y—=rou—RK AT 027tk
0. NEFENIELL 27y RBMEINT A REMERN DD £4, 2
OWRPUNT, B D RRAE®@DH AT/ v FOENIEIT X7 v bR
ASAICEIZET HAREMNH D T-DIZETHZERHV ET, A
FERIELL RSy MM, RO K 5 ZRIERBH Y 97,

e X a— AT EERLIEEEIC, TH/ —F (AT U4 —
LEIDS) BLOZEZ L K/ — RTAEVHEHARNGE,

P BT R AE DR,

NS DB T AIZIL. VoIP T T 4 v 7 Du— RaoEIT
DIHIPT RUAZEMBHTHZ EE2HERLET,

cECMP V' — U HfEZZEE L TV —T 4 v V2R ELET,
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Jx—)LA—/—

o T x— )V E—N—= YT FEFREFAT R VT % =BT AZ EITTEEREA,

T ITF AT T 4T To—NF—_"—F— R, FALTFA DA L E—T = A
A& IERRV—T 4 > 7 (ASR) ZN—T BN B CTHENTEET, 2O —E R
LV, BTEBEORKRDOA VH—T 2 A RZRDNT T 4 v BILOEEIE LT A &
NTEET, IVTHFAMNICASRIN—TL v T T 4 w0 V= Ol E2RETHZ
EIXTEFEHA, AVTXFAMICY -V ERELESGA, EOarTFAN A X —
Tz AL ASR VNV —TIZEHDH T LT TEEH A, ASR Z—TIZBT HREHIIZ O
T, RV —T 4 T ENTZ Ny OV IR—NORRE (T T4 TIT7 7T 47
E—R) ZHL TN,

B DTTA <) AL H—T 2 ADBNAZ UL B GRS ES, FEDA
VH =T o ATERENFE A, RAFUNRLIEBNT VT 4 T B L FOEEIC
Lo TUBEIZSE UTHEDH LW, v ¥ —T o A4 ADRED B TENET,

DSR4
« VT ALGIHY U = TENT S EITTEERE AL

ZOMDHAA K1
« F K256 ' — 2 EERLTE £,
cRDEAT DA B =T 2 A A —NZBINTEET,
. B
« VLAN
« EtherChannel

* Redundant

cWRDEATDA L E—T A4 ATEMTXFEE A,
o B HE A
BT 2 A
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cST4wy =2

FST49Y J-DDEE .

e T — VA —N—F [ ZAT— K U7
« VT ALHIAY

e EtherChannel f > # —7 = A ZF T NEA LV EF—T 2 ADA L NN— (A FZ—T =
s

I (EBIT, BEOT—H A H—T A AR nve HEF L L Tv—27 I TW5
é\y VDAUN—IZTHIEIETEEREA)

*BVI, ¥ 7 Vv I N—F A NR— A B —T oA A,

1 ODAUHE =T 2 A ANAUNR=IIIRBIENTEDLY =03 1 DT T,
= T LIRS ODA B —T 2 A AT EODHENTEET,

cECMP DL, V—r DT R_RTDOA L EZ—T A AT, V= T LICHR KR8 ODDHEa R
ML—RZBNTEXET, 72, 8L — MlRO—HE LTI DDA V¥ —7 = A AZHE
BoON— b eRETDHILELTEET,

o« V— yV%V& TxAABBNMTHE, FNOEDA L H—T oA ADTXTDAXT (v
7 — FARHIBRENET,

VU ADA L E—T A ATDHCP Y L— 2 TEXEH A,

ST J—2DERTE

ATy T

ATy T2
ATy T3

ATy T4

LT T =V AREL, A v F—T A REZ DY —ZH0 Y TET,

FIE

[Configuration] > [Device Setup] > [Interface Settings] > [Zones] DJEIZEIN L, [Add] %7V
7 LET,

F 721, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] > [Add Interface] 4
TuT Ry I ADS =N =T 2 AEEYETHILHTEET,

V= TR 48 U CAART T E T,

1 2L EDA B —T = A A% [Member] FEIRIZIBIMLET, T XTCHOA 2 H—T A 2Dt
Fa2UT 4 LNARFECICRS>TNDZ 2R LET,

[Applyl 7 V v 7 LET,
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S TO4w O IJ—2DFE=ZRY G

TOETE., NI T4 vy S EE=ATBEHECOWTEHALET,

J— ViR

Y — Utk

show zone [name]
V—2ID, a2 TFAL, BEX2UT 4 L BIOAUAN—ZFRLET,
show zone =< > RIZOW ik, ROENEZRL T EE,

ciscoasa# show zone outside-zone

Zone: zone-outside id: 2
Security-level: 0
Context: test-ctx
Zone Member(s) : 2
outsidel GigabitEthernet0/0
outside?2 GigabitEthernet0/1

show nameif zone
AVE =T 2 A ALBIOY -4 5F R LET,
show nameif zone =2~ NiZOWTiE, WOHNAEZRL T I,

ciscoasa# show nameif zone

Interface Name zone-name Security
GigabitEthernet0/0 inside-1 inside-zone 100
GigabitEthernet0/1.21 inside inside-zone 100
GigabitEthernet0/1.31 4 0
GigabitEthernet0/2 outside outside-zone 0
Management0/0 lan 0

show conn [long | detail] [zone zone name [zone zone _name] |...]]

show conn zone =~ > Nk, Y — U DOHEfia KR LET, long ¥— 7V — K& detail ¥—
U— R, #R0EEINT T IA~ VA Z—T oA RE T T 4w OEEITHEH
SNDBEDA B —T 2 AT LET,

show conn long zone =~ > KOWRDH 1 ESI L T 7230,

ciscoasa# show conn long zone zone-inside zone zone-outside

TCP outside-zone:outsidel (outside2): 10.122.122.1:1080

inside-zone:insidel (inside2): 10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

. bSO vH =2



| 57495 v—>

* show asp table zone

TRy JANTEEEF 2V T4 RA T =T N ERRLET,
 show local-host [zone zone_name [zone zone_namel] |[...]]

V= ADE—=H RA DTy P =7 REEFRLET,

showlocal-hostzone =~ > RIZOWTIL, RO DESRLTLESW, T4~V v
BT 2 APRONCEREIN, BIEOA LV F—T =4 ANH v 2lZHENTOET,

ciscoasa# show local-host zone outside-zone

Zone:outside-zone: 4 active, 5 maximum active, 0 denied
local host: <10.122.122.1>,

TCP flow count/limit = 3/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:
TCP outside-zone:outsidel (outside2): 10.122.122.1:1080
inside-zone:insidel (inside2): 10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

J—yb—T1429
* show route zone
S A B =T 2 ADN— F R LET,
show route zone =~ > RIZHOWTIX, ROMTESRL T IZI0,

ciscoasa# show route zone

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.105.1 255.255.255.255 [1/0] wvia 172.16.1.1, outside-zone:outsidel
192.168.212.0 255.255.255.0 is directly connected, lan-zone:inside,
172.16.1.0 255.255.255.0 is directly connected, wan-zone:outside2

10.5.5.0 255.255.255.0 [1/0] via 172.16.1.1, wan-zone:outside2

10.2.2.1 255.255.255.255 [110/11] via 192.168.212.3, 2:09:24, lan-zone:inside
10.1.1.1 255.255.255.255 [110/11] via 192.168.212.2, 2:09:24, lan-zone:inside

OO nOOQwn

show asp table routing

TRy ZARNTEEEX 2 )T 4 RA T =T VEFRRL, Hb— MIEEM T by —
CEFRLET,

show asp table routing =~ > R{ZOWTIFROH N EZSML TS E S0,

FST4vy V=
I
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ciscoasa# show asp table routing
route table timestamp: 60
in 255.255.255.255 255.255.255.255 identity

in 10.1.0.1 255.255.255.255 identity

in 10.2.0.1 255.255.255.255 identity

in 10.6.6.4 255.255.255.255 identity

in 10.4.4.4 255.255.255.255 via 10.4.0.10 (unresolved, timestamp: 49)
in 172.0.0.67 255.255.255.255 identity

in 172.0.0.0 255.255.255.0 wan-zone:outside?2

in 10.85.43.0 255.255.255.0 via 10.4.0.3 (unresolved, timestamp: 50)
in 10.85.45.0 255.255.255.0 via 10.4.0.20 (unresolved, timestamp: 51)
in 192.168.0.0 255.255.255.0 mgmt

in 192.168.1.0 255.255.0.0 lan-zone:inside

out 255.255.255.255 255.255.255.255 mgmt

out 172.0.0.67 255.255.255.255 mgmt

out 172.0.0.0 255.255.255.0 mgmt

out 10.4.0.0 240.0.0.0 mgmt

out 255.255.255.255 255.255.255.255 lan-zone:inside

out 10.1.0.1 255.255.255.255 lan-zone:inside

out 10.2.0.0 255.255.0.0 lan-zone:inside

out 10.4.0.0 240.0.0.0 lan-zone:inside
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interface gigabitethernet0/0
no shutdown
description outside switch 1
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interface gigabitethernet0/1
no shutdown
description outside switch 2

interface gigabitethernet0/2
no shutdown
description inside switch

zone outside

interface gigabitethernet0/0.101
vlan 101
nameif outsidel
security-level O
ip address 209.165.200.225 255.255.255.224
zone-member outside
no shutdown

interface gigabitethernet0/0.102
vlan 102
nameif outside2
security-level O
ip address 209.165.201.1 255.255.255.224
zone-member outside
no shutdown

interface gigabitethernet0/1.201
vlan 201
nameif outside3
security-level O
ip address 198.51.100.1 255.255.255.0
zone-member outside
no shutdown

interface gigabitethernet0/1.202
vlan 202
nameif outside4
security-level O
ip address 203.0.113.1 255.255.255.0
zone-member outside
no shutdown

interface gigabitethernet0/2.301
vlan 301
nameif inside
security-level 100
ip address 192.168.9.1 255.255.255.0
no shutdown

interface gigabitethernet0/2.302
vlan 302
nameif dmz
security-level 50
ip address 10.3.5.1 255.255.255.0
no shutdown

# Static NAT for DMZ web server on any destination interface
object network WEBSERVER

host 10.3.5.9 255.255.255.255

nat (dmz,any) static 209.165.202.129 dns

# Dynamic PAT for inside network on any destination interface

object network INSIDE
subnet 192.168.9.0 255.255.255.0

r57c9s v—roh |}
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nat (inside,any) dynamic 209.165.202.130

# Global access rule for DMZ web server
access-list WEB-SERVER extended permit tcp any host WEBSERVER eqg 80
access—-group WEB-SERVER global

# 4 equal cost default routes for outside interfaces

route outsidel 0 0 209.165.200.230

route outside2 0 0 209.165.201.10

route outside3 0 0 198.51.100.99

route outside4 0 0 203.0.113.87

# Static routes for NAT addresses - see redistribute static command
route dmz 209.165.202.129 255.255.255.255 10.3.5.99

route inside 209.165.202.130 255.255.255.255 192.168.9.99

# The global service policy
class-map inspection default
match default-inspection-traffic
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
dns-guard
protocol-enforcement
nat-rewrite
policy-map global policy
class inspection default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225 default h323 map
inspect h323 ras _default h323 map
inspect ip-options _default ip options map
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp _default esmtp map
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
service-policy global policy global
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[Configuration] > [Device Setup] >
[Interface Parameters] > [Zones]

[Configuration] > [Device Setup] >
[Interface Parameters] > [Interfaces]
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