95A4ATF72RLASSLVPND KST)L
a—Ta4 Y

« Application Access i I hosts 7 7 A /L =7 —/nbOEE (1 2—)
* WebVPN (S & 7 /3y 77 (4 =)

cTF—EDX Y TFx (58—D)

« 7747 FLASSLVPN Y a vy 7 v —0DkKi#E (7 3—)

Application Access {FFFD hosts 77 1L TS5 —H 6D

[E]1&

Application Access DFEITDRHTIT/2 % hosts 7 7 A /v =7 —z [Nk % 72012, Application
Access il L#& %725, ApplicationAccessV 4 > RV ZMLTALH L O LET, v
UEFALZITIE, [Close] 74 a2 a7 Y v LET,

Application Access 23 1E L < #& T LR > 7253813, hosts 77 A /ML, 7747 F LA SSL
VPN I A X~ A RESNTZREED F FI1T72> TV ET, =—F—23KIZ Application Access
ZREIT S L X2, 7747 b LA SSL VPN I hosts.webvpn 7 7 A L ZHREET5H Z & T,
Application Access DIRHER F = v 7 L'E T, hosts.webvpn 7 7 A L3R S5 &L [Backup
HOSTS File Found] &9 LT — A w¥—UNEKRE4L, Application Access 28 —HFIIC A 712
U EDLY £,

Application Access WEFHE T LI2GAIX, VE—NT 278X 7747 MYp—n_"—=T7Y
=3 a URAREEIRRIBIZ R £9, 7T A7 P ASSLVPN ZfEHETIcZns 07
TV r—varz#lLiredoE, ELLEELRWGARH Y £F, @H ORI DR
ANBFEHTERLS RDGEROV T, —RIZZOX S RREIET, BEPBLYVE—RTT Y
V/r—3ia %9 7L, ApplicationAccess V 4 & RUZ THFIZa s Ba—F e vy &
T L, TORBGTEOT I r—rvarEFEIT LI L LIEGAITRELET,

ApplicationAccess 7  » RV ZIELLS P LRWE | RO T =03 FAET L alaEMERH Y £77,

* IRIZ Application Access BN L L 5 & L7z & 12, Application Access 234 712810 B -
TWABAREMNH U . Backup HOSTS File Found] &7 — A v —UNFERIND,
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. Hosts 7 7 1 JLDHLE

T U= arEu—ANTEITLTWDAEAETYHL, 77U r—ya VHERR A 7128
DS TWDD, ETFEEL R,

ZD X H 7T —(X, Application Access 7 A > KU &R /2 JFiE TR T L= Z EBNRINT
T WICHIEZRLET,
« Application Access D HHFIZ, 7T UHFNRT T v a Lz,
* Application Access D HHHIZ, EEBEELIZT AT A vy N T UBRAELTZ,
« YEZEHIZ Application Access 7« &~ RV Zg/IME L, ZDY 4 RUNRT 77 1 770ikEE
(I LB/MESHTnD) Tavba—Fai vy hEU LT,

Hosts 7 7 1 LB E

a—J ) AT A EDhosts 77 AL, IPT RLAERA MRy BV 7 INTNE

9, Application Access ZHLENTH &, 7T A4 7> h L ASSLVPN (T hosts 7 7 A /L EEIE L,
7747 MU ASSLVPN EHADOT N U ZBM L E9, Application Access 7 1 > R % IE
L < PA L T Application Access Z#& 179 % & hosts 7 7 A /VIFITEDOIREEIZERE Y £,

Application Access O FLE i

hosts 7 7 A T ITTOIRRET T,
Application Access O LB

e 7747 N1 ASSLVPN |3 hosts 7 7 A
JL % hosts.webvpn |22 B — LT, N7
T T EERRLET,

e WKIZ. 7 5 A 7> kLA SSL VPN I hosts
TrANEREL, 7 TA4T 2 FL ASSL
VPN [EA O HREHALET,

Application Access D& T If « 7 74T NUASSLVPN IR 7T v
7 77 A% hosts 77 A NMIZAE—L
T, hosts 7 7 A /L& JTLORIBIZR L £,

« 7747 sL A SSL VPN /%,
hosts.webvpn Z HIFR L £,

Application Access D& T 1%

\}

GE)

hosts 7 7 A VI ITTDIREE T,

Microsoft fEDOT7 > F AL T =T V7 N =T E. A— Mgk Java 7 7L M2 XL 5 hosts
Tr7ANDODEFR 2Ty LET, TUoVF AL T=T V7 vT =7 O FHIFIZ hosts 7 7 A
JVDE T AT A FIEOZFEMIC OV T, www.microsoft.com Z & L TL 72 &0y,
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55472 FLRSSLVPN 2 & % hosts 77 1 Lo eBBERE |

9S5A4AF7>2RLRXSSLVPNIZX B hosts 771 LD BEENEERTE

FIE

VE— K77 BRA P —"—|ZHH TE 25513, hosts 7 7 A /L& X E L. Application Access
RT TV = a v EREAR—TMIT DI, ROFIEEZFEITLET,

AFYT1 79547 FLASSLVPN Z#EE LT /(1 v LET,
[Applications Access] V > 7 %27V v 7 LET,

ATV T2 ROWTNILDOF T a v BRIV ET,

* [Restore from backup] : 77 7 A 7> K LA SSL VPN [FHEHIPICIEL L ¥ v hF TS
¥9, 7747 LA SSL VPN |Z hosts.webvpn backup 7 7 A /L& hosts 7 7 A /LT =
E'— L. hosts 7 7 A /L& JTLOIRFEIZERE L TH 5., hosts.webvpn ZHIFR L £, Z D%,
Application Access Z FHEEIT 2 MENH D £77,

* [Donothing] : Application Access [ZEE) L FHA, VE—FT 7 EADR—LX—=URHNR
FRINET,

* [Delete backup] : 77 4 7 > b LA SSL VPN (& hosts.webvpn 7 7 -/ /L ZHlIEE L. hosts 7 7
ANEDTAT Y N ASSLVPN I A X v A4 RENT-REEICL TR E £, To
hosts 7 7 A VR EIT KDL E T, Application Access (£, 7 71 7> kLA SSL VPN HIZ
AR <A RE T hosts 7 7 A NVEFH LWAY UL LTCHEALTERBLES, 20
F 7V 3 UL, hosts 7 7 A VERENKRDIVT B RBER WG EIZTET R L T EEN,
Application Access N AEENZ S ¥ v NF T IR, 22— —Foida—F =2 EH
T57 07T MIE - Thosts 7 7 A AHRE SN AR H D5 81E, o 2 SO
T arOELLNEENT L0, Fizithosts 7 7 ANV EFETHRE L £

FEIIZK B hosts 77 ILDHERTE

FIE

BIEOWGF N U E— b7 78R = =T TE R WIGESC, I AX <A X L7 hosts
T 7 A IVORERNRZ RN TZL WAL, IROFINEIZHE- T, hosts 7 7 A LV EEHRTE L.
Application Access &7 7V r—a L EFEA X —T M LET,

AT9 T hosts 7 7 A )VE RO CTHRE L E T, b MR HTIX. c:\windows\sysem32\drivers\etc\hosts
T4,

ATY 72 # added by WebVpnPortForward o i?ﬂ?ﬁ)’éﬁih“@‘éﬁ#&) ADNEIMEF o T LE
T ZOXFINEZLITRN DDA hosts 7 7 A /Wix 7 T A7 > kLA SSLVPN HIZ A %
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B webven spftE TNy s

<A RZINTWET, hosts 77 A NVINT T AT ML ASSLVPN I AZ <A XZTU
LA ROFD X H T3> TWET,

serverl # added by WebVpnPortForward
serverl.example.com invalid.cisco.com # added by WebVpnPortForward
server2 # added by WebVpnPortForward
server2.example.com invalid.cisco.com # added by WebVpnPortForward
server3 # added by WebVpnPortForward
server3.example.com invalid.cisco.com # added by WebVpnPortForward

# Copyright (c) 1993-1999 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to hostnames. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding hostname.
# The IP address and the hostname should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
#
#
#
#
#
#

lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 cisco.example.com # source server
38.25.63.10 x.example.com # x client host
123.0.0.1 localhost

AT YT 3 # added by WebVpnPortForward & W9 FEHNEENTWDITEHIRL £
RT9T4 77 ANVERFLT, ALET,

RATYTFS 7747 MLUASSLVPN #ZEIL T/ A v LET,

AT 76 [Application Access] V> 7 %27 U v 7 L%,

WebVPN &t T/ v 5

UE—hF T7EAVPN LCEH Oy a v 23792, 7OV A XA%EETLE LT
TN a—T 4 VTN D 2 LR Y £9°, debug webvpn condition =~ K& L
T, TNy 7 FatR%E L0 EREICKRDIALTZDD 7 4 VEZRETEET,

debug webvpn condition { group name| p-ipaddressip_address[{ subnet subnet_mask| prefix length} ]
| reset | user name}

FNENOBRBITRDO LB TT,

«groupnamelx, Z—7RY — (Fr R T N—TE 3T 0 7 7 A L TIEARD)
T 4 NVEZ IR AETWET,

» p-ipaddressip_address[{subnet subnet_mask | prefix length} ] i%, 7 7 A4 7> hDO/RT Y w7
IP7 RLVATTZ A NVEZRBEZITWET, YTy b ~RZ7 (IPv4) FHEIEITV 7497
A (IPv6) 1A 7> =TT,
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T—E20FxvYTFv .

sreset TXTOHT 4V F % VY& v b LET, nodebugwebvpn condition =~ > RZH L
T, FFED T A NEEFTITTEET,

s user name |, L—HW—Z{TT 4 WV HXUBREITWET,

BEOFMZREST D & FEPRE (AND TERE) Siv, TN TORUENHTZ SN2 E
WZCDBT Ny TRFERINET,

ST 4NV B EFRE LD, FEARD debugwebvpn 2~ > REHH L TT Ay 7 a4l LE
To FMEERETHIETTIET ANy ZIIHINRY A, Ty ZOBIEORELZFK T D
I1Z1%. show debug 5 X OF show webvpn debug-condition =~ > & H L £,

wIZ, 22— — jdoe THRUATE TNy T HIMT 202 R LET,

asa3 (config) # debug webvpn condition user jdoe

asa3 (config) # show webvpn debug-condition
INFO: Webvpn conditional debug is turned ON
INFO: User name filters:

INFO: jdoe

asa3 (config)# debug webvpn
INFO: debug webvpn enabled at level 1.

asa3 (config)# show debug

debug webvpn enabled at level 1

INFO: Webvpn conditional debug is turned ON
INFO: User name filters:

INFO: jdoe

T—3DX Y TFv

CLIcapture 2~ > K&+ 2L, 7747 FLASSLVPNE v a2 U CTIHIELLFRE
N2 Web B A M DIFRELEKTEET, TOT7—XIF, Y A3 BAF<— HAR—F|
TV TILBMED N T TN a—T 4 TN B E T,

AR S

AT FLASSLVPN £ % VF v 2 A R2—TNIZT DL, ©X2VT 4 TTI7A4AT A
DRI F—w L ACHEBLET, NGNS a—T 4V TN E XY IF ¥ 77 A NVEAERK
Lizb, ¥y 7 F v 20471280z £9,
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B =77~ 771106

XY TFxv 774 ILDER
FE

ATFYT1 7547 FLASSLVPN DX % 7F v 2—F 4 VT 4 ZBB LT, use2 D N5 7 4 v 7
ETrANMIF Y TF T DHh EWOILFTIOF ¥ I F ¥ 2ER L ET,

capture capture_name type webvpn user webvpn_username

capture namelL, ¥ ¥ 7 F ¥ IZEID Y THLAAITT, JHULF Y T T ¥ 7 7 A L DOARID SR

ZbfmshEd,
webvpn_user X, ¥ ¥ 7 F vy DML LD 2 —F—4TT,
i

hostname# capture hr type webvpn user user2
WebVPN capture started.

capture name hr

user name user?2
hostname# no capture hr

ATvT2 (EE) 22—V —»Bal A LTI IA4AT MV ASSLVPN Yy v a v ZRGLTEL, S v
TF v 2—T 4 VT 4Ly VOBEEEIELET, ¥ 7Ty 2—T 4 VT 4N
capture namezip 7 7 A VEER L E T, ZD 7 7 A /WViE/ AT — Rkoleso Thy 5L & E T,

no capture capture_name

ARTY T3 zZip 7 7 A NETAIZEET DD, Cisco TAC H—E R U7 T A MIGALET,
ATY T8 RAT—Kkoleso ZHLTT 7 A VONK &R L E7,

TS59HIZEBXYyTFN¥ T—2DXRT
FIE

ARTFYT1 25A4T 2 FLASSLYVPN DX ¥ FF ¥ 2—F 4 VT ¢ 2B LET,
capture capture_name type webvpn user webvpn_username

e capture name(x, ¥ ¥ I F ¥ ICHIV Y THLARITY, ZAULF ¥ 7T v 77 A LVOARITD
SEBRIZ B nuE T,

e webvpn_user (X, ¥ ¥ S F ¥ OXG LI H 2 —F—4TT,

ATvT2 (FERE) 2—V—2Ral A LTIZIA4T7 L ASSLVPN By a v #BBLIEZL, v
TFY =T 4 VT I LBy hoOBEEEILELET,
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5547 FLRSSLVPN £y 3> 2 v3—nkE [

no capture capture_name

ATFYT3 TIUFERNT, hr LVOIAFIOF ¥ 7 F ¥ a2 A=7 7 BATERLET,
https://asdm_enabled_interface of_the security_appliance:port/admin/captur e/capture_name/pcap
{1

https://192.0.2.1:60000/admin/capture/hr/pcap

— . > . =
HDS5AT 2 RLASSLVWPN Y32 9y —DRE

Flash7 7V r—> g oReJava7 T Ly "R EOMBIABL ATV =7 M, BLOSNET 7V 7 —
valt, BEIIMEOT a0l v F—IEFEL T =" EE L TWET, Zhb
DIAIA TV =7 MiE, FIHERRI WL 20D Javascript i L CT 7 UM 7 v ¥ —
RS LET, 7747 ML ASSLVPN B> v a7 v ¥ —I(T httponly 7 7 7 %3817 %
LBy v ar X =BT T UFORTERBSN, 7747 MIOAZ VT R TIEisi#k s
N, vy a yOEIIARAEEICRY 7,

1R BRI

VPNt a Dl vx—REX. 7774727747V ASSLVPN v g
BRWEARICTE T ER LT EE0,

« VT4 T7 2 MVASSLVPN ® v a DA T—H A%MERT HIZIL, show vpn-sessiondb
webvpn 2 <2 REHHLET,

* vpn-sessiondb logoffwebvpn 2~ > K& LT, +XCTHDI 747> L ASSLVPN & v
Yarnbu 7Ty RLET,

DY Z AT v kLA SSL VPN ¥§#EIL, http-only-cookie 2~ > K34 R —T7 L DFAIT
HIELE T A,

sJava 77 7 A v

eJava U 74 4

R NI FT—T 4T,
c 77 AINT T

e T AV Ny TV r—3 3 (MicrosoftOffice 7 7'V r—a Ui L) Bl
% Sharepoint £&HE

+ AnyConnect Web 2

» Citrix Receiver, XenDesktop, 3 & Tf Xenon
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B /s 7 riassiveneyvas v ur—ogE

FIE

s ZDMDIET T OY RXR=A T TV r—ra BT IO T T R=ADT
TV r—vay

77 A7 > kLA SSL VPN & v 3 Cookie 2¥ JavaScript 22 E D7 A4 7 > MAlOAZ V7
et LTH— RAA—=FT D7 7 BASNRNE I IZT5I21E, ROFIEZFETLET,

7 FAT > FLUASSLVPN v g D2 v —Thttponly 7 7 7 HEHZ L £,
http-only-cookie
i

hostname (config) # webvpn
hostname (config-webvpn) # http-only-cookie

GE)

ZDa<y KX, Cisco TAC WO fEHEZHERE I N -G AEOAMEH L TLZEWn, Zha<w K
EARX—TNMZTDHE, THA RIS ) RSN TWD Y 747 b LA SSL VPN ##E
NEL 7o CEIWE L2 72570, EX2 0T 4 LEOV R BNFEAELET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



