=SELISAT72RLASSLVPN DO Y
J4FXalL—3Y

* Microsoft Kerberos Constrained Delegation ¥ U = —3 3 > (1 ~—)

T TN r—vary a7y AN AREIAB—var TL—LT =T DRE (85—
)

cxa—F 47 (13—=Y)

« 7747 MV ASSLVPN #4r LI A —LOffi ] (15 =)

Microsoft Kerberos Constrained Delegation /') 21— 3 >

KCD D RE

Microsoft @ Kerberos Constrained Delegation (KCD) %, 77 A ~— k% v kU —727NOD Kerberos
TRESNTZWeb 7 7Y r—2a v ~DT 72 AZRMIELET,

Kerberos Constrained Delegation ZH$EE S 572912, ASAIXY —A KA A (ASANFEET S

KAL) EX—Fy FEFIZV Y —ARAAL Y (WebV—EANREETD KAL) BOE
TR T 2MERH Y 3, ASAIL, Y—ERIT 7 E8ATHVE— T 7B R2—
P—DRD VI, V—ANDBII RAA L ~OFEFE AR L, LERTF 7y RS LE
7

TR NRAEMZ A LE. VO ALV ARIELIETNE T, 70 ALV ARIAEDSK
T2 —RIZBWT, ASAITHTED RAAL D7 LT ooy VB LO®%E R A A & OEHEBE%
WZARIE L TUWET,

Kerberos (X, X NU—VNDOZLT 4T 4 DT VX VBBINEREBGET 57201, [BHEHTE
LEZHKAFELTVET, ZhbDxr T 47 4 (—P— KA~y AALETE
TENDH—ERRE) 1T, TV 2V EHEN, L RAL CHRICFEL TOWDRER D
DET, WEXF—DOMDbVIZ, Kerberos TlE, Hh— =2k 2527 747 NORBEIEZT 7 >
FAMERESIET, Ty MIREF—NOEHINW, V94T NDTAT T 4T 14, W
Fleanicktyvar¥— BT IV TERINET, £F 7y MEIF—FITRICEL->T
FATESN, TA T XA LPBRESNET,
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Kerberos t¥ = U7 4 VAT AL, =747 4 (2—%— arVa—% FEFIT7T7Y
r—ay) ERAETATEOIMEH ISRy N —JFEE e ha L ThY | FROZITF
ELTERENTET NA ADHBNBEGILTEDL LT — X2 bT o2 Lick->T, xv
N — ik ER#ELET, 7T AT b LA SSL VPN . —H—|Z Kerberos CTHf:i# S 172
Web h—EA~DSSOT 7 ¥ Az f2it9 25 L 5 ICKCD Z#RETEE£T, ZD X D7 WebH—
ERLT Y) r— 3 OfE LT, Outlook Web Access (OWA) . SharePoint, 33 & OVInternet
Information Server (IIS) 723& ¥ £,

Kerber0s7 (=3 =) a5 e ) 2“367)#651%% E LT, 7'u FaBITe LUK & TN

EINE L, ThODOIEEKRIZE>T, 7747 PV ASSLVPN UE— K 77 &R
a—P—L, TTAX—F xv 1\ 7 — 27 N® Kerberos TRFESINDT Y rr—y g 277
EATEET,

7k a VBTSRRI, 22—V NV TS E I ERTFEA W= A L2 R— b L, %
DT TV r—varbA v Texal T o e (HAFGRERHIKIFT & ZfT7e &) MIZ Kerberos
7a haEIVEZ B LICL o T, ittt eEx 2V T s 2m LS ET, M EXET
T, RAALVEREIL, 77V r—ya v Pa—F—fRb0 2805 2 LN TE HHA%
RS HZEICL T, TV r—ya MEEERERE L ORI CE £, Z OF#RME
X, BHETERWVWY— BRI DEROAEREZHOT T, 77V r—varokxal
T At LS ET,

HIFIfT & BEDFEMZ DWW TIL, IETF @ Web %A b+ (http://www.ietf.org) (27 7 &AL T,
RFC 1510 ZZ M L T I2E0y,

KCD MFREE7 O —

WO, FEICH L TREEINZY V=R 2= =N T4 T FLAR=F ML - T
TR ATHEEIC, BEENBIOMENICKRT Iy P BLO et A 7 —%/RLE
T, ZOTERVAIL, WROXATNRZET LTWDL I EEAHRELTWVET,

* ASA LIZERE &7 KCD
» Windows Active Directory ~DZ M, 3 L O — EARZHLIx L TEFE I Z & O

« Windows Active Directory K A A > D A L /3—L L TEESNT- ASA
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keo otz n— [

1:KCD FO+& X

6
-
1
-
S ?
Clientless webvpn user Kerberized server
A A
2
3
4
Y v |°
i
Domain Controller(KDC) 0

GE)

7747/bvxn~#~?//a/ P IRE SN TV DREREA I = X L& AEH
LTASAIZ M&éhi#(17~bw~%7vfyva®%é\MAiT/ﬁwﬁﬁ
E3p) userPr1n01palName Z{#FH LT, Windows Active Directory (Zxf L C LDAP §Fr] % E1T L £

ERIE

FEENRNT D E, 22—V —IXASA T TA TV P LA R—F N RX=V|Zus/fLF
9, =% —iX, URL ZHR—H ) X—=VIZANT D, Ty r~—2%7Y 7 LT,
Webh—BERIZT Z7EALET, ZOWeb¥—ERTRHIANDLERGE, —/3—]TASA
I VT VORGEHER TV, = R—=R YR — F L TWBRIESF KDY A F & %E

LEY,

GE)

75 A7 F L ASSLVPN ®DKCD %, T XToREEHFR, (RADIUS, RSA/SDI. LDAP., &
HNVGEAER E) IR LT R—=FENTWET, RO AAA DY R — MNIETLIRESHL

TL7Zan,
http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/access_aaa.html#wp1069492

FRFHERRIE O HTTP ~ v X —I|ZHE-3 VT, ASA [T —/3—TKerberos FRAE N LT E 5 9>
ZHLEST (ZHIESPNEGO A A=A LD—FTE) , Ny Zxr B H—_—L D

BELYISATURLRASSLVWPNDaYT74¥aL—ay [}
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B 5196 =2Em0 Kerberos H—/\— 5 L— TDIER

%t T Kerberos FRiEN ML E 2 A . ASA IF, 22—V —Zftb-> T, BHOYV—ERX Fir v
& X —RITRICER L ET,

3. F—FTRIE., BEREN=F 7y P2 ASAIZELET, 26D F 7y ML ASAIZES
NETH, a—HF—DFAT—EZREENTNET, ASAIL, 2—F—RNT7 72T 54
EDOPH—EZHDKCD 6D H —E2AF 47y hEBERLET,

Gx) X? v 71 ~3TliX, 7u harBirnfTbhvEd, ZIbDAT v 7Dk, Kerberos LLFLD
EE T b VAR LT ASA IZx L CERGERTT 9 = — —{1%, FHmBEAYIZ, Kerberos % {#
LTHF— %éTTF% §T1/7:munﬁk§%12£7f

4. ASAVE, 22—V —NRT 7B AT IHRHFEDO—EADP—EAF 7 v M & —RIT/RICER
LET,

5 ¥F—FATRIZ. BEOY—t 20OV —t 2 F4r vy hE ASAICKRLET,
6. ASAlX, V—ERAF &7 v bEHEHLT, Web F—EZA~DT 7 BAZERLET,

7. Web— —i%, Kerberos‘ﬁ‘ ATy FERIEL T, —ERA~DT 7R &5 L
F9, PREE IR L 725 VR — Ao —UNEREN, HERERDLNE
4, Kerberos muuﬁi)ﬁiﬂﬁbtzﬁm\ T SN EIEIIEATIEC 7 4 — Ny 7 LET,

F#9 4 = RER D Kerberos —/\—5 )L— T DIER

Kerberos Constrained Delegation Zfli 192 (21X, F£ 7", Kerberos AAA Y— "~ )L —T % RE
THLERHY £, — =7 L—T 2L, ActiveDirectory (AD) FAA >z hr—F RN
BENATWOILERDY £,

FIE

AT v T 1 Kerberos AAA V' — =T )—TZ/EE L, AAAY—R—T ) —TF a7 4 Falb— g
T— REBBELET,

aaa-server server_group_name protocol kerberos

1 -

ciscoasa(config)# aaa-server MSKCD protocol kerberos

ATFYT2 (A7 ay) RO —R_R—5RTHNZ TN —THOAAA Y — N—TDOAAA FF o HF 7 3
VORBOBEKREERETELET,

max-failed-attempts number

1 -
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ATvT3

ATy T4

ATy T5

Hl#f+ = FREF D Kerberos H—/3—4' )L— T DIERL .

ciscoasa(config-aaa-server-group) # max-failed-attempts 2

number BIEOHIPAIL 1 ~ 5 TT, 774/ M3 T,

(FERD) 7N —T N CHEE DFE LT — =& BIET 7 7 1 7k 5 ik (87 77 1 7k
RNY =) 2EELET,

reactivation-mode {depletion [deadtime minutes] | timed}

1 -

ciscoasa (config-aaa-server-group) # reactivation-mode depletion deadtime 20

depletion ¥ — 7 — K& ET H L, JNV—THNOTXTOY——NIET 7T 1 7T >TH]
DT, MEORELIZY—"—DFET 77 o 7bEnEd, 2L, T 74V FOE—KT
7

deadtime minutes ¥ — U — ROXT %, FL—THNOFREDOY——%F 4 —T7 /LI LTh
ST RTOY—N—%FHEAS X —TIZT HETORMEZ, 0~ 144057 OFEIFHTHEE L £,
F 740 ME 10T,

timed ¥ —7— R&HETD L. 30BOL 7 UM O%K, BEENEAE LIV — N—NFET 7
T4 TILENET,

Kerberos #—/3—% Kerberos % —/3— 27 /L —7 2B L £ T,

aaa-server server_group [(interface_name)] host server_ip

1 -

ciscoasa (config-aaa-server-group) # aaa-server MSKCD (inside) host 10.1.1.10

AV E =T oA ZAERELRWES. ASATIEIT 74/ hTREA V F—T7 = A AMEHR EH
F7,

IPv4 £7-13IPv6 7 RL A Z{HH TX £7°,
PR~ DEHGRITDO XA LT U MaAZFEE L E T,
timeout seconds

Specify the timeout interval (1-300 seconds) for the server; the default is 10 seconds. For each AAA
transaction the ASA retries connection attempts (based on the interval defined on the retry-interval
command) until the timeout is reached. #f5t L TR L2 N T 7 2 g O AAA H— 13—
7 )b—"7 N O max-failed-attempts 2~ > R CHE SNTHIRICET 5 & AAA Y —— (3T
774 7eEN, ASA T (BESNTVDEAIT) BIO AAA Y — =~ DEEROE(E 2 Btk
LET,

1 -

ciscoasa(config-aaa-server-host)# timeout 15
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. H# 4+ E FERAD Kerberos Y —/\—5 )L—TDER

ATy 76 BRITHBAHEE L ET. VAT AT ORI L T LB EREZHRITLE T,

ATy 71

ATvT8

#

retry-interval seconds
1 —10BERETEET, 7740 ME 10 TT,
i

ciscoasa(config-aaa-server-host)# retry-interval 6

7 7 %)V kD KerberosiR— bk (TCP/88) LA ZH AT 256, ——FK— bEHELET,
ASA X, Z®HR— kT Kerberos Y —/N—{Z8HE LET,

server-port port_number

B -

ciscoasa(config-aaa-server-host)# server-port 8888

Kerberos LV AZFHTE L ET,

kerberos-realm name

Kerberos L /V A4 TIHHEFE & RICFRET AR L, 64 XFLINICT 54D 0 D £, Microsoft
Windows @ set USERDNSDOMAIN =2+ > R % Kerberos L' /L D Active Directory $—/3— [
THEITT D% E1E, name DEZ ZDa~ 2y RO & —ESE 20BN H Y £3, KOFIT
IZ. EXAMPLE.COM 73 Kerberos L/ A% T9,

C:\>set USERDNSDOMAIN
USERDNSDOMAIN=EXAMPLE .COM

ASA TiZ, name \Z/INXLFDT N7 7 Xy MEFERHTEET2, /INLFIIRLFIEBRINLE
B, RXFIETEHEHL TS EEN,

1 -

ciscoasa (config-asa-server-group) # kerberos-realm EXAMPLE.COM

51
KIZ. MSKCD & 9 & RiiD Kerberos — 3N— 7 L—FZ/ERK L., H—/S—ZBIIL
T. L% EXAMPLE.COM 2R ET AW 2R L E T,

hostname (config) # aaa-server MSKCD protocol kerberos
hostname (config-aaa-server-group) # aaa-server MSKCD (inside) host 10.1.1.10
hostname (config-aaa-server-host) # kerberos-realm EXAMPLE.COM

9547V ELASSLVWPNDOI Y T4 FaL—2a Yy
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Kerberos Constrained Delegation (KCD) DE%TE .

Kerberos Constrained Delegation (KCD) MDE%%E

WD TFNETIX, Kerberos Constrained Delegation (KCD) % %3592 HFIEICHOW TR L £,

1R BRI

s RAf Y ary ha—J~O7 7 BARHIRHT 54 0 F—T7 A ATDNS Vv 7 T v

A X—T M LET, RFEEESTRE LTKCD 24585815, ASA, KA A=

»hr—7 (DC) . HELTWEHY— tx@%ffx%%%&k@h%%% 7T

5t@u\mmﬁb%fﬁ 27547 ML A VPN OFEIZIZ, Ny hU—2 (i
WIINE A v X —T =2 A R) ZNLTEDNS VY 7T v THRMLETT,

72l zlE, WA v X —T 2 A ATDNSI Y 7T v A 2—T I T BT, ko=
v REETLET,

hostname (config) # dns domain-lookup inside

RAA LV % DNS RAA & LTHEM LT, Active Directory (AD) RAA >z b
0—7% DNS H—_"—& L THEMTHEIICDNS #RELE T

7=& z21E, LIV A EXAMPLE.COM LT, WA v Z—7 = A A5 5 10.1.1.10 D R
AAvayba—T2FH9 5 X 912 DefaultDNS 7 —7 %2R ET HI1E, kROa~
REFITLET,

hostname (config)# dns server-group DefaultDNS
hostname (config-dns-server-group) # name-server 10.1.1.10 inside
hostname (config-dns-server-group) # domain-name EXAMPLE.COM

FIE

AFYT1 VFALT Y RLASSLVPN 207 4 Fab— gy B— RICUIY Bz £,
webvpn

ATw T2 KCD %A F—T W LET,
kcd-server kerberos server _group username user_id password password
Z Z T,

« kerberos_server_group 1%, KCD fIZ/ERL L 7= Kerberos AAA H— 3 — 7 )L—T7 DL FITTT,
HIHIAF & BT D Kerberos —"— 7 L —7 DERK (4 2—) 2R L TLEEW,

eusername user_idiZlL, RAA v ary b= TERINTZ, AL IISINT 572012
FHTE 22— —HZEBELET, =2—VF =TI ML, RAAL T A A %B
MF 27 OEREMERE /21T — R LAULMERRDB LTI,

« password password (21X, Z—WF—=TH T FONRAT—REFRELET,

1 -
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. Kerberos Constrained Delegation () E5%8

ciscoasa(config) # webvpn
ciscoasa (config-webvpn) # kcd-server MSKCD username administrator
password !'ou8one2

Kerberos Constrained Delegation O &5 R

KCD Z B4 212id, ko=~ RafifLE,
» show webvpn kcd

KCD ORERB L OBIMATF — X A5 E£ R LET,

ciscoasa# show webvpn kcd

KCD state: Domain Join Complete

Kerberos Realm: EXAMPLE.COM

ADI version: 6.8.0_ 1252

Machine name: ciscoasa

ADI instance: root 1181 1178 0 15:35 2 00:00:01 /asa/bin/start-adi
Keytab file: —rw--——-—-—- 1 root root 79 Jun 16 16:06 /etc/krb5.keytab

show aaa kerberos [username user_id]

VAT A EDOX Y v 2 ENT-Kerberos Ty FEFRRLET, TRTOF v M EFER
TH5ZLH. BEDZ—TF—DF 7y NETEERTHIELTEET,

ASA# show aaa kerberos

Default Principal Valid Starting Expires
asal@example.COM 06/29/10 18:33:00 06/30/10 18:33:00
krbtgt/example.COM@example.COM

kcduser@example.COM 06/29/10 17:33:00 06/30/10 17:33:00
asa$/example.COM@example.COM

kcduser@example.COM 06/29/10 17:33:00 06/30/10 17:33:00

http/owa.example.com@example.COM

clear aaa kerberostickets [username user_id]

Service Principal

VAT AEDF Y v aZIN/zKetberos Ty NEZ YT LET, TXTOTFry a7
V74528, BEDZ—Y—DF 7y NEFE 7V T7T52 L TEET,

77— 307A77A4IL D RAIRAE— 3
IJL—LI7—YDETE

JIA T FUASSLICHAIAENTWD T TV r—vary a7y ANV IAZwAEB— 3
Y7L —hLU—27 (APCF) A7V a4+ 5L, HEEDANDT TV r— 9 R Web U
V— 2% ASA THUH LT, 7I9A4 7 FLASSLVPN i CERICERTEH L1020 £
9, APCF 70 7 7 A WMZIE, FFEDOT 7V r—ya LT, WwWo (i, HFk) . &2
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arck <5y roEE [

D (N H— KX, FEWR,IEE) M (T—F) BEBRTLINERETDIAZ VT IRHY
F9, A7 VT MIXMLEX TR II, sed (AR —b 5 4 %) OXEFEHLTXI
FHBLOT A AL L ET,

ASA TITHEED APCF 71 7 7 A LA WATL CREBLOFITTE£d, 1 2D APCF 7'
Ty ANDAY YT NI D APCF L — LV Z2 AT 5 Z LT £, ASAIL., REERE
WZHSWT, B HEVL— A ERINAEE L, RIZ2FBITHEVIL— LA L E T,

APCF 707 7 A VT, ASADT7 T v = AFE Y HTTP #—/,3—_ HTTPS #— 13— F7=
X TFTP Y — N—IZfRfF TE £7,

APCF 77 7 A UL, Y AaDEUEDOV R — FBRZIFTONDIEEDOHRRETDHZ L2 B8
DLET,

APCF /N4y FDEHE

F|i§
ATy T

ATy T2

APCF & XX

727AT7 L RFUVASSLYVPN 27 4 X a2 b—T gy B— NV EZLET,
webvpn

ASA blcue— R4 5 APCF 7u 7 7 A VEREBLOMEBELE T,

apcf

1 -

ZOBITIE, 7T va AEVITRFESIVTN D apefl.xml &9 4RO APCF 7' 7 7 A )L
A R—TNWCTDHHEE,. BA— &5 1440, /X AD /apef @ myserver &\ 9 £ i HTTPS
P— =28 D APCF 7’12 7 7 A )L apcf2.xml & A F— T WZT % HEEZRLET,

hostname (config) # webvpn
hostname (config-webvpn) # apcf flash:/apcf/apcfl.xml

hostname (config) # webvpn
hostname (config-webvpn) # apcf https://myserver:1440/apcf/apcf2.xml

APCF 7u 77 A ME, XML 74—~ v bBLXWsed A7V 7 +OWEXLEFEHLET, kD
iz, ZOBEIFERTSE XML ¥ 7 2R LET,

BELYISATURLRASSLVWPNDaYT74¥aL—ay [}
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APCFDHA K54 >

APCF 77 7 A LDV EBLE RT3 —< U ANMETLEYD, FE L RVWEHRO o
VUV ABANHYET, VRO TU=T Y T, 1A E DA, APCF
Ta 7y ANERBET L ETRET Y r— 3 VORBR EOMBEE I L TOET,

& 1:APCFXML 52 &

2T

EREM

<APCF>...</APCF>

T TOAPCFXML 7 7 A /L& B < 720
MR,

<version>1.0</version>

APCF OFEENR— g V2T T H VAT
D= 3 T 1.0 72 TH,

<application>...</application>

XML Feik DAL & FHTe A S 7,

<id> text </id>

Z DFFE D APCF BEHE % Flak 3 5 MZH ¥

<apcf-entities>...</apcf-entities>

H—F 72 13D APCF — > F 4 T 1 %
7‘0

<js-object>...</js-object>

<html-object>...</html-object>
<process-request-header>...</process-request-header>
<process-response-header>...</process-response-header>
<preprocess-response-body>...</preprocess-response-body>

<postprocess-response-body>...</postprocess-response-body>

INHDXTDIBED 1IN, arT
1% APCF LIRS SENE S 42 BefE 2 F 5 E L ¢
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29

EREMN

<conditions>. .. </conditions>

ALBERRIFS L OMLER R O F-BE 2 7T,
fRELET,

* http-version (1.1, 1.0, 0.9 72 &)

* http-method (get. put, post, webc

* http-scheme ("http/", "https/". % ¢

o (a2 TALZ | 0" 9" | e K]
server-regexp 1L R H

o (Mt [ MATLZY |09 | e ]
¢ server-fnmatch 1E {2 HL

* user-agent-regexp

* user-agent-fnmatch

* request-uri-regexp

* request-uri-fnmatch

o St H DD H 2O EBNEET
T _RTOHX 7Tk L CTimEe AND

<action> ... </action>

BELESETI U EDT 79
Ty 7 LET, INHDOT Vv arE
WDH 7TEEHTEET (TRERR)

o <do>

* <sed-script>

 <rewrite-header>

» <add-header>

» <delete-header>

#

JF4F7 2V ELASSLVWPNDI YT 4 FaL—2a Yy .
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29

EREMN

<do>...</do>

WDOWNTNDDT 7 a v DOEFRITHA
vay BRITOFEHETT,

e <no-rewrite/> : U E— K Pt —s3—)nP

YTV EEELEEA,
« <no-toolbar/> : WV — /L N—ZfH A L &
s <no-gzip/> : AT Y MG L EH
« <force-cache/> LD ¥ ¥ v ¥ = i &

o <force-no-cache/> : 7 =7 h & -
WX i LET,

» < downgrade-http-version-on-backend>
Y= N—ZEREZEET 5 & &I HI
ALET,

<sed-script> TEXT </sed-script>

THXARNR—RADAT V=7 DT
FHENLZT Vg ZTDFEFETT.
h72Sed AV VT N THDLMENH YD
X, 2R XV RENCER S L7z <conditions>
SnET,

<rewrite-header></rewrite-header>

T vary AT DFEZTT, <header> !
THREINZHTTP ~y X —DfEEZZEE L
UUTZBRLTLIEEY) |

<add-header></add-header>

<header> D {-BLFE X 7 THTE S 1L7=H L
=B ESNDT 7 a v #T0
<header> (LLTFZZHLTLZEWY)

<delete-header></delete-header>

<header> D T EEF X 7 THIE S IVT-RFEC
X —DHIBRICHER SNAT 7> a v Z 70
<header> (LATFZZBLTILEIWY) |

<header></header>

bEx BN, £EHIBREIN S HTTP -
FBELET, =& 21, RO ¥ Z1E Conn
ZETDO HTTP ~v X —DEZEE L £,

<rewrite-header>
<header>Connection</header>
<value>close</value>
</rewrite-header>
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APCF 0 &% 7E 15l

<APCF>
<version>1.0</version>
<application>
<id>Do not compress content from example.com</id>
<apcf-entities>
<process-request-header>
<conditions>
<server-fnmatch>*.example.com</server-fnmatch>
</conditions>
<action>
<do><no-gzip/></do>
</action>
</process-request-header>
</apcf-entities>
</application>
</APCF>

<APCF>
<version>1.0</version>
<application>
<id>Change MIME type for all .xyz objects</id>
<apcf-entities>
<process-response-header>
<conditions>
<request-uri-fnmatch>*.xyz</request-uri-fnmatch>
</conditions>
<action>
<rewrite-header>
<header>Content-Type</header>
<value>text/html</value>
</rewrite-header>
</action>
</process-response-header>
</apcf-entities>
</application>
</APCF>

IoaA—T42T

XFxra—7 4y 70% [XFa—R R [XFEey M ELMEEN, aw T —% (001 72
E) X rliistbt, T—2E%RLET, HHTLHIXTF= o a— REFAL, SFBICE-T
WEVET, B FRE2MESFELONIL, FDRVWSELH Y £9, WX, Hilkic ko
TV THERENDGT 740 hoa— REXBRED ET8, VE— b a2—P—NEFTS
HZEHTEET, TIUFEIA—VIHEESN I a—- RERHTHZIELTE, 2T
Va— R T RFa XA FERRLET,

T a— RNEMHICL Y R—F L X—=UTERHINL XFa— RFROEEIEET 5 Z & T,
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