ARG S47
J4¥xal—<3

> LAXSSLVPNOO O >
>

« % URL OFEZ#Hx (1 X—)

e AR—H )N RX—=UTOURL=Y N DOFT7~DEINFEZ (23—)
fFHETEDAEHEO T —L (2 3—)

s T T TAANDT T T I EADHKE (5 3—)

o R— MEZEOFKE (11 X—)

« T AN T I EADHE (18 <—)

e SharePoint 7 7 E AD 7= D 7 v v 7 O EFEMEDHER: (21 ~<—)

s Virtual Desktop Infrastructure (VDI) (21 ~X—7)

« SSL i L7ZNER—/"—~DT 7 & A (25 ~X—)

I TGAT YV MY —=R—=T T ~DT TP T 7 AORE (31 =)

ZURLDESHZ

7 )L b TliE, ASA T T NT?D Web V Y —A (HTTPS. CIFS, RDP, ¥ /A4 72 &) 1T
KTHTXRTCOR—HN T T4 v 75 LET, 7747 FLASSLVPN L, ASA 72
FIZEHRO®H L HDIZHEURLEZ U 74 M LET, —HF—1X, ZR L7 Web 1 MIEHES
NTWDLZ EEMERTHOIC, ZTOURLEHFHTEEYA, 7437 Web A F0 b
DERIC =P =N ELEINDIOEITIE. 774 T 2 VAT 7 RRAHELTWNWDERY
V= (IN—=T RV —, BAFIv I TI7ERARY —, £70XL DM JF) I Web ACL
ZEIV YL TCTCR=ZANSD T T 4 w7 7Zu—Z2HHLET, ZNHDKRY 2 —0 URL =
YRV EFTZIZHVEZT, T 7 BATELENICONT2—F—nRELL2VNE 1T 5
ZEERBEIOLET,

B 1:1—H—HAH L1 URL D

il sSL VPN Service

244026
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@ Address | psr— O www.cisco.com

(:l,‘l Weh Annlicatinns
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B 5. x—vcomzsryori~ogysz

R2:2Fa)T4 7TSATVRICKH>TESERA OGN, T5I9YF D1V FIICRFTESN{=FR L URL

3 nad—re?* hitkps: J{sic. cisco,com{+CSTO+00756767633A2F 2FEAGABAZE 17666 70622E 70627 A+ v B |k
||| ||| Werldwide [change] LegIn | Account | Reglsterﬁm
cisco [Search Go

8
5 Products & s Training & Partner =]
Solutions Services Ordering Support Events Central i

R—AILR—CTOURLIY FYDAITADYYEZ

FIE

ATy I

ATy T2

ATvT3

BRETED

=P —NT T UY R=ZAOER LML LT L ZITR—Z 0 X=UPRHE £,

4O H RIS

AT MV ASSLVPN 7 7 B A A ML T 5T RCO2—F—D T L—T KR —%i%
EL, DT N—TRY o —IZx LTEFI T4 7 FLUASSLVPN & A X —7 M2 LET,

IN—T RV —D7F7A 7MLV ASSLVPN 2V 7 4 Fal— gy B— RNV Ez £
h@‘o

webvpn
—H—7% HTTP/HTTPS URL % A1 2t 2 Hlf L £ 5,
url-entry

(EE) URL=» bV &F 72O 2 ET,
url-entry disable

SEBHED T—)L

ASA X trustpool IZfFFH T X BHFEAEZLZ 7 L— (b L £ 9, trustpool I, HEDOBEFN D CA FEH
EERTFTANRA Y ORIy — A LR T LNTETET, ASAIZIE, Web 7T ¥
P> TWD D LFERO—EDT 7 + /L FERER G ENLTWET, Zh b OFERF
I%. crypto ca import default =~ > RZFITL T, HHENT 77 4 7T HETHEEL E£E
Ao

HTTPS 7’12 b a/LZHEH LT Web 77 UWRHTY £— F b —_—Z¥HT 2546, —
NI HF ZEHT 572 OICFER (CA) DEL LT DX NVGEHEZRMELET, Web 7
Z WL, =R —FEAEOG I ERIET D7 OIS D —HO CATEHENEG £
TWET,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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trustpool AEFED BE) A »R— FDERTE .

7747 > kLA SSLVPN#%H TV E— b SSL ¥fI&st— — 28T 2 5801L. TDV £—
= N—MEHETX D0, BLOGEYZR Y E—F = N_"—ZEHR L TV DI0EHETHZ
EMNEECTT, ASA9.0ITI%X. 7 T4 7> h L& SSL VPN DfEFEH CTX 5383 (CA) FFH=
DY A MZxtT % SSL — N—FEEDORFED 72D DY AR — RGBSV TWET,

[Configuration] > [Remote Access VPN] > [Certificate Management] > [Trusted Certificate Pool]
T, https ¥ b ~D SSL el 2%t L CREIEMGEZ ANCT D Z &N TEEY, £/, 7
TX DREAET—VANOEHELEBTE £,

)

(GE)  ASA trustpool I& Cisco 10S trustpool [ZFEEL L TWETR, [A—DHLDTEH Y £HA,

trustpool GEFRE D BEIA > R— FDERTE

A<w—h A4 AT, SmartCallHome £ > 7T A F T 7 F v MERHENET, ASAIT Ny
27 77 7 2 RC Smart Call Home [E4 L AN — M &% ET 5 & 12, CallHome —/N—FEHE %
AT LIZCADFEAEA GTe 7 A MARA v b & BBIICIERR L £ 7, ASAIX, T—/3—GkH]
EORITHEBNE T SN IGAICGEHEORIEEZ YR — T2 L2120 E Lz, hAX~—
DREEREE OE T 2T 208 IH Y FH- A, CA Y —1—D Q CEAGEAENET I
7255612, Smart Call Home 737 7 7 ¢ 7 7R4REEZHERF TE 5 K 512, EHIAZ trustpool /32
RLOEFH BB TE£T, ZOMEII~LTF 2073 A MEBTERVPR—-FShEEA,

trustpool DFEAAE N RL & HEIRIIZA VAR — T 5121F, ASARNY RLDX 7 oa— R
AR —=MERT 2 URL ZH8ET 2 MENHV T, KOa~vy REANTLHE, 774
JU k@ Cisco URL &7 7 /L kDR (22 Bifl]) AL T, HH —EOMFETA R —
WEFSNET,

ciscoasa (config-ca-trustpool)# auto-import-url Default

Flo, koa~vr REHEHLT, #AXLAURLICEDHEA VR — oA X—TMZTEE
R

ciscoasa(config-ca-trustpool) # auto-import url http://www.thawte.com

F 7 = BEE T OMOIE D LRI R A U o r— RERETE S LH1I2T 5
i, ROa< REASILT, HAZAERICE A A v AR— oA X —T7 T LET,

ciscoasa(config-ca-trustpool)# auto-import time 23:23:23

B AH N URL & AKX AEROM FIZL D HEA VR — FEFRET DL, kOavr R
ERAT2LER™H D F5,

ciscoasa (config-ca-trustpool)# auto-import time 23:23:23 url http://www.thawte.com
trustpool 7R') >— DX T—3 ADFXR
trustpool N U ¥ —DBUED AT —F A& RRT HITIE, ROa~y REEALET,

show crypto ca trustpool policy

Zoawy REIRO L S RIEREZIRL T,

ERWGEI 54T RLRASSLVWPND IV T4 Fal—2 3> .
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0 trustpool certificates installed
Trustpool auto renewal statistics:
State: Not in progress

Last import result: Not attempted N/A
Current Jitter: 0

Trustpool auto import statistics:
Last import result: N/A
Next schedule import at 22:00:00 Tues Jul 21 2015

Trustpool Policy

Trustpool revocation checking is disabled.

CRL cache time: 60 seconds

CRL next update field: required and enforced

Auto import of trustpool is enabled

Automatic import URL: http://www.cisco.com/security/pki/trs/ios core.p7b
Download time: 22:00:00

Policy Overrides:
None configured

CA Trustpool D7 ') 7

trustpool N U > —% 7 7 4L MREBIZU £y M 2I21E, koa~v» REEHLET,

clear configure crypto ca trustpool

N7 X RARA » MEHEOBHEIA VAR — MEIT 74/ N TAHTIZRDZDT, kOa< Rl
AL THEEEZT c—7ICLET,

EEETEAIAET—ILORY) O—DFE

FIE

ATy T

ATy T2

ATvT3
ATy T4

[Revocation Check] : 7" —/VINDFEHEN R L CWDEINEINET = v 7 T5 L IITHE L,
I, RYOF = v 7 IR LTIZHAIC, CLREZIZOCSPOWTNEHEAT 55, BLO
AEAEAZ BN T 20 E D M EBIRT 5 L ICRE L E T,

[Certificate Matching Rules] : KW £ 72 IZHIREINDF = v 7 MRV 2FEE~ » 7 2 18IR
LE9, fEE~ > 7L, AnyConnect £721%7 747 MV ASSL#ER 7T m 7 7 A4 (B4
Rz ZA—71 ) CiEHELZ ) 7 LET,

[CRL Options] : CRL ¥ v v ¥ = OFEHAEEE 1 ~ 1440 43 (24 BEfE]) ORI CHREL 7,
[Automatic Import] : ¥ A 2T, FEHFEACAD [F7 4] OY AN EHRIZHEGH LT
UVE T, [Enable AutomaticImport] #4212 L C, 7 7 4 /V bRELRFET 2 L) ICRE LTS
B ASAIE 24 I T L IC R a DY A FTEEEFEACADORHF I A eTF v 7 LET, U
AMPERERSND L ASAITH LWT 74 FOFIEFEACAY A b & Z v rm— RLTA
AR—HFLET,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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I5540~0759% 7ow20%E [

[0 Je—— NS ~ S — N En.—l_l
754 ANDIT DY 7O EADEKTE
TIUY FF5 A0, Web 7T I L o T ENAMS LT e ST LT, 757
P4 RUNTY IAT» et —N"—{C8ERT IR EOEAOHEEEZZITLET, ASA
TiX. V94T FLVASSLYVPN Y g TUE—F 79 0FICE T 00— RT57200
TSI A R — N TEET, B, VRAATIIHEMAT LS T IA DT A N EITHoT
BY, HEACER2WT I 7L 0 OEGEET A M TAEALH Y 9, 2720, BRLT
X, ANV =T AT 4TV R— b TDT 774 DA R — MIHERLETA,
TITA BT T a TNRAAIAL VA =L T 5L ASA ITROMEAZFEITLET,
« (Cisco Bcfi D77 7' 4 L [RE) URL TIHREINLIZjar 7 7 A VDT o3y 7
CASA 77 AN VAT AT 7 ANEEEARLET,
+ ASDM @ URL BMEDOHEICH D Fa vy X o A MIIEREAD LET,
LBDOTRTHOIIAT L FLVASSLVPN® Y gV TCF I 7 A A X—T VI L,
A Ama—FTvardk, A—=FNLX—=TD[Address] 7 4 —/LV KORIZH D K v
FET YA RMIONWTOF T a r2BMLET,

wIZ, UBOETHAT LIS 7 A 2 BMLIEEED, R—F )L X=TV DA A=ma—
LT RLAR T 4=V FROEFEREZRLET,

RK1:9FAT U FLRSSLVPN R—E )L R=S~ADTS514 o DEE

T3T4 |R=2 )L R=V[TEMEND A 2 A | R—5)L R=TITEME N S [Address]
v Za—FTvav J4—LEXTLay
ica Citrix MetaFrame Services ica://
rdp Terminal Servers rdp://
rdp2* Terminal Servers Vista rdp2://
sshitelnet |+ 27 > =)L ssh://
Telnetservices (vl 8L Ov2 ¥R — k) |telnet://
vnc Virtual Network Computing services vnc://

*HER XN WT T A v,

7547 NUVASSLVPNtE v v g o Ca—HF—NR—=F I R=VOEEA T b A =2 —
F T arE ) v IFTEHE, R—ENLN= IS B —T oA ZADT 4 R e~
NRAUNRERENET, Fry7XZ o0 VA MIFEREINEZTR barcya—F—nE@R LT
[Address] 7 4 —/V RIZURL # AT 5 & Hfa i TE£7,

IS T, T AL Gy (SSO) AV AR— R LET,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B 50 icmsumeen

O N N T A B
T304 VIZHSHHREH
s TITITA APV E— N T 7 REAEERTHITIE, ASATY T 47 ML ASSLVPN %
AFX—=TNZTDHDVLENHD 7,
« ST T A NIKHLTSSO R — FERET DI, FI97A4 A A =L, P—
NR—r~DY I TR TALEOD Ty I~v—7 = NI EEBNLES, F/o, Ty r~v—
7 EBEMNT A EEIZ, SSOVR—TE2FHRELET,

e UEBE— M THHTHOICMERKERBOT 7 AL, 72 MEEE—FIZBLTWE
—aAO

« I A UEHEHTAHITIE. ActiveX F 721X Oracle Java 7 > % A ABEE (JRE) DMET
T, N—=Tg VEAIZONWTIE, [V AR— F5%0 VPN 75 >~ k7 +—2A4, Cisco ASA
5500 > U — Xl ORI~ FU 7 ZAESBRLTLIEEN,

T304 o DOFERLEDHIR
N

(G¥)  Remote Desktop Protocol 7’7 7' 4 > ClX, vy ar 7un—haEHLI-a—RFK X707
AR —FENTWERFA, R balicideyvraryr7a—an6D) XA L7 a0
BB IED T2, BRUCRRLET, oy ar Tua—aMEHEhTOWARWEA, 7774
CITEMEL £

s TIIT AR, VTN A Ay (SSO) B AR—NLET, ITTAUNF FTIAT
VMU ASSLVPN v v a v ZHC EXICANLEZ LT VoY VERILZ LT oy
NEFERALET, 7797143~ a@Efis R —F LD, W KA A VXA T —
KpEDIFEXERT —/L KL, RADIUS %7213 LDAP H— —@D EMT SSO % FE17
THA T aiibo FHA,

AT —NIN T 2= VE—NR—=NRETDHELE, TR L TSNy 3
VIR E SN ERA, 22— — 1T T =2 — = RN —RICEERTALENH D 9,

¢ AT = IV T 2 AN TRR K AT — F VA T 2= VA==l 255
Ty IN— NABIAR—Vay, AT Iy I TIORA R —REDIFTAT
U R U ABRRIE, 72— A — R — ASA XTI TRl s nEHA, T =— A — =D
AT, 2O OEEITEIMEL 8 A,

T752940D=00Xa1 T4 7T5AT7RADEE
1R&H BHEIIZ

ASAA LB —T 2 A ATITZIFAT L FLASSLVPN A R —T IR TWA T & MR L
ij‘o
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
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FIE

ATy T

Rk TERAENETS T4 o042 —L ||

SSL AERED —fix4 (CN) & LTIP T RLAZBELARNTL I, VE— b 2—H—
3. ASA LIEET 57202 FQDN Offi i 24T L ¥4, UE— h PCiE. DNS 72/
System32\drivers\etc\hosts 7 7 A LIND T ~ U ZfH LT, FQDN 2k CX DL E R H Y £
j—o

75 AT v kLA SSL VPN 2 ASA THNZ /Ao TWEINE I NERLET,

show running-config

ATy T2 ASAA LV HF—T A AT SSLAFHELZ A A b —L LT, VE—F a—F —RROELEM

KA A 4 (FQDN) ##ELE,

DRAAICE>THEBASNETSITA4A DL VR =)L

VA TIL, JavaR—ADF—F 2 V—RX arR—Ry FEBEREALTWET, ZT. 7
FA T MLVASSLVPN 2y g TWeb 77 UV DT T 74 L LTCT 7RIV
R—FR F T, ROLONRHY F5,

48 HHEIIZ

ASADA LV H—T 2 A ATY FAT 2 FLASSLVPN NA R—T /LT > TW5DH T & &R
LET, £DO=®HIZiE, show running-config =~> K2 AL E7,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B o xocsoEEASALTS I D R =0

R2:VRANVBEREALTVWE TS TA1 Y

7ok
al

B

BREALTWSEITZT100Y

RDP

Windows Vista 38 . T Windows 2003 R2 T#s A k Z 415 Microsoft
Terminal Services (27 7 & A L £,

VE—h FA7 by ActiveX 2> b —/Lax P R—KLF
‘j‘o

RDP BLURDP2 Dli &Y R—bTDHZDT T 7 A %l
452288 LET, RDPEBILORDP2 D=V g
50 ~DNR—=2a T v EIRYPFR—FEnTHnET, /N—
Varys2UBII A R—-FENTHWERA,

RDP2

Windows Vista 35 - O Windows 2003 R2 T7 &~ X5 Microsoft
Terminal Services (27 7 & A L £,

VE—hFA7 by 7 ActiveX 2> ha—L&HR— | LFE
‘ﬂ—o
ZOHENWTIT A 0, RDRFEITE Y R—FLET, 20

FIAVEERTAZ IR L EEA, bV, ERED
RDP 77 7' A V&AL TLEE W,

http://properjavardp.sourceforge.nc

SSH

Secure Shell-Telnet 75 7 A 2k, VE—F 2—HF— |3V
FT— b 2 B2 —HF~® Secure Shell (vl £721%v2) E£721%
Telnet ¥t & ML TX £ 7,

X—R— N A ¥ T 7T ¢ 7FBFEF JavaSSH TlEHAR— &
NTWinWizd, (BRI A N =R LOREHEASIN
3) SSH T 74 TCldrAR—hrSNEHA,

http://javassh.org/

Virtual Network Computing 77 7' A > {35 &, VE—F
=Y —ZVE— K T AT by THE (VNC H——F 7%
PF—EREBMEIND) A I LTEarEa—F%, £=
Z—, F—AR—F, BLOYTREMHH L TRREBLOHIET
xFET, ZONRN=Ta T, TFAIDT 74V FOEPE
FEINTWET, £/2, 7TV ABLHEKRKEO~LVT 77 A
NET v 7T —hFERTWET,

http://www.tightvnc.com/

R DWE LHIRIZOWTIEL, 77740 DO~3=aT VESZRLTIEIN,
INBDTT 74 1, Cisco Adaptive Security Appliance Software Download ¥ h CAF T

ifo
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http://properjavardp.sourceforge.net/
http://javassh.org/
http://www.tightvnc.com/
http://www.cisco.com/cisco/software/release.html?mdfid=279916880&softwareid=282829226&release=1.1.1&relind=AVAILABLE&rellifecycle=&reltype=all
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Citrix XenApp Server ~D 7 7 & R DIZH# .

\)

(GE)  ASA (X, importwebvpnplug-inprotocol 2~ K& a7 X a b—va VIREFFLET A,
FDORIPVIZ, csco-config/97/plugin T4 LvZ NIONEFEEEHMNICe—RLET, BH>
AU ASAIZ, 774~V ASANSLT T 74 o ZBiGLET,

FIE

ATYT1 ASADT7 T v a FNRAL AT T A A =L LET,
import webvpn plug-in protocol [ rdp | rdp2 | [ ssh | telnet ] | vnc] URL

GE)

SSH H & Telnet HICZ D~y REZNENATILRNWTLEEV, sshitenet # AT 535
AL MHEDOMIZAR=ZIFA LEH A, T L > T, Secure Shell —E & & Telnet %—
EADEFICTTITA L T AR L F1,

51

WRIZ, TFTP £72IE FTP $— N—DHRA M ELIZT RV AL URLRT T VA jar 7 7 A
NASDYT— b NRATHLT T TA o ~DRA% NSTT 261 R LET,

hostname# import webvpn plug-in protocol ssh,telnet
tftp://local_tftp_server/plugins/ssh-plugin.jar

Accessing

tftp://local tftp server/plugins/ssh-plugin.jar...!!ttiiirrrrrrrrirrrrrrrrrirrrrirrrrrrind

Writing file diskO:/csco _config/97/plugin/ssh...
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

238510 bytes copied in 3.650 secs (79503 bytes/sec)

RTFYvT2 (ILE) FIUAKTHZ T4 T LA SSLVPN OHR— F &4 71280 2 THIRR
L. ASADT7 T va T3 AME HHEIRLET,

revert webvpn plug-in protocol protocol

1 -

hostname# revert webvpn plug-in protocol rdp

Citrix XenApp Server ~D 7 - = A DR

Y= RKR—=F 4 DT T T A4, 7 T7AT 2 NLVASSLVPN 77 U 77 A& 2ik4 55
EoflE LT, ZOHETIE, Citrix XenApp Server Client |22 7 A 7 > b LA SSL VPN O 77—
k23BN 5 FIEIZOW TR L £ 97,

ASAIZCitrix 7T VA VDA VA M=V ENTWAEES., 7947 h L ASSLVPN =.—H—
%, ASA ~DFEi &l L T Citrix XenApp #—E R (ZT 7 ¥ ATE £,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B cvix 7551 vomrmE oz =0

AT — KTV T x2—)LA—_—Tl%, Citrix 77 /A V2R L T &Nz v g VMR
FEnszti, 7=z—/bF—"—#%IZ Citrix = — P — 2 FHRIATALERH Y £,

Citrix 7554 > DEREA VA F—IL

FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

1R BHEIIZ
X2 VT TV = a w2777 4 VHICERTZHERS D 77,
(Citrix) T®x=aT7 7F—1brv=xA] Z2HEHALRVE— RTEIMET S X 5 IZ Citrix Web Interface

V7 N =T BRETLOILENRHY £, ZOREL L7gn& | Citrix 7 7 A 7~ M Citrix
XenApp Server [ ZH5#i T & £ A,

YAADPY T Ry =T Fura— K Web A b5 icapluginzip 7 7 A L EZX o — KL
£7

DT 7 ANMZIL, Cittix 7T 7 A VEFERT A0 Aan AL~ A A LET 7 A4 LR
HEENTVET,
Citrix DY A b6 CitrixJava 7 A4 7 haXvra—RKLET,

Citrix Web 1 b D& 7 > 1 — R{E T [Citrix Receiver], [Receiver for Other Platforms] D JIEIZ
HR L, [Find] 227 Y v 27 LE9, [Receiver for Java] NA X—V 7 %7 ) v 7 LTT—0A
TaHdyru—RNLET,
T=HATNEIRDT 7 A NVERH L, £ 5 % ica-plugin.zip 7 7 A MTEIM L £7,

* JICA-configN.jar

* JICAEngN jar

CitrixJava 7 A4 7 > MIEGENTWAD EULAIZL > T, Web Y —_— 27747 baiD
BT DHIZDOHERNEGEZ 5N TWAZ 2R LET,

ASDM ZfEH T 570, F2135HE EXECE— FTIROCLI =2~ FEANJLT, T34
A UA =L LET,

import webvpn plug-in protocol ica URL
URL /X, A M (FZFIP T RV R) & ica-pluginzip 7 7 A L ~D /XA TY,

G¥)
Citrix £ v ¥ 3 2SSO AR — M ERMET LT, 7y 7/ ~—7 OEBMTHMETT, KO X
ANT, Ty ~—0 THERREREREMET S URL ST A—F 222 & 2HE L F9,

1ca://10.56.1.114/?DesiredColor=4&DesiredHRes=1024&Desired VRes=768

SSLVPNZ A4 T7 v hLA®wvarafEsrlL, Vv r~—0%7 Y v 7350, Citrix V—
N—@O URL # AT LFET,

B EENEISAF7URLASSLWNOI Y I Fal—vay


http://www.cisco.com/cgi-bin/Software/Tablebuild/doftp.pl?ftpfile=cisco/crypto/3DES/ciscosecure/asa/customer/ica-plugin.zip&app=Tablebuild&status=showC2A
http://www.citrix.com/English/SS/downloads/details.asp?dID=2755&downloadID=20731&pID=186
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tE21UTF4 FIFATURA VR b—LEATWE TSI voxT |

MEEIZ U T, [Client for Java Administrator’s Guide] #ZM L TL 72 &\,

X AT AT ITSATUVRICA VAR M—=ILENRTWVWBTSHTAL 2D
TR

FIE

ATFYT1 7947 L ASSLVPN ODa2—H—NHEHTE S Java X—ADIT FA T N TV r—
varue—EERRLET,
B -

hostname# show import webvpn plug
ssh
rdp
vnc
ica

ATFYT2 T340 Dy 2BLIOAMNEGDET,
5 -

hostname show import webvpn plug detail
post GXN2BIGGOAOkBMibDQsMu2GWZ3Q= Tues, 29 Apr 2008 19:57:03 GMT
rdp fHeyReIOUwDCgAL9HdATs PnjdBoo= Tues, 15 Sep 2009 23:23:56 GMT

o - =L
R— MEREDERTE
R— MEREICLY, =2—H%F—T 7 F 147> FL A SSL VPN #4%/ LCTCP X—ZADT 71
=g T I RBATEET, TCPR—ADT 7V r— 3 IR DE IR L 0ORH Y £
j—o

* Lotus Notes

* Microsoft Outlook

* Microsoft Outlook Express

* Perforce

* Sametime

* Secure FTP (FTP over SSH)
* SSH

* Telnet

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .


http://support.citrix.com/servlet/KbServlet/download/6284-102-12977/ICAJava.pdf
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B & ramzomzss

* Windows Terminal Service

* XDDTS
ZDOMD TCP N—Z2DT 7Y r—a VHEET S aletEidd 0 3208, Y AaTET A b
EiToCWERA, UDP ZEHT 2571 b a /L 3EfEL 8 A,

A— MEEIL, 7747 FLUASSLVPN 82/ L CTCP X—AD T 7Y Fr— g &Y
R—=hrTBEDOVH—TFT7 /v —TF, A—MNEkT 7/ nV—%VR— N THXEL
FHHNCHER L W DA, N— MEXEOEAZERT I TE T,

A= MEEDOREFEL LTROZ EEZHRFTL TS0,
e A —h NNV T I RREFHT L E 22— —IZITRDO LD 2RISR H Y 7,
e A —hF MRV, TTTA IV R T =< ANRNAELET,

o IR— Mgk LT ALY, A~v—F FURATIE, B—H NV R—br~Dua—ha)L 77
Uhr—arpa—PF—fEmrmEk L bicky, a—HFF—xz 7 2y = 2N
LA =T O

e R— MEELITRRY | Ax—F FURATIE, 22— =3B HE R Z FFOMLENR
b EEA,

e AR— FIEEBIR®A~—h hox VT RBALIZR AR, IS4 Tld, 7947
N7 = arE)E—bh ara—FIA VA M=V TEHELERHD EHA,

ASA TR— MEEEZRETIHHEE. 77V r—varvniflda2R8—r2EELET, A
v—kk/xw77ﬁ1% RETLHBRENL. BT 77 ANERIIFORRADOLEI AR E L E

B
— FEREDAHREH

e R—NIEE (T V= arT77%8R) BXOTUHGEREEZ Y R— T 57201
JE—h 2 ¥ a—HI|Z Oracle Java 7 > ¥ A LBEE (JRE) 1.5x AR A A F—/L &
NTNWDHZ EEMERLET,

Mac OS X 10.5.3 ETSafari ZfiH L CWA 7 T v PFR—2 D2 —% —%, ASA @ URL &
AT D207 T4 7 > bERAELZXBIT2X4ENH Y 9, Safari © URL IR
FBIZEY 1HIEHIIRRBIZAT vy 2280, ) 1HIEAT v a2 280 TIHELE
T, WIZHIZRLET,

* https://example.com/

* https://example.com

FEAMIZ OV, [Safari, Mac OS X 10.5.3: Changes in client certificate authentication] %%
LT 7EEN,

o R— MREEZFA~— b b RAEEHT 2D Microsoft Windows Vista LARR D = — % —
IX. ASADURL ZEHHEHYA YV — 2B LET, EEHELYA Ry — 277k

B EENEISAF7URLASSLWNOI Y I Fal—vay
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A— ramgicEy aHREE

A9 B2, Internet Explorer 2 #LHE) L, [Tools] > [Internet Options] > [Security] 4 7 % %R
TOHMENH Y T, Vista (UBED) 2—HF—|IREE— FE A 7TV EX DL A~ —
FNRRAVT 7 BAZEHT 22 TEET, 2L, HBICHTHa s Ea—20D
WEgatEA 3720, ZDOFEOHERITIBE D LEE A,

— FEREICRE T S HIREIR

« R— MREIZ, AXT 4 v 7 TCPAR— MM+ 25 TCP 77V r—ya v OhiHR—
FLTWET, A F Iy 7 R— FERITERD TCP N— F 2T 277) r—va
VIEP A= R LTOERTA, 72E 20 B— b 22 Z#HT D SecureFTP i1, 7 A 7
F LA SSLVPN OR— MRiEZ N L CEEL 928, A— K20 & 21 25 HIEHEFTP
IXENE L EH AL

AN— MEREIX, UDP 2T A7 0 bat iz R— L TWERA,

AN— MZIEIT Microsoft Outlook Exchange (MAPI) 7B ¥ 2 HRK— L TWEHA, L
7> L. Microsoft Outlook Exchange Server & i##£4°% Z L2 X V| Microsoft Office Outlook
DAZ—F PRV YR— P ERETDH LN TEET,

AT — N7 7 =—)LA—/N—"T|L, Application Access (F— MEEFE/IFA~—F K
VARNVT IR R) BERLCHY Ly v a VidREENNEYA, 22— —T T = — L
A= =BG T DR ENH Y £7,

AN— MEET, #EHEFHREER (PDA) ~O#kIIVR—FLTWEE A,

RN— MEEEZMHEHT AT, Java7 T by hEF oo —RLTR—AINLV I TAT U N
WETAHHLENHY £, ZHITIE, =00 VAT DIHT HEEE OFF Al N LEEIC R
Bz, 22— =BTV vy VE— K VAT LANLER LG, 77V r—a
CEMBHTEROVARERH D £,

Java 7 7Ly M, =0 R a2—HF—DOHIMLA V' H—T7 =4 AZHDHT 7Ly MED
U4 RUICERRINET, ZOU 4 RUIZiE, 2—F—2REHTE2HER—FDY
ANOARF, 77T 4 7FA— b, BLXOEZESNTE N T 70 v 7 & (N ML) 2
ForInEd,

a—7VIP7 RL X 127.0.01 MEHINTEY, ASANLDY 747 kLA SSL VPN
PRIl L > TENEEH TEXRWEA, A— MEET7 7Ly FTlE, v—h bR —hrE Y
EF—FAR—IBE—DOHLDE L TERRIINET, TO/ME, ASATX, 127.0.0.2, 127.0.0.3
Y. va—An X IDOHFLWIP T FLZA&2ER LET, hosts 7 7 A L AZEH L
TR DN—T Ny 7 BFERATE5720, VE—FR—MIT 7Ly b TrR—DI/V R—
FeELTHERENET, #6T5121%, A—FE2HEEETITHA A M ZTEE L T Telnet &
FHLEST, FLWLWE—BLIPT RLRAZa—HIL KA KN 77 A LV CHEHTXET,

ERWGEI 54T RLRASSLVWPND IV T4 Fal—2 3> .
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s

axX ;e

853X D DNS D% TE

ATy I

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

A— NREHRRIT, RRB X O OT-OIZ, VE— N P——D RAA A ETITZEDIP
T RUAZASAICHEE LET, 2F VY, A—MNEET Ly ME, 77UV r—va rnhbo
TR EZZIFANT, ZTDOERE ASA [ZHE L E9, ASA )72 DNS 7 = U —Z/ERk L.

A= MEET 7Ly bOMRb VIR ML L £, AN— M7 7Ly ME, ASAIZHT 5
DNS 7 =) =721 ZEff LET, A— b EET 7Ly MIKA N 77 A VET v 75T —hL
T, R=MEET 7V = a YISDNS 7 = U — 2 AT LI L &2, 72U —pb—T 8y
77 RLVRZVFA LY hERDHEIICLET, B— MEET 7L v b5 DNS Bk 2% 1)
ANbDE o2, WMOEIHIZASA ZHELET,

DNS #—— 7 L—7 & — R & B L T, example.com & 9 £ H[D DNS Hh—/3— 71—
ERELET,

&1

hostname (config) # dns server-group example.com

RAAL B EIRELET, T 74V DO KA A 4 3FHEIL DefaultDNS T,
i -

hostname (config-dns-server-group) # domain-name example.com

RAA L% IP T RLU AR L FE T,
1 -

hostname (config-dns-server-group) # name-server 192.168.10.10

547 RFLVASSLVPN 207 4 X2 lb—3 a3y B— RNz 4,

webvpn

Mo 2NV ITN—T 7547 U ASSLVPN 27 4 Fal— gy B— RO £
s

tunnel-group webvpn

TO MRV ITN—=TTHEHEND RAS A ERELET, 774V TR X274
T FIATVANITFTA T NV R OT 7NV D N ZNAV T NA—TE L TCF 74 D
7747/%VX%LWN7»~7%%@$T$¢<MA# @k/zw&w~7%ﬁﬁb

TREZI TAT U AEHICHI D Y TLH5 ZOFIMEEZFITLET, TSN DY;
X, 7747 2 MU AERIIK L TRIE S L ]\ /7\/1/ CLICZOFIEEFITLET,

1 -
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HR— rEkH T 27 TUr— a okt [

asa2 (config-dns-server-group) # exit
asa2 (config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
asa2 (config-tunnel-webvpn) # dns-group example.com

R— MEGEICX T BT T r— 3 U DERIE

EBASADITA T FLASSLVPN a7 4 Fa2lb—3 g 0f, A— MEEY 2 M &2V R—
FLTWET, TNENDOVARNT, 77V r—2a VBT 72 A0RMBIHERAT e -1
R—hetVE—-FFR—FE2RELET, H£I/NV—T RY v—F o —F—4iF 1 >DOKR—
MEXEV A NOZEYR—FTHLD, PHR—FENBECADEY &7 L—LLTY Xk
EVERT A2 ERH Y 7,

FIE

ATV T1 ASAREIZT CITAHET 2R — Mk U A h = N ARRLET,
show run webvpn port-forwar d

RTFYFT2 /74T FLVASSLVPN 2> 7 4 Falb—a v T— N EZET,
webvpn

R— F%L)Xb®§ﬁ IR TC, ROIETHATHLIIC, TV R NEITN—T R v—
Flolda—VP—£IZE 0 Y TET,

R—=bkT#T—T42T JRAFDEIYHET

7747 FUVASSLVPN#ERUZ L D7 7 B RACHEHA SN2 —HF —F 2 Z /N —TF R v—
BT D TCP 77U r— 3 VOL4RITE U A MEBINEIImECTEET, Z—7
R o—ba—P—Z L2, WOWTNNEITI LT TAT 2 LA SSL VPN %% iE
TZFET,

\}

GE) nboFFiaid, HBINA—FRY o—ba—F—4iTxt L TEWHIA T, 127
A LT 7ZE0,

s A=Y —Ou T URHCHBINICAR - 74 U= 4 7 T 7 v RAERGT D,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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1R BHHEIIZ

port-forward enablelist name =~ > K& BAsAT HHiIC, =—H—IX, 7747 ML A SSL
VPN 7R — % )L ~X— D Application Access> Start Applications Z i L T, FEICAR—F 7+
V=T 4 TG o0ERH Y £,

Inboaxy N, £/ V—7RY) v—Lba—P—HTHEMAWETT, £/ L—7 R —
ba—HP—Loar74Xal—vai, IhbDavy Re—EZ1 2R —MLE
T ZDRD, 1oDOa~v s RRANShD &, ASAIR, ZUOTNV—T R —Fida—
PP 7 4 Fal—a NAFETH Y FEHLWa~v s FEBEXHBIFT., &%
Davy ROBEIE, I—7R) v—Fllda—HF—4Dar 74 X2 — 3 /T TID
1E(ET % port-forward ==~ > RARHIBR SN 57200 T,

a—W—ou s A URHZABICER— N 7+ T —T 4 U 7RG LET,
port-forward auto-start <list name>
a—HP—a I, VDR — N T T —F 4 T EFFREIITEEIE L E T,
port-forward enable <list name>
port-forward disable

(fE&) port-forward 2~ > KRR V—T R —Floida—HF—4Dar7 4 Fal— 3
U BHIBRE AL, [no] port-forward 2~ KRBT 7 4Lk Z—7 RY —n bk S v E
9, noport-forward =~ > KOHZIZHDHF—U— NI4T arTTN, ZHOF—T—F
2 &0 BB & 2 D4 ETO port-forward =~ > RIZBRE L £,

no port-forward [ auto-start <list name> | enable <list name> | disable]

R— MREDBHIE

FIE

ATy T

ATvT2

ATvT3

a—HWF—0nu 7 A URHIAR— MEEEZ BB T 212, Roav > FE AN LET,

JIAT v FVASSLVPN a7 4 X2 b— gy B— NCH VL £9,
webvpn

ITN—T R v—FFF3a2—HY—4DIFA T FLASSLVPN a2 7 fFalb— g
ET— NZOID B2 ET,

group-policy webvpn ¥ 7213 username webvpn
a—Y—pu A RHIAEMICAR— N 73V —TF 4 VT EBBLE T,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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_R—bk 747

FIE

ATvT4

ATy TH

ATy T

ATy T2

R— b It 7—F 401 7—TInteevEz [

port-forward auto-start list_name

list name !, ASAZ 7 A7 ML ASSLVPN 2> 7 4 X a b —3 a3 OEFOR— MRk
A NDOAHITT, EEOR— MEEY A M2/ N—T R o—F 32—V —£4ICH H TS
ZEIITEERA,

1 -

RO~ NI, appsl L WO AFTOR— MEEY A M &2 7 L—TF R Y —IZHID Y4 TET,

hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # port-forward auto-start appsl

ASA BRENAHET DR — Mk ) A b = b 2FRLET,

show run webvpn port-forward

UEE) 7 NV—T7 KRV o—Fda—F =405 port-forward 2~ > REHIFR L, 7 7 4 /L b
WWRERLET,

no port-forward

—TATDA =TI ETYER

FI7 4N RTlEE, A=k 7T —F 4 I A 7R > TOET,

R—bh 74U —F 4 v T EHHLET,

port-forward auto-start list_name # AJj L7= & 1%. FEICAR— L 74U —7F 1 » 7 %867
DUEEH Y FH A (listnameld, ASAZ 54 72 FLASSLVPN 2L 7 4 ¥ a2 lb— g0
WCEEFOR—F 74T —FT 4 7 UARDAFITY) . BEOR—F 74T —FT 47 U R
N7 N—7 KR o —F i Fa—F—LAICHD Y THI LI TEERA,

port-forward [enable I<list name> | disable]
11 -

WD a< Rk, appsl EWIHILRIOR—F 74T —F 47 VAN —T R —|Z
FD Y TET,

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # port-forward enable appsl

R—h 7+ T9—F 47 VA O NI ERRELET,

show running-config port-forward

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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. T7ANT I ERADRE

ATv 73 (ER) InA—7 RV r—Fda—F =405 port-forward 2~ > RZHIFRL, 77 4/L b
WCRLET,

no port-forward

RTvT4 ((TE) R—b7+9—FT 4T 471UV EXET,
port-forward disable

TJ7A4IL T I EADERE

7747 MV ASSLVPN (F, UE—h 2—% =T HTTPS R —H )L X—TU &4 L T\ E
T, ZDOR—TX, ASA THEITTDHTaX U CIFS 7 744 7 EZIXFTP 2 947 b (B
HWVNIEOM ) EHEEILTWET, 7T AT h L ASSLVPN L, CIFS 721X FTP %
LT, 22— —PREOE M ZT- L TWD 7 7 A ND T asxT ¢ BT 72 R %R L72R VR
D, XY NI—T EOT7 7 A N~DFy NT—0 T I RAea—H—Zif L E9, CIFS 7
TAT LV RBEIWFTP 7 74 7 MIBWRTYT, 7 747> b L ASSL VPN 5 E(E S
DIR—ZN RX—=U T, 77AN VAT AZEET 7 EBALTWDEPO LS ICRAET,

=PRI ANDY A NEERT DL, 7FAT 2 FLUASSLVPNIE, £DV R MR E
FNDEY—R—DIPT RLAEZSTAX— T T UPFIHREINTWHWEI—"—ZHBELET,
ASAIZV A FZEELT, B—FL 22— LU E— | 2—F—|T3FELFE T,

7747 FUASSLVPN I, a2—P—OFBFEEM L T 7 A L DTuNRT (IR T, 22—
P—23K D CIFS BLOFTP DIEREZ RO T Z &N TE AL HICLET,
c RAAL LU= T N—TF FAAL LU FERIIT—7 TN —TFHNOY—"— P — R— N
DG, BIOEHEFHRDEZET AL FINDOTZ 7 A NVDFESF—RET R K,

7 ¢ L7 MY OVERL,
e Ty ANDE Y u— R, TyTu—K, Ux—»5i, B BIOHIKE,

R=H N R DA =2 —NEITIZTA T L ASSLYVPN® v v g v HIZE RIS Y —
Nox— ElZd 5, [Browse Networks] # U E— h —%—13 7 U v 7425 L ASA L, EH.
ASALRILFRy NU—7 EFEZORy NT—I ST 78 AARERGHNCH D, v~ AKX —
77 UH, WINS h—sN—_ F72EDNS —_"—ZfFHL T, == URXrExy hT—
JICHELET,

CAH— T T UYWEIEIDNS = _—X, 7 T4 T FLASSLVPN BV E— h 22— —
WM 22y b= LDV Y —2D Y XA &, ASA LD CIFS/FTP 7 74 7 MMZFER L
F7,

N

CE) T77ANVTIRAZHRTTDHHIC, 22— —T 7B 2AHOY— "= |G 2R TET D LN
HFEF,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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cFs 77 AL 7o e2nEksREE [

CIFS 774 IL 7O ANDEHLFIEEIE

a—HF—Nn \\server\share\subfolder\personal THIWVEWZT I AT H ZiE, et
EHBEREZZDIZT NTOBRT + NV Z kT D3 A0 R ZFf > TV D RNENRH Y £7,

CIFST A4 VL7 b ea—NVTAZ hyTLDMTT7 7 A NVE2ab—T L X=X T 51T
I%. [Download] % 721% [Upload] ZfEi/H L £7, [Copy] A% 3 LU [Paste] A& 1TV E—F
Mo7 7o arORhTHEATE, v—AAnb ) E— MELIZVE— M br—hL~DT 7
vaviiIEHATEERA,

Ww7¢wﬁﬁ%7~7x%~yay@7ﬁwﬁm774w%kiy77ypPmyf#é
BT ANDIEDICRZD I ENHYVET, Ba—mHHL, mEINZT ANV ER
r#é . V— U RAF—3 a9 D7 NV EEEHFLET,

CIFS 77 U X H— "—HaBI%, 2 31 bFodea4 (13 XF2 8 x 564) A — L+
LCWERA, ZHUE, BREINDTZANFDY A NIEER G2 BT, 740 F~D
2P =T I ERIFFELEEA, BHEERE LT, 21 FOLFAEMHHT 5 CIFS 7 +
NHEDT 7 ~—7 EHANIRET Dh, —H —M cifsi/server/<long-folder-name> JE 2 C 7
WADURL £7037 v/ ~—27 % AT LET, RIZHERLET,

cifs://server/Do you remember?
cifs://server/Do%20you%20remember$3F

TJ7A4ILTOEAODYER—kDEM

FIE

\}

GE)

ZOFETIH., v AX =TT IUFRBIOWINS B —R—ZIRET B FIEC O THBA L £,
RboVIZ, AADMZHFEHL T, 77 ANEEFE~DOT 72252 MFTZ URL Y AR R
ARETHZELTEET,

ASDM TOIADEBIIIL, v A FZ— 77 UHFEIT WINS y— " —[I0EH Y A, 2
72 L. Browse Networks U > 7 ~DH KR — MIRMIE I L EH A, nbns-server 2~ K& AJ13
HEXT, FAFLELFIPT RLRAEMEHA L TServerA 22T Ed, SR MEHEAT
LA, ASAIIARA M EIP 7 RL AR5 2 & % DNS — _"— 2Bk L £,

ATFYT1 V947V ASSLVPN 27 4 F=2b—3 gy F— Rl B2 £,
webvpn

ATFYT2 "oV ITN—F 75T FLUASSLVPN 27 4 X al—3 g0 B— N0 &z F

ﬁ‘o

tunnel-group webvpn

AT w3 4 NetBIOS £2—2L $—/— (NBNS) DRy N —T FERAAL L EZT TR LET,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B o 7rtz09%—roem

RTv74

ATy TH

nbns-server {IPaddress| hostname} [master] [timeout timeout] [retry retries]

emaster [X, YAX— T IFUPFLLTHRET S a v Ea—4TT, vAX— 7T UHIE,
A2 BIUEFY Y —ADV A MR LET, a~v i RO RAZ—#5% ANT)
TFICZDa~vy RTHRET H{LE O NBNS #—/3—|%, Windows Internet Naming Server
(WINS) THHMENDHY £, FTYAZ =TT UV EHEL THDH, WINSF—3—
ZIRELTLESN, YR =TT UWEE0, #H7m 7 7 A VO — " —13k K3
DETHETE X,

s timeout /X, ASANY =V — % FEY — R—|TRET DRSS 20T, 2oL x,
= R=3 1 DT OLE IR U — N—IZ38E &, = "= EBFET 255135
DY —N—ZEEFEINET, T7ANVIDOXA LT T MI2HT, FHETX 2HMIX1 ~
30 T,

s retriesiX, NBNS — — 2352720 —D Y T A BT, ASAIL, ZOEEZT
P—R=D VA NE2HAHAL LT — A=V R ELET, T 740 MAIZ2
T, BETZ A#MIL1 ~ 10 TY,

51

hostname (config-tunnel-webvpn) # nbns-server 192.168.1.20 master
hostname (config-tunnel-webvpn) # nbns-server 192.168.1.41
hostname (config-tunnel-webvpn) # nbns-server 192.168.1.47

B o7 7 A a7 4 X2 b— 3 ST TICIFET D NBNS — " — 2 FoR LET,

show tunnel-group webvpn-attributes

UEE) 77947 PV ASSLVPN R—Z )L R—=T% Y F— h 2—HF —(CEETH-0OIH
BT DX Ty FEEELET, 74V T, VE— T T UF LK LI ATy
T/ 747 RLUASSLVPNIR—Z )L _R—=TDLFEy hRNRESINDHT-, 22—V —(1,
7T OV CHE L EEYNCEITT D OB E L R DEAICRY . XFOH S bERET D%
BN ET,

character-encoding charset

charset |Z, #x K 40 L5025 72 5 CFH T, http://www.iana.org/assignments/character-sets CF5 i€
SNTVWLADLTEY FONTANLFALTT, ZORXR=VITRESNTWLXFE Y hDO4
ATEZIZTA VT 2AOWNT NN EEATEE T, 72L& 213, is0-8859-1, shift_jis, ibm850 72 &
<,

G¥)
character-encoding DfE ¥ 1 O\ file-encoding DL, 77 U HICL - THEHEIND 7+ kN 77
QY ERT D HOTIESH Y T A, ROBNTRT X 912 BAFED Shift JIS LT a—F ¢
YT EERT 5567 8L, webvpn I A X v A E—2 3 av 2 K E— NT pagestyle 2~
YREFEHLTZA b 77 IV EEHRL, ZNODEORTEEMET D, £721% webvpn
HAH<wAE—Tar avw KE—RKTnopagestyle a~> FEANLLTT7x b 773
ZHIRT DM ERH Y £77,

51
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ATvT6

SharePoint 7 7 £ 20 1=0 5 0 v o OEHEOER [

WIZ, HARGFE Shift JIS 3UF-% %R — K9 % character-encoding EMEZHEL., 74> b 77 3
UEHIERL., 774V FOERGBERET 562" LET,

hostname (config) # webvpn

hostname (config-webvpn) # character-encoding shift jis

hostname (config-webvpn) # customization DfltCustomization

hostname (config-webvpn-custom) # page style background-color:white

EE) HED CIFS —/"—D 7 5 A4 7> kLA SSL VPN R—F L X— DG AL &5 E
LET, 207D, ZNLNDOSLFORFELNNERE CIFS r—_"—Zxt L, B2D7 74
NEFFALEZ & £,

file-encoding {server-name | server-ip-address} charset
i -

KIZ . CIFS H— N—10.86.5.17T4 D7 7 A L TV a—F ¢ o F @t w25 L<C. IBM860 (=1
U7 A ICP860] ) XF &V AR—bT D& LET,

hostname (config-webvpn) # file-encoding 10.86.5.174 cp860

SharePoint 7 XD =HDOH O DIEFEEDHER

ASA LDV F A7 MUV ASSLVPN r—"— 3 7o X —%EHLT, = RERA D

Microsoft Word 72 E D7 7 U r—3 3 » EXfFE L E T, ASA OIFREIZNIE L < 72U & | SharePoint
P—R—EDOLEICT 7B A LT L EIT, ASATHRESNTZZ v F—DOFIHIIC L - T Word
NIEFICHEBRE LR R B ATREMEDN D D 97, 20 XK o i fEdh &2 [mhkEd 5 121X, ASAZ 1 v 7
ZELSBRELET, NTPh—_—LFHZ2 XA T v 7 ICEMESED L 912, ASA 2R E
TLHLZEEBEIOLET, FIRIZOWTL, —KREBRIEHa 7 F2Lb— a0 A T
A &R O E] IZRET2HASRL T Z3N,

Virtual Desktop Infrastructure (VDI)

ASA 1%, Citrix —/3—F L X VMware VDI H— _—~D 8 2 AR — b~ LE T,

o Citrix DA, ASA TIEZ FAT Y FL A BR—FZ V5N L T—HF—DEFTHD Citrix
Receiver ~7 7 A Tx£7,

e VMware IZ. (A=—h b)) OF7 7V r—a b LTERESNET,

VDI $—_— 2L, oYy —R_R—TFTF IV r—a0DLHC, FIAT 2 RLAR—=Z)LD
Ty I~—0 5N LCT IV BATEET,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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VDI O HIREIR

« BN A A DA, GEHEEZIIA~Y— N I — FZ2EHATGEHI A — FShvEw
/\/o :j/[/ N ;ﬂgo)uuuﬁﬁfﬁf iF”ﬂ &)5 ASA %??ﬂbiﬁb‘f:&)fj‘o

* XML #— & &% XenApp —/3—135 L O XenDesktop —/3N—IZA4 A h—/L L, RET
HUEENRDH Y ET,

-x5yr7uy%ﬂ4w754?y AL TWAEEIL. 7747 v MEHEOHE
TEEE, NER XA T — R & CSD (Vault 7217 T2 <, T_XTOCSD) IIPAR— K&
zh?:tﬁ/uo

Citrix E/N 1 LD Y R—

Citrix Receiver & 31T L CTWDE /A /b 2—W—L, W% FIT L T Citrix —/3—TEf T&
S

* AnyConnect T ASA ({283t L TH 5 Citrix Y — N—|ZHfi 1 5,

» AnyConnect 7 7 A 7 > b Zff 912 ASA %4 L C Citrix —/"N— |28 35, v /4
VIVT UV NMIBREGD DL ENTEET,

«Citrix 0 /A VEEOEE T 77 ANDTA VT A (R T N—F A YT A
EBIEEIND) . VDI ——(d, ZNENBIOMHER & 55tk € & 2 1= 85D 7
N—T R =% oZ LN TEET,

¢ RSA = RN—NHREIN TV BEHEAE1LRSA SecurelD F—27 » DfEi, RSA H7R— KT
1, B NYHORD h—7 b IO PIN F 7212 BRI PIN OB L
PIN Z AS1 T B2 DD h—7 VINEGENTUWET,

Citrix AICHR—FENTWBENMIL TNA R
* iPad : Citrix Receiver /N—3" 3 > 4.x LARE
» iPhone/iTouch : Citrix Receiver /X—3" 3 > 4.x LARE
* Android 2.x/3.x/4.0/4.1 EE&#% : Citrix Receiver 73— 2 > 2.x LI

» Android 4.0 FE 5 : Citrix Receiver /13— 3 o 2.x LA

Citrix D HIR

SEEAZE D HIR
e FFAE/ A~ — N — RIBERTHEY A oA OFEE LTI R—FENTWERA,

« VI AT v FEFAEOHERB IO CSD TV AR—FSNTWET A,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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Citrix Mobile Receiver 01—+ — 054 > i=o1T ]

AEIEO MdS B4 1, 10S OBEFIOMBE TH DX 2 U 7 1 Lo
(http://support.citrix.com/article/CTX132798) N OLEMEL TV EH A,

SHA2 ¥ 7' =F ¥ X Citrix Web %4 I (http://www.citrix.com/) DFHNZHE > T Windows %
fr&, HAR—bFINTOERA,

« 1024 L EDF— YA XTI R—FShTWEEA,

Z DD HIFR

«HTTP U ¥4 L 7 MIVAR—bFEINFEHA, CitrixReceiver 7 ) r—>a NIV XA L7
M CIIRE L £ A,

« XML #—E &% XenApp H—/3—13 X O XenDesktop —/3—IZA4 A h—/L L, RET
HLENRDHY £,

Citrix Mobile Receiver D 1—H— O 45 A4 2D\ T

Citrix Y —/N— T L TV A ENA L 2 —HF—mu 7 F 2 0F. ASA 8 Citrix —/3S—% VDI
P R— L LTRELED, FRI3 VDI e Xy —R—L LTHRELENT L > TERY
F7,

Citrix —/"—=N VDI P — =L L TREINTWBHEE -

1. AnyConnect Secure Mobility Client Zffifl L, VPN 7 L7 > 3 ¥ /L C ASA 128 L £ 77,

2. Citrix Mobile Receiver Zf# [l L, Citrix ¥—/3— 7 L7 > 3 % /L C Citrix ¥—/3— T8k L
FT I I A F U ERELTCWDEAN, Citrix 7 LT V¥ ¥ VIEARETT)

ASAN VDI 7%y —NR—L L THREINTWDIEHE

1. Citrix Mobile Receiver Zf#H L. VPN & Citrix —X—DW D7 VF ooy w2 AL
TASA IZHe LE T, mAIOERR%Z, ELIBREINTWAEEIR. UBOERICNE
RDOIX VPN 7 LT ¥ ¥ L2 T,

Citrix —/\—Z JOX 93 571=60D ASA DETE

ASA % Citrix r—"\—D 7 mx & UTEMET 25 X ) ITERE L. ASA ~DOEgEH Citrix Y —
N ~DEERETHHPDEINC2—F—ICARE D N TEET, ASDM @ VDI 7' F 78
A X —T W72 > T D51 AnyConnect 7 7 4 7 2 MIARETT, IROFNEIZ, =2 K
a2—H = Citrix [ZHfE T 5 HIEOMEZ R L E T,

FIE

AT 1 ENA L 2 —H —28 Citrix Receiver Z#2E) L. ASA @ URL (26 L E7,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B /7% s—~oviy—r—osysuc

AT w72 Citrix D 7 A VHEH T, XenApp V——D7 LT ¥/l VPN 7 LT Uy LEREL
\iﬁqo

ATw T3 LR, Citrix — =285 T 25 AICHBEICRDDIE, VPN 7 LT ¥y V21T,

XenDesktop 33 L U XenApp 7' 12 & LT ASA Z{#HH7 5 & Citrix Access Gateway (F 442
72K 720 £%, XenApp — S—1HHI ASA I[ZiEEk S, ASDM ICFERENET,

Citrix —/R—D7T RLABI Qe /A I LT ooy VEREL, JV—7 R —F 1%
=P —RIZZEDO VDI —N"—ZE Y Y TET, 2=V LKL N—T KRY —DliFEx
ELFEAIT. 22—V —LZOBREICL > TIN—TRY L —FHENSI—N—F 4 RENFT,

RDEZRY

http://www.youtube.com/watch?v=IMM2RzppaG8 : Z D E 5 4 TiL, ASA % Citrix 7 ¥ & L
THEA 2 RAIZ DWW TR L £ 7

GI—THR)—~DVDIH—/N\—DE|Y LT
VDI —R_—ZREL., ZL—F R — (28D Y THHFETRDOEBY T,

* [VDI Access] <A T VDI #r—_"—ZBIIL, —_"—Z7 N —TF KRY o —%EH KT
50

« S N—TF R T —|Z VDI —_—Z BT 5,

A—=P=L TN =T K =Rl E bRESNTWDOHE, 2= —AOREL, 7 /—
TR IR LET, READLET,

configure terminal
group-policy DfltGrpPolicy attributes
webvpn
vdi type <citrix> url <url> domain <domain> username <username> password
<password>
configure terminal
username <username> attributes
webvpn
vdi type <citrix> url <url> domain <domain> username <username> password
<password>]

WA T v a i, ROLHIICERINET,
s type : VDID X A 7, CitrixReceiver % A 7 D4 Z OfEIL citrix IZ T 2 MERH Y 9,

eurl : http £72 1% https, HA M4, R— FEH, BLOXML b —EA~D/ 2 ZE T XenApp
F 7213 XenDesktop $—/3—D5E 472 URL,

susername : AL A VT T AT I F ¥ ==l T A T EHEOD—YF—Z, ZD
ElX. 7I9A4 TV LA ~270llT 5 ERTEET,

e password : (AL A T T A NT I F v ==l T A T HODNAT— R, ZD
i, 7947 P A=/ nlld 52 ENTEET,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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ssL xR Lmiss— 1 i—~07 stz

o domain : IR A V7 T ARNT IV F v ==l T A T BHZDDRKAAL Ly ZOfE
. 2 I9A T ML A7l lTAIENTEET,

SSLZEALI-ATRI—/N\—~DT7 IR

FIE

ATvT1

ATy T2

ITN—T RV —DI FA T ML ASSLVPN 27 4 Fal— g0 FB— R &L F
j—o
webvpn

URL = MY 47280 ¥z £,
url-entry disable

27547 b L ASSLVPNILSSL & FD#%MkToH D TLS1 L T, NEH— N\—THHR—
FENTWBEHEDOHNEY V—A L, VE— b =P =L DOBDOEF a7 s EH L E
7,

254 F > kL XSSLVPN R— ~ & ASDM ;R— FDERTE

FIE

ATvT1

ATy T2

N— 32 8.002) LABED ASA TiX, AMBA v H—T7 = A ADKR—h443 T, 7 74T F L
ASSLVPNtE v gL ASDMEHt v > a VOMEFRRFICHR— N5 L9120 F
Lz SFE8ERA LV E—T A A TINOEDT U r— g VERETEET,

7747 MVASSLVPN 27 4 Fab— gy B— NV EZET,
webvpn

7747 MUASSLVPN D SSL U A= 7 AR— FaZEHLET,

port port_number

i -

WOBTIL, A v Z—T = A ZADR— |k 444 T2 54 7> h SSL VPN ZHZNZ LET,
IDar T 4F¥alb— a3 TiE, VE— b 22— =X, 77 U https:/<outside_ip>:444
EANSILTOIIAT L FLASSLYVPN Yy a U aBEL £9,

hostname (config) # http server enable
hostname (config)# http 192.168.3.0 255.255.255.0 outside
hostname (config) # webvpn

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B 557> FLRSSLVPN £ 55 32T HTTPS DR

ATvT3

7247

~

-

hostname (config-webvpn) # port 444
hostname (config-webvpn) # enable outside

(B HET—K) ASDM DY A= 27 R— b2 EFHLET,
http server enable

1 -

ZOFITIL, HTTPSASDM & v ¥ a U ISNA  F—T = A ADR— k444 2T 5 K 9
WHRELET, 7747 FLASSLVPN BMHBA v X —T = ATA X—T IR T
TZHNRFR—F (443) EEALET, Z0ar 7 4Xal—arTiE, VE— R a—HF—
I& https://<outside ip>:444 % AJJLTCASDM & v v a v 2L £,

hostname (config) # http server enable

hostname (config)# http 192.168.3.0 255.255.255.0 outside
hostname (config) # webvpn

hostname (config-webvpn) # enable outside

LA SSLVPN 2+ < 3 > TO HTTPS D fE

HTTPS OB EIIMZ T, Web VA a7 8 ha Ly w7 L— REES cookie /N L% v 7
DORET D DIEL O Web EX 2 VT ¢ RY v— AH=XLTHDH HTTP
Strict-Transport-Security (HSTS) Z A& L £9, HSTSIX, UAB LT 7% HTTPS Web
A MZUFA LI ML, DT A VI T 4 T HEETHIEICEIVBELLEXYA LT 7 MY
FRAIEIAL D F T Web r— N—ZL IR L F57,

Strict-Transport-Security: max-age="”31536000"; preload;

TNETNOHRPITRD LBV TT,

http-headers : ASA IO 7 T U WFITEESIND I EIERHTIP A~y ¥ —%2HELET, 7
E— RERET D0, T3TO http-headers 5XEx Vv N LET,

s hsts-client : HSTS 7 7 A 7> b & L THéRET 5D HTTP H—/ =725 D HSTS ~ v ¥ — DML
HABBLET,

eenable : HSTS R Y o — % FohE/-IXEHCT D RN TEFET, ARicTsr e, B
N HSTS AR A N & HSTS ~ v X —IZ%F L CHSTS R U o —03 @A S FE 7,

e hsts-server : ASA 7°56 7 7 UWIZEET A HSTS ~v X —% R ELET, ASA T~y & —
ZHIC, HTTP TiZZ2< HTTPS 2 L7=-7 7 ¥ 2D HE 45 L 9 7T v IHE=
LET,

e max-age : (FXEFHRE) Web H—/R—7Z HSTS R A b & L CAR &4, HTTPS DA%
AL TEXaTICT 7 BASNAHNEDH LM AEMTIEELEST, T 74/
MZ 183 TF (10,886,400 F0) . #ifHI% 8 K] ~365 H T (0~ 31,536,000>F) .

epreload : 77 UHIZH L, T TICUABIOT 7 v HFICHEIL, HSTSHA &L
THROWOMEOHD KAAL DY A NDFARAALERRLET, YV r— NEhi

B EENEISAF7URLASSLWNOI Y I Fal—vay



| £&8%59547 2 FLASSLWPNOIY 74 F¥alb—2a>

FIE

&

ATvT2

ATvT3

ATvT4

5547V FLRASSLVPN v 3o To HTTPS R [

VA MDFEEIZUABIONT ZUFIKIFEL, HEUABLOT 7 U IfoT L7
T4 T OWDETNIK L TEMOHIREFRET HZ N TEXET, =& 2L, Chrome
D7V r— K YA M, HSTS O KFEMMAD2L< L 18# (10,886,400 ) TH D
ZEEREELET,

« x-content-type-options : [ X-Content-Type-Options: nosniff] JSZ&~ v ¥ —DEFEEH I L
i ‘é—o

* x-xss-protection : [ X-XSS-Protection: 1[; mode=block]] &~ X —DEEFEEANLE
j—O

JIAT RV ASSLVPN a7 4 X2 b— gy B— R0 2 F9,
webvpn Z AL £,

outside L WIHIAHIDA L X —T 2 A A LTI TFA T MLV ASSLVPN Y v g & A X—
Lo LET,

enableinterface-name & A /1 L ¥,
HSTS #H%hz LE 7,
hstsenable # A ) L £,

HSTS Z#&hC L TH_RThOF v v ¥ =2 FA HSTS R A M & HIRT 521X, =2~ Fnohsts
enable ® Tno) FEXEHEH L F,

HSTS DA R (B0 R ELET,
hsts max-age max-age-in-seconds & AJJ L £,

T O&EFIE <0 ~ 31536000> T4, 57 #+/L biE 10,886,400 (183H) T4, Z DOHIRICET
%L HSTSIIAEZTIE < 220 7,

il

hostname (config-webvpn) # hsts enable
hostname (config-webvpn) # hsts max-age 31536000

RDIARY
BEDORRE 223 % I21%, show running-config webvpn [hsts] 2 H L £,
BAEOBREZ 2 V79 5HIZiE, clear configurewebvpn Z i L %7,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B o+ v—i—ovf—romE

JOxy H—nN—DHR—FDETE

FIE

&M

ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T1

ASA [X HTTPS #fii 2 #& T S ¥ C, HTTP B L OVHTTPS k% 7 & o H— \—|THak TX
FT, INLOY—N—F, =P =L RXT Vv Xy NT—T FFTTAX—F X b
U— 7 WaEpikd oiEE B LEd, M EET S Yy b R—E B L2 x > b
T—J DT J X AEBNEIITDHE, ¥XaT Xy NU—27 T 7% A& MR L CEFLR OH)
WERFET DT2ODT7 4N Z ) o TEHADRIDE >NFITH R0 7,

HTTP B L OVHTTPS 7 u ¥ —E RIZKTH VR — b aRETL2HE. 7y b7 LT
VU L EEIY BT, EARTGEICRT AEERE L HITRETE 9, HTTPE XL ' HTTPS
RN BRSNS D URL 2R ETHZ b TEET,

1R B

X HERE (PAC) 77 ANV EHITP Va Xy r—R—mb Ao o— 45 L5128
ETEETN, PACT 7 ANEIRETDLEICTaX LA FH LRWEENH Y £,

54T RV ASSLVPN 207 4 Fal— gy B— R Bz £,
webvpn

N7 ey — —ZFEH L CHTTP B X OVHTTPS ERZ W42 L 512 ASA 3R EL
7,

http-proxy and https-proxy
GE)
7 1% NTLM RGEL http-proxy TIEH AR — S TWER A, #iER LD T m ¥ & FR
FRRETE T AR — h S TVWET,
HTTP 7o X v 2R ELET,
http-proxy host [port] [exclude url] [username username {password password} ]
HTTPS Vo X v &% EL 7,
https-proxy host [port] [exclude url] [username username {password password} ]
PAC 7 7 A /L URL Z#%E L %7,
http-proxy pac url
(fEE) URL Z7'm %y H— "—|IXfF SN D ATRENEN @ & URL 72 BRI L £97
exclude
T m X = N—DHRA NETILIP T RVAZRELET,
KRR b

B EENEISAF7URLASSLWNOI Y I Fal—vay
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ATvT8

ATvT9

ATy 710

ATy 71

ATvT12

ATy 713

ATy 714

ATy 715

ATy 716

Fnxy 4—ri—o4k—rogz |

% URL O 7' 12 3% 2 Z i7" 2 JavaScript BI AL L TASAIZ VY e X v AB 2 7 4 F o L—
vary ZyANEXTya—RKLET,

pac
(EE) (E—V—AZEE LGB EREE) &7 7% ZRISAT— REL
T%Zgéﬁf£7m&r/uhnﬁ7&*ﬂ:1 Liﬁ—o

password

£ HTTP £7/-1X HTTPS Bk & & blic 7 u sy —R— DAV — FZEE L ET,
password
EE) 7vxv b—N"—FHT AR — NEFERELET, 7 74/ hO HTTP &A— k

1280 T, F 74/ D HTTPS AA— ME 443 T, (RBOMEEIEE LAWIES., ASA TS
NOEDOFER—FEHALET, &I 1~ 65535 TJ,

port
exclude # AN L7=5A15., 7uxy —R_—ZHE SN D AREMED H D URL LR 2
tmLitiﬁ/vTE@ot@@@LmLmjxb%ﬂﬁbiﬁo:@xkuyﬁmuiiﬁ

OFIRILH Y FHEAN, a~ 2 FEERTSRYFUTERDIHICTIHILERHY T, VT
SNV URL 2 ET AN, IROUA N R — REFEHTXET,

I, AT vva () EEUAR () 2EUREEOXTFIIE—FHLET, TOUALNLER
H—RIiE, FEHFA ) 7L E QIR TAMNERD Y £97,
2%, AT v v aBIOR A FEED, FEDO I LTI LET,

s [x-yl1E, x 2D y ETCOHPADLED 1 L7 L —FHLET, x ITANSI XFEy NNDOH
H1XFHEFL, yiFHo 1 XFERLET,

o ['x-y] 1X, &PHAAOAEE D 1 07 & —F L E 7,

http-proxy pac = A 7] L7234, http:// IZHE T/ HEE Y 7 A VO URL Z A L&
T(Mmﬂ®%\%é%¢ét CLIZ=a~ > REEHR L £9),

('f%it:) %Z:E/\cht7 mie /mu HE@ﬁ_ \—%HTTP7 miS /%;‘k \—:1'—‘5_'—% %HDH Liﬁ—o Z
DO F—U— K&, http-proxyhost =~ > R TOAHAYKR—FInET,

username

£ HTTP £7/2I1Z HTTPS Bk L picFuxy r—R—~Da—PF -4 E%EE L ET,
username

WDOIIIIHEEISNTWD HTTP Va2 %y —_R—DFHIZOWTERE T EEZRLET  IP

7 L AN 209.165.201.1, T 7 /L b Am— b &2FEH, & HITP ER L & bia—F—4 L8
AT — K& %&E,

1 -

hostname (config-webvpn) # http-proxy 209.165.201.1 user jsmith password
mysecretdonttell

ERWGEI 54T RLRASSLVWPND IV T4 Fal—2 3> .
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B ssunsmsitroraonE

ATY T [FLa~wy ReRLETHR, Bps0E LT, ASA X HTTP Z:K C www.example.com & 9
FEEOD URL #%f5 LI2GE, 77Xy — "= |ZETOTIER< B TEREMI L ET,

1 -

hostname (config-webvpn) # http-proxy 209.165.201.1 exclude www.example.com
username jsmith password mysecretdonttell

ATV T8 TIUFICTuXVHBREY 7 A NV ERMET D URL 28 €T 5 ikE R~ LE9,
1 -

hostname (config-webvpn) # http-proxy pac http://www.example. com/pac

ASA 7 747~ h LA SSL VPN i&EIX. £ E4 1 DD http-proxy 2~ K& 120
https-proxy =< > RO ZH YR — L'Cb\iﬂ” 7= & z1X. http-proxy 2~ KD 1A LV AX

AMEITa T4 Falb—all ICHEIET AEAICRoa~wy REANT AL CLIR
BIDA VAR A —/N—F 4 Lijﬁo
GE)

7 1 % NTLM RGEL http-proxy TIEHAR— S TWER A, iR LD 7 m ¥ &K
muuﬁf; j'ﬁ"]j-'j—"_‘ ]\ éﬁ’b“@/‘i‘?’

SSLTLS iSO FaJ)LDERE

R—bk 79 —F 4 7IZIL, OracleJava 7 > % A LEEE (JRE) ™MW ETT, 77947 b
L A SSL VPN D —H =R DD SSL N— g VNI T 258, R"— b 74U —F 4
VIIHERE L E R A, PR—FENTWBIRENRN—V g oW TE, [ AR— %450 VPN
7T F 7 —2A, Cisco ASA 5500 >V —X] B LT EEW,

TOZIEEREIC K 5585

SSL 17 VX NVAEH EA A L CRIEEZITWET, ASA 17— MERCH C B4 & SSL 47‘—
NW—FEAEEZER L £, 7203, PKI 207 F A FTRITENT- SSLiFHE LS 2 — % —
Ko TASAIZA VA M—1T&FE9, HTTPS DA, ZOFEHEEL I T4 T2 MIA A
M=V T BRENRH Y FT,

FS 8 LEEEREOHE

MS Outlook, MS Outlook Express, Eudora 72 EDFE A —/v 7 747 M, GEAER N 7IZ
T RATE £ A,

T UHNVGEAEIC L AGEB L ORI oW TiL, —RiEf oy 7 o ¥ 2 b—va s HA
F@Fﬁ%%kl%#%mﬁ4/7v7//%w@ﬁﬁj_%¢6@%§%LT<téwo

B EENEISAF7URLASSLWNOI Y I Fal—vay
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5547 MH—R— TS5 o~0T59% 7o ean%E [

— N~ (@ Je— N RS\ J— >
D53AT U MNY—IN—T59420 DT 70O+t
=1 —
ADETE
[Client-Server Plug-in] 7— 7 /VIZiE, ASAIZL > TZ FA T FLASSLVPNE v g D7
TUWTCHEHARIRRIZR D T 7 74 U RERREINET,
T TA L EBM, EE, EEFHIBRT DX ROWTAREFETLET,

« T TA U EBIMT A, [Import] 7 U w7 LET, [Import Plug-ins] ¥ A 7 12 77K v
7 ANAEET,

c TG IA U HEIGRT B, FDOT T A L ERIRLT [Delete] #27 U v 7 LET,

I TS5542DA4A A —=ILIZDNT
TIUY TZ A%, Web 7T I Lo THOHENDIME LT e ST 0T, 757
P74 RUNTY AT b — "=l T 52 EOEHOKEZFITLET, ASA
TlX, ZI9AT 2 FLASSLVPN By a0 TUE—F 790 HFF T 0—RT5720H0
TITITA A R— N TEET, B, VAITHERMAT IS T4 DT A&7 T
BY., HEATER2NWT 77 A L O#GE2T A M558 £9, 72720, BFRET
. ANV =XV T AT 4T %YV HR— b TDHT 774D R — MIHERLESTA,

TITA " T Ty a TN AL VA M= T D E . ASA TR Z FIT L ET,
« (Cisco BefiD 7 Z 74 L IRE) URL TIHRESNTZjar 77 A VDT o3y 7
* ASA 7 7 A )V AT LD csco-config/97/plugin 7 4 L7 M UIZT 7 A VEEEZIALET,
« ASDM @ URL BHEDOREIZH D Fuy 7 X7 A MIEREAT LET,

DT RTCDITAT Y FVASSLVPN By v a v CT I 74 A 3—T ML,
AA v Ama—FTard, =L ~X—=TUD[Address] 7 4 —/V ROREIZH D R v
TR YA RNMIONWTOF S arz2iBMmLET,

ORI, IEDEHTHAT AT T /A V2 BIMLIZEED, R—=Z )L X=TD A A 2 R
=a—L T RLRA 74— L ROEFESE TR LET,

RKIVTFATURLRASSLIPN R—F )L R=I~ADTS551 o DEE

TI3T4 | R=F I R=JITEBMEND AL A |KR—F )L R—=T[TEME N S [Address]
v Za—FTvav Ja4—ILEAToay

ica Citrix 7 7 A 7> k citrix:/

rdp Terminal Servers rdp://

rdp2 Terminal Servers Vista rdp2://

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B osvv 75510000z —nizonT

T34 | R—=F I R=VITEBMEND AL A |KR—F)L R—=T[TEME N S [Address]
v —a—ATJvav Ja4—ILEAToay
ssh,telnet | SSH ssh://
Telnet telnet://
vne VNC Client vnc://

\}

CE) ®BHUFVUASAIZ., 94~V ASANDL T I 74 2 BELET,

7747 FVASSLVPNtE v gV Ca—WF—NR—F N X—=VOEMT LN A =2 —
FFvarkE 7y IThHE, R—FNLR=VIFIA L F—T 2 A A~DYT 4 R L~
R UBRFRENET, Ray Xy VA MIFRENET 0 haza—F =37 LT
[Address] 7 4 —/V RIZURL # AT 5 & | o & E7,

\}

GE)  Java7' T 742k oTUL, sV —ERZR~DE v a URREIN T RWESTH, B
WHELIZE U TA L EVI AT = AN LR—NENDHT ENRHY £7, open-source 77 7
A U1, ASA TIEARK AT =H A2 LAR—-FLET,

TSS9 TSHTAL0DA VR F—ILDRIHREH
X2 VT 4 T IATUVATIITIAT U ML Ay arnraxy h—_"—2FH
THEIICHEELTWBEHE, 7774 I3 LEEA,

A

(GX)  Remote Desktop Protocol 7’7 /' 4 > TlX, v ary Ju—h%
FEHLIZe— AT 73R — SN TWERA, 7B B
AL DEYyarTa—nbD XA VLT v a OIS
EDTD, HERel R LET, By var7uo—nEifsnT
WRWIES, 7774 FEEL T,

T TAUNE, TN A A (8SO) B AR—FNLET, ST TN, FTIAT
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e VE— N THHTHOICMEREEROT 7 AL, 72 MEEE—FICBLTWE
D

TS99 TSHOA4 DA VR M—ILIZCET 2EHR
e AT, GNU —fRAHMEHZFH (GPL) I[ZfEW, BEEZMNMZ D2 &R TFT7 74
ZEEAMALCHET, GPLIZXY, 2 bDT I 74 B EBEGKBRTEERA,
s ST TAA~DYE— T 7 EAEEBTHITIE, ASATYZ 7147 KL ASSLVPN %
AR—=TNZTHVLENHY £9°,
AT — KNI N T o=V —NR—=PFET B, T4 EERA L TSNy 3
VIR E SN ERA, 22— — 137 = — = RN —RICEERTALENH D 9,
o« T UA L ERFEATAHIZIZ. 7T TP TActiveX 721 OracleJava 7 > % A LEB:5% (JRE)

WA X—=T NI TWDIRERHYVET, 64y b 7T 7HFIZiE, RDP 774D
ActiveX X—2 3 NI H Y FH AL

ROP 75542ty b7y

RDP I 7 A %y b7 v LTHEHATITIE, BLWERESKEZ BT 2LERNH Y £
7,

FIE

AT w71 [My Computer] #4772 U 27 L. [System Properties] % B\ C [Advanced] % 7 & #4R L £,

AT w72 [Advanced] ¥ 7 C. [Environment Variables] 8 # > &R L £ 7,

AT w73 [New User Variable] # A 7 12 77K v 7 A ¢, RF_ DEBUG £¥t&x AL %7,

AT w74 [Uservariables] ¥ 7 > 3 VOB LWEREEKZHER LT,

x%wﬁB/vﬁ@ww3um@&747/bvx%LWW@N~VaVTﬁ?47V%nyE;H&
ZEFH L CW54A . H\ Cisco Portforwarder Control Z | L T < 72 &0y,
C./WINDOWS/Downloaded Program Files 7 4 L2 kU Z B\ T, Portforwarder Control % 452
U w7 LT, [Remove] ZHER L £,

AT 76 Internet Explorer 77 VDT _RTOXF ¥ v =257 VT LET,

ATYT1 7747 FUASSLVPN £ v a 2B LT, RDP ActiveX 77 7 1 % ffiJfl L T RDP
ty g EELLET,
I T Windows 77V 77— a DA X b Ba—T TAX MEHRTEDLLHICRD
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T5940DE=0DXa1 T4 7TT5AT7RADEE
FIE

ATFYT1T ASAALLE—T 2 A ATTF3A4T7 > ML ZASSLVPN A X—T > TSI L 2R L
F7,

AT T2 VE—F 22—V —PEREM NAAL 4 (FQDN) ZEHA L CTHfiT 5 ASA A v ¥ —T7 = A
AV SSLAFAEZ A A b —L L £,

GE)

SSLEFRHZED —fik4 (CN) L LTIP 7 FLRAEFEELARNWTLE XY, JE— |k o2—HF—
%, ASA LBET 572D FQDN OfEH AT L EJ, UE— F PClEL, DNS E72iZ
System32\drivers\etc\hosts 7 7 A LIND T b U ZfEH L T, FQDN Z R TE 2 ME R H Y F
7,

HFLWOWHTML D 7 M LZEHT 571-HD ASA DRTE
FlE

ATV Z7ANVBLOA A=V % Web 270V ELTA VY AR—MLET,
import webvpn webcontent <file> <url>

51

hostname# import webvpn webcontent /+CSCOU+/login.inc tftp://209.165.200.225/login.inc
1111* Web resource "+CSCOU+/login.inc' was successfully initialized
hostname#

RTFVT2 hAA~AE—var T T L— el AR—FLET,
export webvpn customization <file> <URL>

1 -

hostname# export webvpn customization template tftp://209.165.200.225/sales vpn_login
| A A O I

$INFO: Customization object 'Template' was exported to tftp://10.21.50.120/sales
_vpn_login
ATFv T3 77 A /LD full customization mode % 7 % enable ICZEHE L ¥4,

1 -
ZOBITIH, ASA AV IS WA A 774 V®URL #fELET,

<full-customization>
<mode>enable</mode>
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<url>/+CSCOU+/login.inc</url>
</full-customization>

RTFYTE T7ANEHLVHIAZAE—ary 7027 e LTAvR—FLET,
1 -

hostname# import webvpn customization sales_vpn login tftp://10.21.50.120/sales_vpn_login$
| A A O I

$INFO: customization object 'sales vpn login' was successfully imported

ATYTS oy AN (RN ITN—T) THAZA Y=V a A7V bl LET,
5 -

hostname (config) # tunnel-group Sales webvpn-attributes
hostname (config-tunnel-webvpn) #customization sales_vpn_login
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