RELRILAVE—T IR

ZOFETIH, VTI b RV DEREFIEZOWTHBALET,

AR R R A L H—T 2 A ZZONT (1 =)
AN RN A H—T oA ADFEEFIHE 2 3—)
« VTI b2 L DERE (3 =)

BN R NA A —T oA ADRERERERE (10 2—2)

RELRILAVE—T A4 RIZDUNT

ASALX, M b RN A v H—T A A (VTI) EMEENDMMEA X —T = A A%V HR— |k
LET, R —_"=2D VPN DRV IZ, VII ZM#H L TET7HIC VPN b2 RV EERKT
TFET, VILIL, & b RmVOF&ERIZ IPsec 7' 12 7 7 A LM I & iz b— b X— A D VPN %
HAR—bLET, B — NELITHAL— NEEHTEET, VIIDLLDOHAO N T 7 4 v 7
Wb SN TETICHEE S, VII~OATI T 7 ¢ v 73BT Sz SAIC Xk » THE
TSN ET,

VTIZEHT 5282k, B S~y 707 7 EA VA RNEREL T, VX —T oA AT

Ty BV TTHIENAREIRYEY, TRTOYE— TRy FEBHL, K5~y 7O
TIRAVRANMIGOLMLENR R0 T, BENSERIZRD1ED, X4 TIv 7 v—T 4
Y7 7a haro—hk RXR=ZAOVPNEYVR— N TEH527T 4 v 7 VTIRHDH L, AT T
AR—=bLT T ROEL OEMEG T EHTEET,

AET4v VT

2O0D% A TR RAREIZA TS TWDT A MNEEERHIZ, A¥T 4 v 7 VIIRE
A TEES, AET A IVNTIA v EZ—T oA ADPE, WA L Z—T = A A% b %
WY —AL LTERTDOIVLENHY T, T3 AT EITHK 1024 O VTI #EESIT 5 2 &
NTEXET, AZT 4 v I VTIA v Z—T = A ZAEAERET HITIE, VIIA v X —7 = A ADjE

m (7 ~=) ZZRLTIEEN,

EErRLAV8—T242 [}



RErRRLA22—Tz4R |
B rer i os—TrqzoxssE

REF O RILSAVEZ—T A RADZEEEIE

AVTFXRAME—REYSREY VY
c TN E— RTEIFR—FENTWNET,
c JTGRAAZ YU TIFYAR—FEINnERF A,

T7AT74—ILE—F
N—T v R E—ROLTYFR— b INET,

IPv6 D H7R—
IPv6 [FH R —FENTWEREA,

— R R EROEESRE
¢ VTI IZ IPsec E— ROALTHEFAHBETT, ASA TGRE PR ERTTEZ LTV R—
FENTWER A,

e N RNA L E—T A ABMHEHTSH T 7 4 v 7121F. BGPV— FEITHHIL— &
ERT L ENTEET,

 VTI ® MTU IZ, LA v 7 —T7 24 AWK U CHBHICRESNES, 7272
L. VIIZ G LT~ % B, o ¥ —T = A MTU B E L=841%. HLv MTU
REZMEHT 57912 VII #8502 LT%)%ETE%@JK?‘%%%%% D FE9,

e VIHZIKEDNR—Va vl BLEOV2EZYR—FLTEY., FrRIVOEET E5EHEDOM
TODOT —HEZ(ZIZ IPsec AL F4,

*NAT #HEHT A VENH 534, IKEBLOESP 2247 v I, UDP ~vy ¥ —|Zh S k&L
fbEanx4,

-IKEioJ:UIPsec@JzﬂE1)74 TV Z— g it FUORIVNDOT—F KT T 4w

TIZBR7e < L MR —OBFAERBNITONET, Zk v, VI b RUEFEIZ

Ty LRI D £97,

o NI N—TLE, ETDBEHF O IKEV] 720X IKEV2 #kBfEHE L TCEETIHD
T HMENRH Y FT,
e A FE b XNV T N—TDIKEV] TiX, RV OFEIET NN T O X NVEEHETH D5

B DO/ERBFETRT Ty VT E— AT LI 0ICRESN TV DOHLA. IPT
FLALISOARTZ M TE £,

Sy FICREESNDIET T RLAE VIIOD b VSN R B4, VIIRE L
e~y 7OREXZRIUMEA A —T 24 A HESEALZ LR TEFT,
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vit koxnofe ]

VIIRHED NT 7 4 v 7 &I+ 2720, VIIA VX —7 = A AT 7% A —)L %A
THZENTEET,

« ICMP ping I%, VTI A > Z—7 = A AR CTHHR—FEET,

*IKEV2 4 R VPN R RO ET T /34 A IKEV2 iR EE RS v— &R E L%
B ASAIIT NA AEDIKEV2 P RNV BN TEEH A, ASADRETT AL LD
VPN b > RNV EFESLT D21, BT 7 734 AT config-exchange B3R %2 M523 2 MLFEHN

V) ij—o

* DHCP V L' —{Z VTI TiZHHR—hF N TWEHA,

FTIHIEERE
e T 73V T, VIIREDO T 7 4 v 71k, T _XTHE{bENET,

VTIA L HF—T 2 A ADT 74V bDEF2VT 4 L-ULT0TT, EXx=2VUT 4L ~UL
ERETHIEITTEEREA,

VTI DFIREIE

ASAL., VTIEEEDHBIcEXa2 VT 4 V—7H 7 (SGT) 71—ty "2 Ray 7L
Er

VTI b RILDERK

VTL b UV ZRET HITIE, Psec 7R A= (FF AT —hty M) ZERLET,
IPsec 7' B AR—H IV ELIT 5 IPsec 717 7 A NVEAERK LT T, IPsec 7' 17 7 A L& FFD
VIIA v Z—T =2 A A&ERLET, UVE—FETIZIE, U IPsec 7 v R —H /13 LW IPsec
T T g ANNRIA=BEFELET, SARITT— a3 0E, TXTDO R RV NRT A—
ANREESND LB LET,

\}

GE)
I ROBERFEAEL £,

VPNEBLXOVTI RAAL O GIZEL, WA % —7 =4 A [T BGP 1% 2> ASA

A HE =T oA ANNAT 2o JIZL > TRREBOEENR NI A—Shbd &, WAV 24 —T <
A ZATONL—FE, FTLWT 75 4 72T & O BGP BERBRIAEHEL SN 5L THIRE

F4, ZOEEL. REVIIA v Z— 7 oA ZITITFEY LET A,

VIIRRHD N7 7 4 v 7 2 HT 5720, VIIA »F—7 = A ZZT 7 2 AHIH ) A k% 5@ H
THIENTETET, IPsec P FANLEEFESNDLTNTONT y MIXH LT, ACL THEIF
TA B =T 2 A ALGTA L F—T 2 A% F =y ZEPITFHFATHITE, Tu—r a3y
7 4 ¥ a2 L— 3 > E— T sysopt connection permit-vpn 2~ > R& AT LET,

ACLZF = v 78 FIZ ASA #3252 IPsec hT7 7 4 v 7 A X —TNMTTH2DDRD 2
v~ REfEHATEET,
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B rsecTok—L (F5rTE—LEY L) DM

FIE

hostname(config)# sysopt connection per mit-vpn

NEA B =T 2 A AL VTIA LV Z =T 2 A ADEF2 )T 4 LoULR 0 DHFA, VI A
H—T oA AZACL MM STV T H, same-security-traffic 235% € S LTV R THIZE » b
Li'ﬁ—/l/o

COMBEARETHICIE, Sue— L ar T ¥ 2 b—y g E— FCintra-interfaces |5 %
FE7E L C same-security-traffic =~ > R&ET L £,

FHHNZOWTIE, A F =T =2 AN T T 4 v 7 OFA] (NTE=2) Z2ZRLTES
AN

AT 1 IPsec 7uiRh—HL (FF2T74—0 v ) ZBIHNLET,
ATFwW T2 IPsec 727 7 A/NEBEMLET,
AT T3 VII hoRAZBIMLET,

IPsec 7 OFR—

FIE

HFIL (FSURTA—L Y F) DIEM

Fov AT —AEy MI. VIL N RAND NTF T 4 v 7 2R#ETH DI ETT, =
Z. VPNNDO NTF 7 4 v 7 2 R#ET A0 X 2T 4 Fu haleriral) XAOE Yy
FCTHD, IPsec 7R 77 ANLO—EE LTHEHINET,

1R BHHIIZ

M VTI F%L'fj‘ j’%hf_ IKE & v /g /;’fmu uﬂij—é i %HU ﬁﬂ(- ifx_ ?ﬂi%i@b\‘é—

Nz cEET, IKEV2 TIE, IERFRERES R E F—0MEHT& 9, IKEvl & IKEv2
DOELBE, VIUWEHT A F R 2 A—TF O FICEREE X — 2R ETALENDH Y
F9,

« IKEv1 20 L7ZREEAR—ZORFFEICIE, A =y —F THASNS b7 A MRA B
ERETLIVLENHY £, VAR XIZONTIE, tunnel-group 2~ KT H T A MR
4/b% RETHMERDHY £9, IKEV2 T, A =T —F L VAR Z DI FGFITHON
T, PR AT S b7 A ARA > b % tunnel-group 2~ > R CRRET HLENH Y £,

X2 VT4 T E— g VBT DHTEODIKEVL F T AT 3 —Aht v FEITIKE2
IPsec 7 R—H/LZBINL E7,

IKEvl FS A7+ —Ah &y FEBEIMLET,

crypto ipsec ikevl transform-set {transform-set-name | encryption | authentication}
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1 -

ciscoasa(config) fcrypto ipsec ikevl transform-set SET1 esp-aes esp-sha-hmac
encryption TiX, IPsec 7—% 7 —% ki3 2720 DK S L TR EEE L £,
eesp-aes : AES & 128 By b F—%fEH L £,
eesp-aes-192 : AES £ 192 By b F—ZHHL £,
* esp-aes-256 : AES £ 256 £ b F—ZMHH L £,
» esp-des : 56 £ k DES-CBC #fli [l L 7,
eesp-3des: b U ZJLDES 7L AU X AEMHLET,

« esp-null : BFEA{L72 L,

authentication TiL, IPsec 7 —% 7R —4{Ri&ET 272D DS L FNAFRE L ET
e esp-md5-hmac : /Ny > =2 7= U XA E LT MDS/HMAC-128 2 L £,
* esp-sha-hmac : /v = 7L XA L LT SHA/HMAC-160 Z i L £,

» esp-none : HMAC F83E72 L,

IKEvV2 IPsec 7' AR —H /L 2B L £9°,

GE)
I0S7' 7> b7+ —AIZHOWTIE, IKEV2Z 777 AL ary7 4Fa2lb— a2 E—RFTno
config-exchangerequest =~ > R&ZMEH L, BREDKMD AT a v 2T 4 B—T VI LET,
FEHEIZ DWW T, Thttp://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/al/sec-al-cr-book/
sec-cr-c2.html#wp3456426280] %S L T 72X 0y,

« IPsec 7B AR—H VDA FIZIEELET,
crypto ipsec ikev2 ipsec-proposal |Psec proposal name
1 -
ciscoasa(config) #crypto ipsec ikev2 ipsec-proposal SET1

s crypto IPsec ikev2 ipsec-proposal 2> 7 f ¥ 2 L— a3 F— R T, BEX 2 U T 4 /XT A —
2 utRELET,

protocol esp {encryption {des| 3des| aes| aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-256
| aes-gmac | aes-gmac-192 | aes-gmac-256 | null} | integrity {md5 | sha-1 | sha-256 | sha-384 |
sha-512 | null}

&1

ciscoasa (config-ipsec-proposal) #protocol esp encryption 3des aes des
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B rsec 7007 4 Loiem

IPsec 7O 7 74 JLMDIEN

FIE

ATy T

ATy T2

ATvT3

ATvT4

IPsec 712 7 7 A VIZIE, FDOHRED IPsec 7u R —PNLEFIZI RN T ATH+—A Y b
WCHHMEREX2 )T 0 Y halBlO7d) XAREGENTWET, Znickn, 2
SODHA ME VITVPN 7 O T = 7 2R E S ADNHER I N E T,

TuTrANGEFRELET,
crypto ipsec profile name

1 -

ciscoasa(config) #crypto ipsec profile PROFILEL

IKEvl £721XIKEV2 7 e R —H L E2HELET, IKEvl h T A7 3 —A &y b FEZILIKE2
IPsec 7 AR—H /L DNTINERIRTE F9,

a) IKEvl N7V A7+ —L By hERELET,

« IKEvl 7' B AR —H /L% ET HITIX, cryptoipsec profile 2~ R ¥ 7 E— R TRD =
v REANLET,

set ikevl transform set set_name
Z OO SET1 1%, LLAN/ER &7z IKEvl 7' e R—HL v K TY,

ciscoasa(config-ipsec-profile) #set ikevl transform-set SET1

b) IKEV2 7R —PLERELET,

« IKEV2 7B AR—HF /L& ET DL, cryptoipsec profile 2~ > R ¥ 7 E— R TRD =2
~r FEANLET,

set ikev2 ipsec-proposal 1Psec_proposal_name
ZOHITIX, SETL I, LIAMICER S 4172 IKEV2 IPsec 7' 1 AR —H /LT,

ciscoasa(config-ipsec-profile) #set ikev2 ipsec-proposal SET1

TE) EX=2V74 7Y vz—va Oz EE L £,
set security-association lifetime { seconds number | kilobytes {number | unlimited} }

1 -

ciscoasa (config-ipsec-profile) #set security-association lifetime
seconds 120 kilobytes 10000

(LE) VTI h R DO—i%k VAR X E LTORMETH X IICRELET,
responder-only

cVII F o RNV D—E L AR A L LTOLEETHLIICHRETEXFET, LARLAD
HDuIE. MUV EIIF—FERELHB L ET A,
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CIKEV2 Z#FERHTAEE. EXaUT 4 7YY= —arDo3A4 7524 L8MiX. A =3
T—HfDIPsec 72 77 ANDTATHEAMELIY KRELLEELET, 2H5THZ & T,
A =2 —HAITCOEFRF—FHERIMEE S, P27 v RENMEZNE T,
« IKEvl 35 &, 10S Bk 7e T ¥ %)V F— REHFHR— K L TWRW=H, 10S X

IV AR ZDBEDE—RIZHEDET, ASAIZ, f=vx2—% ko ay, F—0F
ERRIC 72D F7,

A == Z DX —HERDOREDBAHADLE, VAR FDHOE— FafRlirL T

SA DFESL 2 TN T DB, VAR FZDHDEGDIPsec 7 A 7 X A Ml Z BEHAMRIC LT
HIROIN # B &E £,

AT9 75 ({EE) PFS /)L —7%4RE L %7, Perfect Forward Secrecy (PFS) [, Kb Siu7=&Ac#a
WL, — B0ty vary F—ZARLET, ZO—EHOEy T a Ly FITE0, LRI,
Bt DTN OIREINE T, PFSEZKET DL, PFStE v a v F—% LT BRI
9 % Diffie-Hellman ¥ —EH7 /LT ZLAZERTIZ2LERNHY £9, F—EHT/ILITY X
A, IPsectF VT4 7/ — g (SA) F—%AERLET, £/ N—7TiL, ®7p
LA ROBEEBMER SN ET, BEBREWVIEEER 2 T 4 BN(L S ET 28, LLEErER
E< 720 £9°, Diffie-Hellman 7 /L —7 1%, MADOE T T—HIELLENHY £7,

set pfs {groupl | group2 | group5}
i -

ciscoasa(config-ipsec-profile)# set pfs group2

ATYT6 (EE) VTI b RVEEGR OB T 2 EL E#RT D M7 A PRA » FERELE
B

set trustpoint name

&1

ciscoasa (config-ipsec-profile) #set trustpoint TPVTI

VIl A >3 —2J 24 AMEM

HLWVTLA Vv Z—T = ZZ/ER LT VIL b RV EFESLT 51213, ROFIEEZFETLE
7,

)

GE) 77747 Mo FNADOL—EBPERTERNEZIZ RV ET v 7 LI RIBIC RS T
», 1P SLA Z34: L F 9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guidel] @™ [Configure Static Route Tracking] %= Z M L T 7230,
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B v s—ozrz0Em

FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

FLWhr R Ao H—T = f AEERLET,
interface tunnel tunnel_interface_number

FoxVID % 0~ 10413 OFFHTIHELE T, K 10413 D VTI A X —T = A ARV R—
rEET,

GE)
DT RA ZD35 ASA 5506 IZREEBITT HHEEIL. 1~ 10413 OFPHO - o 3V 1D &4
LET, ZHiE, ASAS5506 7 /34 A THAFTHEZ b o RVEFH 1 ~ 10413 IZXHIG S 5729
‘/C:‘—aAO

i

ciscoasa(config) #interface tunnel 100

VTIA v Z—T A A DLETEATLET,

interfacetunnel =~ > K 47— T, kOa~vr RE AN LFET,
nameif interface name

&1

ciscoasa(config-if) #nameif vti

VIIA v 2 =T = ADIP T KL AZ AT LET,

ip address | P addressmask

1 -

ciscoasa(config-if) #ip address 192.168.1.10 255.255.255.254

M RNEETEDA VX —T = A ABRELET,

tunnél sourceinterface interface_name

EETXAVHE—T oA AL LT, WA LV H—T oA ADEHEHTEET,
1 -

ciscoasa(config-if) #tunnel source interface outside
RGO IP 7 RLAZRE LT,
tunnel destination ip_address

51

ciscoasa(config-if) #tunnel destination 10.1.1.1
kR R RV B — R IPsec IPv4 &8 E L £ 77,
tunnel modeipsec ipv4

5 -
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ciscoasa(config-if) #tunnel mode ipsec ipv4

ATFYyTT MoV IPsec 727 7 A NLEEIY Y TES,

tunnel protection ipsec IPsec profile

1 -

ciscoasa(config-if) #tunnel protection ipsec Profilel

151
ASA & 10S T34 ZDM D VTI kv (IKEv2 Zf ) O EH

ASAT

crypto ikev2 policy 1

encryption aes-gcm-256

integrity null

group 21

prfsha512

lifetime seconds 86400

!

crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256

protocol esp integrity null

!

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

!

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254

tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]

tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

!

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco
!

crypto ikev2 enable [asa-interface-name]

I0S O

|

crypto ikev2 proposal asa-vti
encryption aes-gcm-256
prfsha512

group 21

!

crypto ikev2 policy asa-vti
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match address local [router-ip-address]
proposal asa-vti

!

crypto ikev2 profile asa-vti

match identity remote address [asa-ip-address] 255.255.255.255
authentication local pre-share key cisco

authentication remote pre-share key cisco

no config-exchange request

!

crypto ipsec transform-set gcm256 esp-gecm 256

!

crypto ipsec profile asa-vti
set ikev2-profile asa-vti
set transform-set gcm256

!

interface tunnel 100

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]

tunnel destination [asa-ip-address]
tunnel protection ipsec profile asa-vti

!

RERORILA A —T A4 ADBEREEFE

Z7xA A (VID) O
A=k

BEH 1) 1) — | BEBETER
z

VTI T? IKEv2, ZF |98(1) |[FFB ho b A o2 —T A4 A (VID) 1%, BGP (#HY VTD) #HR—Fr+5k9IC

EAR—ZFWEE, BEO ROFEL, AXLURETRY T—RENSL TXALFTEVT ¢ F— KT, IKEV2 Zff

ACL DY R— k AT&EET, IPsec 77 7 A MR T A MRSV MERETHZ EITLD, FEHE
NR—2ADOFFEEHATEET, Flo. ANINT T4 v 0BT 4 NZ ) TT 5D
access-group 2~ R&ZMFEH LT, VII ECTT7 272 VA 2T TEF
7,
IPsec 7277 A)LDary 7 4 Fa2lb—rary T—RZkOa<wy RREAINE L
7=, set trustpoint

A A B2 —(97.(1) |ASA DS, REB RN A v Z—T oA % (VI EFEHINAH LWGHERAS v ¥ —T7 =

AAZE o TH{EENE LTz, VIHZE T ~O VPN k> RV RT 72D S E
T TAUL. PURADOBKIGICHERE STV D IPsec 707 7 A VEFIH LT —
F _R=Z2D VPN ZHR—FLEd, VIIZEHATHZ Licky, BHES~y 70
TI7EAVANERELTA LV F—T oA ATy BT THTENRETRD F
o

WDz~ RRBEASIE L7, cayptoipsecprdfile, interfacetunnel. responder-only.

set ikevl transform-set, set pfs. set security-association lifetime, tunnel destination,
tunnel modeipsec. tunnel protection ipsec profile, tunnel sourceinterface,
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