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Address ISAKMP OB # %2 ST HHRARDIP T RLUAZEHL 9,
Automatic PEE S A 7K S TISAKMP X Ty —v a3 VR E D £,
(F7xv cHEHLAF—DIP T FL R

~)

A EREBREDREA HRREE 4

Hostname ISAKMP OiRiE Rz 22 HT DR A NOZBREM A A 42 FEHLET (57
THIVE) o TOLENE, RA M E FAAL L THERENET,

Key ID UE— b ET7DENEAF—ZRRT LD T A N 72 BELE
key_id string e

ASA X, BT ETH 7 =— X1 EFEHALET, Zux, FaidkaE X —CHIEEITH
A A v F— RTO LAN-to-LAN IKEv1 ##t # BR\ T, 9°XTD VPN v U A TiTbivET,

TR AL S HI20E, YoV EREALTF ary TR AN FE— R TCHROavy R
AN LET,

cryptoisakmp identity {address| hostname | key-id id-string | auto}
el ziE Woa~sy M7l hRz (R M) ICRELET,

hostname (config) # crypto isakmp identity hostname

INVALID_SELECTORS & %N

IPsec ¥ A7 AN SA ETEHEE Ty NaxfEL, 20O/ hO~y X — 7 4 — /L KR SAH
DO VI A LRPo 12581, TO/RT y NEFEETHILERHY T, 2Ok
DA e 7 = b UIZIE, BIfEO HIRE, SPI, IPsec”' 1 h=a/b N7y hOEEFEIC E5EE, £
DD ANTF-ATHEZR A hOR7 bV, BEIOBEESA = OB L7 ZENEGEENE

T, VAT AT, BV I ZF 2o TICEK Lo OIS E Ny FOEES N & &
/K9 INVALID _SELECTORS @ IKE %% £ LT, {57t (IPsec E'7) IZHEfFELET,

IPsec & & UF ISAKMP .
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B e keesnsar—onE

ASA X, ISR TEEFD syslog ZEA LT, CTMNIZZ DA X b X 7V E2EELTH
iﬁqo

$ASA-4-751027: IKEv2 Received INVALID SELECTORS Notification from peer: <peer IP>. Peer
received a packet (SPI=<spi>) from <local IP>. The decapsulated inner packet didn't match
the negotiated policy in the SA. Packet destination <pkt daddr>, port <pkt dest port>,

source <pkt saddr>, port <pkt src port>, protocol <pkt prot>

BEHFIL, SAHO NI 74 v 7 BL I 2L~ LARWERE 7y M SA ETZIEENTH
A, ET~DOIKEVR BHOEEEZANEITEMcTED LR £ L, Ashic Lz
BlE, IKEV2 BHIA v =V NS TEIZSA B2 1 DO A vE—VICHIR S ET,
IKEv2 #%11E, IKEV2 fFsRHTETIZHEESINET,

16 R D IKEv2 FRTH A F—DERTE

g—hNLl)E— OB FOEEEF— o~y RIZF—U— RO hex &8T5 L1k o
T, 16 #E5O IKEV2 FRit a3 —42RETH LN TEET,

ikev2 local-authentication pre-shared-key [ O | 8 | hex ] <string>
ikev2 remote-authentication pre-shared-key [ O | 8 | hex ] <string>

IKE BEIDEEDENEE-IXENL
B IX, IKEV2 IPsec VPN #f5t L CEZOEHRH DO VT 7 4 v 7 vL 7 2 & —F L7eWEE N
7y MIRZEINTZHAIL, BT ~OIKEBMOBELGNEITENITHZENTEE
T, ZOBHDOEEITT 7 4 N TEGZR > TWET, ASDMiFBE T — W —4 2304
%% @ IKE INVALID_SELECTORS #1045 1%, RO CLI ZfEH L THZ E 72138 L
i—g—o

[no] crypto ikev2 notify invalid-selector s

FERERRRED FEATRH T, AEENOCN A —HF—L4TH Y | BABa — B —_—Txf L
THRATSNET, "service-type" BN G SN EIL, RIEO X 5 I S E T,

IKEV2 2SO A T—2 30 AT a3V DERTE
ASATIX, IKER 7T AL T =2 av i A F—TNELIEIT A =TT D5 LENTE,

IKEV2 X7y D7 T 7 A METHERT S MTU (I Rfsika=v ) ZfEcsEd, *
7o, BEEIIROa~v REFERH LT, BT 77 7 A7 —va v FREFRETETET,

[no] crypto ikev2 fragmentation [mtu <mtu-size>] | [preferred-method [ietf | cisco]]

F7 4N RTE, TRTCDIKEVR2 7 T/ AT —32 9V HFRNA F—7 L1270 . MTUIL576
(IPv4 DIGE) F721% 1280 (IPve DIGH) | B35 UL IETF #E%E RFC-7383 &£ 720 &
7,

WD E&ZEE LT, [mtu<miu-size>] ZHEEL T 72 &0,
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KE2 755 4v7—vavA7vavnge [
« 32 MTUEIZIZ, TP (IPv4/IPv6)

N~y A —+UDP ~v X —DHY A X%é\&)é%‘gi}‘
&) @ ij‘o

EHEIZL o THEESNTWARWES., 574/ O MTU X576 (IPvd OB4) £7-1%
1280 (IPv6 DIGH) 720 £,

cIBET A L. U MTU 2 IPv4 & IPv6 O F CEH S E T,
« FRhEDHIL 68 ~ 1500 T,

N

GE)

MTU D& ERFIZ ESP A —/N—~y FEZEBETH20LERH Y £3, KESLHIZ MTU IZEINE
% ESP A — 8 —y RIZL Y BB0BIC 37w YA AL £9,  packet too big]
T T —NRRINTHEIT, MTU A &R L, L VIRV MTU Z238E LT 7230,
WROYR—=FENTNWD T T AT —2ar FROWFNE, IKEV2 DL T T 7 A

7 —3 a3 > = [preferred-method[ietf | cisco]] & L TRHETE £7°,

 IETF RFC-7383 fEMENR—ADIKEV2 7 TV A T — 3 v,

ZoFRT, mHFOErTRRI o — g Y R— T T LU RARIRET
LHLEICHERAINET,

COFREFEHTAE, 757 AT —32 3 U OBITHEBENEIT S, & IKEV2 7
FZIA N AyE—URENNCREINET,

cVARAAMBDT T T AT =73,

ZoHRIL, 2 AnyConnect 7 7 A4 T > b I EDOETIZ L o TRt D HE—D
FETHIHE., FREMFOETRErI = a VI R— T 77 L
AEWRETHHAIFEHINET,

CONREHHTDLE, BELORICT T T AT — g URNFEITENET, ZER

DETIE, TX_XTOTITANEZETHET, Ave—VEEFTAII LD
THZELTEERTA,

FhAIE

ZOHFRIL, VAaPAOET EOMAEERAEILH D 8 AL

show running-config cryptoikev2 ==~ > RIZBIIEDFRE A #~ L. show crypto ikev2 sa detail
A= RiE, SAICKH LTI I 7 AT —y a U IMER SN S L SN - MTU 2 £0R
LET,

4RO HREIIC

e NRAMIUT 4 AHNV TP R—FENTWER AL, MTUIZ, XY hT—27 D=—XTH
DETCTFHTHRETILERDHD 7,
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| TG

ZOREFTa— VL THY | FHEDHEAZICHENLSIND SACEEL KT L ET, A
DIRTOD SA X B L2 Z T EH A, 77T AT —2arNT 4 B—T o> TWVWBHIEES
THEERTT,

FK 100 D7 77 2w hEZFETEET,

151
IKEV2 75 7 AT —arviTF4v—7 0T 5854

no crypto ikev2 fragmentation

77 v FEMEICR T HE
crypto ikev2 fragmentation

E

crypto ikev2 fragmentation mtu 576
preferred-method ietf

MTU Ofi % 600 I ET 5854

crypto ikev2 fragmentation mtu 600

e F 74V O MTU BICETHA :

no crypto ikev2 fragmentation mtu 576

BT DT T IAT—va v HREVRAAGFRICEET 55
crypto ikev2 fragmentation preferred-method cisco

BT BT T AT = a R E IETF ICRTHA ¢
no crypto ikev2 fragmentation preferred-method cisco

F70x

crypto ikev2 fragmentation preferred-method ietf

AAA FBEE &R A]

aaa authentication http console LOCAL
aaa authorization http console radius

AAA BFEE, 22— F—=BAN Lica—PF =4 LAV = REFEH LT, m—h/L ——(C
UCETINET, BMORANE, FUa—H4 %26 H L TRADIUSH— Tk L THEITS
WET, servicetype BIEATG S-S AE, RO X OIS E T,

IPsec over NAT-T DA =r— T JL1t

NAT-T Z {325 &, IPsec ETIENAT T34 A& LIz ezt 3, 20O LE2E
BB, IPsec 77 4w 7N UDPT—Z 7 7L L THT ML ENET, ZHITIE
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IPsec over NAT-T D =r— J )Lt .

R— 5 4500 MEHA SN D DT, ZHIZE > T, NAT T34 RTHR— MERMRIEEES N E T,
NAT-T X NAT 534 22 BEMRH L, MEEREAT T IPsec FT 7 4 v 7 & 7ML E
@—O

Y

() AnyConnect 7 7 A 7 > b OHIRIZ L Y, AnyConnect 7 7 A 7>~ 23 IKEv2 Z i H L CTHEfe
TX 5L 91T BICH NAT-T OA X—F AR MBI A2 ) 4, ZOBMEE. 75472 k
P NAT-T 734 ZADEFRIZAR Th#EM ShE T,

ASA L, T—HXWEITH VT4 T > ML T, HEHED IPSec. IPSec over TCP, NAT-T,
¥ L OV IPSec over UDP % [RIHFIZ YR — b T& £9,

BEF T a v NAX—TND L EDEFGOIREEZRIRLET,

T av |4 x—TILOM#EE DS5AT7Y FDOEE EFHT SiaE
FF g |NAT-T A F—T7 )b BLOZ T4 7 FRNAT |NAT-T MEH &S
1 DEBIZH DEHEIL.

BELONAT BWIFE LW | £ A 7 1 7 IPsec (ESP)
B NEH I D

A7 a > [IPsec over UDP 314 % —7 | B XY T4 7 > b23 NAT |IPsec over UDP 23Mifi H X741
2 JL OEHIZH HHE T, %)

B L OVNAT BIFEE L7235 | IPsec over UDP 23Mii fH &4

Bl %
A7 NAT-T & BEUVY T4 7 M NAT |NAT-T B &%
. HkIZHDGE
IPsec over UDP Ol J5 A3 A DERIZH DA,
o 1 L OYNAT 23E(E L7215 | IPsec over UDP 23 F & 41
Bl %

N

GE)  IPsec over TCP 284 R—T M2 > TV DHEIL, EOMOT R TOHHN LY bELE I
£

NAT-T A X —7 /W35 & ASAIZHEIIIZ, IPsec A X —T TR > TWNWAT_RTDOA
VH—T 2 A A LTHR— b 4500 ZBRE £9,

ASA IE, LAN-to-LAN & VE— | 77 A Xy NU—27 DOl Tid7e<, EH L0 TEET
% H— D NAT/PAT 7 /34 ADEHICRRE ST EE D IPsec B 7 &R — s LET, IBAER
BETIX, VE—F TR bR Ivz—ra AZRRLET, 2, 93CoE
TREUANTY v ZIPT RLA, DF D NATF A ZADT RLAMBLREINT-LIICR L
50 CY, £, VE—F TR FrRE, LAN-to-LAN F RV Z—7F (D% D
NAT 734 ZADIP 7 RV R) ERICARTEHERT S Z ENEZ 0D, IRABRE CTIERKL £
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. IPsec with IKEv1 over TCP @ 1 *— J')L1E

T ZOLBIO—EIZLYD . NAT 7314 ZADOHERIZHDHET O LAN-to-LAN & UE— K T 7
T ADREX Y N7 Tk, H#EOETHORI2—2a UBRRTHH5ERH D 7,

NAT-TZfEHT 5121, oI arysF AN E—RERI~LF a0 THF AN E— FTK
DOV A MNEFINEEZFEITLET,

FIE

ATY 1 koa~<r FeE AN LT, ASA ETZ 1 —,3ULZ IPsec over NAT-T % A % — 7 /LIZ L £,
crypto isakmp nat-traver sal natkeepalive
natkeepalive 55X DO#iFHIL 10 ~ 3600 X C¥, T 7 4/ hE 20 T,
i :

WDa<wr REAHNLT, NAT-T 2 A F—7 ML, 3—7 T 54 7% 1 EICEELE
7,

hostname (config) # crypto isakmp nat-traversal 3600

ATV T2 IPsec 777 AT —2 gy RN —IZk LT EALRTA 7 v a VB BIRT 2720012, kD=
< REANLET,

hostname (config) # crypto ipsec fragmentation before-encryption

COFTa NI IPTITA T =y arE T AR— M L TWRWNAT 7351 A% T
T4 I NBRTELEICLET, 20X T ar2ERALTHL,. PTVI T A T— 90
Y R—F L TWRWNAT 31 ZOBMERTT SN AZ L13H 0 £H A,

IPsec with IKEv1 over TCP O 1 %— JJL1t

IPsec over TCP |, IKEvl & IPsec D D7 1 k3 /b% TCP T =/ r v hoFIZ 7=
kT 2HDTHY, NAT & PAT DE DT NA AL T 7 AT UA—/LEBRIBTHEF 2T 72
MotV o 7 H2ERLET, ZOEEIZT 740 s TEGICERESNTWET, IPsec/IKEv]
over TCP #1525 &, HEEHED ESP X° IKEv] 2MERE CX e W EREEC, BEfFO 7 7 A 7T 7 4 —
=V E B LT AT R > THRE T X D8R T, CiscoVPN 7 74 7 & R BREETE % &
T FT,

\}

GE) ZoOEREIX., X R—2ADT7 7 A T U —/LTIIEMEL 8/ A,

IPsecover TCP X, VE— KT 27 ®BAX 7747 FCTEMEL LT, ASA & ZOERIE T T4
72 N O 5T IPsec over TCP & A % — 7 /WIZ LE 3, ASA Tit. +-_Co IKEv] XA v
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kvt oiEeE s L—TEa0EE [

H—T 2 A FTEMETA LI a—r LA F—T U S ET, LAN-to-LAN #5%5 Cit
MEEL ¥ A,
ASA L, T—HXWEITH> VT4 T > M LT, EHED IPSec. IPSec over TCP,

NAT-Traversal, 33 & U8 IPSec over UDP % [RIHFIZ R — k CT& £9°, IPsec over TCP iL, A *—
TN TSGR, TOMOT X TORERHFNEL Y bELINET,

BRI0EOR—FEEEL T, 50K — MIxF LT IPsec over TCP & A r— 7 /LI T&
9, "— 180 (HTTP) X°&— ~443 (HTTPS) 2 FORBEMOFR— 2 ASTTBHE, TDOR—
MZB#EM T I TWDE T e ha BTV T f o F—T A4 ATHRELRS 2D L &R
TT7I7— MR FEREINET, TORR, TV w7 S ¥ —T x4 X% LTASA ZEHT
DT TV EMERATHIZENTE LY T, ZORMEEMT512iL, HTTP/HTTPS
BHZNOR— MIHERELET,

F 7 IV kDR — FiE 10000 T9,

ASATZIF TR, V94T FCHLTCPR— bERETHLELRHVET, 7F7A4T L bD
REITIL, ASA FHICRELTEAR— 20l b 1 2G50 XLERHY 7,

IKEv1 @ IPsec over TCP % ASA T/ 00— )L A X —T NI T HI20iE, kOa~ ey s
LNFEFIFLTF aoTHFANE— RTETLET,

crypto ikevl ipsec-over-tcp [port port 1...port0]

OB TIiE, IPsec over TCP Z 7R — b 45 TA X —7 /W L TWET,

hostname (config) # crypto ikevl ipsec-over-tcp port 45

IKEvi DEEBHZE Y )L— TR EDHRTE

ro v T N—TF1F, 2 —P—0EEiSM e 7 7 v AR EFR LET, AR L—TRET
1Z, 22— —3EHEOCH 77 DN EHIIRITEDNEZMEHL T, 22— —L b x s
N—T5EBELET,

)

G¥)

SERHE L — 7 HEAIL IKEv] & IKEv2 LAN-to-LAN #4677 1A S nEd, IKEV2 UE— k
77 AL, N kL7 L—T7 D webvpn JEMERS LT certificate-group-map @ webvpn =
T4 X2l —vary BT— KRR ICREENDIIN—TEROTNVE T Y R—F L TWE

j‘O

AEAEO NGO T 4 — L RIZESWTa—F—% bRV T =T LRET 5L, ETH
BREELER LIV — V2B L, IRIZHEL— 2 BINO b RV 7 — I BT T 2 0B
B FET,

FEE~ Y 7 EERT HICIE, usethecrypto cacertificatemap=~ > R&HHA L £9, Frx
WV T N—T R EFRT HITIL, tunnel-group =~ REFEHLET,

Fio, AEEINV—TRERY = RETHLENRH Y T, TNITE, = b T —
7% MAT 5. Organizational Unit (OU) 7 4 —/L KB 7 V—T7 %2 BET S, TR TOIEHE
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B e omnes L —TEaOEE

A=Y =TT AN DI N—=TEENT D, LW HTARHY £, ZhboFRonTh
MEITT_TE2EHTEET,

FIE

ATy 1 FFHES—ZDOISAKMP v g% b L ZL—7 c_v BT TAHEDDORY v—&
N—VEREL, ftHE~Yy 7= MY & bR 70— BREAHT 5121, tunnel-group-map
a<w K% //7“/1/17‘:@-?/1/% aVTHRARE—RTANLET,

tunnel-group-map enable {rules| ou | ike-id | peer ip}

tunnel-group-map [rule-index] enable policy

AU — FEEREND b RNV T N—T B ERGT HT2ODR ) —ERE L ET,
policy IZR DWW T,

ikeid : o RV TI—T W=V b T T TSN THEE ST,

oU o L EG SN WEEIT, FEER—ZADISAKMP v a v %
72— R 1ISAKMPID DRFIZFESNT hr RN T A—Fli<w v B 7
THZLERLET,

C RN TN—T B = VRIS TIREL R WGA, 7V

7%&%%( )@ouwf%@mfé_&%rbi#o

peer-ip : RN T N—TF F — LRRERIT L o THIE LR WEEX° OU
Froldike-id FATHRELRWGS, ETOIPT RLAZMEHTLZ &
ZraLET,

rules : FEAEAR—ZD ISAKMP £ v g U, Zoawy Ricko-T#
ESNTREAE~ v 7OEMITIZE ST, hrrxL Z—Tii~wy
veranstERLET,

ruleindex (47> a ) cryptocacertificatemap 2~ R CTHREL7/XT A —#
ESRUET, AR72MEIX 1 ~ 65535 T3,

WROZEIZHEELTLIIEEN,
cHKIEH LB —BETHY., ~ v T AT v 7 AZ2BUESRLARWVWEY, Zoa<w s K
EEEIEFEITTCEET,
o JL— LT 255 SCFLL R T,
1 ODITN—FITEEDON—NVEE DL TOENET, EEONL—LEZEY B THITIE, F
TI—NVDT T4 4T 4 Z&BIML, 7»~7ML1¢ WIZ, & T N— T\ 8T

TEELEZERELET, 1 2O NV —TIZEEONLV—LEEY Y TGS, TANIND
BPIONL— LV ORRERERIT—E L ET,

=NV EIOTEFERT D &, TRTOERMIC—H LT L XIOHR—F—ZFFED h
FNTN—FIZEN B THZLENTEDLLICRVET, T X TOREEENRLETHD
ZliX. PHFRANDREICHEY LET, . 22—V —%2BED F L Z—FI12E
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IPsec DEXE .

DY THRNZT N CTORERERLERIGEIT, REZLIT1 2O —VE/EHRLET,
MAHEAEN 1 ST HETHD Z 21T, P OR B{EICFHEY LET,

ATFYT2 a7 4 X2l —2 g TRy T A—FREEISN TR WESIERTS, 5740 6
roxv IS —7%ELET,

a2 FOMEILIX, tunne-group-map [rule-index] default-group tunnel-group-name C3-, rule-index
1T — L OESENENL T, tunnel-group name [ ZREFFD k> RV 7 )—T7TRIFUL/2 0 /A,

1

WOFTIL, 72— 1D ISAKMP ID ODNFIZE ST, FFHESN— 2D [SAKMP
vty arkE o IA—FICwy B ST ARE R A R — T U LET,

hostname (config) # tunnel-group-map enable ike-id

WOFITIE, ETDIPT RLRIZESWT, GFFAERR—ZXDISAKMP £y 3 %
Mopv TN—FC~ o B T D0 A X2 —T7 VI LET,

hostname (config) # tunnel-group-map enable peer-ip

WOHITIE, 7V FREESL (DN) Ofiffir=v F (OU) Z&E2W\T, FEHA
ERXR—ZDISAKMP vy v aria~vy B 7T AREER A 2 —T7 VT LET,

hostname (config) # tunnel-group-map enable ou

WOBITIE, BE SN —MZIESNT, FERIES— 2D ISAKMP £ v ¥ 3 v %
<o L ST AR R A 2 — T T L ET,

hostname (config) # tunnel-group-map enable rules

Z TlX. IPsec Z{#fl LT VPN ZEIE4 25 & & D ASA OFRTEICHEZRFNEIZ OV THA L

o

IPsec D% E
3

¥ = N g = 2

B~y JDESE
7 U7 b ~=v X, IPsecSA THRIV T —FINDIPsec N v—%EFRLET, HHTES
F—U— RIZIIKROELEDONRH D £,

* [Psec EREAN AT AR L OMRET 537 v S &Rl 5729 D ACL,

IPsec & & UF ISAKMP .
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- 7 1D,

sIPsec N7 74 v 7 DOr—H/) T RLA GEFHIZOWTIE, 27 s~y DA F—
T A A~OWA 302—) EERLTLIEZEY)

B RIEDIKEVI F T A7 —h &y PELIZIKE2 7 R—%L, E70EF=
TAREDREIMHEHNEINET,
7VT N~y MI, AU~y 745FEO 1 O ITEHDO 7 V7 b v~y 7 TR S
EFT, MOV TN vy T el L&, 2V T vy ey FERERLET, kO
YA R —HY A b ZRTTE, YU ITNVEREIYNTF 2 THA RN E— RCHG~ v 7 %21(E
E IR~y TIBI L 9,
crypto map map-name seg-num match addr ess access-list-name

access-list-name TliX., ACLID %, K241 XFOLFHNE- 13 E L THEELET,

Je

Evbh FTRTRKLFICTHE, ACLID BRI 7 Fal—a VN TRDOTRTL AR £9,

Zoaxry RefEid CANTL2E, 7V b~y 722 )7 b~y 7y MTBMTEET,
WOBITIL, BE~y 7 E2BNT 55~ >~ &y bOARITTE mymap T,
crypto map mymap 10 match address 101

FROEICEEND > —F v AF S (seg-num) (2L - T, R CARTZROR 5~ v 70N %
NENXRENE T, B~y FIZEHV Y ToNTNDE Y= VAR FICL- T, B~y
Ty NNOKE~ Yy THOT T4 AV T o BREVET, =T P ABENNEWVIEE, 77
AFVTADBESBVET, BE~vy T By haAf =T XZHV YU TDHE, ASAIL,
FDAE =T 2 A RAEBMT LT XTOIP NT77 4 v 7 s~y 7 £y NNOKG~ v
Tk, = U AFEMEWVIRIZHES L CEME L £,

[no] crypto map map_name map_index set pfs[groupl|group2|group5|groupl4|groupl9 | group20
| group21 | group24]

ek~ v 7O ainE % (PFS) (M7 %5 ECDH 7 v — 7 ZfEL T, o~ v /i
%L TCgroupld B X Wgroup24 4+ 72 a3 U ARET HZ LT TE LRV EF IKEVIAKRY 2 —
TS LE)

[no] crypto map map_name seg-num set rever se-route [dynamic]

OV VT hvwy 7 FUIZES ISR LT L— MEA (RRD 24 X —7 M LE
T AT I v B ESNTWARWEAS, RRUIRERICITON., e ENET, &
ENEREITHIRINAETEOEEIZRY £9, I HIZ, RRIV— M3, §FHYL— R T
TIHAET DR LA TRESIND & BEFEOFHIIL— MIFEFE S, RRIL— R A X
= ENFET, ASAIX, V=T 4T T—TNIZAXT 4 v — e HEBIRIZEML,
OSPFZHEH L TENLDONL— 2T TA_X— KRy NT—7 F7 3R —F— L—X T L
£, FEssk (0.0.0.00.0.0.0) ZRERY FU—27 L LTHRET 25613, RRIZ A R—
T LIRNWTLEEY, 74NV M— b E2ERATD T 7 4 v 7 ICEBELET,

HAFI v IBIEESHTWALIES, b— FMIPsecEXF 2T 47V — 32 (SA) O
ST RN ICVERE S 41, IPsec SA M HIBREN D LHIBR SN 1,
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fiis~ v 7 O1ONERFIEH I TWRWEETH, A¥T 4 v e~y 7 LR 4RO
HAFIvIGE~YY TERETHIEIITEERA, TOWLERETT,

\}

GE) A7 v 7 RRULIKEV2 R—ADAX T 4 v I HGa~ v TI2FICEA SN ET,

[no] crypto map name priority set validate-icmp-errors
EJ/ B
[no]crypto dynamic-map hame priority set validate-icmp-errors

EREICMPT T — A vt —U% Kb~y 7 XA F I v Ik b~y 7D EL LIZR LT
BFET o &R E L £7,

[no] crypto map <name> <priority> set df-bit [clear-df | copy-df | set-df}
FoiF
[no] crypto map dynamic-map <name> <priority> set df-bit [clear-df | copy-df | set-df]
Bt~y 7ERITA AT v 7B b~ v 7D, BEfFD DoNotFragment (DF) RV v — (&
X274 7Y m—ary L) ERELET,

e clear-df : DF &' M & HEHL L E5,

e copy-df : DF & > k Z#fEff L £ 7,

eset-df : DF &'y h & @ L THEM L £,
[no] crypto map <name> <priority> set tfc-packets[burst <length | auto] [payload-size <bytes |
auto> [timeout <seconds | auto>

ER S

[no] crypto dynamic-map <name> <priority> set tfc-packets [burst <length | auto] [payload-size
<bytes | auto> [timeout <seconds | auto>

BELEIX, IPsectxX 2 VT 4 7Y vm—a BT 5, FU X ARESBIVOHBOZ I —
DETT7 4 w7 Ta—OBEME (TFC) 7y NaeA x—7 M TEET, TFCEA R —T7 )V
\Z9 5H121E, IKEV2 IPsec 7 HAR—HPLBRRE SN TWILERH Y £7,

\)

G N7 47 7u—REBEE Ry REFNITDE, VPNOT A RUH A LT D SIS
nNEJ,

g~y ZIZE 0 S THATWSACLIZ, U ACLL 25T X TDOACE THE S E T,
a2 ROEIIRDO ERBY TT,

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

B ACE Z{ERk L7- & =12, ACL Z1ERL L E 4, ACL Z{ERkE-1TBIN+ 52~ RotE
IR D E B Y T,
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access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

WOHTIE, ASA1X10.0.00 7%y b 10110 TRy h~DTXTDHORNT T 4 v 71C
LT, S~y AZED Y THENTWD IPsec fR#EZX AL £,

access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

NIy M= T 25~y Ik >T, SARIvz—y g CEHEND X2 T 4%
ENRELET, a— WD ASA BRI T —2 a3 U EZBBT 250813, 22T 1 v 7S
vy I THRESNERI O —2FH LT, HEOETICHEETHA 7 7 —&EkLET, BT
Nx Ty T— a3 VEBIAT AR, ASAIIR) O —I—HTEHAET 4 v I~y T %
BLETH, RonbRWESIT, e~y 7y NNDEAFI v 7 E~y 7OH TR
MOELDOEHELET, ZHUX, 70477 —%2Z T ANDENERTE0ERET HT2HT
7

2ODET N SA DENLIZRINT 211X, WEFDOETHNAEBMEDOH L7 V7~ ~v 7P Eb7<
EHL1OFf> TV AMENRS Y 9, BEHMENKRNIT H121E, 7V 7 b~ v T RROSEM %
2T VERDY 7,

« 7 VT b=y, B RORE S ACL (& 21E, 37— A A—YACL) BEEN
TV, ISEMETBNFA Ty e~y T L TOSEEIE, ASARIT Y AN
Db LT ACL WEENTND Z L3, IPsec ZiHT D72 DEED 1 5TY,

BT VT~ IO ET ZlAT S SETLOETNIATIv I 7V T b=y
EER L THRWES) .

eV RN, WBO N T AT —L kY bERIZTRR—F AR LD
OH 5,

1O0OA 2 —T =2 AZWMATED 7V b~y 7y MI1DETFTT, ROFHOWT
NP Y TITEHEAIT. ASA FLOKEDA B —7 = A Z12x L TEROE 5~ » 721k
LET,

EEDOETICER AT —X Tu—5 U IE 5,
CXFEISERIATDINTI T4 IS ESE R IPsec X2 T 4 WA T 5,

ez B~y 7B 1R L, 220037 %y MO N7 7 4 v 7 B35 ACL % &l
DYT, IKEvl h 7 A7 3 —AL Ty bERITIKEV 7 udh—F L% 1 250 4CEd, B
DT~y 7 E=EK L, BlO2o0O% 73y NMED NT 7 ¢ v 7 Zi#fBl3 25 ACLZEID 4T,
VPN NTA—=B PRI D N T AT —A vy bERETeR—F Lz LET,

1 ODA B =T = A REEDO 7 VT N~y THRERT L5651 2V 7~y 7By b
WNDOTTFAF VT 4 RO D —Y A% (seq-num) %247 U7 b~y 7 =2 NUIZEE
LET,

% ACE 1213 permit X E 7213 deny XN EENE T, ROKRIZ, Ko~ v @A I D ACL
TOFFA ACE L& ACE DRI ERZ R LET,
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LAN-to-LAN B2 2 » 70l [}

VT bk =y TEHEDORER

&

permit 3L E £ 41TV 5 ACE
DFHEHE L —F

Ny "elge~y 7Pyl @%D@Mm&%Abfﬁﬁﬁé:
ExREIEL, Xy b X2 VT REE, B~y 728D 4T
HBNTWAIKEVI b TV A7 3 —5h &y FEIZIKEV2 7R —
PLOFORELBAELTIHMILET, X2 VT 4 REN T v
AT —bty hEREITaR =V Lot V7 siRELE —HKL
725, ASA IZEHEAHT b7z TPsec iR T 2w L £, —RIZHE
N7 7 4 v 7 DA, Psec X EDWH & 1337 > hofE Sk, 7
RE, V=T 4 TR EEERLET,

deny XN EE T % ACE
DHAEL —F

Ry NERHEFR O 2 )7 N~y 70D O ACE L REA L CRER
THZEEFHIL, ROIZ VT b~y T (Z VT b~y 7ZED Y
THNTNADY— U AFZETHWT5) OACE L DORE L34
BRI L £,

IV r <~y &y FND
T A NFEHDOT S TOFFA]
ACE & R—%

Ay KRBT TICLV—TF 4 v LET,

deny SLNE EAL TV D ACEVL, IPsec RIENAERFE N T 7 4 v (T2l xiEX, v—T 1
ry7uahaly T 7400 RE) B4V T UTERIALET, LR T, K5 ACL
D permit X &AL TEHMITT A2 MEDRWRIE N T 7 4 v 02T 4V EZ ) T3 57200, &

#D deny XAEFHRALET,

Rt ENT-BE Ty MR LTI, ¥ X2 VT4 77947 v ATEETTT R LA & ESP
SPIZHH LT, NI A—FDESLERELET, BXF2UT 4 T FIAT AL, Ry
FEES L LR T, BEbENT= 7y NOWE~y X —% ZTO/7ry RO SA BT
FHNTWD ACLDFFAIACE Ll LES, Wi~y X —n7ax =K LAR20WEA, &
X2 VT AT TIAT LV AFZONRry bRy LET, Wi~y X —R7nxv b —5
TAES. EX2 VT4 TFIAT L RIFONR Yy NeA—F 4 T LET,

B LS TWRWER Ty NONE~y X —% T 25581%, EX=2 V7477747
VAFTRTOEGNL—NLVEEE L ET, L, HEEL— L2 TT7 =—X2 D SA D

SEISEET B S T2 T

%.

GE) BlLENTWARWERE NI 74w 752207 THFARE LTLVL—FT 4 735121, ACE
H?Wmu<ME®%T%ﬁALEﬁN%Ai\x7)/bb/zw77tx)xbfm
EMZAACER v ad Al LIZTXEHA,

LAN-to-LAN E%-5 < v T D4l

*@LMHMANX/FU T OBNZENWT, EX=2 VT4 TTTIA4 T AA, B, BXOC
BRETDHMIE., FAPOWTNNTIENLREIN, BIOKRRX Nasmitt 37597 XTo
?74?7@FV*UV7%%ﬁ¢é:kT¢Okﬁb\$XFA3#%%%éﬂéF7747
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B wnvones<y Tos

TIZIINETOME T — 2 NEENDTD, o NT7 7 0 v 7 X0 L iRE RS & AHE e
F—FHAENMETT, TDH, RAMAINOLREEIND NT 7 4 v 7 IR NT A
Tx—hty "EEDYLTES,

A
)
A A2 i cz2.
A3 — ~—:
: A s
Human Resources 1 oA e ———
| o
— —

143314

ZORIREN, FEUTOHATHEA SN TWAHEMZA T FL2RDIT, ik L-b0T
T, EEOIP 7 FLAZMEHLEZFIE. ZomBHO%IRLET,

X2 VT A TTITAT UV AAEZREB NI 7 4 v 7 HICRET DT, 22085~ v 7 & 1E
BRLET, 1D TFAFNAIDLLD N T 7 47T, I 123Ky hU—7 A DDKE A
frod 72740y 7 HTT, WIZHZRLET,

Crypto Map Seqg No 1
deny packets from A.3 to
deny packets from A.3 to
permit packets from A to
permit packets from A to
Crypto Map Seqg No 2
permit packets from A.3 to B
permit packets from A.3 to C

ACL Z{ER L7256, —E$ 5/ v b T L ICB R Psec T 272D N T VAT 3 — A
oy hEKEE~ Y SIZEID Y TET,

J A — RACL L%, HERACEAEATSZ LT, ACLOFHliZ A /2L, 7 U T h~v
7 2y NNORD ACL OFHliZFHET 20T, 7 V7 K~ 7T LI 2D IPsec X E
ZELEMIT A ENTE L7720, HEACEZHEATH5Z LT, FiBlR b T 7 4 v 7 Zxtind
527V 7N~y TOUKDOTMNORNA L, bt X=a VT 4 22632007 U7 K
v FRIFE R EX 2T AMEET LRGN = 7O permit 3T & KRR b
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LAN-to-LAN B2 2 » 70l [}

T4 7 ERETAHAZILENTEET, BEACLICEI DY THENTWEY—F U 2B EFICL -
T, BE~y 7y NNOFEDIET R E Y F3,

WORNZ, Z OBEOREE 7 ACE D OAER ST A — FACL Z R LET, Kb HOEK
. ko EBH TT,

(TEXMMRHHER) 77y FONACEIC—F L7zFETr Y
TRy TOREEKT LET,

T~ |7V Ty NADI VT N v T,
e,
.

1 DODACED#HALE L=y b, TNEFNOKREED
R—d, KPR % DO ACEIZ BT 5805y haeHk
LTWET, REIDEWL, 37 v NOF(EIC & 5650
BB b ERLTOVET,

JVT =y 7Yy (B WCTORDIZ VT b <y T ~DY X
AV val,

Ny RISACEIZ—ET 20, FhF7 V7 v~y 7 &y
FNDOFTRTOFF A ACE IZ—F L 72WIEE DINE,
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B wnvomnes<y Tom

1EEIRy Ty FROH RS — K ACL

Crypto Map 1
Dy )
A3B | =
Deny
A3C ’
Permit
AB
Permit
AC l\
Apply IPSec assigned to Crypto Map 1
Crypto Map 2
\-.._‘__-\‘-
Permit
A3B Parmit
A3C
Apply IPSec Route as clear text E
assigned to "
Crypto Map 2

X2 VT4 TTIAT U AAE, BANAINLREESNTZN7 v FAFFA] ACE & —#7
HETIEL, 7 V7 b~y FZBEMST N TS IPsec X = U T 0 OEND Y TERITL
FT, ZONTy BER ACE & —HT 5 &, ASAIXZ O~ v 7Dk O ACE % AR
L. ROBE~y 7 B~y 7L TONTWD Y —7r U AFKETHRT2) LolRAe
ERHMEiEZFERLET, ZOBITIE, BEX 2V T4 TTIAT U AANTANA3IDLREES
N Try NeZfEToE, ZONRTy NaROIOZ VT N~y 7 OHES ACE EHREL, &
DI YVT s~y TORELFHMELZHHLET, "7y MR 2FBDOZ VT b~y 7OFA
ACE & —%3 % &, BEfTT S/ Psec tx = U T ¢ (GREZRKBb & BB —FAE) 2N
SNy MCEHSVET,
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F NU—7 D ASA REETE T T H12DIT,
T, ASA X, BFBALENT-AEE T 7 4 v 7 OFHEIRFIZ deny ACE % (35 72D, denyA3B
ACE & deny A3CACE D 7 —IZMHYTHHLDOZMRINTEET, LEEB-T, e~y 72
DI T—ITHETHHLOEFMLELY FHA, ZDH, ASABE CDH A7 — K ACL OFRE

IRETY,

LAN-to-LAN B2 2 » 70l [}

ASAB L CIZIT—KE~y 7 aEn Y CTE

WDFRIZ, ASAA, B, BEOCOTRTUIHESINEE~ vy 7IZEID B THNS ACL &

RLET,

X2 VT4 T7TZ4T7AA

X2 T4T7TZ34F7AB

tXxaT4T7TZ4T7VAC

HUF k2w |ACE/SS—> |HUTF k2w |ACE/S4—> |HUTF k2w |ACE/S4—>
7 i 5
Y=Y V=Y V=Y
&S &S zs
1 A3BZiE |1 B A Z#FH] 1 C A %
A3 C ZHER
AB Z#F7]
A C ARl BC & CB %
2 A3 B ZFFA]
A3 C ZFFT

WO, ECTRLULEMEEDT RLRAEEBEOIP T RLRAIZ 7 LI2HDTY,
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B wnvones<y Tos

A
19216831

-

F

L

A3
192 168.3.3
Human Resources

BA CA
182.168.12.1 192.168.201 1
Az B.2 e c2
192.168.3.2 192.168.12.2 s 192.168.201 2
. Ca —
182.168.201 3
L

c
192.168.201.0/27

143514

WORITFTEED ACETIL, £DOF >y bU—7 ETHli 4153 TDIPsec /37 > MIii
)72 IPsec 3% E 2 N H S E 77,

£X2UFa|[sUTr |ACE/SE—2 | D ACE
TIZATo|RyT
A S—Hr YR
BS
A 1 A3 B %75 |deny 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.248
A3 C &4 |deny 192.168.3.3 255.255.255.192 192.168.201.0 255.255.255.224
AB Z#mA]  |permit 192.168.3.0 255.255.255.192 192.168.12.0 255.255.255.248
AC Z#n]  |permit 192.168.3.0 255.255.255.192 192.168.201.0 255.255.255.22
2 A3 B %] |permit 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.248
A3 C Z#n] |permit 192.168.3.3 255.255.255.192 192.168.201.0 255.255.255.22
B WBE L B A Z#m]  |permit 192.168.12.0 255.255.255.248 192.168.3.0 255.255.255.192
BC #3FFn] |permit 192.168.12.0 255.255.255.248 192.168.201.0 255.255.255.2
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BEE— 2752507+ PK) ¥—oxE ]

w%1UT4|5UFr  |ACE/SZ—> | =R ACE
TFIS5470 v
A S—lrUR
=
C BRI CA Zw] permit 192.168.201.0 255.255.255.224 192.168.3.0 255.255.25¢
CB ##H] permit 192.168.201.0 255.255.255.224 192.168.12.0 255.255.21

ZOBIOFR Yy FU =27 TRUCmIEZIGHT &, A —RFACL ZH LT, 1 5D ASA

THRESNTWDIESERARA NELFI Y TRy NIENENR D EF =2 U T 4 RELE
DUTDHZENTEET,

N

GE)

T 74/ N TiE, ASAE, IPsec N7 7 4 v VB ASTCETA X —T oA ALRULA V¥ —
T oA A& ETDHIPsec FT T4 v IV R—FNLERA, TOXALTDNTT 4 v TIT
X, UZ =0 NTT UV RRAR—= AT = TR EDERNHY £, 7277, UX—
N7 74y 7 %Y R— b5 Psec ZRETEET, THUTIE, TOXRY NTU—27 LD
MONT 7 47 %725 ACEZ#HALET, mexE, ¥X2VT 4 77747 AB
TUF—V b I 747 %A= b5, & Lo BB ZF 7] ACE % ACL1 (ZiEH0
LEd, EBEDO ACE (XKD X 512720 £4, permit 192.168.12.0 255.255.255.248 192.168.12.0

255.255.255.248

NHEAF—A2VITISZAETIF¥ (PKI) F—DERTE

FIE

ATy T

F— X7 EEREIIT (kT 5 & X2 Suite-BECDSA 7L = U XLZBIRTEX L L HITT
HIZE, BAEFXF— A7 T AT 7T v (PKD) ZRETHLEND Y FT,

48 HHEIIZ

RSA F721XECDSA D b T A biRA > P &EFEEIMHEHT B L 5 Ichi b~ v 7 2R ET DHE
X, BN — Y FEERTIVNENRNHD ET, ZNT, TOMTAMRA L MEIERL
T, "o TN —TF a7 4 FXal—arOFRTERTXAHLEH 120 F9,

X — T HAERKT D & X1 Suite-BECDSA 7L Y X AZEIR L E4,

crypto key generate [rsa[general-keys| label <name> | modules[512 | 768 | 1024 | 2048 | 4096] |
noconfirm | usage-keys] | ecdsa [label <name> | dlliptic-curve [256 | 384 | 521] | noconfirm]]

ATFvT2 ¥— X7 & ¥ufkd 5L &2 Suite BECDSA 7/ Y X AZEIN L ET,

IPsec & & UF ISAKMP .
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B i~y 70r08—oz42~0EM

crypto key zeroize [rsa | ecdsa] [default | label <name> | noconfirm]

HYTEIYTDAE—T A4 A~DEA

g~y 7 7y ME, IPsec N7 7 4 v 7 NBIBT LKA ¥ —7 = A AZED Y THLER
HYFET, ASAIL., TRTDOA L Z—T A A TIPsec&Z P AR—FrLET, S5~y 7 v |
A E—T oA AZEIDVETDHE, ASAIZ, TRTCO NI 74 v 7 2EE~vy Ty &
BWAELTHEMML, BfihEidxadyo—y g PR ESNER Y —2 A L £ 7,

IVT s vy T B —T =2 A AZEIDETHE SAT—FR=2AEx 2T 4 R
V=TI RN—AREDT A LTI EELIERESNE T, 7V T b vy T EEE
LTA I =Tz ACHEIVYTTDE, T H AL T—2HETZ )T b~y TRIEL
BRI NET, o L —r o 2AF LA LTHRLLE T Z@BmL, 7V 7k
vy 7 EBEEDYTLTH, BBFOSEAUIENL ZL13H 0 A,

A 23— x4 XACLDEFH

ASA “Cai\ 5‘572‘-/]/ ]\“C IPsec /\o/ﬁ‘w‘/ ]\Z)S/]) =T :I:/])X ACL %/\‘/]) /\OX‘aA}:) X 5 &:foto
TWET, A1 ¥ —7xAAACL % IPsec N7 7 ¢ v 7 ZH#HT 5551%. noFEXD sysopt
connection permit-vpn =2~ RZfH L £7°,

FHIEA L H—T 2 A RIAAL 2 RENTWAHKEE~ 7 ACL 1L, VPN ko RZ iy 25

IPsec /N7 v PO EHEBEEZITWVET, IPseciE. IPsec b RN BRTIZ/NT v N OREE & fiF
FEATV. bR B TWD ACL &3y B2 BRA L CRMIE L £,

ACLIX, EOIP N7 7 4 v 7 % R#ETIOINEERLET, L2 2207y MilE
TIX2 BDORAMNIOTXTOIP N7 7 4 v 7 a2kl T 572D D ACL ZERCE £7 (Zh
5® ACLIX, accessgroup =~ > RTHEHEIDHACL & X< EICwET, 7272 L., access-group
av RTE, ACLWA v H—T 2 A ATEIETDH N7 7 v 7 EHIET D N T 7 ¢ v 7 &k
DET) .

Wa~y 7280 T5HET, ACL X IPsec DEHICIRE SN EH A, KI5~ > 71X ACL
EHML, 737w Y ACL OW T uh 1 DT permit & —E L7235E8 1235 IPsec 7 1%
T4 EROET,

IPsec lEE~ v ZIZE D ¥ THNTWD ACLIZIEZ, RD 4 SOEFEREENH VY £3,
«IPSec CIRETLHHE N T 7 4 v 7 2T D (permit (IZ—E L7 b DB REDKIR)

o HESL. I 1T SA MIRVVRIETBEIT AT — X2 L CISAKMP 23—y a % kY
H—725,

cFEBNT 74 v 7 HBMBLL T, IPSec THRET REThHHTL N T T4 v I BT 4 NE T
J LU TCEIET 5,

cETPBDIKEFR T T — g VAT S & XD, IPsec SA DESREZZIFAND N E D
NEPRET D (T m— 3 it ipsec-isakmp cryptomap =2 k UV IZ7Z @A S E
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A28 —TJ x4 RXACLDER .

) . BT, ipsec-isakmp cryptomap =< K =2 b U AEEM TSN TVWAE T —4
Tu—%FATLHMERSY ET, ZhE, A=y g VHRICHERICRITANLLND
£ TT,

\)

GE)  ACL OEFEZ 1 DFZTHIRT 5 &, ASAZEEMIT LN TV AR5~ v 7 HHEIBR L £,

BAE1 D EITEROR 5~ v 7NBIR L T\ 5 ACL #1EIET 534 1%. cryptomapinterface
av U REFHLTT U ZALSAT — X=X/ L7, FMIZONTIL, crypto
map 2~ FZZM LTI IZE0,

n—H) T CERTDIDAZT 4 v 7T~y I3 LTHRET 53X TORS ACL IZDW)
T, VE—FETTIIT7—A A=V WEEACLEERT DL LR LEST, /2, 7V
ThwyANIE N T AT F— LB R—FL, O AT LEET L LTSRT HLEN
HVFET, 2k, WO T TIPsec NIE LA EINET,

)

GE) T RTCORZT v Il E~ Y7 TACL & IPsec BT 2 ERTIHLERH D 9, EHLHN
ERINTWRWNWE | B~y TIERERRBDIZR D . ASAIL, RIOERRKEF~ v FICE
CTHLTWARWE T T 72 Rey S LET, showeonf =<2 REFH LT, 3TO
W5~y 7NERRbOITRD LI LET, RESRIZ VT M~y T EHEET LI, 7Y
T h vy T EHBRL, RIFTWAHZ N EZBIML T2V s vy 7 2HmEH L ET,

W5 ACL I1E, BT 2= b U &Y HR— b LEEA,

K ACL TRHMETLT RUREIT585%T FLADISEIC any ¥ —T — R&@ A2 & REn
BAETHIZOH, ZOF—TU— ROMEHITEET T 72 &V, permit any any =~ > R3C&# 5
% ERDOBIGNFHEAET D20, AT OEET T ZEn,

s T RTOBENT 74 v I PRESINET, ZUZiE, IETH7 V7 b~y P THRES
NTWLETICERESINLREFAD N T 7 v 7 bEENET,
T RTOERENT 7 4 v 7 ICRT ARERLINZ /20 F5,
DT VAT, ASA T IPsec (REINTWARWNWT RTOERE Yy 2@ L TRay
ZLET,

R#ETH Ry FEER LTI EEMRLTLSESY, pamit XiZany ¥—7Y— REFEHT5
A, TOXOFNC—#HO deny XExBE, (REMNGINDO N T T 4 v 72T XTT 405
VI LTHERLE T, ZNEThRne, 20O permit SUREMNRINDO VT 7 4 v 7 NEE
noz iz 9,
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FIE
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\)

(F)  nosysopt connection permit-vpn 235%E AL TN D & XD, A v H—T A ADT 7B A

ATy T
ATvT2

ATvT3

ATvT4

JN—"T D denyipanyany 7 7 B A U A FEFFRHT I ICRESNATWWELTH, 774
TR DOE S LENTEE T T ¢y ZIXFFR S NET,

RSN Fy NT—T~D, YA bV —H% A bEZIFTVE—F T 7 A VPNREHTOT 7
tAZa br— LT 5H7-HIC, nosysopt permit 2~ REINEA L F—T A A LEOT
A arbie— JURAL (ACL) EMAEDLETHHALES ELTEH, 2 ENEEHA,

ZDOX DRI TIE, WEOEET 7 2 ANRA F—T W75 T\ b &, ACLITEA ST,
A—P—13FEzE X2V T4 T T IAT U A~DSSH 2 L T T £+, NExX v b
T—7 EDORAI~D T 7 4 v Z7IFACLIZE > TELL 7 ay 7 ENFETH, WA v & —
Tz A ANDEFGENTZBB T 7 4y 7137 ry 7 TEEREA,

sshBLWhttp =2~ NiZ, ACLEVD &7 A4 F VT4 nm< 20 ET, 2F0, VPNt Y
g VN T NA A~D SSH. Telnet, £721XICMP 7 7 (v 7 2 EHT5I121L. IPe—F
) =BT D ssh, telnet, BLWicmp 2~ > RZEMTH20LERH Y 7,

Ko7 4w 7 NEEDPRENCEZRRL . ASAIZ, AV Z—T7 =4 AZED Y THNTWVS
ACLE N7 74w 7 BELTIMELET, A F—7 A AT IPsec ZEID Y THIZIE, K
DFINEEZFEITLET,

IPsec (242 ACL #1Ek L £,

B LT 78R VA RZ, L2V b~y 7/ EHEH LTIl OERITEEDO 2 ) T h~y
FT~ oy B LET,

T —% 7 —|T IPsec AT H72DIZ, K5~y FIZIKEVI N7 AT+ —Ah By METZ
IZIKEV2 VuiR—P Lz~ 7 LET,

HET27 VT N~y T4EZEVYTC, VT b~y 72— EL VT b~y Ty b
LLTA v E—T oA AZHALET,

1

ZOBITIE., TN ASAA FOSNEA B —T oA A HTARA R 10222 120D
5 LXIT, AABF10.0.0.1 EFRA R 10222 DEDO NF 7 ¢ v 71T IPsec {R-2EH3 H
nE4,
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IPsecSADS 1 7524 L0ZEE [

o mm\

: I Internet . o222
Host E—— CViEie ' ' ‘ l_‘@'
10.0.0.1 Sacurity ' Security %
Appliance Appliance —3

Firewall A Firewall B

IPSac Access List at "outside® interface:
access-list 101 permit ip host 10.0.0.1 host 10.2.2.2

IPSac Access List at outside’ interface:
access-list 111 permit ip host 10.2.2.2 host 10.0.0.1

Traffic exchanged batasen hostz 10.0.0.1 and 10.2.22 is protectad batwean
Security Appliance Firewall A "outside® and Security Appliance Firewall B ‘outside®

el

ASAATZ, AA K 10.0.0.1 22HHRA 10222 ~D 77 4 v 7 2RO XD IZFHl L
£

e EEIL =R 10.0.0.1
* 55

Je=7RA 10222

Fm0 ASAA L. AR 102220558 A K 10001 ~D KT 7 4 v 7 B kDO LI
ML £,

e EEIL=FRAF 10222

e FESE =R A N 10.0.0.1

R DRy b ERANC—E L7z permit L2 X - T, IPsec SA DA —TF 73R FED
£

IPsecSADS A 734 LDEHE

ASANHT LW IPSecSA & r v m— T HEXIMMBHT D, Za—rL T4 75 A MMEEE
WCTEXET, BEDIZ VT ~vTDra—~)L 54 T7 54 Mz EEXTXET,

IPsecSA CTl, B s tAMEX—MMEH SN E T, ZOF—|LSAICRAIRARER T,

—ERFIZHEA LT N TAHDT, F—DU 7Ly aPNRBETT, & SAIZIE, THEER
A & ThT 74908 O2BEOITAT7X A LBHYET, TNENDTA 7 XA Lkl
THESAIFKRHL, HLWSADEOORIT—va VBRBBLET, 774V DT A
TH A NE, 28,800 B (8 HERE]) 35X 1V4,608,000 F 234 b (10 A HNA MFHT 1K) T
7

Ta—r) T4 THEALEERETDHE, ASAIZ bR Z Ray 7 LET, BEBICHILS
NIZSADRITL T — g9 T, HLWVEMERHESNET,

e~y TICRESINTZT A 7 XA MENRRL ASAMLH LWVWSA 2RI N2 K=
< v L, ETICEE SN AHT LV SA ERIZ, BEFD SATﬁﬁ%énm\éﬂm~/\/V 74
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THALMEEFHEALET, ET7 BRI —2a VEREZITRDE, ZOETRNEETHT
A TEADMMEE O —=DNVIZEREEINTWET A TEZALMED ) B/INSWFTOMEZ, FLu SA
DITATHAMMEELTHHLET,

BEFSADT A T7HA LD LEVEEZBZDHIC, ETIEIH LWVWSA ZrIv2—cLET,
ZOX LT, BEF SA OFFARNYINDHENT, #H LV SA DU N TN E T, BEFF SA
DIV DTATHEALDKIS~15% 1158, ETEHHLNSA 2T o— R LET,

)

GE) X —FEEROBEELZERET 572012, A FEIKEV2 b m VO TR Z2 X2 T 4

TYVE—var A —ERETHI L HERLET,

VPN )L—FT 4 VT DER

FIE

F 7 4V hTlk, AN ESP 27w M L CiE 3 v NN OBSRERRL » 7 T » 70T
. IPSec b FNRH TEEINDI XTF Y MR LTIEA Y 72 T v 7R ITbnER A,
—¥DOXy bT—2 bR TR, V=T 4 T T ST — ]%’J:OTW%B/\O/T‘) kDI A
DEH XL, B—H/VIPsec F v FANRE|XfEXT v AIREETH D5 N RO
MIELL V=T 4 7 ENT, sBEICEELERA,

I EMIET A2, IPSec N7 v M LTy NENOLV—FT 4 VT Vo 7T o7
A X —T NI LET,

1R BRI

COMSEENT 7NV N TT A B—T IR o TWAEDIL, 2T LIy I T v FIC LB /87 34—
< U ADK T HERET 7260 TT, ZOMHREIL. BRERESICOHA X—T I LTLEE
A%

IPSec R/ 7w MMt LTy RN DIV —FT 4 T IV 2T v T A X —T VI LE
j—o
[no] [crypto] ipsec inner-routing-lookup

GE)
TOawry RRREINTWAEES., EVIIR—ZAD h VIO RBERHENET,

1

ciscoasa(config)# crypto ipsec inner-routing-lookup
ciscoasa(config)# show run crypto ipsec
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24871 vows<yInkn |

crypto ipsec ikev2 ipsec-proposal GCM
protocol esp encryption aes-gcm
protocol esp integrity null

crypto ipsec inner-routing-lookup

AET 4V IBEESTY TOIER

FIE

ABT 47 7V T v~y AT HERN R Psec a7 4 X2 b—Ta VEERTAIC
X, MOFINEEFITLET,

ATYT1 WOaxr FeANLT, RiETDL T 74 v 7 &EHRT D ACL Z/EK L £7,

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

access-list-name Tlx. ACLID %, K 241 SLFDOXFEHE-I138BHE L LTHEELET,
destination-netmask & source-netmask Ti%, IPvd £ hU—27 7T RLABIPF 7Ry h =X
JEBELET, ZOHITIE, pamit¥—U—RZE-T, BEOFHEI—HKTH T 7 1 v
T RTHE T CREINET,

i

hostname (config) # access-1list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

ATYT2 b IT7 4 v BT D EEERTHIKEVL T ATy —A By FERET DT, K

Davr REANLET,

crypto ipsec ikevl transform-set transform-set-name encryption [authentication]
encryption TiX, IPsec 7—% 70— % Ri#ET H7- OO L TR EHEE L £,
eesp-aes : AES & 128 By b F—%fEH L £,
eesp-aes-192 : AES £ 192 B b F—ZHHL £,
* esp-aes-256 : AES £ 256 £ b F—ZHHL £,
» esp-des : 56 £ ~ DES-CBC #fli [l L £,
sesp-3des: N U ZVDES 7L TY X AEMHLET,
e esp-null : K5 =572 L,
authentication TiL, IPsec 7 —% 7R —4{Ri&ET 272D DR FXNEAFRE L E7
e esp-md5-hmac : /Ny ¥ =2 73U XA E LT MDS/HMAC-128 ZfEf L £,
« esp-sha-hmac : /Ny ¥ = 7L U X4 L LT SHA/HMAC-160 Z i L £9,

» esp-none : HMAC F83E72 L,
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B <57/ vomes<y Tk

ATy T3

RTv74

ATy TH

1)
Z OFITIX, mysetl, myset2, aes set 3 N T AT F— L&y NOARITT,
hostname (config)# crypto ipsec ikevl transform-set mysetl esp-des esp-sha-hmac

hostname (config) # crypto ipsec ikevl transform-set myset2 esp-3des esp-sha-hmac
hostname (config) # crypto ipsec ikevl transform-set aes_set esp-md5-hmac esp-aes-256

N T B RET D HELERTHIKEV, 7 R—F AL E2RET HITIE, koa<wr R
AN LET,

crypto ipsec ikev2 ipsec-proposal [proposal tag]

proposal tag I& IKEv2 IPsec 7' 2 AR —H /L DAFIT, 1 ~ 64 SLFDOLFHITT,
TaR—=YPILEER L, IPsec 7RAR—P L a7 4 Fal—varT—RERBLET, 2
DAY T 4 X2l —arT— KT, 7rR—P s L TEEOR 5Ly A 7 L3 bk »
AT EEETEET,

1 -

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure

ZOBITIE, secure N7 BAR—VNLOLFHITT, 7a haLBILUORELY A T2 AN LE
‘dAO

hostname (config-ipsec-proposal) # protocol esp encryption 3des aes des

{1

ZDa<y KT, £O AES-GCM F 7213 AES-GMAC 7 /L3 U X A A& F A4 500 E @R L %
T

[no] protocol esp encryption [3des|aes|aes-192 |aes-256 |aes-gcm |aes-gcm-192 [aes-gcm-256 |aes-gmac
|aes-gmac-192 |aes-gmac-256 |des [null]

SHA-2 F72ITXVPBIREI N TN DAL, EOT T Y X L% [Psec AT VT U XA E
LCERT 202 RIRT 20N H Y £9, AES-GCM/GMAC 3K 5L T /v TY XA E LTk
EIINLTWAIEGEIL, XNVEEET VT ) ALEBRT HULERHD £,

[no] protocol esp integrity [md5 |sha-1 |sha-256 |sha-384 |sha-512 |null]

GE)

AES-GCM/GMAC 35 b7 /LT Y AL L L TRESNTWAEAIR, XVESGHET LT Y X
LERIRTDHMENH Y £9, SHA-256 1L IKEV2 k> RV ERENTT 5 72D (2B APER PRF (2
fEATE 4728, ESPEAMREICHHENTEET,

UEE) BHHII SARKRKEEEN (PMTU) =—2 7% A F—7 /W2 LT, PMTU % 7T
DEICT Yy b AMEERETSZENTEET,

[no] crypto ipsec security-association pmtu-aging reset-interval

Wi~ 2B T 5121, YoV ERIEYATF 3T FR AR T— REHEH LT, kOY
A Y=Y A FFIEEZFEITLET,

a) ACL 5~ > 7IZHI0 4 TET,
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b)

d)
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crypto map map-name seg-num match address access-list-name

e~y 7ty et Be~vy 7= NIOELSTT, = M IIERENRR D —
o AEE (seg-num) ZFEFH £ 925, map name 23[F U T, accesslist-name Tld. ACL
ID %, K241 XFOXLFINEITEELE LTREELET, ROBITIE, mymap 237 Y
Th~v Yy hOLHITT, v~ v 7 &y b= 2AFFIT10 T, —Fr A%
FiX. 12027V v~y Ty NNOBEEOT L NVIZT 7 E2M1T 572D LE
T V=T UV ABGWINSWEE, TITAF VT o BREL R0 ET,

5 -

ZOFITIEL, ACL 101 23055~ » 7 mymap (ZHI D 4 THET,

crypto map mymap 10 match address 101

IPsec CIR#ESNTZ N T 7 4 v 7 DERES LR DET HRELE T,
crypto map map_name sequence numberset peer ip_address

1 -

crypto map mymap 10 set peer 192.168.1.100

ASA X, ETIZIP 7 KL A 192.168.1.100 NE D ¥ THNTWAHSA %ty N7 v 7 LE
7

OV =y LT, IKEvl T A7 3 —A By FEIKEV2 7R —9 /L0
ELLEHATLOI0ERELET, HEO N T AT —L vy NERITT o R—HL
. TI9AF VT 4E (EDOTTAFIVT DD IZHFELET, | DO
vy TNWRRKNBEO N T VAT —L vy bERITIT e R =L E2BETEET, KO
2oDWTNID <y REFEHLET,

crypto map map-name seg-numset ikevl transfor m-set transfor m-set-namel [ transform-set-name2,
...transform-set-namel1]

F72iX

crypto map map-name seg-num set ikev2 ipsec-proposal proposal-namel [proposal-name2, ...
proposal-namell]

proposal-namel & proposal-namell Cix, IKEv2 @ IPsec 7' B AR—H /L% | DL EFEEL £
T, KT~y 7 2 IR, KRR I EOTaR—FLriEdR—hLET,

51

IKEVI DADZOFTIX, 77 4 v 7N ACL101IC—FKLzE &2, SAIL, YDk
TUAT =Ly FRETDO R T U AT7 3 —5 &y MI—ET 250X > T, mysetl
FE17I74FVT4) Emyse2 (27 T7AFVT 1) OVTNUNEHEHTEET,

crypto map mymap 10 set ikevl transform-set mysetl myset2

(fE&) IKEv2 TiE, bR/ ESPKF AL LGk 2@ A T 5729 mode Z457E L F
T, ZAUCEY ., ESPREAINAFT I CFADIP N7y FOEANIREINET,
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crypto map map-name seg-num set ikev2 mode [transport | tunnel | transport-require]

¢ [Tunnelmode] (&7 +/v k) : H7E/MEE— RN bRV E—RIZRDET, b
FIL B— R TClE, ESPHEBAL LFBFENTD IP /X7 v F K (IP ~v X — L5 —X)
WA SNDT2D, AROEEILT RLR LT RUADRIERRIZRY £F, LD
IP 7 —4% 77 LREBE SIS, BTLWIP Ny hOSA m— RIZR) £,

ZDOFE—KRTIE, V—FREDF Y NT—27 FNA AN IPsec D7 1% & L CEME
TEET, 2F0D, V—FNEA MDD THEE(LEI TV E T, EETTL—F 0308
v hEEBE L, IPsec b RAEMEH L Tzt LET, s —ZI3co P 7 —
BT T hwGat L, ST AT ML L E T,

Fo b B—= ROREZFEIL, T R VAT LAEEELRL TH IPsec R TX
HENHZETT, Fe, NI T4 v o bRET LI TEET, hrx
F—REFEHTDE, WBBFIZIT P RZLOTY REBRA Y R ULhbhSF, ho R
VT ENTENT y RORKOEE T EFITDNY FHA (bR rLDxT
RARA > b ERIUEHETHRER .

[Transport mode] : B 7 234 R— ~ L TWeWiEE, 7 eufbE— NiX, bz
EFE—RCT A= NNy I FTHFT v a A& OEREE— FIZR Y £9, transport E—
RTIXIP A v — TR AL S, TDO P~y X —3ZOEEERNSNET,

ZOF— RIZIE, &7y MRS FLrBEmEnT, X7V v 2y hU—7 E
DT NA RN, Ty NORKEIRFEE I L BAELZHHETEDL LW IHIFENRH Y £
9, kT — KT, TRy U —27 TORRIZRAE (728 21X QoS) %, IP~v
B —DIERITIESNTIITTEDL LT ET, L, LAY 4~y X —PH5
fbENB7=0, N7y FOBMENHRSNET,

* [Transport Required] : 7 7 E/ALE— RIFHREE— R Lo FH A, FrrLE—
NIZT7 =Ny 7352 LT TEERA,

7 7 4V b tunne B 7B LE— RTT, transport 7 72/ LE— RiZ, 7082
F— REVHR— b L TWRWIGEAIZ tunnel T— RIZT7 —/L 3y 7 TX Lkt — f\“CEf?)
v . transport-require 77 7 ALE— R TIE, BBEE— FOLPEH S ET,

GE)

BEEE— RIZ, VE— K 778X VPN IZIFHER SN E R A,

B P ENMEE— RO T =—2 a3 OFIIRO LB T,
e VT — A NEEET— REEEL, LARUVEN PRI E— RTCRE LA,
A=y —Z T RNV ET— RT3 — "y 7 LET,

« FEEM2Y tunnel E— &R L, JSEMID transport & — R TIRE L7c GG, ISEANE
tunnel E— NIZ7 +— "y 7 LET,

« MM tunnel E— RZ4ER L, JSZAIAS transport-require & — R DA IEERIIX~
aAR—PLEERELEE A,

FIEEIZ, A = @ —& M transport-require E— KT, VAR ZN b RV E— KO
BlE. VAR Z7 5 NO PROPOSAL CHOSEN 23k (E S L E T,
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e)

g)

24871 vows<yInkn |

(EE) Z7a—"NV I T7H A L% EEXTIHEEE. VT N~y TDSATA T7HA
LAERELET,

Crypto map map-name seg-num set security-association lifetime { seconds number | kilobytes
{number | unlimited}}

map-namef*l;t\ Wi~y 7ty NOARIZEELET, seg-num Tl K~y 7 =2k
VIZEY Y CHESERELET, B FRIIREINT—H ZESNTHEH DT A7

&4A% RECEET, ttb T—REETA T XA LTV A B VPN IO 2 H &

N, VE—F 77 AVPNIZIZEH SN EEA,

&1

ZOBITIE, 7V 7~y 7 mymap DIRERLNT A 7 F A L% 10 ~ 2700 F (45 43) 12
BAMELET, NI 74w EIATHA LNFIEEINET A,

crypto map mymap 10 set security-association lifetime seconds 2700

(EE) IPsec NZDZ VP k= ATk L TH LU SA ZFR$ % & %2 PFS #Bsk1
B, FziE IPsec BT B2 ITEUD ERIZ PFS 2B R T B0 EHELET,

crypto map map_name seg-numset pfs[groupl | group2 | group5|groupl4]
i

ZOFITIE, B~y 7 mymap 10 12X L TH LWSA 2 =— 925 & X PFS A
MEETY, ASA X, 1024 ¥ b Diffie-Hellman 77 4 A EY 2T A Z/—T7%H L1 SA
THEHALET,

crypto map mymap 10 set pfs groupl5

EE) o7V 7~y 7 = MUICHESERSEICRHLTiL— FEA (RRD %A

F—T Mz LET,

Crypto map map_name seg-num set rever se-route [dynamic]

A FI v IR ESNTORNES . RRUTRERICI T, 8 e SnE4, &
#ﬁﬁitiMHéﬂéif%®ii@ﬁ@iﬁyﬂAﬁ\w~?4V7?waK
2ET 4y —FEEEMICEML, OSPF AL TENODIL— 27T A _N— |k

Fy MU —=7 3R —F— =2 @M LET, FEs% 0.0.0.0/0.0.0.0) ZPRiE

Sy FU—7 L LTHRETIHAIE. RRIZA F—T /I LBRWTL &Y, T 744k

w—k%ﬁ%#ék774/7’%%Li¢

AAF I I NIRESNTWAEES, —MIPsectx =T 4 7/ —1 3 (SA)
DFEST R IIRFIZVERL S 41, TPsec SA IR ENS LHIBRENE T,

GE)

HAF w7 RRUFIKEV2 R—ADAHT 4 v IS~y 72 IcEA SN ET,

1 -

crypto map mymap 10 set reverse-route dynamic
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ATFYT6 IPsec N T 7 4 v 7 EFIIT RO, VT b~y T By e Af v —T oA AZHALE
ﬁ—o

crypto map map-name inter face interface-name

map-name TiL, Ko~ v 7y hOARIZIEE L £, interface-name TiX, ISAKMP IKEv]
FAY =g EA XTI NEFT 4 =TT DA F—T = ADLTZIRE L
7

1 -

ZOFITIEL, ASAVISMNEA  F—T oA A& d 5 N7 7 4 v 7 ZIES~ v 7 mymap &
ALTCRHME L, PRENLENE S 0 EHWTLET,

crypto map mymap interface outside

FA4FIVIBEST Y TOERK

HAFIv 7 7VT N~y 7iE, WTHONRTA—ZHEEESN TN 2WI YT N~y 7T
Ty XA FTIv T 7T~ 7iE, RRLTWBNRT AN, ETOEHFIZED LHIZ
BTHEAFTI v ZICEGEND (IPsec 1T T —2 g OFERELT) RV —FT 7L —
FOBEERIZLET, ASAIL, AXT 4 v 7S~y T TETDIPT RUANEIEHRES
NTWARWEE, BT ThrphERrA T — N IELHOICT AT I v I e~y 7 %A
LET, ZHiE, ROXATOET THERALET,

e RT VT IPT RUVAREAFT I v I IZEDETENDET,

LAN-to-LANDOET . BLIRUVE—h T 7 ERATAETIE. Wil DHCP 2 LT3
TV IPT RLVRAZRETEET, ASA L, Fo N aflthd AL E7EIF 07 KL
AEMHALET,

TIAR—=RKIPT RLARKA T I v 7IZEHY B THENDE T,

HWE, VE—bFT7 27 8AD MRV EZERTLHET L, ~y FZURIZE-oTHID S TH
NI=TT7A4ARXR=FPT RV AZR> TOET—RIZ, LAN-to-LAN b > U ERITI I
EINTTTARX—F Ry NU—T Oy "BV ET, TNUWBAET 497 =T D
WEWHEAESNDDT, R L LT IPsec SA DFENICHEHA SN E T,

BEMENAZT 47 VIV N~y T EFETHI2OH, (DHCP 723 BIOSIET) A7
Ry ZIZEHY Y THENTIP T RLARDNS WA, B0 Y THIECIFEGRRtho v
TATY M DT TAX—=RIPT RLARDLOLLRWGERH Y £3, #@F, VPN 7147
MZiX, A¥T 4 w7 IPT RLARZRL, IPsec R AT —1a U aRESEDLT0DF A )
S VUV I BMETT, 22, N~y RV RIXIKE 23—y g UIZIP

7 KL A% Cisco VPN Client |ZEIV 4T, 7747 MIZDT KL A%{#H L T IPsec SA %
FrAdvE—hFLET,
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\)

s4+zvomevy ok ||

6=

ATy 7Tk =y FIid transform-set 235 A —Z I BLEE T,

BAFI v IS~y THEHTDE, Psec DAL T 4 X2 b—3 g UNHEICARY 97,
ETNEIZHANIRESIND EIFROR2NEy NU—7 T2 L2 HERLES, ¥ 17
v r7 7Y bk ~v /X, Cisco VPN Client (B XNA )L 2—H =74 8) | BIXOF AT I o7
WEID L TOHNIZIP T FLRAZEAGT 20— 216 L TEA LTS 2SN,

Je

Er

A

~

ATy 7 7V N~y 7Opearmit = FU|Zany ¥—7— REHEHAT 2550, EEN
VETT, ZoXopermit = FUDOKHRERD M T 7 4 v 72T Fx A LT H—
REXYARD LT 74 v 7 BEENDHE, ST 57 FLAFHICOWTdeny =2 F U %
ACLIZFALET, Ry hU—2 ¢V T Rxy b 7 —R¥xy AN hT7 74 v 7IZX LT, &
7o IPsec THRIELeWZDMD T 7 4 v 71k LTI, 3 deny=> U ZFFALTL 72X

AN

HAFIwvr 7T K ~v L, izt L)V E— DT ESAZRI=— T 5
LEFLITHRELET, ASAIL, FA T I v IE~y 72 AL TYE—h V7 & O

BT 562 LT TEERA, XA T Iy IS~y 7Tl #E M7 7 4 v 27 5 ACL @ permit
TR E—HLTYH, ST D SANELHFELRWGAE, ASAIZZED NI 74 v 7% K
oy 7 LEd,

TV T h=o 7y bliF, FATIv 7 7V P =TG50 RN TEET, £14F
R IRy 7Oy ME, Ry Tty hTFBEWNT I F VT4 (0FY, —F
KXW —HF U AFE) #FEL. ASABRORE B~ v 7P E2EICTHET 5 X912 T 5 0ER S
DET, X2 VT4 7T ITA4T7RE D (RE¥T 4y 7)) v~ T O FYR—FKLA
WIERIZIET, XA TIv s V)T N~y T Oy hEFHNET,

AET A4y V)T Ny Ty FEFERRIZ, 4TI 7 7T <=y 7y MIH,
[i] U dynamic-map-name Z £ 03 XTCHOX A FIv 7 7 UT h vy T 2EZOET,
dynamic-seq-mum (Z X > T, By NNOXAFI v 7 7 VT b~y 7BRRBIENET, AT
RV IR~y T ERETHEAIL. IPsec BT OF —H 7 n—&K5 ACL TikAlld 572
I, ACL OFFR[ZHEALET, ZOXIICHELRVE, ASA L, BT BT TIHLDD
2 7u—ID #Z T ANDLZ L2 7,

pe3

=
=2

AT IvIME~y 7 By hEHLTRESNT, ASAM LV F—T A A bR~
TENDIT T4 ZIZX LT, FEY2a—LDOT 7 4V h)b— FZ2EN B TRNTLEEN,
MoV TEND N T 74 w7 BRET DI, A4 FTIv7 7V T h~v7IZACL ZiB
MLUES, VE—F T 78R M RMEERT D72 ACL 2R ET 256 1%, W7 R
VA= NVERBELTLLEIN, Hilb— R MEAZEHAL TV 2 A A M—LTBHDIE, &
TR RN T v TIREIZ 25T LT 7E &N,
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B 7 rzvomes~yTnkm

FIE

&

ATy T2

ATy T3

DTN Ay TEREA R E—RESAF aTERA N E—ROELENEHERA LT, £A4F
Ry IERE O N EERLET, 107 ) P hww Ty NNT. AXT L
v T T NI EEANTF I vy T o N RS DEAZ N TEE T,

(LE) ACL 22X AT v G~y 728 4 TET,
crypto dynamic-map dynamic-map-name dynamic-seg-num match address access-list-name

ZHCE-T, RETDHR T T4 v 7 EIRELBRNW N T 7 0 v 7 3RED £,
dynamic-map-name TlL, BEFEOX A 2 v /S~y 725 T 55~y = U D4
AiZ$EE LET, dynamic-seq-num TlL, ¥ A F I v 7B~y 7 = MU IZRHET 50 —4
VAFEFEREELET,

1 -

ZOFITIE, ACL 101 ¥ A F I v I HE~y Fdynl ICHIDV Y THNET, vy T D—7
Y AFEGFIE 10 TT,

crypto dynamic-map dynl 10 match address 101

IDHEATIvIEEy IR LT, EOIKEvl F T A7 —A5 vy FERIFIKEV2 7
BAR—PNLVEFATEINERELET, RO N T AT+ —Aty VERIETT v R—F L%
TIAFVT AN REDTTAF VT 4 DbOBREY) FEELET, IKEvl b7 AT 5 —
Aty NEFIZIKE2 7o R —P s Ulca~y R L TS0,

crypto dynamic-map dynamic-map-name dynamic-seg-numset ikevl transfor m-set transfor m-set-namel,
(transform-set-name2, ..transform-set-name9;

crypto dynamic-map dynamic-map-name dynamic-seg-num set ikev2 ipsec-proposal proposal-namel
[proposal-name2, ... proposal-namell]

dynamic-map-name Clx, BEfFD S A F 3 v /i~ v TE BT B0 5~ v 7 =2 b 04
A& fEE LE T, dynamic-seg-num Tik, ¥4 FI v Ikie~y 7 = MG T b —7
VAFGEIEE LET, transformset-name |d, ERETZIZAER T L R T AT A —L kY B
DA RITY, proposal-name TiE, IKEv2 @ IPsec 7' R R—HF /L DOLHTZ 1 DLL EFEE L £,

1 -

IKEvI DBEDOZOFTIZ, T 74w 7N ACLI01IC—HKLT7-E X2, SAIZ, FD T
AT F =2y "BRETORN T AT —L Ty MZ—ETE0I2E->T, mysetl (517
FAFVT 4) Emyset2 GE2 7744 VT 4) OWThursfEHTEET,

crypto dynamic-map dyn 10 set ikevl transform-set mysetl myset2

UEE) 7a—2) I 754 MEZENTHERIE. B AT Iv s~y = b
DSATATEALEIRELET,

crypto dynamic-map dynamic-map-name dynamic-seg-numset security-association lifetime { seconds
number | kilobytes {number | unlimited}}
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ATvT4

ATy T5

44 rv—44 tiEttozR |

dynamic-map-name Tix, BEfFOX A F I v /e~y 72 B3RT 5~y 7 = M) 04
AiZf8E LE9, dynamic-seg-num Tik, ¥4I v ke~ y 7 =2 MVICHIGT DY —7
VAR SERELE T, W EREREENET X ICESWTH DT A 7 X A DERET
ETET, L, THFEETA T EA LTYA ME VPN IZOABEH S, VE—K 77
A VPN IZIFEH S v EH A,

1 -

ZOBEITIE, XA F v r 7 VT b~ dynl DIRERL T A 7 XA L% 10 ~ 2700 F5 (45
43) WHEMELET, NI 74 v 7 EITAT7HA LIERINERA,

crypto dynamic-map dynl 10 set security-association lifetime seconds 2700

(EE) IPsec NZDHEAF I v 7B~y AT L TH LUV SA #3sR9 5 L |2 PFS # %
KT B0, T/l IPsec BT OB ERIZ PFS #ERT 220 EHEEL T,

crypto dynamic-map dynamic-map-name dynamic-seq-numset pfs [ groupl | group2 | group5|group7;

dynamic-map-name TlL, BEFEOX A 2 v /S~y 725 T 5~y 7 = U D4
AiZ$EE LET, dynamic-seq-num T, ¥ A F I v 7B~y 7 = MU IZRHET 50 —4
VARG ERELET,

51 -

crypto dynamic-map dynl 10 set pfs group5

FAFIvI V)T N~y ey "eREZT w7 7V T s~y 7y MTBEIMLET,
AP <~ T %W T 27V N~y E, 6327V b~y 72y hOFTTIA
FVT 4 = P ERIKE = ABENERKR) ICRELTLEEN,

Crypto map map-name seg-num ipsec-isakmp dynamic dynamic-map-name

map-name Tl%, 5~ v 7y FOARTZIEE L £ 7, dynamic-map-name TlE, BEfEFD X A
FIvIM G~y TEBRTOE~y T = N OARTZEELE T,

51 -

crypto map mymap 200 ipsec-isakmp dynamic dynl

A4 bY—HA FIREDER

s~y 7HEH L CTEMDIKEVI BT 2 ERTDH L, IWEMEEZF-E 08 TEET, 2
DALy 74 Falb—raliiVt A MY —% A F VPN IZEFR]TYT, ZOReIE, IKEv2 TiXH
A—hENFEHA,

HDOETNERT D L. ASAIL, BFE~ v FIZBEAMT LTV DBIRDOE T ~D k2 RV i
SNLET, RIVZ—T g VBRI LTI — 2 REEEIN., FOETRT T4 7T
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IRV ET, 775747 BT LT, BEORTL o —3 9D X1, ASA BRI
HBHETOZETT, T, Xy z—2a NI AETHRE ET, pAvo— g
DL LS C, ASAIZIROETIZBY £9, e~ v FICHEMIT 5N TS TRTOE
TRRIT D & ASA DA 7 MIRAIOETIZRY £,

IPsec VPN OO & 1H

IPsec > 74 FXal—L a3 DRTE

INHIE, IPsec 2> 7 4 Fab—a VT AEREERTRTDHEDICV I VERITV L
F avFRA b T FCANTEB IS FOT,

R1:lPseca> 74X L—>aViERERTT H-HNODaTUFR

show running-configuration crypto

IPsec, 7V N~ XAFIvr 707
F~=w7, ISAKMP 2 &, s 7 ¥
L—yareRkEfRRLET,

show running-config crypto ipsec

IPsec T2 7 4 Fal—arBRERRLE
ER

show running-config crypto isakmp

ISAKMP 21> 7 4 F a2l — g U BEERRL
ij‘o

show running-config crypto map

JVF R~y ar74Xal—varaf
ERTLET,

show running-config crypto dynamic-map

HAFIvr 7T~y rDar74xa
L—yarEBFERLET,

show all crypto map

TRTCOary 7 4 Fal—ar RXTRA—H
(T 74 MaZEFORT A =2 L ET) &K
/j—_\‘[/i—é—o

show crypto ikev2 sa detail

W LR RHE T O Suite-B 7 /L= U R L AR —
FeFRRLET,

show crypto ipsec sa

VUOTNEEIANTF a TR AN E-RT
@ Suite-B 7T Y XA YR — FEB L OVESPV3
IPsec HJZ2FR L £7,

show ipsec stats

VT NVETIIYVTFT 2T XA RN E—FRT
D IPsec 7L AT AT ABEREYFRRLE
T, ESPV3#atEaix, =15 L7= TFC /X7 v b
BLOFEDE L OELR 2 ICMP =7 — (R R S
nEd,
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VI rORIET ST 4T v avorTesE I

Uj—hwmt77?47tv93>®%75ﬁ%

FIE

FTRTDT 7747 By a U PEHENICK T LIEGEIZRY ASAZY) 77— 55912,
AV a—VERETEET, ZOHE 1772“/1/I\Tﬁ;d] IRESNTVWET,

rdoad =~ R&fHH LT, ASAZ VU 7— kL7, rdoad-wait 2~ RERETH &,

quick =~ > F %l L T reload-wait #% /& % FEC TE 9, rdoad =~ K& reload wait
avy NIIFFHEEXEC E— RCEHTE 9, EbbiZbisakmp 'L 7 ¢ v 7 REHIF 4
Ao

TRTOT 7T 47 By a BEBNICK T T 505> TASA %) 7— M) HHRE%x
F—TMZTBITIE, ROV A MY —P A NERT B INERE~VTF arTFx A F%~
RCEITLET,

crypto isakmp reload-wait

1 -

hostname (config) # crypto isakmp reload-wait

EGBEROBICETIZESET S

VE—K 77 ARLLAN-to-LAN O v g VRN Ry 7P TA3HEICT. SESERLy0oNn
HVFET, 2 2FE ASADY Yy MO UVFERITXI T —F, By ar TA RV EZA LT
7 b, KB OBE, FEHEICLDEIETT,

ASA TlZ. (LAN-to-LAN 27 4 ¥ 2l —3 a3V FEIIVPNZ A4 7 FD) RESNT-

TR LT, By v a USRS LD ERNCEITCEES, 77— MEZELET E
7237 947 ME, TOHBAEEZILLTAXRU N o V£33 Ry 77 v 7 R T ER
LET, ZOMEEIZT 74/ b TEGICHRESNTWET,

REINTZIZTAT L FEETIZFROEDNEGENE T,
e T T— "R AR—T N TWDEEX2 T 4 TTXIA4T A
*Cisco VPNClient ® 9 5, N—2 a3 VA40LED Y 7 vy =T 2FETLTWHHD (v
T4 X2 — g VIEARHE)

IPsec &7 ~DOYWrig@s % A % —7 /W27 5I21E, cryptoisakmp disconnect-notify =~ > K%
VUTNERIEINANTF a TR AN E—RCTASLET,
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B cs2v5c7vsz—varorur

txXa)T4 7V ITI—23 D07
—H DT 4 X2 —a VERT, BEDOSA I =— L TWAMETAEDRY
T, HLOWREZT-LEBICANCT LI, BEfFOSAZ 27 VT LT, ZEHEEDOa T 4
X2l — g TSAZHML.LET, ASART VT 471 1IPsec NT 7 4 v 7 ZALER L TV
HHEE, SAT—HRXR=ADHL, AT 4 Xalb—a VEROREEZIT LTS E
JUTLET, SAT—HRX—AEERIT VT T 5D, KABKREEDOLGC, ASA 2ML
FLTWDIPsec N7 7 4 v 7 BNDIRWEAICRETH LI LTSN,

WROFIRTa~vr REANTHE, Yo NERIIVLTF 20T F X h F— R T IPsec SA
VT LCEHAET A R TEET,

% 2:1PsecSADY ) 7TH L UBMHILADa<T UK

clear configure crypto IPsec, 7 VT =7 ZAFIv s 7VT <y
7. ISAKMP 72 & | Biear 7 4 Falb—a 2%
HIBR L £9

clear configure crypto catrustpoint TRTORTANRA L MEEIRLET,

clear configurecryptodynamicmap |4 _THOXAFI v 7 VT k< v TEHBRLET,
BEDEAFTI v 7T~y 7EHHIBRTE % —

TJ—RFbdb ET,

clear configure crypto map FTRTCOIZ VTS N~y 7PZHRLET, FEOZ VT
h~y7EHIRTEDXF—TU— Rt b0 E7,

clear configure crypto isakmp ISAKMP =7 f ¥ a b—3 g U2 EEIRLET,

clear configure crypto isakmp policy T _TDOISAKMP R > —F 7 i3FFEDOR Y > —%Hl
BRLET,

clear cryptoisakmp sa ISAKMP SA 7 — & X— 22K ZHIFR L £ 9,

Tr N O RN :
EENY A4 Fal—3aonoI7
clear configurecrypto =< KiZid, IPsec, i~y 7, ¥4I v IkE~y 7, CA T
A RKRA Vb, TRTOFEAE, GEAE~Y 7 a7 X2 b—3 a3, ISAKMP 72 X i
TAY T4 X2 b—va VOEFEEZHIRTESIBBEENET,
F1# & 45 7E U722 T clear configurecrypto =~ K2 AN+5 &, a7 4 Falb— 3
YA (TRTORFEDEL) BHIRESND Z LIZEELTIIZE N,

FERIZ DWW CIE,  [Cisco ASA Series Command Reference)] @ clear configurecrypto =~ > K%
LT,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



