AnyConnect 7 5 1 77 > |k HostScan

AnyConnect RAF ¥ €V = —/LZ LY, AnyConnect 7 74 7> ML, FRA MIA A F—/L
ENTNWDARL—FT 4 VT VAT A, TUoFINTFT2T | 774 T U —ILDFKY 7k
T T AT EET, ZOFHIL. HostScan 7 TV A— g ko TINESRE T, RX
Fy¥ TEHARAL FTiE, A& MI HostScan 2814 A b— /L ENTWALERH Y £,

» HostScan/Secure Firewall 78 A F v ORISR (1 _—)

s HostScan D7 A LA (2 X—)

* HostScan /N v 77— (2 X—7)

* HostScan/Secure Firewall R AF ¥ DA VA b —/LE LT v 7 7L —FK (2X=Y)

« HostScan DAL £ 72138k (3 ~<—)

* ASA THNZ 72> T 5 HostScan/Secure Firewall IR A TF ¥/ X—T g  DFR (4 ~X—

V)

* HostScan/Secure Firewall R AF ¥ DT A A h—)b (5 X—)

« 7= R Y 2 —~D AnyConnect 7 7 A 7~ HEREE Y 2 — L DEID KT (6 ~—)

» HostScan/Secure Firewall 78 A F v BAHE&E R (7 ~X—)

HostScan/Secure Firewall 7R X F v D RIE &4

AnyConnect 7 7 A 7 > | % Secure Firewall Posture/HostScan € = —/L & & § 123 51213,
BIETHRD X 572 ASA 2 R—F > M BRLETT,

« ASA 84

« ASDM 6.4
SCEP RFFMHE & f#i 94 B 121X, Secure Firewall Posture/HostScan & 1 ' A b —/L 3 A LN H
nE9,

Secure Firewall Posture/HostScan D > A b —/L THR— FINBEARL—TFT 4 VT VAT AT
2V TCIE,  [Supported VPN Platforms, Cisco ASA Series] ZZ& ML T 72 &0,

AnyConnect ¥ 5 4 7 > k HostScan .


https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html

AnyConnect 7 5 14 77 > | HostScan |
. HostScan D5 1 £ X

HostScan D5 1/ X

RIZ, HostScan @ AnyConnect 7 7 A 7 > b T A B ABHZRLET,
» AnyConnect Apex

* AnyConnect VPN Only

s\\

HostScan /\ v &r—

HostScan /X 77— % ASA\ZA X K7 v /Ny r—3 hogscan-version.pkg &£ L Tr— K
THZENTEET, ZDOT77AMIZ0%, HostScan ¥ 7 b =7 & & $1Z. HostScan 7 A 7 7
VBLOYHR— MEBPEENTHET,

HostScan/Secure Firewall RAF vy DA VX F—I)LE =1L
T7yvITL—F

COFETIEH, ASADa~x RI A4 A X—7 A A%&FH LT HostScan F 7213 Secure
Firewall RAF ¥ /8o r—V% A VA M—)VEET v 77 L—RL, A% LET,

188 BRI

\}

(GF)  HostScan /N— 5 V43X LARIN D 4.6.x LABEIZT v 77 L— R L XK H & LTWaAEE, LI
Wesr. L7 BEfE D AV/AS/FW DAP R Y > —FB L ONLUA 27 U 7 + 7239 T HostScan 4.6.x A%

CHAEMTHDL LWVWIFRIGERT LT — A v b—VRERINET,

REZFESESERDT-DICETTIMNENDH DT XA LBITFENMEELET, ZOFIET
li\ ZDHFATa TRy 7 AU T, ZOREERIFT DA HostScan 4.4.x & AHRIZ/2 D

LR EEBITLET, ZOFIEEZFIEL, [AnyConnect 7 7 A 7> b HostScan 4.3.x to

4.6.x Migration Guide] THMARFIEEZ S L TV, DE D, BITT 5HITIL ASDM DAP
DRY = _—=VIIBE LT, AHMED 20 AV/ASFW B Z R L CFEICHIBR L TH b,

LUA 27 U7 M 2R L, HSMADBERHY £

cASAlZu s AL, Fa— b ar7 4 Fal—vary E—RKefthLET, Fr—nN
VAT 4 Falb—ay E— FTIE, ASA |T hostname(configyt 7’1 > 7 N &R R L FE
R

« secure-firewall-posture-version-k9.pkg % ASA |27 v 7' — R L£7, HostScan4.x 73— =
VEMEH LTS 5E1E, hostscan version-k9.pkg 7 7 A VA& T v T — KT H0LENH D
£75

. AnyConnect 7 5 4 7 > b HostScan


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html

| AnyConnect 7 5 4 7 > I HostScan

FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

HostScan D EE £ 3Emm i ]

webvpn 227 4 X ab— gy T— RERBLET,
i -

hostname (config) # webvpn

HostScan/Secure Firewall KA F ¥ A A —T & L THRET DNy —VORAZHRELET, A
2o RTarD/Nylr— F721E AnyConnect 7 74 7 > b Ny — U EIRETH I ERT
TFET,

hostscan image path

B -

BIOFNECTHEE L 7= HostScan/Secure Firewall IR AF ¥ A A —TZ2FEhC LET,
1 :

ASAName (webvpn) thostscan enable

ETAr T4 X2 = a7 7y va AR VIRFLET, FiLnarryFal—s
YRT Ty va AEVICEFIRESND &, [OK] A vE—URERENET,

1

hostname (webvpn) # write memory

HostScan D A Xt £ - (T EX1E

IhbDa<wr Nt ASADa~vw RIf v A2 —T x4 AEFEHLT, A A =1L
F 0 HostScan A4 A — Y BN FITEHZ L E I,

1R BHHEIIZ

ASAlZue AL, Zu—Sbar7 4 Xalb—valrE—RERHBELEST, Zo— UL a
V7 4 F¥ 2 b— 3 F— KTIX, ASA | hostname(config) 7' v > 7 h & F /R LET,

AnyConnect ¥ 5 4 7 > k HostScan .



AnyConnect 7 5 14 77 > | HostScan |
B Asa cE#12% 5 T 5 HostScan/Secure Firewall 2 F v /8—2 3 D& R

FIE

ATFYF1 webvpn 2> 7 4 X alb—ar T— RERBLET,

i -
webvpn

AT T2 ASAMBAZ L R7 D HostScan A A— N T A VA =L ENTWRWEES, 204
A=V EHEMILET,

hostscan enable

ATFYT3 A A F—LENTWBT TP HostScan #X v 77— HostScan & HE4&HZ L £,

GE)
BTl >TWbDHostScan £ A—3 2T oA A M—/LTARNC, Z0a<wy REFEHLT,
HostScan Z T AMERH Y 77,

no hostscan enable

ASA THMIZ% > TL'5 HostScan/Secure Firewall 7K X
Fr/N—T 3 VDR

ZOFNETIE, ASADa~ RIA A X —T =2 A ZAEFEHLT, A>T 5
HostScan/Secure Firewall I8N A F ¥ D/N— g VU ERFE L ET,

1R BHIIZ
ASAIZa 74 > L, ¥i#E EXEC E— FZ B L E T, ASA OFiE EXEC T — N TlH, RS
5717 M hostname#t & 720 £97,

FIE

ASA THZNI 72 - TV 5 HostScan/Secure Firewall I8N A F ¥ X—T g VA2 F R LET,

show webvpn hostscan

. AnyConnect 7 5 4 7 > b HostScan



| AnyConnect 7 5 4 7 > I HostScan

HostScan/Secure Firewall RAF ¥ DT oA VA k—JL .

HostScan/Secure Firewall RAFv¥ D7 4 X —JL

FIE

ATy T

ATvT2

ATvT3

RTv74

HostScan/Secure Firewall RAF ¥ /X r—T %7 A VA M—/LT 5L, ASDMA v Z—7 =
AAEOE 2—0OHIRSNET, T LY, HostScan/Secure Firewall 78 2 T~ 23 HF /N 72 -
TWAHHATH ASA 1T X D HostScan/Secure Firewall 78 2 F % /8w - — U D BB AN EIRE S L E
4, HostScan/Secure Firewall I8N A F ¥ %7 . A > A h—/L L% . HostScan/Secure Firewall 7~
AF X R =37 T a2 RIATHHHIBRENERY A,

1R BRI

ASAlZm AL, V= a7 4 X¥al—varE—RefaLET, Fr—ryLa
V74 Fa2lb— a3 F— FTIX, ASA L hostname(configi 7' > F AR LET,

webvpn I 7 4 a2 b—vay E— REBBLET,
webvpn

T A A h—/)L9 % HostScan/Secure Firewall I8 A F ¥ 4 A =T Z I L E97,

no hostscanenable

T A A h—)L¢ % HostScan/Secure Firewall KA F ¥ 4 A—VDNRAZIBELET, AX
K7 a D%y 77— 7 HostScan/Secure Firewall I8N A F ¥ Xy r—2 L LTCHESNTW5
ENHY FT,

no hostscan image path

51

hostname (webvpn) #no hostscan image diskO:/hostscan-3.6.0-k9.pkg

FTar 74 F¥al—varE 77y va AR VIRFELET, Hilnary s Fal—vs
VT T wva AEVIZEFIRGFIND L, [OK] A vE—URRRINET,

write memory

AnyConnect ¥ 5 4 7 > k HostScan .



. JIL—TRY) —~® AnyConnect ¥ 54 7> b BWEEE S 2 —ILDEIY BT

AnyConnect 7 5 14 77 > | HostScan |

GIL—TR1) < —~D AnyConnect 7 514 7 > + #EEETE

~ O

Ya—

FIE

ATy T

ATvT2

ATvT3

RTv74

JLDE|Y HT

WOFNET, AnyConnect 7 74 7 > b HEREE Y 2 — /L & VL —T R o —Z B#f T £,
VPN —H—73 ASA [Z#5fi5 & X2, ASA L Z 45D AnyConnect 7 71 7 > b HERET
Va—NETY RRA L FarEa—HIF 7 ra—RKLTA VA =L LET,

48 HHEIIZ

ASAIZEZF L, Fa—\Lary7 4 ¥alb—iarE—FEBBLET, Fr—3L o
Y7 4 F¥al— a3y E— FTiX. ASA |Z hostname(config)# 7' 12 > 7 & FoR L F7,

Ry NT—=T 74T N TI7RAHOHNT I NV—7 R o—%BMLET,
group-policy nameinternal

51

hostname (config) # group-policy PostureModuleGroup internal

HLWITN—T R o—aRELET, Z0a~vr REANLERE, ZA—FKR) v— o
V74 X2 lb— gy E— RO 17 b hostname(config-group-policy# 23R SV E T,
group-policy name attributes

1 -

hostname (config) # group-policy PostureModuleGroup attributes
IN—TRY—webvpn A7 4 Falb—va T FEMBLET, Z0avr FE A
L7c#iE, RISART ASA D' r 7 PR RINET, hostname(config-group-webvpn)#
webvpn

TN—TNOFTXTOaL—H—|Z AnyConnect 7 74 7 > N EREE Y 2 — A BF T a— RS
nNoHE, IN—TRI—ERELET,

anyconnect modules value AnyConnect €3 = — /L 4

anyconnect module =~ > K value [Z1X, IROMED 1 LA EEFRET D N TEE9, B
DEY 2—NVERET D581, el o~ TXEY 7,

il AnyConnect £ ¥ 1 —)L/H#HE
dart AnyConnect DART (W& L L AR— KV —1)
vpngina AnyConnect SBL (7 7' /Hij D il Hl)

. AnyConnect 7 5 4 7 > b HostScan




| AnyConnect 7 5 4 7 > I HostScan
HostScan/Secure Firewall 78 X F + B5&E & .

ES AnyConnect € ¥ 21— /L/##E4

RAF ¥ Secure Firewall 78 A 9 % /HostScan

nam AnyConnect 1 NV —2 T/ A v —T¥

none TN—"7 KU =53 _TOD AnyConnect &2 = — /L % Hl| B
TOHAITHER L £,

1 -

hostname (config-group-webvpn) # anyconnect modules value websecurity, telemetry,posture

EVa— D1 OFEIBRT AT, RELEVWEY 2 — VOEFE T EIEE Lo~y REF®E
BLET, 222, 20oa~ FigWebtF=2T 0 2=V EHIBRLET,

hostname (config-group-webvpn) # anyconnect modules value telemetry,posture

RATFYTE FTar 74 Xal—rark7Tva ATVIRIFLET,
HLnar 74 Xalb—varyPEFICT T vyia AFVIRFSND L, [OK] £V ) Ay
T—URERIN, RITRTASAD T 1 7 NRFRRZHLET, hostname(config-group-webvpn)#

write memory

HostScan/Secure Firewall 7R X F v B & & $i

HostScan/Secure Firewall KA F ¥ N2 RARA >V hav Ba—2NnbRAF ¥ 7 LT vy )b
ENE LT-%IE, BWRAIEHT 272010, X471y 7 T78ARY V—0OFE, Lua DX
DR EDY TV =7 NEBRT HULERDH Y £7,

N6 My 7 OFEMIZ OV TIX,  [Cisco Adaptive Security Device Manager Configuration
Guides] &M LT 7ZEW, F£72, AnyConnect 7 74 7 > b T® HostScan/Secure Firewall

RAT ¥ OEWEDFERIZ OV TIL,  [Cisco AnyConnect Secure Mohility Client Administrator Guide]]
EZRLTLLEE,

AnyConnect ¥ 5 4 7 > k HostScan .


http://www.cisco.com/en/US/products/ps6121/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps6121/products_installation_and_configuration_guides_list.html

AnyConnect 7 5 4 7 > | HostScan |
. HostScan/Secure Firewall 78 X F v B8:&@ & #}

. AnyConnect 7 5 4 7 > I HostScan



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



