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INCHETEET, ZOMEIX VPN 2 — RN T o FEMERIL, B AMOKNT A A
Wty ar b7 4 v I RREESNET, 20D, TXTOF A A TAMASHEH
F9, VPNE—RRZ 0 TI2Eh, VAT AY VY —ARRMIER S, X7 —~
AL VAT AR AMERE L ET,

VPN 0 — RARF U v F R+ 510013, ZL—THADEF AL ZATUTE2ET LET,

cHSEDO VPN B — R TG U v T N—T R e R ETHZ L >T, VPN 12— RKAZ
VUV T IN—TERELET, JHUTiE, REIP 7 RLA, UDP A— F (LEIZGL
T) « BRI A= D Psec HAMENZENET, VAV —TICBMNT 5T XTOTA
A AL, TI—TNTOT A ADERIBEM ZRE, Bl—0 7 V—THEREHRET DM
ERHY ET,

c TNARATVPN B—= RN T o TEGNIL, NTY v 7T RLALTTA_X—7T
RUVAREDTNA REFEDOT AT 4 ZERTDHILITED . BINT L7314 AEHRE
LET, TRHDMEIZTSA RTK o TRARY £,

GRDINT )DL B —DT A RETSFTAR— B —TITAR

VPN — RNRZG T TN—T DTN, AHONRT Vv W) A v X —T A AT
A_R—=k (NE) A X —T x4 AZERETHIZE, WOTFNEEZEITLET,

VPN i — RT3y ary7 4 Xalb—v gy £— T, |bpublic¥—U— RZ#EEL
interface 2~ K&Z AL, ASAICRXT IV v f v X —T A A%F Ebi¢o_@37/
R, ZOTFT XL AD VPN B— RKNXT U T Db DRT N v 7 A H—T = A ADLH]
FIXIP T RLAEEBELET,

51

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # interface lbpublic outside
hostname (config-load-balancing) #

B M T7RASEYUTaATLay



| MM7R145EUTFA ATV aY

VPN O— F/\S >

FIE

ATy T2

ATvT3

ATy T4

&

VPN O— RNV T —TRMEDEE .

VPN — RT3/ ar7 4¥alb—3i g ®— KT, lbprivatex—7— F&fEELT
interface a~> RE AL, ASAIZT FA RXR—h AV H—T =2 A RAEHRELET, ZDa~
VRIE, ZOTFTNRAL AD VPN B — RNRZ v TR T T _X—h A H—T A AD
ZRTEITZIP T FLAZEELET,

&1

hostname (config-load-balancing) # interface lbprivate inside
hostname (config-load-balancing) #

TN—TNTZDOT A AZEID Y THEENAN 2% E LET, EOFPHIZ 1 ~ 10 T, &
TENBALIE, T3 ADRENFETITEAZDT 4 L7 X TREENFAE L XL, ZOT /A X
WIN—TFT 4 L7 X baaetteR LET, BREMEERET L E (2L 2iF10) |
DT NAANT N—T"F 4 L7 XTI DA REMERFE L 20 £97,

5 -

T2 21X, ZOT A AT NV—T N TOBENANL 6 ZE D ¥ THITIL, kRoa~vwr RE AT
Li‘a—o

hostname (config-load-balancing) # priority 6
hostname (config-load-balancing) #

ZOTHRARFy bT =2 T RUAEBRETEMNT2551E, 73 ZHID 4 THHZNAT
T RUVAZFEEL Cnat 2~ FEASLET, IPVABEIWNIPv6 7 RLAZERT D0 T
WA ADKRA ML ERETEET,

&1

72 z21E. ZTOF A ZRITNAT 7 R L& 192.168.30.3 38 L T8 2001:DB8::1 2%V 4T 521,
WDa<wy ReEATTLET,

hostname (config-load-balancing)# nat 192.168.30.3 2001:DB8::1
hostname (config-load-balancing) #

UGN —TEHENEE
TN—THNDETFTNA AZAD VPN 2 — RT3 v I P N—T B EHET 521X, ROTFIE
FEITLET,

Jua—s)L a7 4 ¥ a2 b—3 g2 F— KT vpnload-balancing =2~ > K% AJ) LT, VPN
O—RARNFT U ERELET,

&1

INCAYFIVEEE AP |
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B veno—rnssuoLsrL—TREOEE

ATvT2

ATvT3

ATy T4

hostname (config) # vpn load-balancing
hostname (config-load-balancing) #

T LT vpn-load-balancing 2> 7 4 F =2 L— 3 v B— RIZABLD, T2 THEHYOr— KA
Fovr T BEERETEET,

ZOTFNRAARBLTNE I A—TDIP T KL AL REM R A A VA ERELET,

ZDa<wy RiE, VPNO— RT3y v P PN —F ka2 RKTH—~DIPT FL A £7-IZFQDN
ERELET, ZV—THNOTRTOASABKET LTV v 773y hOT R U A4
WT, IP7 RLRAZEIRLET, IPv4 ZIEETHLENDHY £9 (WMWH) , 7 a T,

IPv6 7 RLAZIRECTE ET,

B -
AR IPvA B L OVIPVG6 7 RV AZFRET HIZiE, ROa~r REANLET,

hostname (config-load-balancing) # cluster ip address 192.168.10.1 1000::2
hostname (config-load-balancing) #show running-config vpn load-balancing
vpn load-balancing

redirect-fqgdn enable

cluster key *****

cluster ip address 192.168.10.1 1000::2

cluster encryption

VPN B — KRS 753 ZAFDIPv6 T RLAEZHRETAIZIE, IPvA T FL ZADOFEDN
HTT, IBIPV6 7 RLVADAHREFRETDHE, =T — XA v b—UNERINET,

hostname (config-load-balancing) #show running-config vpn load-balancing
vpn load-balancing

redirect-fqgdn enable

cluster key *****

cluster encryption

participate

hostname (config-load-balancing) # cluster ip address 1000::2

ERROR: Virtual IPv4 address is not set

IN—TR—=FE2HRELET, Z0avr R, ZOFASAL ZANBNMTH VPN 27— K85
VT N—TDUDPAR— FEERELET, T 74/ MEIX023 T, BTV Fr— g
VTCIDOR—IMEAINTWAEAIE, u— K AR_XT v ZIEHT % UDP O%deh— b
FerEe ANNTTLET,

5 -

72 2iE, JN—T R — N & 4444 | TRET DHITIE, kD a<wr REANDLET,

hostname (config-load-balancing) # cluster port 4444
hostname (config-load-balancing) #

(TE) VPN — KRS o 7 —F 1255 F 5 IPsec Bs AL Z A 2 —T MIc LET,

FI7 4N TR LIMERAINEYA, 2O~ Rt IPsec BEEALZ A X —T NV F =1
TA®—TNMILET, ZOF =7 BEERETLIHAIE. FTLEEMELRE L CRIET

B M T7RASEYUTaATLay



| MF7R45EYFAATay

ATy TH

ATvT6

VPN O— RNV T —TRMEDEE .

HYENRBHDET, VPN E— KRS 77 )—7HNO ASA 1%, IPsec ZfiH LT
LAN-to-LAN F U RUBEHATEBELET, T/ AFTHESNLZ TR TOr— RT3
TIERPE AL SN D LT D%, Zod A x—7 1 Ic LET,

G¥)

VPN B — RNZ o v T T N—T DAL 2T 21203, £3. WiElA v X —7 = A A% 5
& LT cryptoikevlenable 2~ > RZFATH5HZ LT, WA ¥ —7 = A A TIKEvl & A
F=T VT DHUERHY T, £ LRWEE, VPNE— RRZ 2 77 —7 DORF 1k
ERELLY>ETHE, =T —AvEe—UnRFErRINET,

TN—7 DR bERE LT L X HEﬂ%%? TZL T, TN —T~DF A, ZADH

INZERET DENCT 4 B—7 WIZ LIzE 1, participate 2~ > REANTHEZT— A >
E—URERIN, FOTN— °_>*QLL’CH FAIIA =TT FH A,

i

hostname (config) # crypto ikevl enable inside

hostname (config) # vpn load-balancing

hostname (config-load-balancing) # cluster encryption

hostname (config-load-balancing) #

T N—T DRt A F—T VI T DAL, custer key =~ > K& AJ) LT IPsec 34 Fib&

%%Eﬁézgﬁ&wiﬁo_@:v/bilmmﬁ FeEA X —T NI LT%%EA\MM
T RNCHEAEREEEELET, RNy 7 RAZANTHEIE, BT 57 AX V27 7L LT
FREINET, T T T LINTEXF—ZANTHLERND L5E (2 & 21X, BIORER» S
g —L7=%—) 1%, cluster key8key =~ F&EZ AN L ET,

B -
7= & 2k, HAWEEWRE 123456789 IZFRET AT, kDa~<r RE AN LET,

hostname (config-load-balancing) # cluster key 123456789

hostname (config-load-balancing) #

participate 2~ R& ASI LT, FN—T~DZDT A ADBNME A X —T W LET,
1 -

hostname (config-load-balancing) # participate
hostname (config-load-balancing) #

RDBERY

BED ASA /) — KB — RNRT v 7Ol 7 V—7{t &, AnyConnect 7 7 A 7 2 bk
Bz 7 b— 7 URL OfE AR ML T 5E . [Hx O ASA / — RTLUFE{TH LERH O F,

cHKVE—NT 7RI a 7 7 A M, £ — T UV TEET RUA (IPv4R L
WIPv6) DY L—F URL #RELET,

INCAYFIVEEE AP |
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B et asmALEY LYY a0 D 2—T i

¢« ZD/)—FKDOVPNE— R RT3 7 RT Y v 7 7T RUVARZR LT V—7 URL %%
El./ijqo

tunnel-group., general-attributes, group-url =< R&fH LT, kD7 /L—7O URL Zi%E
L\i—a—o

TEBMH A VEEFERALEVSIALY 3000 F2—T L

FIE

&

ATy T2

ATvT3

F 74 FTIE, ASAIZVPNE— RS DU XA LT RTIPT RLAFE T2 27 54
Ty MIERELET, DNSAICESSTEHZENFEHIN TWBEHA, AV A—FT AL RV HF
A V7 FEND EEOFEHZTIIENZ /Y 97,

ZOASAIZIVPN B— RNRT v 7 T4 L7 X2 LT, VPNZ A7 v MERiZRID A >
IN—=FT AR (T N—TNOHD ASA) [ZV XA VT 8T 5EEIZ, DNSWiLy 7T v 7%
EHLT, ZTORALN=FT A AD GMBIPT KL ATIEeL) 22Efi KA A >4 (FQDN)
EEETEET,

VPN — RNF o 78— RCREEEM NAA 4R LI) XA VY haeAf 3x—T L E
I T 4 B—T7 it Bk, Fua— L ar T X ab—v 32 B— FTredirect-fgdn

enable 2~ REFEALET, ZOEEL T 74V N TIET 48— IR >TVET,

48O HREIIC

TN—THND VPN 2 — KRT U T TR ZADTXRTONTBLONE Ry T —27 A
H—T A AF, WUIP %y NU—7 FICEETHZHEND Y £9,

VPN 12— RKRXF 7 CTO FQDN Off % A % —7 Wz LET,
redirect-fqdn {enable| disable}
i -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # redirect-fqdn enable
hostname (config-load-balancing) #

DNS #—_—|Z, K ASASTA v HZ—T = A ZADT M) ZBMLEST (= MU DBEEL
RWGEE) o EREND ASASNIP 7 KL AL, vy 7T v 7HICZEDT RV AZBEEA T
HBNZDNS =2 FUMEESNTWALERNHD ET, ZNHDODNS = b UIZx LT,
WL 7T v T A R—T T HHLEND D £,

dnsdomain-lookup inside =~ > RZfEH LT, ASATDNS/V >/ 7 v 7 h A X—T I LE
9, inside D4 ITIEL, DNS —R—~D)L— F HEATLED A VX —T = ZAHFFELE
R
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| M FRI5EYFA T as
veno—k nsvvusniEs ]

ATv T4 ASA TDNS YV —_—IP 7 FL 2%ZEFLET, H: dns name-server 10.2.3.4 (DNS P —/3—
DOIPT KLR)

VPN A— K NS5 DEER
HEADVWPNO—K NS U5 CLEE

WIZ, BREHi AL LDV XA VI N F—T ML, ZNV—TDORTY 7
A BA—T A A% test LIFEL, FNV—TFTDFFA4X—F 4 Z—T = A X% foo
EHRET LAV E—T oA Aavy Regies, VPNR—RKART v T avy Ru—
T ADHERLET,

hostname (config) # interface GigabitEthernet 0/1

hostname (config-if) # ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test

hostname (config) # interface GigabitEthernet 0/2

hostname (config-if)# ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo

hostname (config) # vpn load-balancing

hostname (config-load-balancing)# nat 192.168.10.10

hostname (config-load-balancing) # priority 9

hostname (config-load-balancing) # interface lbpublic test
hostname (config-load-balancing)# interface lbprivate foo
hostname (config-load-balancing) # cluster ip address 209.165.202.224
hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) # cluster encryption

hostname (config-load-balancing) # cluster port 9023

hostname (config-load-balancing) # redirect-fgdn enable
hostname (config-load-balancing) # participate

VPN O— K5 2o U FEROETR

VPN B — RNFG U o T T N—TDF 4 VI XX, 727 772 AnyConnect 7 74 7 > K
tyvvar, JIAT U LAYV ay, ELTRESNEFIREZIXT A &2 2HHIFRIC
SR RFINE Y a v BNHD I N—THNOKEASAND A v —V 2 EMIICZELET,
TN—TNDH D ASA DEEN 100% W ENWTHD ERmEnNd A, FNV—7FT 4L 4
LZUCH L TELICERZ Y XA LT v 352 83 TEEREA, ASAB VS IENTHD LR
ENTH, 2=V —C X TCIET 7 T 4 TEIIHEHGLREL Y, T4 A EHEET
LEREMEAH D 3, R E LT, By v a vARHETIEARL, By v a VAREDBIET
7T 4 TREEDE v a VBB HNE ASAIC L - THRIESNETASA a2~ R 77
L AP -sessiondbsummary 2~ > RZZMBLTL7EEW, 2F0, T 7747y a
ANITN—TF 4 L7 ZITWESNEEA, ASAD GET 7T 47k vy aick-70)
W EFWZAR S TVWDIGETH, J—7F 4 L7 XIS U Tt Z ASA I25] X #i
UZA VL7 MLET, ASADBHILWERZZET 2L, ZRVELIIET 7T 4 7o TV
EyarPhuelF 7 I, ILVERBED T A B A B EEET,

INCAYFIVEEE AP |
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B vno—rnsooisonrE

OB, 100D SSLEy v ay (TI7T7470DH) & 2% DSSLAWERLTVWET, I
NEOHFITILZ, FET 77407y a TG ENTWERA, DFD, FET VT 4772
Ty g I VPN B — RT3 U FOARIZHZ DN ER A,

hostname# show vpn load-balancing

Status : enabled

Role : Master

Failover : Active

Encryption : enabled

Cluster IP : 192.168.1.100

Peers : 1

Load %
Sessions

Public IP Role Pri Model IPsec SSL IPsec SSL
192.168.1.9 Master 7 ASA-5540 4 2 216 100
192.168.1.19 Backup 9 ASA-5520 O 0 0 0

VPN A— RFN\S 22U DiseeE R

HHeS J1)y—= BEREIEHR
VPN 22— RRZ v 7.2(1) ZOMRENEAINE LT,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



