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cHEET R T AL (3N—Y)

HHE TR T 7 A LORE (8 =)

s TN—T R — (49 X—2)

« Zone Labs Integrity % —/3N—®DfFH (96 ~—)

s =P BEORE (103 =)

FAI, JIL—TKRI)O—, 8ELV1—H—

IN—Tba—P—iF, N—=F ¥V TIF7A =K Xy hT—2 (VPN) OtFx =T ¢ EH
& ASA OFEEID Téﬁ&%ﬁﬁAf# IN—T b a—F—TRESNDIBIEICE > T,
VPN ~Da—H#— 7 7t 2 & VPN O A HFERRESNE T, Zr—7 1, 2—F—0%Ed
Z1ODTT 4T 4L LTHIBOTYT, 22—V —DEMIE, F1—7FY /—75>f5$<%é
NET, EEr a7 7 A NVTIE, FFEOHEGRHAO 7V —T R —EEELET, 2—%—
ﬁbf%ﬁ@ﬁw%fﬁuVw%ﬁbﬁfﬁw%éﬁ\%ﬁ®?7iwb7w%7ﬁUy%
NI nET,

BRI D L, ROICHER T 0 7 7 AV ERELT, #HoMmesRELET, KiIZ, 71—
R —ZHRELET, FA—T R —Tld, 2—F—DEAICHETIEIRESNLET,
ZDH, 2—P—ZHRELET, 2=V =TI/ N —TDEEMEATE, SHIZENDL—H —
B EDMEEZRETHZENTEET, ZOETIE, ZNOLDT VT 4T 4 ZRETDHS
EEFHIZOWTHALEI,

gHInoraL, =T Ry o— s&U1—F— |



B 5700700 FL—TF Ky o—, BEUI—¥—OBE

\)

BEITOT7AL. TL—TF K o— B&v0a1—H— |

GE)  Bi7m 77 A%, tunnd-group 2~ > REMA L CHRELET, Z0®ETIE, 7o

TrANg L& TRy T =7 [THBEIZEALRILERTHEA I TWET,

BEho a7 s AN T N—T R =T DL VAT AEEPERILSNET, 2
TA4Xalb—vay XA ENRILT L7202, ASA IZIET 7 4V kD LAN-to-LAN #4f5¢ 7
17 7 AL (DefaultL2Lgroup) . IKEV2ZVPN DT 7 4 /L hD Y T— T 7 AT 7 7
4 )V (DefaultRAgroup) . 7 7 A 7 > b LA SSL 3 L U AnyConnect 77 7 A 7 > b SSL ##5
DT 7 ) hOEHE T 17 7 A /L (Default WEBVPNgroup) . BEL T 7 4/ hDZ —T 7K
Y v — (DfltGrpPolicy) RNHE SN TWET, T 74NV ORI n 7 7 A L& T L—T R
=T, L Oa—F—ZHET D EEZONLIRENMRESNE T, 2—F—%BINT 5
XD, IN—T RV —NoNRTA—=F% [{fK] THECHETEET, ZHITLy,
%< Oa—P—|Zx L CREIZ VPN 77 AR ETE £,

TRTO VPN 22— —|Z[[— DR ZFF T 2551, FFEOHER T r 7 7 A L7 —T
R —%RETHVLEIH Y FEAN, VPNRZOLHIIHEHINAZ LI EALEHD F
Hh, FEE, BREIN—T HAF~v—FKR—b Z—7F BIOMIS FEFHRS A
TL) TN—TN, TITAX— KXy NT =T DENENRLRDEH T 7 8ATEDHE I
THHERBEZONET, £/, MISIZHTBET AFED = —FIZIX, oo MIS = —HF|ZiX 7
JEATERWS AT AT 7 EAZHATLHGERHD T, BT a7y A e n—7
RV —=IZED, ZOXIRFREBRELRRICETT LI ENTEET,

\ )

G¥)

ASAIZIX, A7 V= I NA—T 0O ELHV ET, ZHiE. Fy hT—F7 VA RDA—
NR—ty NCT, A7V b I N—T%BERTLHE, A— bRy hT—271Z%7 % VPN
TIBABERTHIENTEES, 7027 b ZA—F1F, I —TF R o —08s 7
n77ANE0G, ACL EBERHD 3, A7 V=7 b ZA—TOEHAFEOFERIZ OV

Tk, —BOEIER a7 X2 b—a > A ROF 20 % [Objects] 2B LT A

Y,

X2 VT4 T TIATUATIE, SFESEhy—2nbEtEr@EHcEEd, ROBEREIC
WE-T, BHEEEALET,

1. Dynamic Access Policy (DAP) L =2— R
2. o—Y—%

3. INA—TFRY—

4, BT a 7y ANVHO T N—F KY L—
5. F74N RO IA—F K —

FD=, BIED DAPEIX, 22—V —, JA—F RY I — Fd#m 7 e 7 7 A VIR
EINTMELVETITAF VT 4 mEL o TWET,
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DAP L a2— ROEMNEZA X —T NV ETET =T MZT 5 L, ASAIXZTOEAEA L CHE
fTLEJ, =& 21E, DAPwebvpn 2> 7 4 X2l —31 3> T— R THITP 7B X %27 ¢

=TT HE ASAITENLL HMEAZBRE L ETA, RV IZ, hitp-proxy 2~ > KD no fii
%ﬁ%#ék\E@in@ua~*;ifﬁbﬁmtw‘ﬁ%;)%47f§47yxmﬁ
BT 2EE2ROT 57010, 2=V —ABIOLEICIE LT r— UL R —0 AAA B
WCRBEN L THERLET, ASAZ A7 hLASSLVPN 27 4 X2 b—3 g 0d, TRF
1o http-proxy 2~ K& 1 DD https-proxy 2~ > ROHVHR—F LTWET, ASDM
ML TDAP #RETDHZ 2 BEIDLET,

EHmoOoJ274)0

Vi a7 7y A, hURAERAR ) = ERETHLa— ROty FTHERINET, 2
oo a— K&, b a—F—nERRE— N — BIOBEEROREILERDTH
DT AT == (FETAHE) ERELET, £, Ibo L a— NZiE, Bk
DT 74N E TN—T R —bEEISN, b7 e FaVEfoER 7 A —2 a8 %
NTCWET, Bt e 7 74 ik, bRV BEROIERICBEEST 2 08O RENE £ E
T, T m 7 AR, 22—V —BEEOBMNEERT LI N—T R =D F
BENET,

ASA (2%, LAN-to-LAN #%f¢/H © DefaultL2Lgroup, IPSEC U &— k7 7 & A&l D
DefaultRAgroup, 3L OVSSL VPN (77 7 #~_X—235 L O AnyConnect 27 7 A 7 > k ~X—2X)
45t F @ Default WEBVPNGroup & W9 T 7 4V b7 0 7 7 A VR H Y T, ZnbHDT
T AN NEGT R T 7 A VIERTEE TR, AIBRIITEET A, £z, BRBEICEA O
n77ANEIOUEERT 22 L TEET, #7077 A /id, ASAD 1 —VIRERIE
ThHY, M —N—TIERETETETA,

)

CE) —fporarv7ryrAn (7z2—X1OIKEvl 2F) I, = RRA Vv VE—h 7782 FE
721X LAN-to-LAN 22 E D BB TE W2 EMH D 9, bl ZA—7%2HBl T 7
WA, T 74V R T

tunnel-group-map default-group <tunnel-group-name>

WCERE SN ET (77 /0 MET DefaultRAGroup TF)

BRIA T 74 IILO—RRET/ANT A —’5‘

—RNT A—=ZIE, FNTO VPN #56ICl T, — /37 A—=HZIZiE, RObDOBHY %
—é—O

BT T AN T e T A NVAE, BT R T A NV EBINE T ISRET D &
XIZHRELET, ROTFEHELH Y £,

o FRFRICERIHEE X — 2T A T4 T NOBE, BT 7 ANGITT TAT
VR ASAIZTET S —T 4 LR LT,
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AFICIEAEZ T 527 947 > MIZOLRIZIFHEO—E & LTHEL., ASAN
FEBAENS Z LRI L ET,

cHEE A A T B Z A 7121, IKEVL U E— F 7 7 & A, IPsec LAN-to-LAN, ¥ X}
AnyConnect (SSL/IKEv2) WEHENET, #fi 7w 7 7 AL TIL, 1| DOEHEHZ A 7720
RECTxET,

CEEE, BE[ TAT LT 4T R—  THH DT A— 2 TIE, ASA BWIRO HIYT
ﬁ%?é#%ﬂ%@?w%7iti)2F%%ﬁbiﬁo

OJL‘——"H‘ @nhn
c =P —RT 7w RAERA SN — E AT 5 E RO R
T HIT 4T L a— ROMRAF

P—R— Z—T1F, 1 DL LDV —— TR S E T,

HEGHDT T AN N IN—TRY — s TA—TRY —L, 22— —EHEOBMEDOE v
T4, T4V TN—T R —iL. ASAN bRV 2 —P—%FREEFE 72133874
HBUCT 74V FTHERAT AR EGEATE I NV—T R —T7,

e IITAT U N T RLZOE Y Y THA  Z2oFRUCiE, ASANTZ T4 T2 MIEID YT
%512 E®DHCP —_R—F7137 FL A F—LOEREGENE T,

e NAT—REH . ZORTA—E 52T 5L, BIEONRATU— KPR ERK (F7 41
NI 14 ) THIRRUINIZ/RD Z L2 a—P— 2 E LT, RAUY—RNE2EETIHHSE
a—P— 2Rt TE £,

c IN—TBREBLOVIVARE : ZNHONRT A—=X|ZX D, ASANZETH2—H—4
AR 5 5ENRE D £9, 25T, user@realm OECTZIET 52—V —4 12720
WHINET,

FHIT @7V IAFETC2—F—LIHIMINEEH FA AL TT (user@abe) , L /L
A%I‘T%j—é%é\\ ASA| ;t:!-*—"j‘“—%:l‘ock(}&ﬂ/»—7 (&)é%é\) %wuu :,fi)zﬁb\iﬁ—o
TN—T%RETDHE, ASAITHIECZ—F 2BV LA (BD%GE) ZEHLE
‘j‘o

LV MER T2 BRET D121 strip-realm =<2 K& A L, BiEH iz —HF =405 7
JNo—TER T & HIERT D 12 strip-group 2~ > K& AN LE9, Wi OB ZEHIRT 5
&, BRI username 72 IO W TITONE T, RS OYE . FREEIT username@realm
SCFHN AR F 721F username<delimiter> group SCFESNZFESWCIrbvE T, —/X—TF
U I X BT TE W EAT, striprealm ZHEET AL ERNH Y £,

S HIZ, L2TP/APsec 7 74 7 > b DA strip-group 2~ > REFEET 5 &, ASA L VPN
I IAT Y EBER Lica—F =4 7 V—T 4 205 L Ca— W O 7 1
T7 AN (M Z—7) ZRIRLET,

RAOER . ZONRTA=Z 2T 5L, 2= —ERORIRBTZER LY, £
TEDEREZRY FiF2v TEET,
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« WADNJEME : ZONT A =2 (F, A EZFTT L L SITHMT REEARIEELEE L
\i‘g—(}

IPSec kU RILY IL— THEER/INS A —4
IPSec /NT A —XZ\ZIE. ROLDONRH Y £,
IV IA T ]\nquﬁJ‘ %HU ﬁﬂ’r‘—\ %E%%\ if:biﬁﬁﬁo
o FRILA X —ITHESWIZ IKE B O A, #5iAR Y O —IZBEAHT D738 8T o
F—HAMKTT (K128 X7) o
« V7 IDMERRDER : ZDONRT A= TiX, VT OFHELEH LT T ID OFER
BRTAHME I NEIEELET,

%ﬁ?ﬁﬁfﬂlﬁt%%if:&i[ﬁﬁ%?‘aﬁﬁﬁ—é%ﬁ\ T ]\:’-—*f— utunE@fg_ &:ﬁ;‘j}fcﬁ
FEAEARE T OMENDH D £,

s WEBEANA 7V w REBEFSFE : XAUTH B LA 7V » K XAUTH,

isakmp ikevl-user-authentication =~ R} i ASA FREICT U Z VEERE AT 5 0
N DG, BEIOY E— K VPN = —H —F83EIZ RADIUS, TACACS+, F721% SecurlD
&&@vw/—&ﬁt%%@ﬁﬁﬁébgﬂké e, ™A 7 U v R XAUTH §8GE %
Lad B0 EA L £,

« ISAKMP (IKE) —77 74 7ORE : ZOMEEICE D, ASAITZY £— h BT Ok
REEEE=A—L, BOHEOFEELZETICRE TEET, ET7HRRE LR D L,
ASA IR ZHIBR L E T, IKEX—T7 7 74 72 A 3—TNWICT 5 L, IKE VT 238k
Kole b I8N N7 LEE A,

IKEFX =77 74 73S ESERBAR DY £, ZOENEIEST 21213, ASA LY
F— P ETREDOEAEZ Y R—F L TWDLERDH Y £, ZOKREIT. ROETITH
LTEMELET,

* Cisco AnyConnet VPN Client
*CiscolOS Y7 b =7
* Cisco Secure PIX Firewall
VAAUSND VPN 7 FA4 T2 MIIKEXF—7T 74 7% R—FLEHA,

IKEXx—7T7 79472 R—1rFT2ET7 VR —FLARWETWNRET DI NV—T%
FETHHEEIL, I —T2EKIKH LU TCIKEXF—FT 54 T A X —T M LET,
CZOMBEEZYR—FLARWETIZHEIILH ¥ A,

IKEX—T 77347 %T 48— MITDL, IGELRVWET EOERIZXYA LT Y
MIRBETT I T AT DEFIRDI2D, TA KVEALLT T I\%’fﬁ<ﬁ‘6:k%

HWRLET, 74 KV ZALT D MEEET DL, Z7V—7 R —0OfkE (52
N=Y) EBRLTIEZS N,
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A

GE)  ISDN [Ef R CEft 527 AT > b NA—TICEEND
Bl Bt A NEHT A7 IKE X —7 7 74 7 %7 4
t T L TLZEV, %, ISDN #61L7 A Rl s &
BIrSNVE T2, IKEX—7 7T T4 7D AT =ALT L - THfe

INT A RAARREIZ e BT, BIr& <22 £,

IKEX—77 947 %7 4 —7MZT DL, 7?47V%
IKE % —& IPSec ¥— D EH 50 OHIBRA G | L7222 )
WrEaiEd, IKEX—77T 74 TN A F— 7wa&ofwéﬁé
CIxRY D BENSRALEZ T 7 4w 71X Peer Timeout Profile
EEFS P RxANLUB SN EE A,

IKE A A > F— R&MHT 5 LAN-to-LAN 27 4 X =2 L—1/g

AT, 200 T DIKEXF—7 T 747 Dary7 4 X al—
varBNEILTHDZ EE2ERL TS, WEFDOET TIKE
X—TT IATHRA X —T NI TNDEH, EEmFOET
TIKEX—T T I7ATBT 4 B—TNMZRoTWVERLERHY £
7T

® T /57/1/.&%%%4%% LTnL nﬁ% H/:E—g—éia/\ nE%%:%I’*‘//ﬂéﬁg%%'fgj—é (ID gE
HELFITT DT RCOIRAELZECTITHET D) 2, AEAEZTE2RITTSH b— Mk
HEL T XTO T CAREEZET) NEHEETEET,

°WMMW7§47V%Y7FW:?@ﬁWN%VSV%ﬁmhf“bl%%%ﬂ\7?
AT T vl T— AU ERBLZEE2BML, Ty 7 T— SN2 T4 7 b
N=Va v ea—Y—=PEET570DAN=AL R TE S, TITOEHE T 0
Ty A NETIIREORE T v 7 7 A WK LT, client-update Z X ERB L OEE T £
7

« TUXINFFHEERMGH L CEIFERET 2 HAE., IKEE TICEET AFEHEZ#ERNT S
cZARNKRA L NOARTEZIBETEFET,

EHETOTD74ILD SSLVPN v S 3 VIEE/NS A —4

KDFIE, SSL VPN (AnyConnect 7 747 F BL T T4 7 2 L R) BRI EA OHEHE
Ta 7y ANVEEDOY A NTT, ZTNHORBMEICIA T, 37X TO VPN #fti2 il o —hs
a7 s ANVORMNERELET, B 7 7 A VOREICET 2 FIED & OFEHRIZOUN
T, 7947 PV ASSLVPN Y a O T a7 7 A IVORE 26—) | &
ZH LTI,
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BHTOT7 A LOSSLVPN £y o3 v s 4—4 ]

GE) LRI Y U —RTIE,

A=A IR

tunnel-group 2~ > REZEH L THRELET, ZOETIE, ZO220H

FEAFEEAIC LA SR TVET,

=R 1:SSLVPN BiEG TR 7274 LOEM

HeeE

authentication

FREEH . AAA ERITFFAEARELET,

customization

WHT 5T CILEREALADN AL ~A B~ a VOLRIERE L E
T, WAL AB—=2a ko T, vl A VElca——|tFRKRX
N7 4 RUDHBPREY £F, DAFAEBE—Ta "TA—
21X, 74T FLASSLVPN ORED—#E L TRELET,

nbns-server

CIFS 44 B .24 JH 3 % NetBIOS — A H—E % H— 33—
(nbns-server) OZFIZFRELE T,

group-alias

Y= N—nBPEHR T 7 7 A N EERTE D12 EORBL 2R E
LET, u /A Ui, a—Y =3 rany 7F oy A=ma—nb60
N—T 4 BRI L FE T,

group-url

12U EDOZN—FURL Z4BELET, ZOBMEEZRET IHE.
BELEURLIZT 7 AT Ha2a—W— 3, al A s/ N—"T%
BRI MBI H D FHA,

AnyConnect 7 7 4 7 >k Hiftlc 7 v—7 URL il 52— K Z
VUV TRETIE, 27 AXADOEASA /— KT, J—FKDr—FK
NG TONRTY w77 RLAD YT NV—7F URL & RkEIC, AR
TIGAET RVADIZNV—TURL X ETHLENH Y 77,

dns-group

DNS #r—_"—% RAA %, F—2 % —n_—_ U NI 1B, B
YOG 7 7 A VTSNS DNS —_"—D % ( LT 7 MEZTE
95D DNS —"— J )L —THHEELET,

hic-fail-group-policy

Cisco Secure Desktop Manager #fiHH L T, 7/ —7X—2 KV v —J&
% [Use Failure Group-Policy] F721% [Use Success Group-Policy, if
criteria match| (ZFXET D% E1%. VPNHERER Y > —Z2fEL £,

override-svc-download

AnyConnect VPN 7 74 7> b & U E— h 22— =¥ v m— 7§
HT0IT, BESNTWAEZA—T R —@BEFE T —H—4
BEOF T a— RN EEEEIRET,

radius-rej ect-message

FREEREGE SN L FID, v A I RADIUS i A vt —
EERRLET,

gHInoraL, =T Ry o— s&U1—F— |
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A4 ILDEXTE

T, Yo ary TR AN E—REREALTF a0 TXR RN B— ROW T TORER T
077 ANVONEBIOREIZOWTHALES,

\}

=)

~NFar T XA FE— RTIKEvI BEWIKEV2 %4 FY—H 4 MIOAEH S, IKEv]
IPSec @ AnyConnect 7 7 A 7 . 75 A 7> h L ASSLVPN, L # I — Cisco VPN 7 T A
7 k. Apple ’R14 7 4 7 VPN 7 7 A4 7T > k, Microsoft %17 4 7 VPN 7 A4 7~ Fiz
IX cTCP IZIdEH S L EH A

FIFNV DGR T O T 7 A NEEFT L, 3250 RV TN—T Z A TDONTHTH LD
B 7 m 7 A NVERETEET, #7727 7 A VN THRIICERE L WEMEICX LT
X, TOMEMNT 74NV O T a7 7 A VBB INET, T 74 MO T T 7 A
NWEATIZIVE—RT 7 BATT, TO%RDONRTA—=2T, BRLIZ bV XA 7128
THRRVET, T74NVNER T 7 7 ANVBED T, TXTOER T2 7 7 A VOBIED =

V74 FXal—ardtT 7N bDar 7 4 Xab—a rEERT 52, show
running-config all tunnel-group =~ > F&Z A1 LT,

EHEIJO I 74 ILORKRE

1 25D ASA NP R—=FTE L8777 A0 (b T—") OFREE, 77 v b
7 4 —LDRKE VPN & v v a VO KR +5 O T, HIREZ8E25 hrxr I—T%
BILEY &5 L. ERROR: The limit of 30 configured tunnel groups has been reached] *

+—

VINETRSNET,

FI+I D IPsec JE— 7O EREHETO I 71 ILDERE

FIFNIDYE— N T 7 BAEGE 0 77 A NLVONRIT. RO LB T,

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes

no
no

address-pool
ipvé-address-pool

authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no
no
no
no
no
no

dhcp-server

strip-realm
password-management
override-account-disable
strip-group
authorization-required

authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa
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iPsec ks n—Fo—upEl [

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipv6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

IPsec > RILTIL—TDO—EEH

— BT, IO RN T N—TF H A FICHEmTE, IPSec UE— K T /A hrxpab

L7747 P ASSLVPN kb Tlik, [ U —MRBIEDKE 3236 LTV ET, IPSec

LAN-to-LAN h> xuid, 7ty bEFEHALET, 7 XTOa~ > ROFEMIZ OV T,
[Cisco ASA Series Command Reference] # 2 L T 7Z&W, Z 2T, VE—h 77 & 2§

gHInoraL, =T Ry o— s&U1—F— |
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B = r7rexesinorLomE

77 7 AL LAN-to-LAN 85t 70 7 7 A VAR ET D HFIEICOWTNEICHHA L £

el

o

JE—F 7O RREHE IO T 74 ILDETE

WDOVE—F 75T el Fo ASA O 2R/ TET 254013, VE—LT 72
AR T e 7 ANV EFERLET,

+ AnyConnect Secure Mobility Client (SSL F 72 1% IPsec/IKEv2 & #Z#i)
« 7747 ML ASSLVPN (SSL & DT T 0 HF~_— 2 DHfi)

* Cisco ASA 5500 Easy VPN /~»— Ko =7 7 54 7> k (IPsec/IKEv] & #%#¢)

F 72, DfltGrpPolicy & WD ARIDT 7 4V KN Z)—7 KR o — bt L E 7,

VE—NTI7BAERG T 7 7 A VEFRET DI, I bR T —T7— kB IEa 7%
EL, WRIZVE—FNT78ARMEEZHRELET, ROEEZZELTIEIN,

cVE—RNT I RBAEHR T 0 7 7 A VDLARIE XA TORE (10 X—) ZMiH L TEY
WZTHZENTEET,

s VE— N TV RBRE T 0T 7 A VO—KBEEORE (11 X—) ZFEH L TESICT
HZEMWTEET,

« THEBEREOBRE (15 ~—2)

e UE— | TR 1 7 7 A LD IPSec IKEv] BHEDFHRTE (18 ~—) AL T
BN TDHZENTEET,

¢IPSec VE— ~ 77t AEEHT T 7 7 A LD PPP BIEDOHRE (20 2—)

JE— 7O RREHETOT7AILDEZRIE R A TDIEE

FIE

KR A T ERELCtunnd-group 2~ > REANTHZ LT, 7 v 7 7 A VEERKL
£7,

VE—h T778A MR VOEAE. %A 7% remote-access T3,
tunnel-group tunnel_group_name type remote-access
B -

7= & 24X, TunnelGroupl EWHZRID Y T— F 77 2R T v 7 7 4 VEERT 5121,
RDOa~x Re NTTLET,
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YE—F 7o eREGTOT 7 Lo—pERORE [

hostname (config) # tunnel-group TunnelGroupl type remote-access
hostname (config) #

JE— R 7O EREETO T 7MILO—IREHEDERTE

FIE

ATy 1

ATy T2

ATvT3

Bkt 7 n 7 7 ANDORIEMEEZREETITEE T DL, ROFIETHNIA=FEHEELE
R

— B RET DI, Y ary TR AN E— RERIIYALF a s THFARNE—RT
tunnel-group general-attributes ¥ 2 7 # AJjLE3, ZN T, b si—7 K@tk
T4 Xalb—varE—RnftshEd, a7 R LT, B FRRERESREZZ L
Nomy E7,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

AR — = T N—T N 556, BHT 27 V—T 042 EELET, FHELEZ— 13—
TN—TIEENE LI E X — N T —F_R—=2AEHANE T 25813, F—U—F
LOCAL ZEmL £,

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

FEEY— N — J N —T OL4FNL, &K 16 LFETT,

F T a T, IN—TRBOBAA L E—T oA AZEIRETHZLICEY, A0 X —T =
A A[EA DIRFE &ﬁ#é:&%f%ifohyﬁwwﬁT%%%ﬁ*¢54V& TR
A, Ay a THOLMLERH Y £, RO~ RTIHE, FRFEIC Y —/3— servergroupl Z{#
HT 5 test EVWIAROA X —T =2 ADA 2 H— 7:4xlﬁ®m£# XESINET,

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

@fﬁﬁ“éwTﬂ“—/\—7»—7@%%%? ELET FET25HE) « JOWERET S5
L AP IEER T DR T — A N RFET DM ERH D £,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

A — = TN —T DL, K16 LFTT, 7m& I, ROz~ 2 R, R ——
27 v —"7" FinGroup Z 1425 Z L ZFfE L TV E T,

gHInoraL, =T Ry o— s&U1—F— |
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B =+ 7rexg8707 7 LO—REEORE

ATv74

ATvTh

ATvT6

ATy T17

hostname (config-tunnel-general) # authorization-server-groupFinGroup
hostname (config-tunnel-general) #

THO T 4 T == T N—TNhH556,. FHTHIIIN—T040%HEELET,

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

TAVT 427 == ZN—=TDAENE, K16 LXFTT, &z koaxsF
. TAhT T 4 v T == T —7 comptroller T 52 EAREL TWVET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

FI 3NV TN—F R —DLAHIEIETE LET,

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

IN—T" R T —DARNE, K64 LFTT, WOFITIX, T 74NV KT N—F K o—bD
£ i & L DfltGrpPolicy 7% & L TV ET,

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

DHCP #—/3— (HK 10 ¥ —/3—) OLHTEILIP T FL A, BLODHCP 7 KL R 7F—/1
(JR67—N) OAFIEEELET, T 74/L hTiL, DHCPH——L 7 KL A 7 —/Li
fEH S EW A, dhep-server 2~ RIZED, VPN FA4 7 FDIPT RLAZEFEL XD
&I %L X, FEED DHCP b — " —ITBINA 7Y a Va2 XET 2 X 9T ASA #RETE D
£ 212720 9, FEIZ OV TIL,  [Cisco ASA Series Command Reference] 774 K @ dhep-server
A FEBRLTIIESN,

hostname (config-tunnel-general)# dhcp-server serverl [...serverlQ]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address_pool6]

hostname (config-tunnel-general) #

GE)
AV B =T 2 A AXERET D5, Ay I THOLLERH Y 77,

T RLVA F—E, Fa—Lar7 4¥alb—3 a2 EF— KT iplocal pool =t~ > KA1
MALTHRELET,

Sy hI—7 T KRIvvararte—nAzHALTWAEAIE. *y b= T Iy
voay ba—b RAF ¥ IRIAECTHH SN D RGE — =D 7 NV —T %R ET 57212, NAC
POREY— = TN —T D4R ERELET, NACZVHR— T 5L, D71 oD
TIRAaYy b= P —N—%FHELET, ACSTIN—TDA4RIZRET HI21L, asa-server

B 5oz L. S—TFRYS— BEUI—F—



| #eTnorq0, YL—FRYS— BEUa1—¥—

ATvT8

ATvT9

YE—F 7o eREGTOT 7 Lo—pERORE [

avy REFEHLET, RIC, ZOR CARTEZ Y —— ZL—F AL T,
nac-authentication-server-group =~ > R&fiH L £,

WIZ, NAC R AT ¥ WL S D FRGEY —/3— 7 L—7 & LT acs-groupl %753 2 1
ERLET,

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)

WIZ, T74NV DY F—hk T RBR TN —TNORITE—— T —TF A+ 56 %=
L/i—a—o

hostname (config-group-policy)# no nac-authentication-server-group
hostname (config-group-policy)

GE)
NAC ZfEH 3 5121%,. U E— b & A b _EIZ Cisco Trust Agent WF(ET HMLENH Y 7,

=P —Z % AAA P —R—ZETENI, 22— —Z05 7 N —T E IR ERET DN E
IAMERELET, T7HNL T, FA—T4b LA BBREINET A

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

VIVLEITEB RAL L DZ &ETT, va%%f#é%élmAin—% BB L —
7 (bDHGE) WAEEERLET, 7V —T7E2RET DL, ASAITRGHI—F—AB LU0
/VA (HDHE) ZHEALET, LA MMEMT ZHIFRT 513 strip- realm av L REASL,
PREHIC 2 — =40 b 7 v —ER T 2 HIFR T 2 (21 strip-group =~ > RAMH L EJ, W
OB ZHIBRT 5 & FBFEE username 72T IR ST ThbiE T, TSGR E. R
AIEVE username@realm L5814 K & 7213 username<delimiter> group 582 SV T T iU E
T YA TFY IF AT CE ARV, Sriprealm ZIRiET 5 LESHY £

#—/,3—73 RADIUS, RADIUS with NT, F 721X LDAP ¥——DHE, 472 a T,
— FEBZ A XA =T WM TE LT,
(}I)
FOREIZLDAP 7 4 L7 R U H— =% H L TV DA, 7SA T — REBRIT Sun Microsystems
JAVA System Directory Server (IH4:Fri% Sun ONE Directory Server) 35 & O Microsoft Active
Directory Zffi ] L TH A — h & ET,

Sun:Sun7 A L7 bU == 2T 7 BATHZDIZ ASAITHESIN TS DN B, ¥—
N—=DF TV FNAT— KR 2— *77?%(%5%%75%@&@“ DN:ELT, 541
7 NUERE, 03T 4 L7 NV EHEERE RO — Y — 2T 2 L AR L £,
F0E, TN RAU—=R KR —ICACI 2R ETEET,

Microsoft : Microsoft Active Directory CT/XA U — REH A A4 2 —7 /L2 F 521X, LDAP over
SSL ZfXET D2 MHENH D £,

gHInoraL, =T Ry o— s&U1—F— |
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B =+ 7rexsTno 7 Lo—BEEORE

COMBEIXT 7 ANV N TT 4 =T NI o TEY | BEDONNAT — FOFHHIREN TS &
a—WP—ZEELRIRLET, T 740 F T, BRI D 14 BENICES BB IS E T,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

P R—=NLDAP — _—DFE, AR NITN S IZBET 2 EERBEINS ETORE
(0~180) #HETXET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE)

RN T N—T—xEM a7 4 X 2 L—3 3 F— K TAJ L= password-management
avw RIZE-T, b7 —7 ipsec J@IHEE— R THANCAT S - FEHELED
radius-with-expiry =~ > R2QzEE#z b E T,

password-management =~ > RZERETH L, VE—Fa—F =R/ 1 75LXIT, ASA
L, 22— —DBHIED AT — ROFGHHYRPITSNTND Z & ERITHIRATN TS =
CHEBEMLET, FRND ASA L, 2—F—NRRU— REEECXL LI LET, BT
DRAT — KPR L TGS, 22— —ZZ DA —REfHLTr 7 A > LT b
ZEMNMTEET, RADIUS F 7203 LDAP FBFEN R E STV R WA, ASA TlEZoa~
R SN E T,

ZIUC Ko TRAT — RPHIREINIC2 2 E TO HEDPEE IND01F TiE/e <, ASAH/RA
U — FOSIBREINIC 72 DA A N 2 —F—~DEE 2B T 200 EH S D L0 ) jICHER
LTL7EENY,

password-expire-in-days ¥ —U — R & 45 E T 25615, HRGEET O2LERH Y 7,

ZDa<wy RTHEIZOZRET DL, Z0a~vwr RidT 4 B—7 02780 £9°, ASA T,
A=W —ZH L TERDIB > TNAZ EEBBMLETAN, IR —— IR T — %

ERTEET,
FEAIC DWW TR, /N AT — REHLH O Microsoft Active Directory DFEE (44 X—) L
TLEENY,

ASA Version 7.1 LB TlE, LDAP & 7213 MS-CHAPv2 % H 7" — k9% RADIUS #f5i CrdaE & 17
9 & Z|Z, AnyConnect VPN Client #f¢, Cisco IPSec VPN Client #%¢, SSL VPN 584 h > R U
YT UIGAT MNER, BLOY TA T N U ABHRICAT B8R T — REEN A9
A—FENTWET, Kerberos/AD (Windows SA TV — R) F/IENT4L.0 RAA NI TAH D
NoDOEGEZ A 7ONTITEH, WAV — REHRIITAR— SN TWEREA,

MS-CHAP %A — K L T\ 5 —#? RADIUS H—/3—|%, BIfE MS-CHAPv2 # %74 — K LT
WEH A, password-management 2~ > K& H T 5| i MS-CHAPV2 DS B272 D, N
—ICHER L TLIZ& W,

GE)
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—_— E nlL,\

ATy 710
2Ty TN

AT T12

FI

—szinzz |

RADIUS H$—/3— (CiSCO ACS 72 CE) 3. # nﬁgj{%}%”@mu FIE— R —(T 7ok /@’5%/\#
HYFEF, 7277 L, ASA D BILRADIUS h—N"—LDAHBERFELTND LR ET,

LDAP T/RRAU— RELEEFT AT1E, HIRO LDAP % — — T L 2B O FiEMEH S Twn
£7, BIfE. ASA TIE Microsoft Active Directory 35 JX T8 Sun LDAP #—/3—|Z%f L TO A, i
HONAY— REHBr Yy 7 2F4E L TWET, *A 7 17 LDAP IZ1X, SSL 88 BT
9, LDAP O/XA U — REH A FITT HA1Z, SSL _ETO LDAP % A X —7 /W T DM E N H
V¥4, T 74/ FTiE, LDAP IZR—F 636 AL £,

FERAENOREA 7 2 ) —HOLRI 2B 7O AT 5 1 > 2IdE8B0O B EZREE L E7,
ZORBRMICED, TV FDN 7 4 — L RO EDOE S ZRAHAOa—F —4 L U THERT
HIINFEESNET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

e z2E, oA~y R, CN BHEZRAIHO2—F—A L LTHEMTZ L 2EEL T
i‘é‘o

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes X, C (E) . CN (GB%4) . DNQ (DN f&fiiv) . EA (BT A—
T RLA) | GENQ (HARERRF) . GN (&) . | (A= %) | L (#if) . N (4
A . O (k) . OU (Mfgk~=vw k) . SER (U 7% 5) . SN (i) . SP (UNFE7=iX
HEMR) . T (&) . UID (=—¥%—ID) | HELTUPN (2—H—=T7V L x—14)
N ET,

—H— l%ﬁ’i’iﬁ‘Tﬁ‘éﬁﬁ L EDOA—PF=REFIZRBT SN TV ORENDH LN E )k
BELET, 7740 FTIERAEERINET A,

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #

#Ewuu ES :L_“j“—ﬁ)ljﬁ/f ‘/Eﬁﬁliﬁﬂ[l@uwﬁﬁ I/T//“\’/l/ (209@:’-_“& % Lox
XU‘—'}‘fcﬁk) %Aﬁ¢5i5gj€¢éj—7n/3 /@*FE "Cjﬂo #Ewuui%\‘f;&hﬁzwyé j: /J/_(
Da~vy REfRELET,

gHInoraL, =T Ry o— s&U1—F— |
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FIE

ATy T

ATvT2

BEITOT7AL. TL—TF K o— B&v0a1—H— |

Y h o F )Y —N— T N—TEFRELET, ZOavr Nidk &) AAA S —1—L
LTHEHT D AAA —1"— 7N —T%HELET,

GE)
Z® =z~ RiL, AnyConnect VPN #eIZ 721 S v E 9,

tH o HF) DY —R— TN~ TILSDI P — R — T —TEHEETCEE AL, T4V T
WX, B X VRGRIVNEDH Y XA,

hostname (config-tunnel-general) # secondary-authentication-server-group [interface name]

{none | LOCAL | groupname [LOCAL]} [use-primary-name]

none ¥ — VU — RZIFETDH L. BH X URFHIERINEE A, groupname fEIL AAA ¥ —
W= TN—T %" LET, B—AVEINEY— = T = _X—=2 2T 5L 2R L,
groupname il & 35 & LOCAL X7 4 — /A"y V&R LET,

ez, 774~ VRGEY —/N— J L —T % sdi_group |2, EH XV RFEY—/N— L —
7% ldap_server [ZFXET HITIX, ROa~> REANLET,

hostname (config-tunnel-general) # authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

GE)
use-primary-name ¥—V — K& HT 256, v/ A4 X4 7a7iE 1 2Oa—F—4720F
FORLET, o, 2—F =& T VX AGEHENGIIN T 256, I~ ) a—HF—472
IRRERCER S ET,

A HY) 2= EAEHENLRGT 55551, secondary-username-from-certificate
AN LET,

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ...
use-script

B ) =P =4 LTHEMAT 2 72DICGERENSHIE T 5DN 7  —/L ROfEIX, 77
4 < U @ username-from-certificate 2~ > R LR U TF, FE7/2iX, use-script ¥— 7V — NEFEE
LT, ASDMIZ Lo THAMSINIZAZ VT N 77 A NVEFEHTDHE ) ASAICHERTEET,

e ziX, 794 ~) a—HF -7 =V FELTlFELE, B LX) a—HF—47 11—
VRELTHE=y NEBET DL, ROa~vr REATTLET,
hostname (config-tunnel-general) # tunnel-group testl general-attributes

hostname (config-tunnel-general) # username-from-certificate cn
hostname (config-tunnel-general) # secondary-username-from-certificate ou

B 5oz L. S—TFRYS— BEUI—F—
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ATvT3

ATy T4

ATy TH

—szinzz |

AL CHRAT 720127 A4 7 v MEAENO D A ) a—P—Z 2T 5L 91275
Kﬁ\I/K»&»wﬁw%wnﬁﬁ%wPT%meymﬂMwwmmeﬂVVF%ﬁmL
9, ZOavr REI7IAT7 2 MU ARRETZIXSSLVPN 7 747k (AnyConnect) #%
BT 22289, i anlca—F—f &2y Ra—F—IIERRICT 20 E D it
ETHXF—T—FEMEHLET, ZOEREIZT 740 P TEHCRESNTWET, 7747
YRLAFTarESSLY TAT U N ATy a VFRFICEATE TN, EREnSIE
Davy RCRETDLLENDHY 7,

hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | client} [hide]

Tl z2iE, Ho T T A~ e F Y O OFEFEIC pre-fill-username % f# 45 (2
WDa~<y ReEATLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username client
hostname (config-tunnel-general) # secondary-pre-fill-username client

PRt M 2R E I 2 G T 2 72D T DR8RE Y — =2 ELE T, 7740 D
BRIE, 77 A <~ VR — " —T7, Zoa~vr NI EHERETOAE®REZRLET,

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}

el zaiF v o F VB —AN—ZIRET DT, ROa~x Fe AN LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

oy a  EEEMT ORI % (T4~ ERFEI X)) ERELET, T
TN MEIZTTA <) TY, ZEHBEEA X —TMITDHE, 20DROa—HF—4 Tty
VarvERRAECTE Y, BHA Ty aroa——4 L LGRS N2 —Y =4 DT
NNERETHIVERNHY £T, By aroa—W—RI ThooT407, Byvay
T—H =R syslog, TNy ZHIAICERE S — Y —4TT,

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}

f-&f7ﬁ:i Ty ig f/&fggl_ff j”énmnﬁ:l“Aif 45%3{2j7¢/57,}muuﬁff“‘/\b‘ﬁ E)Hiﬁ%jﬁ%)i:
IFETAHICIE. kOa<wr FE AN LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general)# authenticated-session-username secondary

gHInoraL, =T Ry o— s&U1—F— |
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B =+ 75 £RBETOT 7 1 L0 IPSec KEVI BIEDRE

JE—FT7ORREHETO T 74 ILD IPSec IKEV1 BTEDERTE

FIE

ATy T

ATy T2

ATvT3

VE— kT 272717 7 A0 IPSec IKEv] BIHELAZRET 121X, WOFIELETLE
T, WOBAIL, VE— T 7B REE T 77 A N2 T TIHER L TWA Z L ZRHEE LT
WEd, VE— T 78RR T 7 7 A 1121, LAN-to-LAN$Efi 7 7 7 A L LD %<
DERMERH Y £,

VE—h 77 A DR T =T D IPSec BYEZIRET HI21E, v 7L arTFA b
F—RNELFAT A TFANE-RTROaA~YY REATIL TR R 0—7 ipsec &
PEE—FZBMLES, e 7 MR LT, E—FPEEINZI LMY £7,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

ZOavwrRIZEY, b Z—Tipsec @7 4 F 2 Lb—va - FRRAMBIN
¥4, ZOF—FTE, Yo I/ arFFANE—RNEREIVALF arTHFANE—RKTY
F— KTV EA FRATN—TD IPSec BHEERELET,

el ZE WOaT 2 RiE, TGl L WO ARIOER T 0 7 7 A WVICBRT D b7 L—7
ipsec BIEE— ROa~vy Rf ZEERELTWET, IYmr 7 MAZE(L T, hrxn
7 N—7ipsec BIEE— RIZAST=Z &R0 £,

hostname (config) # tunnel-group TGl type remote-access

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

FHHHAF—ICE S IKEVI R A TR — h 272010, Fpikas—%2EELEd, =&z
IE. kD a~ > Fid, IPsecIKEvl UE— K 77 v 2k 70 7 7 A )LD IKEv] k4 R —
572012, FaiEAEF—xyzx ZHETE L TWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

7 OFAEZLAEH L TET O ID 2T 508 9 nafEE L £,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

HTE 5247y a VEIL, req (WZH) | cert( GEBAETYR— RSN TW554E) . nocheck
( GAR=72\v) TF, 774/ Mireq TT,

7ol Z21E ROz~ > Rl peer-id BAEDS MR Z L 246 E L TWET,

hostname (config-tunnel-ipsec) # peer-id-validate req

B 5oz L. S—TFRYS— BEUI—F—
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ATy T4

ATy TH

ATvT6

ATy 17

UE—k 7O RREGTOT7 4 L0 IPSec kvt Bt0zE [

hostname (config-tunnel-ipsec) #

SEAEF = — L ARETELINEINEIEELEYT, kO~ NiE, — FEFHEL T
D ML CAFERAEZEXEF L TVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ZOREMIE, TRTDOIPsec b RATIN—T XA FICHEAENE T,
IKE 72T HiEAELZ#BT S N7 A MARA v FOARTZHRELE T,

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
hostname (config-tunnel-ipsec) #

WD~ RiL, IKE E7ICEET DREHEDOARTE LT mytrustpoint 245 E L TV E 9,

hostname (config-ipsec)# ikevl trust-point mytrustpoint

ISAKMP ¥ —7 7 A4 7D LEWMELFHFENDY TAEEERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

threshold /X7 A —X TiX, BT BX—T T 747 F=F VT 2BBTHETCORETA R
SV 2 0% (10 ~3600) THREL £, retry /X7 A —Z L, =77 T4 TIENZ[F &S
N7 72o2%0) N IAMOMETT Q~108) , IKEX—77 7471, T 74/ KT
A X =T NVTT, ISAKMP X —7"7 4 7 %7 4 E—7/LIZT 5HITiE, isakmpkeepalivedisable
EADLET,

72 2iE, oa<wr RiE, IKEXF—7 7794 7DOLEWVMELE ISHIZREL., VRTA A
H—r )& 10 IR ELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X5 A —Z OF 7 /)L MiElx, VE— F7 27 B ZADEE1E 300, LAN-to-LAN D4
110 T, F7z, retry XT A =X DT 7 /L MiX2 TY,

e (BEFaT7 F—FUxA) T, ISAKMPE=Z Y 7 &R LTRRBLRWVWE I
BETLHEAIT. koa<wr FE A LET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP A 7'V v REFFS R, XAUTH £7213~4 7V v K XAUTH Z#8E L £,

gHInoraL, =T Ry o— s&U1—F— |
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B rsecUE—F 7o EREHETOT 71 L0 PPPRIORE

isakmp ikev1-user-authentication =~ >~ I\ i ASA FREICT VX NGEHEZ T 2 LER B
L2548, BXOY £— bk VPN 22— % —3%; RMNB'MQ%&*&KiSWMD&&@V
ﬁ/%&ﬁﬁ%%ﬁﬁ%?ézﬁﬂ%éﬁA 2. A7V v RXAUTHREGE A T 5729
fEHLEST, "7V v RXAUTHIZ L - T, KE@71%X1#&®20@$W_Aﬁém
FT, 22068 TNA TV v RFEREEMFEENE T,

a) ASA L, HEHEOARHF—HIFZHEHA LT, VE— b VPN 2—%—Zx L CRIEL £9°,
ZHCEY, BEMICRFTAIKEEX 2T 4 7Y o—2 a3 UL SN E T,

b) WIZ. XAUTHRHN U E— K VPN 22— —ZF8FEL £ 7, Z OILIRGRGETIL, A —k
ENTWAUERDNT N OFRIEF XA HHTE £,

GE)
umum&/])7;’cff/\/|’7 Vv FIZERET AI2iE., FENEEY—"—Z2RE L., FaiEHx—
PERR L, FTAMRA U MERETHMLERDY T,

isakmp ikev1l-user-authentication =~ > K& 472 a2 > @ interface /X7 A —Z Z A L T,
BEDA B —T 2 A ABIRETE X7, interface ST A—HX 2 EWTH L., ZDavy
RIZT_RTOA X —T oA RSN, AV F—T oA AT EIZa~vy RBEEIN
TWARWEADONRy 777 UTHRELE T, B 17 7 A L2 2 DD isakmp
ikevl-user-authentication =< > RZfE L TWT, 1 Dlfinterface/X7 A —X ZfEHA L.
HO1IOIMMERLARWGES, A v 2 —T7 2 ZAEHRETLHa~r RZFOBEDA o Z—
T oA AEBERLET,

& 21X, WDz~ RiL, example-group & MEXN D87 0 7 7 A VONIEA > & —
72 A ATHNAT Y KXAUTH A4 2 —7 W LET,

config)# tunnel-group example-group type remote-access

config)# tunnel-group example-group ipsec-attributes
config-tunnel-ipsec)# isakmp ikevl-user-authentication (inside) hybrid
config-tunnel-ipsec) #

hostname
hostname
hostname
hostname

IPSec ) E—F 7V A#EHETO T 74 )LD PPP BEDEETE

FIE

&M

VE—bT 78 RBEHR T 77 A VDKL MY —RA 2 b 7a haVghhzaZEd 5
&@i@%%ﬁbi#oWPﬁmil%wU%%%Tﬁ?%@@ﬁ7n774w_tiﬁm
ENnEd, OB, IPSec VE—F T B AR T 7 7 A NV ETTIHERK LTS Z &
ZHIEE LTWET,

oI N—TpppEtEasy 7 4 F¥al—varyE—RICAVET, ZOFE—FT, kD=
v REANLT, VE—F727ER FURATA—FPPPBIEARELET, Y07 b
PAEELT, E— FABEINIZ EBb7n0 £F,
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IPSec ) E— k 77t EETO 77 1 Lo Prp BEDEE [

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

72z, Roa<r KL, TGLE WO LRI 7 v 7 7 A VIZBGRT 5 h o7 —>7F
ppp BIEE—RFDa<wy Rk 2 RELTCWET, Yrr 7 &L T, hrxLs
Jo—"7 ppp BIHEE— RIZ AT Z ERbMNY £7°,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes
hostname (config-tunnel-ppp) #

PPP el AEAFED T v b a VAT 2EE A X—T T EHNEIDERELE

T, Tu A OEIFROWVTRNNI LY £,

« pap : PPP #%5i C Password Authentication Protocol (/XA U — RFBFET' 1 k=)L) OffiH % A
F—=7 M LET,

+ chap : PPP #%#¢ C Challenge Handshake Authentication (F¥ L' > ¥ /N> Ry = A 7 7BFE7 1
k=) OFEMZA R—=T M LET,

« ms-chap-v1 & 721 ms-chap-v2 : PPP ###¢ C Microsoft Challenge Handshake Authentication
Protocol (Microsoft 7% L' > ¥ N Ry oA ZRGETw haL) o= a1 £720F
N=T a2 DfMZAR—=T M LET,

« eap : PPP ##f5¢ C Extensible Authentication Protocol (JLIRFEREZ'® k=/L) O %A R —
T LET,

CHAP & MSCHAPv] X, T 74/ N CA F—T N2> TWET,
IOy ROMIIRO EFBY TT,

hostname (config-tunnel-ppp) # authentication protocol
hostname (config-tunnel-ppp) #

FrEDZ 0 ha/LOEIEET 4 B—T7 M T 5120, Zoa<wr RonBXEHALET,

hostname (config-tunnel-ppp) # no authentication protocol
hostname (config-tunnel-ppp) #

72 z1E, D<= RIXPPP G CPAP 7 u ha /L DfffZE A f2—7 VI LET,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

’D < Ri%, PPP #:5: T MS-CHAP X"—Y 3 2 Fua ha Lol i2 A4 x—7 VI LE
7,

hostname (config-tunnel-ppp) # authentication ms-chap-v2
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hostname (config-tunnel-ppp) #

WD a2 K%, PPP #%: T EAP-PROXY 72 Fa R Z A x—7 Wz LET,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD a~< Rk, PPPHEEE TMS-CHAP X—Y a1 7P ha )L offHETF 4 E—7 Lz LE
KR

hostname (config-tunnel-ppp) # no authentication ms-chap-vl
hostname (config-tunnel-ppp) #

LAN-to-LAN 45 o0 D 7 4 JLDERTE

IPSec LAN-to-LAN VPN ##¢ 7' 11 7 7 A /L%, LAN-to-LANIPSec 7 7 A 7 > b #1272 10 3
ENFET, BRETEHRTA—ZDELIIPSec Y E— T 7B ADERHRG T T 7 A NLDHOD L
[Fl U C9 A%, LAN-to-LAN k> RIADFN/NT A —2OEIIV 727 0 £, 2Tk,
LAN-to-LAN 835t 7' 0 7 7 A W Z R ET D FIEIZ O TR L E T,

« LAN-to-LAN #5710 7 7 A VDL & & A T DEEE (23 =2—)
¢ LAN-to-LAN B 7' 0 7 7 A L O— W BIEOZE (23 2—3)

« LAN-to-LAN IPSec IKEv1 @D E (24 ~<—3)

FIA#IFDOLANto-LANEHE O D7/ IOV T4 FalL— 3y

T 7 4V s ® LAN-to-LAN 85t 700 7 7 A L DONEIL, IRD EFBY TI,

tunnel-group DefaultL2LGroup type ipsec-121
tunnel-group DefaultL2LGroup general-attributes
default-group-policy DfltGrpPolicy
tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req

no chain

no ikevl trust-point

isakmp keepalive threshold 10 retry 2

LAN-to-LAN#25t 70 7 7 A W D/RNT A —H XV E— KT VB A T2 7 7 A )V DI/RNT A —
2LV ZFDIFEALIZELLD I N—TTHREILTY, ERICHEREZRETIHBED
FAFEHEEE X, ZZTEIDOITNVN—T DT A= BN L9, BF/RIOIZERE L
WNIA=ZIFTTXT, T74/V NOERHT 0T 7 A NInDEDEEMRAKLET,
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LAN-to-LAN #5701 7 7 A L& di e 52 1 ToiE [

LAN-to-LAN E# o0 7 7 A ILDEZRTIE 2 4 TDIEE

B 7 v A NVDLAFTE XA TEETT HIZIE. RO X 9 tunnd-group =2~ RE AT L
7,

hostname (config) # tunnel-group tunnel group name type tunnel type

LAN-to-LAN k> VDA, # A Zidipsec-l2l (12720 £4, 72& 21E, docs &V 4HITD
LAN-to-LAN $f5t 7' vt 7 7 A W& AER T 21213, kD a~x > RE AN LET,

hostname (config) # tunnel-group docs type ipsec-121
hostname (config) #

LAN-to-LAN £t TR 7 7 1 LD —iEBHEDERE

FIE

ATy I

ATvT2

Bkt n 7 7 AN O RIEMEZRET DI, ROFIMEZETLET,

VTN arTHR AN ET— RELIITALT 2T F A b E— T general-attributes ¥— 7 —
NEFRELT, b n—7—EMEE— NElm L £,

tunnel-group tunnel-group-name gener al-attributes
1 -
docs & WO AFTOHEEET 0 7 7 A VOEIE, WDOa~y FE AN LET,

hostname (config) # tunnel-group docs general-attributes
hostname (config-tunnel-general) #

Tu 7 LT, config-general E— RIZ A7 Z 30D £9, XA T —70
—WEMEL, ZOEFE— R TRELET,
TN TN—T R —OLHIERELET,
default-group-policy policyname
i -

WDa<wy Rix, 774/ K8 Z—7 KU > —DA4RINZ MyPolicy #HE L TWET,

hostname (config-tunnel-general) # default-group-policy MyPolicy
hostname (config-tunnel-general) #
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B an-o-LaN Psec IKEV Bt DR E

LAN-to-LAN IPSec IKEv1 B £ DEXE

FIE

ATy T

ATy T2

ATvT3

IPsec IKEv] B2 ET DX, IROFNEEFZITLET,

F oI —F1PSecIKEv] BIEAZFRET HIZIE, I arTHARNE—RERII<L
F a7 F A F— T IPSec-attributes ¥ — 7 — FZ 45 L T tunnel-group =~ > K& AJ)
L. bRV IN—Tipsec@tiar 7 4 Xal— g T—REHBLET,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

=& 23X, o a~< 2 RTIE, config-ipsec E— FEBALAE L. TGl LW O ARIOER v 7 7
ANDINT A—=ZERETEET,

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

Tuar T IRE LT, P —Tipsec @iy 7 4 X2 b — 3 v E— RICA-T
ZENLNY ET,

Fajdef —I12 &< IKEv]l ¥ 2 AR — b 572010, FRika s —2HETELET,

hostname (config-tunnel-ipsec) # ikevl pre-shared-key key
hostname (config-tunnel-ipsec) #

7-& 20X, WOz~ RiX, LAN-to-LAN#ki 7' v 7 7 A VD IKEvl ##i 4 VR — F 35729
12, FETHEAE R — XYZX ZHEEL TWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-general) #

ET OFEAFELZEHA L TET O ID 2k d 208 5 D afiE LET,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

fERCE AT v a g reg (4D | cert( GEIETHA— hSNTVDHE) | nocheck
( G2 TF, 7740 Mireq T, 722X, kD a~> KX, peer-id-validate 4~
v 3 % nocheck IZERE L T\,

hostname (config-tunnel-ipsec) # peer-id-validate nocheck
hostname (config-tunnel-ipsec) #
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ATvT4

ATy TH

ATvT6

ATy 71

LAN-to-LAN IPSec IKEv1 B0z [}

SEAEF = — L A EETELINE IR ELET, ROT Vg 0d, — FEEAE LT
TO ML CAFEHAEZEEFE L TCWVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ZORBRMIX., TRTO MR T —T A FITHEATEET,
IKE B TICEET DFEAEEZF#INT D F T A MKRA  FOLA4RIZHELE T,

hostname (config-tunnel-ipsec)# trust-point trust-point-name
hostname (config-tunnel-ipsec) #

&2, Woa~vr RiE, 87 A RMRA » M4 % mytrustpoint [ZEE L TWET,

hostname (config-tunnel-ipsec)# trust-point mytrustpoint
hostname (config-tunnel-ipsec) #

ZORBMIE, TRTO MR T—F F A FITHATE T,

ISAKMP (IKE) ¥—77 74 7OLEWEELFHFINDY M7 A BEEZEE L £, threshold
NRIA=HTE, BTN —TTI7A T =4 ) TG T5E TORET A VKRR Z2#
B (10 ~3600) THRELET, retry NI A —2 L, =TT T TIENZEFEINRL 72>
72%0) N IAMOBBETT @Q~108) , IKEX—77 7471, T 74/ FTAX—T )b
T, IKEX—7T 747 %7 4 8—7MICT5HI2IE, isskmp 2~ > RO no XA AT LE
7

hostname (config) # isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

72 2E, ko a~y Rk, ISAKMP ¥ — 77 947D LEWMEZ ISPBICEEL, U RIA
A B—= LB I0RICERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X5 A —% D5 7 4 /L MiiZ., LAN-to-LAN DA 10 TT, retry /3T A—4 DF
7 4V MEIZ 2 T,

et b (BF 27 F—hUxA) T, ISAKMP £=Z 1V L 7R LTCHBELRNE I
BETAEAIT. koa<r REAHLET,

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP /~A 7'V v RFEFESF R, XAUTH 72131 7V v K XAUTH 258 E€ L $ 7,
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isakmp ikev1-user-authentication =~ >~ I\ i ASA FREICT VX NGEHEZ T 2 LER B
L2548, BXOY £— bk VPN 22— % —3%; RMMB'MQ%&*&KiSWMD&&@V
ﬁ/%&ﬁﬁ%%ﬁﬁ%?ézﬁﬂ%éﬁA 2. A7V v RXAUTHREGE A T 5729
fEHLEST, "7V v RXAUTHIZ L - T, KE®71%X1#&®20@$W_Aﬁém
FT, 22068 TNA TV v RFEREEMFEENE T,
a) ASA L, HEHEOARHF—HIFZHEHA LT, VE— b VPN 2—%—Zx L CRIEL £9°,
ZHCEY, BEMICRFTAIKEEX 2T 4 7Y o—2 a3 UL SN E T,
b) WIZ. XAUTHRHN U E— K VPN 22— —ZF8FEL £ 7, Z OILIRGRGETIL, A —k
ENTVBUERDONTNDORBFEF N EHEHTE £,
GE)
FORES A THNA TV v RICEET DI, FANSFRREY — " —Z2 R E L, Faidfa % —
FERR L., FTARMRA LV FERETHLERH D F97,

7o & 21X, WO a~ > Rk, example-group & MEENL D427 0 7 7 A VD ANA T Y R
XAUTH A X2 —7 /M2 LET,

hostname (config) # tunnel-group example-group type remote-access
hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec) # isakmp ikevl-user-authentication hybrid
hostname (config-tunnel-ipsec) #

25472 RLASSLVPN £y o3 VvDEHETA T 74 ILDORTE

7747 MU ASSLVPN ##i 70 7 7 A VHD b px 7 —T—@ElElL, hrxrvs
N—"T"DH A 7 H webvpn T, drip-group =~ > R & strip-realm =~ > 23 SV mz
BRWNT, IPSec VE—F 727 20w 7T a7 7 A LD ERLTT, 7947 ML X
SSL VPN (Z[EA DEMEIFM A ICER L ET, ROHETIL, 7747 kLA SSL VPN £t 7
07y ANVERETDHIFEICOWTEHI LET,

¢« VI AT FLASSLVPN Yy g O b XNV T N—TBHEORE (26 3—)

e 754 T MLV ASSLVPN v a>dD by R T A—TRIEOHTE (30 2—)
D54TF7 2 RLASSLVPN EY a3 oD— B FORILTIL—TEREDETE
W7 7 7 ANV REMEREEIIETTHITIE, WOFIETNRIA—XEHRELE
ﬁqo

FIE

AT —fEEEZRET AT, Yo/ arTX AN E—RERE~LVF a0 THFARNE—RT
tunnel-group general-attributes =~ > K& AJJLET, TN T, bR T—7—fK@EE=
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5547 RLRASSLVPN v 3 vn—fi ko L—TEnEE |

Y74 FXab—vary B=FARRENET, YT AR TSI EICEREL TS
W,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

AfOIE CHERK L 72 TunnelGroup3 O —fx@IEZ R ET 521X, IROa~ RE AT LET,

hostname (config) # tunnel-group TunnelGroup3 general-attributes
hostname (config-tunnel-general) #

mL‘nE'H-““/\*“y/I/’“775)Z§)Z)7ﬁD\ AT N—TDL4RiEEELET, HE LY — 13—
7/1/"—‘ [; b‘%ébf;& % ““73/1/7“—&’\“‘;( %wun Jﬁfﬁ‘ﬂ”é%/ﬁu\&i\ F—U— }\‘
LOCAL #:BiL 7,

hostname (config-tunnel-general) # authentication-server-group groupname [LOCAL]
hostname (config-tunnel-general) #

7= & 2R, test E WD ZARHTOFREEY— " — FL—T %% . RREEY—— J L — T TREEN
%ébtk%ﬁm%ﬁW#%Aw_7w%WA/7¢éi9 T AT, ROa~vr RaeAd
L/\Ai‘é—(]

hostname (config-tunnel-general) # authentication-server-group test LOCAL
hostname (config-tunnel-general) #

authentication-server-group 4 C, FANIHE LIZiRGE N ——F 13— _"—D 7V — 7% 5
ELET, B —N"—%RET HI2, aaaserver 2~ REffLET, Jv—7 %70
RKREIL 16 XFTY,

TN—THDENZH DT AN,V H—T 2 ABERETHZ LI, A ¥ —T =
A AEFOFFEERETDHZ & LTEET, ROA VHE—T A AT 7 vk TERARTREIC
o TWET,

s inside : 1 % —7 = A A GigabitEthernet0/1 D44 i

« outside : A > ¥ — 7 = A A GigabitEthernet0/0 M4 i
GE)

ASA DIMNERA > X —T7 =4 AT KL A (IPv4 & IPV6 DI f5) 1, 7T A X— MUlOT KL-=&
ZEMERMBLTVTUTAR D TR A,

mterfaceHV/ REFEH L CRELIEZDOMDA 2 —7 = A ZAHEHATRETT, ROa~v
RiE, #REIZY— 13— servergroupl ZEH T 5 outside EWVNILBIDA X —T = A ADA
b —7 x A AEAORFEZHREL TWET,

hostname (config-tunnel-general) # authentication-server-group (outside) servergroupl
hostname (config-tunnel-general) #
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B /57 riassiveN ey avo—@ v R L —TRIEDRE

ATvT3

ATy T4

ATy TH

ATvT6

T a T T AR —R— TN —TOLFIZIRELET (FETHIHESES) , HaE
FEHLTWRWESIT., AT v F6ICEATLIEEN, ZOMERET IS, 2 —F— 3
BT ARA T — X R— R CHETALERH Y 7,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

RBAY—R—ZFETHICIL, asaserver 2~ REHALET, /v —7 % 7O KkEILI16
T,

Tme X, oz~ RiL, @A —/— 7 )L—7 FinGroup # i3 25 Z L #EEL TV E
D

hostname (config-tunnel-general) # authorization-server-group FinGroup
hostname (config-tunnel-general) #

— Y — (TR ?FTﬁ"éﬁﬁ L EDOA—P=RNEFIZRBT SN TV ORENDH LN E )k
HELET, 7740 FTIERTMIEERINET A,

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #

FERAENGRRA 7 ) —HOLA4RIZ G -OIERT 2 1 >F 38R0 B EZEE L £,
TORMICED, VT2 FDN T 4 — L RO EDOES ERFHO 2 —F—4 L UCTHEHT
HIBHEESINET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

oLz Roa<xr FiE, CNBHEAZRTHOaA—VF AL LTHEMT2Z L 2mEL T
ij‘o

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes |, C (E) . CN (@7%4) . DNQ (DN &fifiv) . EA (BEFA—
VT RLA) [ GENQ (H:ARERiT) . GN (£) . | (A=Y v ) (L (MK . N (&
A7) . O (M#k) . oU (Mffk—~=~ F) . SER (U7 L&H) . SN () . SP UNE/iE
HEAE) . T (@) . UID (=—¥%—1ID) | BLUUPN (=—H#—=7Y /L k—0)
BHYET,

F7TarT WHTLT T 4 v T N—= TN —T D4 ERELET (FET L%
B) o THOYT A TEEALTORWEARIR, AT v 7 TIEATLESY, Th T
T4 T Y= R—ERET DL, asarsaver a~v 2 REFHLES, F—7F 2 70O KE
I 16 XFTT,

hostname (config-tunnel-general) # accounting-server-group groupname
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ATvF1

ATvT8

ATvT9

5547 RLRASSLVPN v 3 vn—fi ko L—TEnEE |

hostname (config-tunnel-general) #

e zIiE, Woa~y Rk, 7ho T 4 v 7 —_— 7 ) —7 comptroller i35 = &
ERELTHET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

T ar T, TIANNITN—T R —DARIERELET, 7 7 4+/L MEILDAtGrpPolicy
T‘j‘o

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

WOBITIE, T 74N s TN—T R T —D4HTE LT MyDfltGrpPolicy Z 7% L TWE T,

hostname (config-tunnel-general) # default-group-policy MyDfltGrpPolicy
hostname (config-tunnel-general) #

#7232 C, DHCP — 13— (KK 10 — 3 —) OL4FIEIFZIP T KL A, I DHCP
T RVRA T —)v (K67 —/N) ODLAFIZHRELET, VA NMNABIZAX—XTXED £,
7 /)L b TlE, DHCP #—— L7 FL A F— Ui S EH A,

hostname (config-tunnel-general) # dhcp-server serverl [...serverl0]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address_pool6]

hostname (config-tunnel-general) #

GE)
A E =T = A ATy A THDLERDH Y £,

7 RLA F—E, Fe—r L ar 74 X¥ab—3i g2 F— T iplocal pool =t~ > RN&fd
HALTRELET, 7 RLVA T —LOREDGFEMIONTIE, VPNOIPT FL X BT
<TZEV,

#—/3—73 RADIUS, RADIUS with NT, £72/3Z LDAP h—"—D§E, A7 a T, /A
U— NEHZ A R =TI TEET,

(G¥)
FREIZLDAP 7 4 L7 R U H—N—%fEH L TV D54, /SA T — &L Sun Microsystems
JAVA System Directory Server (IH#:F#7i% Sun ONE Directory Server) %5 & U Microsoft Active
Directory Zffifl L CTHA— & E T,

*Sun:Sun7 4 L7 b U H—=R—ZT 7B AT D20 ASA ITERIE STV D DN 725,

Y= N=DF T4V b RAT—F R —ZT V EATEHMERHY £F, DN & L
T, T4 L7 NUERE, £237 1 v b EHEEREFO2—Y—2 T2 L
EHRLET, 3 T4 SRRV R KR U—ICACL % ETE £,
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* Microsoft : Microsoft Active Directory C/SA U — REH % A 12— 7 /L2 521X, LDAP
over SSL Z % iET D MENH Y £7,

COMREIXT 7 4V hTA =T NI TERY , BEDNRAT — ROAERHIRA TS &
=P ZEE A FR LET, T 740 F Tk, BRI O 14 BRNCESENBRBINET,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

P N—NLDAP YV — " —DA ., AR TN Z LB T 2EENBB I NS ETOHE
(0~ 180) #fETEET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE)

VT N—T g EN a7 4 X 2 b —3 3 F— K TAJ L7z password-management
axy RZEoT, bR N—7 ipsec JEMETE — FTHANI AT SN IEHERE D
radius-with-expiry =~ > RREXHZ LN ET,

oavwr RERETLHE, VE—F a—V—Rmur (5L X2, ASA L, 2—HP—D
BED/RAT — ROAFGHIRN TSN TNS Z &, £REMBEATINTWS Z &2 mmL %
T, TNMNDH ASAIE, 22— —PNRU—RELETEHLHIICLET, BUTORAT—F
DR L TORNGES, 2= —F3Z ORI —RFEfHLTe /A LEETD I ENTEE
9, RADIUS F7-1% LDAP il iR E SN TWARWEAS, ASA Tl Z oo~y FAEH SN
E3

:hKiOTNXU—Fﬁ%@@h’ﬁéif®ﬁﬁﬁﬁﬁéhébffiﬁ<‘ﬁAﬁNx
T — RARHITREIIC 72 A H R o —F—~DEE A BIAT A0 WEH I NS &0 ) SICHER
LTLIEENY,

password-expire-in-days ¥ —7 — FZ$5E T 25615, AERLIEET 20E R H Y 3,

SR OWTIE, SR U — REHH O Microsoft Active Directory DF%E (44 ~X—) ZHRL
TLIEEY,

DS5A4AF7 2 RLASSLVPN EY 3 oD Mo RIILTIL—TEHEDHRTE

7547 MU ASSLVPN #5707 7 A MIZEBD/NT A —F ERETHIZIE, TOED
WOFIEEZEFTLET, 7 T4 7 F LA SSL VPN i%. LA WebVPN & LTHILN TV E
L7z, 2o M, b7 —7 webvpn BEE— FTHRELET,
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5547 RLRASSLVPN Y v avm ko L—TE0EE [

77 AT MU ASSLVPN bRV T N—T0RBMEZIRET HI2IE, kROa~vr RE AL
T ho R —"7 webvpn BIEE— RIZAD 7, Yo7 EPRELL T, £— RPLEEX
N b £9,

hostname (config) # tunnel-group tunnel-group-name webvpn-attributes
hostname (config-tunnel-ipsec) #

7o & 21X, sales EWIHIARIDY 74T > b LA SSL VPN K RV 7 /L—7 0 webvpn JE %
BETHICIE, koa~vwr REANLET,

hostname (config) # tunnel-group sales webvpn-attributes
hostname (config-tunnel-webvpn) #

AAA, TUXNVGERE, Fdm 2R T 2720 OEEF A ET HI21E, authentication
a~wy REANLET, AAA, GEHE, I 2EEOIEF CHRETE 7,

hostname (config-tunnel-webvpn) # authentication authentication method
hostname (config-tunnel-webvpn) #

72 z21E, O a< 2 Nt AAA LEFHEOW T ORGEEZH AT LE 4,

hostname (config-tunnel-webvpn) # authentication aaa certificate
hostname (config-tunnel-webvpn) #

ASA L, NetBIOS4 % IP T RLRIZv v 7T 5H7DIT NetBIOS #— L Hh—n"—|2 7 ) —%
%ELE¢07?4TVFVZ$LWWTH\U%—FVX?A®774w%77?xit

HEHFT 57D NetBIOS NHETT, 7747 b1 A SSL VPN Ti, NetBIOS & CIFS
7‘31 fanrzEHL T, VE—RF VAT LOT7 7 ANET 72 AEIIHAE L ET, Windows
AL a—FIFEOALE = AL EFRA LT ANV ERE LL) DL, FRESHh
277 AN —_"—Ixy hT—7 EDV YV —RA%EHBT 2 R E D NetBIOS 44 & kiits L F 97,

NBNS #REZ EIfES 511, 72@< EH1HBEDNetBIOS h—/3— (KA b)) 2RETDHHLE
NH0FET, WEMEZFEHATLHZDIINBNS h—_—%2 3 OFTHETEET, ASA L, V
xb@%m®ﬁ~ﬂ—%Nmmmmm&%m%&_@mLiTO7I) DR DL, RO

F—_=PEHENET,

CIFS £ iR 1248 95 NBNS  (NetBIOS — A H—E R) S —_"—D4 iR ET 5I121%
nbnsserver =<2 REFEHLET, —_"— 2 NV IE3DETANTEET, TEMEDK
W, BRETDHERYOY— =TT T A~ $—"—T, ZOMDY—"—T 7T v 7T
To T (272D WINS = N—TER<) vRAZ—TIZ3UFTHLHNEI N, FALT
v NEE, BEOY T A BELIEETEET, WINSH—R—F o d~v A ¥ —7 T 7k
WHE, ASALRILR Y hU—27 ko, ZOFy hT— 7ﬁ%ﬂLT%@%%;miéhiﬁ
2A LT T MNERRIZY T A BEOFNIHRET 2 LERH Y 77,
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hostname (config-tunnel-webvpn) # nbns-server {host-name | IP address} [master] [seconds]
[retry number]
hostname (config-tunnel-webvpn) #

7o & 21X, nbnsprimary & WO AFOY— =% T T A <) $— =L LTHREL, —r—
19216822 %t H o XY —R—L LTHREL, TNENIZ3EDY T ZFHF L, SHD
HALTUNERETDHIZIE, ROa~v REATILET,

hostname (config) # name 192.168.2.1 nbnsprimary

hostname (config-tunnel-webvpn) # nbns-server nbnsprimary master timeout 5 retry 3
hostname (config-tunnel-webvpn) # nbns-server 192.168.2.2 timeout 5 retry 3
hostname (config-tunnel-webvpn) #

ZA LT NEABOEEIZ 1 ~30F G744 M32) . URSAEEKIZO~10 (F74+1
ME2) T,

kRN TV—TF webvpn BiEa T 4 £ L — 3 F— FTnbnsserver 2~ K& f#
5L, webypn 2> 7 4 Fa b— 3 »E— FCHMERD nbnsserver 2~ RAEZHZ 5
NWET,

T N—T DREEL ZFRET 512X, group-dlias2~ > REMALET, /r—F A )T A
ERETDHE, 2= =R IV T N—TEBBTE D 1 DL EOREBELPMER SN E T,
IZTHRETDHIN—T A VTR, 22— —DulAfr X=VZhHdbRay 7yl
A MIFRRINET, FINA—TITH L THEBEOZA VT A%2HEETHZ b, =/ U T A%
BELARNWI L TEXET, ZNENEHOa~y FTHEELET., Zolisix, Rt 1 —
7'H [Devtest] X° [QA] 72 & OBEHOBEE 4 THE SN TV ALAIZEFRTT,

KT N—T 2 YT A LT, group-alias 2~ > REANLET, KA YT AIT 7+
VR TA R=T N> TNWET, FA VT AL, A7 a3 THRICA 2—7 Vv E721T
F 4= NI TEFET,

hostname (config-tunnel-webvpn) # group-alias alias [enable | disable]
hostname (config-tunnel-webvpn) #

72 ZIE. QA EWIHILRID N RNV T N—T DA U T AD QA & Devtest & A 1 —7 /LT
H0%, koa<wr REANLET,

hostname (config-tunnel-webvpn) # group-alias QA enable
hostname (config-tunnel-webvpn) # group-alias Devtest enable
hostname (config-tunnel-webvpn) #

G¥)
webvpn tunnel-group-list |X, #5925 (Kay7&Zvr) ZA—7 2 NMIK LTS Rx—T /v
T HRERHY 7,

IN—TDFE URL £721LIP 7 RLAZHELET,
group-url url[enable | disable]
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1D N—T1Zx L CTHEBOURLE72137 RLAEZRETEET ((MHRELARNI EHT
EFET) . BV NA—7URL £721F7 R AIZxt LT, group-url =2~ > R&EZ AN LET, url
. ZO RV ZA—FOURL £ 1P 7 FUAZFEELET, http £721% https 7' 2 K
aNEED, URLEIET L ARKREZIEET H2HENRH Y £9, FURLEILT R LRI,
EBNZA X —T N (T 74N R) FlET 4= NI TEET,

TN—TDOURL £721X P T RV AZIRET H E, 22— —Ba /A VR N — T &R
HMENIRL 72V ET, 22—V =Nl (T 5L, ASA X, tunnel-group-policy 7—7 /LN
Da—HF—DFFURLE/ZILT FLAZRK L ET, URLEITT RLUARES20 | group-url
N7 0 7 7 A VINTA X —T M7 > TV DA, ASAIL, B 70 7 7 4 V& H
IR LT, v A U RO —Y =4[ T 4 — )L RENRRT— R 7 ¢ — )L R
EFRALET, ZNCEDa2—Y— A ¥ —T oA AT, TV —T VR Rz —
P—lZFERmEINRLL D L VI FENBNENET, =2—V—IcFRTHRIA VTV RY
WZix, 20T e 7 s A NVHICRESNTE I AZ A B—va UBNMEASNET,

URL 720137 RLART 4 =T W75 TEY | group-alias DX E STV LGS, Z/b—
TDORuy XY YA RNPERRIIL, 22— TRREITOLERH Y £7,

AU URL £72137 RV AZEBDO 7 N— BT 5 Z S 13T A, ASA LT, i~
077 ANVOURL £72137 R A5 ANDEINCE O URL £72137 K LA DE A M % MREE
L/i‘é—o

1 -

RadiusServer &\ 9 £ 77D k> RV 7 )V—712%F L T2 /L—7 URL http://www.example.com &
http://192.168.10.10 % A *—7 /M F 5121k, kD2~ KEAS LET,

hostname (config) # tunnel-group RadiusServer type webvpn

hostname (config) # tunnel-group RadiusServer general-attributes

hostname (config-tunnel-general) # authentication server-group RADIUS

hostname (config-tunnel-general) # accounting-server-group RADIUS

hostname (config-tunnel-general) # tunnel-group RadiusServer webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias “Cisco Remote Access” enable
hostname (config-tunnel-webvpn) # group-url http://www.example.com enable
hostname (config-tunnel-webvpn) # group-url http://192.168.10.10 enable
hostname (config-tunnel-webvpn) #

ZHOFNZHONTIE, 2 F9A4A T RV ASSLVPN By Y g rDa—F—fua s/ A4 70 R
TDHAT<A R (36 2—) LTI ZEN,

AnyConnect 7 74 7 > b #flc 7 V—7 URL T o n— FAZ o v ZRETIE, 77
AZNDHASA ) — R T, J—ROua— K Z 2 TORTY v 77 RLUADZ/V—7URL
LRBEIC, (RABYZ A ZT RLAD VN —F URL #RETHHLERH Y 3,

1

ROEIRT RUARRESNTND Y FAZNTD2 DD ASA / — REiLlcr— K
Z vy JIEBICHE LTz group-url 3% E LE T,

e 10— K XT3 Z O TP = https://vip-vpn.example.com/groupname
* ASA1 = https://asal.example.com/groupname

» ASA2 = https://asa2.example.com/groupname

gHInoraL, =T Ry o— s&U1—F— |
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ASAL D h RV TN —TFHETIL, KD group-url DX E SNV TNDHLENRH D £,

hostname (config) # tunnel-group LBl type webvpn

hostname (config) # tunnel-group LBl general-attributes

hostname (config-tunnel-general)# group-url https://vip-vpn.example.com/groupname
hostname (config-tunnel-general) # group-url https://asal.example.com/groupname

ASA2 D kLT N—TFRTETIL, RO group-url FRE SV TWDHLENRH D £,

hostname (config) # tunnel-group LB2 type webvpn

hostname (config) # tunnel-group LB2 general-attributes

hostname (config-tunnel-general) # group-url https://vip-vpn.example.com/groupname
hostname (config-tunnel-general)# group-url https://asa2.example.com/groupname

(EE) ZV—7URLDOWT & A LTEGEIC, 87 m 7 7 A v Z & IZETH O Cisco
Secure Desktop @ Hostscan 7 7° U 77— 3 U I BRFED 2 —F — 2 0ERT 512X, kO a~
NEATLET,

hostname (config-tunnel-webvpn) # without-csd [anyconnect]
hostname (config-tunnel-webvpn) #

ZOavwr REANTAHE, ZNbDEy Y a Oy RRA Y MRERSKRE SN 2WNED,
EAFI v T7EARY— (DAP) 2> 7 4 X2 Lb—a v EHBETAVNERHY F14,

Z O%kR% AnyConnect 7 7 A 7 b Bt O AATHIBR T 53415, anyconnect ¥ — 7 — R& &
OET, F—U—REEDRNE, ZORRITZ T4 T bR, LA Y38, BXIO
AnyConnect 7 7 A 7 > i ﬁﬂrﬁﬁ SHET,

7747 MU ASSLVPN Y v &g k7 v 7 7 A VIS % DNS —~"— 7 L—7
ZHET DL, dns-group 2~ > REMHLET, FETH7L—T1X, Ze— a7 g
F=2l— g F— KT (dnsserver-group 2~ > FI5 L U name-server 2~ > R&fEH L)
BRIEFHD T N—T T DHMENH Y £7,

T 7/ T, BT e 7 7 A VI DNS Y 3— J)L—T DefaultDNS 2l L £9°, 7272
L. EX%a2 074 77747 ATDNS EREZMRTDRNIZ DT N—TEHET DHMEN
HET,

WOHFNE, corp_dns &I A FTOFH DNS h—— F L —T%REL, B a7 7 AL
telecommuters DY — N— T —FHFELE T,

hostname (config) # dns server-group corp_dns
hostname (config-dns-server-group) # domain-name cisco.com
hostname (config-dns-server-group) # name-server 209.165.200.224

hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # dns-group corp_dns
hostname (config-tunnel-webvpn) #

(EE) REEERBAITHEHT L7 747 FMEHENO 22—V =LA TEL L9125
X, bR Zv—7 webvpn J@PEE— KT prefill-username =~ > R&H L 7,

B 5oz L. S—TFRYS— BEUI—F—
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hostname (config) # pre-fill-username {client | clientless}

prefill-username =~ o Fi&, 2—H#F—£ /32T — ROFWIEL LU AT O2—HF—4 & LT,
username-from-certificate =~> K (h o F TN —T7—EMEE— ) THE LZiEHE
74—V Ripbii SN b — = OFHE A 2 —7 /I LET, GEAERKEED D Z OFH]
FHEaL—Y—ZEFEHT DI, WO a~y RERETLHILERH Y £7,

(63

N—= = 2804 Tk, 2—F—RITFEAMIANSNETA, 22— =47 1 —/L FNDOZEE
ST — 51%@%%&?0

WOBEITIE, Fr— b a7 4 Falb— a3y E— RKRTANSNT, remotegrp &\ 9 £ Hi
DIPSec VE—h T7 A MRV ZTN—TE2ER L, SEAZENL D=V —LOEEZ A
F—T M LT, SSLVPNZ T4 7 > FBAEETIXFF 0 D7 =) —D =D DA FINT ¥ X IVEE
HENPDIREL TV DOIRLERH DL Z EZHELET,

hostname (config) # tunnel-group remotegrp type ipsec_ra

hostname (config) # tunnel-group remotegrp general-attributes
hostname (config-tunnel-general) # username-from-certificate CN OU
hostname (config) # tunnel-group remotegrp webvpn-attributes
hostname (config-tunnel-webvpn) # pre-fill-username client
hostname (config-tunnel-webvpn) #

A Rk FE 71:_ u#‘ﬁf'fﬁﬁﬁﬁ—é 74T F?E%%#E‘Eﬁ V&Q D) :’-"_‘"j-"—% %*Eﬂﬂj(% 5L 5 Iz
J 5IZI%, tunnel-group webvpn-attributes <& — RPN T secondary-pre-fill-username =~ > R4 Aff
ﬁﬁ l—/\ij—o

hostname (config) # secondary-pre-fill-username {client | clientless}

({E&) AnyConnect 7 A 7> F £72ILSSLVPN 7 AT v h&aX v a— T30
TN—TR) v—FiFa——LEE a7 Xal—a it —N"—F 4 RT5H1nED
MEFREET D21, override-sve-download =2~ > K& LE9, ZDOEREIZT 7 /v b T
R E SN TVET,

X2 UT 47T AT AL, vpn-tunne-protocol =2~ RIZK > T/ NA—T7 KR v—F 7=
T2 —PF—ZBEETYZ T4 T h LA SSL VPN 31 X —T /U725 TV DN E H T EES
WT, VE—bha—HF =2 LTYZ 747 F L AEHi £ 721% AnyConnect 7 7 A 7 > b #fi
EEFALET, anyconnectask a<wr REEBIZ, 7947 b ey yue— R385, £72
X WebVPN R —AL_X—VICR D L HIZa—HF—ICERL T, 7947 hOa—H— T/ R
NRY T AEERLET,

L, BFED RN T N—F Tl A L TND I TA T P Aa—F—2iF, F U
=R a7 SRR TTHETRIZES 2 E72<, 7747 F LA SSL VPN AA—L~—
CERFRTHIENTEET, overridesve-download 2~ > REHAT5 L, 707 7 A
NN TIOE D I —H— ’ﬂ#é%ﬁ%%iﬁﬁiﬁozﬁnvyP’ib Pt 7' m
T 7 A NRRE TR 7 A P b2 —H—|ZiX, vpn-tunne-protocol =~ > K& 7213 anyconnect

gHInoraL, =T Ry o— s&U1—F— |
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ATvIN

ask 2~ ROBREIZERZRL, 72726127 747 B L ASSLVPN AR — A— U NRFREN
HEDITe ET,

WORFITIL, B 7 7 7 7 A /L engineering @ k> R /L7 )L—"7 webvpn @M 7 4 F 2 L—
TarvE—RIZAD, VI9A TR AT a— Ry RO A—F R — b a—H—
HBMERREE FEET AR e 7y AN A RX—T I LET,

hostname (config) # tunnel-group engineering webvpn-attributes
hostname (config-tunnel-webvpn) # override-svc-download

(TE) EENER SN 2 or 7 A Vi~ RADIUS fEf A v & — Y DERRE A R —
TZT BT, radius-gect-message 2~ > RAEMEH L E7,

WIZ, engineering &\ 9 A RIDFERE T 2 7 7 A MI%F L CRADIUSHEE A v E—VDFER%E A
=T MZT DR LET,

hostname (config) # tunnel-group engineering webvpn-attributes
hostname (config-tunnel-webvpn) # radius-reject-message

95A4AF7 2 RLASSLVWPN Yy 30— —RBHATA> 942 F
NDHAREAIA X

HALZZAE—=2a & oT, mT A VIHIC2—F—ICRTFEND T 1 R U OHBIBIRE
DNET, WAX~AE—var XTI A—=FF, 7T7A4T7 > L ASSLVPN OFREDO—HE L
TRELET, ERFHD Web X— JAZ v A B —va @A LT, =7 A URfIZa—
P—lZEREND Web X—V DIV 7T v R7 4 —VEERTHIZIE, FNV—TF K >—
webvpn 27 4 ¥ 2 L—3 5 » F— KT customization 2~ > K& AN LET,

hostname (config-group-webvpn) # customization customization name
hostname (config-group-webvpn) #

7= & 2 1Z. blueborder L WIHLEIDH AX~ A — g o ZERATAHICIE,. koavwr REA
HLFET,

hostname (config-group-webvpn) # customization blueborder
hostname (config-group-webvpn) #

AR <A E— 3 EIRIL, webvpn E— KT customization 2~ > K& AN L TEE L E
7,

WOBNL, 123 WO LFIDOHAZ AP — g v ERYICHESLT D a~vy Ro—r v A %R
LTWET, Z0avwr RIy—4F R ko T, XRRATU—R Faor 7 hRERBENET, &K
DOFNE, testpolicy & VNI AFTID 7 N—7 7RI L —%&EF L. customization =~ R&fEH L

B 5oz L. S—TFRYS— BEUI—F—



| #eTnorq0, YL—FRYS— BEUa1—¥—

FIE

ATy

ATy T2

ATvT3

ATy T4

H54FURLASSLVWPN £y L av01—4—RAas1r s v konnzsz4X ||

T, V94T FLASSLYVPN v 502123 EWHLBTIOIAZ AP — 3 U5
THZLEEBEELTVET,

hostname (config) # webvpn

hostname (config-webvpn) # customization 123

hostname (config-webvpn-custom) # password-prompt Enter password
hostname (config-webvpn) # exit

hostname (config) # group-policy testpolicy nopassword

hostname (config) # group-policy testpolicy attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # customization value 123
hostname (config-group-webvpn) #

NAZwAB—varTFaTdrA Vel 7T v 7 7 A VOMBEDEEMEHT 52 LT, &F
SERIN—TIHKL TR R DI I V4 RUEEy T 7 TEET, L2,
salesgui EFRITN A DAL AB—ary a7 7 A NVEER L THDIEE, TOOAL~<A
T—var a7y A NEFEHT D sales EMEENDS 7 T AT B ASSLVPNE v a3 U H
DEH T T 7 AN E RO IHERTEET,

webvpn E— KT, 7 74T RV ASSLVPN 7V BEADHAS A B— a v HEHRLE
T, ZOWAIE, salesgui & VO LT, F 7 4L b 2% mycompanylogo.gif IZZ5 5 L E
9, mycompanylogo.gif # ASAD T T v 2 AEVIZHEFIIIR—RNL, REEZRFELTWDIH
EHRH £7, .

hostname# webvpn

hostname (config-webvpn)# customization value salesgui

hostname (config-webvpn-custom) # logo file diskO:\mycompanylogo.gif
hostname (config-webvpn-custom) #

Jua— ) ar7 4 F¥al—aryE®F—RT, 2a—V—LE2Ey T v 7L, RIFEEHL
727547 L ASSLVPN HO B A Z~ A4 B — 3 o b BT £,

hostname# username seller attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # customization value salesgui
hostname (config-username-webvpn) # exit

hostname (config-username) # exit

hostname#

Jua—N) a7 4FXal—varE— KT, sales EWILARTDY T A7 b LA SSL VPN
Lo ard XA NN—TEERLET,

hostname# tunnel-group sales type webvpn
hostname (config-tunnel-webvpn) #

ZOE T 7 7 A xR L Csalesgui B AX~vA B —Ta AT LZEEABRELET,

gHInoraL, =T Ry o— s&U1—F— |



BEITOT7AL. TL—TF K o— B&v0a1—H— |

B 2220k 5547 bD FoRL TL—TFIzD0T

ATy TH

BER—ZAD

hostname# tunnel-group sales webvpn-attributes
hostname (config-tunnel-webvpn) # customization salesgui

ASAIZR A T HDIla—F—=NT T UFICANTLHT N A3+ 57— URL &
RELET, =L x1E. ASAIZIP 7 RL A 192.16833 NRESNTWAEAITL, FL—7
URL % https://192.168.3.3 IZ%E L £,

hostname (config-tunnel-webvpn) # group-url https://192.168.3.3.
hostname (config-tunnel-webvpn) #

07 A ERENEIE DDA — NESDLERGAT, aa T TR— NESEHEE
i?MMA@\:@UNJ%M%§ﬁ7E7T4W_7yEV7L\l_ﬁ S
https://192.168.33 121 7 A > Lc L TR RINDH B 7 A Y HEHIC salesgui A X~ A E— =
yrurrAvEEALET,

IKEV2 O SA T2 RDRURIL TIL—TIZDNT

MoV T NV—F, hoRVERA Y D—2 KL a— Rty b T, AAAY—/3—
BT A MR TN—TEREL, BT A—XEREEL, T ANV DI N—T R
Vo—%2THELET, ASAIL., P XV I N—T2NEHHNHRFEL T,

IPSec VE— T 7B ADT 7 4/ b b3/ 7 )b—71% DefaultRAGroup T3, 7 7 # /L b
MoV TN—TNF BET LI LT TEETR, HIBRT2ZLiTTEERA,

IKEV2 TIE, Blomr—h B8 LN F— MEIECLI 2 L CIERMRRE F N2 ETE £
(Oi R Jié'fij—ﬁ 2R LT i%ﬁﬁ;ﬂ\:ﬁ%*‘wu nﬁ%gﬁﬁ L. mé'fﬁ” XL T QE%%E‘}SDEi =%
EAPFGEZRECTEET) . Lo T, IKEV2EHEHAT 5 &, WiHFOMBRENENT DV
LT v ¥ L CRRRET DI FRRRE A E A CE £ (Fai A ¥ —. FEE. E72I1XEAP) .

DefaultRAGroup |d EAP 72 BAEHICRET DMERNH Y £, ZhuE, FEERGENFEN E DN
e s RV A G AYA i g W \_ﬂ%®7747/b§ﬁ%%m®k/zwﬁw— low o B
VITTHIEMTERNZDTT,

ZHER— D IKEv2 BED Y R—

ASA TiZ. RO IKEV2 BN FR— SN ET,
« INTERNAL IP4 ADDRESS/INTERNAL IP6 ADDRESS : IPv4 £7-1X IPv6 7 KL &

A

GE)  FTaT7NVREZv 7 (IPv4 & IPV6 DMFDOT KL REID Y T) 1%,

IKEV2 CiZV R — SN EHA, IPVT FL AL IPV6T KL AD
WG RER S, @ OT KL ANED Y TRIEERS AL, IPv4
T RUVADOHRBEID B THNET,

B 5oz L. S—TFRYS— BEUI—F—
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« INTERNAL IP4 NETMASK : IPv4 7 KL A2 Xv U —2 v A2

pap o4 t— [l

« INTERNAL IP4 DNS/INTERNAL IP6 DNS : 75 A < U /EH > %Y DNS 7 F L %

« INTERNAL_IP4 NBNS : 7J A < U/t H > % U WINS 7 R L A

« INTERNAL_IP4 SUBNET/INTERNAL IP6 SUBNET : 27U v b ho U ZDY Z |

« APPLICATION_VERSION : HEH I ET, £F =2 U7 1 LOBHENS, ASADNN—V g
UIEREGE LR NWE D IDRNE IR FEINEYA, EEL, 794 TV RRESS 2 —F
FORIZZOBMEZEDH Z LN TE, LFH23 ASA D vpn-sessiondb =2~ > R 7] & syslog

ICERSNET,

DAP D4 7R— bk

Vi AT EDODAP R Y U—FREEH AT HIZE, HTILWI FTAT o N XATD
IPsec-IKEv2-Generic-RA Z i L CZ DG Z A FNEFEDRY U —Z T 5 LN TEF

bé‘o
JE—FTI9ERRISATULD ORIV TIL—TER
RORIZ, VE—LT 7 B8R ZIAT MEHFRR N XV ITN—T F T a DU X
FNeRLET,
VE—hTI7RA| N7 | Z—7|GEHE DN A T FINN Th—TF ZD
S : — RL
7747~k /: 7 v v (DefaultRAGroup)
AnyConnect VPN 7 | %f )i PP I PP %Y
FAT b
Windows RIS EIEUne ot (m—An =3 | xS %Y
L2TP/IPsec v OREAEZ R
(AA v E—F D 5t)
IKEv1) « 72 L (PSK %4
L5E)
FEHER—Z D FERFIE FERTIE i (m—hr = [ ]
IKEv2 COREAEERZFEHT |,
o) GE)
S DefaultRAGroup k%
« 2L (EAP#GERME |V 7V — 7 EMHT S
F9 3154) RENPH Y ET,

gHInoraL, =T Ry o— s&U1—F— |
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BRER—ZXDIKEV2 V547 > FORBFEYR—

WRDFRNZ, fEHER—ZADIKEV2 Y FA T FEYHR—FINTWVWAHR

—;_‘O

\)

ESADY X bR L E

GE) A ROBIBRIZ, ASA ETiEARL, 72947 b EOVR—FOFECESE £, T
D EAP FROBFEIE, 7 74T L EAP P —R—[ITASAIC L > T X ENnEd,
EAP TRV R— KNI, 7347 k& EAP H—_—D EAP FROYFR— MFESx£9,

92547 k%24 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SIERE D H PSK
JIFRFEA K
Linux £ YL « ISE : %) * ISE : %t K his PP
StrongSwan B B
« ACS : xfIis « ACS : Xt
» FreeRadius : » FreeRadius :
PSS PSS
* FreeRadius #% * FreeRadius #%
o AD : %t o AD : %t
1[:\ ‘l:‘
Android o™ AL « ISE : %this FExH IS PSS EAYI®
StrongSwan .
* ACS : xfi
* FreeRadius :
PSP
« FreeRadius #%
o AD : xf
I
Windows 7/8/8.1 «ISE : %I « ISE : %fJis L % bt NA

« ACS : %fhis

 FreeRadius :
PSS

* FreeRadius #%
D AD : %t
I

« ACS : I

 FreeRadius :
PSS

* FreeRadius #%
D AD : %t
I
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EER—2D IKE2 7 517> roRiEsr—+ [

254 F7> k44 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SEEAZENDH PSK
TIBEEAK
Windows Phone < ISE : i <ISE: il |REE7sL L L
« ACS : Xf)in « ACS : X})is
* FreeRadius : * FreeRadius :
PSS PSS
* FreeRadius % « FreeRadius 7%
o AD : xf o AD : %t
Samsung Knox PP « ISE : )i « ISE : xf)is K hix ML
* ACS : Xt * ACS : Xt
* FreeRadius : * FreeRadius :
st i st i
« FreeRadius % « FreeRadius %
Hd AD : xf Hd AD : xf
S N
i0S 8 « ISE : %) ISE: Rt |l xHiE SIS
« ACS : %fIis « ACS : %fhi
 FreeRadius :  FreeRadius :
i i
« FreeRadius #% « FreeRadius #%
D AD : %f D AD : %f
;[L\ ‘I:D
Android XA 7 1 |#E%7e L « ISE : %) P K his ESII
77547 b

« ACS : Xt

FreeRadius :

FreeRadius #%
H® AD : %I

~
L
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B sasamzmoen

B HEIBAE SRR D END

vwﬁﬁﬁﬁiw,&@j’m FNa VAR ER L, INEH Oy a Ly XA S TRHATES L

CERRRGET e Fa A MEESNE L, 7 T4 T v FSSSLES 21T o THERTREE A
Eﬁﬁﬂ“é &L B SSL RN T/, ASALX, 774 7 v MSGERAERGEEZ ML E L LY T
AT FEAEEZER L TWAZ LR LET,

ASAIE, VE—FT IV RAZATD bR TL—F0 AnyConnect 7 7 A 7 >~ HEKeI LB
WEBREERELET, PRI N—T = B 70E, GEAEL—V <=y B2 7 group-url
REDMEOFETETINE T, MEREIEFIETIZISA Ty eI n—FEhE
bg‘o

1
tunnel-group <name> webvpn-attributes

authentication {{aaa {certificate | multiple-certificate})| saml}

POREA T 3 UE AAA DI, FEEDO A, BHGEHED A, AAA LFEAIE, AAA
LHEHGEAE, B X OSAML T,

ASA (config) # tunnel-group AnyConnect webvpn-attributes

ASA (config-tunnel-webvpn) # authentication?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
saml Use SAML for authentication

ASA (config-tunnel-webvpn)# authentication multiple-certificate?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
<cr>

ASA (config-tunnel-webvpn) # authentication aaa?
tunnel-group-webvpn mode commands/options:
certificate Use certificate for authentication

multiple-certificate Use multiple certificates for authentication
<cr>ASA (config-tunnel-webvpn) # authentication aaa?

EAPID ZHG T H-HDI T IDA T a vDERE

Microsoft Windows 7 IKEV2 77 7 A 7 > MiX, Cisco ASA H—/3—M kL RV F— T R IfHE
HATERVWEITTHEDIZ, IPT KL RA%EA X —F v b F—5# (IKE) ID & L TE(E

LET, ASAIZ. ASADNY FA T Finb AR EAPID Z 3 T& % X 512, EAP RGEH

O query-identity 7> g AN L TRET HDLENRH Y 7,

SEAER—ZOPEIEOLESIT. kD X 912, ASA ¥—3— & Microsoft Windows 7 7 A 7 >
 OFEAZICYEE X —E VL (BKU) 74—V RDREEN TV DLMERDH D 77,

« 7T AT MNEHETIE, EKU 7 4 — /v R=27 F4 7 MNRGEEHETT,
o P— N—FEBETIL, BKU 7 4 —/V R = — N —FBRERE E T,
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FIE

EAPID 2MET 2-00s Ty D AT 3 nst |

FEBAZE L. Microsoft Certificate Server £ 72 1LZ DD CA — X—nHHETE 9,

EAP #FEFED A 1%, Microsoft Windows 7 IKEvV2 7 T A 7 > h M EAP BEsR ORIC EAP ID 2
RE/FGHET, 77472 MIEAPID BXR%ZiEET 2I121%. IKEV2 ASA ——ED h 3
N T N—T T a7 7 A LNTquery-identity ¥— U — RBFRESNTND Z L 2R LT
éb\o

\}

GX)  Windows TAZU v b b3 I NRETTE D L HIZIKEV2 Tid DHCP Y T3ZE 03 VR —

ATy T

ATy T2

FERFET, ZOEEE, IPvda A7) v b b U U TBETOLEIEL 9,

Bl 2 A 7% IPsec VE— b 7 7 B AICHRET HITIE, tunnel-group 2~ FE A LET,
321, tunnel-group nametypetype ¢34, = :(\ name 14 k2 SUL Z b —F 1o ) T B4,
RICHY | type I b FNDH AT TT,

WORFITIE, IKEV2 FRiHEA 5 — 7% 44kkaol59636jnfx [ZF%E S E 7,

hostname (config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

GE)
FREE SET 9 5121E, ikev2 remote-authentication pre-shared-key =~ > NE 7213 ikev2
remoteauthentlcatlon certificate 2~ > RERET HMENH D £7°,

BEER—ZADH— RN—F L IKEV2 UE— s 77 EBR 7 T7A47 v MM LIz —3 —38GE
Y AR— T 55 E U TIRRZEGEY 7 k2L (EAP) ZIEET HI1T1E, ikev2
remote-authentication eap [query-identity] =~ > FZ#EH L £9°,

GF)

UE— MBRETEAP &2 A 12— 7 /M T HITIE, AEEEZHEH L Ca— D58 ikev2
local-authentication {cernﬂcatetrustpoint} avy REMEHLTEN R N T A MRA > I\ 7&&73
TAVLENDY iﬁ‘ *7 ) Liﬁb)of_ i EAP muuﬂig;kz} ?Eréﬂij—

TIAT N, VE—FRIEHICREENTZA TV a roF_RTCTIER, —HafEfcx
HENCTHEROF T arnHY FT,

IKEV2 Bt DB, R R Z—F D~y B 7T, U E— MR T& 238352
(PSK., REHIE, BLUEAP) & — W AGRREICfEH T& 2R8GEH A (PSK 36 L OGEIE) |
;toJ:Um—ja/I/quT@Eﬁﬁﬁ”é NTARNKA Y NERFETLHZHERHY £5, BlE, v v
TOFETICIE, T ERIXETHHED 7  — FOEN TS GEE~ Y 72H/H) Sh
FIKEID MERA SNE T, Wil 4 7y a v DNERRLESAIE. BEEENT 740V DY
%ab?ﬁ?z%V?wﬁw~wammMmmr7/Eyféhiﬁom%iv/fﬁ

VE—h E7PIEHECHEIESNTZBAICOAEHA SN AT a T, 2O~y itk
Uxﬁﬁéb/%w7ww7m®7/t/7ﬂﬂ ETY, EHERGEOHE DA, N—LE T
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. INR ) — REIEFHD Microsoft Active Directory D E%TE

ATvT3

X774V FOREXFEA LT R R ZA—FOSRBMThbNE T, EAP #iFE L U PSK
SEEDOE AL, 7 I9AT v b (b XV IN—TZN—8T 575747 +) OIKEID £7-
IIF 74NV FOREXHEH LT R b ZA—7OEBBNITONET,

APFEFET, 7 747 FAIKEID & 22— —4 ZERIIZERE TE 2V EA X, DefaultRAGroup
F/Zw7w~7%ﬁﬁ¢éb%#%©i¢o

WOHFITIE, EAP FRFEERMER S TWVET,

ciscoasa(config-tunnel-ipsec) # ikev2 remote-authentication eap query-identity
ciscoasa (config-tunnel-ipsec)# ikev2 remote-authentication certificate
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678
ERROR: The local-authentication method is required to be certificate based

if remote-authentication allows EAP

ciscoasa (config-tunnel-ipsec)# ikev2 local-authentication certificate myIDcert

KEERFLET

hostname (config) # write memory
hostname (config) #

U@ CH D Z L MR T 512X, showvpn-sessiondb summary % 72 (3 show crypto
ipsecsa 2~ RZ2HHLET,

INA ) — P%EE%O) Microsoft Active Directory D% E

FEEIZLDAP 7 4 L7 N U == L T 5 5E, /XA T — REBLL Sun Microsystems
JAVA System Directory Server (IH4 #RI% Sun ONE Directory Server) 33 X Uf Microsoft Active
Directory ZfH L CHA— hIivE 7,

eSun:SunT 4 L7 hU =27 7 BATHZDIZ ASA [TFEE STV S DN 3,
Y= R—=DF T 4 )V h NRAT—=R RV =T VA TELHLENRHY £, DN & L
T, T4 V7 NUVEHE, 37017 N EHEHERE S 2 —Y—2MHTBHZ L
EHEIRLET, F03. TR SR — R ERY —IZ ACI 2R ETX 7,

* Microsoft : Microsoft Active Directory T/NA U — REB A A x—7 /LT 521X, LDAP
over SSL ZiXET DN H Y £,

Microsoft Active Directory T/NA U — REHZ T 5121X, —ED Active Directory /37 A —
5% RE L, ASAT/RRAT— REHEZE ﬁ#éﬁ%#%@i# ZOHETIE, SEIERSA

— REBT 7 ¥ 3 IZE T D Active Directory DX EICOW T LE T, 5O
MMMAﬁwﬂxﬁwF%ﬁﬁ4* TN o TOT, KIET H/3A T — REB BN R E
SINTWLZEEAHEE LTWET, ZOHOREDFIATIL, Windows2000 IZ351F 5 Active
Directory D HFEIZE M L TWET, ZOHETIL, FBFEICLDAP 7 4 L7 R U H—_—2%ffi
LTWbZ EahifEs LTWET,
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REOY A VBRI — FOEEEL—+—(238%F 5 7= Active Directory DA ]

REIAT A VBFICNRT— FOEREZ1—H—IZ3&H9 5 7= D Active Directory D 1§ A

WEla 7 A VR == NAT — RO 2 o2 — P — |25 5 121E, ASAD ho s
N—T— k@27 4 ¥ 2 L— 3 F— K Cpassword-management 2~ > R&fE L T,
Active Directory CIRDFNEEZ FAT L E T,

FIE

AT w71 [Start] > [Programs| > [Administrative Tools] > [Active Directory Usersand Computers] MDJIE|Z 3
RLET,

ATwF2 £V v LT, [Username] > [Properties] > [Account] % &R L £,

AT w73 [User must change password at next logon] = v 7 R v 7 A% AN LET,
IOa—WF—NRREa A THEXIZ, ASATROZT v 7 MRERENET [Newpassword
required. Password change required. You must enter a new password with a minimum length n to
continue.] fg/PNE/NA Y — RE niL, [Start] > [Programs] > [Administrative Tools] > [Domain
Security Policy] > [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] T
Active Directory ¥ ED—# & L T E T&E £7, [Minimum password length] Z#4R L £ 9,

Active Directory ZFER L=/ \XAJ— FOZXKEHBHDIEE

X2 VT4 2R T D7D, —EOBERREE SA T — RBRHIREINICR D X5 IZHRET
ETET, 2P — RRU— NOFERAEDBEEZFET HI21E. ASA D bR T V—T %
BT 7 4 ¥ 2 b—3 3 > F— KT password-management =~ > K& F57E L. Active Directory
TIROFIAZFEITLET,

\}

GE) LT, AU — ROAZBEROBREREE FATT LD N RV T N—T VE— T 7 &R
AT 4 Falb—varO—fe LTHEIILTUV radiuswith-expiry =~ o RIZIEHELEIC
RoTWEY, Zoavr N, PRI =T —RkEEE—-RTASND
password-management =1~ > RICEZ#iz bk,

FIE

AT 71 [Start] > [Programs] > [Administrative Tools| > [Domain Security Policy] > [Windows Settings] >
[Security Settings] > [Account Policies] > [Password Policy] Z %R L £ 9,

AT w72 [Maximum password age] # % 7V 7 U v 7 LET,
AT w 73 [Define this policy setting] &= v 7 R v 7 A% 412 LC, #F A9 5 [Maximum password age] %
AHACTHRELET,

gHInoraL, =T Ry o— s&U1—F— |
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. Active Directory % {1 L f1=fx/N/ X 7 — KR O34

Active Directory Z{#F L 1=/ XX D — FRD&H|

FIE

ATy
RATvT2
ATv73
ATvT4

IRAT — ROF/NNEZEREIT 521X, ASAD bRV T N—T —fEkEa s 7 4 FaL—ra
> %&— KT password-management =~ > K& FiE L. Active Directory TIRDFNAZ FEIT L E
T

[Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] %8R L £ 9,
[Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] Z &R L £ 7,
[Minimum Password Length] X% 7 /v 7 U v 7 L7,

[Define this policy setting] = > 7 R v 7 A% A N2 LT, /SAT — RIZED HUEN B D/
FEERELET,

Active Directory Z{EFH L f=/XX 7 — FDEH D& H

FIE

ATy

ATy T2

ATvT3

BRI RAT — R 72 & 203, RUFE/NFE, BT BLORELF 2L\ AT— N3
KT DT, ASAD M FATN—T —fEEEa 7 4 X2l —v gy F—RT
password-management =~ > K% AJj L. Active Directory CIRDOFNEZ FITLET,

[Start] > [Programs] > [Administrative Tools] >[Domain Security Policy] &R L £3 ., [Windows
Settings] > [Security Settings] > [Account Policies] > [Password Policy] Z#R L £ 9,

[Password must meet complexity requirements] % 4 7 /L' U » 7 LC, [Security Policy Setting] 4
ATarl Ry 7 AxHEET,

[Define this policy setting] &= > 7 7R v 7 A% 4|2 LC, [Enable] ZE4R L £,

IRA T — ROBEMEMEDBRENL, 2 —F—N 2T — REEFEF R L X ICFTFECY £9,
7=L 2, RElae 7 A VRIS A T — REEZEHIT 5, E0En BRI ANAT — RBHARY)
MU D EOWCRE LA TT, al A4 VR, HILWSRAT—ROANEZRDL T T
FRERSI, VAT LIEMEIRSIAT — RET &2 ANE T,
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AnyConnect & 51 7 > k %+ — k3% RADIUS/SDI # v £t—UniEmTn 77 1 Lot [

AnyConnect 7 54 7 > kb ZH7R— 9 % RADIUS/SDI A v t+— D%
IO T7AILDERE

ZOIETIEL, RSASecurelD V7 FU =7 h—2 U&7 % AnyConnect VPN 7 7 A 7 2 |k
R, SDIH— =27 mF 9% RADIUS h—"—fFHTZ 747 MIEfEsh o2 —H—
TurF MIELSETE D LT 2 FIRICOWTHHAL £,

N

GE) CHIBFHERE AR E LA, SDIFRGEIE T T A <~ U RGE Y — =TT R — |k éﬂij«

U E— h =—%—7% AnyConnect VPN 2 7 1 7> b T ASA [ZH&t L. RSA SecurlD h—2
ML CRAEEZRA D & ASAIZRADIUS — 3— LiB{E 21T\, I, FREIZ DWW T SDI
P N= LR EITNET,

FFEDOMIZ, RADIUS — NEXASAICT 7 EA F vy LY Avb—V% R LET, 26
DF ¥ LY Ayvt—UHIC, SDIV = bDT XA REEGTIREA v E—URH 0 3,
DA yE—T FTFA NI, ASA 2 SDI H— 3— L EEHEE L TV 5854 & RADIUS 7' &%
VEBHLTHEELTWDGE L TRRVET, £D72®, AnyConnect 7 74 7 M IZTHA
T 4 7 SDI r— =L LR S5 72012, ASA X RADIUS H—N—=nHD X v E—T%
T HMERH Y F5,
F/o, SDI A v E—UE SDIV—N"CTHEABTHLITD, ASADAvE—T TFA DL
REZNL—EN, SDIV— DA vt—VTFA N —HTIMERHY T3, —H LW
A\ VE—-KNIIAT v b a—WIEREINDIT T A, BFETICHNELEINET 7 s
XL THEBITRWEANH Y 3, £D72D, AnyConnect 7 7 A 7 > h BISETE T,
) .&75)9%%@‘%67 EMERH D F97,

RADIUS/SDI A vt — %R — 23200t X=2 T 4 TFITAT L ADRE (47 =—
V) 74T hE SDI Y —AR—HOFGEEHERIZH IS X 92 ASA 5% ET D HIEIZ
SWTEHIRALET,

RADIUS/SDI » vt — & HHR— T B31E=0DEX1) T4 FTSATUORADETE

FIE

ATy I

SDI [# 4 @ RADIUS J&E A v B—T IR L. AnyConnect 7 7 A 7 > b —H — |7
savEROL T LT NaeRTTHLOICASAERRET AT, ROFIEEZFITLET,

h RN T N—" webvpn 2> 7 4 F 2 L—3 3 F— KT proxy-auth sdi =~> RZHH L
T, SDIH—— L DEHEFEZ VI 2 b— T 5 HET, RADIUS & A v — U &Rk d
67”_&50)&@&7 0774 (v I N—7F) Z#FELET, SDI YV — "—IZFRiEE D
a—HF =T, ZOERT R T 7 A NEN L TERTOLERH Y £7,

51
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B rrowssol v t—SEYR— LT BEOOEELYTF A FTSATUROBRE

ATy T2

hostname (config) # tunnel-group sales webvpn attributes
hostname (tunnel-group-webvpn) # proxy-auth sdi

ho RN T N—T webvpn 227 4 ¥ a2 L—3 3 > F— KT proxy-auth_map sdi =~ > R & f#
A LT, RADIUSH— =l L o> TEEEINDIA v -V TR N 2EREIT B —ET
%5 RADIUS J6EA v E—Y TF A & ASA TRELET,

ASADMERT DT 74V FD A vE— 7% & MME, CiscoSecure Access Control Server (ACS)

THEHEINDT 74V FDAvE—Y TF A2 M TH, Cisco Secure ACS i LT\ T, 7

THNIEDA =Y THRAMEEHLTVDSEE, ASA TAYE—Y THF A MERET D
VEIIH Y A, FRUSOEAIL, proxy-auth mapsdi =~ > REFH LT, A vt&—
TEAMRETLHLIICLET,

WDFRIZ, AvE—Ya—F, 74/ FORADIUSIGEA v =V THA b, BLUOEA v
T OMREE R LET, ¥ X2 VT4 T T IA T VAL, TR ENDNER LT
BB DI, A vt—U 7 F 2 MUEHT 2 3CFFNIMNOSCFFN O 78 > hTidzen
LT HDVENDLY £7°,

72& 21X, TnewPINJ 73 new-pin-sup & next-ccode-and-reauth Dl 5 2%t 5T 7 4 /L b D A >
=Y TXA MOV TEY N THDHELET, new-pin-sup & new PIN] & L TEE L7128
a. BX=2VT7 0 77747 AT RADIUS H— 3725 [new PIN with the next card code] %

=N

2fE4 % & next-ccode-and-reauth = — R Tid72 < new-pin-sup = — R &7 F 2 A MG L E T,
SDI#fEFa— R, F 74N DAy E—Y THZX M BIOA vE—V DR

Awt—Ta— T T4 D RADIUS & | #EE
k HEAyE—T FER b
next-code Enter Next PASSCODE Z—HZ PIN Z AHHFIRDO h—27 > a— K& A
VAN RRAVA YAy sV a3 N DY S S
new-pin-sup Please remember your new | g1 L\ 3 A5 AD PIN BNt X T Y . =—HFIC

PIN ZDOPINZFRTHILERLET,

new-pin-meth

Do you want to enter your
own pin

B LU PIN OAERRIC E D LW PIN X AEH AT
Nrea—PicEmiaE T,

new-pin-req Enter your new ZI—PERDPINZANTHI L HERTH L&
Alpha-Numerical PIN RLUET,
new-pin-reenter | Reenter PIN: Z— AL U 72 PIN OFEZRD 72 D12 ASA DSNEBHY
WHEHALES, 2—Ficrm 7 M EFRRETIT,
7 AT M PIN ZHER L £,
new-pin-sys-ok | New PIN Accepted —FNREME L7 PIN RZ T AN LN D E AR L

£,
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A yt—oa— | T T4I)L b0 RADIUS [T | HAE
N BEAvE—Y THRbE

next-ccode-and-reauth | new PIN with the next card | PIN#:/EfS. RD N —27 a3 — N&EF->Tonnb, 33
code DIDIZH LWV PIN ERD h—2 > a— ROl %
ANNTDHUERDDHZ L a—FITRLET,

ready-for-sys- pin | ACCEPT A SYSTEM LR AT KRR O PIN 1%} B MR TX T
GENERATED PIN 5B T L ERTT-DIC ASA BNERRIICHE L £,

OB TiL, aaa-server-host E— F{Z AV, RADIUS It A v & — new-pin-sup D7 F A k&
ERELET,

hostname (config) 4 aaa-server radius_sales host 10.10.10.1
hostname (config-aaa-server-host)# proxy-auth map sdi new-pin-sup “This is your
new PIN”

N O [e]
JIL—T R o—
ZOHTIE, IN—7 KU =L ZDOREFIECHOWTHHL LT,

TN—"" R —i%, 1PSec BHfi D2 —F —BHH DB L EOXT Ny MIRob O
T, T3 AZNEH) (m—H)V) IZRAFEN D0, IMHBOD RADIUS H— N— 2R fF &S E
T, B w7 7 A VT, MR, =B ORMERET H I N—T R Y
veRNMERHESNET, IA—T RV —EEHTLE, 2 —F T —D I L—T I
By NERRZEHATE DT, 22— =L I BEEERICHEET AHLERH Y T8
Ao
=PI N—T RV —ZFV YTy, FFEOZ—F—D I N—T R —%EHL
20452, Fua— b a7 4 Xalb—y 32 F— RTgroup-policy =2~ K& AL
£7,
ASAIZIX, 774N EDOITNAL—T R —NEENTVET, BRI TETHHIRIZITE R
WF T IV MO N—F R =2z, BOOBREICEAD 1 DU ED I LV—TF R 2—
BERRT A b TEET,
W%ﬁw—f%)y—&%%ﬁw—f%)y~%§ifgi¢ WER 7 LV — 713 ASA DNHES
—HR—=ATHRESINET, IR L —T 1L RADIUS 72 & DA — R — IR E SN E
#oﬁw—7ﬂikw— X, ROBMERH Y £,

* Identity
F D
I TAT U N T AT T4 —VORIE

s hoxVU VT T han
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* IPsec DR E

eN—RUxT 74T NDRE

* Filters

I TAT b AT 4 Falb—Ta VDORIE

« RO IE

FIAXILEDTIL—TR)—DLER

MAfﬁ\?71»%@7w~fﬁuy—ﬁ%&éhi¢o:@?7jwaw~fﬁu
AT CTEEIN, BRI TEETA, T 740 DI NV—TF R —i, DflitGrpPolicy
kwo%wTAMf“’ffLTwiT# CDOFTFNIDITN—T R —i%, ASA T
ENEHERTDEICHELRWIRY BCIERY £HA, ZOMDITN—T R v —%3%E
T 50, BHRIICHEE LRWBEOEIZT 74V b NA—F R —nbiE SN E 7,

\}

(G£)  DfltGrpPolicy ([ZFE SN TV D (ZDHIZHID M THi7z) §XTD AnyConnect 7 7 A 7

N 7m 77 A% A7 (Network Access Manager, Cisco Umbrella 72 &) % % ¢e AnyConnect 27/

TAT N TaT7 7y ANE, o7 —7 K Y 2—05 DiltGrpPolicy 7> H#kK T 5 X 9 IZHR

ANZERE S TWRWRD | D 77— R Y & —Il2 k- ’C?ﬂ!ﬁk SNFERHA, DFEV, FFED

AnyConnect 7 7 A 7> b 707 7 A VNI N—T K 2 —TREINTWDHEA. DitGrpPolicy
BT 54T D AnyConnect 7 74 7> b a7 7 /l’/l/ IR S LEE A

FIZHN DT N—T R —mFRTHIE, kOa<wr REANLET,

hostname (config) # show running-config all group-policy DfltGrpPolicy
hostname (config) #

TNV NDOTN—T R —%FETHITIE, WOa<wr Re AN LET,

hostname (config) # group-policy DfltGrpPolicy internal
hostname (config) #

N

CE) FTI7FNVIDITNA—TF R —iE, wIZHNE (internal) TY, =2~ RO TIE

hostname(config)# group-policy DfltGrpPolicy {internal | external} T4 23, % A 7 %74 (external)
WCEWTHZ LI TEXERA,

TI7ANNDTN—T R o—DEEDOREMEEZZET T 5551X, group-policy attributes ==~
VREMFHLUTEEE—RNIAD, 20%, ZEXNROBEEEET L0 Da~v s REEE
LET,
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hostname (config) # group-policy DfltGrpPolicy attributes

N

GE)  EMETE—FENHILV—T R o= JEHAINET,

ASA TR END T 7 4V D7 )V—T K U 2— DftGrpPolicy I, KD LY TH,

hostname# show run all group-policy DfltGrpPolicy
group-policy DfltGrpPolicy internal
group-policy DfltGrpPolicy attributes
banner none

wins-server none

dns-server value 10.10.10.1.1
dhcp-network-scope none
vpn-access-hours none
vpn-simultaneous-logins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client ssl-clientless
password-storage disable

ip-comp disable

re-xauth disable

group-lock none

pfs disable

ipsec-udp disable

ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipvé-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value cisco.com
split-dns none

split-tunnel-all-dns disable
intercept-dhcp 255.255.255.255 disable
secure-unit-authentication disable
user—-authentication disable
user—-authentication-idle-timeout 30
ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none

leap-bypass disable

nem disable

backup-servers keep-client-config
msie-proxy server none

msie-proxy method no-modify
msie-proxy except-list none
msie-proxy local-bypass disable
msie-proxy pac-url none

msie-proxy lockdown enable

vlan none

nac-settings none

address-pools none
ipvé-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none

gHInoraL, =T Ry o— s&U1—F— |



B 7% s—onx

SN—7 R

BEITOT7AL. TL—TF K o— B&v0a1—H— |

client-access-rule none
webvpn

url-list none

filter none

homepage none

html-content-filter none
port-forward name Application Access
port-forward disable

http-proxy disable

anyconnect ssl dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface private none

anyconnect firewall-rule client-interface public none

anyconnect keep-installer installed

anyconnect ssl keepalive 20

anyconnect ssl rekey time none

anyconnect ssl rekey method none

anyconnect dpd-interval client 30

anyconnect dpd-interval gateway 30

anyconnect ssl compression none

anyconnect dtls compression lzs

anyconnect modules none

anyconnect profiles none

anyconnect ask none

customization none

keep-alive-ignore 4

http-comp gzip

download-max-size 2147483647

upload-max-size 2147483647

post-max-size 2147483647

user-storage none

storage-objects value cookies,credentials

storage-key none

hidden-shares none

smart-tunnel disable

activex-relay enable

unix-auth-uid 65534

unix-auth-gid 65534

file-entry enable

file-browsing enable

url-entry enable

deny-message value Login was successful, but because certain criteria have not been
met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information

smart-tunnel auto-signon disable

anyconnect ssl df-bit-ignore disable

anyconnect routing-filtering-ignore disable

smart-tunnel tunnel-policy tunnelall

always-on-vpn profile-setting

FTIT NN TN—T R = IEFARETT, Fiz, BEICEAD 1 DU EO T V—7 K
V—HEERT AL TEET,

Y,
v—MDEXTE
TN—TRY —id, I _XTORFED b U@ TEET, EHH08AL, T A—X

BRI ESN TCWRITNIE, FO70V—13F 740 8 Z—TF R —DfE % FE
LET,
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REZAATIZ, Yo aryTxART—RERIYILF a0 TF A b T— RO TELT
TXEJ,

Y

GE) ~nAF ar7FA N E— RIIKEVI BEOIKEV2 A MY —H A MDA S i, IKEv]
IPSec @ AnyConnect, 77 74 7> h LA SSL VPN, Apple R 7 47 VPN T AT I,
Microsoft %A 7 4 7 VPN 7 A4 7 b, 720 cTCPIZITEmHAINET A,

NETI—T R O—DERTE

FIE

ST N—T R Y =D RMHEEICIE, FBET DB — " —DEN BTG SN E T, SRS —
TR —DEAIE, ASAWEMED Y =) —%2FITTEDLAAA T — =T N —TEREL,

Z DN AAA Y —N— T —T D B BT 5 & X IERT 32T — Fmbﬁz?“éz\
E0d Y £3, SNEREEY — N — & LTb\“C NI N—T R —@MEn, BFET 5 T

ED 22— —L[F L RADIUS Y — = H D556, TNODOMTARINEBE LWL SICTD
WVERH Y £97,

N\

GE)  ASATONEZ NV—T41E, RADIUS Y —_—Da—H—£ZHZMLTWET, DF D, ASA
WA N—T X B E L1286, RADIUS h— " — 37 = U —% 2 —H— X |29 5%
FRERZRLET, LEN-T, MR V—71F, ASA 1T & » THEBIZ2 B BE 2 £5-> RADIUS
P—R— LD =T h U MNITEEH A, BTNV —T BENRGET 2 PED 2 —H —
& A CRADIUS r— N—ZHFET DA, TNOOR TARIZ#EEI TS Z LIXTEEHA,

ASA 1Z, 458 LDAP % 7213 RADIUS H— _—TO a2 —H—38iF & R — b L CnEd, FM
P N—ZfHT 5 X DI ASA ZRET HREIIC %@JiﬁASA SR EEAEE L T — R —%
BREL., TNO0RBEOY Ty b bE A 0>:L~4)L WK DRFEDFF Al 2 HN 0 YT HLE
N E£T, S ——ZHET DHITIL. VPN DI AAA Y — R — D% E ORIt > T
<&,

ST N—T RV > —%FRET HITIEL, IROTFNEAZEFAT LT, server-group £ & /XA T — R &
EBILTN—=T R v —DAHTL XA T ELET,

hostname (config) # group-policy group policy name type server-group server group_name
password server password

hostname (config) #

GE)
N T N—T R —DFE, PiR— s EIhd AAA —3— ¥ 1 71X RADIUS 72 T,
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B mso—7%us—okm

el 21X, WO~ RiE, ExtGroup & WO ARTOINTE 7 V—7" R Y —MERLET, =
DT N—=T"RY > —=DJFEMIL, ExtRAD &\ 9 A HTOAMEBRADIUS - — S—n b HUF S 4L, &
MEIST 5 & &I S DH /32 YU — K3 newpassword [ZFEE S VE T,

hostname (config) # group-policy ExtGroup external server-group ExtRAD password newpassword
hostname (config) #

G¥)

VPN DA AAA H— N— D% E IZH SN TN D L 912, WL 20D ¥ —[EH A @ E
(VSA) Z#%ET& 9, RADIUS— "= Class &I (#25) ZiRT L HIICHRESNTWD
e, ASAlL., ZNV—T7 X OFRFEZZEDEMEZEH L £ 7, RADIUS —"—TiX, BIEIER
DX THRET 24 E R H VY £9°, OU=groupname, =~ Z T, groupname !, ASA TiHE I
7= n—7% L [H—7T7, 5, OU=Finance,

NEBT IL—T R —DIERL

WEZN—TF R —2RETHITIE, a3 T4 X2l —ar B— FefBLET,
group-policy 2~ ]\“5:1%% LT, ZV—7 R —D4Hi& internal A 7E2HBELET,

hostname (config) # group-policy group policy name internal
hostname (config) #

7o & 21X, WD =3~ R GroupPolicyl & W I A RTONEZ V—7 KR Y v —%AER L ET,

hostname (config) # group-policy GroupPolicyl internal
hostname (config) #

)

GE)  WolzAER LI —7 RY —OARNTAERE TE A,

F—TU—FKfromZEML CEEFORY o—DAFIZHRETHZ L., BEFOIN—7 R
V—Dfixat’™— LT, NI AL—F R > —DEMEEHRETEXET,

hostname (config) # group-policy group policy name internal from group policy name
hostname (config-group-policy) #

7= & 2iE, o a< > RiZ GroupPolicyl D% =2 £— LT, GroupPolicy2 & > 9 4 i DN
IN—T R —=ER L ET,

hostname (config) # group-policy GroupPolicy2 internal from GroupPolicyl
hostname (config-group-policy) #
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| #eTnorq0, YL—FRYS— BEUa1—¥—
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—RHIGREB T IL—T R —BHEDERTE

TN—TR)—4

TN—T" R T —DLENINEE T N—T R o —DOERBFICRIR SN TWET, oz AE
RENTZITN—T R O —DARNIEFE TE T A, FMICONTIE, REZL—F R 2 —
DIERL (54 =) BB L T 7Z &0,

ON—TRYS—DNF— A vtE—LDHEFE

KRTHNT—F30EA v =2 (B25HE) 2WELET. 7740 M T, AN —IX
FTrREINETA, BELTEAY®E—VIT, VE— I IA TV "R ERLIZEXIZ, TV T
AT MIERENET, NF—ZEETDHINI, V=T RV —ar74FXal—3
> %&—RKThanner 2~ KZANLET, NF—TFAMOEXITS500 LFETTYT, &
IHREATERAT2551E, ) =722 AN LET,

VPN UE— R 72534 T7 2 FTOu T A U BICERINDEERB NN —DFR X3, ASA N—
291951 T510 ~ 4000 STFIZEMLUE L,

)

GE)  ANF—HNOERYITIZ, 2 X FL L THAONET,

NhE—ZHIBETDI2E, Zoa<xwr FonBEXE2 AN LET, Zoa~vr RonoBEX A H
THLE, ITN—T R —DFT R TCONRFT—NHIRINDZ EITEE LT,

TN—FRY =%, BIOTA—F R Y o —0nb ZOEEZMETE LT, MEaRL 0K
T BT, ROLHIT, N F—XFINOEEEETHRPVITnonex—T7— K& AL
‘ij‘o

hostname (config-group-policy) # banner {value banner string | none}

WOHNE, FirstGroup & WO ZFTD T N—T R U o —Z\F—%EkT D HiEERLTVE
D

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# banner value Welcome to Cisco Systems ASA 9.0.

JE—F 7O EREHEDT7 FLA T—ILDIETE

VE—RNTI7RAZITAT 2 MBASAIZHERT D6, ASAX, BEticfEESNT s/ v—7
RY —IZHASNTIPVE F7201XIPV6 T RL AR 7 54T MIEID Y TAHZ ENTEET,
o—Hh)L T RUADOEYD B TCIZERATA2HRK6HOa—IL 7 RLRA 7F—1DY XA NEIRE
TExF3, Y NVOEEEFIZTEETT, ASATIE, Z0a~vy R AEEE LFIEFIC
HE-T, FNHDT—INET RUARED B THENET,

gHInoraL, =T Ry o— s&U1—F— |
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B mso—FRKus—~nPu7 LR T-L0RY 5T

RETI—T R —~DIPvBT7 FLR T—ILDEIY HT

FIE

&

ATy T2

ATvT3

RTv74

ATy TH

IR& HEIIZ
IPvd 7 RL A F—)L&aAER L £,

IN—TF RV —ar7 s Xal—rarET—RRElBLET,
group-policy value attributes
i -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv4-pooll, ipv4-pool2, I X Wipv4-poold &S AHTDT N LA 7 —/ L% FirstGroup 7 /L—7
RY—ICEVYTET, F—F RY v—2ix, ZKRK6EOT RLA F— L EiEETEE
j—O

address-pools value pool-namel pool-name2 pool-name6

1 :

asad (config-group-policy)# address-pools value ipv4-pooll ipv4-pool2 ipvé4-pool3
asad (config-group-policy) #

EE) IN—7RY —FENLT RLA F— 1 ZHIBRL, 7 RLVA T—L@#EERELT
DefltGroupPolicy 72 & DD V) — AN EH DT K LA 7 — WA # & k&3 5121%, noaddress-pools
valuepool-name =~ > R& A L £,
no addr ess-pools value pool-namel pool-name2 pool-name6

&1

hostname (config-group-policy) # no address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
hostname (config-group-policy) #

(%) address-poolsnone =~ KX, AU —0Dp|D Y —A (DefltGrpPolicy 72 &) 7256 2
DEMEMAT I 2T =TI LET,

hostname (config-group-policy) # address-pools none
hostname (config-group-policy) #

(f£#&) noaddresspoolsnone =~ > Ri%, address-poolsnone =~ K% 7 /L—7 K L —
MHHIRL T, 7740 ME (fREOFFA) IZRLET,
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hostname (config-group-policy)# no address-pools none
hostname (config-group-policy) #

RETI—T R —~DIPv6 7 FLR T—I)LDEIY HT

FIE

ATy

ATy T2

ATy 73

ATvT4

IR HEIIZ
IPv6 7 FLA = La{E LET, VPNDOIP 7 RLZAEZZBBL T &V,

IN—TF RV —ar7 4 Xal—rarT—RElBLET,
group-policy value attributes
i -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv6-pool &\ I A RTDT KL A 7 — L% FirstGroup 7 /b—7 RV L —ZE|0 ¥ CTE4, ZL—
FRY—IZlE, R 6MHDIPv6 7 KL A F— L &2E DB THZENTEET,

1 -

Z OFITIL, ipv6-pooll, ipv6-pool2, I L TN ipv6-pool3 73 FirstGroup 7 /L—7 R U I —IZH#| Y
BTHNTWVET,

hostname (config-group-policy) # ipv6-address-pools value ipv6-pooll ipv6-pool2 ipvé6-pool3
hostname (config-group-policy) #

ER) IN—T RV —RENPSLT RLA T —LV&HIBRL, 7 RLA P—LREER LT
DfltGroupPolicy 72 & DD YV —ZA NS0T KL A F— LR Z KT 5121, no
ipv6-address-pools value pool-name =2~ > R&fiH L £9°,

no ipv6-address-pools value pool-namel pool-name2 pool-name6

51

hostname (config-group-policy) # no ipvé-address-pools value ipv6-pooll ipvé6-pool2 ipvé-pool3
hostname (config-group-policy) #

(EE) Z OREMEN DAtGrpPolicy 72 ELDR Y o —0D Y — AN O /e nWE 51T 51
/X, ipvé6-address-pools none 2~ R&fFHL £7,
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B/ xus—orryry Joraross

ATy TH

hostname (config-group-policy) # ipvé-address-pools none
hostname (config-group-policy) #

(f&) noipv6-addresspoolsnone =~ > R&ffiH L C, ipv6-address-poolsnone =~ N%
TN—TR)—nOHIBRL T, 774V ME (EAOFFR) IZELET,

hostname (config-group-policy)# no ipv6-address-pools none
hostname (config-group-policy) #

GL—TFRY—DroR)H TORIIILDIEE

TN—T R —ar7 ¥ alb— a3 E— FNTvpn-tunne-protocol {ikev1 | ikev2 | 12tp-ipsec
| ssl-client | ssl-clientless} =~ RZ AT LT, TDOINAV—FHRKY T —D VPN h o)V X A7
ZHEELET,

T7 4N MEIX, TT7ANE T—T R —DFEEEMEKT D2 T, ZOEMEEET
AT 4 Falb—varyPLlllRTHIE, Zoavry FonBXEATLET,

ZDaAvL RONRT A—FDEIZITROL DR H Y £9°,
sikevl : 22D LT (Cisco VPN Client £72 138D X =27 7 — 7 =1 ) []D IPsec IKEv]
FNoxnexrarom—hLET, Bk, Kk, 272k, BIXOF—FHEZHIEHT 5
X2 UF g TV — g UEERLET,
sikev2 : 2 DD YT (AnyConnect 7 7 A 7> b £123BOExF T — v =A) MO

IPsec IKEV2 b vz x v — hLET, Wik, Kb, B 72k, BLOF—F
HAHET X2 T 0 7YYo — a3 CRERLET,

o [2tp-ipsec : L2TP ##i® IPsec b r/LZz T m—FLET,

« ssl-client : AnyConnect 7 7 A 7> b CTLS £721X DTLS ZfiHH L T, SSL k> R/IL% %
IyvT—hLET,

» s3l-clientless : HTTPS %t~ Web 7' 7 U V&M TV £— h =—F—|Z VPN —E R &
HLET, 7947 MIMELD FH A,

ZOa<wr REASLT, 128 EDO XY 72— RERELET, VPN FXL&EI L
TEFT2a—Y =2, P tb120 R VT E— RERETOHILEND Y T4,

WOFNE, FirstGroup & WO A FID 7 NV—7" R U > —I|Z IPsec IKEvl o3V 7 E— R&EFK
ET D IEZRLTWET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-tunnel-protocol ikevl
hostname (config-group-policy) #

B 5oz L. S—TFRYS— BEUI—F—
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JE—Fr 79 E2RADVLANDIEEFIZTIL—TR) S—~D#HET7 VA bO—
JLIL—ILDE
T A NRITEEONL— LB SN TWET, ZbD—E, ASAZMTLTHERELE F
YAV UT TR Xy NEHRTANMEST 20 E, BETT RLA, BT RLA,
o ha L PIlESNWTIRELET, J—7 R —DIPv4d F73IPV6 ST 78X o
Yha— L URARNEBEETLIN, FRET 7NN TNA—T R —THE I 7- ACL %
AKTBH L ICTEET,
WDOAT v arDONTNNERIRL T, VE—F 727 2HDOH T VLAN ( [VLAN = v F°
Y7 EBMEND)  ERE NI T4 v BT 4 NE ) T B ACLBRRELE T,

\}

GE)  IPv6 il L CVLAN v v B> 7 2 FETT 556, Bk N7 7 40 v 7 BN A > K
D= —T 4 7 END LT DO, M B6%) 7 KLU AL VLAN Z & ICEA
T DMENRHY 7, BAeD VLANBLUOL—F A MU w71zt LTRUCSEER Y T —
JEMERTHLIITEEEA,

e IN—T R —ar T 4 FXal—agrEF—RTROa~v REAHN LT, 207 L—
TR —FRIFIDOTN—T R =% ETE I N—T R —IZHYETHNT
WABRYE— T Z7EAVPN Y g o HOH S VLAN I 5E L E T,

[no] vlan {vlan_id |none}

novianix, Z/—7" R —rbvan idZHIBRLET, ZJA—7 RY o—lX, T 7+
NI N—T KU =i b vian fEA A L ET,

nonelL, Z/—7 KU —MmhbVvanidZHIRL, 207 V—7 K o —ITk$ 5 VLAN
~ BT ET AT LET, AT R, TIAN DT N—T K

=D vlan EZ kK L £ A,

vian idix, 2o —7 R Y —%2HTHVE—RF T 7 EAVPNE Y 3 ZEID Y
T2 VLAN OF 5 (10 #£7FE) T, VLAN L, —fRBfEH=a 7 4 Fal—va v
774 R® [Configuring VLAN Subinterfaces and 802.1Q Trunking| D FEIZHES T, Z D ASA
TRETDHMLERDY £7,

A

GE) 779472 FLAVPNEROEA., 71 VLAN #4613 HTTP 7
o ha/LTOHEREL FT,

« JNV—T RV —F— RTvpnfilter 2~ FZFEHLT, VPNt a ST
TR arbr—)b— (ACL) OA4HIZIEE L ET, vpnfilter 2~ RZ2fEH L
T, IPv4 £721XIPv6 ACL 2 fEET& %7,
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B /=70t RO VAN DIEEE LRI L—T K S—~DHETH£R 3> FO—IL L—LOER

A

GE) ZoRMZa—Y—LZE—RTHRETAIEHLTEXEST, 20
B, =P —ZDOFT CREISNTERINV—T R —DELD
LEREINET,

hostname (config-group-policy) # vpn-filter {value ACL name | none}
hostname (config-group-policy) #

ACLZHREL T, 2O N—FRY I —|ZONWT, SEE&8ERFIATDRNT T 4 v J &
FITEARLET, KIZ, vpnfilter 2~ FE2 AL T, 26D ACL @A L ET,

vpn-filter none =~ > K& A L THERR L 7= XU Z & T, ACL ZHIBR+ 512X, Zoa<
YROnXEATILET, nod 7 varaliflTse, HENOIZNV—T R —nbik
KTEDLEIITRY ET,

7»—7f)y—i BOTN—T R =MD ZOEEMHAKTEET, EHEHALNE

12351213, ACLAZIEETAPYIC, noneXF—TU—FE# AN LET, none¥x—V— K
m‘M1@ﬁw:k%rLiTo:@%~U~k@i@ IOVED R E S 1L, ACL DMES &
ﬂi‘g—o

WKIZ, FirstGroup & WO ZAATDO 7 NV—7 R Y 2 —0D, acl vpn £V¥H ACL ZFONT 7 4 v ¥
Tk €T DBl R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-filter acl_vpn
hostname (config-group-policy) #

vpn-filter =2~ FiZ, P RANOHEGROEALED T T 4 v 7 L U RIMIT AL

W5 LRI N7 7 ¢ > ZIZEH S AVE T, vpn-filter (26 F £ 415 ACL % interface access-group
WCHEHAT D Z LI TEEEA, vpndilter a~> F&, VE—FT7Z7®AVPNZ 747 b
P2 2 70— WY o—IC#EHAT 2581, ACL O sre_ip DALED 7 F 4 7 >
DYUTIPT RLABLNACL @ dest_ip @u%@m~7{7/1/2\ v 8T —271Z% LT ACL 2% E
TLOMENRDY 7,

vpn-filter =~ K%, LAN-to-LAN VPN & 2 il 92 7/ —7" R U —IC@EH T 256 1%
ACL @ sre_ip DALED U E— K v hT—27 B L WWACL ® dest_ip DALED 2 —H /L F v K
U—27Zx L TCACL &R ET HMERDH Y £7,

vpn-filter BERE CREAH 272012 ACL 2% ET 235413, HEETHLENH Y £9, ACL I,
@%m%®bi74y?KﬁLT%iéﬂT“é_kL%?LT<ﬁéwotﬁL\Mlﬁﬁ
KEFMONT 7 4y 7L THEHAINET, RS TO, BEBLRTOZD NTF 7 1 v
ZIZ2WTIE, ACLIL sre ip DALE & dest_ip DALE 2 A2 72 Dlox L TEE I L Tn
£7

VPN 7 4 V2 IR OB A I D Z I BB L TLEEY, 7V r—var A
VARG g DTV a Al Lo THMNIZSIP AT 4 TR E DY & U B 13
HInEHA,

B 5oz L. S—TFRYS— BEUI—F—
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UE—k PO LRD VAN QEEE BT L—T KU S—~0#&T7 12 2 ko—L L—LoEmR [

WOFITIE, vpnfilter # JE— K 7272 AVPNZ FA4 7 hEMIHERLEST, Z0fT
X, 7947 FEIDYTIPT KL 2% 10.10.10.1/24, a—H /L %> N U —7 % 192.168.1.0/24

LLTWET,
WD ACEIZE>»T, VE—FTI7EBAVPNIZ T4 T bR —H)L Ry hU—27 (T Telnet
PHERTAZ ERTRENET,

hostname (config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23

WD ACEIZE>T, v— NV Xy NT—I RN VE—FTI%RA 7 TAT 2 M Telnet & fE
45z ndFashnEd,

hostname (config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0

\}

6=

ACE @ access-1list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 2312k -> T, a—A/L kv hU—2 %, HETHR— b
AL TOWABEASIUEEDTCPR—hTDYE—F TV VR 7 T4 T h Dk BLA
DA SN ET, ACE ® access-1list vpnfilt-ra permit 10.10.10.1
255.255.255.255 eq 23 192.168.1.0 255.255.255.0(CL~>C, UE—h 77k A
7747 M, BEEITR—-F23E2EHAL TCWDLEAIEED TCP AR — K TOR—HIL R v

N U — 7 ~OEH T S ET,

WOFEITIL, vpn-filter # LAN-to-LAN VPN #2f¢ & HIZEH L9, ZofITiE, VE—F xRy
NU—27 % 10.0.0.024, 2 —H/)L X bU—27 % 192.168.1.024 L L TWEd, KD ACE IZ
FoT, VE— b Ry hT—IBa—xy NU—7 | ZTemet Z T2 Z ENFFATSLE
ﬁ—o

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23

WDACEIZE T, e—H NV Ry b= BNV E—F Xy hU—7ZTelnet AT S &
BEFRENET,

hostname (config-group-policy) # access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq
23 192.168.1.0 255.255.255.0
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B /7 —F#%s—ovwn7sexsmoks

\)

GE) ACE @ access-1ist vpnfilt-121 permit 10.0.0.0 255.255.255.0 192.168.1.0

255.255.255.0 eq 2325 ->C, v—Hh/b Xy hU—7F, HETXTR—F 23 Z2FHLT
WAHLGEIAEED TCP R— F TOUE— b Ry M — 27 ~OHRRG Tl S4LE T, ACE
? access-1list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23

192.168.1.0 255.255.255.0(2LK->C, VE— b3y hT—27 (%, HEFELA— b 23 &4l
AL TOWAEAIUEEDTCPR— hTOO—H /LRy b U —7 ~OERGBRTFT SN ET,

TJIW—T R —DOVPN 7Y = AR DIEE

FIE

ATy T

ATy T2

1R BHHIIZ

RE O 2 fRRk L3, —RAEMER =7 ¥ 2 L—2 a > FA RO [Configuring Time
Ranges] #ZML T 7230,

TN—F R —ar74F¥alb—vary T—FEBBLET,
group-policy value attributes

1 -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

IN—FR)—ar7 4 Xal— g F— KT vpn-access-hours =< > R&H LT,

TN—"" R r— LR EW D time-range 7R U > —ZBHEfTITH Z LI K-> T, VPN 7 7 &

AR ZRETEE T, ZOa< R, business-hours & W9 A RITD VPN 7 7 & A B[]
% FirstGroup & WO ARID T N—T R > —IZEID ¥ TET,

IN—T" R =X, T 74NV MERIFRESNTZIV—T K Y 2 —O time-range DE %k
KTDHZENTEET, ZOMEDFEALRNEIITTDIZIE, 2D =3~ FT time-range D
i< none¥—"U—FRE2 AN LET, ZOF—U—KIZEY, VPN 77 & AKX
JBEIZERTE S 4, time-range 7R U o —IXFFrI SN <720 £7,
vph-access-hour s value{time-range-name| none}

1 -

hostname (config-group-policy) # vpn-access-hours value business-hours
hostname (config-group-policy) #
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-7 #ys—omesveNos 1 okE |

GIL—TFR)O—OREIBEVPNOS A4 O DIEE

FIE

FEED 2 —HF— RN —TF R Y 2 —Ihk UCHERF T B v > 2 D BOBIRERE TS £
T, 774N ORI Y2 BT 3 T

KZh L7z AnyConnect 7 7 A 7> b, IPsec/ 7A T b, £FI7 T4 T ML Ry a
(BEKT Ly ay) ik ACa—%—£47T [HLW By va VBHELESNTYH,
bty a TR DLGERDHD T,

A SNDERE Yy g VBN 1T BREKTRICAICa—F—0HlEn 7 A LI2a.
Lzt y v a AET —2_X—2ApbHIERSL, Filntey va VRIS ET, 2L,
BEfFO® Yy v a v ERT 7T 4 TR THDLIHGEE. R U2—F =230 PC 72 E b F
Euarsf4odnl, BRUIOEyariua st 7L, T2 _X=ZAnLHIRERT, HLn
Ty g UL ESNET,

TSR Y v a VHEDL XD REWEE, TORKRBICELIDREC —F —0HE
aJ A ERLDE, LT A RAEERRENWEy a4+ 7 3nEd, BIEDTRT
DOty varRRILL LVEWVWHET A RVREOEEIT, Kbk yvarBe s+ 7 LE
T, ZOT 7 vaiAlky, By va ryBMBRESRTH LWL R A URRBRICR Y £,

Ry va AIRICET S & VAT AR EWE Y v U EEIBRT D & TR
VET, 20D, 2—HF 3T ICn 7 A TET, BIRAIERIZE T DN L
EHRITTOBENECLHERHY £, 2= —PRELBVICTn 747 Lichs, Zh
ERTEIZ 2 F8 A,

ARV RFERET7TIV3 Y B#Y
ATV TN IN—T K — a7 ¥ =2 b— |vpn-simultaneous-loginst&

¥ a »&— R T vpn-simultaneous-logins
integer =~ > RZfH LT, fEFED—
PTG SN DRI r 7 A R FRE
LET,

77 4V MEIX3 TT, EOFFHIZ0~
2147483647 DT, I N—T R
=i, MO A—F R =t o
DIEEMRTCEET, v A %T «
=T L TCa—F—DT /& R %%k
=T 512, 02 AN LET, KIZ,
FirstGroup & WO A RIO 7 /V—"7 K
2 L TR KADDRIFER 7 A V%
AR o Bl E R L ET,

hostname (config) # group-policy
FirstGroup attributes

hostname (config-group-policy) #
vpn-simultaneous-logins 4

(6=3)

R 2 27 A 2 B D e Rl BRI FEH IR
EWVETI N, EERORKR 7 A %
Ao e, EXa VT4 0RESH
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B oo ~07 s 20HR

ARV RFERFTIVaY =)

720, R =< ANMET LD T
LZLENHYET,

BEDEHRIOI7A4ILADT I ADHIE

IN—F R —ar7 4 FXal—arF— RTgoup-lock =2~ FEHEH LT, #iE7
B7 7 ANEN L TCDRT 7 EATHEIICYE— 22— —%HRT D20 EIDEEELE
R

hostname (config-group-policy) # group-lock {value tunnel-grp-name | none}
hostname (config-group-policy) # no group-lock
hostname (config-group-policy) #

tunnel-grp-name =451, ASA 3 —HF—DOHEREICE L TER T HBEFOB 7 7 7 7 A L D4
A& fEE LET, group-lock 1, VPN 74 7 2 FCTHEINTZITN—TRN, ZO2—HF =7
OB THONTWDIER TR 7 7 ANERUNEIDET v 7 T5HZ LT, 2—H—
EHIRLET, —BLTWRWEES, ASAIFa—F =28 HcE ek olcLEd, 7r—7
0y 7 EHRELRWES, ASAIT, Bl Y Tons N —7 L13BfRe <, 2 —F—%ZFRFEL
F9, IN—TDOr v L, TI7ANITET 4=V TWET,

group-lock @A ITa L 7 4 X2 b— a3 UBHIBRT AIZIE, Zoa~y RO noEXE
ANLET, ZOFTvarzdldoL, OV —7 R —DfEE#MEKTE £,

group-lock %7 4 Z—7 /W27 5121, none ¥ —7U— FZEE L T group-lock =2~ K& A
JILET, none F—7U— RIZL VY. group-lock I X /MEIZFRTE S 4L, group-lock D[R HEAS
ENFET, Fo, TN NERIBBEESNTZT =T KU =025 group-lock DAEAMHEA X
N7 £97,

HSIL—TF RS —D VPN D KIEEHERDIETE

FIE

ATy T

UEE) 7—7RVv—ar7 4 F¥al—var E—RNEhida—HV—4ar7 %=
L —3 3 ¥ % — KT vpn-session-timeout {minutes =~ > K& LT, VPN £t D g KHFRH
ERELET,
F/NRFRRNIE 1 5T, BRI 35791394 73 T4, 7 7 4L MEIZH Y £H A, OB
TIDHE, ASA IR EHE T LET,
KIZ, FirstGroup & W I ARTDO 7 /V—TF R > —IZkLTI180 7D VPN Y a3y XA LT
U RN ERET HH R LET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-session-timeout 180
hostname (config-group-policy) #
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ATvT2

IL—F R o—DWPNEy o3> 74 B 24679 rokE |

WOBNEL, anyuser & W) AFTO L —F =2 18053 D VPN v a v XA LT U MEsRiET H
FikwEmRLTHET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZEH L7=Z DD T 7> a i3k EEBY
T,
s ZORY —=InbEMEEHIBRL, MKAZFFRT512IE, ZDavr RO no
vpn-session-timeout JZ= A A ) L7,
c BERIRDZ A LT 0 MIMAFTFAT L, A4 L7 0 MEZHKKLZRWE ST HITIE,
vpn-session-timeout none = A/ L £,

vpn-session-timeout alert-interval {minutes| } =~ RF&ZHL T, tvvar XA LT U FD
TIT—hF AyE—URa—P—ICRRINDIRHERELET,

ZOT7T— bk AvE—UF VPN By v a URHEINICEI S D £ T s 50 % 2 —
P=IUn A ET, I, VPN Y v a UREl S5 20 SRl ——IZ@m s d L 945
ETHHERLET, 1| ~30 3OfHEHEETE T,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes| none} =~ > K& L7z DT 7 v 3 >
TROEFLY TT,

VPNt a s XA LT T N7 77— MARBBYEDRT 740~ Z—7 KU — bk
INAZLERTICE., 20wy FOn BEREFEHLET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

« vpn-session-timeout alert-interval none |, = —%—RN@MEZE LW 2R LET,

GIWN—TR)—DVPNEY L3 TARILBALTD FDIEE

FIE

ATv T

UEE) VPNT A KV 2 A7 MIBZRETDHITE, F—7 RV —ar7 1%z
L—yaryE—RELFa— 437 1Fa L — 3 E— RTvpn-idletimeout mnutes
o< FEFEHALET,

ZOHMTICEEE FCIBIET 7T 4 BT 4 BN WEEA . ASAITEEAK T LET, B/ REEIT
145, BREFRIE 35791394 53 CTHY . T 7 4V ML 305 TY,

WOHNE, FirstGroup & W I LHTDZ N—TRY o —IZ 153D VPNT A KV XA LT 7 N
RETHFHEERLTNET,

gHInoraL, =T Ry o— s&U1—F— |
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B /r—F%kvs—avwntvsar 74 kL 84475 roEE

ATy T2

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idletimeout {minutes| none} =~ > R&EH L7cEDMOT 7 > a FkD & B0 T
ﬁ—o

VPN T A BV ZA LT D MBI, XA LT U MEZHKA LWL ST DITIT.
vpn-idle-timeout none = A ) L £,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

ZAUZT XY, AnyConnect 7 7 A 7> b (SSL & IPsec/IKEV2 Dt f5) BLNT 747 K
L' A VPN 73 7' 12 — /3L webvpn default-idle-timeout seconds fEZ 532 L 912720 £,
ZOawry RiE, webvpn 27 4 Falb—v a3y E—RTAHLET, =& 2T,
hostnamee (config-webvpn) # default-idle-timeout 300 (D) J: 5 5:)\j] Li'@‘o ?7%/[/ ]\ ﬂi
1800 # (30 4y) T, #iPHid 60 ~ 86400 F T,

T D webvon HHFEIZ IV T, default-idle-timeout fENEH SN D DX, ZA—7 K
=/ —HP—F EIEIC vpn-idletimeout none 23R E SN TV D HEDHTT, T
AnyConnect 7 7 A 7 h 8t T, ASAIZE DV BalANDT A RAZA LT T MEDNER
INFET,

H4 M (UKEvl, IKEv2) BLOIKEvI UV E— s 727 EAVPNOEAIZ, A4 L7 1
T 42— L, BHIBOT A A ZZFT5Z L2 HRLET,

ZOITN—=T R —F =Y =R —DT A NV HA LT MEBEHITBHIC
I%. novpn-idletimeout Z A7) L £, fEITMA S ET,

e vpn-idle-timeout % £ > 72 < BRE LR WGE | HITREKSNE T, 774/ ME3045T
R

(LE) A7+ a3 T, vpn-idletimeout alert-interval {minutes} =~ > KA LT, 7A K
N HABT Y ROT T b Ay - VR a— PR SN BRI TR £
ZOT7T—F AvE—=UE VPN Ty a URHET 7T 4 TIRED 2Ol S5 £ TITf]
DDk —YF—IUmZET. T AN IOT T — MERIE 1S T,

WORFNL, anyuser &\ ) ARTDOZ—F—IZ35DVPNT A KV XA LT 7 hOT 77— Mg
ERET D HEERLTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes| none} =~ > RZHEH L7=ZFDMOT 7 v 3 %
KD LB TT,
enone /N7 A—2E, a—P—pNEMmEZE LN EERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
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H—T K Y S —0 WINS #—/3i— & DNS H—ri—0 Bz |

hostname (config-username) #

s ZOIN—TE T =P =R v —DT 7 — MEIEZHIFRT 521X, novpn-idle-timeout
alert-interval # A LE7, fEITMASLET,
c IDNTA=BEHF ST RELRWES, 774V 07 77— MAWIZ 14 TT,

SI—T R —d WINS H—/3— & DNS H—/\—DERE

FIE

ATy I

ATy T2

TIA<IVBIOEDF YO WINS —3— & DNS b —R_R—%RETEx 7, FNTho
T 7 4/ MElX none TT, ZNOHDY—R—%FEET DL, KOFIEEZFEITLET,

TIA=) v HH YD WINS —_—%iEELET,

hostname (config-group-policy) # wins-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BONHRETDHIP T RLANTTA <Y WINS $—_"—DIP 7 RLATY, 2FH (EE)

DIPT RLATEH L FY WINSH—R—DIPT RLATY, IPT L ATIE72< none¥—
U—RERETDHE, WINS = =T XVENRRESNE T, ZOREICEY ., WINS —
N=ITFTFAENT, T 74NV PERIFRED I N—T R —nbEPE SN2 720 £
R

winsserver 2~ R& AT 572N, BEFOREN A —"—F7 A4 FainnEd, =& 23,

WINS H— 3 — xxxx ZHELTHH WINS h—N—yyyy ZRETHE, 2F DDA~ KN
WL o TRAIOERED EEX I, yyyy BHE—D WINS h——(Z72 0 7, ——%H
BHETLHHELEETT, REFAOV——% LEXTL0TIEARL<, WINS —r3—%
BT 52X, 2oavr Re AT, TXTOWINSH—_"—DIPT FL %5
»ET,

OB, FirstGroup &\ 9 HRTD 7 N—7 Y 2 —IZ, IPT KL A7310.10.10.15 & 10.10.10.30
THD WINS P —N—ZES L HiEERLTHNET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

T4 <Y) L h XY DDNS = N—ZIRELET,

hostname (config-group-policy)# dns-server value {ip address [ip address] | none}
hostname (config-group-policy) #

gHInoraL, =T Ry o— s&U1—F— |
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B /-7 %) o—owINs 4—5—& DNS 4 — DR E

ATy T3

ATy T4

BN ETDIPT RUANRT T A~ Y DNSH— =D IPT7 KL ATY, 2%H ((EE) O
IP7 RLAZ® A HYDNSY—_"—DIPT RLATY, IPT FLATIEZA< nonefF—17U —
REHETSH L, DNS V= _—ICXUERRESNET, ZOREICLY, DNS F— —F
FAENT, T7HNNELIIRED I NV—T R = OEPHA SN2 < 720 £4, DNS
P R—= T FLRIKRK4 D, IPVAT RL AL IPv6 7 RLAT2 5T OEETEET,

dnsserver =~ 2 R& AT H72ONC, BEFFORREN A — " —F A FEivEd, 72& x1X, DNS
P = xxxx ZFHE L, WIZDNS — —yyyy Z&E LIZHE, 2BDOOa~ > Ntk
Moo~y Rae EEX L, yyyy 23— DNS —_— (2720 4, —"—Z2EHHGRET
LA IAETT, DARNCERE &2 DNS r—_—% L EEX 50 I — " —Z 80T
DI, Z0avwr REAIITHEZIZTXRTODNS b —"—DIPT7 FLAZEHET,

WIZ, FirstGroup & WD 4RO 7 —7F KRV & —"T, IP 7 KL A3 10.10.10.15, 10.10.10.30,
2001:DB8::1, L TN2001:DB8::2 @ DNS $— N—%FHET HH 4R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dns-server value 10.10.10.15 10.10.10.30
2001:DB8::1 2001:DB8::2

hostname (config-group-policy) #

DefaultDNS DNS %—R— 7 )L —FI1ZF 7 3 /L b D KA AL VADBREESNTORWEEEIL, 7
THNV N RAALCERETDOMLENRHY £9, 72L& 2L, examplecom. &) KA A 4 F L
RNhoy 7 L RAL EFEHALET,

asa4 (config) # group-policy FirstGroup attributes
asa4 (config-group-policy)# default-domain value example.com
asad (config-group-policy) #

(7> a) DHCP &y hU—27 Aa—T%ROXIITHELET,
dhcp-network-scope {ip_address| none}

¥BH7a 77 A NVDT KLU ATS—/VIZDHCP H—_—% & E L7zHA. DHCP A2 —7 X2 D
TN—T DT —=)MEHTHY 73y F&@sl LE T, DHCPH— —|ZiX, ZOAa—7(Z
Lo THAIENIRE Y TRy FRHOT FLABRESN TWAMENHY £, Ra—T%
ERTZE, ZOBEOITNV—TIZHEHT D DHCP V— —TERINTNDET RL AT —)L
O 7y NEBRIRTE £,

F NI —7 ZAa—7%EFLRLWES,. DHCP ——{I7 FL X F—VORENEIC S —
NHNERELTIP T RVAZEID Y CTET, REV Y TOT RLVARROMNDET, 7—n
NEIZHREE S IVE T,

Aa—FHEETHITNE. BOT =LV ERUES T Xy b REICHY ., ZOT—LNITIT RN
N—TFT 4 VT ARERT KL AZ AN LET, DHCP r—_—iL, ZDIPT KLANETHY
Txy FEHBIL, ZFOF—ANEDIP T RLAZE D Y TES,

N—TF 4 T DOHEBTRRERSGEAIIFIC, A V2 —T =24 ZDIPT RL AR+ L%
HEEL 9, 7-& 201E, 7 —/12310.100.10.2 ~ 10.100.10.254 T, f > Z—T7 = A AT KL &
73 10.100.10.1/24 O34, DHCP A =2—7 L L 10.100.10.1 ZH L3, *v NV —2 &=
TR LN EV, DHCP X IPv4 7 RLUAFREICOAMERH T2 Z &N TEE7, BN
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LT RLANA U HE—T 24 AT RLATIEH WSS, Aa—T T RLADAEZT 47
J— N EERT HDLERH Y FT,

none {5 €45 &, ezt TN MERIFMASINIZI—T R Y 2 —)>5 DHCP 7
RLAREIN B ToHNRL R0 E9,

1 -

WOBITIE, FirstGroup D)@z 7 4 ¥ 2 b —3 3 F— R&B4k L. DHCP A2 —7%
10.100.10.1 IZ3/EL T,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dhcp-network-scope 10.100.10.1

ATYy b boRYGRYO—DERE

IPvd b7 7 497 DATF Y b bRV T R —%ELT, F 774y 7D M2
VT IN— L EERELET,

split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}
no split-tunnel-policy

IPV6 F 77 4 v 7 DATY v b bRV R —2fBELT, FT7 747D PR
YT N— NV ERELET,

ipve-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

no ipv6-split-tunnel-policy

R —F 7 a Iko LB TT,

e tunnelspecified : N XA EFBEL TRy hT—27 YR MIFEESN TSRy hT—7(C
THTRXCORNT 74w 7% bRV 7 LET, ZOMTXTOT RLRIZRTT 5
T—=HF, 7V T TXARTEEFESN, VE— b 2—F—DA X —Fy N P—ER T
DA =k o T—FT 4 T ENET,

ASA9.14DREDN—T 3 > TlE, A V7NV —FR VA RNERBETHEZIZ, A 70— R
FANOT 7Ry MZZZ A7 — R YA NBIEETEET, A STT7 xRy b7
FrRiZ, bRV 73N, A7V —RURXANDEY DEHGN R 7 EE
Ty TIAIN—Va L VAMORY hU—ZIX o2 N L CEESRERYA, =7
AT N—Tay UANMMESZ M AEFEHLTHEESN, 127 0—Yar UANT
FFAfm MU AL CHRESNET,

« excludespecified * v bV —2 U XA MIFRESINTWDOI Ry NT—T7 L DOMHRD 8T 7 4 >
IR NoRY T LERA, FOMTNTOT RLRAICHTH T 74w 73 bl
JanEd, EEHLET, V94T M ETT 2T 4 712> TWDH VPN T4 T
F7a 77 AT, B—HVLAN T 7 B 226 LB BLERHY £, 204
7a id, AnyConnect 7 ZA T N 2T A T N TOREREL £ T,
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B <7t roruvrvmoRy bo—5 Uz roEE

A

GE) AL INV—FIVAMDI TRy hTHERWVWTZ I AT N—V g v
UJAMNOFRY NT—=21F, 7747 FTHERINET,

stunndall — R THO T 74w 7N bR EBmBTHE9FELET, ZORY —
X, A7V b bRV T E T 4 —T NI LET, VE— b 22—V —ZhE R Y b
T—JWZT VRATEETH, a— WV Ry NT—INFT 7 BATEERA, ZNUBT
TN DOF T aTT,

GE) A7V b bRV 7idtEx=a U7 4BEETIERL, NI 70 v 7 EHERETT, HKRRED
X2 UTF 4 RHRET AT, ATV N ho RV T EALA XTI LN EERHEIELE
7,

1

RIZ, 1Pv4 & IPv6 @ FirstGroup & WO A FTDO 7 N—7" R U o —{Zx LT, fEE LT
Iy NI—=0DHE TRV TTEATY v b bRV TR —%RET BB
ZnLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-policy tunnelspecified

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified

ATYy b bR THDORY FT—9 R FDIEE

A7y b bRV TTE, PRV EBBBRTEIXAY NI N T T 4 I BRy NT—F
YA MZE->TRESIET, AnyConnect 7 747 > b IE, ACL ToHHHXy NU—Z7 U R |
WZHESWTAT Y v N bR U ZIZBETREEITWVET,

hostname (config-group-policy) # split-tunnel-network-list {value access-list name | nonej}
hostname (config-group-policy) # no split-tunnel-network-list value [access-1list name]

s valueaccess-listname : h > RV T EBFETTHR Y NU—F F/3FIT L0 Ry hU—
7 HHEE LT ACL #+E L E3, ACLIZIX, IPv4 & IPv6 Dl DT KL A EfRETH
ACERNEENTWHHA ACL #fEETE £ 7,

enone : A7V v b bRV UTHOFX Y NU—27 UARNBPFELRNT L &L, ASA
I _RTCON T T4 v 727 LET, nonex—7— REEETIHE, A7V v
M bRV T ORy NT—7 JRANMIXIUERKRESN, A7V b bRV VTN
HEINET, £/, ZHNUCEY, 74V FERIFBRESNEZITN—TRY —hb,
TI7HNVEDATY y b box VT Xy hU—7 UAIBRERINRL 720 ET,

B 5oz L. S—TFRYS— BEUI—F—
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Fy hU—7 VA RNEHIBRT 22, Z0avry RonBRXE AN LET, TXTORT
Uy b bV 7 32y bU—27 URXNEHIBRT 2120, 58E2FHETTIZ no
split-tunnel-network-list =~ > K2 AN LET, ZOa~v2 NiZkY, none¥x—U— K& AN
LTERR L7 XL U R R HIUTZEN B ED T, HEFHADOTRXTORy hU—27 U R KR
HIFR =V ET,

A7y b bRV 7 Xy NT—=7 URIBRWESE, 2—F =7 74V DT —F
RV —FHERE LI~ RY O—NIHFETDF Y hU—27 VA NEMAEALET,
2—PF=NZDL IRy NU—2 U A NAFRA LWL 92T 5L, split-tunne-network-list
none 2~ REANLET,

1

KIZ, FirstList & WO A4 ATOFR Y hU—2 U X N&{ERK L, FirstGroup & W9 £ \TD 7 )V—"7
Y =BT 541 % 7R LET, Fistlistid—=/ A7 —2 a2 VXA RNTHY, =7 X7 L—
Var VAOY TRy P THIHA I N—Vay UARTT,

hostname (config) # split-tunnel-policy tunnelspecified
hostname (config) # access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname (config) # access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-network-list value FirstList

WIZ, v6 WO ARTOFR Yy hT—2 U A MEAER L. GroupPolicy ipv6-ikev2 & N9 40D 2
N—T"RY)—lZv6 A7V v b bR o—%BMT 502 RLET, v6ixTT A
N—2avy JARTHY, 27 AIN—Vary VA MDY TRy N THIA I N—Ta v
UAKTT,

hostname (config) # access-list v6 extended permit ip £d90:5000::/32 any6
hostname (config) # access-list v6 extended deny ip £d90:5000:3000:2880::/64 any6

hostname (config) # group-policy GroupPolicy ipvé-ikev2 internal

hostname (config) # group-policy GroupPolicy ipvé6-ikev2 attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified
hostname (config-group-policy) # split-tunnel-network-list value v6

ATy b FURIEEDHESR

show runn group-policy attributes =~ > K42 94T L C, RELX MR L £ 7, WOBNL, FHE
WIPv4 L IPV6 DI DRy NT—27 KU —%FEL, WHFORY —IZx L TRy T —
7 YA (#A ACL) FirstList i L7z L 2R L TWET,

hostname (config-group-policy) # show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipvé-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

gHInoraL, =T Ry o— s&U1—F— |
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B x7vvr roryrmorAq vERHORE

ATy b FORYDTHD A VEHEDERE

FIHIN N RAAL L, FFRIFATY v b hop A BN LTRSS, A7 Y >  DNS &I
END RAL DY A NEIEETEET,

AnyConnect 3.1 £, Windows 53X U MacOSX D77 v b7+ —AD kv /L— X7 Y » | DNS
WAV AR—FLET, BX=2UT 4 T T IF3AT L ADTNV—7 R Y 2 —IZ LY Split-Include
R R TRA R—=T AT TEY, PR U T RHBODNSANEE SN TWAES
AnyConnect |X, ZDARNZ—EHT 5T XTHODNS 7= —% 77 A ~X— k DNS —/3—|Z
roxV o7 LET, bwb— 27Uy NDNSEMHT DL, ASAICE T IA4 T2 T
Ty aZ g ENTE RAAL N —ET D DNS BHRAD MRV T 78 AOHNFFAT S E
T, TNHOEXRIZ, 77 THRARNTEHERFSNETA, —JF . DNSERNASAIZE - T
Ty ad U ENTE RAAL AT B LR WEATL, AnyConnect (X, 7 7 A 7 hDA XL —
T AT VAT AZHDHDNS U VNG DNS RIS S D R A N4 E R LTI
EEESEET,

N

GE) A7V FDNSIE, E#aE /) —BXUOEH 7 U — (A, AAAA, NS, TXT, MX. SOA,
ANY. SRV, PTR., CNAME 2 &) Z#H¥HFR—FrLTCWET, FrRU L TENERY NU—2
DTN —ETHPTR 7= U —%, b RABHETHFTINET,

Mac OS X D54, AnyConnect IX, ROWTNNDOEM AT =T IHAEDOHR, HHIP 71 ki
DR y— A7 DNS 2 T&E£T,

TN —TF RY—T, A7y FDNSHB1ODIP 7 k=)L (IPvd 72 &) ITHREIN
TRV, 779AT7 L b RARXRTa ha By 7 FOIP 7 a o (IPve7a YY) 1Tk
EEINTWE (BEOIP 7o L7 FLRA T — TR EEN TR |

e 27w RDNSWWFDIP Fu f I LIZHEIN TV A,

TIAILEDKRAAL VBDESE

ASA X AnyConnect 7 7 A 7> MNZT 74NV K RAAL A EELET, 77472 MEL RA
AL T4V REEAKLIEDNS 7 U —IC RAAL A EBMLET, 2O RKAAL4IE, b
YNy MCETEHAESNET, T 74NV ED RAL AN RWGES, 22—V —3T7 7
WK ITN—T RV —DFT 74V~ RAL UL EHEKLET,

ITN—T R —Da—YP—DFT 7 3V~ RAAL VA EFRTETHIZIE, FAr—7R)v—=a
V7 4Fal— g EF— FTddault-domain 2~ REANLET, FAAL L E2HIRT
BT, Zoa<wr FonBEXE AL LET,

hostname (config-group-policy) # default-domain {value domain-name | none}
hostname (config-group-policy)# no default-domain [domain-name]

value domain-name /X7 XA —X X, FNV—TDF 7V s RAAL VAL EFH N LEST, T 741
F RAAL EAPIEELRWE EZET S, nonex—V—REZANLET, Zoavwr
RKiZkD, 74V AL VAICIXIVERRESN., T 74V RAL UEABESENE
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27y k kuryvrAD Ay Uz roEE

T, Frr, TN NEITEEEINT T A—T FY =T 740 N KA A L DK
SN ET,

TRTCOT 74V b RAAL A ZHIBRT 521X, 51%5% 8 EH 7712 nodefault-domain =~ >
KEAHLET, Z0a<wr RIZLb, none ¥—U— KE$HEE L, default-domain =~ > R
EATTUTHER LT XL U A RBRHTZEN D ED T, KEFHDTXTOT 74/ 5 R A
AVHDPHIREINET, nonBRXEFEHT DL, FAL A OMANTFITINET,

RIZ., FirstGroup & W9 ZRGD 7 /V—7 KR Y 2 —|Z%F L C, FirstDomain ®7 7 4 /L b KA A
CHRERET DR R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # default-domain value FirstDomain

ARTYY R bR TRADEREAA Y YR MDES

T 74NV KD RAAL HDIENNT, A7V >y b RV ES L TRRESND RAAL DU A b
EANLET, I—F RV —ar74¥al—yarET—RFTslit-dns~> K& AT
LET, VA NEHIBRT 212X, Zoav>r Fon Xz AN LET,

ATV h bRV T RAAL DY A NBRWGE, 22— =137 74V DI —T 7K
Vo—WIFET DU A MEfRKLET, =2—HF—»nC @£9ﬁ27)/]]V*UV7F
)‘4’/)7<f\7i’n’¢Lﬁkbf£b\ct9 \Z3 %IZiE, none ¥ —U— RZ45E L Tsplit-dns =2~ R%&
ABLET,

TRCTOAT Y v b hrxrY s ww/ U A MEHIBRT AI121%, 518 EHREETIC no
split-dns =~ RZ AN LET, 21 . none ¥—U— RZHE L Tsplit-dns 2~ R
HFHATLUTHER L2 XL U X I\’@?é\&)f\ %&fﬁ‘?ﬁ?f@ﬂ“&‘T@X?"U vy b hRY T RA
A U A MDBHIBRESET,

/%5 A —4 value domain-name TiE, ASANB AU v b R ENLUTIRRTH RAAL L
ZERELET, none ¥—U— KL, A7Y v DNS U A MRHFELRNZ EE2RLET,

Flo, ZOF—T—RFIZLY, AFY v FDNS U R MIXIUVERHRESINE T, TD0D,

A7V » FDNS U A MIER S, T 74NV MERIIBEEESNZINV—T R v —DA T v
FDNS U R E3fk S7e< 720 E£F, ZOa~vy ROEUIRO LBV TT,

hostname (config-group-policy) # split-dns {value domain-namel [domain-name2... domain-nameN]
| none}
hostname (config-group-policy) # no split-dns [domain-name domain-nameZ2 domain-nameN]

RAAL DY ARMNTEZY M ERYDHITIE, AX—RZ1OANLET, = b UEITH|
Rixdb 0 FHAN, AN T RIKOREZIZ42 LT TICLET, #ET M 7r ()
BIOEYU AR () OAZFEHATEEST, 774V RAL A bRV EI L TRR S
NAEEIL. FORAA L EZDY R MIBRMIZEDALERH Y £97,

WOFNE, FirstGroup & W2 4D 7 /V—"7" 78U > —"TC, Domainl, Domain2, Domain3,
Domaind D% RAA U NAT Y » N bR U U 7% L TIFRRSILD L9 ICRET 5 FikE R
LTWET,

| gHInoraL, =T Ry o— s&U1—F— |
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hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4

\}

GE) X7V Y FDNSEZRETAHE. HELIZTIAX—=FDNS VP —R_—=R, 7IF73A4T7 7
Ty R T —LICREINTVWAEDNS P—R_R—L B HLTWRWNWIZ L 2R LET, EFEL
TWB L, ARIRENIELL8EET, 7o) =0 Fa vy 7EN55HERH Y 9,

Windows XP EELUVRXTYw b oYY VS HDDHCP R{TZIEDRTE

AT o b RNV T T a 2558, R EB X TUVA L, Microsoft XP THEFENFEA L,
RAAL PR L9, ZOREAZ BT H121E,. ASA TEE/L— b O¥%E 27 ~ 40 1ZHIR
LET, —FOKIIN—F DT F AL >TRRY F9,

ST

DHCP 4754312 & - T, Microsoft Windows XP 7 74 7 hMI ASA TAZF U v b b3l
VI EBEHATEA LT £9, ASA L. Microsoft Windows XP 7 < A 7 > k DHCP Inform
AvB—VICHBILELT, Z27AT Y MIrFVIPT RLAHOY 7Ry b ~AZ7 K
A BIORITALAZRAEZT 4 v 7 )b— N2t L £, Windows XP LLET?® Windows
74T DA, DHCPfATZEICE > T RAS VA ET TRy b~ A7 Btk & F
T, T, DHCP %r——% T2 OB NE TRVERE THEY B ET,

intercept-dhcp =~ > Nix, DHCP fRATZ (G2 A X — 7 NV EET =7 M LET,

hostname (config-group-policy)# intercept-dhcp netmask {enable | disable}
hostname (config-group-policy) #

netmask Z#C, M XV IPT RLADH T Xy h v A7 28 LET, ZOa~v2 Rdno
BRIZ, a7 4 F2b— 3006 DHCP RITZEZHIKRLET,

[no] intercept-dhcp
WIZ. FirstGroup &\ 9 7 /L—7 7R U 2 —(Z DHCP 11325 2% &+ 202~ L£7,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# intercept-dhcp enable

JE—F TR IVSAT7 2V MNTCERTSE-HOT>oY JOoxS

=JL ==
X TEDEXTE
JIAT O axy e — RTRA—H %3 ﬁ?j‘%) . KKOD%EHE%Egé??L,jzéA
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FIE

ATy T

ATy T2

YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

TN—T RV — a7 4Fab—rarFE— RKTmdeproxyserver 2~ RE AL, 7
FTATY N TNRNAADT T DT axy pr—R—LR— E2RELET,

hostname (config-group-policy) # msie—proxy server {value server|:port] | none}
hostname (config-group-policy) #

F 74V MElZnone T, 7 I7A TV FTAAADT TP TTaFy —"—DRELFEE
LCWERHA, a7 4Falb—ar»bEMEAHIBRT T, Zoa<wy RO noEXE
ERLET,

hostname (config-group-policy) # NoO msie—proxy server
hostname (config-group-policy) #

TaX TP —NR—DIPT RLAFEIIHRA MBI OR— FEENEEN T DIITORE ST,
100 XLFRETHHILENH Y £97,

Wiz, 7790 Faxs ==L LTIPT FL A 192.168.10.1 % E L. &R— I 880 #1ff
M L. FirstGroup &9 7V /V—"7 R o —&t BT D02~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server value 192.168.21.1:880
hostname (config-group-policy) #

ITN—F R —ar7 Xz l—3 3 F— K Tmseproxymethod =< > K& AL T,
JIGAT U N TRALADT T Tuxr T rray ([ AVyR)) ZRELET,

hostname (config-group-policy) # msie-proxy method [auto-detect | no-modify |

no-proxy | use-server]
hostname (config-group-policy) #

77 4V MalZ no-modify T4, 27 4 Xal—varnbEREHIBRT 1%, Zoaw
Y RO noBERXAEEHLET,

hostname (config-group-policy)# no msie-proxy method [auto-detect | no-modify

| no-proxy | use-server]
hostname (config-group-policy) #

A TE D H5EE, ROEBY TY,

sauto-detect : 77 A T N TARAADT T T Xy ="~ HIKEOEHE
A =T N LET,

gHInoraL, =T Ry o— s&U1—F— |
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ATvT3
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-
% TE

eno-modify : 2O AT U N T AL ATHEHALTWAL T Z YO HTTP 77 V% ek
VY —N—DOREELDEEIZLET,

*NO-proxy—= DV FAT U N TNRAATIEL, 77 UFOHTIP /' u ¥ v RELZT 4 B—7
M LET,

* use-server—msie-proxy server 2~ > RIZRESN-EE#ERT L L 21, 77 U¥F0
HTTP 71 3 & H—N—REZRE L £,

TaX P —NN—=DIPT FLARAEZITIHRA MBLOR— FEENREGEENTWAITORE XL,
100 XFRETHHILENH Y £97,

WIZ, FirstGroup & W) VNV —TF R =07 Z o FaXx@Es LTCHEMHAZRET D
Bl R L FET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy method auto-detect
hostname (config-group-policy) #

Wiz, 7747~ TR ADHP—s3—& L TH—s3— QASERVER, K— bk 1001 &5
%X DT, FirstGroup E WD FN—T R o —DT T W T URELRET DU E R L
D

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy server QAserver:port 1001
hostname (config-group-policy) # msie-proxy method use-server

hostname (config-group-policy) #

TN—T R — a7 4Fab— 3 F— KT mdeproxy except-list =~ R& AL
T ITAT U R THRALADT T Ra— AN TTax T BN RATEHDIEHRT LT
BXOFNT A NEFRELET, ZHHOT RLAZ, 7BXh—n_"—lLoTT7 7 EX
SNFEHA, ZDVU R RMZL, [Proxy Stteings] ¥ A 7 17 7R v 7 AZ&H 5 [Exceptions] A~ v 7 A
WY L ET,

hostname (config-group-policy) # msie-proxy except-list {value server[:port] |

none}
hostname (config-group-policy) #

a7 4 X2 b= a b EEAEIRTSICE. 2o RO noBRAEFH L EI,

hostname (config-group-policy)# no msie-proxy except-list
hostname (config-group-policy) #

e valueserver:port : 2D 7 A7 > b T AL RNZi#HT D MSIE h—"—D P 7 KL AFE
T34, BEXOR—FZ2HRELET, A— MEFIHMEETT,

enone: IP7 RLRAFEIIEHRA M ERITIAR— MR ARNWZ EE2R L, kY 2 &AL E
A,
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IPSec (IKEv1)

FIE

ATy T4

ATy

IPSec (KEV) 254 7> kot¥a 74 BinEE [

7 7 4V h TlE, msie-proxy except-list [ L7 « B—7 Ml 72 > TV ET,

TR P —NR—DIPT RLAFETIIHRA MBIOR— FEENEEN TV DIITOR I,
100 XFRMETHHILENRH Y £,

W2, 77007 axpN) XA NERET AR ERLET, IP 7 K1L-X 192.168.20.1 ®
PR — TR S, A— k880 A L, FirstGroup &£\ 9 7 —7 R o—%xfg s LE
j‘o

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy except-list value 192.168.20.1:880
hostname (config-group-policy) #

TNh—T R —ar7 X al— g F— KT mdeproxy local-bypass =~ > K& A/
L. 29A TV b TAAATHERT 27 708N, 7aXizn—)L TS RATHREL
AR—=TNEIZT 4 E—T M LET,

hostname (config-group-policy) # msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

a7 4 X2 —varynbEEEERTAICE. Zoavr RonoBXEFHLEI,

hostname (config-group-policy)# no msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

7 7 4 /v bk Tld, msie-proxy local-bypass L7 « B—7 Ml > TV ET,

WIZ, FirstGroup &9 ZL—T R o —DT T IO T %y n—h )L SA R 2% A F—
TMZT Dl E R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy local-bypass enable
hostname (config-group-policy) #

D547 rDEX2)T4BHEDERTE

IN—=TDEX=2l T ARELEETDITIE, ROFIEZFEITLET,

IN—T R —ar7 4¥alb— a3 F— KT, enable ¥—U— F&$EELT
password-storage =~ RZfH L, =2—H%—2Ra s/ AU —RE27 T4 T K VAT

gHInoraL, =T Ry o— s&U1—F— |
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B opsec akev) v5470 roEFIUF A REDR

ATy T2

DRIFECTED LT DN EINERELET, "AV— FRIFEZT 4 E—7 T DI
%, disable ¥—V— K% 45 L C password-storage =~ > K& L £,

hostname (config-group-policy) # password-storage {enable | disable}
hostname (config-group-policy) #

X2 VT4 LOEANS, NAU—RREFEET 74V TCT 42— Mo TWET, &
2T P A MIHDZ RS> TWVEL AT A ETOHR, NAT— ROREE A 2 —T I
LTL7Z&EW,

password-storage BMEA FITa 7 4 X2 b— g ULHIRT 212X, 2oz~ Fonog
Xx AN LET,

hostname (config-group-policy) # NO password—storage
hostname (config-group-policy) #

no XA FEET 5 & password-storage DA ZBID 7 )V —7 IR L —inbikk 45 Z LN T
w8

Zoav s NiE /ERRAN— R 2T 7 T4 TV MRAERN— R U =T 74T v FOfE
Bl — Y —FEREC I S v E A,

RIZ, FirstGroup & WO A FID T N—T"RY =% L T/RAT — RRFEA F—TNZT D
Flzmrm L ET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # password—storage enable
hostname (config-group-policy) #

T FN N TIET A BTN o TCODIPEHE A X —T T HMNE I MNERELET,

GE)
IPSec IKEv2 #25¢ Tl IP JEMEIZH A — F SN T ERA,

hostname (config-group-policy) # ip—-comp {enable | disable}
hostname (config-group-policy) #

LZSIP JEfG & A X —T WMIZT HITE, FV—T R —ar 74 Fal—v a3 E— KT,
enable ¥—7— K& fEE L Tip-comp 2~ FZ AN LET, IPIEMET 4 E—T1IZT D
IZ1%, disable ¥—7U— KZHEL Tip-comp =2~ REANLET,

ip-comp BHEZFITa 7 4 X2 b—a Y DHIBRTHICE. Zoavwr RO noBERXE A
HLET, XY, IO —7 KU o —DEEMHREKTE £7,

hostname (config-group-policy)# no ip-comp
hostname (config-group-policy) #

B 5oz L. S—TFRYS— BEUI—F—
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ATvT3

ATy 5%

TRY)— B —H—
IPSec (KEV) 254 7> kot¥a 74 BinEE [

TR EMEAR—TNVITDHE, ETLTERT AV E— RN XA YAy 2—F—DF —
IRk L — b BT A5ERH 0 £,

Ev bk

F— A EMEERERAT L, a—PF— kv arTEDOAFEY FERL CPUMEHRNHML., &
RLELTASADANL—Ty hEEPMETLET, 207D, 7 —H[EMIEET LA THRHEL T
WHUE— R =PI LTS F—T T D2 HERLET, 7L 22—V —(C
BEHEOITN—T R o—%&it L, TNOHO2—HF—Zx L TETEME A *F— 7 VIZLE
7T

ITNN—F Ry —ar7 4 Fal— a3y F— RNT, enable ¥—V— FZ$EE L T rexauth
avw U REFEHL, IKEX—2DFAERINDBIC 22— —DNHRGEE2 2T O LERHDINE D
MNERELET,

GE)
IKEv2 #¢ CTiE, IKE F—FH4A kI R— S T EFA,

IKE % —HARREOFEIEZ A F—7 MIT 25 L, ASA TliX, YD 7 =— A 11IKE x 3
T—ya BT —HF =R L TP =4 L XAT— RKOANNRRKRD B, EDKIKE
F—FHAERNMTOND N2 =Y —FRER RO OGN ET, HRFECE > T, BX2 U7 40
s hvET,

BRE SN TV DX —FARMBA BRI E WG, 2 — PTG E RV B LRk bNd Z &
KK@%@Dé:kﬁ%@iﬁoMTEX#HW%ﬁUﬂéMﬁin T BHITIE, BFRREE
TAE—TNMCLET, RESNTWDX—FHAERA ¥ — IV EHRT HITIE, E=H2U
7 E— R Tshowceryptoipsecsa 2~ REZ AN LT, EXa U7 7TVIm—a OFH
MDTATEA L, BROT—ZOFu NEOTA 72 A 2R LET, IKEF—H
AR SNDBEO 22— —DOFFERIEE T « B —7 /2T 5I21L, disablex—V— K& AN L&
o IKE ¥ —DFHAR SN DBEOHIRIEL, 77 40 b TIET 4 BE—T7 MR > T ET,

hostname (config-group-policy) # re-xauth {enable | disable}
hostname (config-group-policy) #

IKE % — ﬂﬁi%éhé%@ﬁm£%®1%ﬁ@ﬁ»—7f)/~# MKT D2 LakA 31—
TMZT DI, Zoavwr RonEXE AL T, ET7ar7 4 F =2 b—3 3 V)5 re-xauth
BrEEZHIBRL £,

hostname (config-group-policy) # no re-xauth
hostname (config-group-policy) #

GE)
Bt el —F =B E L RWiGE . BRiEERR L £7,

PHAERE LA R—T VT DD EIDEFRELET, Psec R T — 3 Tl B8
HRERAEEIZ L D . T LOWERE SR — 3RO E D — & b BN RN E M EES N E T,
IN—T R Y —iF, BIOTN—T KUY o —5ERREME OEE A CE 7, w2l
EWEIL, T 74NN TET 4= MR T ET, BRIEBEMEZ A X —7 MIT DI

gHInoraL, =T Ry o— s&U1—F— |
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B ke 95472 Lo IPsec-udP it iE

X, V=7 R —ar74¥al— a3 E— KT, enablex—U— F&fEE LT pfs
avy REFEHLET,

hostname (config-group-policy) # pfs {enable | disable}
hostname (config-group-policy) #

SERRVEERIE E T 4 £ —T7 WCT HI2IE, disable ¥—TU— RKZFEELTpfs 2~ K& AS
L/iﬁ‘o

SEARIMEESERM AR BT 74 X2 L —2a B LT, [HEHE LN ST 51T
X, Zoa<wr RonBEREANLET,

hostname (config-group-policy)# no pfs
hostname (config-group-policy) #

IKEv1 7 S5 4 7 > k@ IPsec-UDP B DR E

IPsec over UDP (IPsec through NAT L FEENL D Z bbbV £9) 2FEHTLHE, N—FRu =T
7 I 47 ME. NAT ZF{TL T 5 ASA (Z UDP e TRt C& £4, ZOREREIXT 7 +
NV RTIET 4 B—T 22> TWET, IPsecover UDP 1L, U E— b7 7 & A2 T3
SNHHEHOKEET, T—Far 74 Fal—a UBRETT, ASAIL, SADX I =—
MFIZCZFTAT U R EDEITar 7 4 ¥ a2 b—2 a3 0 T A—2E2L0E D LEd, IPSecover
UDP i35 L, VAT A NRT p—< ARETEKTFLET,

IPsec over UDP % A Z—7 N2 AICiE, FA—F Ry —ar7 4 X¥=2l—var F—FK
T, RO L i enable F—V— KZ4EE L Tipsec-udp =2~ REHELET,

hostname (config-group-policy) # ipsec-udp {enable | disable}
hostname (config-group-policy)# no ipsec-udp

IPsecoverUDP Z i 9% 121%, Z DHHOFHIZHE- T, ipsec-udp-port =~ > R bR ET 544
ERHY FT,

IPsec over UDP %7 ( E—7 /L2952, disable ¥—U— K& A ) L £, IPSec over UDP
BEEZFEITa 7 4 X2 b —a U BHIBRT AIZIE, Zoavwr FonoEXE AN LET,
LD, BT A—F RY 2 —h5 IPSec over UDP DEZ (A TEX A L 912720 £4,

WIZ, FirstGroup &\ 9 7 /L—=7" 7R U 2 —@ IPSec over UDP # % ET DBl %~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp enable

IPsec over UDP % A X — 7 /W L72GEE, v —7 R v—ar 74 F¥al— g T—

RCipsec-udp-port 2~ RHRETHXLENRH D £9, ZDa~r RZL Y, IPSecover UDP
D UDP AR— FEZRESNET, IPSec R T — 3 Tl ASA ITERE S NToR—

B 5oz L. S—TFRYS— BEUI—F—



| #eTnorq0, YL—FRYS— BEUa1—¥—

VWNA—ES 7 55170 roBoRE |

FCU RS, DT 4NV EZ)L—)LTUDP b7 7 4w 7N Ry 7ENTWHWTH, ZDOHR—
rETDHDUDP hT 7 4 v 7 ZEEELET, RN— FESOHPAIL 4001 ~ 49151 T, T 7 4L
kDR — METX 10000 T,

UDP AR— r&2F 4 E—T T BT, Z0a<wr FonERXEALTLET, 22Xy,
BID 7 —"F R 2 —h 6 IPsec over UDP AR— M ODEAHEEA TEX A X 912700 £,

hostname (config-group-policy) # ipsec-udp-port port

WIZ, FirstGroup &9 7 L—"7 R U 2 —® IPsec UDP 7" — k & 7R — b 4025 (2% E T D 6%
/j—_\‘[/i—é—o

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# ipsec-udp-port 4025

VPN N—FD 17 95472 FDREDHKTE

FIE

ATy T

ATvT2

(fFE) koa~vy RaEERLT, 2y N —27H0RE— RERiE L ET,

[no] nem [enable |disable]

*/FU IR — RE2MHTLE, N"—KU=T 7747 ML, B—DL—T 4 7 7]
B2 Ry hU—2%VPN b xLZ RN LT E—bF 774 _X—h 3y FU—7 ICEfiic& £

ﬁ‘HﬂiﬁﬁéﬂiﬁhoLt#of\hwWW%—A—® Y% 5T /31 A1, Easy

VPN JE— hDBERICHDLTTAX— Ry NT—7 EOT A A2, FrxAzi LT (b
YARNESLTOR) EHET 7 EATEET, HOLAELREKRTT, FrRudn—Ru=7
JI7AT VMR THIBINDMERH D FTN, b RXABRT v AREICRST2H &1

W OM ST — 2 AW E BB TEET,

1

WIZ, FirstGroup &\ Z/L—7 KU > —DO NEM Z % ET D%~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # nem enable

NEM % F 4 B—7 23 51215, mame% U—RKEANLET, ZONEM EMEETa
VAKX 2 L= a UILHEIRTBIZIE, Zoavr RonBERXE AN LET, 204 T
VEFHATAE, BIOIN—T B — DR X F3,

UEE) koa~vy REFEHALT, EF%a7 2=y MNEARTELET,

[no] secure-unit-authentication [enable |disable ]

ﬁ%:?n:yhmﬁfm VPNN—RO =T 7747 B MRV ERRT 70N —
Pty L 2T — %ﬁ%btw&%g*Tépkf\?#1)74#%“3“&#0;@%

gHInoraL, =T Ry o— s&U1—F— |
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B ko7 o570 roRRORE

ATvT3

ATv74

A X—TNMZTHE, N—RU T 75347 MIMEEEN TS —H—44 L X2 T —
REFHLEEA BESNTWVWDIEHE) , EXFaT 2=y FNEEHIT 74V FTT & —7
VTR TWET,

tXaT 2=y MERETIE, N— R =T 7947 MBIMERTBER T 7 7 A Uikt L
mu%~ﬂ~7w~7# HESNTWOMERDD ET, 74~ ASATEX=2T =
=y FNEIERRBERGAT, EONy I T v —nN—iZbtFxaT 2=y FNRAEERTET
LHENRH Y FT,

GE)

ZOMREE A R — T I LT EIZ VPN R U RV ERESLT A2, 22— =D —H—4 &

INAT—= Re ANTLRERHY £7°,

i
WOBENL, FirstGroup EWHZRTD T N—TF R —IZk LT, BFa7 2=y FEIEE A
F—T T DI EER L TOET,

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy) # secure-unit-authentication enable

X7 2=y FEIEET 4 B—T T 5T, disable ¥F—U—FKEZADNLET, BF =
7 2=y MNEBIEBMEEEITa Ly 74 X2 b—2a U LHIRT DL, Zoavwr RonoiE
KEANLET, ZOFTva v Z(ETLHE, MO A= R o—hbtFaT 2=y
N ERREDE Z Ak K T & £ 7,

('f{‘%) Yk@j'??/ ]\%—_”Tﬁ)ﬂbf\ :‘L_VH_ FRRIE & X Hﬂiﬂbi‘j_

[no] user-authentication [enable | disable]

AP A =TT DL, A= KT 2T 7 T4 T v hOWRITO B2 D2 —H—
X, RV ENL TRy NT—2 2T 7 BARATHOIBGE =T 5 Z t75>z\%&f£@i

T, A O2—V—%, RELRGE— —DIEFIHE > CTREESNE T, — —F83E
?71»%??4? TN 5 TWVET,

774 <V ASA ’/C:L“*'H‘F‘nun 75)‘,[4?72 61\ 80)/§777‘Y70 Pz %):L““'H‘%nu_‘
AEERRET HMERH Y ET,

1

WORFNL, FirstGroup & WD ARTD 7 N—T KR o —IZk LT, 22— —FiLE A F— 7T
TLHEERLTHNET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# user-authentication enable

:’-’“"j‘ nunE%T/]"{Z 7/1/ —a—é {&. disable i{- U*‘F’i’]\ﬁbi‘?‘ :L"_]j_ wuuﬁﬁ
MEIITar 74 Xab—2a ynbOHIRT5ICE, Zoavy FO) noERXE AT LET,
:@j_7 V=] /%1%)%?6 &\ }%IJ®7\\/V_7O/—\HU T‘/‘—ﬁ)%l‘—vy‘ wu uﬁ@fﬁ%ﬂ_ﬁ(fgijﬁ
WOa<wy REMHALT, BEELZEAx D2—F—DT A NV ZA LT U MR ELET,

[no] user-authentication-idle-timeout minutes | none |

B 5oz L. S—TFRYS— BEUI—F—



| #&rnorq0, Y—

ATy TH

ATvT6

TRYY—. BEUYI—H—
VWNA—ES 7 55170 roBoRE |

minutes/ X7 A —X T, T4 RV Z A L7 0 MEEE (DHAD) ZEELET, RERRIT1S.
T 7 /L MiE 30 4y, ERERIX 35791394 43 T,

TA RNV EA LT MIBFICAN— R =T 729470 FO¥HOL—YP =L DBIET 7
FAETANRWVES, ASAIZED I FGAT U DT 7 BAEZRTIHET, 20X A ~v—
1. VPN b rVEKRTIEZRL, VPN R RV EBIRT DI FA T DT 72 AT &
TLET,

1 -
WOBNE, FirstGroup E W ZRTD T NV—T R 2 —245 53 DT A4 KV XA LT 07 Mz
ET D HEERLTOET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable
hostname (config-group-policy) #user-authentication-idle-timeout 45

i

TA RNV EALT D MEZHIBRT HIZIE, 20~ FOonEXEALET, 2047
varEERTLE MOITN—T R =T A KV XA LT T MEEMATE 97,
TA RNV EZALT D MEZMHKAKLRNE SIZTHITIE, none F—U— FEfEL T
user-authentication-idle-timeout =~> K2 AN LET, ZOa~v 2 NZkb, 74 v Z4
AT T MIXVENHRESNET, XIIMVEEZEET HE, TA RVEAL LT U7 MBEL I,
TN NERITRESNTZIIN—T R = ba—HF—HAEDT A KV X4 LT U ME
DR SN2 < 720 £,

GE)
showuauth =< RADIEETRENDT A RV XA LT 7 ML, #IZ CiscoEasy VPN U £ —
N TNRAAD N RNVEBIAE LT —F—D7 A RV XA L7 U MEIZ/ZRD £97,

WD~ R&EMHEH LT, IP Phone Bypass i & L £ 77,
ip-phone-bypass enable

IPPhoneBypass #ffifH3 5L, "— KU =T 7747 NOHRIZHDHIP 7 4+ H, 2—F—
RRET B A7 LTt T £9°, IPPhoneBypass (X, 7 7 4/ F TT 4 E—7 /LT > T\
T4, ZhUE, TUA A F—T i > TV ABAICOREA SN E T,

GE)

Flo, INHD7 T4 T v NOBFEERRT HITIX, 77472 MIMAC 7 R L AGBRA 3%
ETHMNENRD Y 77,

IP Phone Bypass &7 « & —7 /W27 5121, disable %¥—7— K% AJ) L %7, IPPhoneBypass
BHEEZFETA LT 4 F 2 L= a U BHIRT IR, Zoavr FonolBE A LET,
ZOF T a ANk, BT —TF R Y 2 —)35 IP Phone Bypass O & {7k T & £,
WD a~y REMHER LT, LEAP Bypass i€ L £,

leap-bypass enable

LEAP Bypass |Z, user-authentication 2314 % —7 /LIl > TWAEAICOAEHA SN ET, =
Da<wr RIZEY, Cisco VA VLR TZERRAL L N FI/NA ZANED LEAP 7347 v M.

gHInoraL, =T Ry o— s&U1—F— |
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. AnyConnect 7 54 7> k RO IL—TKY L—BHEOHRE

LEAP FHREAFENL L TG, 22— P —FFET L ICRRER EITCE D L 9122 £9, LEAP
Bypass IZ. 7 7 #/V b TT 4 B—T /Tl > TWET,

IN=RT 2T 7 T4 T FDOHAIINDLEAP —H— 2%, mEARMERHY £+, Frx
NVTHIRA A § TNA ZADH%AIZH D RADIUS h— =27 LT oY Va2 EEGETH 2 N
T&72\W e, LEAPFRREA X IV =— T EHA, M FURETY LT vy L EEE
TERWVEBE, BRE Y FY—7 TRIEINTWRWES T, ZOMBEEET 5729
1. LEAP /A 282 %, fHR D —HF —FBFFORHIIZ LEAP 2347~ + (LEAP %7 v ")) %
ko VTR L mmms#~ﬂ—«®ﬁﬁ%ﬁ%mﬁfééio LET, ZHick-o
T, 2—¥—i%, ERlOx—V —FFEcEL = LR TEET,

LEAP Bypass £, RO T CHEUIIHEREL £7,

« secure-unit-authentication 35 4 E—7 IR > TWBZ L, AV HTITT 4T 2=y k
m£#4z TNOBE., PRV EHEHA L TLEAP T ANA ANERETE D K910 DRI
FLEAP (ﬁf?) 7‘/\4’ AMN— R =T I I73A4T I\’Sfuwﬁ?“%’)ﬁ?#b%@ 351;«

user-authentication 34 F—7 NIZ/ > CNDHZ L, A X —T /W > TV & LEAP
Bypass 25 H SN EH A,

MERERBE DT 7 B A IRA o 23, Cisco Discovery Protocol (CDP) % 1T L CTU % Cisco
Aironet Access Point Th 25 Z &, PCDONIC 71— RiZ, tho7 7 ROPBTHNENE

NEWUR
1
WOBE., FirstGroup & W9 £ HiiD 7 )V—7 7R U 2 —|Z LEAP Bypass % i% &4 % J7iE%E 7~ LT
WET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable
hostname (config-group-policy)# leap-bypass enable

LEAP Bypass #7 « £ —7/LIZT 5I2iL, disable ¥—7U— K& AJ)L &3, LEAP Bypass J&
PMEETar T4 X2 b—a UDHHIRT 2123, Z0avry Fon JERXE A LET,
:@ﬁf&aV%ﬁW?ék\HMNWW$®@%%@7W%TKUV%#%%%T%iﬁo

AnyConnect 7 S A4 7> b DT IL—TR) O—EHDEE

[ AnyConnect VPN Client #f5¢) (Z°9 & 912, AnyConnect 7 74 7 | i & A F— 7 /LT
L7, ZVv—7HR Y 2 —® AnyConnect 7 7 A 7 > b #EZ A F— 7 )V E I IMEICTE
FT, =T RV —webvpn 27 4 F a2l —T 3 E— RTROFIEEZFEITLET,

FIE

ATV TN I —F R —webvpn 207 4 Falb—arB— REBLET, RICHEZRLET,

B 5oz L. S—TFRYS— BEUI—F—
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| #&rnorq0, Y—

ATy T2

ATv7T3

RTv74
ATy T5

ATvT6

FRYY—. BEUYLI—H—
AnyConnect 7 5 1 7> k DI L— TRy o —EirnzE [

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn

TV RARA v har Ea—% BT AnyConnect 7 7 A 7 2 b DB A VA N—ILET 4
=7 ICT BT, none¥ — 7 — K& $57E L T anyconnect keep-installer =2+ > RZfH L &
I RITHIZ R L £,

hostname (config-group-webvpn) # anyconnect keep-installer none
hostname (config-group-webvpn) #

FIZHINNTIE, 74T 2 FOKEHRA VA R—IFA RX—T N> TWES, 754
7> MiX, AnyConnect 7 7 A T > h By a VO THHIZ Y RIRA U MIA VA F—L &
NI-FFITHRD FF,

7 N—"T7R Y > —@ AnyConnect 7 7 A 7 > & SSL #f5ifkH T HTTP 7 — ¥ OJEHE & A £ —7
JWZF % IZIE, anyconnectssl compression 2~ K& AN LET, 7 74/ b T, EfEILnone
(TaE=70) ITRESHTVET, JEfiz A 2 —7 VT 5HI2iE, deflaie ¥—U— K%
FERLET, RITHIZRLET,

hostname (config-group-webvpn) # anyconnect compression deflate
hostname (config-group-webvpn) #

7 v RET MO E

TN ARG DT A RVIRRBZ MR T DR A HIR T 556 TH, TuXy, 7747 Ut —
Jv. FTIENAT 73541 AfEH D AnyConnect 7 7 A 7 b #fi A W2 FI2THZ &N T
xF9, ZNEITOIZIE, anyconnect sd keepalive command: ZiH L Cx—7 7T 74 7 A v
=TV ORE T L ET,

anyconnect sd keepalive {none | seconds}

Flo, =TT IA T EFETDH L, UE— F=—%—7 Microsoft Outlook ¥ 7= (% Microsoft
Internet Explorer 78 E DY oy b _X—=X 7 F U r—29 %7 7T 4 TIZET LT RWGS
TH., AnyConnect 7 7 A7 b 7547 MIUIEB L OFERINVERT A,

OB TIE, AnyConnect 7 7 A T > N MX—TT T34 T A v&—T% 3008 (547) OFE
THEETELEIICEF2 VT AT T IAT U AERELET,

hostname (config-group-webvpn) # anyconnect ssl keepalive 300
hostname (config-group-webvpn) #

AnyConnect 7 7 A 7 N MSSLE v a U TCHF—%2HAERTE DL 5129 5IZIE, anyconnect
sslrekey 2~ > R&EMEH L F7,

anyconnect ssl rekey {method {sd | new-tunnel} | time minutes| none} }

F 740 F TR, F—HAERITT 4 v—T IR o TWET,

gHInoraL, =T Ry o— s&U1—F— |
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B Avvcomect 55172+ BEHEOTL—TRY L —RiEORE

ATy 71

method % new-tunnel [ZFET 5 &, SVC F—DFARLHIZ AnyConnect 7 7 A 7 > b 238 L1

Mo RNV T D LI EINFE T, method # none (ZfFET D &, F—FARKITIT «&—
T2 D £, method & sSUCHRET D &, SSL DR v — 3 3 L F —HARTICAT
bIET, method ZHRETHMNDYVIZ, By a LV ORM» L —FHAERNMTON D £ TOR
fil2- 1~ 10080 (1AM) DI THETE £7,

ROFITIE, F—FERFIZ AnyConnect 7 74 7 > F ASSL &R A= — M5 L9 1T
EL. F—HAERDNE Y v a VBIEO 30 DRICHEET DX IICREL TWET,

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30
hostname (config-group-webvpn) #

IIAT k7 a b A S RZEREEE % &L AnyConnect 7 T A 7k I3 IPV6 kT
TAITIETETHL TR EEDIPVE T 7 v 7 OFEFLTESR, IPv4d N T 7 4 v 7720
EFHLTHWABLEEDIPVG N T 7 4 v 7 OEFBFEEZRETHIENTEET,

AnyConnect 7 7 A 7 > & 75 ASAIZ VPN ##it 3 5 & 12, ASA (L IPv4 & IPv6 D — £ 7213
WHFOT KL AEEIDYHTET, ASA 2 AnyConnect 7 74 7 2 b BRI IPv4 7 KL A FE /=
IXIPV6 7 R L AT #EI0 Y TgLAIT, ASANIPT RLUAZEID Y Tlheholory U —
I RNT T4 7IZO0WTC, 7747 7R bhal XL RRAZE>TEDNT T 4 v I %R
0y XL, FRIFXASAEZNRNANRALTI TA T ML OREE{LZR L, 2FEY 171
TTHFAN ELTOREEHFAITONERETEDHEIICRY E L,

7o & 21X, ASA 73 AnyConnect 7 7 A 7 > b 5§ 2 IPvd 7 RLADHZEI) T, = RN
AVIERT 2T NVAZ 7 ENTWNLERELET, ZOT RARA Y FRIPv6 7 KL A~
DEFEEZRT-L X, V34T M AL RNZ T b a N T B —7 L OBEIE. IPv6
N7 74BN Ray7ENETN, 7I7A4T 2 b XA R2 T v harhif x—TLVO5E
L. IPV6 8T 7 4 w737 AT R 7 U7 TXFARELTEEINET,

SSL ##fit Tld72 < IPsec b ¥ RNV EHENL L TV DEEIX, 7747 2 M TIPV6 BA#NZ /> T
WDNE D DN ASAIZHEAN SR, ASAIXFIZZ T4 7 2 AL /8RR 7'a h 3 VEiE
Bl yvafd s LET,

client-bypass-protocol 2~ > RZfEM LT, 7 747 b NA /R Fa hagEsd A 1—7
NETXT 4 B—=7 M LET, a~vr FEUIROEBY TT,

client-bypass-protocol {enable | disable}

WRIZ, VAT E AR T a harvef 2= MZT 50~ LET,

hostname (config-group-policy) # client-bypass-protocol enable
hostname (config-group-policy) #

WIZ, 7FA T s R_XARRTa barzsAv—T0cd 5652 RLET,

hostname (config-group-policy)# client-bypass-protocol disable
hostname (config-group-policy) #

B 5oz L. S—TFRYS— BEUI—F—



| #eTnorq0, YL—FRYS— BEUa1—¥—

ATvT8

AnyConnect 7 5 1 7> k DI L— TRy o —EirnzE [

WIZ, A F—TNFEFIEZT 4= MR TWAE I FAT v h SNANRA Fu haLBHES
HIBRT B0l 2R~ L E9,

hostname (config-group-policy)# no client-bypass-protocol enable
hostname (config-group-policy) #

ASAIIZE— R ANF v TEFRE LTS EIT. VPNE Y v a COFFNISHEH S b ASA
IP7 RLUAZFRRT 57212, ASADFQDN Z5ELET, ZOREIT, SESERIP T2
FavdFry NT—2MD7 T4 T b u— 7 %YR— 4592 TEETT (IPv4
5IPV6 72 &)

AnyConnect 7 747k 7’07 7 A )WIZ&H D ASAFQDN ZffH L Tr—3 7 1#IZ ASAIP
7 RLVAZRSTHZEIXTEE A, TRLART—RRT 007 2 F UADELNT
NA X (NURAPFELSIVTCNDT AL R) E—HLRWEERH Y £,

TNAADFQDNNR Y FA T v MIEME SN2 WA, 774 7 > ME, LN b RV
NMENTWDIPT LU ANOHERZRAE T, 2725 1P 71 h=ab (IPvd 225 IPv6) D
Fyv b= o — v 7 &R — T 5HI21E, AnyConnect 7 7 A 7> b i, ¥ RAd
BT D ASA T RLRAZIRETE DL 912, B—3 U 7 HIZT /31 A FQDN D4 i
fRZAT O MBERH O ET, 7747 ME, #IEEGEFICT 77 7 A VITFEET D ASA
FQDN ZffH L £9°, DO v v a U TlE. A WRERSGEITEIZ, ASAIZL-T
Tyvadil (e, INA—T RY —TEHENHKE L) 7351 AFQDN #fH L %
9, FQDN D% E STV R WA, ASA (X, [Device Setup] > [Device Name/Password and
Domain Name] D% EWNZENHT /34 A FQDN ZHifG (BX W7 74 7 MIEE) LET,

FTNNAAFQDN BN ASAIZ L > CT v v a 8N TWRWEE, 7747 M, BR51P 7
faroxy NU—7Moue—I 0 7H%ICVPN Yy v a U EHMEL TEEH A,

gateway-fqdn 2~ > RZEH LT, ASAOFQDNA##HEL£T, a~r FEIKRD LBV T
D

gateway-fqdn { value FQDN_Name| none} ¥ 721% no gateway-fqdn
KIZ. ASA @ FQDN % ASAName.example.cisco.com & L CEFKT HH &2 /R L E7,

hostname (config-group-policy) # gateway-fqdn value ASAName.example.cisco.com
hostname (config-group-policy) #

WIZ, ZN—T KUY =06 ASA D FQDN ZHIBRT 2612~ LET, 77— KU T —Ii&,
FIFIN S TN—T R —Inb ZOEEMALET,

hostname (config-group-policy) # no gateway-fgdn
hostname (config-group-policy) #

WIZ, FQDN Z#ZEDfE & L CEFERT HH%2R L £7, hostname =~ > KI5 L OV domain-name =
<V REMEH L CRESNEZZ 2 — VUL FQDN M Sh k4 (R RS .

hostname (config-group-policy)# gateway-fgdn none

gHInoraL, =T Ry o— s&U1—F— |
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B o7y s—ni—REronE

hostname (config-group-policy) #

NI T T H—N—BHEDETE

Ny 7T THh—N"—2%RELET FEHATLHITERDDIELEE) , IPsec Ny I T v H—
N—%ffHlT25&, VPNV T4 7 MIT T4~V ASA BMERARATOLE LR A Mop:
T HIEMTEET, NI T v TP —R"—%RET DL, ASAIL, IPsec b RV E ST
TLHLEENWZITAT MIY ==V A ZELET, 7747 P EEITT T4~ U ASA
RN I T o T Y= R—%FELRVIRD, Ny I T v =R IFELEE A,
NI T o T HP—=X—F, 7747 M EFHIZTTA4~U ASA FIZRELF T, ASA EiZ
N DT T P=NR—"BETDIE, NI T v T ==K =T NV—TNDI T4
T My adiv, VAT N EORY T T == U XN (REINTNDY
a) MEEHDY 9,

)

GE)

RANBEFEHAT L2581, Ny 27T v 7 DNS $— =B LUy 77 v 7 WINS —/3—
., 774 <YDNS V—"—BILOTT7A <Y WINS H—_"—L Ry hT—7 EIZE
BEBIOZELEMRLEST, ZOLICLRNVE, "—RU=T I I7AT 2 NOEEDI AT
Y IFWDHCP # LT/~ KU =7 7747 b5 DNS TH#HE KOV WINS [Hi# 2 Bf LT
WHEE, T4~ ==L OERB KDL, Ny 7T T =282 5 DNS fEH
& WINSHE#H & 5D &, DHCP U —ABHREINIZ /2D FE T T4 T MEEHTX /<Y
F9, £2. FAMEFEHL TODEHEICDNS b — =0 HARFICR 5 &, K72 Bk

MREETLIBTNRH Y £,

Ny Ty P HP—=R—2BETHITE, IV—T RV —ar 7 4F¥Fal— 3 F—RT
backup-servers =~ > K& AL %7,

hostname (config-group-policy) # backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}

Ny 7Ty T F—=N"—=ZHIRTDIE, Ny Ty T == HELTIDOa~r FDno
A& AT L E T, backup-servers BIEAFATa 7 4 o L— g U BHIER L. backup-servers
DEZEMDO T N—T R =LK TE B L2127 5121d, 5IEEHEEETIcZoav R
D noBEREATILET,

hostname (config-group-policy) # no backup-servers [serverl server2... serverlQ |
clear-client-config | keep-client-config]

clear-client-config ¥ —7V—Ri&, 7 747 b TR I T v h—N—%FH L2V &%
FELET, ASAIE, XNDOY—R"— VX 2T vaLET,

B #6707 740, FL—TRYL— H&V1—H—
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vy kD=5 7RIvvavavra—L 5 i—20EE [

keep-client-config ¥ — 7 — Ri%, ASA BN I T w7 —N—{FRE 7 T4 7 MIEFL
BWZELERELET, 77947 MI, MEONRYy 77 o7 == U X AL ET
FEESNTWDIEHE) . ZHUET 74/ R TT,

serverlserver 2....serverl0 87 A —#% U 2 [NE, 774 ~ U D ASA BNMEARTOHAIZ VPN
IIA T IBMERT LR T T34 F VT 4 BICAR—ATRE 7Y A NTT, ZD
UANMIE, =" —=ZIPT FLAFZEFARA MM THEELET, 20U A FDOE XX 500
WFFETT, B TEDH M UITRK 10 E TTY,

WORFNL, FirstGroup & WD ARTDOZ N—7"HRY 2 —IZ, IP7T KL A%310.10.10.1 & 192.168.10.14
ThHHNY I T v T =N —%RET DHEERLTNET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # backup—servers 10.10.10.1 192.168.10.14

2y RTI—H PRIy 3o arbO—I)L/INTA—2DHTFE

FIE

ATy T

COETHBAT LI NL—F RV —NAC o~ FiZiE, TTF 740 FOERH Y £3,
EO L THMEREAZERE, ZNODONRTA—FZDT 7 4 /)b MEIZEE LRNWTLIFEW,

ASA X, PEBREEREZ 2 k=L (EAP) overUDP (EAPoUDP) DA »E&—V &ML T, UE—
FRANDRAF ¥ ZEB LET, RAFYHEETIE, VE—F FAXA MRy FT—2 T2
TARY —ZED B THHNZ, FORAIREF 2V T 0 OXLBELRBZHEZLTHNENED
PRGN ET, ¥FX2 VT4 TS IA TV ATHYy NU—27 T RIvyvaryaryhio—
NV EFRET DRI, NAC HIZ Access Control Server 7% € L CEBL LE N H Y £,

Access Control Server I, AT LDFE=Z Y 7 LAR—EDIERN. Tv 7, BXOrx
TN ONERE R TRAF ¥ h—2 v (ACS TREARERLTFS) #Xa VT4 777
AT AZFE Ty a— RLET, R AAF v h—2 1d, Healthy, Checkup, Quarantine,
Infected, F72/ZUnknown T, RAF ¥ IRALEI1F7 74 7 2 M LOBIENKEDD &, ACS
Wy a AT 7 A R v—%tXa T4 TTIAT LV AIF Y0 —RLET,

TN DT N—T R —FFREIN—T R —DORy hU—27 T RIvia
Ay hr—VERET DHITIE. KOFIEEZFATLET,

ER) AT—HA 72V —FA~—DOWRZHRELET, ¥X2 VT4 TTI7AT A
. RAF Y RGEERBER KDY, AT —F A7) —DIEEEZ TR D =N, AT —H
AT —DHA—FhEEIZTET, ZOXA—DOHBERINE E, RANDRATF ¥ D
EEEPFRL 7 ) — (AT —FA 7Y —) BIRITSNET, A ~—OHRZ 30~ 1800
OB TANILET, T 74/ FORET 300 BT,

Xy hT—2 7 FIvyiararybrao—LoOkyiarT, RAF¥BIENAMER KDY,
RAF ¥ DEREZFRDRD 7 =) —NRITENDE TOMBEIRET 2121E, Z—7 R
—ar7 4¥alb— a3y E— KTnacsg-period 2~ REFEHLET,

gHInoraL, =T Ry o— s&U1—F— |
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ATy T2

hostname (config-group-policy) # nac-sqg-period seconds
hostname (config-group-policy) #

FIFIN DT N—T RY)—=MBEAT—H A I — F A ~—DEZEMET DIT0E, fkK
TOREITN—F R —I2T7 78X LT, Z0avr RO nEXE2FEHLET,

hostname (config-group-policy)# NO nac-sq-period [seconds]
hostname (config-group-policy

Wi, AT—HA T — FA<—0DfE% 1800 PICEFET 202 R LET,

hostname (config-group-policy) # nac-sq-period 1800
hostname (config-group-policy) #

WOFITIE, T74V 8 ITN—=T R =B AT—Z A7) — XA <—DEEMHAL T
b\iﬁ‘o

hostname (config-group-policy)# no nac-sq-period
hostname (config-group-policy) #

(f£E) NAC OFMFEOHMZRELET, X2 VT4 T T7A4 T AL, RAF ¥ HiE
WRER DD TN, BGEY A ~— 2B S E T, 20X A ~v—2nHRINICR S
&L ROBEEEDORAF Y EEN Y H—SNFET, ¥XF2 VT4 T FIAT U RE, FNE
TLR UHECRAF ¥ ZBRGE L ET, R AF ¥ RAEE T IEHEMRAERIZ T 78R 2 hr—
WA= R=RFHTERVGA, T 74NV DT A—T R —RNGHR 0 3, RAF v
T DR AT AT LET, #PHIL 300 ~ 86400 b T, F 7 4L b DR EIL 36000
BT,

Xy hU—=27 7T RIvvararyta—nrokyyaTRAT Y E2RGEET DHEZEET
B, I—7F R —ar7 4¥alb—ar E— FTnacreval-period 2~ > R&fif
MLET,

hostname (config-group-policy) # nac-reval-period seconds
hostname (config-group-policy) #

FRFEAZ A ~—DEET 74V kN I —7 R =Bk 51203, R coRE 7 L —
TRV —IZT IV EALT, Z0avy Kono XA FEHLET,

hostname (config-group-policy)# NO nac-reval-period [seconds]
hostname (config-group-policy) #

WIZ, FHREE S A ~—% 86400 L E T A4l %2 < LE T,

hostname (config-group-policy) # nac-reval-period 86400
hostname (config-group-policy)

WOEITIE, T TNV DTN —F R —nEFMRAEE A ~—DEZ A L TWET,

B 5oz L. S—TFRYS— BEUI—F—



| #&rnorq0, Y—

ATy T3

TRY—, BLUI—Y—
Y RIT—Y FRFIvI3>arbA—ILNNSA—2DERTE .

hostname (config-group-policy) # no nac-reval-period
hostname (config-group-policy) #

(fEE) NACHTZ 74V MACLEZRELET, EXa VT4 77 I7A4 T RIEL, RAF ¥
ERGETE 2WEAIC, BIRS A2 ACL ICBEMIF b TW D EFXF 2T ¢ RY v —%iH
LE9, none £7-3HEE ACL 25 8E LE T, 7 7 4/ Fi%Eldnone T, nonelZiXET 5
L EF VT4 TTIATURE, RAF Y ZREETERDP ST EZITT T4V FD T L—
TR —E#EHALET,

RAF ¥ ERFETE 2oty bU—27 TRIvyvary arvbo—Ltyya 077+
JVMACL & LTHEHEND ACL ZFEETHICIE, FV—T RV —ar7 X2l —3
v F— R T nac-default-acl =~ > R&FEHLET,

hostname (config-group-policy) # nac-default-acl {acl-name | none}
hostname (config-group-policy) #

TI7HNNOTN—T K = ACL kAT 51213, MR TTOREIN—T R —|Z
TIEALT, ZOavry FonolBEXaEEHLET,

hostname (config-group-policy) # NO nac-default-acl [acl-name | none]
hostname (config-group-policy) #

ZOavry ROBRIFIKRO EEBY TT,

« acl-name : aaa-server host 2~ RZH L TASA IR ESINTWD, RAF v ZHFET
HY— = T N—TDXHEIRE LET, ZOLENE. TDa~ 2 RIHRE ST server-tag
BN BT 20EN DY £,

enone: F7 AN K ZA—F RY T —ME0D ACL DK ET 42— 2L, NAC &>
TV TCRAF Y RIEN TEX Aoz I ACL A LEE A,

NACIZT 74V h CTTF 4 B—=T N> TS, ASAZEIET A VPN T 7 4 v 71X
NAC 3 A X —T W72 B FET, NACT 7 4/ +® ACL D IIZ T EH A,

WO TIE, RAF Y EZRIETERNo72EEIZ, acl-l EWH ACLZEHT2 L 9ICHEEL
TWET,

hostname (config-group-policy) # nac-default-acl acl-1
hostname (config-group-policy) #

WOBHITIE, T 74V T—F R Y —n6 ACL k& L TWE9,

hostname (config-group-policy)# no nac-default-acl
hostname (config-group-policy) #

WOFITIE, T74NV N ITNA—T R =MD ACLOMAEZT + E—7 12 L. NACE v
TV TRAF ¥ BRIETER - ZICACL #HMA LER A,

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config-group-policy)# nac-default-acl none
hostname (config-group-policy) #

VPN O NAC BrZRELE T, T 74/ F Tk, R Y A MIZEICR->TWnET, 74 H
BYEDT 7 v MElX none TY, RNAF ¥ MGREZHRT DV E— K RA MDOAXL—T ¢
T AT A (BXOWACL) Z &2 vpn-nac-exempt 2~ > K& 1 [HIAS LET,

RAF ¥ BEEEGRT 2V E—h a2 Ba—XDX A TOV A M= MY ZBINT 51213,
ITN—TR)v—ar7 4 X2l — g F— FNTvpn-nac-exempt 2~ > RZEH L £,

hostname (config-group-policy) # vpn-nac-exempt os "os name" [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

MAEZT =TT L, TRTDOHR R b ZRZAF v BEEO R I2T 5121, vpn-nac-exempt
DT HEAIZnone ¥ —U— RFE AN LET,

hostname (config-group-policy) # vpn-nac-exempt none
hostname (config-group-policy) #

WY A ROy MU EYIRT A2, 2oa<ry RO noERXAHEHE L, YiRd 5421 —
T4 T VAT A (BXOACL) 2#FELET,

hostname (config-group-policy)# NO vpn-nac-exempt [os "os name"] [filter {acl-name

none}] [disable]
hostname (config-group-policy) #

DT N—TRY —IZBEEM T BTV DEERY A Mbh b P ERHIRL, T 4L
M I N—FRY —DREY A M EMEATHIZIE, F—UV—RFEEEETICIoavr Ro
no B AR L £,

hostname (config-group-policy) # NO vpn-nac-exempt
hostname (config-group-policy) #

Doy ROMXERIFIKRDOLEELY TY,
cacl-name: ASA D a7 4 X2 Lb—3 g VIZIEIET D ACL DA R,
e disable : ez Y A Fo= > b U ZHIBRETICT 4 E—T I LET,
ofilter : (A7 ay) ava2—FOF—F 47 VAT ADOARIND—HK LT L X
WChT T4 05T 4N 7T B ACL @A LET,
enone : Z MO ¥ —U— K% vpn-nac-exempt O < AICAT) LIEGEIE, MERDT 12—
TN TRTORA RBRAF Y RIAEOX G20 F9, ZOF—T— % filter
DFTHAICATLIESEEIX, = P TACLZRRE LW 2R LET,

cOS: AX_RL—FT 4 T VAT AERAF Y BAEN LR L £7,

B 5oz L. S—TFRYS— BEUI—F—
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ATy TH

WN5SA7o k774791 —n Ky o—nEE [

cosname: AL —F 4 T VAT ADLFTTT, AFNIAR—ANEGENTWHEAIC
DOFRBIHAGENRMLETT (= & 21F "Windows XP")

WOHITIX, AR T 4 B—T M EH, T_XTDOFRR FDRAF ¥ BIEOMRICENE T,

hostname (config-group-policy) # no vpn-nac-exempt none
hostname (config-group-policy)

WIZ, R X RS d_XTo M) ZHIBRT 5812~ LET,

hostname (config-group-policy)# no vpn-nac-exempt
hostname (config-group-policy)

WwDa<v REANTLT, Xy hU—2 T RIvvararbha— i 32—7NVEET 4
=7z LET,

hostname (config-group-policy)# nac {enable | disable}
hostname (config-group-policy) #

T 74Nk TN—T R —nbH NAC OREEMAT DI, MEATTORBEI L —7 R
TV BALTC, Zoa<vy RO noHREHEHLET,

hostname (config-group-policy) # no nac [enable | disable]
hostname (config-group-policy) #

T 74 F T, NACIET 4 B—7 il >TET, NAC A X—7 /2T 5 &, UE—
77 BATRAF Y REENPLEICRDET, VE—bh v Ea—XDRAFYNIELND
ERMERR SIS E, ACS YV — =N ASA CTHEHTLHT77EA R v—%Xyua—RKLE
T, NACIX, T 74NV N TET A= MR T ET,

Access Control Server (3% > bV —7 LIZIFAET HVLENH Y £9°,
WOFITIX, Z—7 KU —IZx LTNAC A X —T7 /I LET,

hostname (config-group-policy) # nac enable
hostname (config-group-policy) #

VPN SA T2 D747 04—ILKR)O—DEKTE

T7AT UA—NME, T—HDEET Y NEREASAT Yy NEEZNEREL T, Xy bD
TrAT U A—IVBBETFAIT 50, FINry b E Ry T T ENE I NERETLHI L
WX, avBa— %A 02—y "DOMLTIRELES, 7747 U+ — T, 7
N—TDVE—F 2P —RRAT Vv h bRV T EFRELTWDIEHE, EX2UT 40
mExzb7ebLET, ZOHA, 7747 UA—ADB, A ¥ —XFy hERIT2—F—Da—
HNVLAN Z T ARER AN 22— —Da L Ba— 2 2 R# L, OWTIeEry FU—

gHInoraL, =T Ry o— s&U1—F— |
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B vnoscrororaror—n Ry v —omE

I HIRELET, VPN T4 TV FEFH L TASAICER L TWA Y T — h 2—F—(%, #
R 77 AT O — )V AT a BN TEET,

IN—F R —ar7 4 Fal— g F— RTdientfirewall =2~ RZHH LT, ASA
MWIKE b RV 2 I m—2 g VHIIZVPNY A4 T2 NIRRT H =Y F N T 7 A4 T 74—
NIRRT —%RBELET, 77AT7 U4 — R —%HIRT51I2E, Z0a~<r RonoE
KEADLET,

TRTCOT7 7 AT U4 —/VARY —%HIBRT 521, 518 ZHEEET I noclient-firewall =~
VEREANLET, Zoa<wr FIiZkb, none ¥—U— F&HEE L Cdient-firewall =<2 K
EANLUTERLEX VAT o—03bEZN L EH T, HEBFHADTXTOT 7 AT Ut —
VR Y —DHIRERE T,

T7AT U A= R =Bl hdet, 2—F—IT 74/ M ELIFTZOMD I L—T R
U —WIFIET DT 7 AT U — VR U—FfE LET, 2=V —RNZDLH %77 A47T
T =R —F AL RN E D IZT DL, none F—TU— R&4FE L T client-firewall

a<wr REANLET,

[Client Firewall] % 77 ® [Add or Edit Group Policy] %A 7 v Z'/R v 7 A Cld, BIMEITEF
HIN—T R —IZH LTCVPN I IA TV b7 7 A T U — LR EEBEETEET,

\}

=)

INBEDOT AT T+ —UEKEE R T X A D%, Microsoft Windows % E{T+ % VPN 7 T A
Ty RNEGTY, BE. N— R U7 7 IA T FEEIEM (Windows LISL) YT R

T IIAT T, INbOBEIZEH TR EFEA,

PO FVATIE, VE— 2=V —DPC LI RR—=YF NV T 7 AT T =LA A b—
NENTWET, VPNIZ ITA T ME, a—HhL 77 AT 74—V TERBEINTWDE T 74
TUA—VR)—%BEHL, TOT7 7 AT U —/VIRFETINTNDE I L EHRT DO
F=H—LET, 77AT U NVDOEITHEIET D E, VPN 7 T4 7 2 M ASA ~O#EfF
ZRuoy 7 LEd (ZOT7 74T 74—/ Vil A 5 =& L% Are You There (AYT) L FRHEH
F9, VPNZ 74 7> FBEHMNC Tareyouthere?] A v —TaRETHZ LICk-TT 7
AT T —IVET=H—FT N5 TT, IENRINRWGE, VPNZ IA4 T M, 774
T U= NN T LTToD ASA ~DOHERNIET LTtk LET) . Fv N — 7 EBLE
MINGDOPCT 7 AT VA —/VEMBIZRET 2HEbHV T, ZOHEEZHEHTIII,
2P IEHDOREE AT~ A TEET,

H2DTF YA TIE, VPNZ FA4 T2 RPCONR—VF I T 7 AT 74— getgpil 7 »
AT A= NR) T —%EHT L ENBIRESNDZ LN 9, — il e LT, X
Ty b bRV T EFEHLTINAN—=TDYE— K PC~DA L H—Fv b " T T 4T %
Tay 73T HI ERFTFONET, ZTOFEX FUORADBHELINTOWDME, A X —F
MEH DR AND PC ZRETHDT, FERY A M RESNET, ZOT77A4 T U4 —/LD
U AL, v a RY r—F 721 Central Protection Policy (CPP) & IFEIiLET, ASA T
X, VPNZ A7 MCHEHT D R 7 7 4 v 7EBHL—LOE Yy FE2ERL, ZHLbDL—/b
7 ANZICEEMITTC, ZFOT AN EET 7 AT U AR =& LTHRELET, ASA
DRV =% VPN AT FETEIELET, Dk, VPN 74 7> MMIARY v —
Ea—N T AT UF—VICEL, FITCRY T —NEAINET,

B 5oz L. S—TFRYS— BEUI—F—
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AnyConnect 7 S A 72k T7 AT oA —ILKR) S—DEHE .

AnyConnect 7 S A 72k 27 A7+ —ILR) O—DHRTE

FIE

ATy I

ATy T2

ATvT3

ATy T4

AnyConnect 7 7 A T2 s D7 7 A4 T 74— )b—LTiE, IPv4T7 RLABLWIPV6 7 R L A
ZIEETCEET,

1R HEIIZ
IPv6 7 RUANRESINTZHET 7 BA V— IV EERK LET,

webvpn 7 —7 RKY — a7 4 FXalb—T g ET— REBLET,
webvpn
1 -

hostname (config) # group-policy ac-client-group attributes
hostname (config-group-policy)# webvpn

TIAR=FEFFINRTV I Xy NT =7 —ADT 7R 3y ha—L )b—LEFEEL
FT, TTAR—F Ry NT—=T =AW, 7734 T MOVPNIEET XX 4 H—T =
A AEA SN D —TT,

anyconnect firewall-rule client-interface {private | public} value [ RuleName]

hostname (config-group-webvpn) # anyconnect firewall-rule client-interface private value
ClientFWRule

IN—=T R —=DIN—T" R —@L webvpn RNV > —RBHEEZ R R LET,
show runn group-policy [value]

1 -

hostname (config-group-webvpn) # show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes
webvpn
anyconnect firewall-rule client-interface private value ClientFWRule

TIGAR—K Xy NT—=T V= VINE T FGAT N 77T U=V b— LIRS E
j—o

no anyconnect firewall-rule client-interface private value [RuleName]

&1

hostname (config-group-webvpn) # no anyconnect firewall-rule client-interface private value

gHInoraL, =T Ry o— s&U1—F— |
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hostname (config-group-webvpn) #

Zone Labs Integrity —/\— D {FEH

Z DIA T Zone Labs Integrity #—/3— (Check Point Integrity ¥—/3— & L, FEEIL5) (12O
TatHl L. Zone Labs Integrity % —/S—% ¥R — h 925 X 512 ASA 25X ET D FIHOHI 2R L
£9, Integrity —/X—(F, VE—hFPC ETEFxaVT 4 R —2REBLOEITTHT-
DORIERAT— 3 T, UE— bk PC A Integrity h—N—|Z X o> THRESNTZtEX =
V74 R —Lils LRWEE, Integrity —S—FB X ONASABR#ET H 774 X— K R v
NI =7 ~DT 78 AMENGZHIVER A,

VPN A7 h Y7 by =T L Integrity 7 747~ Y7 ho=71%, VE—HFPC EIZ
HIZHEEEL TWET, ROFIETIE, VE—FPC EBEDTTAX—F Xy FT—TRIC
Ty va v EMELTHEEO Y E— h PC, ASA, B X Wintegrity h——D7 7 a i F L
DET,

1. VPNZ A7 s Y7 =T (ntegrity 7 7A 7 b V7 houxT7 L[RELYE— b PC
WHEEE) 1. ASAWCEER L., ZNNREDH A TDT7 7 AT 05—V 7734 T 2 hThHD
ME ASA I BHHEFET,

2. ASATUIAT UV RN T 7AT U —NDEZATPKBEIINDE, ASA 72D Integrity 7 7
A 7> MIZ Integrity —/3—D 7 KL A fHFRNIK S U ET,

3. ASAIF7 X & LTEMEL, Integrity 7 7 A 7 2 M Integrity H—/3— & Ofl|fRf & £
fea N L kT, HIRRAT X BEEIL, Integrity 7 74 72 b & Integrity —/N— D[ 7215 T
L SALET,

4. Integrity —/N—[%, Integrity 7 7 A4 7> R EINIZEX 2V 7 ¢ KU U—IZHEHLL
TWEMNEIMERFELET, Integrity 7 7 A4 7 "R EF 2 VT 4 RU —IZHEMLL T
WAYA . Integrity Hh—/3—7205 ASAIZKF LT, #Efa BHWCRER O EMA 7 747 > b
WZERET D X o IR R & E T,

5 UE—hKPCTIL, VPNZ T4 7 hinD Integrity 7 74 7 > MR OFEMNIE X,
WY —DFEMPIZIZHICERMIND Z &, £z, Integrity 7 7 A 7 BT T A4 X— |
Xy MU=V ICHRRTED Z WML INET,

6. VPNEHRDHENLT 5 & Integrity h—/3—L, 7747 b/v—bhE— M Ay bE—U%H
FI L ClIntegrity 7 74 7 > N OIRREDE =X — & fil T £7,

GE) =P — A F—T oA ANRKKSOD Integrity h—"—Da7 4 Fal—Ta B R—
FLTWBHEAETYH, BEDOY U —RAD ASA BN—FE |2V R — T 35 Integrity —/3—1% 1 D
T, 77T 4 77 Integrity Vr—/3—|ZEENFA L72HEIL. ASA LIZHIO Integrity $—
N—ZBELTHD, VPN FA T By va A HERLLET,

B 5oz L. S—TFRYS— BEUI—F—
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FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

Zone Labs Integrity —/\—®D{§ .

Integrity h—/N\—Z R ET HIZ1X. ROFIEEZFEITLET,

IP 7 K12 10.0.0.5 ZfEH L T Integrity r—/"\—ZKE L T,

zonelabs-Integrity server-address {hostnamel | ip-addressl}

1 -

hostname (config) # zonelabs-Integrity server-address 10.0.0.5

R— 1300 2f5ELET (F 74/ bk K— hE 5054 TT) ,

zonelabs-integrity port port-number

&1

hostname (config) # zonelabs-integrity port 300

Integrity ¥—/S— &L DEBEHICHNEA v —T7 = A A&/ E L £,
zonelabs-integrity interface interface

1 :

hostname (config) # zonelabs-integrity interface inside

Integrity " — N—ZEENRH L L EZES L TCVPN Z 747 > M2 CDH1IZ. ASA 2
T I T 4 T EINIAL 3 Integrity r—/ =D DINEE 12 EFFOEL I LET,

G¥)

ASA & Integrity Y —/N— DM O THRENEAE LI2G6, = % —7 7 A4 X VPN 7? Integrity
P R—DEEICL > THEIESNR2NEIIZ, T 74V N TVPN 7 T4 7 > MgV
FFIZARY EF, 7277 L. Zone Labs Integrity Vr—/N—IZEENEAE LI2GE, LEIZSTT
VPN #5525 Z &N TEET,

zonelabs-integrity fail-timeout timeout

51

hostname (config) # zonelabs-integrity fail-timeout 12

ASA L Zone Labs Integrity —/N— & ORI E N E LTEHAIC VPN A4 T2 b & O
ML DL D, ASA ZRELET,

zonelabs-integrity fail-close

1 -

hostname (config) # zonelabs-integrity fail-close

RESINTZ VPN 7 T4 T v MERDOEEIRIEE T 7 4 /V MIR LT, 774 7 > MERHE
WEEEFIIRDESICLET,

gHInoraL, =T Ry o— s&U1—F— |



BEITOT7AL. TL—TF K o— B&v0a1—H— |

. T7A4TF794+—ILI54F >k 241 FD Zone Lahs ~DK
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ATvT8

zonelabs-integrity fail-open

51

hostname (config) # zonelabs-integrity fail-open

Integrity ¥—/3—72% ASA DR — b 300 (5 7 #/b MMEIAR— |k 80) 1ZHH#Hi L T, ¥ —s3—SSL
AEAEZZRT D KO ICHREL £,
zonelabs-integrity ssl-certificate-port cert-port-number

1 -

hostname (config) # zonelabs-integrity ssl-certificate-port 300

B — R —D SSLFEM E N ICFRIE S AW, Integrity ¥—/X—D 7 T A 7 b SSL FiEHI E A8
AEEND L ITHRELET,

zonelabs-integrity ssl-client-authentication {enable | disable}

&1

hostname (config) # zonelabs-integrity ssl-client-authentication enable

TJ7A4AT794—ILISAT2 kA4 TD Zone Labs ~DEHTE

FIE

ARV FFEREET7TIVa Y B

ATYIN T 7 AT U4 54Tk 47 |client-firewall {opt | req}
% Zone Labs Integrity % f 7|2k % | Zonelabs-integrity

Zix, koa~r REANLET,

1

hostname (config)# client-firewall req
zonelabs-integrity

RDBERY

FHHIZOWTIE, VPN IA T s 77 A7 U=V R —DRE (93 5—2) 2SR
LTS, 774 T U4 —/LDX A7) zondabs-integrity D54, Integrity H—/3—IZ
FoTINLEDORY V—BRESINDTZD, 77AT T4 —NHR) —ZHETDHa~r Kl
Bl SN E A,

B #5707 0 GL—TFRY— BLUFa1—¥—
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DI3AT2R D7ATOA—ILDINTG A—FDERTE

WHa< REANLT, @R 94T N 77 AT O —NVONRTA—HERELET,
Fa<vw U RIZRETEDBA VA VAL 1 DT TT, 3OV TiE, VPNZ I 147 b
T7AT U= AR —OFE (93 X—) #HLTITEI0,

s Cisco B 7 74T U4 —/b

hostname (config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in acL acl-out acL

* Cisco Security Agent

hostname (config-group-policy) # client-firewall {opt | req} cisco-security-agent

s T AT U —NI2L

hostname (config-group-policy) # client-firewall none

CHABN Ty AT UA—Ib

hostname (config-group-policy) # client-firewall {opt | reqg} custom vendor-id num
product-id num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

e Zone Labs 7 7 A 7 7 4 —/L

hostname (config-group-policy) # client-firewall {opt | req} zonelabs-integrity

Y

GE) 7747 UA—NDXA 7% zondabsintegrity (2T 5551, 5l
BafaE LT IZan, R Y ¥ —&, Zone Labs Integrity % —
N=Z Lo THERDHNET,

hostname (config-group-policy)# client-firewall {opt | req} zonelabs-zonealarm
policy {(AYT | CPP acl-in ACL acl-out ACL}

hostname (config-group-policy) # client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | cpp
acl-in ACL acl-out ACL}

* Sygate Personal 7 7 A 7 U A+ —/L

hostname (config-group-policy) # client-firewall {opt | req} sygate-personal
hostname (config-group-policy)# client-firewall {opt | req} sygate-personal-pro

hostname (config-group-policy) # client-firewall {opt | req} sygate-security-agent

gHInoraL, =T Ry o— s&U1—F— |
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» Network Ice, BlackIce 7 7 A4 7 U 4 —/b

hostname (config-group-policy) # client-firewall {opt | reqg} networkice-blackice

% 2:client-firewall AT > FOX—7— R ET#

IRT A=K i

acl-in ACL TIAT LV MRERFR T 74 v 7IHERATHRY —%EELE
R

acl-out ACL TIAT VIR RIEN T 74 v 7 IERTAR) U —%2RELE
ﬁ‘o

AYT PIFGAT LU RPCOT 7 AT I — AT FUr— a9 RNT7 74

TUA— N R —%HHT L EERELET, ASAITT 7
AT T —NANEITINTNDEZ EZMRLET, [Are You
There?] & WIHERBA v E—VBRERINET, IWERLWEGE
1T, ASAIZ K> T R rngirEinEd,

cisco-integrated Cisco Integrated 7 7 A 7V 4 —/v 4 A TZ2fEE L £7,

cisco-security-agent Cisco Intrusion Prevention Security Agent 7 7 A 7 7 4 —/)b X A 7
IEELET,

CpP VPN 27 IA T bDT7 7 AT U4 =L R) =DV —=AL LT
Policy Pushed # 8 E L £ 77,

custom HABIN T 7 AT I 4=V A A TERELET,

description string T AT U F—LOHHERLET,

networ kice-blackice Network ICE Black ICE 7 7 A 7 U 4 —/b # A THIEE L £,

none JIAT YN T AT O =N RY —Rig 2 EERELE

T, 77 AT T4V R —IZXEEHFRELT, 7747
U=V AR —FHEELET, T7ANV DTNV —T K —
FRIFEESN TWEIN—T R =T 7 AT 74—/
RY =K L72WnE S LET,

opt FTar DT 7 AT U=V IATEREELET,
product-id T AT VA= NVRBERELET,

req IR T 7 AT U A=V XA THHEELET,

sygate-per sonal Sygate Personal 7 7 4 7 U 4 —/V ¥ A THEE L ET,
sygate-per sonal-pro Sygate Personal Pro 7 7 4 7 U 4 —/V Z A THFFEL 7,

B 5oz L. S—TFRYS— BEUI—F—
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Ssygate-security-agent Sygate Security Agent 7 7 A 7 U+ —/)L XA THRELE T,

vendor-id TrAT T H— DN HE—FLEELET,

zonelabs-integrity Zone Labs Integrity —/"— 7 7 A T U 4 —/b 4 A TH4EE L £
R

zonelabs-zonealarm Zone Labs Zone Alarm 7 7 A 7 0 4 —/b XA T & HHELET,

zonelabs-zonealarmorpro policy | Zone Labs Zone Alarm £7-1Z Pro 7 7 A 7 7+ —/)L X A4 FH 5T
L%,

zonelabs-zonealarmpro policy | Zone Labs Zone AlarmPro 7 7 4 7 W +—/L Z 4 FH{8E L E T,

KIZ, FirstGroup & WO A HIDZ /V—7 R Y 2 —|Z-2\ T, Cisco Intrusion Prevention Security
Agent Z LT TAT N T7 AT U4 — VR —ZRET 0 ERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# client-firewall req cisco-security-agent
hostname (config-group-policy) #

= T
DS3ATIORTOERIL—ILDEKRTE
ITN—F RV — a7 4X¥al—3 3> F— RTdient-accessrule =~ > R&fHEH L T,
ASA # LT IPsec THHR TCEAVE— LN T I RAIZITAT LU NDEAL T L= g & H]
BT H5L—NERELET, ROHA FT7A4 05> TA—VEERLET,

L= L EEFE LIRS, ASA X T _RTOER A A 72T LET,

e I ITAT LV IPNTHDONL—UIHE =B LRWES. ASAITRERZIES L £, HEL—
LNEERTIESIT. FANL— LG 1 DU FEETALERHY FT, FAL—LE2EE
L7anE, ASA X3 _RCoEREESR LET,

VT KNI =T ITAT U RN —RU=2T 7747 bDELLTYH, AT EN—TV 3
1% showvpn-sessiondbremote THERINDHAR L ERIC—E L TWOHLRERDH Y £7°,

X LTIV AN R —RTT, VAR — REIENL— LV TEERIATITHZ ENTEE
9, 72 & 2. dlient-accessrul 3deny type* version 3* TliL, N—T a2 3xDY 7 |
VT HFITLTWDLTRCDI IAT v NEATHESTDH, TIAF VT 43077
AT R TI7ERNL—LABERENET,

1 ODTN—TF KR —IZOEHRK2 DNV—NVEERTEET,
e JL—)L v NEMRICKH LT 255 SCFOHIRNH Y £9°,

IV ITAT U MNDEATERIINRN=Tay (BDHWIEFORESE) X ELRNT T4 T b
i, naZ A TEET,

= EZHIBRT AICE, Zoa<vr RonEXEANLEST, o<y N, koa~vy
K& RS9,

gHInoraL, =T Ry o— s&U1—F— |
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B /s 770z —nomE

hostname (config-group-policy)# client-access-rule 1 deny type "Cisco VPN Client" version
4.0

TRTONL—VEHIBRT HI120%, 515 % 5 EE 912 no client-access-rule command Z A JJ L %
T, ZAUTLY ., none ¥—U— R&HEE L T dient-accessrule =< REFITLTEHK LT
N = NHNEZEN L ED T, BREFHDT X TO/L—/LNHIRSET,

FIFNNTE, TIZEAA—MEDHY EHA, 7F4T 2 b T I ERA—ABROEE,
B EF T A S OT =T WY IAHET 5T ST O~ R K L E T

=PRI FTAT U N T I BANL—NLERALRNL DIZTBITIE, none F—TU— R&R
7E L Cdlient-accessrule 2~ > RE AN LET, ZOa~<wr ROBER, 3 XCTHOX AT L/3—
TarOU ATV MR ERTEDLHLOITRY ET,

hostname (config-group-policy)# client-access rule priority {permit | deny} type
type version {version | none}

hostname (config-group-policy)# no client-access rule [priority {permit | deny}
type type version version]

WOFIZ, TNHDavwy ROF—T—RERTRA—ZOEKEL T LET,

% 3:client-accessrule AX > FDF—T— KL EH

INTDA—4 Bl
deny BiEDHA T LNR—= 9 DTN, A0 AEG LT,
none DIAT U T8 ANV—)VEZHFLER A, client-access-rule % X /L

EIZRELET, ZHICEDFHIRAITFT IR RVET, T 741
FOTN—T R —F B ESNTWNDE I NV—T KR —HE
EREA LWL I LET,

per mit BEDIA T ENR=Ta v DT A AOBZFFa LET,

priority N—NDTTAF VT 4 ZRELET, R/DOBBIEZF>L—ViT,
TIAFIT AR bELSZVET, LIEBRST, 7747 hDH
AT ER=T g (FRT200TND) 1T &b /DI WY
DON—, WHENDL— N E7R 0 ET, [HEO/NSWTTAF VT 4
N IVIZFENH DA, ASAIZF DL — L Z2 R L £4,

typetype 7V —ROILFINEN L TCT AL ADHK A T HiFB LET, LTFF
I%. showvpn-sessiondbremote TH RIS DA & ERIZ—H L TWD
VERHYET, 2L, VANV KRI—RELT*XFEANTEE
R
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INT A=A £ EA

version version 7072 EOBBEROLTINEHEH LT, T34 A=V g VEEEL
£9, CFEHNE. showvpn-sessiondbremote THER SHAHNE & B4
—HBLTWARERSHY 7, 7ZL, VAV RI—FRKELT*XF
EASITEET,

WIZ., FirstGroup & WO ARID I N—TF RV —DI FA4 T ks T2 8A N—ILEIEHKT D
BlZRLET, ZNEHDOL—E, RN—= a3 4xDY T N7 =T ZEFTT 5 Cisco VPN Client
I L, T WindowsNT 7 547 v FEEHELET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# client-access-rule 1 deny type WinNT version
*

hostname (config-group-policy)# client-access-rule 2 permit “Cisco VPN Client”

version 4.%*

Y
GE) ltype] 7 4 —/V RiZ, FEEDENFATSND HHEBROLTHI TN, ZOMIT, BRI
TIAT Y M E ASAICIEESNDBEEME B L TV ALERH Y 7,

ar i S
A—YH—REHEDRE
ZOETIE, =Y =B E T ORETIECHOVWTIRHLE T,
FI7H R TIE, 2—PF—1F, BV L TOENTWAEIIL— R —nH T _RTOa—F—F
MEZAMA LET, £72. ASA Tid, =2—V— L-UL CEBNCEEZE D YT, ZOa—F—
WHEAIND I N—T R —Dfizw EEEXTLENTEET, L 2X, 7 X3THO2—
P—ICEERBNOT 7 v A2 L, $FEOL—F —|Z248M DT 7 ¥ A& FFA[T 5 7 L—
TR —ERETHIENTEET,

A—4H¥—20AVT4FaL—T 3 VDRTE
TN—T R —=InbfER LT 74V MEDED T, TR_XTO—HF—HDar7 ¥
L—a rEHRARTDHICIE, RO X HIZ, al F—7— R&FEE L T showrunning-configusername
a~v s Re ATTLET,

hostname# show running-config all username
hostname#

Zoawy R, X TCO2—HP—F IR EDO2—Y— (2 —F—HZHEELIELAE) O
FALSNTRAT = RERFHEL NV ERR LET, al ¥F—TU— RE2EKT D L, BFRMIICE
ESNTAEIZT N ZOY A MIERRSNET, ROFIE, ZD =~ FTtestuser &9 L—
P—2B/ELHGEOMNERLET,

gHInoraL, =T Ry o— s&U1—F— |
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hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/I9Z encrypted privilege 15

BROL—F—DEHEDHRE

O —Y—2 R ET AT, usernamez~ > REFEH L Ta—HF—4F— NIZAY, o—
PR AT— K (RRTU—FRZRLbA]) EEERZEIVYTET, HELRD ST XTOR
MEIX, ZV—TF R —oikSnNE T,

Wi — Y —FBEET — Z _X— AL, username =~ RZMEH L CA SN2 —H — TR
SNTWET, logina~> RTIE, ZO7—Z_X—2AZGEHICEALET, =—%—% ASA
F =B R—= 2 BN A, Y e— L ar T X2l —3 gy F— FTusername 2~ o
REANLET, 2—F—%HIFRT HI2E, HilRT 22—V —4Z2EELT, Z0a~v Fo
noN—ya rEFEHALET, TXTO2—V—LAEHIRT HI21F, 2—V—AEEEETI,
clear configureusername =~ > RZfEH L £9°,

A—H—DINRAT— REHELRILDERTE

=P —ZNAT — REFHEL L ZE D HCHITIE, username 2~ > FE AN LET,
nopassword ¥ —7 — K& ANT25L, ZO2—P 2RV - RKRRETHDLZ LEERET
XFT, NAU— REEETIHEAIL. ZO/RRAT— REELERCRET 2008 9 el
ETEET,
F7FardprivilegeF—TU— RICkD, ZO2—F—DRHEL L EZRETE T, KL
~ULOHIPHIT0 (FfX) ~15TY, —fKIT, VAT LEEEITREOFFHEL L EZRLET,
FI DOV 2 TT,

hostname (config) # username name {nopassword | password password [encrypted]}
[privilege priv levell}

hostname (config) # NO username [name]

TROFIIZ, Z0a<wy FCTHEATAIXI—U—RFEEHOEwRERLET,

username 1< RO F—TU— K L 2%

F—7— F/IEH F=3U 3

encrypted RAT— ROWEFbEEE L ET,

name =P —DAFTEZREL T,

nopassword CDA—F—|IRRAT — RRMEERNWT L AR LET,

password password ZD2—W—INAT = FPFEETHZ L &R L, AT — REHEE
LET,

B 5oz L. S—TFRYS— BEUI—F—
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a—v—mizozz i

*—J— FIEH 2R
privilege priv_level O —P—DFRHEL L EZFELET, #HITZ0~15TT, 2ok

EMEVIE Y, o< ROEHRC ASA OEFICET AHEENRE I
¥+, T 74N NOEHEL LT 2 T, VAT LEHEOBE DK
MEL LT 15 T,

F7 4N RTIE, Z0avy RTCEMLE VPN 22— — 23 BHEE 1370 —7 RY o —MR
BEAHT b ER A, TR TOEEZHRMWICRET D2LERH Y £7,

WOHNE, B AL ST/ AT — RS pw_ 12345678 T, FiHEL~UL23 12 @ anyuser & V) 4
iDL —YP—ZRETDHHEERLTVET,

hostname (config) 4 username anyuser password pw_12345678 encrypted privilege
12

hostname (config) #

[ 19—l

ax ;&

=P —DNRRT— K (FETDHHH) EHHELSLVOBRERIL, ZOMOREMEEZRE L E
T, TNHIMEEDIEFCTHETEET, [EEOREMEMOT ZHIBRT 121X, ZDavwy
RO noEX&E AT LET,

attributes ¥ — UV — FZ$EEL Cusername =~ > REZ AN LT, 22— —LE—RITAD £
ﬁ‘o

hostname (config) # username name attributes
hostname (config-username) #

Tar IRl LW E— RICRoF-ZERRENET, TN TRMEEZHRETXET,

VPN 1 —H—BIEDRE

A DERTE

VPN 2 —H— @M, RO THPIT 5 L 512, VPN ERUCEA DEARE L ET,

Z=P =P, ENETIC2—P—H LV TRESNTORVEEOEE 7V —T Y 2=
LikEKT D LI TEET, Zoa—VF—RNEEEMEKT D7 V—7 R o —D4HIEfRET
%1Z1X, vpn-group-policy =~ > R&Z A LET, 77 4/L FTiL, VPN —H—(ZiZ 71—
7RV —EEMT DR TWER A,

hostname (config-username) # vpn-group-policy group-policy-name
hostname (config-username) # NO vpn-group-policy group-policy-name

2P g FCHEMTE DBIEOS A, 2P —hT— FTRIET D &, FEDT—Y—
CBILCY A —7 K Y v—lcBi BBl A LEE TR ET,

gHInoraL, =T Ry o— s&U1—F— |
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WKIZ, FirstGroup E WO ZHIDO I N—T RY —nbBMEEMHEHAT S XK 912 anyuser £V H 4
IO —HF—ZRET 20 EZRLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-group-policy FirstGroup
hostname (config-username) #

T AREOERE
RIEFE D time-range 78 V) > — DA ZIEEL T, ZO2—F—RNL AT L~DT 7 ¥ A%
Al 5 R A AT £,
ZOENEETA T 4 Fa L= a U BHIBRTZICIE, Zoavr FonoERE AL
F9, ZOFATvarEMHTLIE MO —TF KU —) 5 time-range i & fk K T F
T, EEMA LW X 9129 DHI2iE, vpn-access-hoursnone 2~ > K& AN LET, T 741
s T, 77 B RTERKIR T,
hostname (config-username) # vpn-access-hours value {time-range | none}
hostname (config-username) # vpn-access-hours value none
hostname (config) #
WOHENL, anyuser &9 & BIOD 2 —H —% 824 L FEEIN D time-range 7~ U 2 —I{ZBHHAT T 25
HEERLTHET,
hostname (config) # username anyuser attributes
hostname (config-username) # vpn—-access-hours 824
hostname (config-username) #

BRREAT A UBOEE

B 5oz L. S—TFRYS— BEUI—F—

IO —F IR SNARFEE 7 AV ORKREERELET, HETE HHMAIX 0~
2147483647 CT9, T 7 AV FORIFFR 7 A V8%, 3T, ZORMEEZFETa 7 4 Falb—
varhLEIRT AL, Zoavr FonERXEANLET, v/ A 0 ET =T C
LCa—W—DT7 7 v A&EIET 5T, 0 AN LET,

hostname (config-username) # vpn-simultaneous-logins integer
hostname (config-username) # no vpn-simultaneous-logins
hostname (config-username) # vpn-session-timeout alert-interval none

)

CE)  FFRr 7 A ORREOFIRIZIEFICRE 2 b OTER, HEORK 0 7 A 2fFnd5 &,

X2V TAPETL, N7 A=~ RACREELRITT LD T,

KOBNL, anyuser &) AFTDL—W—ITHK 4 SOFRRE R 7 A 27T 2 iEZ R LT
WET,

hostname (config) # username anyuser attributes
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hostname (config-username) # vpn—-simultaneous-logins 4
hostname (config-username) #

TARILEALTD FDERE

FIE

&

(fEE) VPNT A RV ZALT7 0 MIMERET ST, ZV— RV —ar7 1¥=
L—yaryE—RERFa—P—4a 7 Fa L — 3 E— RTvpn-idletimeout mnutes
a<wr REFERLET,

ZOHBTICER ECBET 7T 4 BT 4 DR WEE . ASAITER AT LET, R/EFREIT
14y, BREFRIE 35791394 43 CTHY . T 7 4V ML 3045 TY,

WOHNE, FirstGroup & WO LFTD I N—T RY o —IZ 153D VPNT A KV XA LT 7 N
RET L HEEZRLTVET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idletimeout {minutes|none} =~ > RZFEH LIZDMOT 7> a ANIRO EBY T
-3‘0

VPN T A BV ZA LT Y MEEIIL, ZALT U MEZMA LWL ST DITIE,
vpn-idle-timeout none # A7) L £ 77,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

ZHUZ XY, AnyConnect 7 7 A 7 > b (SSL & IPsec/IKEV2 Dffifi) BELON7 7 A4 7 K
L A VPN /3 7' 17 —/3)L webvpn default-idle-timeout seconds fE & 32 L 51272 v 5,
ZDawy RiE, webvpn 27 4 Falb—var E—RTAHLET, =& 2T,
hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 IZAT] Li‘@—o 7577]‘/1/ MM
1800 ¥ (30 47) T. #iPHIE 60 ~ 86400 F T,

TP webvon Hf5ElZ 33 T, default-idle-timeout fEANEH X d DI, 7 v—7 KR Y
v—/a—H—4 B vpn-idle-timeout none 23 E%E SN CWAIHADHRTT, T3TD
AnyConnect 7 7 A 7 > N Bt T, ASAIZE DV EBalShDT A KL A LT U MEDSER
SHET,

H 4 +#H (IKEvl. IKEv2) BELOIKEvI VE— K 727 EAVPNOEEIT. A LT 7k
BT =T ML, ERIBOT A R ZHA 52 L 2HERLET,

ZOITN—T R —FiFda—F— K)o —DT A NV ZA LT T NEEHTHIZ
I%. novpn-idletimeout 2 AJJ LE T, fEIFHkA SN ET,

« vpn-idle-timeout % £ - 72 <ERGE L RWES ., EITMA S ET, 774/ ME 304 T
ﬁqo

gHInoraL, =T Ry o— s&U1—F— |
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EE) A7 a T, vpn-idle—timeoutalert-interval {minutes} =~ > FZEHLT, 74 R
NWHEALT T NDOT T7— b Avb—VPRa—F—CEREINIRHEZRETEET,

IOTTIT—hF AvE®—UlF, VPN a VBT 7T 1 TUREE @t@@ﬁéhéif Ay
DLW —Y =5z EzT, T4+ FOTT— MERIE 1 45T,

WOFNZL, anyuser & W) AFTOL—H—IZ3 53D VPNT A NV ZA LT D7 DT 7 — MEKE
ERET D HEEZR L TWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes| none} =~ R&HH L7z T 7 > 9 0%
WD EFBY TT,

enone /N7 A —H I, =P —=NEHEZELRVI EERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

s ZDITN—TF T —Y =R —D7 T — MEBRZHIERT 521, novpn-idletimeout
alert-interval # A LE 3, fHITHA I ET,
s ZDNRTA =B EFE ST HE LW A, 7740V D07 77— MERRIX 155 7TT,

B IV—T RV —ar 74 F¥al—aryEF—RFREFHFa—Y 427 X
L —¥ 3 v % — KT vpn-session-timeout {minutes =~ > K& LT, VPN $5i D e KIFRE
ERELET,

B/ NEERNE 1 40 C. IeoREEREINE 35791394 /3 T4, T 7 4V MEIZH Y ¥ A, Z ORI
T4DHE, ASA TR AT LET,

WIZ. FirstGroup & WO ARID I N—T KU —Z LTI803D VPN v g XA LT
U hNERET DB R LET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

WORFNE, anyuser & W) LETDOL—HF —IZ180 3D VPN v g XA LT U NERET D
FikwERLTHET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
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ATy T2

ACL 7 1 L2 D&M

a7 nsoiEm

hostname (config-username) #

[no] vpn-session-timeout {minutes|none} =~ > RZEH L7=Z DO T 7 > a kO EEBY
T

s ZORY —=mHBEMEHIRL, MEKEZFFTT2I2E, Zoav s RO no
vpn-session-timeout =% A1 L £,

s MHIPRO X A L7 7 MM ZFFAT L, 2 A 57 7 MEZMA LRWE ST D120,
vpn-session-timeout none # A/ L £,

vpn-session-timeout alert-interval {minutes| } =~> R&HHL T, v ar XA LT FD
TI7—=hF AvbE—URa—P—lRRINIRHERELET,

TOTT—k AvkE—UF, VPN E Y a UAHBIICHIE NS £ TSy dH 50k a—
P52 FT, KIZ, VPNE v a UREIE S5 20 DR —F —IZ@mInd ko4
ETHHZRLUET, 1 ~3000&HEIEETEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes| none} =~ > K& L7z Dftho T 7 v a >
TRDO LR TH,

*VPNEv a4 LT T T T7— b MARBMERT 740V 8 70 —7 R v —nbikK
INBZEERTICEH. Z20a<r FOon BERE2HEALET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none (%, = —W—N@EMEZZE LW L AR LET,

VPN e D7 1 v 2 & L THEHT 5. FRNCRE S o2 —F—[EH D ACL ODARTZFEE
LEJ., ACLEZIERL, Z—7RY =75 ACL ZfE L7220 K 912 5121, none ¥ —
U — RZHE L Cvpnfilter 2~ K& AJJLE 7, vpnfilter none =~ > K&%4T L CTIERKR L
XUz G T, ACLZHIBT 511, Zoa~xr FonoBXE AN LET, nod 7 =
YEMERTLE TV—T R = bEERATEET, Z0avr N, T7HL D
BEPCIEIEH 0 FH A,

ACLEZEREL T, ZO2—H—{ZoW\WT, IFZERFIATDNT 7 4 v 7 EFFal £ 12I3HET
LEF, VPN 7 o V2 II0iERIcoORrEHSNET, 77V r—var A AT gy
DT 7 a Nl Lo THRPNESIP AT ¢ THHi /e EO' I & ) STl ShEw A,
Wiz, vpnfilter 2~ REFEHL T, b0 ACL 2@ L9,

hostname (config-username) # vpn-filter {value ACL name | none}

hostname (config-username) # no vpn-filter
hostname (config-username) #

gHInoraL, =T Ry o— s&U1—F— |
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B rurrizeryrzzoons

\)

GE) 7747 hLASSLVPN Tid, vpnfilter =2~ RTEZRS N/ ACLITH I EHA,

I, anyuser &) ZRTDOL—H—@D acl vpn &) ACL ZIFONHT 7 4 VA R TET D
BlaRLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-filter value acl_vpn
hostname (config-username) #

IPU7 FLRERY FIRTDIERE

BFEDZ—YP—|ZEHVYTHIPT RLAER Yy h~AZEZHRELET, IPT KL AZHIBRT
HIiE. Zoa<wr FonBEXE AL LET,

hostname (config-username) # vpn-framed-ip-address {ip address}

hostname (config-username) # no vpn-framed-ip-address
hostname (config-username)

WIZ, anyuser &\ ARTOZ—F—|ZTP 7 KL A 10.92.166.7 Zi%ET D Hl %R~ LET,

hostname (config)# username anyuser attributes
hostname (config-username) # vpn-framed-ip-address 10.92.166.7
hostname (config-username)

AIOFITHRELIZIP Y RLAIHEHAT 23y NV —2 v~ 27 2ELET,
novpn-framed-ip-address =~ > RZfEH L7 5HE1E, Xy N —27 v X7 Z3EE LW TL
I, TRy b AT EHIRTHIE, Zoavry ROonBEREANLET, 7740
N DOEMEREIL S D EH A

hostname (config-username) # vpn-framed-ip-netmask {netmask}

hostname (config-username) # no vpn-framed-ip-netmask
hostname (config-username)

ROBFNL, anyuser & WD ARTDOL—HF—IZ, 7 Xy ¥ A7 255255.255.254 &R ET D)
HBERLTHET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-netmask 255.255.255.254
hostname (config-username)

IPV6 7 RLRAERY FYRTDIEE

BEDZ—YP—IZEYYTHIPV6 T RL AL Ry h~ARJ ZfELET, IP T FL AZHIER
THIE, Zoavr Fon X2 AT LET,

hostname (config-username) # vpn-framed-ipvé6-address {ip address}
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hostname (config-username) # no vpn-framed-ipvé6-address
hostname (config-username)

WIZ, anyuser & W) ARTOZL—HF—|ZIP 7 RL AL Xy b~ A2 2001::3000:1000:2000:1/64
ERETDHHERLET, ZO7 RLVAIL, 77 ¢ > 7 AfE 2001:0000:0000:0000 33 & A
v H—7 = A A 1D 3000:1000:2000:1 Z 7~ L TV ET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ipvé-address 2001::3000:1000:2000:1/64
hostname (config-username)

koL 7O Fa)LDIEE

ZOa—HF =R HEHTESH VPN b RfDX A7 (IPsec £721%27 7 A 7 b LA SSLVPN)
ERELET, 774V ME TN ITNA—T R —nEEE S AIE T, Psec |Z72
DVET, CORMEEXFETa L T4 FaLb—a UOHIRTAI2IE, ZOa~y R no B
EANNDLET,

hostname (config-username) # vpn-tunnel-protocol {webvpn | IPsec}

hostname (config-username) # no vpn-tunnel-protocol [webvpn | IPsec]
hostname (config-username)

TDawr RONRTA—FZDEIE. ROLEBH T,

*IPsec—=22oDE7 (VE—LT7278RA 7747 MEREFBOEXF 2T F—FU=A)
RO IPsec kv raym— b LET, @ik, BEk, 77, BELOFT—FH
EHET 28XV T4 T vm—va VEERLET,

« webvpn—HTTPS %Jiis Web 7 7 U i T VU £— h = —H—|227 74 7 h L ASSLVPN
TR AERRMELES, 7 T7A4T 2 MIARETT,

TDavy REAHLT, 19U EDO R XY 7 E— REZELET, VPN P X% L
T T D —P—1TiT, DR b 12D Y VI E— RERETHVLERH D £3,

WOBIE, anyuser &V AFTOL—H =27 F 47T F LA SSLVPN BL W IPsec bR
Y7 ' NERET D HEEZRLTHNET,

hostname (config) # username anyuser attributes
config-username) # vpn-tunnel-protocol webvpn
config-username) # vpn-tunnel-protocol IPsec
hostname (config-username)

hostname

hostname

(
(
(
(

JE—+F2A—HY—TF7OADOHIR

value ¥ — 7 — RZ 45 L T group-lock BIEZGRET D Z LIk V| f8E LIEBEfFOH 7 0
TrANVEFENLCT 7 8AT5L9 12— F 22—V —%ZHIBR L £, group-lock I%,

VPN FA TV FTRESNZITN—TN, FO2—F—NEY B THNTWDHER T 7 7
ANERUNEIDETF =2y 7 THZLICL-T, 2—F—ZHIBLET, —FHL TRV

gHInoraL, =T Ry o— s&U1—F— |
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B o oro705470 b 1027 — FREDAF—T L

B ASA T2 —P—NEHRTERVEICLET, I —T v 7 ZRELRWVIEE, ASA
. B L TOHNIZI V=T L3RR, 22—V —Z2FIEL £ 7,

group-lock BMEZFEfTar 7 4 X ab— a U bHIRT AICiE. Zoa~r Fono Bl
ANLET, ZoFTvarzflT2E, BE27V—T R o—nb/fTEET, group-lock
BT AT, T 74N NERITRE SN 7 —T R Y 2 —) b group-lock DA % ik
AL72NWE T DL, none ¥—U— RZ$EE L Tgroup-lock =2~ REASLET,

hostname (config-username) # group-lock {value tunnel-grp-name | nonej}

hostname (config-username) # no group-lock
hostname (config-username)

WOFENL, anyuser & W AZHIOZ—VF—IZI7NV—T 0 v 7 BRETDHEEZRLTHVET,

hostname (config) # username anyuser attributes

hostname (config-username) # group—-lock value tunnel-group-name
hostname (config-username)

YINIZTT VIAT Y b 2—HF—DIRRT— FREDA F—T )Lt

2PN T A NAT =R TA TV NV AT A RIRGFETHENE I DERELET,
RNAY— RRFIE, T 74NV R CT 4 =T Mo TVET, EFaT A MZHDHZ LR
BInoTWBEVAT A ETOR, NAT— ROREEZAL F—T L TLEE D, NAT—R
W% T 4 B—T7 T 5I21L, disable +—7 — K& #5E L T password-storage =~ > K%
ASILET, password-storage JBIMEAZFA T 7 4 X2 L— g VU BHIBRT HI21E, oo~
Y ROnoRAEATILES, ZHUTE Y. password-storage DfEZ 7 /L—7 R Y 2 —7» B k7K
TEET,

hostname (config-username) # password-storage {enable | disable}

hostname (config-username) # NO password—storage
hostname (config-username)

Zoavw RE N—RUxT II9A TV NDODA U HETIT AT NN—R 02T 74Tk
FORE F 7B B — W —FEREIC X R H D FH AL

WOHFNE, anyuser &) ARTOZ—H—T/HNATU— RMEFE A X —TWIZT D HEERLT
W9,

hostname (config) # username anyuser attributes
hostname (config-username) # password-storage enable
hostname (config-username)
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