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VPN VTI BGP
ASA
BGP
VTI
1 IPsec
2 IPsec
3 VTI
IPsec
VTI
VPN IPSec
*VTI IKEv1
VTI
* IKEV1
tunnel-group
*VTI IKE
IKEV2 IKEvl IKEv2
VTI
* IKEv1
tunnel-group
IKEv2
tunnel group
IKEv1 IKEvV2
IPsec
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. IPsec

IKEv1
crypto ipsec ikevl transform-set {transform-set-name | encryption | authentication}

ciscoasa (config) #crypto ipsec ikevl transform-set SET1 esp-aes esp-sha-hmac
encryption IPsec

®esp-aes AES 128
® esp-aes-192 AES 192
® esp-aes-256 AES 256

* esp-des 56 DES-CBC
* esp-3des DES
* esp-null
authentication IPsec
* esp-md5-hmac MD5/HMAC-128
* esp-sha-hmac SHA/HMAC-160

* esp-none  HMAC

IKEV2 IPsec

10S IKEV2

no config-exchange request
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/

security/al/sec-al-cr-book/sec-cr-c2.html#wp3456426280

* |Psec

crypto ipsec ikev2 ipsec-proposal IPsec proposal name

ciscoasa (config) #crypto ipsec ikev2 ipsec-proposal SET1

* crypto IPsec ikev2 ipsec-proposal

protocol esp {encryption {des | 3des | aes | aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-256
| aes-gmac | aes-gmac-192 | aes-gmac-256 | null} | integrity {md5 | sha-1 | sha-256 | sha-384 | sha-512
| null}

ciscoasa (config-ipsec-proposal) #protocol esp encryption 3des aes des

CLI 3 Cisco ASA 9.8 VPN CLI
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IPsec

IPsec .

IPsec IPsec
IPsec 2
VTI VPN

crypto ipsec profile name

ciscoasa (config) #crypto ipsec profile PROFILEL

IKEv1 IKEV2 IKEv1 IKEV2
IPsec
@) IKEv1

* IKEvl crypto ipsec profile

set ikevl transform set set_name

SET1 IKEv1
ciscoasa(config-ipsec-profile) #set ikevl transform-set SET1
b) IKEv2

* IKEv2 crypto ipsec profile

set ikev2 ipsec-proposal IPsec_proposal_name

SET1 IKEV2 IPSec

ciscoasa(config-ipsec-profile) #set ikev2 ipsec-proposal SET1
set security-association lifetime {seconds number | kilobytes {number | unlimited}}

ciscoasa(config-ipsec-profile) #set security-association lifetime
seconds 120 kilobytes 10000

VTI
responder-only

* VTI
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* IKEv2
IPSec
. SA
IPSec
5 PFS Perfect Forward Secrecy PFS
PFS PFS
Diffie-Hellman
IPSec SA
Diffie-Hellman
set pfs {groupl | group2 | group5}
ciscoasa(config-ipsec-profile) #set pfs group2
6 VTI
set trustpoint name
ciscoasa (config-ipsec-profile) #set trustpoint TPVTI
VTI VTI
S
IP SLA ASA General Operations Configuration Guide http://
WwWW.cisco.com/go/asa-config Configure Static Route Tracking

interface tunnel tunnel_interface_number
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VTl B

ciscoasa(config) #interface tunnel 100

ID 0 100 100 VTI

ASA 5506 1 100 ID
ASA 5506 1 100

VTI
interface tunnel

nameif interface name

ciscoasa(config-if) #nameif vti

VTI IP
ip address IP addressmask

ciscoasa(config-if) #ip address 192.168.1.10 255.255.255.254

tunnel source interface interface name

ciscoasa(config-if) #tunnel source interface outside

IP
tunnel destination IP address

ciscoasa(config-if) #tunnel destination 10.1.1.1

IPSec IPv4
tunnel mode ipsec ipv4

ciscoasa(config-if) #tunnel mode ipsec ipv4

IPsec
tunnel protection ipsec IPsec

ciscoasa(config-if) #tunnel protection ipsec Profilel

VTI IPsec VPN
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