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(DHCP) Management 1/1

No ASA IP address
ASAFirePOWER IP address: 192.168.1.2

Gym;;?h;iriﬁe; Direct Cable

e i Connection between

HRgRHiERemetla I_n:n_ideﬂ = Management 1/1 and
GigabitEthernet 1/4 GigabilEthernet 1/2 GigabitEthernet 1/2

inside2
GigabitEthernet 1/3

inside ASA FirePOWER
BVI 1 Default Gateway

192.168.1.1
(May be required) |
Firepower Management Center
Management
Computer

GE)  WExry hT—7 RIZilo—4 ZEET 2561, BEENTOMICLV—T 4 7 T& %
T, ZO%EAIL. (ASAF1rePOWER{—‘/1»*/I/7]\I/ZS:I—JLZ’\ FU—27 ETo) EHEA
VE—T A ZADASALBLOIP T RLADRER EOMU LR ELEAHEH LT, &1
VB —T7 A A 0D ASA & ASA FirePOWER £ 2 — /LD 2 EH TX £7,

IL—T v K EDa—)L0D ASA5508-X ~ ASA5555-X (VI b7 EDa—))

NS DOFET VL, ASAFirePOWER V2 — L&Y 7 =T o a—/L e LTHEITL,
ASA FirePOWER &2 2 — /VZEH 00 F-I13EH /I A v F—T =24 A (FEF IS LT) &
ASA LB LET,

ASA FirePOWER £V 22— /L EDEOT X TOER N T 7 4 v 7%, BEA L X —T A AT
A D ENDHERH Y £, ASAFirePOWER £ 2 —/LZiX, f VX —Fv F TI7EAL
VT, BN T 74w 713Ny 7 7L —2 ETASAZBRTAZ ENTETA, LIER-
T, AV Z—Fy MIEET DT, BEHA LV H—T 214 A% ASA A VX —T = A AW
W — 7 VTR D R B Y £7,

EHHIZ ASARTETLAIE P T F‘vx%g’“ibf@b\%{a\ A B —T 2 ATET 2—LD
AR LET, ZOHA, BHA VX —T 2 ATBEDASA A X —T A4 ATEHD £
Hth, 2—PFRILUTETIZENTEET,

ASA FirePOWER £ 1 —)L .



ASAFirePOWER E¥2—)L |

B 'soxx7Lorz—¢

1. BHEDODASAT—H A HZ—Tx2AALFELXy NU—21ZET 5 X 912 ASAFirePOWER
IP7 RLAZRET S,

2. ASAFirePOWER ¥'— U =2 A L LTCT—H A X —T = A ABFRET D,

3. T—HAH =T AEHRA L H—T 2 A AEEEFTD (LA V2AL v F %ff
JiEDI

ASAFirePOWER S ASANFEA v X —T = A AR TA VX —Fy MITI7®ATEDLHIC
T BT, ROERER 2 r—T )y 7 v PEBRL TN,

Management Gomputer
DHCP from inside ifc: 192.168.1.x

ASA FlrePOWER Default Gateway
Layer 2 ASA
Switch o
b outside Outside

— GigabitEthemet 1/2 GigabitEthernet 11 \_ »
192.168.1.1 DHGP from oulside nw

(May be reqmred)
Firepower Management Center M

S o anagement 141

DHCP from inside ifc: 192.168.1.x No ASA IP address

ASA FirePOWER IP address: 192.168.1.2

ASA 5508-X. BLU5516-X DS, T 74V MRET LDy MU — 7 BRENFRETT,
VBB EIL, EYa2— LDIPT RLAZ ASAWNEA v X —T =24 A LFEUCARY hU—7 |
ICRETHZLE, Ea— VD — R T2 IPT RLVAZRETHZ LZITTY,

FOMDOETFTINVOEA. G 0/0 F77013 1/1 D ASA TREINTF-LABTIB LRI 7 FL22H|
BRLTHh S, FRICTRTEIICEFDOMDA v Z—T oA RAERETHALERH Y 9,

G¥)

(V7 N AL T ZRETHLEDICNEHLT Y v INA—FIZEN B THIENTEHED
oA 2 —T7 A ANRHDHGE, INFEAAL v TFE2EHTLO2RT L ENTEES, T
TOT VT ITN—TDA B =T oA AR LEXF2 VT 4 LYLIIHEL, ALEX=
VT4 DEEEHFIL, K7V Y Z—TF A R—=DNAT % E L TL S, FFfCo
WTIE, ASA A U X —T oA ADERATA FOFEESHRL TIZIW,

GE)

WNE R v T —2 FIZRIOL—F ZRET 55481, BHENEOMICL—TF 4 v 7 Tx %
4, ZOPEIE. (ASAFirePOWER £ 2—/L 7 RL R LR LRy hU—27 ETO) HFHA
VHE—=T 2 A ADASALBEIOIP T R L ADOBRER EOMYI AR EE B2 LT, FHA
VA —T7 x4 A LD ASA & ASA FirePOWER € ¥ = —/ )L Djifi )i & FH T& £,

FSURRFLY M E—FR

FSURRT7LY M E—FDOASAS8-X (N\—FJx7 EDa—))

ASA FirePOWER ¥ = —/LIZ1%, ASA EITRIOERA V H—T7 =4 ADREENET,

. ASA FirePOWER £ 2 1 —)L



| ASAFirePOWER €2 2—)L

FSURRT LYk E— RO ASASEEX (N—Koz7 EC2—1) ||

ASA 5585-X  ASA FirePOWER SSP  ASA FirePOWER Management 1/0

T
SSp ASA Management 0/0
Default IP: 192.168.1.1

ATadE

ASA FirePOWER £ 2 —/L L DBIOT X TOEHR T 7 4 v 7%, B0 F—T =4
AFETITEHINA X2 —T 2 A ATAHN ENDLERH Y £9°, ASAFirePOWER £ ¥ = —
JZIE, AV F =Ry b T 7 BABUETT, 2O F—T oA ALASAT—HX A L F—
T2 A ATV, "I 749 I B™ Ry 7 FL—2 FTASAZBBRTLZ N TER AL

L7203 -> T, MEICERRA X —T oA A% ASA A X —T = A AT —T )V THHRET 5
VENRBH Y EF, ASAFirePOWER 28 ASAWNEA % —T7 = A AR TA V F—Fy MTT 7
TATEDLHITT DI, ROBEN 2 r—T N By T v 2SR LT TEE0,

ASA FirePOWER Default Gateway

Management Rauter
Computer e 5

- = = g
Switch o
@ Madule Management 1/0
R —— Sel IP Io be on same nelwork as MOAD

Firepower
Management Center

Wik /L— & &l L7220 541X, Management 0/0 1A > % — 7 = A A& L7 THREA >
=Tz A% LTASAZEHTEET (BVIIPT FLRZMA)

ASAFirePOWER Default Gateway

ASH S585-X

Management BVI IP Address for management

Computer
[ntermet

Layer 2
Switch

Module Management 140
Set IP o be on same network as BY/

Firepower
Management Center

ASA FirePOWER €~ 1 —JL .



ASAFirePOWER E¥2—)L |

. FSUART7 LY b E— KD ASA5506-X ~ ASA 5555-X. ISA3000 (VI ko7 EPa—))

A\

GE) (V7 N AL vTF)] BRETDHTOICHNET Y v FNA—FICEN B THZENTEBHED
DA H—T 2 A ANRHDHGE, AL v TF AT HOEBTHENTEET, T
TOTYN T TN—TDA L E =T 2 A AR LEX2UT 4 LYLIEREL, ACEx=
V7 4 O@EEEHFAL, 7V vy 70— A N—=DNAT Zi%E LT &, FHHC>
WTIE, ASA A U X —T oA ADIERATA ROFEESH L T 7ZE0,

FSURARF LY b E— KD ASA5506-X ~ ASA 5555-X. ISA3000 (VI b7 EPa—IL)

THHDOEF AL, ASA FirePOWER EV a2 — L% Y 7 N 27 EVa— L& LTETL.
ASA FirePOWER & ¥ 2 — /VIZEH 00 -1 U1 A v F—T =24 A2 (BFFMIELT) %
ASA EHHFLET,

ASA FirePOWER EY 2 —/L L D DT RTOER T 7 4 v 7%, BHEHA L H—T =24 AT
A ENDEHENSH Y £9, ASAFirePOWER 2 a2 —/LiZiZ, A1 v X —%y N T 7 &2%
‘/[Z‘E"C“vg—o

DL, ASA FirePOWER £ ¥ = —/LZ{#i [l L 7= ASA 5500-X % 721% ISA 3000 DHELER » b
U—/EZ R LUET,

ASA FirePOWER Default Gateway
Management Router ASA

inside ‘"@_ outside je e . Hidrmat '-\I
L

e =

management

Management 1/1
ASA IP address: 192.168.1.1
Firepower ASA FirePOWER IP address: 192.168.1.2

Management Center

WL —Z A LRSI, ASAEHAOEMA L X —T oA AR LR WTHERA v~
B —T 2 A% LT ASA ZEHTxEd (BVIIP T RLAZMHH) .

Management
Computer

ASA FirePOWER Default Gateway
ASA 1921681 .x

BVI IP Address: 192.168.1.1
: 1 \ Router e
outside Interr
GigahitEthernat 1/1 -

(May be required)
Firepower Management 1/1
Management Cernter No ASA IP address

ASAFirePOWER IP address: 192.168.1.2

. ASA FirePOWER E> 2 —JL



| ASAFirePOWER €< 1—)L
Management Center ~( ASA FirePOWER € ¥ 1 — /)L D&% .

\}

GE) (V7 N AL T BRETDHOICHNET Y v FNA—FIZEN B THEZENTEHED
oA H—T7 A ANRHDHGE, AL v TF 2T L2ORTDZENTEET, T
TOTV Y IN—TDA L EZ—T oA AR LEXF2V T4 LULIEREL, AILEX=
VT4 DBEETFATL, 7V Y ZJ—TF A R—=DNAT 2% E L TLEEW, FEflco
WTIE, ASA A U X —T oA ADERATA ROFEESH L T 7ZE0,

Management Center ~0) ASA FirePOWER £ 2 1 — /L D &£k

Firepower/FireSIGHT Management Center |2 € ¥ = — /L & 4§k 7 5 121X, ASAFirePOWER € ¥ = —
NVCLIIZLT 78 AT 20N H Y 4, CLICHIOTT 7B AT 2D & FARENTA—FD
AN %R BIET, F7-. Management Center |ZF ¥ = —/LEBIMNT2LENH Y £97,
i
*ASDM Z i L TEV 2 — L2 FEHT 25813, 2ok 7 v a 248K LT, ASDM #
B D ASA FirePOWER £V 2 —/LORE (17 °—) #ZRL T 7Z3,

o BV a2 —/)LOEE % 1 0 Management Center 7> & %1]> Management Center (Zf )9~ 2 205
N DYEIE, T F DT /31 A% Management Center DA > X2 h U nHHIBRLET,
RIZ. configure manager add =~ > FZffi ] L T, # L\ Management Center Z 5 L ¥
7, RIZ. # LU Management Center DXk A 56 T CE £, 207 wkRIZkD, 7
V= gy A== SN E T,

ASA FirePOWERCLI ~D7 U £ X
ASA FirePOWER CLI |27 7 £ 24 A%, ROWT LD FHFiEEZFER L £,

FIE

ATFYT1 a3 V—)LR— |

« ASA5585-X : ZDFETFT /LZIE, ASAFirePOWER £ = —/LOEH 2 Y —/L R— M3 g
EFNTWET, HEDDB-9toRI-45 U T I/L r—7LoMEHDUSB Y Y 7L 72 S H
AL T EE0,

« ZTOMDTRTOET IV fFHED DB-9 to RJ-45 VU 7L/ —7 LM O USB v U 70
THETHEFHHLTASA 22> —)LiR— M L £, ASA 5506-X/5508-X/5516-X (Z
I, I=USBaY— VK= FrbHYEJ, USBa Y —/R— FOFEHTFIRIZ DN T
X, "—FRou=7 A RESRLTIEIN,

ASA CLI T® ASA FirePOWER £ = —/L~Dt v g
session sfr

ASANPBY 7 N7 EVa—~DEyay (3423—) BB LTL &N,

ASA FirePOWER £ 1 —)L .


http://www.cisco.com/c/en/us/td/docs/security/asa/hw/maintenance/5506xguide/b_Install_Guide_5506/b_Install_Guide_5506_chapter_011.html#topic_E8E7F99A8291432C975F86C1A16753B7

B asarirePowEr DA

ATy T2

ASA FirePOWER

ATy I

ATy T2

ASAFirePOWER E¥2—)L |

=

JE

SSH :

EDa2a— DT 7/ MIPT KL A (ASA FirePOWER OF 7 4L b (8§ 2—3) ZHHR)
BT 20, FRRITROASA 2~ FEFHLCEHIPTY RLAZERELTHH, SSHE
EAL TR LET,

session {1 | sfr} do setup host ip ip_address/mask,gateway ip

IN=RT 2T BV 2= /VOEEIFL, Y7 MU =T BTV a— VOEEIT sfr ZHEHALET,

ERRE

ASA FirePOWER € ¥ 2 —/L®D CLIZERANZ T 7 8 A$ D L FARRENT A —F DA %K
bohNET, £72. ASDM ZfEH L T WAL, Y = — /L% Firepower/FireSight
Management Center |ZiB 13 5 BN H D 77,

1R BHEIIC
ASA FirePOWERCLI ~D7 7 A (15X—) IS U TEY 2 —/VCLIKT 7 A LET,

FIE

ASA FirePOWER CLI T, =—#4; admin T2/ A > LE7,

MOTaTA T ARSI, TNV FONRZT— RE2fEH LE$, ASAFirePOWER OF 7 +
N (8 —=) BEZRLTIEIN,

T M- TV AT AR EEITWOET,

el Ay NU—ZFE (fv FU—27 ThD ASA FirePOWER & =2 —/LDE A (9 ~—
) ) 1T ASA FirePOWER E V=2 —/LOWRDF v NI — V7B ERFEHALE T,

CEFA LA —T = A A 1 192.168.1.2
EFAY T X kA Y 1 255.255.255.0
« =T =A IP: 192.168.1.1

&1

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: <new password>

Confirm new password: <repeat password>

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [yl: ¥y

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.86.118.3
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.252.0
Enter the IPv4 default gateway for the management interface []: 10.86.116.1

. ASA FirePOWER £ 2 1 —)L



| ASAFirePOWER €< 1—)L
ASDM & E2 0> ASA FirePOWER £ 1 — Loz [

Enter a fully qualified hostname for this system [Sourcefire3D]: asasfr.example.com

Enter a comma-separated list of DNS servers or 'none' []: 10.100.10.15,
10.120.10.14
Enter a comma-separated list of search domains or 'none' [example.net]: example.com

If your networking information has changed, you will need to reconnect.
For HTTP Proxy configuration, run 'configure network http-proxy'
(Wait for the system to reconfigure itself.)

This sensor must be managed by a Defense Center. A unique alphanumeric
registration key is always required. In most cases, to register a sensor
to a Defense Center, you must provide the hostname or the IP address along
with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Defense Center are separated by a NAT device,
you must enter a unique NAT ID, along with the unique registration key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Defense Center, you must use the same

registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.

AT 73 ASA FirePOWER & ¥ = — /L' % Management Center (288 L £ 97,

> configure manager add {hostname | [Pv4_address | IPv6_address | DONTRESOLVE} reg key
[nat_id]

EIZRD EBY TT,

« {hostname | IPv4_address | IPv6_address | DONTRESOLVE} [X, Management Center O 5E (&
iSNTARA METILIP 7 RUAZFEE LE 7, Management Center 23 [EL#7 N L Af5
ETE RV 1L, DONTRESOLVE 24 L £ 77,

s reg key IX. ASA FirePOWER “E ¥ = —/L % Management Center |28 §k9 25 DIZHLE R —E
DFHLFIT L DB F— T,

e nat_id X, Management Center & ASA FirePOWER £ ¥ = — /L] OB 7 1 & 2 Il &
NDHAT Y a v OEETILFH|TT, hostname 2% DONTRESOLVE (Z#%E STV 54
cz%‘g‘@‘#o
AT T4 avy—NEgGEEHALET, Y7 b =T TV 2a—NVORE WEATLET,

> exit

ASDM ZIEFR D ASA FirePOWER £ 1 —J)LDERE

TRTON—Ua VB EVETFILOHAEDENYR—FENEbITTIEHLY FRA, ZFEH
DETFILELUN—Da DR EHERLTLESL,

ASDM (%, ASA v 7 L —2 %4 LT ASA FirePOWER £ =2 —/L D IP7 RL A ZZEHT
XFETHN, TNXTOBMOERIZIT., T2 — BRI ER R, ASDMA v X — T = A A L&
BA LA —T oA ALEDOMIZRYy NT—T T2 ARKETT,

ASA FirePOWER £ 1 —)L .


http://www.cisco.com/en/US/docs/security/asa/compatibility/asamatrx.html

ASAFirePOWER €2 1—)L |

B 2som =m0 ASA FirePOWER £ 5 2 — LD RE

ATy T
ATy T2

ATvT3

ATvT4

ATy Th

ATvT6

ATy T1
ATvT8

ASDM Zfi L CTE Y 2 — /L2 EH 4 2215, ASDM #EF L, EE#Y 4P — RE2ETLF
j—o

FIE

ASA IZHERE SN TWVWDH A Ea—4 T, Web 77 UV ZiEE LET,

[Address] 7 «+ —/V F|Z URL https://192.168.1.1/admin % A /) L 9, Cisco ASDM Web ~X—

DERRINET,

fEA [ EE/2 A7 > a > ([Install ASDM Launcher] . [Run ASDM]. [Run Startup Wizard]) D 9

ks Vs LET,

B OHERICES> TAH T v a VAR L, ASDM Z 8 L £9, Cisco ASDM-IDM Launcher 7%

TRINET,

GE) [Install ASDM Launcher] % 2 VU v 7 L7255, HEIC K - Tl [nstall an Identity

Certificate for ASDMJ (29> T ASA @ ID FEPA# & ASA FirePOWER & ¥ = —/L Dk
AELZNENA VA M= AT DT ERRETRY T,

A—YPHENAT—RFDT 4=V REZEDOEEKL, [OK] 22V v 27 LET, A1 ASDM
U4 RUBRRREINET,

A A b —/LF % ASA FirePOWER £ 2 —/L D IP 7 N L A Z2HET 5 L 5 RdohizHh
T, XA T7a Ry 7 AEXy 2V LET, [StartupWizard] ZEH LT, 9, TV a—b
DIPT RVAZELWIPT RLRIZRET D2HERH Y 77,

[Wizards] > [Startup Wizard] Z 341 L £ 97,

MBS U CIBMO ASA X E AT 9 H>. £721%. [ASA Firepower Basic Configuration] [ fij 73 <
IRINDET, HEAEZERET,

. ASA FirePOWER £ 2 1 —)L
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http://www.cisco.com/go/asdm-certificate

| ASAFirePOWER €2 2—)L

ASDM EZEF D ASA FirePOWER £ 2 1 — L DELE .

[ Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard [

¢ Startup Wizard ASA FirePOWER Basic Configuration (Step 9 of 12)

In order to establish proper connectivity with the ASA FirePOWER service blade, please enter
all necessary information,

Mote: ASA FirePOWER-related configuration is intended For bootstrapping. Modifyving an
existing ASA FirePOWER. configuration may lead to undesired results,

[] Eelect to Bypass ASA FirePOWER Configuration.!

Metwork Settings

IP &ddress: 192.168.1.2 I
Subnet Mask: |255.255.255.0w

Gateway: 192.168.1.1 I

Please read the following license agreement. You must accept the terms of this agreement
before continuing the wizard.

»

End User License Agreement
| -
IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT

|CAREFULLY. IT IS ¥YERY IMPORTANT THAT YOU CHECK THAT YOU ARE
PURCHASING CISCO SOFTWARE OR EQUIPMENT FROM AN APPROVED

| SOURCE AND THAT YOU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,

i THE "CUSTOMER") HAYE BEEN REGISTERED AS THE END USER FOR THE 1]
|PURPOSES OF THIS CISCO END USER LICENSE AGREEMENT. IF YOU ARE NOT
|REGISTERED AS THE END USER. YOU HAYE NO LICENSE TO USE THE |

SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE

; AGREEMENT DDES NOT APPLY. ASSUMING YOU HAYE PURCHASED FROM AN
| APPROYED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR

| CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS

i AGREEMENT.

| CISCO SYSTEMS, INC, OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF « N
BN (1] b

() I accept the agreement

T 7 4 MREEFEHT DI, ROEEFZRTLET,
« [IP Address] : 192.168.1.2
* [Subnet Mask] : 255.255.255.0
 [Gateway] : 192.168.1.1
AT 79 [laccept the agreement] %27 U v 7 LC, [Next] £7-1% [Finish] 227 UV v/ 3+25&, v 4P —FK

BT LET,
ATV 710 ASDM ##& T L, MiEh L E3, R—L-X—TIC ASA Firepower D ¥ 7 NFE RSN ET,

ASA FirePOWER €~ 1 —JL .



ASAFirePOWER E¥2—)L |
B asariePower €2 —LogE

ASA FirePOWER £~ 12— JLDETE

ASAFirePOWEREV 22— /L TEHF 2 V7T 4 RV —2HELTHDL, N T 74 v I BTV a—
JMCEETHEIICASA ZRELET,

ASA FirePOWER E2 21— /)LTODEX1 Y T4 R —DEFE

¥ UT ¢ AU =L, NextGenerationIPS D7 4 NV Z U L TRT7T S r—a D7 ()b
HY Tl BV a— VTRESNDI—EXEF L ET, KOWTHUHOFEEFEHL
T, ASAFirePOWER £ 22— /L Ttx 2T 4 R —2RELET,

FireSIGHT Bt > 4 —

Web 77 7 H Zffi il L C https://DC_address B8 & £9°, Z ZTDC_address %, ASAFirePOWER
DIARTE (163—) TERLEYF—VYDODNSAHELILIPT FLATY, =& ziE,
https://dc.example.com & L %9,

*721%. ASDM T [Home] > [ASA FirePOWER Status] #1ZR L., ¥ v =R — KO FEHD Y
Y&V LET,

ASA FirePOWER D% E 2B 2 3EMIZ DU Tld, Management Center DA 7 A ¥~V
[ FireSIGHT System User Guide 5.4) F721% [Firepower Management Center Configuration Guide

6.0] (http://www.cisco.com/c/en/us/support/security/defense-center/

products-installation-and-configuration-guides-list.html CAFFHE) Z2ZM L T 2 &0,

ASDM

ASDM T, [Configuration] > [ASA FirePOWER Configuration] % i#{ L ¥ 7,

ASA FirePOWER D EIZBIT 2 56MIZ OV TIE, ASDM TEY 22— VDA T A~V
[ASA FirePOWER Module User Guide 5.4) ¥7-1% [ASA FirePOWER Services Local Management

Configuration Guide 6.0]  (http://www.cisco.com/c/en/us/support/security/asa-firepower-services/

products-installation-and-configuration-guides-list.html CAFFHE) Z2ZM L T 2 &0,

ASAFirePOWER € 12— ILAD ST 4y oD)FAL LY k

ATAVEFE—REA U TA BT (FE=FHEH) T—FNDOEAE, N7 74 v 7 %2FT2—
MV EA VT M THEICT—ERA RV —ZRHELET, Ny 7 F=FHHE— NI
THEAIE, ASARY V—% A RATDH T T4 w7 VAL I vary Ao —Tof A
ERELET,

T, INHDE— RERET D HEZOOTHBHALET,

. ASA FirePOWER €2 1 —)L
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| ASAFirePOWER €< 1—)L
4054y E—KERRIV51> v T E=saRE—rogE [

A4V E—KRFERFAVSAV YT EZSERE—FORE
EETHIRHED N T 7 4 v 7 BT 55— AR —21E LT, FT77 4 v 7% ASA
FirePOWER €V 22—~V XA L7 NLET, ZOF—RTIL, 77 EBRA L—/L7xED ASA
R —F, I T4 v IMETa—A~IXAL L7 FESNBFNCEAINET,
1R BHEIIZ

+ (ASAFirePOWER & 2Z#a L72) IPSE/IXCXEV 2 — W v T T4 v 7BV XA LT b
THT VT 47 B—ER KR —0H58551%, ASA FirePOWER —E X RV v —%
HETDHRNCEFDORY —%HIBRTH20LER’H Y 9,

e ASA I L IV ASA FirePOWER £ = —/LiZid, BT —EMHOHLHRY o —Z2HZELTLE
SV, WFORYV—I1L, T T 497 DA L TA L F—RERIIA L TA L Z Y T E—
RaENBTIZ0ERH D FT,

e NF AT HFANE—RTH, X2 T4 a3V THFAMNCIOFIELZETLET,
Fig

ATFYTl BEV2—NIEETDNT T4 v 7B LILARET D007 TR~y FEREKRLET,

class-map name
match parameter

1 :

hostname (config)# class-map firepower class map
hostname (config-cmap) # match access-list firepower

ELa—MIERDO T 7 4 v 7 FAREETDHAE, Y—EA R o—THAT D7
DOEHD Y T A~ TEERTEET, BEAT—RALY MZOWTIE, N5 74 v 7 Ok
E (LAY347T7A~yT) Z2BZRLTIESN,

RT9T2 V7 A~yT NI T4y CRITTHT /v arwRETHRY U— ~ v 7 EBME IR
£ 1L E9, policy-map name

1 -

hostname (config) # policy-map global policy

T 7 4V FERETIE, global policy RV v —~ v A TT_RCDOA v X —T = A AT B—r3L
WZEID Y THALET, global policy kT 256 1X. AU 2 —44 & LT global_policy & A7)
LET,

ATV T3 ZOFIEOEINAEK LIZZ T A~y FEIBELET, class name
1 -

ASA FirePOWER £ 1 —)L .
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B 5 =—rErraros10 5y TEZSERE—FORE

ATvT4

ATy TH

ATvT6

hostname (config-pmap) # class firepower class_map

ASA FirePOWER €V 22— /T b T 7 4 v 7 ZHE L E T,
sfr {fail-close | fail-open} [monitor-only]
ENENOFRAITRO L BY T,

¢ fail-close ¥ — 7 — RZ$5ET 5 & . ASA FirePOWER &2 2 — /LAMEH TEX W53
RTCDO LT T4 v 7 %70y 7 THIIITASADBRRESNET,

s fail-open ¥ — UV — RERET L L, EVa—AREHTERWGEETTRXTO NI 7 4 v
7 B L THESED L OICASA PRESNET,

s NT T 4 w7 OmARY HHa Y —%F Y 2 —/VZ%E T 521X, monitor-only & fEE L

FT A I7A4 v 7 E—FK) . I=VUV—FZHRELRWES, N7 740027134
FA v T— RTEEFEINET, FBIZOWVTIE, TASAFirePOWER A T A v X v
FoHEHE-F 3—=) | 22RL T,

1

hostname (config-pmap-c) # sfr fail-close

ASATFirePOWER h T 7 4 v 7 IZBED I T A < v TEER LGS, N —IZBlD s 7 A
ZEEELCsfr VA ALV N TV varrmfcaEd,

RV ==y TNTOI T ADIBZENEETHD Z L OFEMIONTIE, P—EARY v—
WOMEERAEZZM LTS, NI T4 vl BRILT 7 var XA TOEBDI T A<y
FIL—HERDLZEITTEER A,

BEfFOH—E A KU v— (=& 21X, global policy & W2 4RIDT 74 /L b Za—s3L K
=) ERELTWAEAIE. U ETKRTTT, TS OSHEIE. 1 DFE 301 2 —
T2 AATRY) =~ T 2T 7T 4712 LET,

service-policy policymap name {global | interface interface_name}

% -

hostname (config) # service-policy global policy global

global ¥ — U — RIRY v — w7 E2FTXTOA ¥ —7 =4 XA L. interface |7V
V=% 1 DODA A =T A ATHEHLET, Fr—UL R Y 1O LA TEEY
o A VB —T A ADTa— NV RY —L, O F—T oA A —ERXRY —
ZHPTHZLTEHEETEET, FA X —T A RZE, NI v—~ o7& 1O FEH
TEET,
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RyvI r370vriznEE [

Ny T RS T4V IEREDHRTE

ATy T

ATy T2

ATvT3

Fa—ANRTFT T4y 7 Oabt—FRELTEYa—LH ASA bRy NT— 2V [CEEE b
RPNy VT F = A EAET— N CEY 2 — V2 EAT 2581, %774/7%%4/&%
T2 A RAEBRELTEDAS L H—T =4 A% AA »F O SPAN KR — MIHEHE LE7, FEMlizo
WTIE, ASAFirePOWER RNy o7 E=XHHA N T 7 4 v 7HREE—F @G —) 25
LTL7Z&EW,
WDHTA KT A4 TliE, ZOBEAET— FOEHFIZOWNTHHAL E9,
CASAIFY VI N AT RARNBIRIN TV ART LY N E— R THAVLENRHY 7,
e KAODDA L HE—T =2 A A%, T T 4 v IBEA L H—T oA AL L TRETEE
T, FOMDASA A L Z—T = A A%, WHEEBOERATEET,

e NI T 4w UHEEA B —T = A AF, VLANE-IEBVITIE RS, WA ZF—T A
ATHDHIVNENHY F9, £, WFLA X —7 = A A1, FHUCEERT S5 72 VLAN
ERETHIEIITEETA,

e NI T 4IRS B —T oA AF, ASA T T 4 v Z IR TEER A, 2B
LTETTTE0 . 72— A N OE BB 2 ST ASABRERNITICRELTZV T5 2
LIITEEEA,

s NTT 4w THEEA L H—T 2 ALY —E R RY > —Dilj 7% ASA FirePOWER k7
74 v 7 MICERETE A,

FIE

N7 4 VR TAYEA A —T 2 A ADA L Z—T 2 AT fFal—g
v E— REBBLET,

interface physical_interface

1

hostname (config) # interface gigabitethernet 0/5

4y& 7I4Xuﬂﬁéﬂtﬁm%ﬁ%LiT DA E—T A ARNTIND ASA
BRETHEHAINTWGE, TOREITHBEREENET, HELIA VX —T7 2 A LTS
74/7%%% Eféiﬁm

no nameif
NI T4y IR A R—T M LET,
traffic-forward sfr monitor-only

GE) NS 7 4 ZESEICBET AL T FEUA N L—Ya Y B TOLEHRTX 5,
X, YAR—=FENTWAAREE— R T,

ASA FirePOWER £ 1 —)L .
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B 77 omamsvT7 T K—sL0BEME

ATV A —T 2 A% A F—TNIZLET,

no shutdown

BIDOA v BZ—T A ZIZDONWT, ZOFIEZHEYIKRLET,

£l
ROBIZ. GigabitEthernet0/5 % b T 7 4 v JHRIEA V F—T = A AL LTHRELE T,

interface gigabitethernet 0/5
no nameif
traffic-forward sfr monitor-only
no shutdown

TOT4 TRMBXYTT74 T R—2ILOERE

ATy I

ASA FirePOWER (2%, ==V IDIERENUET LN TEDLTAT T 4T 4 RY v—N0
GEATOET, 2P IDIFEREZNET D2 LT, 77 B AHBEL—LVEREOL—VEB X
Ra—F 7 —FI28b T, 2—HFICRESNWTT 7 AR BN TB L OES X F
T, Flo, 2=V IDIKESWT I I T4 v 7 B0 THZ L TEET,

HTTP/HTTPS ##5i DG &AL, 777 4 7 RRiE2 N L C2—VIDENET BT AT VT 4T «
N—IVEEFZTEET, TIVTATRITAT T 4T 4 =L EEETIEAIT, RiF7 o
FUAR—ME LU THIET AL IICASA T Y T 4 7 R—F N EFMNITHLERHY E
T, BT VT 4 TR EERT DT AT T 4T 4 =l —3T % &, ASAFirePOWER
TV 2=/, BIFERE ASAA LV H—T 2 A ADIPT RLA/Fv T 47 R—H 2
AAL I FLET, T b R—FI 885 TTA, ZHITEHEARETT,

FRET X DX TT 4 TR H NN EA =TI LIRRWIGENE, 2y U T EEEED B % i
T&EFET,
1R B
o Z DOEREIL. ASA FirePOWER 6.0+ RO/ —F v K T — R CTORHHHE T,
TN FALTHFARNE—RTIE, X2V T 0 aTFANTCIOFEEFTLET,

FIE

XX TT 4T R—=FNVEEMILET,
captive-portal {global | interface name} [port number]

TNENDOHPFITRD LBV TT,

. ASA FirePOWER £ 2 1 —)L
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AsA FirePOWER € U2 — L g2 [

sglobal T X TDA L H—T =2 A ATXY T T 4 T HR—HF V& T a—r Uil 3x—7 WL
7,

-mterfacename . BELIAA L F—T 2 ADHBTXY T T 47T R—=F )V A R—T )b

ILET, avr REEBEAN L TEEDA vV —T 24 AT, X—T M T&ET, =
@ﬁ%@\*%@4V5—714X@ﬁ@F77477%A%FMNNER%V:~wK
VAV N AHGAICHEHLET,

s port number %ﬁ)ﬂﬁ‘ék EECHIEAR— FNERETEET, F—V—FBEFEn T
ROVEATE, R8s SN E T, F—U—FKEEDIHAIE,. A— FESE 1025
PLEZT 0B RHD £97,

K

72 zlE. R—F85TX Y I T 4 T R—FNE T a—rLIZENCT 12T, RO X IITA
HLET,

ciscoasa(config)# captive-portal global
ciscoasa (config) #

RT9 T2 ASAFirePOWER 7 A 72T 4 T 4 RV =T, 777 4 TRIARETH v 77T 4 7 R—H2 /1
%L&EL%°—%&WE? FPMEESNTWD Z L 2MERR L. 777 4 7TiakZ AT
2 12 DI E TR T DIMOTE ATV E T

ASA FirePOWER €L 21— )LD EHE

ORI, BV a—VOERICESOFIENGENET,

EDA—IWDA A C=IEETFBEA A=V

COETIE., V7N T EREFIANA— R 2T EY 22— VDA VA M—=)VIFIEFE-ITHA A —
DU HEIZOWTEA L E T,

YIRYDITT7 ED2a—ILDA VA M=ILFLITEAA—D0T

ASA FirePOWER EV 2 —/L L L BIZASA ZEA LTS E, EVa— NV V7 hU =T BIW
W2V )y R AT —K RZ747 (SSD) IFFHFNZIA VA h—ENTEY, T ICRET
xF9, BEFED ASA IZ ASAFirePOWER V7 b7 =7 £V 2 — VA BINT 554, £720F
SSD % AcHad 2 BN & 584 1%, ASAFirePOWER 7 —F Y 7 7 =7 %A A h—JL L,
SSD # X/t LT, ZDOFIEIHESATI AT AL VT vy =T %A A=V LET,

AT ASA FirePOWER £V 2 — L& T VA VA M— LT ANERH L S E2RNT, TV 2—
DA A=V OFERIZZNER UFIETT, SSDARHT HHEEIT. VAT LEFHA A=
I LET,

ASA FirePOWER £ 1 —)L .
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SSD W ERRIIC A VA b — LT B HFIERIZOWTIE, ASADN—FRU =7 HA FESRLTL

7230,
sheb BHEIIZ
e 7T vz (disk0) ZEXMEEHICIE. P, T—hF VYT U =2T OV A XIT3GBE
MMZT=RE INPMETT,

eI F ALTHFARNEF—RTII, 2T FANETAR—ATZIOFIELFETLET,

e A—PNEIT L TCWAARENOH MDY 7 b 2T F 2a— L ET_RTCy vy hE DT
THULENRHY £, ASAIL, FEHZ 1 DDV 7 F =7 EVa2a— /L INETTEERE
Mo TOMFLL ASA CLI B ETTHMERSH Y £, =& 21X, kO~ FTIPS
VIR 2T FEVa— N Evyy NI UVBLIORT A A=V L, ASAZURr—F
LET, CXEV 22— VEHIBRT H7200a~2 RHE L TTN, ips DDV 12 cxse F—
U — REHERT P8R £,

sw-module module ips shutdown sw-module module ips uninstall reload

ASA FirePOWER &Y 2 — /LA A A=V 75881, FLyyy hF vy a<w R
T UA VA= avw s REFERA L TEHEWA A—2EBRLES, 728 212, sw-module
module sfr uninstall 2 L £9,

IPSELITCXEV2a— M NTF T 4w 7B VEA VI NTDT V7T 47 h—EARY
=R LGE, FOR) —EHIRTOIMERHY T, XX, RV —nra—
NV IR Y 2—DA . no service-policy ips policy global Z i T £§, —E X KU
R T AMEOH HMDNL— AN EEN TV DIEAEIL, RMBRORY —~ T M5
UVEA vy varyavy RERMICHIBRLET, RV EA VLI arBnezns 7 A2
T HME—DT 7 a v OBFEIENT T 4 v T I T ARERERIBRLET, CLI £721%
ASDM ZfEfI L CAR Y > —ZHIfRCTX £7,

* Cisco.com 7°5, ASA FirePOWER D7 — h £ A=V BI RV AT AL V7 b7 Ry
=y oM ERELET,

FIE

ATFYT1 T— A A—TVEBASA~E T a—FRLET, VATALA YT M= TIHEEELRNTLEE
VW, ZHIFETSSDICA Y rr— RERE T, ROBRERH Y 97,

«ASDM : ANZ T — h A A=V HT— I AT = a X vra— RT50, £2i37—
kA A—% FTP, TFTP, HTTP, HTTPS. SMB. F72i3 SCP % — NIE@E L £7, &K
\Z ASDM T, [Tools] > [File management] % &R L. i# Y172 File Transfer 2~ RN & LT
[Between Local PC and Flash] & 7= (3 [Between Remote Server and Flash] D 3 41702 8 R L
F9, 77—~ Y7 MU =T % ASA L0 disk0 (ZHEE L F T,

+ ASA CLI : 27— b A4 A—T % TFTP, FTP, HTTP, F7=i%X HTTPS ¥ —/ 3 LIZHlE
L. KiZcopy 2~ REFEHLT7 I va~Zyra— RNLET, ROFITIL, TFTP
AL £,

. ASA FirePOWER £ 2 1 —)L
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ATy T2

ATvT3

ATv74

ATy TH

ATvT6

YT rIIF ES1—LOA VR F—LEREES A—Svy

ciscoasa# copy tftp://10.1.1.89/asasfr-5500x-boot-5.4.1-58.img
disk0:/asasfr-5500x-boot-5.4.1-58.img

ASA FirePOWER EHlA > ¥ —7 = A A5 7T 7 & A®[A27¢ HTTP, HTTPS., F721% FTP H#—
2|2, Cisco.com 75 ASA FirePOWER ¥ 25 L V7 b =T X vru—RLET, 0V
7 hU =T % ASA LD disk0 [2F T — RLARNTL ZEW,

WD a~<r Ru& AJJ LT, ASA disk0 T ASA FirePOWER € = —/L 7 — |k f A=V DT %
BELET,

sw-module module sfr recover configure image diskO0: file path

1 -

hostname# sw-module module sfr recover configure image diskO:asasfr-5500x-boot-5.4.1-58.img

TERROR: Another service (cxsc) is running, only one service is allowed to run at any time,] @ X 9 72
AvE—UNERINTEHEE, IOV 7 Y27 FEVa— VR TTICEEIN TSI L%
BWHLET, 2OV 7 2T EVa—NLE Yy hE 7 LTHIBRL, EoREESEE 2
ar OIS TH LWEY 22— V&2 A VA M= LT HLERH Y £,

ASA FirePOWER 7' — ks f A—Y % — R L7,

sw-module module sfr recover boot

ASA FirePOWER E ¥ = — /LR EENT 2 £ TS ~ 15 0FfF o Th b, BIEFEITHO ASA
FitePOWER 7' — h f A=V ~DaryV—L vy arZl{l&Ed, tyviarzncn s

AT FERRLIEE T, Enter ¥ — 2 I RTIUERERWEAERHVET, T 74
U hDOz2—H41F admin T, 57 4/ FOANZT— Ri3 Adminl123 T3,

hostname# session sfr console

Opening console session with module sfr.

Connected to module sfr. Escape character sequence is 'CTRL-"X'.
Cisco ASA SFR Boot Image 5.3.1

asasfr login: admin
Password: Adminl23

TV a2 LDT— INRET LRWVEAE, ttyS1 20 L TERTE RN E NI X v —URE
REHTsession I~ RBKRMLET, LIELL o THLEHRAITL T,

VAT YT R =2T Ry r—P% A VA=V TEDLRICVAT LERELET,
asasfr-boot> setup

1 -

asasfr-boot> setup

Welcome to SFR Setup
[hit Ctrl-C to abort]

ASA FirePOWER £ 1 —)L .
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Default values are inside []

WRoOTFar P IRERENET, BHEHT FLALF— T =A, BLODNS EHRNEERK
ETHH I EICHERELTIEEN,

» Host name : fix K 65 LTF-OHET T, AX—RA[IfEHTCEFHAL, " 7 ITEHTEFE
—a_o

» Network address : AZ 7 4 w7 IPv4d £721%X1Pv6 7 KL A% ET 57>, DHCP (IPv4 O
BE) . F72IEIPve AT — ML AHBERREEMHH L E T,

* DNS information : »72< &5 1 DD DNS 4 —NEHRHFEETHMLE NN FT, FAAL U4
ERELTRAAL VERETDHIELTEET,

« NTP information : ¥ AT ARG Z R ET B 72D, NTP Z A0 LT NTP — RZ R/ E
TEET,

RTYT1 VAT LAY TR x2T A A=V AV A RV LET,
asasfr-boot> system install [noconfirm] ur/

TR A v B — I L2 < 20EA1E. noconfirm 473 = & F8E L£9, HTTP. HTTPS,
F/AIEFTPURL 2 LET, 2 —HFL4 L 2T — RBRLELREASIZ. T2 AT A L
IRENET,

AVARN=ANETTLHE, VATAPHBEBLET, 7V r—vararR—xr oA
VA h—)L & ASA FirePOWER ¥ —E 23 [sAT 5 & TICHL BRI RIFIZER LD £9,
AT RT Ty N 73— TIEI0GLUEDPDDHEERH ETH, e— R T Ty 74—
L TIE60~80 3 LA LD Z EMRH Y FI,  (showmodulesfr DH X, T _XTHTrEA
ZUp &L LTRLET) o

I &R L ET,

asasfr-boot> system install http://upgrades.example.com/packages/asasfr-sys-5.4.1-58.pkg
Verifying
Downloading
Extracting
Package Detail
Description: Cisco ASA-FirePOWER 5.4.1-58 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: y
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading
Starting upgrade process ...
Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system.
(press Enter)

Broadcast message from root (ttySl) (Mon Feb 17 19:28:38 2014):

The system is going down for reboot NOW!
Console session with module sfr terminated.

. ASA FirePOWER £ 2 1 —)L
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ATvT8

ATvT9

5585-X ASA FirePOWER /N\— K ) 27 EDa—I/LDBEA A —P V5 .

ASA FirePOWER BV 2 — /L ~DE v v a Y EHEET, 7UREDEY 2 —iin /A4 7§
B, Blova s A4y Fuar P WREREINET,

ciscoasatf session sfr console

&1

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

Sourcefire ASA5555 v5.4.1 (build 58)
Sourcefire3D login:

REZTE T T HITIL. ASA FirePOWER OEAFZRTE (16 X—) 2L T &V,

5585-X ASA FirePOWER /\— K =7 EV 21— ILOBFA A—D U5

A7 5 7> O FH T ASA 5585-X @ ASA FirePOWER /N— R =7 E ¥ 2 — /L DA A —J % B
TAHAVERDLIPEIT. T—F ARV EVATALA I T NI 2T Ny hr—0WG5%2 Z DOJE
FTA VA=A TEBLENHY ET, VAT LNEEET A2, WHDRwr—V% A A
=T BHERHY T, BEOWRRTIE, Ty 7T T L—RK R =T A N—LT 2
72D, VAT ADA A=V EFERT HLEITH Y FHA,

T A A=A VAR =ATHITIE, EVa—AOarY—)LR— Mol 1 LT,
ASA FirePOWER SSP @ Management-0 " — k72 H A A—% TFTP 7 — M 5L E R H U F
9. Management-0 " — ML SSP DFEAHID A v MIdH 572, Managementl/0 & & FFIALE T
73, ROMMON /3 Management-0 ¥ 7213 Management0/1 & L CiBili S E T,

GE)

ATy 1

ASA 5585-X ASA FirePOWER O/ n— R =7 V2 — L TlE, TV a—LDOFA A=V 7
BRICRAET AV 7T — 25T 2—lD U 77— MFIZ, ZRIOBEDO N T 740w 7R oy
ZFLET,

1R B
TFTP 7' — F &24T 9 12iE, WO FIEEFEITLET,

e T = A A=VUBLRY 7 bU =T A4 A—T %, ASA FirePOWER £ = —/L D
Managementl/0 A > % —7 = A A6 7 7 & AA[FEZ/R TFTP Y — NICELET 5,

 Management1/0 2 % > NV — 7 |Z#fi T 5, ZDA o F—T = A AxMEHLT, 77— A
A=V % TFTP 7 — M ORE R H Y £7,
FE

FVa—Dar Y —)L R — MIESELET,

ASA FirePOWER £ 1 —)L .
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. 5585-X ASA FirePOWER /N\— KO =7 EDa—ILDFA A —P 5

ATvT2

ATvT3

ATvT4

ATvT5

ATvT6

2FvFT7
ATvT8

VAT L&Y E—FLET,

system reboot

FaLT MRRFESNE D, Bse ¥ &M LTI — MBI LET, GRUBZSY AT Ak
T b B DICRET B OB ER SNSRI, HHTETT,

ZHIZ LD, ROMMON a7 MZEl ) b F9,

[ROMMON| a7 s CkZEASILET,

set

WDOIRT A= HZFELET,
+ ADDRESS : EV 2 —/LOEFHIP 7 KL X,
« SERVER : TFTP #—/SD P 7 N L &,

* GATEWAY : TFTP — D7 — 7 = A 7 KL A, TFTP ¥ —/32% Management1/0 |Z[E.

B SN TV AEAIE, TFTP — "D IP 7 NV AZEH L E4, TFTP — B LW
BELY RUARRI LY 72y b EICHIHEEIE, F— b oA ZHELRNTLEEN,
RETDHE, TFTP 7 — F 2RI L £,

IMAGE : TFTP #— R ED T — h f A=V DAL A A =4, 728 Z2I1E, TFTP $—
@ /tftpboot/images/filename.img |2 7 7 A /L &2 B 254, IMAGE OfEIE images/filename.img
&R ET,

&1

ADDRESS=10.5.190.199
SERVER=10.5.11.170
GATEWAY=10.5.1.1
IMAGE=asasfrboot-5.4.1-58.img

HEZHRIFLET,

sync

Zyru—RBLOT7— bk 7etv2%&MisLE7,
tftp

EATRREZ TR I = RERSINET, BORICT—IBETTDHL, nr/A( - Fur7 b
MEREINET,

RAT— K Adminl123 Z#fH L Cadmin & LT /A4 LET,
VATAE YT NI 2T N lr—T kA VANV TEDLIIICVAT LAERELET,
setup

WDOTa T INRFRRENET, BEHT FLALH— 7oA, BLODNS [HHNSEE/
ETHDHZ EIHEELTLLIEEN,

. ASA FirePOWER £ 2 1 —)L
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* Host name : fix K 65 LTF-OHIT T, A=A |[IEHTCEFHAL, " 7 UITEHATEF
j—O

« Network address : A% T 4 v 7 IPv4 £7213IPv6 7 KL A &R ET 575>, DHCP (IPv4 @
BA) . T IPv6 AT — L AHBRRELHHLET,

» DNS information : 272< & H 120D DNS v —REFETAMLENDH Y £, KA A 4
ERELTRAAL VERETHZELTEET,

* NTP information : ¥ A7 ARFZ| A2 X ET H72DIZ, NTP ZHZHZ LT NTP H— %% &
TEET,
ATFYTY VATA VT RI2T A A=V LA =L LET,
system install [noconfirm] ur/

1 -

asasfr-boot> system install http://upgrades.example.com/packages/asasfr-sys-5.4.1-58.pkg

TERA v B—IISE L 22WEA 1T, noconfirm 47> a U2 EELET,
A UARN=ANETTEHE, VATIANRHFEBLET, 7TV Fr—varalriR—xr DA
v A h—/L & ASA FirePOWER H—E 2 DOFEENTIT 10 55784 LD 0 3,

ATFYTI0 T—INETLES, 74NV FONRZAT— R&EFEH L Cadmin & L Tr YA > LET, ASA
FirePOWER OF 7 /L + (8 —3) Z&ML T &V,

ATFvTN BREZZTT DL, ASA FirePOWER OEARRTE (16 X—) 2B LT IFEW,

INAT)—FD)Ew
BHAO—YPDONRAT — FEENTZHEAIT. CLIREHERZE OB Oa—na /(o LT,
AT — REERETEET,

BT HERR 2 FF ORI D 2 — N FAE L7 WIGATX, ASADGERE AU —R&Z Uty hTX
FI, FTIFATFONRRAT— KL, Y7 =7 VU —R S0 THEAEY £9°. ASAFirePOWER
DT 7AN K 8X—V) ZZRLTIEIN,

186D HHIIZ
cINTF AT HRARE-RTHE, AT FAMETAR-ATIOFIAZETLET,

+ ASA ® hw-module 33 & 0¥ sw-module =< > K@ password-reset 47’2 3 > |, ASA
FirePOWER TiI3H8E L £H A,

ASA FirePOWER £ 1 —)L .
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FIE

a—H admin DEL 2 — )L XAV —REF 73 /L MU Ey FLET,

session {1 | sfr} do password-reset

=R T TV a2a—VOEGEIFL, Y7 b7 T a— LOGEEITsr ZEHLFET,

-~

EDa—/)LD)BA—FFREEUEY b
ASAMBEYVa— Ak r— KLY, Uty FLTRSY n—FLEDF5 2 ERTEE
—§_ﬂo

IR B
2N F ATFFARNET—RTHEH, 20 FF A NEFAR—ATCIOFIEEETLET,

FIE

KOWTNIHOa~y REASLET,

e N— K77 EYa2—/L (ASA 5585-X)
hw-module module 1 {reload | reset}

GE) ASA 5585-X ASA FirePOWER ODN— R =7 £V a— )L kDA v F—T = A A
TE, Y7 =T DT I — RRICHAET D) 7T — 2B TV 2— 1D
U7 — RS, BRRIOPEDO N7 4 v 73 Fry 7 LET,

VT T BV a—)b (ZOMTRTOETIL)

sw-module module sfr {reload | reset}

N~

EDa—ILDIvy REFHY

EVa— )V YT N TEV Yy N UUTHDE, a7 4 Xalb—vary T—HEKD
R BRI E Y 2a— VDBEREEFTICTEDL LI FT B0 T,

1R BHEIIZ

N F AT HRARNET—FRTIE, 2T HFRANEFTARLR—ZATZOFHEEFTLET,

cASAZ Y B— RTH5AIT. TV 2—VITHBIMIZIZ Y Yy P T ENRVNDT, ASA
DI a—RAICEVa2a—NEY Yy NI T THZ el £9,
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vorvr7 EVa—nAri—vo7v1vx b= [

FIE

RONWTNNDa<y e AN LET,
e N—RU =T EYa—/L (ASA 5585-X)
hw-module module 1 shutdown
e VTR T EVa—)b (ZOMTRTOETI)

sw-module module sfr shutdown

YILDITT7 E®DA—INWNAA—=DDT AR =)L

&

ATy T2

V7 M 2T BV a— VA A—VBLOE#ETE a7 4 X2l —alET A M—
ILTEFET,

1R BHHEIIZ

“NVF arsTFANE—FRTHE, 2V TFAMNETARX—ATZOFIEEEITLET,

FIE

VI NI 2T FEVa— A A—VBIOEET A a7 4 X2l —3ard2T7 A A F—
ALET,

sw-module module sfr uninstall

51

ciscoasa# sw-module module sfr uninstall

Module sfr will be uninstalled. This will completely remove the disk image
associated with the sw-module including any configuration that existed within it.

Uninstall module sfr? [confirm]

ASA %Y a—RLET,

reload

TLNWEV 22— &% A A P—)LTBHEIZ, ASAZY B — RTI3LERHY F7,
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B ssarcvorvz7Esa—nAotyyay

ASADNSY b9z 7 EDa—I)L~ADEYS 3V

Y

ASA FirePOWER CLI #fEf L T, AR Ry V=B TEEZMEL, EV2—NVDNTT
W a—F 4 T EITWET,
ASA 7>5 ASA FirePOWER ¥ 7 h 7 =7 EV 2 — /L CLIIZT 7B AT 5I21%. ASA D&
alEERTEET, (GS85-X THEITLTWAN—RU 2T £V a—A~Dt v a i3
MTEEREA)
EVa— N ~DEyvarEETAIED (TehetZfiH) | K =Y — Nty g%
B+ 52 b TEaEd, avY—kyaii, aryta—L L —rRNE UL,
Telnet & v > a V ZHEN. CTE 2 WIRSIZER T, ~VF a7 F A~ B— KT, VAT
DFETAR—=2ANnDEy v a X ET,
Telnet £72lFa > Y — vy a T, 2—HFLERRT—-RDOANEZRDENET, ASA
FirePOWER IR E SN TWAEED2—VF L TR /A T 9, HAIL. admin 23— D
WEFHSL—TLTT (ZO2—VFZITFIMEHAAEETT) , OIDT 74/ FO/NRRAT— R
X, A A=A T (BEBAA—VERIFIT b A A=) VT =T VU —R(T
U TCHE AW £4, ASAFirePOWER OF 7 /L b (8 X—3) ZHBMRL T E&E,

e Telnet v 3

session sfr

ASA FirePOWER CLI IZ\W 5 & ZIZ ASACLIWZEDIZIE, BV a—Ahbul 7 v 15
a2 K (logout X exit 72 &) & AJ1$ 57, Cul+Shift+6, x ZfL 7,

eV —)Lkyigl:
session sfr console

aryvy— vy rarmrbusZ 7y hTEME—OFET, Ctul+Shift+6, x #H4Z & T
T, BEVa— A6l T NTLE EVa— ORI Ay a7 MIRED £,

G¥)

session sfr console =@~ o Rid, Ctrl+Shift+6, x N Z —IF /v $— D7 a7 MIRERDHT A
=T =V ATHDLE—I T =N E L HIEHA LV TE S, Crl+Shift+6, x
X, ASAFirePOWER 22> Y — VAT A7 —T LASAT 07 MIRDH V=7V ATHH Y £
T, Lo T, ZOIRIM T ASAFirePOWER =2 Y — L& KT LE 2 Ed5L, fbvic
A= F )P =R T MR £3, ASA K —I L b—_"E2EHEE 5L, ASA
FirePOWER 2> Y — /Lo a b BELET I T 4T REETHY, ASAT v VT MNIREDZ
ENTEEHA, ASAT7 YT NMZay Y —vEZRETIE, BEV Y T AEGRZ2ERT 5465
DDV ET, ZOWRWMBHA LA, console 2+ 2 ROV (T sessionsfr 2~ > K&l
FALET,
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ARTFLYIYITI N9 TFPOTYITHL—F

T o7 7= REEATORNC, ASADH L= 3 UIR/NRUGE R Y U =22 FIT LT
WHZLEMRLET, BAICE-oTE, EV2— %27 v 77 L —RT5HHIICASA %7 v

T V= RTHRNERDY T, 777 L— ROuwMIZET 55 IZ DV TlE, Management
Center DA > T A~V [FireSIGHT System User Guide 5.4) F7-1% [Firepower Management
Center Configuration Guide 6.0] % ZH L T 72 &0,

ASDM E#CiX, [Configuration] > [ASA FirePOWER Configuration] > [Updates] % {# ] L T,
Ty T T —REVAT LAY 7 MU 2T BIOarR—xr MI@EATE ET, FFicoNT
IZ. [Updates] *—®D [Helpl %27 VU v 7 LET,

ASA FirePOWER E 21— JLDE=Z Y VY

WOE RNy 7 TlE, EVa2a—VOEFE=Z ) U ZIZETHIHA X A% LET, ASA
FirePOWER BHi# O syslog A v &— 22T, syslog A vE—Y A4 FESHLTLEE
VY, ASA FirePOWER @ syslog A v E—1d, A v E—3% 5 434001 2 OHAF 0D £97,

EFEOA—ILART—RADERTR

FV 2= VDAT— R AEWRT HI2E, tkoOWTnhoa<wr FEASLET,

* show module [1 | sfr] [details]

EV 2= VDAT—H A% RN LET, ASAFirePOWER € = — /VIZEBFD AT —H A
EWERTAHIZIE. 1 O—FRU=TE2—VDHEE) sfr (V7 NI 2TEY 2a—/LDH
B F—U—FREHELET, EVa2—VEFET LT A ADT KL A7 EOEBMNIEHR
ZEST AL, details ¥—VU — REHETELE T,

* show module sfr recover

EV 2D v A F— M ST — b A AU OB EFR LET,

ASA 5585-X IZ ASA FirePOWER '"— R U =7 EV 2 — /LN A VA =L ENTWHHEED
show module =~ > FOHHI 2 RIZRLET,

hostname# show module
Mod Card Type Model Serial No.

0 ASA 5585-X Security Services Processor-10 wi ASA5585-SSP-10 JAF1507AMKE
1 ASA 5585-X FirePOWER Security Services Proce ASA5585-SSP-SFR10 JAF1510BLSA

Mod MAC Address Range Hw Version Fw Version Sw Version

0 5475.4055.1100 to 5475.d05b.110b 1.0 2,00 10010018
1 5475.d05b.2450 to 5475.d05b.245b 1.0 2.0(13)0 5.3.1-44

Mod SSM Application Name Status SSM Application Version

1 rireoweR w 5.3.1-a4

ASA FirePOWER £ 1 —)L .
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Mod Status Data Plane Status Compatibility
0 Up Sys Not Applicable
1 Up Up

WIZ, V7 N =7 BV a— VOiMERTRT 5627 LET, DCAddrix, ZDO7T A A%
EHL9 5 Management Center 7 KL A&/ L TCWET,

hostname# show module sfr details
Getting details from the Service Module, please wait...

Card Type: FirePOWER Services Software Module
Model: ASA5555

Hardware version: N/A

Serial Number: FCH1714J6HP

Firmware version: N/A

Software version: 5.3.1-100

MAC Address Range: Dbcl6.6520.1dcb to bcl6.6520.1dcb
App. name: ASA FirePOWER

App. Status: Up

App. Status Desc: Normal Operation

App. version: 5.3.1-100

Data Plane Status: Up

Status: Up

DC addr: 10.89.133.202

Mgmt IP addr: 10.86.118.7

Mgmt Network mask: 255.255.252.0

Mgmt Gateway: 10.86.116.1

Mgmt web ports: 443

Mgmt TLS enabled: true

WIZ, TP a—)LDA A b —)LIEIZ sw-module module sfr recover =~ > K Tl 1172 ASA
FirePOWER 7 — b A A —Y Ok Fornd 562~ LET,

hostname# show module sfr recover

Module sfr recover parameters...

Boot Recovery Image: No

Image File Path: diskO:/asasfr-5500x-boot-5.4.1-58.1img

TV a—LOMERRDORT

sfr A~ FEFLAEY—E A R U —OFGEHERB L OAT —# A2 R 7T 51213, show
service-policy sfr 2~ FEZEH L E T, WU #4227 V73 5I21E, clear service-policy % fif
MALET,

KIZ, ASAFirePOWER —E 2 RV o — L BIEORHERB L ONEY 2 —VDAT—X A%
FortT AR R LET, EoXHEAE—FTIE, AW o2iZPeoxE T,

ciscoasa# show service-policy sfr

Global policy:
Service-policy: global policy
Class-map: my-sfr-class
SFR: card status Up, mode fail-close
packet input 2626422041, packet output 2626877967, drop 0, reset-drop 0, proxied
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EDa—ILEGEOE=R2) Y

ASA FirePOWER &2 = — V&2 BB T A8k = FKorT 521X, ROWThuroa~<wy RaeE AT
LE7,

* show asp table classify domain sfr

K57 ¢ v 7 % ASA FirePOWER E ¥ 2 — )LICEET A= OB S 72 NP L— /L &2 5
%Li‘a‘o

* show asp drop

Kay7E&Nry haRRLET, Ray7ZOZ A 7250 ik, LFCTHALE
7,

* show conn

['X - inspected by service module| 77 7 & &K T 5 Z LITK Y | BN E Y 2 — /LR
SINTWVDEMNEI ERLET,

show asp drop =2~ > KiZ, ASA FirePOWER ¥ = — VIS 5%k O Ka v 7HBZED 5
TLEIRTEET,

JL—L Fav7J:

o sfr-bad-tlv-received : Z I AET H DX, ASA 23 FirePOWER 2255 E L7237 v MR
U —IDTLV 2 7aWn & & TF, FHEHIEH 7> b7 729 7 4 —)b FT Standy/Active
By MRBRESNTOWARWESIE., 2O TLV BEELTWALENRL D 7,

« sfr-request : FirePOWER EOARY & —NREH T, 7L —24% M v 745 K5 FirePOWER
DHERINE LT, ZOKRY —I2X > T, FirePOWER |X7 7 3 2 > % Deny Source,
Deny Destination, F72/ZDenyPkt IZHELET, 7L —L2MN Fa v I RETRhoGE
X, 7a—ZERELTVEEY2a—LOR) U—EHRLET,

o sfr-fail-close : /X7 v b3 Ry 7SO, I— RBEMEFRTIERL, BREHFADORY
=% Tail-close] Toho7=bHTY (XFHRAIZ,  [fail-open] DOGEIL. I — RBX T
YLTWTHEAT Y FOBBERFFAISNET) o I—FOAXAT—=FAz2fEB L, —E R
T 20, FEELET,

o sfr-fail : BEE D 7 0 —IZ5%9 5 FirePOWER = 7 4 ¥ a2 L — 3 UNHIREINLTEY .,
FirePOWER CHLETE 2\ o), Fay 7 anEdT, TAUREAETDHIZ LT, 1FEAL
HFEEA,

« sfr-malformed-packet : FirePOWER 725 D /37 MIEES 72~y X —NEGENE T, 7oL %
T, ~y F—RMNIEL S RWATREMERH Y £7,

e sfr-ha-request : ¥ X = U T 4 777 A 7 2 AWM FirePOWERHA BEXR N7 v b &2ZEL, £
NEBRTE R TG6, ZOA T ZREML, X7y MR Fay 7S ET,

ASA FirePOWER £ 1 —)L .



ASAFirePOWER €2 1—)L |
Bl AsariePower €22 —L0hl

e sfr-invalid-encap : EX =2 U7 4 7774 T VAN IR A v —T ~y X —%FFO
FirePOWER /7 v M &2 545 L, OBV ZBRHEIML, <7y b ke y 7SR E
ﬁ—o

e sfr-bad-handle-received : FirePOWER & = — /L2528 N CARIEZ 0 — N2 L2525
L., 7r—% Ry 7 LZE L7, FirePOWER 7 2 —®MO > KN 7 o —HFPIcEHE X
nNoE. ZOBTANREML, 7a—:,8y RBASA TRy 7E&8ET,

s sfr-rx-monitor-only : E¥ =2 U7 4 7774 T U ANE=FHHE— KD & X2 FirePOWER
Ny NEZETDHE, ZOBTUZBREIML, Xy MR Ry 7EnET,

Jo— Fav7:

o sfr-request : 72— &K T I H T &% FiePOWER NERLE L, 77 ar Ev k0
RRESNLET,

s reset-by-sfr : 72 —DFK T L U+ h% FirePOWER BER L E LTz, 77V ar Ev b
1 BRESNET,

o sfr-fail-close : 72— & T SEBLNZDIE, I— KBRX DU ARETHY, REFAHADRY
>—N Tfail-close] TH o705 TI,

ASA FirePOWER €< 21— )LDl

WIZ., T_XTOHTTP M5 7 4 v 7 % ASA FirePOWER & ¥ = — LT RIS/, i 50O H
TEY 22— LV TREENEAELZEAICIITRTCOHTTP b 7 4 v 7 27 ay 7T 5% R L
i‘j‘o

hostname (config) # access-list ASASFR permit tcp any any eq 80
hostname (config) # class-map my-sfr-class

hostname (config-cmap) # match access-list ASASFR

hostname (config-cmap) # policy-map my-sfr-policy

hostname (config-pmap) # class my-sfr-class

hostname (config-pmap-c)# sfr fail-close

hostname (config-pmap-c) # service-policy my-sfr-policy global

WOFTIE, 101.1.0 Fy FU—27 L 10210 %y hI—Z3TCDTXTCODIP b7 7 4 v 70
ASAFirePOWER E ¥ 2 — /UGB E XL, (i ONOFHE TEY 2 —/WIZBEENRA LB A1,
TRCHOMNT 74 v 7 OmBNTFITENET,

hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname

config)# access-list my-sfr-acl permit ip any 10.1.1.0 255.255.255.0
config)# access-list my-sfr-acl2 permit ip any 10.2.1.0 255.255.255.0
config)# class-map my-sfr-class

config-cmap) # match access-list my-sfr-acl

config)# class-map my-sfr-class2

config-cmap) # match access-list my-sfr-acl2

config-cmap) # policy-map my-sfr-policy

config-pmap) # class my-sfr-class

config-pmap-c)# sfr fail-open

config-pmap) # class my-sfr-class2
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hostname (config-pmap-c)# sfr fail-open
hostname (config-pmap-c) # service-policy my-sfr-policy interface outside

ASA FirePOWER € <

— LD ERE

Toy kT4 —
1 Lyy—x  |FiHA
ASAS5585-X (T _RTCHET V) Tllied 5 |ASA92(24) | ASAFirePOWER E ¥ = —/ L%, AR IPS (NGIPS) |
ASAFirePOWERSSP /N— R 7 =7 E¥ 2 — | AQA TV r—varonfittlar hr— (AVC) |
NP R— b, FirePOWER  |URLZ 4 L2 U 7 @~ Ly =7 k# (AMP) 72
ASA 5512-X ~ ASA 5555.X C ASA 53.1 J:‘O)V{/Eﬁﬁ774’\7721»*”#»*1:‘%%1’%@@1:1?0 z
FirePOWER ¥/ 7 | ¥ = 7 &2 — /L % ¥ PDEF2—/Vi, Y TLERRTNT 2T HA b
Fe . T—FEN—T v FELEFF T AT L P E—RT
fEHTE £,
capture interface asa_dataplane, debug sfr. hw-module
module 1 reload, hw-module module 1 reset, hw-module
module 1 shutdown, session do setup host ip. session do
get-config. session do password-reset, session sfr. sfr.
show asp table classify domain sfr. show capture, show
conn, show module sfr, show service-policy. sw-module
sfr OFa~ 2 RPNBEAELIIAERINE L,
ASA 5506-X T ASA FirePOWER ¥ 7 k7 = |ASA 9.3(2) ASA 5506-X T ASA FirePOWER V7 h U =7 £V =2 —
7 ®Va— L&Y A=K (ASDM TOE | AspM73(3) |/VEFITTEE T, FireSIGHT Management Center 2 {# 1
Va—VOREDYR— b EET) ASA LTEY2— V& EH LY ASDMEEH LD §2%
FiePOWER | =~ S7 TS =T
5.4.1
NTGT7 4wl VEAL VI ar A% — |ASA93(2) Y= ARY —%fEHT 2ROV, VT T4 v "
7 = A A% L7- ASA FirePOWER /¥ | ASA TV 2 MIERT ORI N T T 4 vy U lnikA o F—
VT E=AEMAE-NR FirelPOWER |7 = A AZRETELLIICRVELE, ZOF—RT
5.4.1 I, EVa2a— Vb ASA L N T T4 v I ICEBE S A F
B,
traffic-forward sfr monitor-only =~ > KRRV KR —
FERTHWET, Zhid, CLI TOARETEET,
5506H-X, 5506W-X, 5508-X, L ASA 9.4(1) FireSIGHT Management Center % i i 9~ % fX4> ¥ |2 ASDM
5516-X [A]iF ® ASDM /) L7z E Y 2 —/b ASDM 7.4(1) AL T, BV a— L 2EHTEET,
BHOYR— K s NS
ASA FLOWHEFEZ T~y RIBMSThERA,
FirePOWER
5.4.1
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T3y bT4—
HHE LY)—R  |EHA
5512-X ~ 5585-X [6]i} @ ASDM % /- L 7= |ASA 9.5.(1.5) | Firepower Management Center (|H4; FireSIGHT Management
Va— VEHOYR— T ASDM Center) # M 2O VICASDMEMEH LT, £V a—
7.5(1.112) NEEHTEET,
ASA FLVERE T2~ NGBS TOhERA,
FirePOWER 6.0

ASA FirePOWER 6.0 TD7T 7 7« 778k | ASA 9.5.(2) ¥y 7T 4 7 R— 2 VHERETIE, ASAFirePOWER 6.0 T
B xTT 4T =S ASA WMELTATYT 4T 4 R =& EHLTT /747
FirePOWER 6.0 | i8RE2 AT D LH N H Y 97,

DA~ RINBEANEITEESNE LT,
captive-portal, clear configure captive-portal, show
running-config captive-portal,
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