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hostname
hostname
hostname
hostname

config) # policy-map test

config-pmap) # class sip

config-pmap-c)# no inspect sip sip-mapl
config-pmap-c)# inspect sip sip-map2
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1 OOy NBEBORIRD 7 FAETZEFZZA VI b=y FIC—BT 256, ASART Y
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match request header host length gt 100

reset
match request method get
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NURBEOREIELEL OB TOILEY AL, BAOT 72 a B3N ry For 7 ~OiikTh
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class-map type inspect ftp match-all ftpl
match request-cmd get

class-map type inspect ftp match-all ftp2
match filename regex abc

class-map type inspect ftp match-all ftp3
match request-cmd get
match filename regex abc
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class ftp3
log
class ftp2
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class ftpl
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ENDHTT7HNVER—b, BEOWT 74N THEAATRSTNDA LV ART gy TPy
(KF) ZRLET, ZORIZIEL, NATIZETOHIRFHLEZENTWET, ZORDOR)
IRDERBY TH,

¢« T 74NN R —=NMIKLTT 74NV ETA RX—T IR TNDEAL AT gy T
VUEKRFTERINTWET,

cASAIX. TNODIEESNIEEICHEILL TWETH, MEXRO N v MOIIHEILA TR
HLERA, 2E2IEX. HFTP a~ 2 NIIREDIEFTHDILENH D £7T753, ASA
YoTExDIEFZEH ESND Z LiEb 0 A,

B 77— av L4y Joran A RRI L a VD%



| 77— avL4v FRral 1 oRRY L a V0%l

K1Y R— SR TVWET TV T—2a3 0 A VARG Y3V TPy

FIALR AR av e NAT 2T 2HRFE [

F7Vr—a|TI24)070
> kL, 7R"— + |NAT IZE89 B 4IEE1E b 3
CTIQBE TCP/2748 R PAT 1Y R—FEnxH® | — —
/1/0
NAT64 72 L,
(VI RBZVT) RAET 4>
7 PAT I3V R —bFEINFEHA,
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NAT64 72 L,
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NAT64 72 L,
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7= 3 | T4 KT0O
v k3L, R— b [NAT [CE89 S HIREE FE 3
Sun RPC TCP/111 VERE PAT I3V R — hEnvEE | — —
UDP/111 Ao
NAT64 72 L,
TFTP UDP/69 NAT64 72 L, RFC 1350 NAr—RIPT7 FLATEHS
(VAR Y D) ZAET 4 e,
7 PAT I3V R— SN FEH A,
WAAS TCP/1- 65535  |LiE PAT IZ U R—h & xH | — —
ho
NAT64 72 L,
XDMCP UDP/177 VERE PAT I3V R — h &N | — —
A/O
NAT64 72 L,
(FTARBV T AET 4y
7 PAT I3V FR— SN EHA,
VXLAN UDP/4789 N/A RFC 7348 Virtual Extensible Local Area
Network,

FTIZFIL IR — a7 4 Falb—g i, ROy RBREENET,

class-map inspection default
match default-inspection-traffic
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
dns-guard
protocol-enforcement
nat-rewrite
policy-map global policy
class inspection default
inspect dns preset dns map
inspect ftp
inspect h323 h225 default h323 map
inspect h323 ras default h323 map
inspect ip-options default ip options map
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp default esmtp map
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
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_default_esmtp_map 2MEH X E T,

TIAHNV MDA LA v aid, HFA VAT var XA TIZOVWTHALTnAEY v a
THHINTWET, 26D TFT 744 b = 7%, show running-config all policy-map =<
VREFEHLTCRRTEET,

DNS A VAT g U, WIRIIZERE ST 7 4/ b < v 7 preset_dns map Z 7%
Me—DA L AT 3 U TT,

vaviA4vJOrANLNA ARG Y

P—bRA R —ZT TV =g AV ART g U ERELET,

A UART g 0%, —HOT SV — 3 COEREOR— R E T a ha LT, 7
TANVENTTRTCDOA L E—T 2 A AT B—VUIENNZ /> THET, T 74/ bDA >
AT Va3 YOFERIZOWTIX, T 74NN AV ART v a b NAT IZBET A HIRFE  (
6 2—) EZBRLTLKEESN, A VAT aDREEN AT~ A T 5 ki Ik
I T4V DT a— NV R = E AR A RTHETY, Floid, mexidA v
H—T oA AEFORY —72 8 LEILSUTH LW —EARY —Z2ERT5Z & 6T
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AVARX gy R o=y TEEATEL e harzRrLET, £o, ZNHORE
FIEA~DHRA Z BB L TWET, TN OILEEREARET 2HAIE. A v A7 v ay
ERET HANI~Y v T EER L ET,

FIE
BFED I TAS Yy FICA VAR v a vy BBINT A58 %RE, L34V 7 A~y TEERL
T AVARI v ayB#EATH 77 40 v 7 2B LET,

class-map name
match parameter

1 -

hostname (config) # class-map dns_class_map
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hostname (config-cmap) # match access-1list dns
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BEAT— A NMZOWTIE, BB N7 74 v 7 HDOVA Y340 T A~y T ONERKE S
LCL7ZEN, BEHLAY34T7 TAMEHATDHRADIUS T AV T 4 v T A VAT g
O¥PAIT. RADIUS T T 4 v T A AR a OFRTE ZSR LT EE N,

JTARYT NTT 4w I TCEITTHT /v a v B ETDHLATVIMAR) v— v T %8
INFE 72 134mE L £7, policy-map name
11

hostname (config) # policy-map global policy

777r/1/ N IE TIL. global policy RV > — < FITXTDOA L F—T = A A|Z7 mB—r3)L
ZEID B THNET, global policy ZfET H%A 1L, AU —%4 & LT global policy A J)
L/i‘j‘o

AR g NMEAT A L3NA 7 T A~y TEREELET, class name
B -

hostname (config-pmap) # class inspection default

T 74N NRY = ERET YA, EEH LAY o — THERI 7 inspection_default 7 7 A
~ v T EERT 554X, name & LT inspection_default 2 57E L 9, THLUSNDOEEIT
ZOFIETTTIHER LT ZAZBELET,

VEGCTRILRY —WNICERD 7 T A~y T fllBabEDL LN TE 5720, RET
D774 7B TARy TERAERT D EMTEET, L. N T T4 v 70 A
VAR gy avy REGR I T Ay T —H L, ZOBRFEKICA VAR vay av
Y REGUMO TA Sy T b =R LG, BRI —R L2y F AT MERSET,
72 & 21X, SNMP Tl inspection_default 7 7 2 v v 7ZME L ET, SNMP A A~ g
A FX—TNMITDHINE, TT74/V N T TADSNMP A VAT v a vk F—T I LE
3. SNMP & M7 7 ZZBIMLRNTS 2S00,

TV —=vary A VAR v a kA X—T M LET, inspect protocol
protocol \IZI1X, ROWTNIDOEEFRE L E T,

FFUs—vavLav Jorar1ozxRsvarngiE ]
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FFUr—Yavba¥ FaraL A VAR a 0k |

R2:AVARY Y3y ORI F—T—F
F—J—F b 13!
ctigbe CTIQBE A v A7 v a &R LTI,

dcerpc [map_name)

DCERPC £ v A~/ > a 2B LTI,

DCERPC £ v A7 g R — <y TOREICHES T
DCERPC A AT gy R v— <= v 72 BIMLEEE
X, ZOa~vw s RTvw vy 742 ELET,

diameter [map name] [tls-proxy
proxy_name)

Diameter f > 27 L a U EBRB LT EE W,

Sin==

Diameter £ ' A7 g R — <y TORE IZHE->T
Diameter f V' AT g R v— <oy T EZBMLTZEE
I, ZOavr ROy 7AERELET,

tls-proxy proxy name \Z1%, T DA L AXRY va AHEHT D
TLS 7a ¥ v &2ELE3, TLS VXL, KEfhahiz
NI4T DA VAR v a i A F—T T DHEIC
DIHILETY,

dns [map_name]
[dynamic-filter-snoop]

DNS A v A7 v a 2R LTLLIEEN,

DNS A vV AT g v R v— < v 7T OREICHE > T DNS
A VAR gy R =<y T EBNMLESEAE. o=
~V R TCwy 74 ERELET, 774/ FODNSA AN
7 vary iRl y— <y 7 O4ENE Tpreset_dns map] T,

dynamic-filter-snoop (%, "> N> N NI 7 47 T 4 L%
WL TORERINDENIT 4 NEDAX—E L T h A F—
TMZLET, Ry bRXYy N NI 7407 T4 NE )T %
ERT25EEIZRY, ZOF—TU—K&EELET, DNS &
X =B 7L, AMIDNSERNBEEFEINDA v X —T oA A
TREIA F—TMITHZEEHELES, 93TD UDP
DNS 77 47 (NESDNS —_"~DEE T 7 4 v 7
ZEte) I LTDNS AX—E L T h A 3 —T Nt 5L,
ASA TAHRERAMMNIELET,

esmtp [map _name]

SMTP B L UEIE SMTP £ > A7 v a v EHHR LT
U,

ESMTP A v A7 g R r— < v TOREIHES T
ESMTPA VAT v a v R v—~<v P aBILESAIL.
ZDavy Ty T4 EHFELET,
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ftp [strict [map_namel]]

FIP A > A7 > a0 R LTS EE N,

strict ¥— U — RZfEH L T, Web 7 7 7% FTP ERHND
HHiAH A~y REEEFETERWVWEIICTHZ &T, RiEX
Nicty NU—270Okxa )7 4 b TEEd, FHMiICo
Wi, TERE 72 FTP) 22 L T &0,

FTP A L A7 L a VR r—~ v TOREINHE - TETP A
VAR a v R =<y T EEBIMLEESITZ. oo
VRCYy T ERELET,

gtp [map_name)

GIP A VAT v a rOMEEZSR L T IEE,

GIPA AT gy R — <y TOREICH > T GTP
A AT gy R —<y FTRBEMLULESRSIX, Zoa
v R Ty T/ EEELET,

h323 h225 [map_name]

H323 A VAT 2 a BB LTLEE N,

H323 A4 v AT g R v—~ v 7TORTEICHE - TH323
AVAXRT varyR)v—<v T EBIMLELGEIXZ. 2=
< R Cvy 7452 ELET,

h323 ras [map _name]

H323 A VAT a B BBLTLLEE N,

H323 A VA7 g R —< vy TORTEITHE-> TH323
A ART v aryR) =<y EBMLESGAIX. 20z
< R Ty 745 ELET,

http [map_name]

HTTP A > A7 v a v R LT EE N,

HTTP A A7 g R —< v TOREIHE- THTTP
A ANRT g R =<y T EEBMLIESESIE. 2oz

<~ R Ty 74 ELET,
icmp ICMP A v 20 L a v 2B LT EE N,
icmp error ICMP =5 — A VAR g B LTLEEN,

ils

ILS A L ART g EZHRLTLIIEEN,

im [map_name]

AVAB U N A=A AR a v EBRBLTLES
A

AVABU N A= A0 AT gy R — < S
FBIMLEEASE., oavy ROy 745 EELET,

FFUs—vavLav Jorar1ozxRsvarngiE ]
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ip-options [map_name]

PF T ar A2 g 02 LTLEI N,
PAFar A ART L g RY— <y FTOHRIEIHES
TP T ar A AT gy R — <y FEBINL
7PEEE. oo~ ROy 742K ELET,

ipsec-pass-thru [map name]

Psec SA AN — AL L AT g BB T TSN,
[Psec NA AN — A L ART g R — < v TOHRIEIC
> TIPsec SAAN— A LV ART g RY—<wv %
EBIMLEEASTE. —oavwy ey 745 BELE T,

ipv6 [map_name)

IPv6 A AR g EBBRBL TSN,

IPV6 A VAT gy R v— <~ T OREICHE - T IPv6
AVAXRT varyR)v—~<v T EBIMLELGEIXZ. 0=
< R Cvy 7452 ELET,

lisp [map _name]

AV AT g i EOLISP 2R ET DM OW TR, &
WHREHA KD TAZY L TDOELZBBLTLL N,
LISP A v ART Vg RY — <=y 2B LSEAIE.
Zpavy RTvy T4 EHELET,

m3ua [map_name]

M3UA A v AT a 2R LT IEEN,

M3UA A VAR gy R v— < T ORE IZHE> T
M3UAA VAR g ViR r—~< vy P8 L =548,
ZDavwy RTwy P/ ERFFELET,

mgep [map_name)

MGCP A v A7 a2 L TR,

MGCP A v AT g R — < TOREIHE> T
MGCPA VAR g v R vo—<v 72BN LIEEER.
ZDavwy RTwy P/ ERELET,

netbios [map_name)]

NetBIOS 1 > A7 g v EBRLTLIEEE N,

NetBIOS A v AT g v R — <o FaBIlLESEE
X, ZOa<wr RTCvy 74 ELET,

pptp

PPTP A v A7 L a v AR LTSN,
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radius-accounting map name

RADIUS 7 H T A4 v T AV AT g OWE A SR L
TL7IE&E,

radius-accounting ¥ — 7V — N/, FH I 7 R v v S 72T T
A Cc&Ed, RADIUSTH DU LT 4 T A VAT g ViR
Vo— <~y 7 ZBETLILENHY £7, RADIUS T 1T
TAT A VAR gy R v— <y TOREESRL
TLTEE,

rsh

RSH A L AT L g BB LTSN,

rtsp [map_name]

RTSP A v AU 2 a v HBRLTLLEE N,

RTSPA v A7 g v R r—< v TOREIHE - TRISP
A VART v aryR) =<y EBMLESGAIEX. 20z
v R Ty A EHFELET,

scansafe [map name] [fail-open
| fail-closed]

ScanSafe (797 RWebtx=2VUT ) ZAx—7 I LT=
WA, ZOTFIAETERLS, 777 KWebtx=U T 412 b
ST 4w I EEETAHY R RY —OBETHI LT
HFEZHEHL T ZE, BROFIETIE, AY>— A v
ARY vay vy T OREFEEZEL, TRRARY) O—i%iE
WZOWTHH L TWET,

sctp [map _name]

SCTP 7 /U /r—2 a3y LAYDA U AR a v m5R1L
TLIEE N,

SCTP A v AT g v R r—= v TOREIHE - TSCTP
A AT gy R —<y FRBEMLULESRSIX. 2o
v R Ty 745 RHELET,

sip [map_name] [tls-proxy
proxy_name)]

SIP A L AT L a v EHBBLTLIE X,

SIP A VAT g R — <y TOEREHES T SIP A
VAR g Ry ==y TEBMLESRSIL. Zoaw
VRTw T AERELET,

tls-proxy proxy name \Z1X, T DA AR v a MEHTS
TLS 7ux v #EELET, TLS 7mX %, bz
NTFGT AT DA AT g A Z—T T HEAIC
DHAEETY,

FFUs—vavLav Jorar1ozxRsvarngiE ]
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pE T

skinny [map _name] [tls-proxy
proxy_name)

Skinny (SCCP) A VAT v a BB LTIEEN,

Skinny (SCCP) A VAT v a v R v— <y 7T OREI
e~ T Skinny A V' ART v a v R v— <y EBMLE
BEE, Zoavr Ty 74 ERELET,

tls-proxy proxy name (21X, T DA L AXRY va AHEHT D
TLS e XV &2 ELET, TLS Y ux ik, b
N T4 I DA VART v a vkl x—T T HHEAIC
DIHILETY,

snmp [map_name)]

SNMP A A7 g rE2ERBLTLIIEEN,

SNMP A 27 g iR — <y F&2BINLTI-5E1T.
ZDavy R Ty AR ELET,

sqlnet SQL*Net A ' A7 v a v EBBLTLIZEW,

stun STUN A v AT g o ZHBRLTLEEN,

sunrpc SunRPC A VAT g U EHRLTLIEE N,
FIFN DT T A <y FITIZTUDP RA— b 111 BEENT
WEF, TCPAR— K 111 ® SunRPC A v AT g & A
F—T T B, TCPA— bk 111 #BET5H LW 7
A=y T EERL, 7T AZKR) —ZBMLTHL, £0
7 7 A|Zinspectsunrpe 2~ REMEATHILERH Y £,

tftp TFTP A v A7 L a v EHBBLTLIEE N,

waas TCP A7 a3 v 33 T A 2 —7 /LI LE T, Cisco Wide
Area Application Services ffh 28 AT 25 & ZITHEHA L T,

xdmep XDMCP A v A7 2 a v ABRLTLLEEND,

vxlan VXLAN A VA7 g 2B LTLIEE N,

GE) Bl Ay vary R v— <y T E2FEHTL-DICT 740 8 Fa— LR
= (ETIHERAFORY >—) ZfRET 525G, noinspectprotocol =~ R Z&fif
LTHEWA AT g VEHIBRL, HiLWWA VU ART gy R v— <o 74T
A VAR v a rEREBNTHUNERSY 7,

&1

hostname (config-class)# no inspect sip
hostname (config-class)# inspect sip sip-map

B 77— av L4y Joran A RRI L a VD%
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| 77— avL4v FRral 1 oRRY L a V0%l

122R0 23 0ENE 57199 9520ER [

AT9 7S BEFOF—E A KRY — (7z& 21X, global policy EWHARIDT 7 4/V ~ Za— 3L R

V=) BERELTWAEAIE. ETKRTTT, ZNUANOHER. 123 HEO A ¥ —
T2AATRIV— T %2777 4712 LET,

service-policy policymap name {global | interface interface_name}

&1

hostname (config) # service-policy global policy global

global ¥ — 7V — RIARY o — vy T H2TXTDA o F—7 = A XZ#EHH L. interface |Z4 Y

V=1 ODA U E =T oA AZEHALET, Fa— b KUY —Z 1oL TE R
ho AVHE—T A ADTO—N)L R =L, FDOA L H—T oA A —ERARY —
ZMATHZ L TEEXTEET, A X —T oA AL, R —< v &2 12T
TEXET,

ADDARG A VDOBEYIE NS T4 9T U5 ADER

BE ST 74 I DT T AN DA Y3/AT T A<y T DAL linspection_default] T3,
IOV T A~y X, ¥Ek72 match =~ > K (match default-inspection-traffic) ZfEH LT, b
TI4 I EET TV r—ar7a haldT 70 o7 o balBlOR—FEREL
T, TONT T4 I TARL (A AT v a VZFEESEH E 72V matchany & & %
12) L IPV6e Y R— T B, L ART a3 OV TIPVERB I ONIPY6 N T 7 4 v 7 Dili %
BELET, IPVO A RX—T N A VAT a DY ARNIOWTE, TV r—vay
AVANRT T aryDHA RTA Ly @X—=) 2L TIEEN,

match access-list 2~ >~ K % match default-inspection-traffic 2~ > K& & HIFRETH &, BAET

HRENTZT7 4y EFEOIPT RLAITK Y ATy Z &3 TE £, match default-inspection-traffic
aAv U RNCE > THRET DR - IREESND T2, ACL DR— MITNTEHINET,

-

Fo2 T4 AART v aiE, TV —vay b7 4 v I NRETDHHR—NEIFT
1792 L2 BEIOLET, matchany 2 EZBH LTI RXTO N T 7 4 v 7 & T 5L, ASA
DINT §—< V ATHEERNHDIGBERH D 7,

RN DR — N RET HEAT, EEUANAOR— NHIZH LW T A~y 7 2ERK L TL
FEN, A ART vay 2P OEBERER— MZOWTIE, 774V 8 A VAT v a
& NAT ICEET AHIRFE (6 X—) ML TV, BLBEITSEUTHRUARY »—HN
WD T A<y T efAEDEDZENTE LD, BETHN T 74 v 27U LT T
AT EERT D ENTEET, 272 L. b T T4 I BRA VAT gy avwy R
G TRy T =KL, TOREMKICA VAT v ay av s REERIODI T A <
TEHL—BLIEGA, OB L FAETIMERSNET, 72& 21X, SNMP Tix
inspection_default 7 7 A% ME L ET, SNMP A L AT v g A X—TMITBHIZE. T
TNV T TADSNMP A LV ARY Vg kA X —T M LET, SNMP #REF 5o s
TAEBMLRNTL 7ZE0,

FFUs—vavLav Jorar1ozxRsvarngiE ]



B =szxs0z

ERRED

FFUr—Yavba¥ FaraL A VAR a 0k |

Telz2E, T7ANVIDI TRy TEMH LT, £ AT T3 % 10.1.1.0705 192.168.1.0
~DONFT 4y ZITRET DITIE, ROa~vr REATTLET,

hostname (config) # access-list inspect extended permit ip 10.1.1.0 255.255.255.0
192.168.1.0 255.255.255.0

hostname (config) # class-map inspection default

hostname (config-cmap) # match access-list inspect

WhDa<y REFRALT, 7I7A vy 7eikeafRrLET,

hostname (config-cmap) # show running-config class-map inspection_default
|

class-map inspection default

match default-inspection-traffic

match access-1list inspect
|

A— k21 EAR— 11056 (FEAELSOR—K) OFTP b7 7 4 v 7 Z2RETHITE, ThLHD
ﬂf“‘ F%?Eﬁj_é ACL %,ﬂgﬁ\z L/\ %ﬁ-bb\a ?X ‘?‘)7%:%']@ %Ti—a—o

hostname
hostname
hostname
hostname

config)# access-list ftp inspect extended permit tcp any any eq 21
config)# access-list ftp inspect extended permit tcp any any eq 1056
config)# class-map new_inspection

config-cmap) # match access-list ftp inspect

=L
X JE

ERFHIZ, 7FA MNLFHNONRNE -V BEAZTERLET, —HOTB a3 A AT g
vy TR, EREHHAEFH LT, URLOEEDO~y X — 74— /LD T Eo
LFHNZFEASNT Ry FERAETEET,

IERKRITOIEMK

FHREFHIZ, ARV TFOBLDELTTHFAMNANI VT EXFEBYICEETAZ LD,
AALFEFEHLCTFARNA RN TOEBONV T NEBETHZELTEET, EHA
KHREEH LU TRREDT SV r—var N2 74wy ORNKRERETEET, =& 21X, HTTP
27y RINERD URL 74 E A TE F97,

1R BRI

Ctrl ¥ —% L/REETV F—Z244 &, CLLIZBWT, %G () X 77 & Ok s
EIRCTAy—7T&EFET, HE2E, 274X —v a2 Td2g &EANT DT,
d[CtrI+V]2g L ¥ — ASILET,

EHEBRZ ATy FERET HHEDNRT 43— U ANDOEBIONTX, av RV T77 b
VA Tregex v RSB L TSI, —BIZ, ROANXFINERE LD, <D
FHEHEIBAELLYETHE, VAT RT3 —v U ARNKTFTLET,

B 77— av L4y Joran A RRI L a VD%
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\}

egxnons [

G¥)

LD DI,

ASA TlE. HEFHHULMERR S URL MR SN E+, HMFH LRI, B
DAT vz () DE—ODRT vy allERENES, @,

Thttp://] DX D72 X TN R

Ty adMER IS CFAITIE, R DIT Thttp/] ZHREBL T EZE0,

WORIZ, KPR BREFOA X LT~ LET,

RIERKRBEDA I XF

XF

B

:I
=]
1L

Rk

TEOH 37— LET, L2, dg
X, dog. dag. dtg. BIXOZNOLDOLFTEE
THMEEOHEE (doggonnit 72 &) (T~ L %
j—o

(exp)

7RG

PTRIUL, CFEJEFEOTT B8 L T,
T RBUMDO A X L FEFEHTEDL LI
LET, =& %X, d(oja)g 1% dog 35 KX O dag
\Z—E L E T2, dojagifdoB L Waglz—%
LET, 70, V7 RBAZ IR LIREEN
FEEBHITHA LT, 0 IRT 7% KB T
TFET, 72 & xIE, ab(xy){3iz 1L, abxyxyxyz
=B LET,

ZDAZ LTI > TREI BN TV S EED
RIEONThNE B LET, L&
doglcat |%, dog F7-iL cat lIZ—F L ET,

BERITT

ERTOFRIAN 0 /213 | fFET 5 2 & &2
TIEMIT-, 72L& 2L, 10?selX. Ise £7-1F lose
W—#%LET,

TAEYRY

ERTORBN 0, 1. £ EEOEBAA/ET
5 L ERT BT, To& 21T, lo*se I3,
Ise. lose. loose 72 EZ—EH L £,

HRIOERBEN DR & 1 HFET LI L
RIERIF, 72L& 2IE, lotse 1T, lose 8L
loose IZ—E L E 42, IselliT—FHLFHA,

{x} FE720T )

/iR 0l U BRETERI SR

Pl b xEEVIRLET, 72& 2,
ab(xy){2,}z IZ. abxyxyz X abxyxyxyz 72 E1Z—
BLET,

[abc]

1y ANOEEDOLFE—HLET, Lz
X, [abe] 1X. a. b, FoiTcli—EHLET,

FFUs—vavLav Jorar1ozxRsvarngiE ]



B c=s=s06m

FFUr—Yavba¥ FaraL A VAR a 0k |

XF

TR

[“abc]

Ay ATEEN TV RVWE—CTE 8L
F9, 72L& z21E, [fabe]iL. a. b, cLISDIT
HOXFIC—HLET, [PA-Z] 1. KILFU
HOEED 1 LFIC—FH L ET,

[a-c]

FHNOLEOL T —&K L E7, [a-z] 1T,
EEDO/NLFOT VT 7y FTFIC—F L
F9, XFLHFHHEHASDOE THERAT S Z
EHTEET, [abeq-z] B L DV a-eqz] 1. a.
b, ¢, q. 1.8, UL vy Wy X, Y, zIZ—E

LET,

oy va (-) LT, AD Yy aNOREAID L
FEFIIRKEDOLFETHIBEERICOHRT T 5
L&D E T (Jabe-] <2 [-abe]) o

GIVEEES

SMFEHNOREFEIZITFHD AX— A2 RF L
I, 2l xIE. "test" 1T, —EEWRRTS
LEIZHEHDAR— R B R L7,

Tyl h

TOEHEZRE L £,

A — T

AALFEEBITHEMT DL, VT I AT
EHELET, EAFN\IFEAD YAl

char

LFENRAXLFTRWEARER. VT Io4AXF
E—ELET,

\r

)% 0x0d & —EH L £7,

\n

AT 0x0a & —F L £,

\t

57

X7 0x09 &£ —EHLFT,

\f

)

Tx—b 74— K0x0c & —FLFET,

\xNN

TR =7 &N 16 #HK

16 #5r (BFE I 2 M1) %4 L7z ASCII XXF
E—HLET,

\NNN

TRy =TSN 8 R

8 HEE (BREEIT 3 M) & LTd ASCH XF &
—ELET, =&, LF 040 (FAL—R
R LET,
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ATy

ATy T2

ERzsys 52 v v Tons ]

FIE

EREBAN BT RELOLE —HFTEH0EINET AN LET, testregex input text

regular _expression

input_text 5B, EMIRBLZMLEH L TRET 5. BEIDHEKT 201 LFOLFHNITT,
regular_expression 513D 1, HK 100 XFTT,

Ctrl+V Z i L C, CLI DR L Ta T _XCoAr—7 L%, 72L& Z2IE, test regex =~/
RO AT LTI H 72 AT DITIL, test regex "test[Ctrl+V Tab]" "test\t" & A S35 M F N
b ET,

EMBIRBANT HA D E—ETLHBIE. ROA =V BREIRENET,

INFO: Regular expression match succeeded.
ERBRNASNT AR E—ELRWEEIE, ROA vy =V RFIRSNET,
INFO: Regular expression match failed.

T A MRICERERZ BT 5121, kOa~2 REASLET, regexnameregular expression
name B3O FE 1%, KK 40 XFTT, regular expression 51 OF S 1%, &K 100 XFTT,

451
WRIZ, A AT varR) vr—<y X THERHT L2 >OEHRFREZERT D02
L/i—a—o

hostname (config) # regex url example example\.com
hostname (config) # regex url example2 example2\.com

ERRI|I SR T v TDEK

ATy I

EHFRZ T2~y FE, 1O LEOERERZEE LT, EHKEZ 7 A~ A%, EH
FEA TVl VEEDTODIZTEERA, Z<OHE, EREBHAT V=7 bOfbVIC
EHFHR I A <~y TR TE£7,

FIE

EHRELY 7 A ~ v 7 %/E LE T, class-map type regex match-any class_map name

FFUs—vavLav Jorar1ozxRsvarngiE ]



FFUr—Yavba¥ FaraL A VAR a 0k |

B x~vvavHkys—nrEzgULYy

ATy T2
ATvT3

class_map_name 1%, K 40 SLFOLFH|TT,  lclass-default] & W I AFNI TR S TVE
T TRTCDXAT DI FTA~ T TRICARAR—=APEREND 720, BlOXAT DI 5
A2y 7 TCTTIHEHEIN T AL ENIFEMFHA T EEA,

match-any ¥ — 7V — RIZXV ., T 74 v 7080t 1 DOERKHRE T HLEIC
. ZEDORNT T4 I BT TA Sy T e—HTHIIIHEELET,

(EE) 77 A~y 7ICHHZBI L £9, description string
ERRR RO~ REAN LT, 77 Ay FICED L EHEBARE L E T, match

regex regex_name

1

WRIZ, 2 ODEBKRBAER L, ZNEZEBREKHR Y 7 X ~ v FIBINT 2012~ L E
T, b7 7 4 v 723X TFH| Texample.com] F721% lexample2.com] W& EN DA
NTG T4 I TR~y T E—HLET,

hostname (config) # regex url example example\.com
hostname (config) # regex url example2 example2\.com
hostname (config) # class-map type regex match-any URLs
hostname (config-cmap) # match regex url example
hostname (config-cmap) # match regex url example2

AARG IV RYO—DE=ZRYDY

AVART g =R R —5RE=FTHIZE, ROa~vr RE AN LET, HXO
SEH & B2 DWW T, Ciscocom DA< R ) 77 LU ZAERBLTLIEEN,

* show service-policy inspect protocol

AVANRT gy = AR —DOfFHERE R R LE T, protocol IZ, dns 72 ED
inspect A ¥ 2 R2x60 71 ha)L T, lEL, $XTCTDOA AT g Fa han
TZOavy REEHL THEHERDPRRINDIDITTIEL Y A, RICHEZRLE
j—O

asat# show service-policy inspect dns

Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0
message-length maximum client auto, drop O
message-length maximum 512, drop O
dns-guard, count 0
protocol-enforcement, drop 0
nat-rewrite, count 0
asat
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* show conn
TNA RAZBRT D T 74 v 7 OBEOHRt R LES, SESERT 1 b a/ucid
HEHREBECTEL LT, Z0avr FIESEIERF—TU— RS £7,
c FFEDOBREXSG T 1 b a L OBMa sy RIZROEBY TT,
* show ctigbe

CTIQBEA > A7 v g v VNl ko> TEIV S THNTZ AT 4 THRHICET 51
WaRRLET,

* show h225
H225 vy arolfmrFrLET,
* show h245

A — AR = EFEHAL WA RARA V Mk o CHESLENT-H245 v 9 v
DIEHwEF TR LET,

¢ show h323 ras

F—hF—RN—LZDOH32B T RRA > FORITHEL S TS H323 RAS &
Va rOERERER ST LET,

» show mgcp {commands | sessions }

I R F=2—HNDOMGCP 2~ RO, F£E3BEFDO MGCP v v a Ok
RLFET,

* show sip

SIP ¥ v arDiEWaeFRrsLET,
* show skinny

Skinny (SCCP) & v a VBT HEREERRLET,
» show sunrpc-server active

Sun RPC 4 —E X HICHIT N TWA RV HR— L ERRLET,

FI)V5r— 32 AV ARG O3 VDER

HaE

iy

)1)—2R FiEA

AV AR gy R — < 7.2(1) A LART gy R — <R
HANIHE L7, class-map type inspect
avy RPEAISNE L,
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FFUr—Yavba¥ FaraL A VAR a 0k |

HaE

iy

IJ I)—X

B

EHRBBIORY) v— o7

7.2(1)

AVART gy R =<y T
RSN ERERBBIORY > —

~ v IREAINE LT, class-map
typeregex =~ N, regex 2~ I,
5 X O'mateh regex =~ > RAEA X
nE L7,

AVAX gy R)v— <7D
match any

8.0(2)

AART gy R)— <7 T
fifE F 1% match any 55— U — RH3E
ANSnE Lz, T 740y 7 %120
FORECREL T T Ay T
BEXEpHEnTEET, LA,
match all 721F 23 A EE T L7z,
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