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KerberoslZ, X N = WNDOT T 4T 4 DT X IVENEREMIET A0, 2 TE
LEZHIEGFELTCVWET, b0 T 474 (=W — FA <y RANETHE
TENL—ERRE) 1E, TV UL EEEh, R RAAL CRNITEEL TV DRER S
N FE9, WMEXT—DORDYIZ, Kerberos Tk, ——1ZkT57 T4 7 FOFIEZT 7>
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Web h—EA~DSSO 7 7 ¥ Az Rit9 25 L 5 ICKCD Z#RETEET, ZDX D7 WebH—
AT 7Y r—3 3 OflE LT, Outlook Web Access (OWA) | SharePoint, 33 J: U8 Internet
Information Server (IIS) N&H Y £,

Kerberos 7' & ks /U292 2 DOPRIEHEE L LT, 7'u b a2 BT XL OHIRGT & B{E0 5%
EINEL, ZhOOIEEKEBIZE>T, 7747 PV ASSLVPN UE— K 727 &R
a—H—i%, T4 =k Xy T =T ND Kerberos TR INAT 7V r—a 77
EATEET,

7u b aVBITHEREIY, 22—V —FEIE L NV TR I ERFBIAEA I =R LB HR— N L, %
DT TV r—varbA v TeXxal T o e (HAFGERHIKIFT & /e &) HIZ Kerberos
7 bV B2 LICL o T, FitEl X2V T s 2mESEET, HIRMEELT
T, FAAUVEBEEIZ. 77— arPBa—HP—DRbY 25D 5 2 ENTX HHiELY
FIRTHZEICL T, TV —ya MEHEERERE L CORflEH cE £, Z OFRE
I, BHETERWVWY BRI DEROAREEZBOT T, 77V r—varokxal
T AR R LS ET,

HRIA & BEOFEIZ DWW TIE, IETF @ Web Ak (http://www.ietf.org) (27 7 &AL T,
RFC 1510 #Z ML T 7280,

KCD o)Eu.,\nIE 7 H—

WDOKNZ, BECKH L TEHEEINZY =R 2P —NI T, T L AR—Z ML -T
TR ATH EEIC, BEENBIOMENICKRT LIy P BLO et A 7o —% R LE
T, ZOTav R, ROZAINZETLTWSZ EERHEE LTWET,

* ASA EIZERE &47- KCD
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GE)

7747/bvxn~#~?//a/ P IRE SN TV DREREA I = X L& AEH
LTASAIZ M&éhi#(17~bw~%7vfyva®%é\MAiT/ﬁwﬁﬁ
E3p) userPr1n01palName Z{#FH LT, Windows Active Directory (Zxf L C LDAP §Fr] % E1T L £

ERIE

FEENRNT D E, 22—V —IXASA T TA TV P LA R—F N RX=V|Zus/fLF
9, =% —iX, URL ZHR—H ) X—=VIZANT D, Ty r~—2%7Y 7 LT,
Webh—BERIZT Z7EALET, ZOWeb¥—ERTRHIANDLERGE, —/3—]TASA
I VT VORGEHER TV, = R—=R YR — F L TWBRIESF KDY A F & %E

LEY,

GE)

75 A7 F L ASSLVPN ®DKCD %, T XToREEHFR, (RADIUS, RSA/SDI. LDAP., &
HNVGEAER E) IR LT R—=FENTWET, RO AAA DY R — MNIETLIRESHL

TL7Zan,
http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/access_aaa.html#wp1069492

FRFHERRIE O HTTP ~ v X —I|ZHE-3 VT, ASA [T —/3—TKerberos FRAE N LT E 5 9>
ZHLEST (ZHIESPNEGO A A=A LD—FTE) , Ny Zxr B H—_—L D
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B 5196 =2Em0 Kerberos H—/\— 5 L— TDIER

%t T Kerberos FRiEN ML E 2 A . ASA IF, 22—V —Zftb-> T, BHOYV—ERX Fir v
& X —RITRICER L ET,

3. F—FTRIE., BEREN=F 7y P2 ASAIZELET, 26D F 7y ML ASAIZES
NETH, a—HF—DFAT—EZREENTNET, ASAIL, 2—F—RNT7 72T 54
EDOPH—EZHDKCD 6D H —E2AF 47y hEBERLET,

Gx) X? v 71 ~3TliX, 7u harBirnfTbhvEd, ZIbDAT v 7Dk, Kerberos LLFLD
EE T b VAR LT ASA IZx L CERGERTT 9 = — —{1%, FHmBEAYIZ, Kerberos % {#
LTHF— %’TT% Xt qutu nﬁéhib@‘

4. ASAVE, 22—V —NRT 7B AT IHRHFEDO—EADP—EAF 7 v M & —RIT/RICER
LET,

5 X—FITREIT. BEOH—E 20— 2 F4 v & ASAITIRLE T,

6. ASAlX, V—ERAF &7 v bEHEHLT, Web F—EZA~DT 7 BAZERLET,

7. Web— —i%, Kerberos‘ﬁ‘ ATy FERIEL T, —ERA~DT 7R &5 L
F9, PREE IR L 725 VR — Ao —UNEREN, HERERDLNE
4, Kerberos muuﬁi)ﬁiﬂﬁbtzﬁm\ T SN EIEIIEATIEC 7 4 — Ny 7 LET,

F#9 4 = RER D Kerberos —/\—5 )L— T DIER

Kerberos Constrained Delegation Zfli 192 (21X, F£ 7", Kerberos AAA Y— "~ )L —T % RE
THLERHY £, — =7 L—T 2L, ActiveDirectory (AD) FAA >z hr—F RN
BENATWOILERDY £,

FIE

AT7w 71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Microsoft
KCD Server] OJIEIZER L £,

AT F2 [Constrained Delegation] K2 74 72U A k® [Kerberos Server Group] DFEIZd % [New] & 7
Uy LET,
WaBE72 Kerberos AAA — "= V=T WREFH DG EIL, V— =T N —T%BRT 572
JT. ZOFEEAF Yy S TEET,

AT w73 [Server Group Name] 7 « —/V RIZ T N—T DL AT BN, T 74V bOARTIOE FIZL
\iﬁqo
AT w74 [Reactivation Mode] 7 4 —/ K C, [Depletion] £ 721% [Timed] 27 V v 7 L %7,

[Depletion] & — RDOEGAE | FEENFEAE LY — =1, Z7V—THNOHh— =3 XTI T~
T AT o lc EXIZRY, BT 77 4 7{bSVE T, depletion®— RTiX, HHH—3—N
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ATvTh

ATvT6

ATy T17

ATvT8
ATvT9

ATy 710

ATy TN

AT T12

Hl#f+ = FREF D Kerberos H—/3—4' )L— T DIERL .

FET T 4 TG E, TV ==L, TNV—TDOMDOT X TOY— =0T 7T 4
TWRDETHT VT4 T7OEFEERVET, TRXTOV—RN=0FT 7T 47D E, 7
N—THNOTRTOYV—N"=PHT 7T 4 7bENET, ZO7Fe—F Tk, FRENKEL
7o — X —TRR S D IR IE DI A % fi/ MRIZE 2 HivE T,

Timed F— FTIL, EBENEE L — =330 DOEILEM OB THT 77 4 7{bEanE
j‘o

[Depletion] F5 7 2 7 4 7t E— R & @R L7255 13, [Dead Time] 7 « — /b RICHEEIFREZ A )
L\i—a—c

7 v FREIZIE. 7= NOREZEOY —"—RT 1 B—T |l Thn, TXTOH—
IN—=INFOA F—T 72D E TORMIMNEZ 2 BAL THRE L 7,

WROYP— =% AT HINZ T L—TND AAA —/S—TD AAA b T T 7 23 vV ORMOE
KEERBRELET,

COF T arTRET IO, BN —R—%IET 7T 4 T L EETIHRHIO AAA b
SUW g roRMEETT,

[Interface Name] T, AD RAA a2 b —F~O7 7 BAIMHTEDLA X —T =2 AD
AHTE B L £7,

TN—TBIMT D RAL v ary ba—FOAREIZIP T RLAEANLET,

P R— DA TO XA LT U MEEZREELET,

Specify the timeout interval (1-300 seconds) for the server; the default is 10 seconds. For each AAA
transaction the ASA retries connection attempts (based on the retry interval) until the timeout is reached.
B L CRIMLTIZ T o7 v a O AAA F— =T L —TNOIEE ST
maximum-failed-attempts HlfRIZZET 5 &, AAA T ——(3IET 7 7 4 7{L EF, ASA I THID
AAA == (BRESNTVDLEHE) ~OEROXEZHBLET,

Y= = KR— b E2HELET, b= =R —bME, F—FFZ 88, ELIXASAICL-T
Kerberos #—/N— & OFICHEH 45 TCP A — FDOFESTI,
BRITHREZIERLET, VA7 AT ORI L T b ER L2 /AT LET, 110
BO#ETERNTEEY, 7740 MI10BTT,

Kerberos L' /L A %GR E L E T,

Kerberos L /b A4 TIHETF & RCFET 2 L, 64 XFLINICT 248230 D £, Microsoft
Windows @ set USERDNSDOMAIN =~ > N % Kerberos L' /L .2 ® Active Directory #—/3— |-

THEITTLHEIE, name DfEZ Z D=~ FOM L —~HEELLERH Y £, KROFIT
IZ. EXAMPLE.COM 7} Kerberos L'/l 154 T,

C:\>set USERDNSDOMAIN
USERDNSDOMAIN=EXAMPLE .COM

ASA TIE, name (Z/NLFOT VT 7 Xy hEFHTE TR, DIXFIIRLFICEBRSNE
Fho RIXFETEFEALTIES N,
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. Kerberos Constrained Delegation (KCD) MDEX7E

RFYTF13 [OK] &2 Vv LET,

Kerberos Constrained Delegation (KCD) DE%7E
IKDOTFNETIX, Kerberos Constrained Delegation (KCD) % FE#:4 2 HIEICHOWTHBILET,

1R BHHIIZ

s KA ary ha—I 0T 7B ARFIRHT DA H—T =2 ATDNS IV 7T v
EAF—TMILET, BRERESFRE L TKCD 2T 585415, ASA, KA A=
v hrar—F (DC) . FELTWAY—E RO TH A NMRBELBIEEZ A F— T NVICT
L7012, DNS BWUETY, 7547 FL A VPN OFEIZIZ, #A%y hT—2 (@
WIINERA > 2 —T A4 X)) LT DNS V> 7 7 TIRLEETT,

7= & 21X, [Configuration] > [Device Management] > [DNS] > [DNSClient] iZ##i L. [DNS
Lookup] 7 — 7 /L CNEA v % —7 = A A{T® [DNS Enabled] /v % 7 U v~ 27 LT, [True]
ZIEINLET,

e RAL LV L% DNS RAA & LTEH LT, Active Directory (AD) RAA = |k
H—7% DNS #— =& LTHMT L L OICDNS 2@ EL£7,

72 & z1Z. [Configuration] > [Device Management] > [DNS] > [DNS Client] (2B &1 L. PNES
A B —T = A AH5 10.1.1.10 % [Primary DNS Server] & L CiE/lI L. EXAMPLE.COM %
RAAL U E L TCEMLET (== N—T 085 H 58551, DefaultDNS H—/3—
TN—TRERL, RASfvarybe—J%BMLET)

FIE

AT w71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Microsoft
KCD Server] DIIEIZIEIR L 77,

AT w72 BEFO Kerberos AAA H— "= )—T 52 RINT 50, [New] 227 U 7 LTH LW L—T
ZVERCL 77,
B LW N—T 2B S 25618, HilffT & ZEM O Kerberos — 3= 27 L—7 DRk (4
N=) ZZRLTIEIN,

AT 73 [Server Access Credentials] T, AD R A A NIBMT DD BEioA 7T a v ERELET,

KCD FHICHRTE SN TWBHIEA. ASA X Kerberos T —Z G+ 57-dlc, RESNT-H—/3—
EDAD FAAL U BINEFBLET, ZNHDOF—1X, ASANYZ 747 L ASSLVPN =—
P—lZfRbo> TH—ERAF v hEERTHZDIZHETT,

s [Username], [Password] : KA A > a2 hr—TF TEFINZ, FAL IBNT B0
ERATCE 22— -4, BIP2—F =T HT L FDONRAT—R, a—F=Th 7 M
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Kerberos Constrained Delegation (&5 %5 .

1. RAAL ST RS R BINT 572D OEBEMERE 72130 — B X L~UUERD VBT
@—0

RTF9Ta4 (A7vay) LEIEUT, ==V —THROBRELHELE T, A7 a O]
IZOWTHE, #ilffT & Z{EH O Kerberos —/3— 27 ) —T7DERKR (4 X—) 2L TL
7ZEW,

AFw TS5 (A7 3r) KerberosV—"—F ) —TF —T )L TH—"—ZB00, WE. BB, 72135
A FLEF, Kerberos—/3—D/XF XA —Z T\, #ilf1T % Z{T-H D Kerberos —/3—
TN—T DR (4 X—) 2SR TIEIN,

Kerberos Constrained Delegation O &5 £R

KCD #BH3 212i%, koa<wr FEHLET, 2~ K& AT 5121, [Tools] >
[Command Linelnterface] 721X SSHE v a v ZH L 7,

+ show webvpn kcd
KCD DRI FOBIMAT — 2 A% £R LET,

ciscoasa# show webvpn kcd

KCD state: Domain Join Complete

Kerberos Realm: EXAMPLE.COM

ADI version: 6.8.0 1252

Machine name: ciscoasa

ADI instance: root 1181 1178 0 15:35 2 00:00:01 /asa/bin/start-adi
Keytab file: —rw--—————-— 1 root root 79 Jun 16 16:06 /etc/krb5.keytab

show aaa kerberos [username user_id]

VAT LA EDF Y v 2 Iz KertberosTF Y FEFRRLET, TRTOF I v FEFRR
TH5ZEL. BEDZ—F—DF 7y NETEERTHIELTEET,

ASA# show aaa kerberos

Default Principal Valid Starting Expires Service Principal
asal@example.COM 06/29/10 18:33:00 06/30/10 18:33:00
krbtgt/example.COM@example.COM

kcduser@example.COM 06/29/10 17:33:00 06/30/10 17:33:00
asa$/example.COM@example.COM

kcduser@example.COM 06/29/10 17:33:00 06/30/10 17:33:00

http/owa.example.com@example.COM

clear aaa kerberostickets [username user_id]

VAT A EDX Y v 2 I T=KertberosTF oy bEZ VT LET, TRTOT Ty &S
V74528, BEOZ—Y—DF 7y MNEFE 7 VT35 TEET,
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NETOXL H—N\—DFEREDHRTE

[Proxies] ~A > ZAEH LT, M7 1% $—/3—{Z L o> T HTTP Z:k & HTTPS ZioRk % JLBi
THEOICASAZRELET, ZNHOV— =%, 22—V —L A F—F v FOMI&E
LTHREL £, T R_TDOA v F—F v b T 7B AR2—F—HIHOY —"—%KHT5 L9
WHRETAHZET, BIOT7 4 NZ U U TRAREICRY, ¥XaT o ¥—Fy b T 78R L
BRI REE S NV E T,

\}

FIE

ATy T
ATvT2
ATvT3
ATv74
ATvTH

ATvT6

ATy T1
ATFvT8

ATvT9

GE)  HTITP B LONHTTPS r X —E X TlE, PDA ~DHia R — ML TWEHA,

[Use an HTTP Proxy Server] #7 U v 7 L %7,

IP7 RLAEZIIARA R THITP 70 %2 $—_—%k5 L £ 9,

AMBHTTP 7 r % H—N—DHRA MLEZILIP T RLAEZ AN LET,

HTTP R %E2ZET LR — b2 AN LET, T 74/ bDFR— ML 80 T,

(f£E) HTTP 7uF ¥ h—N—(ZEEFTERNE 12T D 1 20 URL, F7=13#% D URL
DA~EGY VA EANLET, ZOA MY ZIILFROHIRITH Y £EAN, a~
VRBETSR2XFUTERDEICTLIMNERHY £F, V7 F/VURL ZIEET L0, K
DIANRI—REMFHTEET,

I AT vva () EEVAR () 2EREEOXTIIE —HLET, ZOTUANE
A— R, BEEFAR) 7L LBITHERTLILENDHY 7,

20X, AT v vaBlUOE VA REET, EED 1 XFIC—HLET,

c[x-yl X, x Dy ETOEBOATLED 1 LFEL—HLET, x ILTANSI XFEY NNOH
H1XFHEFL, yiFHo 1 XFeRLET,

s [Ix-y] i, #HAOEZ D 1307 —BLET,

(fERE) & HTTP 7' u X VBRI —V =L 2N L CHEARNZR 7 o itz et 512
X, ZOF—TU—FEASLET,

FZHTTPER L L Hic7 Xy =N Tk EENDH AT RE AN LET,

HTTP 7k ¥ H—_"—0D P 7 FLRAZIEET 5 HIEORFF L LT, [Specify PAC file URL]
EERLC, 770V rn—R+57nXxvHEiar 74 Xalb—var 7y A ER
ETEET, Fvru— KR TT5E, PAC 7 7 A /Uid JavaScript FEAE 2 F L T4 URL
DX EBHILET, BETL 70— R, htp /I Z AL, 7R BEREY 71
JL®D URL Z ATJLET, http:/l O3 2B 5 &, ASAILED URL 2 ML L £,
HTTPS 7' ¥ ¥ Y= N—Z T 5008 ) MhEBIRL 7,
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Z

5

ATv710
ATy 1
ATvT12
ATy 713

ATy 714

ATvT15

5547V FLRASSLVPN v 3o To HTTPS R [

7w LT, IP7 RLAELIIARA M THTTPS ufxy —_"—%2i#B L E 5,
SEFHTTPS 7%y r—N—DRA ML EIXIP T RLAEZ AN LET,
HTTPS R #Z(ETHR—FE2AJILET, T 74/ FDOAR— FE 443 TT,

(fEE) HTTPS 7' v — N—TFETERNE 1T H 1 DD URL, F 713D URL
DOH<vEED YR MEASLET, ZOR N U2 CTFEOHIRIES 0 FHAN, o~
YREETSRXFUFERD LT I2LERDHY T, V77V URL 2HET 55, K
DIANKI—REFEHATEET,

*lE, AT v va () EEUAR () ZEREEOXTFIE—FHLET, TOUALINLER
H—RiE, FHEHFA R 7L E BT ALERD Y £7°,

20 AT v vaBRUPE YA REGl, EED 1 XFIT—HLET,

c[xyliE, x Dy ETOHBOATLED 1 LFEL—HLET, x IZTANSIXFEY NNOH
H1XFERL, yIIDO 1 XFE2RLET,

s ['x-y] 1%, HPHAAOIEED | CFE B LET,
(A7 ar) £ HTTPS 7' &V ERICa—H —4 A0 L CHARZ 7 0 & 3305 & fi ik

THIZIE, F—U—FEASTLET,
ZHTTPS ERE L bicT o Xy = R—CEEENDE AT —FE A LET,

A7 > LASSLVPN v <3 > TO HTTPS D {EH

HTTPS OB EICMZ T, Web VA ha7a ha Ly w7 L— RS cookie /N V% v 7
MNORET HDITENLDOWeb EX 2 U T 4 KU — A=A LThH 25 HTTP
Strict-Transport-Security (HSTS) ZHAZhC L EF, HSTSIX, UAFB LT 7 7% HTTPS Web
A MIUFA LI ML, ROT A VI T 4 T HEETDHIEICEIVIEELLEXA LT 7 MY
FRAEIAL D F T Web r— N— 2RI L E T,

Strict-Transport-Security: max-age="31536000"; preload;

FTNENOERBEIZIKR D LB T,

http-headers : ASA 2267 7 UHFICEFEINDISEIERHTTP ~v ¥ — & ELET, 7
E— REFET D0 T3TO http-headers X E%& Vv b LET,
* hsts-client : HSTS 77 7 A4 7> b & L THERET D HTTP Hh— 3= 5 D HSTS ~ v & — DAL
HAERBLET,
ecnable : HSTS RN U > — &2 A% /-3 EhcT 22 R T& 4, A&hicd+s L. BE
N HSTS AR A k& HSTS ~» X —IZ% L CHSTS A U o —0H I E T,

« hsts-server : ASA 757 T THIZIEET D HSTS ~v X —HHELET, ASA T~y ¥ —

ZEc, HTTP TliZ72< HTTPS 2 L7=T7 7 v 2D H 2+ 5 L 9 7T U HFIcHE R
Li—é‘o
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e max-age : (FXEFHRE) Web H—/R—7 HSTS AR A b & L CAZ &, HTTPS DA%
EHLTEXaTICT 7 ERASNAMEOH AR AEMNTIEELET, T 741
ME 18T (10,886,400 F)) . #HilHI 8 R ~ 365 HT9 (0~ 31,536,000>F)) .

spreload : 77 UHIZX L, T TICUABIOT 7 U HFITHEFEI4L, HSTSHA &L

THROWHOMEOHD KAAL DY A NDOFHRiAALERRLET, YV r— NEhi
VA MDFEEIZUABIONT 7RI EL, HFUABLOT 7 U IfoT 1 L7
T4 7T OIRDENIK L TEMOHIREEEST 2 Z LN TEET, 72L& 21X, Chrome
DO7Yur—FK U A NI, HSTS O KFEMN V7 EH 188 (10,886,400 F)) TH D
ZEEEELET,

* Xx-content-type-options : [ X-Content-Type-Options: nosniff| JE&~v X —DEEEH L
i ‘j‘o

» x-xss-protection : [ X-XSS-Protection: 1[; mode=block]| &~ X —DLEEH NI LE
—a_o

FIE

AT 71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Proxies] DJIH
(IR L £,

RTw T2 HSTS ODFEZEH (%) TH 2 [HSTS Max Age] ZHE L £77,

fEDEPHIE <0 ~ 31536000> FCd, T 7 x /b T 10,886,400 (18 #) T9, Z DHIMRIZES
%L, HSTS IZARTid/a< 720 £,

HSTS DA (080 . EO&IFHIZ <0 ~ 31536000> F T4, &7 4L FE 10,886,400 (18
#) TF, ZOHIRIZET D L, HSTS ITARTIERL 2 9,

T7IYr—3JAJdr7A4IIL ARAIAME— 3>
IJL—LI7—YDETE

TIAT 2 FUVASSLIHMAIAENTWAT SV r—var a7y A )V IR B—T3
Y7L —LU—7 (APCF) A7 v a i+ 5L, BEEISNOT Y Fr— a2 0 R°Web Y
V— 2% ASA THFL LT, 7947 h L ASSLVPN i CIEFICFERTEL L HICRD £
9, APCF 77 7 A MZiF, FFEDOT 7V r—ra LT, Wwo (Fai, F%) . £2
D (~yH— KL, TR, K M (T—F) EERTLINERET LAV T NRHY
9, A7 V7 MIXMLEXTRE SN, sed (A NV —L =5 ¢ &) OBESCEMHLTX
FHBLIOT X2 M E2EHLE7,
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APCF 7O D7 A LDEE .

ASA TITHEED APCF 7 7 7 A LA WIT L TREB L OEITTEET, 1 DD APCF 71
T ANDAZ YT NRICHEE D APCFL— L 2T 25 Z LN TEX £4, ASAIL, REERE
WIZESNWT, b EVWL— VBRI L, RIC2FHICTHEWL—LEZLEL 7,

APCF a7 57 AT, ASAD 75 v 2 AFY  HTTP %—/3—_ HTTPS H— —_ F7=
X TFTP Y — _—IRIEFTE £9,

APCE 71 7 7 A VT, YA aDHBFEOYR— 02T ONIBEORRETH L &2 BE
HLET,

APCF 7O 774 )LD EHE

APCF 7277 A WE, ASA D75 v =2 AFY _ HTTP %—/3—_ HTTPS #—,3—_ FTP
P—3—_ F720E TFTP V— " —|ZRIETE F4, TD2A 1, APCF /N v 7r— T %3800,
e, BLOHIBRT 285G L., Ny r—U B EBEIEMNIZG U T~ 2 2858 IR L ET,

FIE

AT 71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Application
Helper] DJEICERA 4, Z 2Tl ROKEEZFITTEET,

«[Add/Edit] 27 UV v 7 LT, HLWAPCF 717 7 A VEAERLT 57>, BEfED APCF 7 1
T ANEEBLET,

« [Flash file] 23R LT, ASAD T T w2 AE VIEESH TS APCE 7 7 A V%
BELET,

WIZ, [Upload] %27 Vw27 LT, B—H/)L 3L Ea—FNPbASADT7 Ty a Ty
ANV AT KIZAPCF 7 7 A VW ETFT 50>, [Browse]#27 V7 LT, 77 v a
AU NOBEIED APCF 23R L 97,

« [URL] Zi®R LT, HTTP, HTTPS, FTP, F72(X TFTP % — 3—/ 5 APCF 7 7 A /L
AL ET,

*[Delete] 27 U v 27 LT, BEfFD APCF 70 7 7 A L ZHIER L 3, MROEEITFERS
NT, CHELLTEERA,

* [Move Up] £721% [Move Down]| %27 U v 7 LT, UA NN®D APCF 71 7 7 A VDJlEF %
ANEAET, EFIE, BEHSND APCF 7' r 7 7 A VERE LET,

AT9 T2 VANMIEENMZLNTORNWEATE, [Refresh) 27 U v 27 LET,
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B wcrivsr—vo7yTn—¢

APCF /Xy —SO7 v Fo— K

FIE

ATYT1 arvta—% EiZ®HD APCF 7 7 A L ~D/NANREREINFET, [Browse Local] 27V v 7 L

TIDT 4=/ FIZRAZHEIIHRAT 27 "AZADLET,

ATFYw T2 APCE 77 A NVERDITT, a v a—F|ZET 2L HICBIRT A7) v o7 LET,

[Select File Path] % 4 7 2 7' 7/R > 7 A2, BydOma—)b 2 Ea— X TREBEICT 7EA L
TANEDONENF/REINET, APCF 7 7 A MIBE L GRIRL, [Open] 227 Y v 7 LE
9, ASDM 78 [Local File Path] 7 4 —/L RIZ7 7 A VDR AZFHFALET,

AT9 73 APCF 7 7 A V& T v 71— 9% ASA /XA [Flash File System Path] (/R S v E 9,

[Browse Flash] 227 U v 27 L C, APCF 7 7 A V%7 v 71— K425 ASA LD Z2HE L £
7. [Browse Flash] ¥4 7R VAR > 7 A2, 7T v a AEYDONERRRINET,

AT T4 u—H)NLa B a—FZTEIRLIZAPCEZ 7 A NVD T 7 A NVARERINET, BELZ<STZ

DT, ZOAREERTAZEEBEIOLET, ZOT7 7 A VDOARINEL R RINTND
Tl EMERL, [OK]Z2 U v 27 LET, [BrowseFlash] ¥ 4 7 u /R v 7 ANEALFE4, ASDM
73 [Flash File System Path] 7 4 —/V RKIZ7 v 7 a— REDT7 7 A )V RXRAEBALET,

ATFYTES OO E2—F EOAPCE 7 7 A NVDEFTE . APCF 7 7 A V&% ASAICA T a— KT 5%

BT E L= 5, [UploadFilel 27V v 7 L ¥ 7,

ATV 6 [Status] V1 ¥ RUNRKRIIL, 7 7 A WVEREFIIFWZ E FOREAHMERF L E 77, Bk

Y | [Information] 77 ¢ > K7 |Z [File is uploaded to flash successfully.] &\ 9 X v E—T 0%«
IRENET, [OK] %27 U 7 LEJ, [Upload Image] ¥ 7022 7 4> Kb, [Local File
Path] 7 ¢ —/L R & [Flash File System Path] 7 .t —/ RONENHIFRS N E T, Zihud, Blo~7
ANET vy 7u—RTELZLERLET, MNOT77A0ET v 7 u—FF51I20%, ERoF
EZ M KL ET, ENLIOEEIX, [Close] 27 U v 7 LET,

RTwF1 [UploadImage] ¥4 707 7 4> RUZBLET, APCF 7 7 A NVE T T v a AEVILT ¥

Tu—RNL7e#, £70037 vy e — RFLRWSEEIZ, [Closelz7 Vv 7 LET, 7y 7r—F
T 555121%. [APCF] ¥ 4 > K7 ® [APCF File Location] 7 4 —/L KIiZ7 7 A VA NRFREN
F9, 7Ty 7 ur—RLARWEGAEIZIX,  [Areyou sure you want to close the dialog without uploading
thefile?| & #3425 [CloseMessage] ¥ A 7 B VR v 7 ANERINET, 77 A NVET v 7o —
RLZWEAIE, [OK] %227 VU 27 LET, [CloseMessage] ¥ 1 7 1 77K w27 A & [Upload Image]
AT a Tl Ry 7 ZANH L b, APCF [Add/Edit] A V' NFERENET, 77 ANET v

1 — FJ5851%, [Close Message] ¥ A4 7 17> 7 A [Cancel] %2 Vv 7 LET, ¥AT
B 7Ry 7 AREAL B, 74—/ ROJENRZ D F F DOIRRE T [Upload Image] %A 7 = 77K
I ANHERRINET, [UploadFilel 27 Y v 7 LET,
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arck <5y roEE [

APCF /N4y FDEHE

FIE

ATy T

ATy T2

ATvT3

ATy T4

WDa~y REfER LT, APCF /X7 v h&B, ffE, BLOHIBRL, X7 v FEESEERL
[ VN D QA =7 d= S
* [APCF File Location] : APCF /X r— Y DT Ic BT 21FHm A&~ LEd, T4k, ASA
D7 T v a AEY | HITP #—/3—_ HTTPS ¥ —/3—_ FTP #—/3—_ F72( TFTP
F—=R=D VTN TT,

* [Add/Edit] : FTLE 7 I1ZBEAFD APCE 700 7 7 A L& BINE 213 RE L £,
s [Delete] : BEfFD APCF 7' 7 7 A W EHIBR L 7, MEREINLT, RVBELL TEERTA,

«[MoveUp] : Y A RNDAPCF 7R 7 7 A VA HEELET, UANMILYD, ASA D APCF
T 7y A NVEERTLEESOIEFRRED £,

[FlashFile] #27 UV v 7 LT, ASADT7 T v 2 AFEVIEFEENTWS APCF 7 7 A L %45
ELET,

7Ty a AT VIBEIFEENTWDAPCEF 7 7 A VDR AE AN LET, R"RAETTIZBML
TWAEEIT, ZORRERET HLOICBR LR, 77 vy a 2AF VIS L7z APCF
TrAMIIE AL LT bLET,

[Browse Flash]| #27 U v 27 LT, 77 v a AEVEZML, APCF 7 7 A VEfRELET,

[Browse Flash Dialog] ~XA 23 /R S E 9, [Folders] 33 & O [Files] ¥ & f#i ] L T APCF 7 7
ANERELET, APCF7 7 A NVEIBIRL T, [OK]Z27 Vv 7 LET, 77 A /SDI/RAR
[Path] 7 ¢ —/L RIZFERINET,

(6=3))

LA 7 v — R L7 APCF 7 7 A VDA RIN R R SV WA IZIX, [Refresh] 227 U v 7 L
e

[Upload] : APCF 7 7 A V& —H)L AL Ea—FNHASA 7T vy 774V VAT
LT v 7'm— RKLETF, [Upload APCF Package] 1 V' NER I ET,

« [URL] : HTTP % —/3—_ HTTPS #—/X— F/2ILTFTP ¥ — —IZ(RfF SN TV % APCE
T ANERRHT LG v LET,

* [ftp, http, https, and tftp] (T ~/L72 L) : — "= A TEEFELET,

« [URL] (Z-L72L) :FTP, HTTP, HTTPS, F72IX TFT #— S—~DRXZX % ATJL E
j—o
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B recrix

APCF £

APCF a7 7 AL, XML 74—~ v hBLWsed 27V 7 FOELEZFEHLET, KD
T, ZOEEIHERT A XML ¥ 725~ LET,
APCFDHA K54 >

APCF 77 7 A LDV EBLE, RT3 —< U ANETLEYD, FE L RNWEBHOo
UTFUVIIRABEAENHYFET, YA aOZ Y= T Y T TR, 1FEAEDESA . APCF
T Ty ANERMT D ETEET Y r—a o ORE EOREE L TWET,

= 1:APCFXML 2 &7

2y ERABH
<APCF>...</APCF> FT_XTDAPCFXML 7 7 A L ZBAL 7280
=

<version>1.0</version> APCF OFIENR— 3 VR IEET HMAET
D= 2 03 1.0 721 T,

<application>...</application> XML FRil DAL & e W HH 7,

<id> text </id> Z DFFIED APCF HRREZ sl 3~ 5 MH S -

<apcf-entities>...</apcf-entities> H—F 7 13EED APCF =T 4T 4 %
7

<js-object>...</js-object> INHDETDIHED DN, AT

<html-object>...</html-object> I3 APCF ALBED S fii S 41 5 B 2R 7E L e

<process-request-header>...</process-request-header>
<process-response-header>...</process-response-header>
<preprocess-response-body>...</preprocess-response-body>

<postprocess-response-body>...</postprocess-response-body>
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T |

29

EREMN

<conditions>. .. </conditions>

ALBERRIFS L OMLER R O F-BE 2 7T,
fRELET,

* http-version (1.1, 1.0, 0.9 72 &)

* http-method (get. put, post, webc

* http-scheme ("http/", "https/". % ¢

o (a2 TALZ | 09" | e K]
server-regexp 1L R H

o (Mt [ MATLZY |09 | e ]
¢ server-fnmatch 1E {2 HL

* user-agent-regexp

* user-agent-fnmatch

* request-uri-regexp

* request-uri-fnmatch

o St H DD H 2O EBNEET
T _RTOHX 7Tk L CTimEe AND

<action> ... </action>

BELESETI U EDT 79
Ty 7 LET, INHDOT Vv arE
WDH 7TEEHTEET (TRERR)

o <do>

* <sed-script>

 <rewrite-header>

» <add-header>

» <delete-header>

#

JF4F7 2V ELASSLVWPNDI YT 4 FaL—2a Yy .
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29

EREMN

<do>...</do>

WDOWNTNDDT 7 a v DOEFRITHA
vay BRITOFEHETT,

e <no-rewrite/> : U E— K Pt —s3—)nP

YTV EEELEEA,
« <no-toolbar/> : WV — /L N—ZfH A L &
s <no-gzip/> : AT Y MG L EH
« <force-cache/> LD ¥ ¥ v ¥ = i &

o <force-no-cache/> : 7 =7 h & -
WX i LET,

» < downgrade-http-version-on-backend>
Y= N—ZEREZEET 5 & &I HI
ALET,

<sed-script> TEXT </sed-script>

THXARNR—RADAT V=7 DT
FHENLZT Vg ZTDFEFETT.
h72Sed AV VT N THDLMENH YD
X, 2R XV RENCER S L7z <conditions>
SnET,

<rewrite-header></rewrite-header>

T vary AT DFEZTT, <header> !
THREINZHTTP ~y X —DfEEZZEE L
UUTZBRLTLIEEY) |

<add-header></add-header>

<header> D {-BLFE X 7 THTE S 1L7=H L
=B ESNDT 7 a v #T0
<header> (LLTFZZHLTLZEWY)

<delete-header></delete-header>

<header> D T EEF X 7 THIE S IVT-RFEC
X —DHIBRICHER SNAT 7> a v Z 70
<header> (LATFZZBLTILEIWY) |

<header></header>

bEx BN, £EHIBREIN S HTTP -
FBELET, =& 21, RO ¥ Z1E Conn
ZETDO HTTP ~v X —DEZEE L £,

<rewrite-header>
<header>Connection</header>
<value>close</value>
</rewrite-header>
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FIE

ATy T

tvvavorz |

APCF 0 &% 7E 5l

<APCF>
<version>1.0</version>
<application>
<id>Do not compress content from example.com</id>
<apcf-entities>
<process-request-header>
<conditions>
<server-fnmatch>*.example.com</server-fnmatch>
</conditions>
<action>
<do><no-gzip/></do>
</action>
</process-request-header>
</apcf-entities>
</application>
</APCF>

<APCF>
<version>1.0</version>
<application>
<id>Change MIME type for all .xyz objects</id>
<apcf-entities>
<process-response-header>
<conditions>
<request-uri-fnmatch>*.xyz</request-uri-fnmatch>
</conditions>
<action>
<rewrite-header>
<header>Content-Type</header>
<value>text/html</value>
</rewrite-header>
</action>
</process-response-header>
</apcf-entities>
</application>
</APCF>

MDELTE

[Clientless SSL VPN Add/Edit Internal Group Policy] > [More Options] > [Session Settings] 7 1 & N
UTIE, 74T MLV ASSLVPN Dy a by a VORISR —YF T4 XS
fea—YP—FRERECEET, 774NV MLV HEITN—T RV —ZTF 74NV DT

N—T R —noREZMAKLET, OV FUEHEHLT, 7741 70— R
Vo—DR—=VF T4 XE N2 T A7 FLASSLVPN 2 —H—Iff BILOZN DD
EEEXRT D7 N—T K)o —FT XRCEHFELET,

[none] &7 U v 7 325 7h>, F7213 [User Storage Location] K2 v 77X A=a—nb7 7 A4
N —n_"—TFm han (smbE/idftp) 7Y v/ LET, YA TE, 2—F— A L—

BELYISATURLRASSLVWPNDaYT74¥aL—ay [}
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ATy T2

ATvT3

ATvT4

—

BESISATYRLASSLWPNOIY T4 FaL—vay |

VIWCCIFS AT L2 MR LET, 22—V —F/ AT REREFFR—  NEEEHEHET
\Z CIFS ZRRETE £7, [CIFS] Z&#IRT 25/, ROELEALET,

cifs//cifs-share/user/data

[smb] F 721X [ftp] ZBINT HEA1X. WOELEZHEAL T, lOTHFA RN 70—V NIZT7 7 A
VAT LD E AT LET,

username:password@host:port-number/path

Wizl %~ LET, mike:mysecret@ftpserver 3:2323/public

GE)
ZOar74Fal—rasild, a—F—4 NAUV—=F, BLOFEFEAF—IVRENT
WETA ASAITNERT VT Y AL XV LIEETT =2 2R/ F L, ZOT =X &k
HELET,

VBELREAE., RESIT A~ — Y —NT 7 A TERLIICTEHEDICEXF2 VT4 T T4
T ANET AN AT LET,

[Storage Objects] K2 v X 72 A =2 —NHIROWTNOOA TV a3 U ERINL T, 2—%—
LD TY == T 247027 FEBEELET, ASAIL, oA TV =r b
RIFLTZ 747 b LA SSL VPN #fic & AR — h LET,

* cookies,credentials

* cookies
c JLTF LTy L
Tt alEHAALTURNTHREED RN T U I g, ADRREEZKBEMTAS LE

T, ZOBMIT. 1O N T a it EAEINET, TOEEV B RER TN
Ja N, By va OB ey &2V NLET,

Ioa—T4>9

WFxra—F 470 [Fa— R X IXFEEy b EBFEEN, raw T —% (00172
E) aXFLAEDYE, T2 ERLET, FHTHIXFEa— FHRL, SiEICL-T
WEVES, W—DFREMESFELONL, FDRVWEELH Y £9, WFIX, Hilkic ko
TT7 7 THEHINDGT 740 bOa— REARREY 08, VE— b2 —PF—03LHS
HZEHLTEET, 77U IEIRN—VIEESN =y a—RERETH52 L6 TE, 20O
Va— Rt T Rxa A MeRRLET,

Ty m— RRIEC L D AL RO TH SR B XF o — RAROMBAIET 5 = & T,
D INT T TFEMA LTSI, 7T KT B B OB E I R <
URELL FREND LD ICTEET,

7 7 4L h TliL, ASA L [Global Encoding Type| % Common Internet File System (i1 > & —
Xy T AN TAT L) == HDORX=VIZHEM LET, CIFS ¥r—/3— L7235
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xzrva—FrvroxrErkEe |

Tya—75 47 LD~y ¥ 7%, [Global Encoding Type] BIEIZ L » T/ e — 312, £ L
TT—TMIRENTWE T 7 AN a—F ¢ 7 HSNEE L TREBNZATS 281280,
Tr7ANGRLT 4 L7 U RA BLOWSN—U 0w 20 o IRMEE 2 585812,
CIFS X—UNEMEICBEB LR RTEL L HICLET,

-
—
-
—

XFEIOA—TAVIDRTRE-IZIEE

FIE

ATy T

ATy T2

T a—F 4 AT AE, 7 T4 T B ASSLVPN AR—H )L _R—=T DL FT L a—
TA VT EFRETIRETCEET,

[Global Encoding Type] (2 &> T, RIZFEHEHLEI N TS CIFS h—N"—NHDOXLFE L a—TF
YT EBRNTC, TRTDYZ T T 2 LA SSLVPN iR— 4 )L A= UK 5 L Fr L a—
TAYITPREDET, UFINEANT D0, Ray 7 X AP LBRFUEZ 1 OB L
F9. U A MIE, b BARKROMEIETPRERINET,

* big5

* gb2312

* ibm-850

* 150-8859-1

* shift jis

* unicode

» windows-1252

¢ nonc

GE)
[none] 27 VU v 74250, £7237 74T FLVASSLYVPN v a D77 W4
A= F LTOWRWEZIRE L7HBAICE, 77007740 boa— FfiflsnE
R

http://www.iana.org/assignments/character-sets CIHHE SN TWA AR L FE Yy hOWTINEFEL
WIFHIE . K40 LFETANTEET, ZOX—VITRENTNDLFE Yy hOA4RTE
XA VT 20PN EFATEET, ZOX M) 2T, RKLFENFRER S E
A, ASADREERIFT D LT, Aa~v L B A F =7 Y T X > TRILFD/NLFITE
BEIhE7,

T a—7 ¢ 7 EMENR [Global Encoding Type) BYERRE & 1357225 CIFS — X— D4R E
T2IXIP 7 RL A& AN LET, ASA Tl 2—F—048E L2 KT &/ CF O X BINEREF
ENFETN, LETIZ—N"—LBAET DL EITFIRLT LT ERE ENEEA,

BELYISATURLRASSLVWPNDaYT74¥aL—ay [}
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B -7vsvvirons

ATV T3 CIFSH—"—N2 T 47 hLUASSLVPN R—H )L AX—Zxt L THRET 2 LEDH 5 LT
Tra—F 4 T ERRLET, XFINEATTLHN Fry 7 X UARPLERLE
To UA ML, &b —RARROELZTHABEINTNET,

* big5

. gb2312

* ibm-850

* 150-8859-1

* shift jis

GE)

HAGED Shift jis LFT o a—TF 4 7 &2FEH L T A5E1E, BhEfHT 54T 5 [Select
Page Font] X1 > ® [Font Family] 7E!8(Z & % [Do Not Specify] #27 UV » 7 LT, 2D 7+
77 IV EHIBRLES,

* unicode
» windows-1252

¢ nonc

[nonel 27 U w7920, 237 74T FLVASSLVPN Y v a v O7 7 ¥R R—
ML TWARVMEZFETE L7=ZGAICE, 79 0FoT 7 hoa— RiMERINET,

http://www.iana.org/assignments/character-sets THEE SALTWAHHE LT Y hOWT N EEL
WILFHNE | KR40 CFETANTEE T, ZON—VIRINTWH L FE v hOARTE
7= A VT AONT NN EEHTEET, ZOR M) U7, RCFLE/DCFRRB S E
Hho ASA DBREERTT HEXIZ, a~vr R AU Z—7 ) ZZ Ko TRILFIVINLFITE
xhEd,

S, 8,0 S . » =L
AT T U ODETE
w2l 2947 FLASSLVPN O T p—< o 250k LET, SEBEIZHFA
HAENDZAT V27 "V AT AF Y vV all&iNT 52 8T, BEHRZOBVIRLLa T
VY DEMOMEN AL ET, Fr v aBEHTAIZE TR T T o v 7 BNED . R
LLTEL DT AV r—a NI VIRMICEITINET,

\)

G¥) AVTFUY X U T EAR—TIT B L O AT AOEFEENMETLET,
T Ry T A XTI LT, TUH BT Ty aNRETIHEIE. ok
AT 4 =N LTLTEE,
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Content Rewrite .

FIE

AT 71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Content Cache]
DIFIZER L E T,

AT w72 [Enable Cache] 284 7 DAL, A LE T,

RTYT3 Ty o /5 EERELET,
+ [Maximum Object Size] : ASA 3% ¥ v L2 T& 5 KXo A v DR KV A X% KB HAL T
ANLET, ASAIE, A7 V=2 b arF oy EXMIFIIERFIN TN
arrrY) ORSEELET, &HIZ0 ~ 10,000KB T, 7 74 /L & 1,000 KB T
R
« [Minimum Object Size] : ASA R3F ¥ v 2 TX 5 K¥ o A2 F O/ A X% KB HALT
ANLET, ASAIZ. A7 V=7 oD arF oy (B EHIIEHRSHL TV RN
aryFry) ORSEELET, &MHIZ0~ 10,000KB T, 7 4/L MI0KB T,

G¥)
[Maximum Object Size] IZ, [Minimum Object Size] & ¥ b REVMEIZTHALERH Y F7,

* [Expiration Time] : 0 ~ 900 D¥EEH A AN LT, A7V NeBHRGEL2WVWTX Yy v a
TOHGBERELET, T 74NV NI 1 HTT,
* [LM Factor] : 1 ~ 100 DA AT LET, 774/ ME20 TT,

P LM T, BT S A DAY TG EfFoAT Ve ) by v a T BdOR
V—ERELET, THCEoT, P N—REOEEME R 2NAT V=7 FE
MRESIVE T, ASAIL, A7 V=7 FRER SN/ ZOFKERH L, ARHIRNa—1 S
NI ORI 2 HEE L E T, HE S WIBROURANE, S8 B % o0 it i) &
LM ORI B L ET, IMEEZ 0ICHRET D & IEBITHREENET S, 100
(CRET D L. FHREEE COMFRRERMICRD 27

c TOFPIRIC L > T, REEEL A LZAZ TR, = N—3RE THRBIRA IR
SNTWRNWAT V=7 e, ASADRF v v ya T HRHORSZHRELET,

« [Cache static content] : 72 & ZILPDF 7 7 A /LA A=V E, VT4 FENDH I EDR
TRTCOaALT oV EFxy v LET,

« [Restore Cache Default] : X TCDF v v o2 NI A—=H%EZF 7 4/ MEIZELET,

Content Rewrite

[Content Rewrite] XA /I, 2T Y DY TA MBA FX—T Mo TWDD, E21EA
T D> TN LT RTOT T r—va Un—BERRENET,
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B s r—ro#m

7 AT FLASSLVPN Tk, avF oY ERBEIRNY 94 =Ptk » T,
JavaScript, VBScript, Java, ¥ /LT /A R F72 EDOFERBERNG T 1% HTTP ~D 7
TAv I ETEGL, 77V 5—2al NI 74y BB LET, ZOXIRNTT7 497
T, 2=V =BT TV r—2 3 1T 7B AT HDIZSSLVPN T3 ANENL T 7 U 7r—
varEMHALTWSD, SSLVPN T34 ZRFETIHEAH L T E Nk T, v
FAYIRTIEARA T b R — LD —ANRRLGEENH Y T,

FIANLIEITIE, BFXF2 VT4 T I9A T RFITRCDIIAT VRNV R NTFT T 4w T %
Vo4 b, FREFEHBLET, —SOT 7 r— a3 °Web ) VY —A (AR Web YA +72
) DASAZBBLAWVWE DI LIEZWEGEERH D £, 2D L5756, ASA Tid., ASA %
WRETIEEDOY A T ) r—2 a7 90X TEDLLEICTBHEY T4 B —VEAE
HCEET, ZhiE. VPNEHRICBITAA 7T v b bR U o ZI(lTnET,
b OMEREIRIEIZ. ASA 9.0 @ Content Rewriter |ZTHIVE L7=,

e T YT 4 M, HIMLS IZXT A AR— &2 BIMLE L,

« 7 FAT 2V FVASSLVPN U 544 2o P OWE EAIMENRKEL B ELE LIz, %
DR, 74T FLASSLVPN 2—H—Dxy Ra—H— 17 A = 2 HA -
N CTEET,

AVTUVETHEA DR

7747 hUAWebVPN U 7 A 213, FEITRFICENIICERE SV D7, JavaScript 7 7 7 v
FRFELAMEH L2 URLEID BTt TE £ A,

)54+ IIL—ILDYERK

FIE

UTA4 M= VIFBEELERTEET, ¥Xa VT4 TTI7A4 7 R3) 74 b v—nzlEfF
FLH o TRIET B0, M—LOFFREETT, Z0LE, K FLOETH LIICHE
LCITE, AN —F LI — i snEd,

[Content Rewrite] 7 — 7 /ML, IRDH 7 203 H Y 77,
« [Rule Number] : U A FNTO/NL—/L D& Z R~ B AFRLET,
* [Rule Name] : v —/A 3 H EINDT7 7V r—a OL4RTETET,
* [Rewrite Enabled] : 27 Y DY T4 A X —TNnA 7 TERRLET,

* [Resource Mask] : U Y —A A7 &# AJJLET,

AT 71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced]> [Content Rewrite]
DIRICHEE L £
ATwT2 [Add] £/E[Edit] 227 Vv 27 LT, a7 U T4 b =V aERERITEHR L ET,
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| BEHYSA7UFLASSLWPNOIY T Falb—ay
2v72vUs1 k —roEEs ]

AT T3 ZDON—)VEA F—T T 5HIZIE, [Enable content rewrite] & A4 12 L 7,

ATV T4 ZONV—NDOFFEANILET, ZOFFiE, VA NOMO/L— VIS, ZD/L—1L 0
BRIEM 2R LET, BEENROA—F) R MNORZICEESNE T, A2t ~

65534 T,
ATy TE (EE) L VoW TAT2EETE2HEEL T, KK 128 LFTT,
ATFYT6 =N EEATLIZT T r—2 a3 000 Y —RAET B FIEATILET, XFEHNOES
TR K T300 LF T, WOWTNDDUANL R — REeHTEETN, A<t 1o0
W TEBTTOLENHY 7,
o ¥ FTRNTIZ—FHLFET, ASDM TiL, * F/olL ** THERIN L~ A7 1 IZ T8
/\Jo
2 H—F L LET,
s[lseq] : =T LV AIZIBRVMEEDOXLF L~ L ET,

c[seq] : V=T LV RIZHDEROLFE—HLET,

ATV )54 b IL—ILDERTEH

R2:aAVToYUSARIL—

tHaE AT | L—ILEF | IL—ILE JY—RIRY
D)4k
EAR—T
VIZT 3
youtube.com T® HTTP URL @ | 4~ 1 no-rewrite-youtube | *.youtube.com/*
VoA BT 77U EZD
FE O — L —F LA | Check 65,535 rewrite-all *
CTOHOHTTPURL DY 74 % %
A X =TT D

254 F7>2LASSLVPN 2 LT=EF A —ILDFEH

Web EF A —JLDEETE : MS Outlook Web App

ASA &, Microsoft Outlook Web App to Exchange Server 2010 35 &2 TF Microsoft Outlook Web Access
to Exchange Server 2007, 2003, 2000 % V7" — F L CTWET,
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W oo~—vouz

FIE

ATy T

ATvT2

ATvT3

BESISATYRLASSLWPNOIY T4 FaL—vay |

T RLVA 74—V RIZEF A=V —EADURLEANT DM, 7747 kL ASSLVPN
tyvaryToOMETLI Ty I —2 %7 v LET,

Ta s NREREINTEL, B A=V = N—D 22— —4 % domain\username DT A
HLEF,

B AN NRRAT—FE2 AN LET,

TvII—IDETE

[Bookmarks] /X k/VCld, 7w 7 ~—27 U A N&EBM, fWE, HIFR, 4 KR —F BXOx=Z
AR—FTEET,

[Bookmarks] 7S /L& LT, 7 F4 7> hLASSLVPN C7 7 ¥R T 57200, H—r_—
BXORURLOV A MEERELET, Ty /~v—2 VAMDIL T 4F2b— 3 kKW T,
ZDYARE1IDULEDRY) — (IN—T Ry — FAFIv 7 TI/RAR)— F
TIXZEOMm ) IZHONBTHZENTEET, BRIV —DT v 7 ~v—27 VA RMNIIDDHRT
T, URARMIE, £ DAP O [URLLists] ¥ 7O Ry 77X U2 MIFEREINET,

—HRD Web X—Y COHBIV A Az, v~/ n@EhzEeT v I/~—7 2EHTE5 LX)
2RV E LT, BLETD POST 7574 v 7 u—Fid, EHENRIA L Fr v~ airate

POST 7' v 7 ~— 27 Z$5E L. POSTERDORZ FORflcr — Rt 5%y 7 47 X—V%%(E
TEDLEICTHEDIHERENE L, ZOPOSTF 774 7 Fu—FTlk, 7 v¥—%
TxZF oo~y ¥ —HBOFEEZVE LT HERIFHR SN E Lz, BUFEIX, EEEI3FER
0 —R_X=YBIRURLAZREL, ZHICESTRZ b n 7o VEROEBRFINEE SN
F7, HAR— RKRX—=VIZL-T, = RKRA L N TTUHFE, 7 LT vy a5 POST
PR AZMHT DD TR, Web = 3—F 721X Web 77V 77— 3 VIZEE SN DHED
HHErEfSEcEET,

BEfED 7 v 7~—27 VAMRERENET, v r~—27 A MBI, RE. HIR, 1
A—h, FHFZIAR—FTEET, TI7EAHOY—R—=BILORURLDO Y R FEEEL.
FEELZURL YA NADOIHBARSITHZ ENTEET,

1R BHEIIZ

Tl w—0 BRETDHZETIH, 22—V —RRERYA FRPEHDOT /B S XTI 22—
RY V=@ T DY A MNZT 7 BATDHZ EEHS I EITTEERA, Ty I ~v—27 JA R
BT N—T R — BAF I I T IRARY —, £RITLOMGIZEN 4T HLUM,
WebACL%Z ZNHDRY U —IZFHVYTCT, T 747 7a—~DT 7 EAZHIFEILET,
INHDORY—EDOURL = M 24 7ICHV BT, 2—PF—RNT7 7 ERATEHX—V
WCOWTRELLZ2WVWE I LET,
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| BELY547 2 FLRSSLWNOIY T4 F¥al—ay
Jvsz—vonz I

FIE

ATY 1 BINT5Y R NOLARIERET D0, EEZZITHIRT DU A FOL4RTEZRINLET,
T Iw—0 DA MBI OEREOREEAT Sz URL BRERENET,

ATFwT2 (EE) [Add] %27V v 27 LT, LY —_"—F7 T URL &% ELET, kOWThng
BMTEET,

*GET £721% Post # Vv RIZX 2 URL DT v 7 ~—7 DB
cEEBEHLT SV r—ar TS L— MIEHT A URL OB

cHE A A T r—ar~DT 7 ~—7 DB

ATv T3 ((EE) [Bdi)%z27 YV v 27 LT, — 3= URL, F7ERRLELETLET,

ATv74 ({EE) [Delete] 27 V27 LT, BRLZEHHA%Z URL U A S DLHEIBRL £7°, RO
FFERENT. RVELLTEEEA,

ATvFTS5 (LE) 77 ANDA R — FLERIET I AR — bt OHHTEER L £,

* [Local computer] : @ —H /L PCIZHEEET D27 7 A V& A VR — b ETIZT 7 AR— T 5
BAEIC7 Y v 7 LET,

« [Flash file system] : ASA IZHEET 27 7 A VA R— bEIFT 7 AR — 5854
70y LET,

* [Remote server] : ASA 2267 7 B AWRER Y E— K b= N"—ZHET L7 7 A L&A
A= T HHEAIC7 ) vy 7 LET,

e [Path] : 77 A L~DT 7EAFA (fip, http, F72iX https) ZFEEL., 7 7 A L~D/X
A ANTTLET,

» [Browse Local Files/Browse Flash...] : 7 7 A VDX A S L F 7,
AT 76 (EE) 7vr/~—2%2@iE R L C[Assign]| 27 Vw7 L, BRLIEZT v I ~—2 %120
EOIN—=T RV v— BAFIv T T7HARY —, FI1F LOCAL = —H—|2H| 0 Y4
Ti‘é—o

ATy T1 (EE) [Move Up] £721% [Move Down] 47 v a » &2 H LT, #IR L7-HH O(L{&E % URL
UAPNTERELET,

ATy 78 [OK] &7V v7 LET,

RDERY
T7IAT 2 FPLUASSLVPN ¥ &% 2 U T 4 R RICOWTHER L TLEE0,
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BESISATYRLASSLWPNOIY T4 FaL—vay |

B ocersrigrost 4y RIZE B URLD T v o < —H D

GET £7=(X Post * Vv FICKHURLD T v <—9 DENM

FIE

ATy T
ATy T2

ATFvT3
ATvT4

ATy 75

ATvT6

ATy T17

ATvT8

ATvT9

[Add Bookmark Entry] # A 7 12 7R~ 7 ZTliE, URLY A MDY 7 E7137 v 7 ~—7 %4E
RTEET,

1R BHHIIZ

X NI =27 OIEF T HNVFIZT 77 AT 5HITIE, \\server\share\subfolder\<personal folder> JZ =
AL ET, =—H—IZiL, <personal folder> L W DT XTORA > MIkT DU A M
Bﬁﬁ“ﬂ\gfﬁ‘o

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access| > [Portal] > [Bookmarks]
WCBEIL, [Add) RZ %227 ) v o LET,

[URL with GET or POST Method] Z#3#IR L C, 7 v 7 ~—7 OIERIZHEH L E7,
R—=BIVICRREIND DT v I ~—7 ODA4FTIEATILET,

[URL] Fa vy 7 ¥ A=a—%@HL T, URL #A 7 (http, https, cifs, F72iL fip) & &
RUET, [URL] Fuv 77X o 43, E#EDOURL XA 7, A VA=V LIEZTRTOT TS
ADEA TR LET,

D7y <—2 (URL) ODNSALEIXIPT FLAZANLET, 7774 DA,
P—=N—DAFIEATILET, ==K DRBRIZAT v LB (7)) ZANT5E, 4
T arORTA—ZERETEET, ZIUHBNTT o REEHT 5 &, ROFETIZ
RT X, NI A=FNERT 23T ET,

server/?Parameter=Value& Parameter=Value

1 -

BeEDT T I A Nk T, ANTEDF T2 arDONRTA—=FNEXTNRED 4,
host/?DesiredColor =4& DesiredHRes=1024& DesiredVRes=768

TITAL N LT TN YA o DY R— N ERET DI, /NT A—FfEXT
csco_sso=1 ZfEH L £7°,

7" A K ?csco_sso=1& DesiredColor =4& DesiredHRes=1024& DesiredVRes=768

({EE) Fafe— RURLZANLET, Fain— RURLEZ AT D & X2, FAERE S AT
TEET, I, EBEOPOSTURLICHZE SND ETIZ, X—Your— RIEHTE%
R G I

BTHEAMLELT, 2P —ICERRTDHT v I ~—7 = FUIZOWVWTOFHATF A & A
HLET,

[Thumbnail] ke v 7 X7 A=a—%FHL T, = Ra—HF—FK—X LV EDTvr~—7
WCBEA T DT A a v ERIR L ET,

[Managel| %7 YV v 7 LT, $Lx— N ELTHHTEAA—VEA VR — FEIFT T AR —
FLET,
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ATy 710

ATvIN

AT T12

EREFATTU—varFoTIL— T s uRLoEm [

Ty o~w—0%27 Yy 7 LTHLWY 4 RUTHEET, 2OV 4 RUT, Av—h b
FOBREZ A L, ASAZN LTt — "~ DT —Z OZFWELE2ITVET, 3THT
ZUW RZ77 4w 2i%, SSLVPN R RV TERBEZBFEENET, 2047 a T,

TIIPR=ZADT SV r—va VNIAY— b bRV OYR—MERfELES, —FHF T,

[Smart Tunnels] ([Clientless SSL VPN]> [Portal] A ==—ZHH V) Tik, 7T 7 HFX—2D
TV r—varbAv—h b VA MOBINL, EnE 70— R v—La—H—
BN B THRET,

[Allow the Users to Bookmark the Link] 24> LC, 7 74 7+ kLA SSL VPN = —H —73,
7 U W ® [Bookmarks] F 7213 [Favorites] 7> a VAT A2 L5 I LET, BIRAMHEER
TLHE, INbDOF T arEENTEE YA, TOF TV arEFTIITLE, IIAT
F LA SSLVPN ZR—4 /LD [Home] £ 7 ¥ a VN7 v 7w —7 3R RINER A,

(fE) [Advanced Options] ZiEIR LT, 7 v 7 ~—27 OREAOFEMAERE L E7,

« [URL Method] : BifiliZp 7 — # BIGOFAITIE [Get] ZBINL £4, T—XOHRFEELITE
B, BEOESL, B A—NDOREERE, T HELITHZEICL > TT —XITEEN
M2 BIDAIRENED B D 5E 113, [Post] IR L E 4,

* [Post Parameters] : Post URL FNOFEMZ R E L £7,

EBEFATITVS—2320 FoTL— MIxd 5 URL DENN

FIE

ATy T

ZOF T asid, FHNERSNIZASDM 7 7 L— FEERL TS a2 —F—D7 v 7
~— 7 OVER AL LE9, ASDMT > 7 L— ML, BrEORMICERZSNE=T 7 r—
va T S FERNCA T SN B REN G ENET,
48 HHEIIZ
ERFEAT TV r—vary 77— NI, ROT TV r—va U THREBMTE £,

» Citrix XenApp

* Citrix XenDesktop

* Domino WebAccess

* Microsoft Outlook Web Access 2010

* Microsoft Sharepoint 2007

* Microsoft SharePoint 2010

* Microsoft SharePoint 2013

D PR LCERT BT v v — I OLFI R AN LET,

BELYISATURLRASSLVWPNDaYT74¥aL—ay [}



BESISATYRLASSLWPNOIY T4 FaL—vay |

B =z5s7705—2a30 7o F0— T 5 URLODEM

ATvT2

ATvT3

ATvT4

ATvTh
ATvT6

ATy T17

ATvT8

ATvT9

ATv710

PTHAL IV ELT, 2P —ZRKRTDHT v I ~v—27 = FVIZOWTOFHATHFA R & A
HLET,

[Thumbnail] a2 v ¥ v A=a—%FHL T, = Ra—HF—FKR—-—F LV EDTvr~—7
BT AT A a2 2RI L ET,

[Manage] %27V v 27 LC, yhx— N LTHHT A A=V %A UAR— MERIZT 7 AR —
]\ Liﬁ‘o

({fE&.) [Place This Bookmark on the VPN Home Page] &= v 7 R v 7 A& A 2 LET,

[Select Auto Sign-on Application] U A2 N T, MBERT 7V r—varz7 Vv 7 LEd, A
RERT 7V r—ya IR LY TT,

* Citrix XenApp

» Citrix XenDesktop

* Domino WebAccess

* Microsoft Outlook Web Access 2010
* Microsoft Sharepoint 2007

* Microsoft SharePoint 2010

* Microsoft SharePoint 2013

BUAY R=UORNIE— RENLEX—VDURLEZANLET, ZOXR=VIZE, vrA v
BT 7o dDa—Y— A X T 7 2 a UREIZ2 ) £F, URLIZIE, [TEOHOES
REEHZ D * A TEET (72 & %X, http*://www.example.com/test)

[Pre-login Page Control ID] # A/J L £ 4, Zhid, v /A v N—= LRI FERT= 71 &~

N—=YDURL TZ U w7 A2 NG o/ % 7o 1D T,

[Application Parameters] # A ) L £, 77U r—2 a3 S C T, RORNENE 5 7HE
PR BV E9,

« 711 b2l HTTP ¥ 7-1% HTTPS,
e IRA M, 72 & 2IE. www.cisco.com 72 & T,
R —FEFG, TV r—varyTHEHAISNDER— |,

« [URL Path Appendix], 7= & ZIE, /Citrix/XenApp 72 & T, @ ik, HEIA LS E
R

* [Domain], ##id 2 KA A

s [UserName], =—H%—4 & L C{#HHF 5 SSLVPN A%, [Select Variable] %227 V v 7 LT,
B DB BIR L E T,

« RAT— K, NAU— R L LTEHT % SSLVPN 244, [Select Variable] %2 U » 7 LT,
B DB E IR L7,

(EE) [Preview]| 27 Vw7 LT, 77 b —brOHIERRLET, [Edit] 227 Vv 755D
L. T UL — b EERETEET,
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ATvIN

BBy A AL FIUsr—vavnTvsz—snemn [

[OK]%ZZ7 Vw7 LT, BHEEITWET, F£721E, [Cancel]l 27 VU v 7 L TERAMIL £,

BEIY A oA 7T r—23a DT vy I—I DENM

FIE

ATy T
ATvT2

ATvT3

ATV

OF T a TR, BRI A U F L T = a DTy I~ — T BERTE F

7,

B A Ay 7Y r—a VOBREIZIE, 2 OOFIEBMLEIZRY 97,

1 RV T —2ZNHY, POST/XT A= NN T v I~—J 2 TFELET, T 7
~—J EBREBLOEID YT, I —TFRFa—F— R —THEALET,

2. Tl ~— U HERELET, BEOF Y I F v EREEAMHH LT, SSLVPN/ST X —4%
Xy 7Fy L, T r/~—7 THRELET,

2P =K L TCERTHT v I ~—7 DARIE AT LET,

[URL] Rry 7 Xy A=a—%fH LT, URL ¥4 7 (http, https, cifs, F7I% ftp) % ik
WLET, A VA —FEINTETRTOT T 7 A DURL FA TN, ZOA=a—IZRRIH
T, R—FN X=WV 7 L LTTITTA v E2RRTHIZIE, 774D URLZA T
EIRL E9,

Ty I = DODNSHEIXIP T RLRAEANLET, 7774 0 O5AIX. F—1—0D4
AiZATTLET, ==L DR%IZAT v =2 LB (17) ZANTDHE, A7 a o
TA—HERETEET, ZTIUHBNTT U REERAT 5 & ROBETTRT L DI,
NG A= FUMERT BT NET,

server/?Parameter=Value& Parameter=Value

5 -
72 Z2iE, ANTEDLFT L a ORI A—=FMERTIE, FEDT 774 L »TRED
F9,

host/?DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

TITA K LT, YT Ay AR N ERRET DIE, NT A= H fERT
csco_sso=1 = L 9,

host/?csco_sso=1&DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

PTEA INELT, 2= —IERT DT v I/ ~v—27 2 FVIZOVWTOHHTF A FEA
HLET,

BELYISATURLRASSLVWPNDaYT74¥aL—ay [}
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B o= urrorvk—rsrvzoam—r

ATvTh
ATvT6

ATy T17
ATFvT8

2AFvT9
ATy 710
ATvIN
ATvT12

ATy 713

ATy 14

TJvo<—4

[Thumbnail] Fr v 77X 7 Ama—%fHLTC, = Ka—HF— K-V DT v I~<—7
WZBhEfT T AT A a v IR L ET,

[Manage] %27 Vv 27 LC, L x— Lt LTHEMRT LA A=V %A UAR— MEIZT 7 AR —
FLET,

(fE£&) [Place This Bookmark on the VPN Home Page] = v 7 R v 7 A& 4 2 LET,

[LoginPageURL]Z A I L¥4, AT DHURLICIE, VANV KI—REHEATEES, &2
1%, http*:// www.example.com/myurl* & AJJ L F9,

[Landing Page URL] # AJJ L £ 9, ASATIL, 77V r—Ta v ~DEFRe 74 it d
L2, T T 4T R=UERETOHLERNHY £,

(fI=&) [Post Script] # AJ] L £7, Microsoft Outlook Web Access 72 £ D—#D Web 7 7'V
r—3a E, JavaScript ZFEATL T, BT AV T —LEFETDHHNT, BERARITA—F%
EWTHEE08H Y £9, [PostScript] 7 4 —/V RTiZ, ZO X577 7Y r—3 = > JavaScript
EANNTEET,

W72 [Form Parameters] 23BN L F9, #4372 SSL VPN A# T &1Z, [Add| %27V v 27 LT
[Name]Z AL, U R MDOEKEZERLET, "I A—FEZEETDHITII[EdE27 Y v 7
L. HIEET 51213 [Delete] 27V v 7 LET,

a7y R=UORNHIRE— RENEX—YDURLEZANLET, ZOX—IZE, vl A
[T DD —— A 2 H T 7 v a URKEZR ) £F, URLIZIE, (EEOHOES
REEHZ D * H AJITEET (72 & 21X, http*://www.example.com/test)

[Pre-login Page Control ID] Z# A7 L £ 4, Zhid, v /A v N—=IZHEDRNZFE Rz 71

N—YDURL TZ U w7 A2 NG 5/ % 7o 1D T,

[OK]% 27 Vw7 LT, BEEAITVET, F72i, [Cancel] 22 U v 7 LTEREZMHI L £,
UNRLIEE <

RDBRY

T Jw— 7 EiRET 586 . HTML Parameter Capture #EE & ] LT, VPN HEj% 1 > 4
WRIA=BEXxTF¥TEET, Ty I/ v—2I3MRESN, INV—T K v—Fzida—
P—IZETHVETOENAILERH D 7,

[SSL VPN Username] # A JJ L T2>5, [Start Capture] 27 Y v 7 LE 9, KIZ, Web 77 U
EEALT, VPNt v a U EZBBL T, AV F TRy hOR=VICHER TS, A%
T9 5%, [Stop Capture] 27V v 7 LET, NITA—ZBRETEL LR, Tv 7
~—ZIZFASIINET,

VA MDA VR—FBELVITY RAER—F
FCRRERHDT 9 7 =) VA ML, A 2 Fm FEFET ) AK— hT& £, M

DTETCWDLYVAMEAUAR—FLET, VA 27 AR—F L TEEEZIIMEL TH
5, AR —FFHZLbTEET,
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FIE

ATV Ty r~—27 VA RNEARICHRELET, K64 LTT, AX—RIEHTEEEA,
RT9T2 VAN 77 A NVEAL L R— R T5, FRETI AR— T 57200 HEZRRLET,
s [Local computer] : 2 —H /L PCIZHEEHT A7 7 A VA R — T HHEAITENLET,
* [Flash file system] : ASA |ZHEET A7 7 A VE =T AR— T HEAITRINLET,

* [Remote server] : ASA 257 7 B AAEER U E— b $——|ZTFHFEFT L URLY A 77
ANEAVR= T L5EIC7 ) v LET,

«[Path] : 7 7 A L~D7T 7 A2 JA (fip, http, F7=iL https) ZFFEL. 7 7 A L ~DX
AHANTTLET,

* [Browse Local Files/Browse Flash] : 7 7 A /L D/SXAZZ B L £,

* [Import/Export Now] : Y A s 77 A V& A U AR—FELITZZ 7 AR—FLET,

Import and Export GUI Customization Objects (Web Contents)

CDEATaTIRY I ATIE, Weba 7o 7927 baA L R—FRBIOD 7 ZAHR—
FCEET, Web a2 T Y AT/ NOAHIE T 7 AN XA THRERENET,

Web =27 21, BREICERE SR — L X—=Uh s, = R a—Y—R—Z L%
AR A RTHEEIMERT DT A0 A=V FET, SEIERBEIHY 9, REWH
HDOWeb T V0E, A VR—bERIZT 7 AR—FTEE9, FH%ERNTE TV D Web
AT UVEALR—RILET, Web 2TV ET T AR— M L TEEEZITREL TH
b, A YR —FT5ZLHTEET,

FIE

ATFYT1 Z77A4N0DA AR —bmEIFe s AR — FmOBEFEZER L £,

* [Local computer] : 2 —H /L PCIZHEHT D7 7 A VA R — b ETIFT I AR—1+T5
Balcr )y 7 LET,

* [Flash file system] : ASA IZHWHT B 7 7 A V& A VAR — bERITT 7 AR — FTB5HEIC
7V w7 LET,

s [Remote server] : ASA ST 7B ARRER U E— b b—N—|ZFHETEZ 77 ANV EA
R—FT2HE57 Y v 7 LET,
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BESISATYRLASSLWPNOIY T4 FaL—vay |
B rost s x—soEmssvEE

[Path] : 77 A N~DT 72 AFA (fip, http, F7oiE https) ZFEEL., 7 7 AL ~D/X
2B ANTTLET,

* [Browse Local Files.../Browse Flash...] : 7 7 A VDA BB L E T,

AT T2 avT oV ~OT 7 ATRIENLENE I NERELET,

WRADT VT 4y 7 AL, FBREEERT L0 E I MTS U TR Y £9°, ASAL, FBFENHLE
ATV 27 NOBEITIE HACSCOEH ZEM L, BBREN AT A7 Y =7 FOYAIZIE
/+CSCOUH Zifl L£9, ASA TlX, H+CSCOEH 7V =7 MIR—F L _X—=I|ZDHFER
SNFETHR, ACSCOUH AT V=7 MNIn A v XR=TFETR—F N RXR=UTERLEZY
T ENTEET,

ATYFT3 7 Vw7 LT, 774 NVEAR—bERIFZ 7 AR—FLET,

POST /X5 A —2 DENE LK UViRSE

ZOXAL T, Ty /~—27 = MYV EURLY A RDRARN NG A=ZEFELET,

7 F A7 L ASSLVPN Z#IZL Y, URL BL T 4 — L~—AD HTTP post #fE T #i
MEATTEET, TNHOERII~ 7 v b IN, =2—H%—1ID L XRATU— R, £413Z0D

-

MDA RG A =R Ebie, W=V F N VY —ZA~Da2—P— T Vv RAEHBETXET, =
DEHIRY I—=RDOFNIE, Ty r~—F7 = ), URLUV A, BIOT7 7 A VFgRE
NhHYFET,

FIE

ATV TN RIA=ZOAHEEZ, ST 2 HIML 74+ —AD LBV ITHELET, & 23,
<input name=“param_name” value=“param value”> T,

LI TVDEEOWTINE Ry 7Z T U X R LERTEET, £, BREER
TEET, Fuy7¥ oy JARNDIE, ROEBZRRL T,

R3: V54T FLRSSLVPN DEH

No. | = #2 EZ (Definition)
1 CSCO_WEBVPN_USERNAME SSL VPN . —#— 1 7' A > ID,
2 CSCO_WEBVPN_PASSWORD SSLVPN —H#— g /A4 AT — R,

3 |CSCO_WEBVPN_INTERNAL PASSWORD SSL VPN = —H—HNE Y VY — 2 )NAT— K, Fx >
BEETH Y, AAA Y — = L > TRRES LT,
P—NZDEEATTHE, NAT—NEDRDY |
YA A DR —RE L THEAENET,

B 5ELY547 FLASSLWPNOa Y I 4FaL—SaY



| BELY547 2 FLRSSLWNOIY T4 F¥al—ay

posT <5 x—anems L vimE |

No.

EHEHR

E2 (Definition)

CSCO_WEBVPN_CONNECTION_PROFILE

SSLVPN 2 —W—na s Af J)—7F Ka vy 7H
T ANVNDOITIN—TF A VT A

CSCO_WEBVPN_MACROI

RADIUS/LDAP <> ¥ —[E A @I & > TEHE, |
B LUTLDAP O ZNE~ v B 7T 584
FEHA 5 2 adEEix WEBVPN-Macro-Substitt
D E9,

RADIUS #% I CTOZEERLIL, VSA#223 12X o

CSCO_WEBVPN_MACRO2

RADIUS/LDAP <> ' —[EF @I L > TEHE, |
ZREHALTLDAP b ZNE~ v B 7T 54
fEHA$ 5 2 A 2@ g X WEBVPN-Macro-Substitt
D9,

RADIUS % COZEEEHLIL, VSA#224 12X o

CSCO_WEBVPN PRIMARY USERNAME

Emunﬁﬁﬁ@7 FA=Y :L“_“H- @Dy/])/ID

CSCO_WEBVPN_PRIMARY PASSWORD

TERGEAO T I A <) a—HY—nu s A R

CSCO_WEBVPN SECONDARY USERNAME

Emunﬂiﬁﬁ@‘kﬂ/& ) :L“_“H- @D?/}’/ID

10

CSCO_WEBVPN_SECONDARY_PASSWORD

%nunﬁ:ﬁﬁ@ﬂzﬁ/y ) :L*"H‘ ourA 1D

11

CSCO_WEBVPN DYNAMIC URL

=P —DR—=HNVNTEBEDOT v I ~—0 )
H—DT7 v r~—7,

12

CSCO_WEBVPN_MACROLIST

HRICRESNTZT v/ ~—7, LDAPEM~ v
INADEEOY A ADY A NEFEHTEx £,

ASAIZZING 6 DDOEHLFHOWTNNE Ty Ra—F—8R (Fyr/~—27 £/-IFRA b
TH—2L) TRHEITZE, VE— N P—_—CEREZPETHIC, BEE 22— —[EH DI E
HLE9,

G¥)
TU—V TXANT (X2 VT4 77747 U A&FEHAETIC) HTTP Sniffer FL— A%
FITTHE AEEDOT 7V r— 3 O http-post /X7 A—HEREGTEET, kROY 7
5, BEIOT T U v T F vy V= THDLHITP 7T 74 FE# AFTEET,
http://www.ieinspector.com/httpanalyzer/download V2/IEHttpAnalyzerV2.exe

ATV T2 YT DA EIRT DI, ROEEFIHE|

THE-TLTZ&E VY,

« BH 1~ 4 295, ASA 1Z. [SSL VPN Login] ~S— NS HRHI0D 4 SDOE X2 OfE
ZRELET, HICIE, 2—F—4%, RRTU—F, REAZRT—F (F7varv) . Bk
W N—TD7 4=V EREENTVWET, 2—F—FRNOZNEDR M) > 7 %585
L. ZOARN) T a—HF—EEDETEZWL THDE, VE— M ——(ZEREZE

]\/\i—g—()

BELYISATURLRASSLVWPNDaYT74¥aL—ay [}


http://www.ieinspector.com/httpanalyzer/downloadV2/IEHttpAnalyzerV2.exe

BESISATYRLASSLWPNOIY T4 FaL—vay |

B rost s x—soEmssvEE

ot
)?'ﬂ
o

N}
|

For example, if a URL list contains the link,
http://someserver/homepage/CSCO_WEBVPN USERNAME.html, the ASA translates it to the
following unique links:

For USER1, the link becomes http://someserver/homepage/USERL.html
For USER2, the link is http://someserver/homepage/USER2.html

In the following case, cifs://server/users/CSCO_WEBVPN USERNAME lets the ASA map a
file drive to specific users:

For USER1, the link becomes cifs://server/users/USER1

For USER 2, the link is cifs://server/users/USER2

THs L 6&fEATSH, v 758106 DfEIX, RADIUS % 7-21Z LDAP O & —[EH
Bt (VSA) TF, Znublick ., RADIUS £/ LDAP —_X—DO W TN THRE L=
RV oOFREEFHTED L2 £,

BET ~ 10 AT S, ASAIZZND 4 SO LTFH OWNTINE Ty Roa—HF—3
R (T r~v—0FLEFRAN 74+—2) TR#ETHE, VE— N b= _—|CHREE
TR, BHE a2 —V —EHA OEICER L 9,

The following example sets a URL for the homepage:
WebVPN-Macro-Valuel (ID=223), type string, is returned as wwwin-portal.example.com
WebVPN-Macro-Value2 (ID=224), type string, is returned as 40l1k.com

To set a home page value, you would configure the variable substitution as
https://CSCO_WEBVPN MACROl, which would translate to https://wwwin-portal.example.com.

EH N EEHT L, 207 v 7 ~—21X, CSCO_WEBVPN_DYNAMIC URL 723+
L7 EN TS LDAP Bt~ v AW TAR SN E T, LDAP 75515 L7= 30551
X, TV RTA—FEFERHLTHETES, OV 2 MR £9, ZOEKE url
T4 =V R THERALEZY, Ty ~—2NTPOSTRT A—% L LTHATS L, TS
T2 LDAP SUFHNDOFEICHK LCT v 7 ~— 7 BDERSNET,
CSCO_WEBVPN_DYNAMIC URL #7957 v 7 ~—2 OFERZLLTIZRLET,

<bookmark>
<title>Test Bookmark</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://CSCO_WEBVPN DYNAMIC URLL(".")</url>
<subtitle></subtitle>
<thumbnail></thumbnail>
<smart-tunnel>no</smart-tunnel>
<login-page-url></login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>
<control-id></control-id>
<<post-param>
<value>valuel</value>
<name>parameterl</name>
</post-param>
</bookmark>

CSCO WEBVPN DYNAMIC URL I LDAP B/~ v 7 IZF%E 4L CE Y | hostl.cisco.com,
host2.cisco.com. host3.cisco.com {ZX%fi> L CWET, TV I ZIZHE- T,

A7 FLASSLVPNDI Y T4 Xal—2 3y
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http://host]1.cisco.com, http://host2.cisco.com, http://host3.cisco.com & EFTeH—~D AL 7 4 F =
L—yarhbAREniz, 300G URL & 3507 v 7 ~—r BT £,

IHIZ, POST RTGA—HD—HL L THRDO~ 7 azflHTEET,

<bookmark>
<title>Test Bookmark</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://www.myhost.cisco.com</url>
<subtitle></subtitle>
<thumbnail></thumbnail>
<smart-tunnel>no</smart-tunnel>
<login-page-url></login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>
<control-id></control-id>
<post-param>
<value>CSC07WEBVPN7DYNAMICiURL(";")</value>
<name>host</name>
</bookmark>
MU~y 77 LDAP JE@MEZEH LT, #—7% > I URL http://www.myhost.cisco.com
EEL3ODT v 7= PERENET, TNENDT v 7 ~—7 [T 5 POST /17
A —K L 4Hi host 3 & OME hostl.cisco.com, host2.cisco.com, host3.cisco.com % £ H F

—a_o

GE)
CSCO WEBVPN DYNAMIC URL IV v/ ~—27 TOMEHTEE9, v~/ i HhiR—
FLTWBRIOEAT (Citrix Mobile Receiver D vdiCLI 2> 7 4 F a2 L — g 7R YY) TfF
HAT5Z LI TEERA, SMBR—FN_R—=VEERTHOICHHTEZ L TEEYE
/\Jo

BB R EERTS, 2O aFANELT3IODONRTGA—4 ([T v I A TIUI
A A=) EROET, AT v ATEEEICE > RSN DB T, BIRT
LBEFROFFEHRELET, 7V IXTEHRETICL - TSNS 3078 TT, ZO3XF
FNOLF%FH L TLDAPIZ~ v B 7 SN XFH X8I0 fEOY A MZLET, =
7aDFERZ L1207V IZBMERESNET, =AF—71F, ASATRICEEHRZ D
ATZ LDAP SCFHIIZ0 3 2 S8 ¢ 9,

7= & z1E., CSCO_ WEBVPN MACROLIST(2,",", url-encode) I, U A h® 2 FH DIEE
M2z, BIXORUY XFE LTH—OH o ~E2 AL TCFEHEXGIY, U X M
THZEZEBELTOET, X, Ny 7T R~ ASA BRICEHREIND & X ITH5
{EENFZURLICR Y £9, TR —TF —F2d, ROMEHIER S ET,

eNone: Ny 7 2 K P—R—~DEEFHNT, LTFIUMEITK L TEBREZI TV ER A,

o url-code : M SN T-FEIFH B SN URLIZAR Y £4, 7-77 L. URL THEEECE
SR 5O TR LTI S E T,

« url-encode-data : fi##T S 7= 4&flI%X, URL = a2 — R CTRAICEHRINET,
 base64 : it SN 7-EEI1X Base 64 TH AL I L E T,

CSCO_WEBVPN_MACROLIST1 #4257 v 7 ~—27 OFREH Z# L TITRLET,

BELYISATURLRASSLVWPNDaYT74¥aL—ay [}
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<bookmark>
<title>MyHost</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://www.myhost.cisco.com</url>
<subtitle></subtitle>
<thumbnail></thumbnail>
<smart-tunnel>no</smart-tunnel>
<login-page-url><login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>

<control-id></control-id>
<post-param>

<value>CSCO_WEBVPN_ MACROLISTI (1,

<name>paraml</name>

<value>CSCO_WEBVON MACROLIST1 (2,

<name>param2</name>

<value>CSCO_WEBVPN MACROLISTI1 (3,

<name>param3</name>
</post-param>
</bookmark>

n.n
ror

url-encode-data) >/value>

n.n
’

, url-encode-data)</value>

, url-encode-data)</value>

DT v ~—7 &EHT 5L, www.myhost.cisco.com 77 7 A LT, 320 POST /¥

Z A—4# (paraml, param2, param3)

FEHEIMICY — =R ETE 9, ASA IF,

CSCO_WEBVPN_MACROLIST1 DfE% /X7 A — X IZEHE L T D, Ny 7= RICERE

]\/i—é—o

GE)
CSCO_WEBVPN_MACROLIST /%, it
R

D~7uPMERSNLEATRL EZTHMATE £

ZOBAEDRED JEIL. ASDM THomepageURL /X T A — X ZRETH LTI, A

U7 Nk LIz 0 hzT v 7r— Rl Ty, BEHEFIIIIN—T R —HNOED
R—LN—TNAY— b bR TR 2222 fETE £9, ASDM @ Network
Client SSL VPN % 7213 Clientless SSL VPN Access = 7 3 2 775, [Add/Edit Group Policy]
NAVNIBELET, NARITKRDEBY TH,

* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit Group Policy] > [Advanced] > [SSL VPN Client] > [Customization] > [Homepage

URL] &

* [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies] >
[Add/Edit Group Policy] > [More Options] > [Customization] > [Homepage URL] J&

ATFYT3 T r~—2FEIFIURLZV b U Z3RE
K (OTP) Z{FEH L., FENTOWABFA—N T I EATRAET 4 v 7 RNEHNAT — R&{#

#

HT5Z LIk~ T, HTTP Post Z#fFH L

L$9, SSLVPNEZRIFCRSA TV XA L IXAT—

TOWA VY —RZn A TEET, ZDOHED

REBDOFEX, WONADOWTNNEHEHLTASDM T v 7 ~—7 = h) ZBINE 2

WETHZ ETT,

* [Configuration] > [Remote Access VPN] >

> [Add/Edit Bookmark Lists] > [Add/Edit

[Clientless SSL VPN Access] > [Portal] > [Bookmarks]
Bookmark Entry]>[Advanced Options] fEJk > [Add/Edit

Post Parameters] (URL Method JEM:D [Post] Z#27 U v 7 35 L FRINET)

9547V ELASSLVWPNDOI Y T4 FaL—2a Yy
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* [Network (Client) Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >
[URL Lists] & 77 > [Manage] 7~ & > > [Configured GUI Customization Objects] > [Add/Edit] R
4 > >[Add/Edit Bookmark List] > [Add/Edit Bookmark Entry] > [Advanced Options] fflsk >
[Add/Edit Post Parameters]

ATy T4 77 ANV (CIFS) URL BHARETHZ LICL o T, KW FART v o ~— U RELH
p% L E4, URL [cifs:/server/CSCO_WEBVPN USERNAME| %Z&%ET 25 &, ASAITEN %2 —
P—=DT7 7 ANIER—L T4 L7 PVICABWNICY Yy B LET, ZOFHETIE, (A
U — RBLXOWHARAT— FEBLITZ 9, KRIZ, URL @HOGIZ2/RLET,

cifs://CSCO_WEBVPN_USERNAME:CSCO_WEBVPN_PASSWORD@server
cifs://CSCO_WEBVPN_USERNAME:CSCO_WEBVPN_INTERNAL_ PASSWORD@server
cifs://domain;CSCO_WEBVPN_USERNAME:CSCO_WEBVPN_PASSWORD@server
cifs://domain;CSCO_WEBVPN_USERNAME:CSCO_WEBVPN_INTERNAL_ PASSWORD@server
cifs://domain;CSCO_WEBVPN_USERNAME:CSCO_WEBVPN_ PASSWORDE@server/CSCO_WEBVPN_ USERNAME
cifs://domain;CSCO_WEBVPN_USERNAME:CSCO_WEBVPN_INTERNAL PASSWORD@server/CSCO_WEBVPN_USERNAME

NER—FDHARETARX

FHIRE SN AR—F NV EFEAT R0, TR — 2 VSRR Z A L T OR— 2 L%
B C&EET, MBOR—ZNVERETHHE, V74T MLAR—Z L ENAI/NAL,
POST ER & 145 L CAR—Z L2 B T& £,

FIE

X7 w71 [Configuration] >[Remote AccessVPN] > [ClientlessSSL VPN Access] > [Portal] > [Customization]
ZBIRLET, MERDAZ~ AP — g o &2MfHFoR L, [Edit] 28R L £7,

AT w 72 [Enable External Portal] = v 7 R 7 A& 412 LET,
AT w73 [URL] 7 4 —/V RIZ, POST ERNHFAEIND L HIT, BERIMNBR—ZNLEANLET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



