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* VPN O (1 =—)

» IPsec Site-to-Site VPN Wizard (2 ~<—73)

« AnyConnect 7 54 7> b VPN D 4 HF— K (4 ~<—)
» Clientless SSL VPN Wizard (7 ~X—7)

» [Psec IKEv1 Remote Access Wizard (9 ~<—73)

» IPsec IKEv2 Remote Access Wizard (14 ~<—73)

ASA X, 2—HF—NT T A _X— gt & 23 TCP/IP * > RV —727 (L X —F v hp L)
BERTEX 2 TR AT HZEICL0, XN—=F ¥ )L T TAX— K Xy NT—7 ZHEG
LET, TR Lo T, single-user-to-LAN #5#i & LAN-to-LAN #fi &4 fL T 7,

TR TR R RV EMEE N, ASA X R Y e hanrEEHLT, Bxa
TANTRA=ZOFRAT— b PRV OERBIOER, ~Fy hol 7k, hox
NEI LT3 SOEZAE, N7y SOOI T v AALIRERZITOET, ASATX., XI5 b ®
NOTY RRA L MELTHEIEELET, X, TL—r Xy bEZELTHTEME
L. ThE bRV DH ) —FHDTY RiRA V MIEETDHZENTEET, TDOT L RRA
YT, Ry NI T EMEE RS, RERRSEICEESNE T, £, XY

TATTITATRAZ, BTk asni Ty NaeZFE L TH T Ub iR L. £ ek
KRB HEICEET D2 b TEET,

VPN 7 ¢ H— R2FEHT 5 & EARMZ LAN-to-LAN & UE— K 727 & A VPN #ma % E L
T, FRHEAF—FITT VXNV GEAELZGEAICE D B CTAHZ LN TEE4, ASDM & fii
L CHORSRE A RERB L UORRE L TL 72 & W,
ZIZTIE, kD 45D VPN U 4 F— RIZHOWTIBH L9,
o Clientless SSL VPN Wizard (7 ~2—2)
ASA 7 747 ML ASSLVPN L, 1EFTRTDOA X —F v bAIGERENDS Web 77
UL EDRAT 17 SSLKFSAUHERETZIT &2 L T, Secure SocketLayer (SSL) U E—
N7 B AERTEDLEIICLET, ZOTTUYPR—ZADVPNICLYD, @il
V754 TTIAT v ANDEF 2T R YE—F T ZEAVPN b RALEFENLTX E7,
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[l 1psec Site-to-Site VPN Wizard

m&éﬂék Z—P—|ZIFER—F N N=UREREIN, PR — N SNDREDOHERY

AT 7 BATEDLLOICRVET, Xy NU—IEHFHRZIX, /N —7HTax—
ﬁ W2V —=A~OT 72 AMEREMN G LEST, 2—F—X, Ay hT—27 LD
V—RIZHEBET 7 EATAHI LIXTEERA,

AnyConnect 7 747 > K VPN U 4 #— R (4 <—)

Cisco AnyConnect VPN 27 7 4 7 > | AnyConnect VPN & ¥ = —/L{X, ASA ~DEFx 277
SSL#Et £ 7= 1XIPsec (IKEv2) #EfeaffitL, Zhickv, VE— ha—F -t ko3
UY—A~DTZ)VVPN b R U 7N A[RRIZ /e 0 £3°, FRNCZ FA T2 MI3A VA h—
NENTWRWGEAE, VE—F 2—%— %, 7747 LA VPN B &% AND &
FCRESNIA LV EZ—T A ADIPT RL2ZE2 7T UHICASLET, ASAIL, U E—
Ny a—FDFARXL—T 4 VT VAT AEETHITA T by r—FRL
F9, Xy u—KRETTDHE, 7747 MBREBIBICA VA F— L EINTRES
. BX 2 T REENHENLSNE T, RS T T 5L ASADREILUT, 7747
VMIFOEFED D, FREFT A A M= AENFET, LHINDBA A =1 ENT
WBT ATV FOBEIL, 22—V —OFFERFIZ, ASAICE -T2 947 D) EY g
RS, ELT7/77v—béni#o

IPsec IKEv2 Remote Access Wizard (14 ~_—73)

IKEV2 IZX» T, DR Z—D VPN 7 T4 T bB ASA IR CTCEE9, itk
D, BXx=2 TRk Iins e Ebic, EOMGEBENHEEL TS IPsec V E— k
T AT N TEE T,

IPsec IKEv1 Remote Access Wizard (9 ~=—73)

IPsec Site-to-Site VPN Wizard (2 ~2—<)

LAN-to-LAN #%#5¢ T IPv4 & IPv6 Dl DT KL v U 7 BMEA STV 5HA. ASA T
VPN b R B YR— b INDHDF, WMFOET N ASA THY . 2O ONEHE v b
T—7D7 Kby 7 FABR—HLTWD (fGFEb IPvd £721FIPv6) L XT9, =
i, WHFOET OWNER y b T —27 8 IPv6 THERFR v BT —27 MR IPv6 DA H YT
TEL ET,

IPsec Site-to-Site VPN Wizard

2EDASA T A AMDO R T A WY = A N brxb) BRI, BOFRTY,
P A RV —H A K VPN F R TiE, IPsec 72 a2 i L TTF— 2 0™E#E SN,

Peer Device ldentification

* [Peer IP Address] : tid¥A K (E7 T4 R) ODIPT RLAEZRELET,

* [VPN Access Interface] : %14 b —H A b bR VIHEHTHA 0 F—7 = RAERINL
EJ RN
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IPsec Site-to-Site VPN Wizard [JJ}

* [Crypto Map Type] : ZOETIMEHSIND~Y Yy T DEAT (RET 4 v 7 ET2TXAF
Ivr) BEELET,

RETDESTa9D
IDAT w7 TIE, v—HNV Xy NT—=7BIOVE—bh Xy VU= 2HELET, Zh
LDy U= TiL, IPsec iEHLEEM L TR 7 0 v 7 BMEESNET,

* [Local Networks] : IPsec M o RATHEH SN AR A MERELET,

* [Remote Networks] : IPsec h " RATHEHINL Ry NV —7 ZEELET,

¥l T4

ZDART T, ET T AL REDORADHIEEZRE L ET, BMARRELRIRT 50, F
AR —Z2BETEET, FLIBICEEMARA T v a 2oL, BLTICHIAT 5
[Customized Configuration] % i%#{R T& £,

* [IKE Version] : &6 50 3—2 3 VAT 50200 U T, [IKEv]] £72I1E [IKEV2] F = v
TRy 7 A A AT LET,

 IKE version 1 Authentication Methods

s [Pre-sharedKey] : FaiftA ¥ —2 AT oL, VE— N ETOEBRERTOHOR Y
N =7 BEELTWLEE, B2 T fEIcEy N7y 7T ks, e
AWDIPsec T 1L, X 2 7 B AL T HMHFOET ZEIZary7 4 Fal— 3
UIEHRAEMNELT B, KRRy NU—7 TIEAr—J 87 4 OFEBRET
LHANHY £9,
IPsec E7 DENT 1L, FRIHAF—ZRZWL TEX 2T b XV EHELT H0E

N ET, X2 T RFEZEHLT, V= FOFHE L FRtA T —%
LTS TEE N,

[Device Certificate] : = — /L ASA & VU E— b IPsec &7 M OFEAE CREAEZLH T2
LEw 7y LET,

FIOHNVEFAEIC L A IPSec N RAVDRESIICHERATAEX 2 U F 4 F—5 8L L <
FHCTEET, 7 UVXNVGREIIL, ARl VY TAES, St HH, £ IP
T RLVRRED, =P —F 73T, AEBAT HERNGEER I N TWVET, £
FOHNVEARICT, ABEF—0Oa =4 EENTWET,
2ODETRNEIETDHAIL, IEAEBEL T VX NVEL SINT-T — X 2 ZH LT, FHA
DFBFEEITVET, HILWET 22Xy NI —272BNT 5581, TOET % CAIZ
B LET, O T RNBMNOREEZITI LEITH Y FH A,

* IKE version 2 Authentication Methods
s [Local Pre-shared Key] : IPsec IKEV2 it SR &R B LT VT Y X AZELET,

* [Local Device Certificate] : VPN 7 7 ¥ 2AORGEZ, X2V T 4 77 I7AT L A%
LTITWET,

VPN 4 H—FK .
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o[V E— hETHBIHAF— (Remote Peer Pre-shared Key) ]: 2 — 75 /L ASA & U E—
N IPsec 7 HORIEH OFR AT —2 AN L £,

* [Remote Peer Certificate Authentication] : ZDF = v VR v 7 ARA DL XL, BT
TNAAPRGERELZFEAL TZOT NS, R L TEHORBIEEZIT) ZENTEE
‘g_O

* [Encryption Algorithms] : Z DX 7 Clk, 7 — ¥ OREIHEHT L0 5LT LT Y X LD H
A TR L ET,

* [IKE Policy] : IKEVI/IKEV2 #BREHF & HE L £7,

* [IPsec Proposal] : IPsec b7 /v T Y XL Z4EE L £ T,

* Perfect Forward Secrecy

» [Enable Perfect Forwarding Secrecy (PFS)] : 7 —— X 2IPsec & — D AEKIZI\ T, Perfect
Forward Secrecy T 2228 97, BLXOMEHT2E SOV A X 2fELET,
PFSIE, HiLWW¥F—Z9 T, HH0HBEOF—LEKR LRV EVWIREShar &
7 hTY, IPsec p AT —3 3 T, PFS A R—T VIR EHET, 7=2—RX2
F—F7 =2 —X 1 F—|{ZHDIONTWET, PFS TiL, F—DAKIZ Diffie-Hellman 5
AMEEHI N TWET,

PFSIZ &> T, BEX—D 1 OGS TH, —HEORMINAF —3 L O
F—OIRELEEYy v a vy F—idRai s e £,
PFS I%, B O W TA R—T W D2 MERH D £7,

» [Diffie-Hellman Group] : Diffie-Hellman 7' /L —>7" 1D Z®#IN L £ 5, 2 DD [Psec 7

X MAEICHEAREERAERET D 2 L EREFREEHT 5720120 ID

EHEHLET, 774/ D Group2 (1024 £ v b Diffie-Hellman) (%, Group5 (1536
vy k) LR LT, CPU OFEITRMITENTT A, LRMIHR 20 £,

NAT Exempt

* [Exempt ASA side host/network from address translation] : K2 v &7 U X M ZHEH LT,
T RUABBINOERNT DRA M EITFRy NV =7 2RI ET,

AnyConnect 7 54 7> L VPN 4« H—

Z DY 4% —Fi%, AnyConnect VPN 7 7 A 7 >k ® AnyConnect VPN &7 = —/L' /)5 D VPN
Vi P AND LHICASA ZRETDHEXIHEHLET, 2OV 4P — KT, 7L xy
NO—2 77 RANTESH L9 Psec (IKEv2) 7' b=/ £721%L SSL VPN 7' b 22L& g%
ELET, VPN BT L7z & E12, ASA 12X > CTHEMIIZ AnyConnect VPN 27 7 A 7
I @ AnyConnect VPN & ¥ 2 — /L)L R —HF—DF A RZT v 7r— RSN ET,

B vnNYes—F
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AnyConnect 7 54 7> VPN 4« H—F .

Connection Profile Identification

[Connection Profile Identification] Ti&, VE— K 727 A 2—H—|Z%7 5 ASA ZfHE L £
ﬁ—o

+ [Connection Profile Name] : V E— F 77 A 22— —R VPN EHDT-DIZT 7 AT 5
AETEEELET,

* [VPN Access Interface] : VE— K 727 A 2—H = VPN RO OIZT 78 AT HA
VE =T oA A EIRLET,

VPN Protocols
ORI T 7 A MK LTCEHFA TS VPN 7’e ha L ziELET,

AnyConnect 7 7 A 7> b OF 7 4L MESSL TF, #7027 7 A /LD VPN ko Fx/L 71
kvl LTIPsec A F—7 MI LIzHAIE, IPsec A F—T NI LTI FA T b 7
T ANVEERLTERT LMD £ (EKT 521X, ASDMOT a7 7 A )b
TT 4 X EHFERALET) |

WebLaunch D183 Y (2 AnyConnect 7 71 7 > ~ ZHaiEHET2%E61%. PO 7F7A4 7 b
BRI SSL AL, By a VHIZASANL I IA T N Ta 7 7 A VEZITRD 97,
RO TIX, 77947 MIZD7 e 7 7 AV TRES N m kb (SSL £721%
IPsec) #fEf LET, IPsec WRESNTZT 07 7 A NET T4 T MEEHICHERIER LR

Bl BAD T T AT > M EERET IPsec MEH SAVE T, Psec A R1—7 /W LI2KEED
FGAT v N a7 7 AN EERRET S HIEOZEMCOWTIE,  [AnyConnect Secure Mobility
Client Administrator Guide] #ZB 1L T 7Z 30,

« SSL

* [Psec (IKE v2)

* [Device Certificate] : VE—h 7278 A 7 T4 7 MIXT 5 ASA 25 LiT
AnyConnect 7 74 7 > kb OFEREDOHIZIX, Always on <° IPsec/IKEV2 D L 512, H72T
NA AGEEDR ASAICHET D L2 E LT 2008H Y 4,

* [Manage] : [Manage] % i8R 3" % & [Manage Identity Certificates] 7 « > K7 23 & £ 7,
* [Add] : ID GERAE & 2 OFERIE A 1B13 2 121%, [Add] Zi @R L £7,

« [Show Details] : #5& DFFHE % 2R L T [Show Details] 27 U v 735 &, [Certificate
mmm74yF¢ﬁ%%\%@ﬂ%ﬂ@%ﬁﬁ%ﬁk%ﬁ%ﬁ IRENDIED, ¥
VT NVEE, AL, ST 872 MKRA > b, AR ERFRINET,

* [Delete] : HIbx7 2REAEZEFHFR R~ L T [Delete] 7 U v 7 LET,

* [Export] : FIFFAEZ50FHE R L C[Export] 227 U v 735 L, ZOFEHEL 7 7 A MZ
T AR—FTEET, ZOLET, WHLSATL—=XEf1TF 2008 5 0% HEET
xET,

* [Enroll ASA SSL VPN with Entrust] : Entrust 2> ¢ SSL Advantage 7 3 % /L alE Bl & % i
AT 5E, T<ITASASSLVPN 774 7 AOB@ %k cE £,

VPN 4 H—FK .
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Client Images

ASAIX, VTAT VY RTNAANRZLE =T FTARX Xy NT—=DZT 7 8ATHEEIT, K
D AnyConnect 7 7 AT 2 b Ry r—U%ZDT A ZAZHEINICT v 77— RF5Z &0
T&ET, 77U VPDa—HP -2V M A A=V LOxbNE, EHERBRZMEH L TRE
TEET, o, HROREICET DRMER/NDRIZT D720, b XSRS A
L—F 4 VT VAT AEY A NOEBHICBETX £,

AL &
Z OmiE T, REEE A EE L £

* [AAAservergroup] : ASAZ U E— KM AAA Y — =TV —TIZT7 7 BA L Ca—HF—%R
FECEDEHICLET, AAAY—R— TV —T % FHEREINZINL—T DU A iy
HEIRT D50, New] 227V v 7 LTH LW A—TZERLET,

* [Local User Database Details] : ASA I[ZASfHS LTV D R —T /L T —F RX—Z | ZH L2 —
P—2BMLET,

« [Username] : 2 —H —D 2 —H—4& Z/ERK L £,
* [Password] : L —F—D/XA T — REERK L 7,
* [Confirm Password] : #ERRD 7= DIZF U/NA T — REHFB AN LET,

s [Add/Delete] : B —H )L T —H XN— R — P —ZBINETILT —F X— A0 LHIFR
LET,

Client Address Assignment
UE— bk AnyConnect 7 74 7> b 2—H D7D IP 7 KL AHFHEZEEL 7,

« [IPv4 Address Pools] : SSL VPN 7 74 7 > M, ASAICEHE L7 & ZIZHLWIP T R
ABZTWMYET, 7747 VAR TIEIH LONIP T RLAFIAETYT, 7 LA
T=NTlE, VE—M ATV IRZITMAHZEDTELT RLAKIHNERINE
To BEfFOIP T RL A F— L EBEIRT 50>, New] 27 U v 7 LTH LW — /L& ERL
LET,

[New] Z IR L7281, BIBEKTOIP 7T FLABLIOY 7 Xy b ~ A7 ZETETH
VERH Y FT,

* [IPv6 Address Pool] : BEfFD IP 7 KL A 7 — )L &&IRT 57, [New] %27 U v 27 LTH L
W= B ERC L £,

N

GE)

IPv6 7 R LA 7— Lk, IKEV28iki 7 v 7 7 A VIS ERR T &
FHEA

B vnNYes—F
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Clientless SSL VPN Wizard ]

Network Name Resolution Servers

UE—ha2—HF—=DNEXY NT—TIZT 7 ERTDHLEICED RAAL P HEfFRT D045
Ebij—o

* [DNS Servers] : DNS #—/X—D P 7 KL A& A LET,
« [WINS Servers] : WINS #—/3—D [P 7 KL A& A LET,
* [Domain Name] : 7 7 A/ D KA A 4% AT LET,

NAT Exempt

ASA ETHR Yy FU =V BN A X =T MTHESNTWDHAEIE, VPN F T 7 ¢ v 712 L
ZOEBERRT D MLENRH Y 7,

AnyConnect 7 54 7> k DEA

WD 2 ODFEDONTNNZEMH LT, AnyConnect 7 74 7 8 70T T L% 7747 K
FONA ANZA VA=V TEET,

o [WebiL#) (Web launch) ]: AnyConnect 7 7 A 7 > k /X r—U0%, Web 7 7 U ¥ & f ]
LTASAIZT 7 BA LI EZICHBIMICA Y A F—vENET,
)

() Weblaunch 1T~/ F 2T FA b T— N T R— S EE
oo

o [FA1ER (Pre-deployment) | : F#)T AnyConnect 7 74 7> b N r—U% A VA R—
NLUET,

[Allow Web Launch] (%, T X COEGITHEN RS0 — LR ETT, ZOF v 7Ry
ANRAT7 (GFFA[L72v) O451EL, AnyConnect 7 7 A 7 b SSL¥EkE L 7 74 7 F L ASSL
Bt IHRE L £ A,

HATEB OA 1L, disk0:/test2_client_profilexml 7' 12 7 7 A JL /N2 K)LDOHIZ msi 7 7 A /LM
%D\_@7747/b7m774w%A%wEumwmma7747/bﬂx&~” A
NTEBMERHY £, ZiuL, Psectfc 2 HfF Lz L BV ITHEICEEIE L7720 TT,

Clientless SSL VPN Wizard

DT 4P —=RTIE, PR—FINDEEONEY Y —RIZHTDH, B—F L X—=TNH5D
FAT U MV AR TIT O R—=2Ffe A r—T WM LET,

SSL VPN Interface
Hfi 77 7 A& SSLVPN 2—W—DHEfe b oA 4 —7 = Z&fRELET,
« [Connection Profile Name] : #ft 7' 2 7 7 A VDA FI &5 E L £,

VPN 4 H—FK
I
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[l ciientless SSL VPN Wizard

« [SSL VPN Interface] : SSL VPN # D /=Dl 2—W—NT 7 ¥ 2T EH A L H—T = AT

@—0
+ [Digital Certificate] : ASA OFRFED 7= DIZ ASA 5 U E— b Web 7T UHILEETHHD
ZHEELET,

o [Certificate] : KR v 7 XU UX INLEINL ET,

* Accessing the Connection Profile

* [Connection Group Alias/URL] : 7 /V—7 A U 7 A{xr 7' A L FEZ [Group] K= >~
Aoy UARNLERINET, ZOURLD Web 77 VFIZANENET,

« [Display Group Alias list at the login page] : 2 27 A > X—=IN T NV—T A4 YT ADY
AP RRTHEEICA T LET,

User Authentication
ZDNA TR, RREEHREREELE T,

* [Authenticate using a AAA server group] : ASA 723V E— ks AAA —_— J)L—FZT 7 &
ALTCa—P—%BIETEDHLIICLET,

* [AAA Server Group Name] : FHlla%E SN N—T DU X b AAA —"— 7
N—THBRINT D0, [New] 227 U w27 LTH LW L—TZERR L 7,
* [Authenticate using the local user database] : ASA I[ZIRFENTND B —H)L T — X X— |
FLna—¥F—zBMLET,
s [Username] : = —H—D a2 —HF—4 & Ek L £,
o [Password] : L—H—D/XAT— RZER L £,
¢ [Confirm Password] : #EFZ DT DIZE L/XA T — RZFAN LET,

* [Add/Delete] : B —H )L T —H X— 2l —P—ZBINELIET —F X—2ZA0LHIR
Lij—o

Group Policy
TN—F RK)—ZkoT, a—H— I —7odEE a2 ELET, LW IL—F K
Uo—% BT 20, FREEFEORY O —Z2 @R L TEEL X,

* [Create new group policy] : Hr LW I —7 R v —%{ERTE£T, HrLLWKRY v —D4
AiZ A LET,

* [Modify existing group policy] : IEIET 2BEfFD 7 NV—7 R o —Z @RI L £,

B vnNYes—F
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IPsec IKEv1 Remote Access Wizard .

Bookmark List

IN—T A4 Ty FWebH A FOYVRNEFHELET, ZNHOHA MME, K=/
NR=UZY 7 L LTERINET, fFil& LT, https://intranet.acme.com, rdp://10.120.1.2,
vne://100.1.1.1 72 ER3 % D 3,

s [Bookmark List] : K>y 7 # 7> JZXA RNHEIRLET,

* [Manage] : [Configure GUI Customization Object] # A 7 1 VAR v 7 A GHITI U v 7
L/ i ﬁ—o

IPsec IKEv1 Remote Access Wizard
S

G¥)

Cisco VPN Client [Zifif HEE A T, ¥R — "3 & T LT\ EJ, AnyConnect =7 €Y

TAITIAT U MNIT v T 7= RTH0ERHY £7,

IKEv1 Remote Access Wizard ZfEFH LT, AL 2—HF—R D VPN 7 T4 7 > MIEE
RYVE—RF T 2782AZHREL, VE—FIPsec ET I TAHA v X —T oA AEEELE
T,

* [VPN Tunnel Interface] : YV E— K 727 BRI ATV N CHEHTLIA VF—T oA Ak
WRLUET, ASAIEHDOA V2 —T =24 ARHDHGEIX. 20T P — REFATT DRI
ASA CA VA —T oA AEFHELET,

* [Enable inbound IPsec sessions to bypass interface access lists] : IPsec i@ilEE A DEFEE v~ =
Y ASAIZ Lo THICHTDHEICLET (DFED, A F—T = A AD access-list L
EF 2y 7 LBRWESIZLET) , BREEyVa ryBAA AT DR, A F—T=A
AACL 72 TY, RESNZINV—T R v— a—F— BLOF v rr—Kahiz
ACL T#EM S ET,

VDE—FT7O9CRIVZA4T7 2

SFESEREATDODIVE—F TR Z2—F—2, ZD ASA ~D VPN L& &
MNTEFET, TORSFRILDVPN I TA T bDOX A TFHEENL £,

* VPN Client Type
* [Easy VPN Remote product]

+ [Microsoft Windows client using L2TP over IPsec] : PPP #BFE7 & b 2 /L2 FE L 9,
B IL, PAP, CHAP, MS-CHAP-V1, MS-CHAP-V2, # L U'EAP-PROXY T,

[PAP] : @BREHFICZ VT THF A MDD —W—4 L XA T— REESTOT, ZETIEDH
D EH A,

VPN 4 H—FK .
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VPN 7« H—F |

[CHAP] : = =D F ¥ L U VIIHTDISET, 7 74T NI Slbasn/-F v
LoD RATV—RBLOIZ VT TFA NDODa—YF—ZZKLET, 207 haj
X, PAP LV EZETTR, T—H IR LI ERFA,

[MS-CHAP, Version 1] : CHAP &l CWEF 23, $— "—Z, CHAP D L5722 U7
THXARNDONAT— RTIEARL, BB L LAY — RETE2RERL LK 250
TRETT,

[MS-CHAP, Version 2] : MS-CHAP, Version 1 LA LDt % = U 7 ¢ 5{bAREN & £ T
WET,

[EAP-Proxy] : EAP % A X —7 /W2 LET, ZHUTL->TASA X, PPPFERE BtE R
% HNEL D RADIUS ZREEY — AN— AT SH D 2 LM CTXET,

VE—=h 7747 bTTH FarPiESRTORWERIE, fEE LN TES
W,

HEETDDIX, 7 T7AT 2 Einh bRV F—T 473 username@tunnelgroup & L
TEEINDHETT,

VPN SA4 7> I‘nnunIEjJ__t& krRIL 7)[1 j‘@l
ARESF Rz E L, #feR ) > — (b Zv—"7) 4 5121, [VPN Client
Authentication Method and Name] <A > % L £,

[Authentication Method] : U E— bk ¥4 b E71E, FRiEAF—2G8EHEO TN EE

B vnNYes—F

* [Pre-shared Key] : = — 77/ ASA & U E— I IPsec &7 [H] OFEGFE CHFHATLA ¥ — 2
THHEII Vv LET,

HRHEAEX—Z2HT 5L, VE— N ETORBBRENTIOFX Y MU —7 BNEEL
TWAEGA, BEZTIEFCMEICEy N T vy 7T Ed, ZRENDIPsec BT 1,
TR o TG AN T AMFEOE T I ary 7 4 Fal—ya UIEREMLE LT
D2, KRRy NI =7 TCIEAT—J VT A OREPELCLDIHERHY F
75

IPsec 7 DT 1d, FRIFEAF—2 ML TEX 2778 DU RV BT T 5 03
RHVFET, EXa TR HFEAFEHLT, VE— YA FOFHEYE L ERItE—%
AL TLIEE Y,

[Pre-shared Key] : 1~128 SCF D J 7 L7512 AJ L ET,

[Certificate] : @ — 4 /L ASA & U E— bk IPsec &' 7 DAL CAEAEZFH T 25481
27Uy 7 LET, TO®Z v a a2 T T5IC0E FRNZ CAIZREL, 1 DU LD
FEEA ASA X U — RLTEILERH Y £7,

7Y B NG EIC & B IPSec b RO AT 5% 2 U F 1 F—EHELL
FHTEET, 7 UXNVGREIIL, ARl VY T AES, S HH, E2EIP
T RUVRRED, 22— —F 3T A A @R T RN/ FER SN TWET,
FOANGRECIT, AFF—0at—bEENTVET,
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IPsec IKEv1 Remote Access Wizard .

T/yﬂ/uEEﬁi%1%ﬁH—éﬂé 1. T/y/]/uft@qi%%??—g—émun (CA) &:%E}T
ARG LET, CAIX, BETE DN X —F TN CRE L7i7°?/l'“\°“—}‘CA
FEbH0 ET,

2ODETRNBETHHAT, GEAELT VX NVBELINTT —F E B LT, A
DRFEEATVET, HLWET E2xy MU =2 (TBINT 5581, TOET % CAIZ
BELET, o T RBMOREEITHI LETH Y FHA,

[Certificate Signing Algorithm] : 7 ¥ # LGEHEZE AT LT Y X hx# KT LET (RSA
DO ETE rsa-sig)

* [Tunnel Group Name] : 4 Hi& AJI LT, Z® IPsec #fie D ko RV AR Y > —2 5T L
a— REERLET, BfiRY o— Tk, Ak, &Fal, 707407 —n_— F
TAN b IN—=TRY — BIOIKEEEAEETCEET, ZDOVPNY ¢ — KT
ETHEHR Y —1%, BFEFNEHETE L. ASADT 74V DT )V—7 K o —%ff
ALET,

9547 2 hERELE

[Client Authentication] 1 > TlX, ASAN VU E— b 2 —W—2RFET D & BT 2 ks
BIRLET, ROFT T arond iz @RLET,

« [Authenticate using the local user database] : ASA DINERDFRAESF X AFEHT 258127V »
7 LET, ZOHFNT, 2—F =0V TEEL TV HERE TEH LiTo R~
A TiE ASA Il A D2 —F—DT T v NEAFRTE T,

« [Authenticate using an AAA server group] : U &— b 22— —3BFECTHML—/— L —7F
AT 25AIC 7V v 7 LET,

* [AAA Server Group Name] : JEIZHEAR S 472 AAA —"— L —T B RINL £,
e [New..]: HTLWAAA —N— TN —T 5B ETIHAICI Y v 7 LET,

User Accounts

[User Accounts] XA > Cl, it B E LT, ASA O —H — T —H X—Z([ZTH L
a—WF—EBMLET,

Address Pool

[Address Pool] <A > TlZ, ASADBYE—KVPNZ 747 MZEVYTHa—A/NIPT K
VADT—NVERELET,

s [Tunnel Group Name] : 2D 7 RL A F—AN#EH SN E w7 e 774V (v 7
N—") DAFINEREINET, ZDOAHIIL. [VPNClient Name and Authentication Method]
Ay (AT v T3) TRELLLOTT,

* [PoolName] : 7 FL A 7 —)LOFk ID 3R L £,

e[New..]: HILWT7 RL A F—L&2ZELET,

VPN 4 H—FK .
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« [Range Start Address] : 7 KL A 7—/LOBIIEIP 7 KL AZ AN LET,
* [Range End Address] : 7 RV A 7 — LD TIP T KL AEZ AT LET,
* [Subnet Mask] : ((EE) ZNHDIPT RLADH TRy b A7 Z#IRLET,

Attributes Pushed to Client ({£ &)

[Attributes Pushed to Client (Optional)] -4 > ClX, DNS H—/3—& WINS $— — |25 5 fF
BEBLOT 74NN RAA A EZVE— N TV RA I TAT 2 MIETLIIZ, ASA ZHE
LET,

* [Tunnel Group] : 7 R LA F— V8@ S 2 8fe AR Y & —D4RTER R LET, 204
Bil%. [VPN Client Name and Authentication Method] XA > CiRE L7=HDTT,

* [Primary DNS Server] : 77 A~ U DNS #—_—D P 7 KL A% A LET,

* [Secondary DNS Server] : > 4% U DNS % — =D P 7 RLAZ AN LET,

* [Primary WINS Server] : 77 A4~ U WINS —/X—D P T KL A&EZ AN LET,

* [Secondary WINS Server] : 4 > % U WINS —_"—DIP 7 KL AZ AL ET,

* [Default Domain Name] : 7 7 4 /L D KA A V4 &2 AT LET,

IKE Policy

Internet Security Association and Key Management Protocol (ISAKMP) & & IE(EI % IKE 1%, 2 &
DHEARTIPsec EXa VT 4 TV vxm—2a yOBEGEE —HBIE5-00x 2o —
varZubharTty, HFIKEFXIT T —va i, Tx—X1ET72—X2 LIRS 2
DO ET, 72— A 1E, DHEOIKE XAV T—v gy Ayt —V kTS
WD b RNVEFERLET, 72— X2 TE, T2 2Rki#ET D b RAMERSILET,

[IKE Policy] ~A > Tld, 7=—X1IKERX AT —a VOFRFEZRELET., ORI

F. T EREL, TIANRN—EF LA 70D 2T AREEL R, B X
OB 5% —H|51 7 V=2 XA %58{bd 5 Diffie-Hellman 7 /V— 7N E £ ET, ASAIZZ DT
NIAYXLEHERALT, BEX—bnyva =28 LET,

s [Encryption] : 7= — X2 XA T —a U R#ETHT7 2 — X 1SA LT H72DIC
ASA PMEAT 5, SRS b7 VT Y RAZEIR L E T, ASA 1T, ROBESLT7T /LT
AL&EHYR—FLTWVET,

7L XL SiER

DES T2 HE, S6 By b F—AMHLET,

3DES Triple DES, 56 B> b ¥ —%fliH L CThi = bz 3 MIFATL £,
AES-128 R SR, 128 B b F—ZH L £,

aes-192 192 €y b +—%4EH7T 5 AES.

B vnNYes—F
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FILTY XL 5 BA

AES-256 256 > b ¥—%HHT 5 AES,

T 7V D 3DESIEDES LV bvxaT TFN, Bk B kizix, L& ol
eyl LET, FRIC, ABSET 7 V= ‘/&:otzfzﬂe:u U7 4139871 TE, SBARAL
HELEAKLET,

* [Authentication] : FRRECT — X FEAMEDOMRDT=OIEAT 5/ v 2 T Y X h%EiE
RLET, 774/ FMEISHATT, MD5DOX A 2= A MIZha<, SHA LD b Fnic
HNE SN TWET, MD5 &, (XL THEETT ) WRIZIVIEND Z LNFEES
ALTWET, LaL, ASA TfEA] S5 Keyed-Hash Message Authentication Code (HMAC)
NV g VI ZORBELE ET,

[Difﬁe Hellman Group] : Diffie-Hellman 7 /L — 7" 1D Z3i&{R L £9, 2 DD IPsec £ 1, #H

HIZHAREFREEEET 5 2 &R HAWERHREZEHT L2020 ID AL x
9, T 74/ F® Group 2 (1024 ¥ b Diffie-Hellman) (%, Group5 (1536 £ k) &t
#: L C. CPU OFE/THRNIE N T2, MK A 4,

IPsec Settings ({£%&)

[IPsec Settings (Optional)] ~3A > Tl&, 7 U ABENRE R0 —h)L RA MNFy NT—7 %
FRELET, 7740 M Tl ASAIL, FAFTIv I EBRAET 4 v IRy VU= T
KL AZH (NAT) ZEH LT, WEOFA MBLOFR Yy NU—7DFEIP T KL AZINT
AR BRLUET, NAT (X, B TERVINBA A ML 2 BHBEO B A F/MRIZI 2 F
T, VPNIZ X o CRIEB L OME#E SN TV AR A MR L CIEREY R SA1H D £97,

& 2iE, XA w7 NAT 2T HNEAA M, 77— VD EEAIGRIR LT R L
ALBAETHZLIZED, ZOIPT RLRAZEBSEET, IR A Mbid, Bsns-
T RUVAFINRRZLEICRVET, AYDIPT FLARZT—Z%2EETLHZLICE-T
INHOWNEERA MIBEEL LD &35V E— K VPN Z 74 7 > &, NAT oL —/L %%
ELRWIRED , ZAHOKRR MR T 8 A,

N

CE)  FTR_RTORRALLERY PU—7 % NAT 1O RRT 25813, 2O U TIHMTHRRE L £
Joo T RUBIDOTHHEETDE, MOTRTORANEFy NT—Z [ ENATICHENE T,

s [Interface] : IR LB A NERITRY NT—JIZERTHA V¥ —7 = A ADL A% EIR
biﬁ‘o

* [Exempt Networks] : IR L7c A > F—T = A A Xy NU—=T NBHRTHHRA MELIX
Xy b= DIPT RLAEZRIRLET,

* [Enablesplittunneling] : U E— T 78X T4 7 NnbD/RT Y w7 A4 —Fy |k
DT T 4y 7 B ETICEET 2HEITEBRLES, X7V v b oY 7
D, RSNy NT—=2 DT 7 4 v 7 BREFEE, RSN THRVDER Y b

T—I D77 4 w73 bsnEdA, A7V b bRV T A RX—TNNIZT D

veN s o—F ]
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L. ASAVE, RBEFEZICIPT RLVADU A MEZVE—KNVPNI IA T M T v 2 LE
T, UE—HKNVPNZ 747 M, ASADEHRIZHDHIPT RLASND NT 7 1 v 7 &R
FALLET, OTXTO T 7 4 v 7 IS SN TITEEA X —F > MIED S
L. ASAIIREE LEXE A,

* [Enable Perfect Forwarding Secrecy (PFS)] : 7 = — X 2 IPsec % — D AEKIZIV T, Perfect
Forward Secrecy #3297, BIOMEHT2E SO A X&EELE7, PFS
I B LVF =TT RT, SO 2RMEOF—LEAKRLARANEWVWIHE{La 7 T
o IPsec R AT —a U TlE, PFSHAR—TIIRHET, 72— A2F— 37 =—
A1 F—IZESN TV ET, PFS TiE, F—OAERKIC Diffie-Hellman /7 M ST
ESC RN

PFSIZ L~ T, MEX—D 1 DR SN TH, —HOEMAR % —3 L O ¥ —
MBHIRE Ly va v F— i3S 20 3,

PFS IZ. B DM TA X —T NI THHERH Y F9,

+ [Diffie-Hellman Group] : Diffie-Hellman 7 /L —>" 1D Zi#R L5, 2 DD [Psec T
. FHAEICIEEREEREZEET 5 2 L R LAREERZEHT 2720120 1D
ZEMALET, 574/ bDGroup2 (1024 £ v b Diffie-Hellman) 1%, Group5 (1536
By b)) L LT, CPU OFATRFIZE W T 2, iR 20 £,

Summary

FEICHEZ T X, [Finish| 227 U v 7 LET, ASDMIZ L 5> CTLAN-to-LAND 2> 7 f ¥ =
L—ya VMR ENET, [Finish| 2727 U w7 Liz#id, TOVPN U 4 P—RKEFEHLTZ
DALy T4 Xal—ala2ERTHILIETEEEA, ASDM & L CHLREMEEE 2 RER
FURELTLEE,

IPsec IKEv2 Remote Access Wizard

IKEv2 Remote Access Wizard Z I L T, E XAV 22—~ ED VPN 7 T4 T > MIZE
RYVE—F T AZHREL, VE—FIPsec TR THA X —T =2 ZAEHRELE
KR

Connection Profile Identification

[Connection Profile Name] (Z#&ft 7' 17 7 7 A /L D4R Z A1 L, [VPN Access Interface] C IPsec
IKEV2 VE— R 77 B RMEHTEHVPNT 7B A A F—T oA AZEIRLET,

+ [Connection Profile Name] : 4 ii& AJJ LT, Z® IPsec #fic D k> RV A Y v —% 5

folm— RAMERR LE T, HE60R U o — Tl RiIE. 7FAL THTLT 4 07—,
F7HN D IN—=T KY — BLOIKERMZHEETEET, ZOVPNY A F—RT
RIET DAY v—IL, AT REREL, ASADT 74NV DT NV—T KR v—%
R L £,

* [VPN Access Interface] : UE— K IPsec 7 L DX T 72 M RIVEMILTHA X —
T a2 A AEERLUET, ASAICEEDOA V¥4 —T 24 ARDHLIHEIT, 20U 44— K%

B vnNYes—F



VPN 5« HF—F

IPsec IKEv2 Remote Access Wizard .

EITTHRNC VPN a0 7 4 Fa b— g UZEHBE L, X% 2 7 R A2ELT5FED
UE—RIPsec 7 Z &I, FHTAAN L Z—T 2 A2 EL TBLMLERHY £97,

EHEHRIZE D < IPSec (IKEv2) EBEIR—

[IKE Peer Authentication] : U E— k 4 ~ 7%, FaiAF—, GEFE, 721X BAP &1
AL TRREOWT NN Z T L TREREL £7

* [Pre-shared Key] : 1~128 SCF DR T Lol AH LET,

FRHAX—Z2HHT L, VE— N ETOBENRRBENTHOFR Yy hT =7 NEELTH
LA, BEETIECSEHICE Y T v I TEET, ENEND IPsec BT 1L, X
T It A ST DM TFOE T ZEIilar 7 4 Xal—va VIEREMNE L TEH20D, K
W2y N =7 TIEAr—F VT 4 ORENEC LGRS0 7,

IPsec 7 DENT 1L, FAHEAF—Z2RM L TEXF 2T b RV EHLT H2LER D
VET, BXaT7hHEAFERALT, VE— N A NOBIE L FRHEAF— 2 ML T
<TIEEWY,

[Enable Certificate Authentication] : A 29 % & | RREICFEAEFEAFHENTE £,

[Enable peer authentication using EAP] 232 &, WARICEAP 2T X9, Z oD
Frxv IRy I AeF LI i El_j?/l/uw ;uﬂﬁ%%ﬁﬁﬁﬁﬁ”ézgﬁ)%@i
R

[Send an EAP identity request to the client] : VE— N 727X VPN 7 7 A 7 > NI EAP @&
AEEOR 2 X F TE £

Mobike RRC

» [Enable Return Routability Check for mobike] : Mobike 234 %512 72 > T 5 IKE/IPSEC & &% =
VT7q 7=y a BTS2 XAFT Iy 7 IPT RLADERZF = v 7§ % Return
Routability ZH 22 LE T,

[IKE Local Authentication]
e = NVERGEE A X =T M LT, FRHEA F—E TG EHFEO VTN ERIR L £7,
* [Preshared Key] : 1 ~ 128 SLF DT L FH 2 AT LET,

* [Certificate] : = — /L ASA & VU E— b IPsec &7 M OFRAE CrtEZEH T 555
Vw7 LET, 207 arE e 7T 5120, FRC CALWﬁL\lOui@
AEHEZ ASAIZX U a— RLTEBLERDY £,

TUHNVGEAEIZ L D IPSec b U FNVDFENLIHEHT 28X 2 U7 0 F—Z28hE L <
FEICTEET, TUXVGEAEIDIL, AR, VU TAEE. Stk S, 1P
T RLVRpED, 22—V —F 72137, A& T A IERNTER SN T0ET, £
TUXINGERAEIZE, AF—0atr—EENTWVET,

T/&'/lxuﬁﬁi%ﬁﬁﬁ‘fé N 7/5'/1/uﬁﬁﬁi%%\é T9 DRAER (CA) r%EOT
ERERLET, CAIX, BEHTX IR F —F RN TR %L?ﬁ7 74 X— |k CA
DEELH Y 7,

VPN 4 H—FK .
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2ODETNBIETIHERIL., IFAELT A NVEBLEINT-T =X 25H LT, HA
DOFEEEITVET, HILWET 2%y NU—ZI5BINTAEE1F. ZOET % CAIZ
B LET, MO T RNBIMOREEIT O LEITH Y FH A,

LA &

IPsec IKEv2 U E— k 7 7 £ A TiX RADIUS §BAED A3 R — h S THET,
* [AAA Server Group] : JCICHERR S 472 AAA —"— L —T 2 @R L £,
o [New] : #HT LW AAA —_— L —T %2R ETHHEEICZ Y v 7 LET,

* [AAA Server Group Details] : Z OFEIR A LT, AAAY—— 7 —TF %2 VE|Z5 E T
EELET,

Client Address Assignment

IPv4 BELNIPV6 DT R A F— NV Z2ERT 50, BRLES, VE—F T 78R 747
v MTIE, IPVAEZIEIPVO DS — DT RLUANE Y S THNET, WE2HRE L-EAIL.
IPv4 7 RLABERSHET, M WTE, =2V IPT KL A =L ORE] 2%
L TLEE,

Network Name Resolution Servers

UE—bFa—PF—=0BNEXY P —7IZT7 78R THLECEDR I RAL VA EMRT S
MEFRELET,

+ [DNS Servers] : DNS #—/X—D P 7 KL A& AN LFET,
« [WINS Servers] : WINS —X—®D [P 7 KL 2% AN LT,

* [Default Domain Name] : 7 7 /L bD KA A 452 AT LET,
NAT Exempt

* [Exempt VPN traffic from Network Address Translation] : ASA T NAT 231 Xx—7 /WZ7/2»> T
WODGHIE, ZOF =y IRy I AT T TH0ENRDY £,

B vnNYes—F
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
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TIKETAIPMDRF AV M ESELESZL,



