RELRILAVE—T IR

ZOFETIH, VTI b RV DEREFIEZOWTHBALET,

AR R R A L H—T 2 A ZZONT (1 =)

AN RN A H—T oA ADFEEFIHE 2 3—)
« VTI b2 L DERE (3 =)

AR RNA A —T oA ADREREIEE (9 X—Y)

RELRILAVE—T A4 RIZDUNT

ASALX, M b RN A v H—T A A (VTI) EMEENDMMEA X —T = A A%V HR— |k
LET, R —_"=2D VPN DRV IZ, VII ZM#H L TET7HIC VPN b2 RV EERKT
TFET, VILIL, & b RmVOF&ERIZ IPsec 7' 12 7 7 A LM I & iz b— b X— A D VPN %
HAR—bLET, B — NELITHAL— NEEHTEET, VIIDLLDOHAO N T 7 4 v 7
Wb SN TETICHEE S, VII~OATI T 7 ¢ v 73BT Sz SAIC Xk » THE
TSN ET,

VTIZEHT 5282k, B S~y 707 7 EA VA RNEREL T, VX —T oA AT

Ty BV TTHIENAREIRYEY, TRTOYE— TRy FEBHL, K5~y 7O
TIRAVRANMIGOLMLENR R0 T, BENSERIZRD1ED, X4 TIv 7 v—T 4
Y7 7a haro—hk RXR=ZAOVPNEYVR— N TEH527T 4 v 7 VTIRHDH L, AT T
AR—=bLT T ROEL OEMEG T EHTEET,

AET4v VT

2O0D% A TR RAREIZA TS TWDT A MNEEERHIZ, A¥T 4 v 7 VIIRE
A TEES, AET A IVNTIA v EZ—T oA ADPE, WA L Z—T = A A% b %
WY —AL LTERTDOIVLENHY T, T3 AT EITHK 1024 O VTI #EESIT 5 2 &
NTEXET, AZT 4 v I VTIA v Z—T = A ZAEAERET HITIE, VIIA v X —7 = A ADjE

m o6 ~—) ML TIEEN,

EErRLAV8—T242 [}
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B rer i os—TrqzoxssE

REF O RILSAVEZ—T A RADZEEEIE

AVTFXRAME—REYSREY VY
c TN E— RTEIFR—FENTWNET,
c JTGRAAZ YU TIFYAR—FEINnERF A,

T7AT74—ILE—F
N—T v R E—ROLTYFR— b INET,

IPv6 D H7R—
IPv6 [FH R —FENTWEREA,

— R R EROEESRE
¢ VTI IZ IPsec E— ROALTHEFAHBETT, ASA TGRE PR ERTTEZ LTV R—
FENTWER A,

e N RNA L E—T A ABMHEHTSH T 7 4 v 7121F. BGPV— FEITHHIL— &
ERT L ENTEET,

 VTI ® MTU IZ, LA v 7 —T7 24 AWK U CHBHICRESNES, 7272
L. VIIZ G LT~ % B, o ¥ —T = A MTU B E L=841%. HLv MTU
REZMEHT 57912 VII #8502 LT%)%ETE%@JK?‘%%%%% D FE9,

e VIHZIKEDNR—Va vl BLEOV2EZYR—FLTEY., FrRIVOEET E5EHEDOM
TODOT —HEZ(ZIZ IPsec AL F4,

*NAT #HEHT A VENH 534, IKEBLOESP 2247 v I, UDP ~vy ¥ —|Zh S k&L
fbEanx4,

-IKEioJ:UIPsec@JzﬂE1)74 TV Z— g it FUORIVNDOT—F KT T 4w

TIZBR7e < L MR —OBFAERBNITONET, Zk v, VI b RUEFEIZ

Ty LRI D £97,

o NI N—TLE, ETDBEHF O IKEV] 720X IKEV2 #kBfEHE L TCEETIHD
T HMENRH Y FT,
e A FE b XNV T N—TDIKEV] TiX, RV OFEIET NN T O X NVEEHETH D5

B DO/ERBFETRT Ty VT E— AT LI 0ICRESN TV DOHLA. IPT
FLALISOARTZ M TE £,

Sy FICREESNDIET T RLAE VIIOD b VSN R B4, VIIRE L
e~y 7OREXZRIUMEA A —T 24 A HESEALZ LR TEFT,

B FEr LAV E—T4R




| EEr FLA0E8—T4R

vit koxnofe ]

VIIRHED NT 7 4 v 7 &I+ 2720, VIIA VX —7 = A AT 7% A —)L %A
THZENTEET,

« ICMP ping I%, VTI A > Z—7 = A AR CTHHR—FEET,

*IKEV2 4 R VPN R RO ET T /34 A IKEV2 iR EE RS v— &R E L%
B ASAIIT NA AEDIKEV2 P RNV BN TEEH A, ASADRETT AL LD
VPN b > RNV EFESLT D21, BT 7 734 AT config-exchange B3R %2 M523 2 MLFEHN

V) ij—o

* DHCP V L' —{Z VTI TiZHHR—hF N TWEHA,

FTIHIEERE
e T 73V T, VIIREDO T 7 4 v 71k, T _XTHE{bENET,

VTIA L HF—T 2 A ADT 74V bDEF2VT 4 L-ULT0TT, EXx=2VUT 4L ~UL
ERETHIEITTEEREA,

VTI DFIREIE

ASAL., VTIEEEDHBIcEXa2 VT 4 V—7H 7 (SGT) 71—ty "2 Ray 7L
Er

VTI b RILDERK

VTL b UV ZRET HITIE, Psec 7R A= (FF AT —hty M) ZERLET,
IPsec 7' B AR—H IV ELIT 5 IPsec 717 7 A NVEAERK LT T, IPsec 7' 17 7 A L& FFD
VIIA v Z—T =2 A A&ERLET, UVE—FETIZIE, U IPsec 7 v R —H /13 LW IPsec
T T g ANNRIA=BEFELET, SARITT— a3 0E, TXTDO R RV NRT A—
ANREESND LB LET,

\}

GE)
I ROBERFEAEL £,

VPNEBLXOVTI RAAL O GIZEL, WA % —7 =4 A [T BGP 1% 2> ASA

A HE =T oA ANNAT 2o JIZL > TRREBOEENR NI A—Shbd &, WAV 24 —T <
A ZATONL—FE, FTLWT 75 4 72T & O BGP BERBRIAEHEL SN 5L THIRE

F4, ZOEEL. REVIIA v Z— 7 oA ZITITFEY LET A,

VIIRRHD N7 7 4 v 7 2 HT 5720, VIIA »F—7 = A ZZT 7 2 AHIH ) A k% 5@ H
THIENTETET, IPsec P FANLEEFESNDLTNTONT y MIXH LT, ACL THEIF
TA B =T 2 A ALGTA L F—T 2 A% F =y ZEPITFHFATHITE, Tu—r a3y
7 4 ¥ a2 L— 3 > E— T sysopt connection permit-vpn 2~ > R& AT LET,

ACLZF = v 78 FIZ ASA #3252 IPsec hT7 7 4 v 7 A X —TNMTTH2DDRD 2
v~ REfEHATEET,
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B rsecTok—L (F5rTE—LEY L) DM

FIE

hostname(config)# sysopt connection per mit-vpn

NEA B =T 2 A AL VTIA LV Z =T 2 A ADEF2 )T 4 LoULR 0 DHFA, VI A
H—T oA AZACL MM STV T H, same-security-traffic 235% € S LTV R THIZE » b
Li'ﬁ—/l/o

COMBEARETHICIE, Sue— L ar T ¥ 2 b—y g E— FCintra-interfaces |5 %
FE7E L C same-security-traffic =~ > R&ET L £,

ATFYT1 IPsec 7udRh—HL (FSvAT74—A €y M) ZEMLULET,
ATw T2 IPsec 7u7 7 AL EBMLET,
ATFY T3 VII hoRmAZBINLET,

IPsec 7 OFR—

FIE

HIL (FSURTA—L Y ) OB

FFv AT —bFy MI, VIIFNRVND T 7 4 v 7 2 R#ETHT-DICHETT, Zh
Z. VPNNDO NTF 7 4 v 7 2 R#ET A0 X 2T Fu haletriLal]) XAOEy
KTHY, IPsec 7277 ANDO—IE LTHEASNET,

1R BRI

* VTIIZ EQL'H‘ j' %j/bf; IKEEvy I3 /%wu qu—%) I3, %ﬁ” ;ﬁ.%‘“‘i f:&i?ﬁ%%@b“@“
NEFEHTE F9, IKEV2 Tid, FERFRERGEF R E F—2MEH T £9, IKEvl & IKEV2
DELLE, VINMEHT S Fr mL ZA—F O FICHEREG X — 2R ETDHILENDH Y
iﬁ—o

« IKEvl Zffi ] L72REEAN— A OFBFEIZIE, A == —Z THEHSND F T A FRA B
AIETHLENHY 4, VAR ZITHONTIE, tunnel-group 2~ > R THRT A RR
A b%a&ﬁ*ﬁé%%b% DET, IKEV2 T, A =V T—HF L VAR A D HIZON
T, AR T 2 8T A FARA > b % tunnel-group 2~ > R CRETHLERH D £,

AT w71 [Configuration] > [Site-to-Site VPN] > [Advanced] > [ Psec Proposals (Transform Sets)] % 38R L

£,

ATYT2 ¥xXa VT4 TV —a it 5720 IKEvI £701XIKEV2 2R E L 7,

«IKEvl #RELE7,

a) [IKEvl IPsec Proposals (Transform Sets)] /S~ % /L C[Add] %7 U v 7 LET,
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IPsec 707 7 1 JLDEM .

b) [SetName] Z AJJL £7,

¢) [Tunnel] F=v 7Ry 7 A, 774/ FOBROEEIZLET,
d) [ESP Encryption] 35 & O [ESP Authentication] % %R L &7,

e) [OK]%27 VU vZ7 LET,

«IKEV2 #RE L E7,

a) [IKEv2 IPsec Proposals] /S ®/LC[Add] &7 U v 7 LET,
b) [Name] & [Encryption] # AJJ L E 7,

¢) [Integrity Hash] Z 3R L £,

d [OK]%27VUvZ7 LET,

IPsec 7R 774 JLMDEM

FIE

&
ATy T2

ATvT3
ATv74

ATy Th

IPsec 72 7 7 A VIZI%, EDOBRED IPsec 7 —HPNLEFITI RN T AT+ —A Y FA
WICHHINEREX2VT 4 P halBlO7Ladl) XAREENTWHWET, Znickn, 2
SOY A FEH VIIVPN E7 O T X o 7 R aE A ANHEEINE T,

[Configuration] > [Site-to-Site VPN] > [Advanced] > [I Psec Proposals (Transform Sets)] Z 34 L
£7.

[IPsec Profile] /X% /L C[Add| 227 V v 7 LE T,

[Name] T IPsec 7R 7 7 A V4 EHANTTLET,

[IKE v1 IPsec Proposal] ¥ 7= (% [IKE v2 IPsec Proposal] (2. IPsec 7' 12 7 7 A /LD 7= OIZ/EKT %
IKE vl IPsec 7' &2 7R —H /L £ 721X IKE v2 IPsec 7' RA—Y a2 A LET, IKEvl h T A
74—ty FEFITIKE2 IPsec 7 0 R—HFLONTRNERIRTE E77,

VTI b RNV D—dia VAR L L LTORENESE LMD H 555513, [Responder only]
Frxv IRy I AeF AL E T,

VTI b RNV D—ik VAR X E LTORMET DX ICRETEET, VARV ZXD
BHOuE, PRV ERIEF—FHARERBE L EE A

IKEV2 Z#HEHAT 2848, EXa2 VT4 7T/ m—a D4 744 AHIE. A=
T—HHDIPsec 7T T 7 ANDTA THALMELY KELLHRELET, 29T5HZ LT,
A == —H I TOEFRF—HEMIMEES., M7 v FRENMEZNE T,

o f = —HHDOF—FHERDOBRENRHDEGE., VAR ZDHOET— Rafifhi L <
SA DWESL Z BF TN T D0, VAR X DHDD IPsec 7 A 7 X A MMEZ HEWIFRIZ LT
IR 2 FH EF 3,
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ATvT6 (f£#) [Enable security association lifetime] = v 7 R v 7 A% AN LT, ¥ X2 VT4 T
Vyx—a yOHEOEEFONS FBIOMTADLET,

ATvT1 (f£7&) [PFS Settings] F = v 7 1R v 7 A% F 2 LT, %% Diffie-Hellman 27 /L — 7 % 38R
L\i—a—(}

Perfect Forward Secrecy (PFS) %, Bf S b SN RHIZH L, —BEDE Yy v ay F—%4K
LET, 2O—EBDOEyarF—ICkh, T, BiOESNORESNET, PFS%
RIET HITIE, PFS v v a v F—2 L3 HBRICHE 9% Diffie-Hellman F—3& 77 /L='Y
RLEBNTHLERHY £, F—EHTLTY XAE, IPsectFaT 4TV vm—g
v (SA) F—ZAERLET, KT/ NV—T T, ERDA ZOEEBEBMER SN E S, RED

REWEEEX2 U 7 o b vE T2, K2 K < 72V £9°, Diffie-Hellman 7 /L —

X, MGOET T—HIELMENH Y £7,

ZHUCED | WS F—IRET T Y ZLAOBENRHESLENE T, ASAIZZDOT VT Y X LA
HALT, BEx—_tny iz F—28HLET,

ATvT8 () [Enablesendingcertificate] 7= > 7 AR > 7 A% A 12 LT, VTI b > R8GO BRbARE
T 2FEAELERT D SR MRS FEBIRLE T, LEIZE LT, [Chain] = »
IRy I A F AT LET,

AT979 [OK] &7V v LET,

AT 710 [IPsec Proposals (Transform Sets)] A1 > /X3 /LC[Apply] &7 V v 7 LET,

ATv 71N [Preview CLI Commands] # A 7 022/ AR > 7 AT, [Send] 7 V v 27 LET,

VIl 4 >3 —J =4 XAMDEM

HLUWVTIA v Z—T = A Z%AERR LT VTL b U RV EZHESIT D121, ROFNEEZETLE
j—o

\}

GE) 77747 bFRANOL—EBRERTERNWEZICT RV ET v 7 LI2RRBICR DT
W, IP SLA Z 3245 L ¥ 9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guidel] @™ [Configure Static Route Tracking| #ZM L T 7E 3\,

FIE

AT w71 [Configuration] > [Device Setup] > [I nterface Settings] > [Interfaces] DJEIZEIR L 9,
AT w72 [Add] > [VTI Interface] DIEIZIEIN L EF, [Add VTl Interface] 7 1 > RUNFERINET,
AT 73 [General] ¥ 7 CIRDOFNEZEFATL E T,

(6=3))

B FEr LAV E—T4R


http://www.cisco.com/go/asa-config

| EEr FLA0E8—T4R

ATv74

ATy TH
ATvT6
ATy 17

viiqva—2z4z0iEm

DT /XA 255 ASA 5506-X IZF%E & BATT D5 E 15, 1~ 10413 OFiFHO k> 3V ID & fiff
HALFET, L, ASAS5506-X T /354 A THEHARE b o RVEFH 1 ~ 10413 IZRE S ® 5
7= T,

a) VTIIDZASLET, #PHIZ 0~ 10413 TT, T&K 10413 O VTI A > X —7 = A AW
A—REhET,

b) [Interface Name] Z A1 L 97,

c) [Mv¥—7=xAADHEML (Enable Interface) | F = v 7 Ry 7 ARF T >TNDH T
AR LET,

d) [/SA2E=% V7 (PathMonitoring) | K2 v 7 &> U X k)5 [IPv4] 7213 [IPv6] &
BIRL, E7OIPT FLRAEZANLET,

e) [ZTA D (Cost) |ZANLET, FHETESHHMIT 1 ~ 65535 TI,
X ME, HEOVTIFIT RN 7 4 v 7 ZAMSBT DD OB ZRE L E T, &
H/ANESWNES DD mWERIEIZ R Y £,

f) IP7 RLADOHKE :
[7 RV A (Address) (A7 > avAR¥ %27 Uy 7 LT, IPT RLRAEH TRy hv R
ERELET,
E
[7>F 8= (Unnumbered) |47 arvR&Zo %2270 w7 L, [IPTrFr3—FK (IP
Unnumbered) | KR v 77X VA RIDLA U H—T oA AL T, TOIPT RLA

EEMLET, VAMDOA—=T RNy I A B =T 2 AETFWEA I —T = X%
BTN TEET,

[7EH0 (Advanced) ] % 7 CIRO#IEEFEIT L 7,

a) [Destination IP] (ZA) L £,

b) [EfE7EA ¥ —7 =4 A (Source Interface) | K v 7 XU R kb, b RrLikE
oA U H—T oA AL EIRLET,

N—T Ny J A B =T oA AETNIMEA =T 2 A ZAZBRTHZ L HTEET,

c) [IPsec’h U I —Ii2d& B b F/LLR# (Tunnel Protection with IPsec Policy) | 7 « —/L KT,
IPsec ANV > —ZBIN L £7,

d) [Tunnel Protection with IPsec Profile] 7 4 —/L KT, IPsec 7’1 7 7 A L &R L F7,

€) [Ensure the Enable Tunnel Mode IPv4 IPsec] = v 7 R v 7 A& A2 LET,

[OK] %7 Vw7 LET,

[Interfaces] /SR /L C [Applyl 27 VU v 7 LET,

[Preview CLI Commands] %4 7 2 7 7R > 27 AT, [Send| %7V v 7 LET,

FEHSNTEREDFLAEND L, FTLOWVTIRA o EZ—T 24 ADY A MIERINET,
ZOF LW VTLIZ, IPsec %1 Ml VPN OERRICFERH TE £,
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51
ASA & 10S T34 ZADM D VTI kv x/b (IKEv2 #{#H) DR EH

ASAL

crypto ikev2 policy 1

encryption aes-gcm-256

integrity null

group 21

prfsha512

lifetime seconds 86400

!

crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256

protocol esp integrity null

!

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

!

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254

tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]

tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

!

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco
!

crypto ikev2 enable [asa-interface-name]

I0S [

!
crypto ikev2 proposal asa-vti
encryption aes-gcm-256
prfsha512
group 21
!
crypto ikev2 policy asa-vti
match address local [router-ip-address]
proposal asa-vti
!
crypto ikev2 profile asa-vti
match identity remote address [asa-ip-address] 255.255.255.255
authentication local pre-share key cisco
authentication remote pre-share key cisco
no config-exchange request
!

crypto ipsec transform-set gcm256 esp-gecm 256
!
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wE Lo va—T 1 20ueEE ]

crypto ipsec profile asa-vti
set ikev2-profile asa-vti
set transform-set gcm256

!

interface tunnel 100

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]

tunnel destination [asa-ip-address]
tunnel protection ipsec profile asa-vti

!

RERORILABZ—T A4 ADBEREIEFE

HaES ) 1) — | BERETR R
R
VTI TO IKEv2, FEH |9-8(1) [{IB R F A v H—T7 x4 A (VTD &, BGP (§#1 VTI) Z¥HR—hT 5L

EAR—ZFWEE, BEO
ACL OH R — bk

0 FEL, AZ KTy F— RN, TRA TV T ¢ E— RT, IKEV2 %ff
ATEFET, IPsec 7R 77 A MIZ KT ARRA YV MEFRETHZ EICLD, GEE
NR—=2ADRFEEFEHTCEET, Flo, AT T4 07574 NVE D TTD
access-group 2~ RZMFEH LT, VII ECTT7 72 VA M2l T522 b TEF
s

WOMEH T, FEAER—ZAGRIED T A MRA v MEBIRT 247> a VB AIh
F L7,
[%%E (Configuration) ]>[# 4 FREIVPN (Siteto-SiteVPN) ]>[%# (Advanced) ]>

[IPsec7AHR—HIL (FTURT+—L+tv k) (IPsecProposals(Transform Sets)) ]>
[IPsecFO 774 JL (IPsecProfile) ]>[3&M0 (Add) ]
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B merosxiso8—oq2088EEE

HEBES 1) 1) — | $BETEIR
z
A2 2 —(97.(1) |ASA DS, REB RN A v Z—T A& (VI EFEHINAB LWGHERA ¥ —7 =

7 xzA A (VII) O
R—k

A Ao TifbENE Lz, VINZIET ~DVPN b R EFT-OICHH S E
T, TAUE, F RV OBKEERICERE STV D IPsec 0 7 7 A L EFIH LIz —
F _X—ZD VPN ZHHR—FLET, VIIZFEHATLZ LIk, B~y 70
TI7RAVARNERELTA VI —T oA Ry BT TH ENAREIZRD E
7

ROBEAFEASHLE LT,

[%%E (Configuration) ]>[¥4 FREVPN (Site-to-SiteVPN) ]>[5#8 (Advanced) ]>
[PsecdBR—HIL (FS 2R T+—Ltv k) (IPsecProposals(Transform Sets)) |>
[IPsec7O 7 7 4 )L (IPsec Profile) ]

[E%% (Configuration) ]>[% 4 FREIVPN (Siteto-SiteVPN) ]>[3#f (Advanced) 1>
[IPsec7AR—HIL (FTURT+—L+tv k) (IPsecProposals(Transform Sets)) ]>
[IPsec7B 774 )L (IPsecProfile) 1>[:BA0 (Add) 1> [IPsec7BR 77 A JLDIEN
(Add I Psec Profile) ]

[E%%E (Configuration) |>[T/\1 XDty b7 v T (DeviceSetup) >[4 4 —T =
14 RADFEE (InterfaceSettings) >[4 2 —7 x4 X (Interfaces) ]>[EM (Add) ]>
[VTI4 22— 4 X (VTl Interface) ]

[%%E (Configuration) ]>[T/81 ADtv k7 v 7 (DeviceSetup) >[4 >4 —7
4 ANEKRE (InterfaceSettings) >[4 v 2 —7 4 X (Interfaces) |>[BH (Add) ]>
[VTIA B —T x4 R (VTl Interface) | >[£f% (General) ]

[E%% (Configuration) 1>[T/3f RD+Ev r7 v 7 (DeviceSetup) >[4 42 —T

A4 ADEHE (InterfaceSettings) >[4 »F—TJ =4 X (Interfaces) |>[EBA (Add) ]>
[VTIA4 32— 4R (VT Interface) |>[E¥#8 (Advanced) ]
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



