—AH9 7% VPN 5852

VAT AT var 23=Y)

s KK VPN v a v BoHE 3—)

* DTLS OfE (4 =—2)

* DNS — 3"— V)L —TDOE (5 3—)

LT DT —VORE (5 X—)

*SSLVPN #fefHD 27 747 b 7 RLAFRE (6 3—)

s IN—TFRY v— (8§—Y)

BT R T A (61 X—Y)

T 0Ty AN, 7T AT R ASSLVPN (82 ~X—Y)

«IKEvl #&fi 7' 7 7 A /b (86 ~—7)

CIKEV2EHETA T 740 (93 <—)

 IPsec F£721L SSL VPN i 7' 10 7 7 A L ~DREAEDO~ v B 7 (95 X—)
* Site-to-Site #7110 7 7 A L (99 ~X—)

» Cisco Secure Client f A —3"® AnyConnect VPN £ = —/L (108 ~X—)

» AnyConnect 7 74 7 > hVPN £t D% E (109 ~<—2)

» AnyConnect 77 7 4 7 > | HostScan (117 ~X—7)

* HostScan/Secure Firewall R AF ¥ DA L A h—)LE=1ZT7 v 77 1L —F (118 X—2)
« RAF ¥ REOHEM (120 ~—3)

« HostScan/Secure Firewall R AF ¥ D7 A A h—/L (120 X—)

o J)L—"T 7R 2 —~D AnyConnect 7 7 A 7 > MMERET Y 2 — L DEID KT (121 3—Y)
* HostScan/Secure Firewall 78 2 F ¢ Bk (123 _X—Y)

* AnyConnect t ¥ =27 EEVT 4 7747k V) a—ay (1233—Y)
s AnyConnect 7 7 A4 7> f DI AZ~vA Xbua—HJE—Tar (1253—)
* AnyConnect 7 74 7 > b B AX K@tk (129 =—)

*IPsec VPN 7 747 b V7 by =7 (131 X—)

+ Zone Labs Integrity Server (131 ~X—1)

<ISERV v—oiEf (132 X—2)
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VATLATUaY
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec] > [System
Options] A1 > (% 721X [Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options] % fiff
MALTEIE) 2#H9 5L, ASA ED IPsec & v a & VPN & v ¥ 3 UZ[EA OHERES %
ETEET,

» [Limit maximum number of active IPsec VPN sessions] : 7 27 7 4 7 72 IPsec VPN & v 2 3 >
DERRBOFIRE A F—TNVEIET =T M LET, #HIE, ~—Fv=T7 7Ty
N7 —bLbY T U=T T4 BVRIZESTRRY 9,

+ [Maximum IPsec Sessions] : 7 27 7 « 7 72 IPsec VPN & v ¥ 3 > O KiF a5z f8E L
FT, ZOT 44— RiE, ERROF = v IRy I AEA NI LT, T T 4 772 1Psec
VPN & v a v OERRBAEGIRLUIESGEIZIZT T 77 4 71820 £7,

* [L2TP Tunnel Keep-alive Timeout] : ¥—7"7 7 A 7 A v — TV OBEZ AL THEE L £
T, #PHIE 10 ~300 2 TF, T 74/ ML 60 B TT, Ziud, Network (Client) Access
EHORERV AT A ATV a0 TT,

* VPN R U RV ORESIRFC, BEfFO 7 e —%FafE L7,

* [Preserve stateful VPN flows when the tunnel drops] : %> F U —27 §LiEE— F (NEM) TO
IPsec b /L 70 —ORFF2 A X =T NVETITT 4B =TI LET, K722 IPsec
f v Ta—REE A R —T VI T B &, [Timeout] XA 70 7Ry 7 AT b2 RLH
FERSNDIRY ., ¥X2 VT4 T T IAT UV ARAT— MERIZT 78 ATE 57280,
F=RIFEFIC7o—%28TLET, ZOF T a i, T 744 FTEHTT,

N

GE) MRV TCP 7B —X Ry 7SNV, 7 —r7 v 7%
TCP XA LT U MIUKFELET, 72720, FEDO MRV 77—
DEALT T IWBT 4 =T NIl > THEA, FEFEI3Mho
FiE (BT IHOTCPRST2E) I2X->Tr7 VT SNHET, £
D7 u—Fv AT ANTHRFEFEINET,

* [IPsec Security Association Lifetime] : €% = U7 1 7V m—3 3 (SA) O ZHRE
LET, ZORTA=FIZEY, IPsecSAF—DT A 7 XA LOREHEZFE L ET,
TA 7 HA LIE, IPsec SA BHABREINLIZ /2 5 F TOFRMMEZ/RL, HFLnF—L xR
VZ— T OMERDH Y T,

¢ [Time] : ¢ (hh) . 43 (mm) . BEOE (ss) HALTSADT A 74 A L&FRE L E
‘3‘0

* [Traffic Volume] : ¥ 2 /34 NEfLONTF 7 4 v 7 TSATA T XA LEERLET,
IPsec SADVHAREINIC 2 D ETORA ua— R T —FDFua{ NMEEAHLET, F
721% [unlimited] % 4 12 L £ 9, &/IMEIE 100 KB, 7 7 4 /b MEIE 10000 KB, K
1% 2147483647 KB T,
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[Enable PMTU (Path Maximum Transmission Unit) Aging] : & B2 23 PMTU O=— > V% A
X =TT DB ENTEET,

* [Interval to Reset PMTU of an SA (Security Association)] : PMTU fE2S JLDEIZ Y & » K
SN EATILET,

[Enable inbound IPSec sessions to bypass interface access-lists], [Group policy and per-user
authorization ACLs still apply to the traffic] : ASAIZ, VPN 77 4 v 7 BN ASAA » F—T =
AATHKTT DL ET 74V P THFAIT 2D T, IKE £72I1TESP (L7232 DD Z A
TDOVPN/ANT b)) &7 78 A V— /L THATLLEIIH ) A, ZOFTvarz
FUAT LT LEAEIE, BEENT VPN ATy b —R/V P 7 KL RICxT 57 2
A= VI RETT, VPN bRV VPN X 2 U T 4 A= X85 L TEFIC
Wi SNIZD T, ZOREIC & > T, AL Sh, EX=2VT7 4 VA7 2R L
< THRARADNT =< AP RLEnEY, (=7 F) r—BlU0a—%—
BALOFFAI ACL X, SI&HE T 70 v 7@ ENET) .

IOXTvarEA7ICTHI i, TO/RA =L EO—H)LIP T KL AIZHEH
THZEAMEIMNCEATEET, 778 A A—da—A/IP T FLAICEM S,
VPN "7 RIMEBILSNARNCHH SN TWmD 7 F4 7> P 7 R LA A
ShEHA,

[Permit communication between VPN peers connected to the same interface] : Z OHEHEZE A —
TNEREFT =T LET,

FUCA v H—T 2 A AN LTHERY TA T M VPN b T 7 4 v 7 ZRFSLEFIC, £
TR LTV XA LY v 9528 TEET, AILA ¥ —T x4 A% LTVPN
77 4 w7 BB TICEET 2HE81E. TDOA v H—T =4 AZXT 25 NAT 2 A
F—=T ML, TTAR=FIPT RVRENRT Y v 7NV —T 4 VT ARERT R R
BT HVERHY 3 (7277 L, a—BNVIPT RLA =TT TN T Y w7 IPT
RLU2AZBEHLTCWDEAIEREET) |

[Compression Settings] : JEME & A % —7 /LT T HH%HE (WebVPN 38 K INSSL VPN 7 71 7
VN BRELET, EMET 740 T R—T Mo TWET,

BRAVPN YL 3 #MDEKRTE

FIE

VPN & v 2 5 > £7-13 AnyConnect 7 74 7> b VPN & v ¥ a U THA SN D RREATE
T 5, WOFIEEFATLET,

AT w71 [Configuration] >[RemoteAccessVPN] > [Advanced] > [Maximum VPN Sessions] % 2R L £,
ATw T2 [k KAnyConnect 7 7 A 7> bt v 3 4 (Maximum Sessions) ] 7 4 —/L KiZk vy aro

RRIFREE AN LET,

—ferarz N EE I}
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AIMEE. 1 0 6DTF A B ATHESNDE Yy v a v ORKREETTT,

AT 73 [Maximum Other VPN Sessions] 7 4 —/L KT, #Fa[T 5RO VPN v a HaE AN LE

F, ZHITIX. CiscoVPNZ 14 7 b (IPsecIKEvl) & LAN-to-LANVPNt v 3 U NEF
nET,

HMEX, 1 026D T7A B ATHERSINDI YV a v ORKEETTT,

ATy T4 [Applyl 227 U v 7 LET,

ATy T

=JL =

aX B

Datagram Transport Layer Security (DTLS) Z{£/f9 % &, SSL VPN Bt &z L T\ %
AnyConnect 7 7 A 7>k T, 220D b /L (SSL kb & DTLS b L) Z[RIRFCAE
FAC&xFEJ, DTLS 23 2% & SSL #f5i CTHAET D IRAEIS I OV IiE O [ RE AN [F]8E X d,
27y MBIEDRBLZZ T WY TAEA LT TV r—3a DR 73— ANEELE
R

18 BRI

ZP~y R RTDTLS R E L, T2 DILS D 3—V 3 U AR T HI2IE, SSLXE
EHBL TSN,

DTLS % TLS B4elZ 7 4 —/b Ny 7 SEHTE, 7 v RETHE (DPD) %A 3x—7 /W2
HUEENHY £, DPD ZA F—T /LI LARWEA, DTLS #5 CHRIEN AT 5 L. TLSIC
T A= Ny 7T HROVICHERIIE T LET, DPD OFEMICOWTIL, WEZ L—7 R Y
¥—. AnyConnect 7 7 A4 7 b, 7T v FETHHH (40~<—2) 2ZRLTIZIVY,

AnyConnect 7 74 7k VPN ##¢lZxf L CDILS 7' v a U AfREL £ T,
a) [f%7E (Configuration) ]>[VUE— F7 27 EZAVPN (Remote Access VPN) |>[* v kT —7
(747>~ 727&A (Network (Client) Access) ]>[Secure Client AnyConnectffi 7° &2
7 7 A /v (AnyConnect Connection Profiles) J[7 7 A4 32 —7T x4 X (AccessInterfaces) |
I va I LET,
b) [ ¥ —7=AA (Interface) 17— /L® AnyConnect 7 7 A 7 > b B IZRET DA
=T 2 A ADITT, AV F—T 2 A ATARX—TNMZTHTr harzt At LET,

* [SSL Access / Allow Access] & 4 2T B0 A F—T7 /WZ LT=44 . [Enable DTLS] i
T 7 AN N TH U EIFIA R —T IR 7,

* DTLS % #0129 5121, [Enable DTLS] #4712 L £ 9, SSL VPN ###%ii% SSL VPN
N RN DI L ET,
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c) [Port Settings] Z IR L, SSL R— b Zi%E L £7°,

* [HTTPS Port] : HTTPS (7 7 U ~<—2) SSL 8&5iflZ A *—7 MIZT 58— b, #
PAIE 1 ~ 65535 T¢, T 7 4 /L MEAR— |k 443 T9,

« [DTLS Port] : DTLS #ft HIZ A *—7 /1123 % UDP AR— b, #iPHIL 1 ~ 65535 T,
T 7 F )V MEAR— |k 443 T,

ATV T2 HEOIN—T KU v—IZxt LTDILS &7 v a Y &ELET,
a) [XE (Configuration) ]>[V E— K7 7 & AVPN (Remote Access VPN) |>[R v hU—7
(747> K~) 727&A (Network (Client) Access) |>[Z/V—77KR U — (Group

Policies) ]> [[BNN/fmEE ( Add/Edit) ]> [E#lE%E (Advanced) ]>[AnyConnect 77 A 7 >
FICEBE L £7,

b) [Datagram Transport Layer Security (DTLS)] @ [Inherit] (7 7 #+/L ) | [Enable], F721%
[Disable] Z&IR L F7,

c) [DTLS Compression] @ [Inherit] (77 #/L ) | [Enable], 7213 [Disable] Z®H L., DTLS
DEMZ R E LET,

DNS H—/\— J )L—TDHKTE

[Configuration] > [Remote Access VPN]>[DNS] ¥ A 7 1 7 7R v 7 A TlL, —~— T )L—T74
P—=N— ZALT T NORE, FEY FIAEH. BEXORNAAS U4 E2EL, REFHD
DNS == NT7 =T )NIFEKRINET, ZOXA TR IRy 7 AT, DNS —s3— J7)L—
TEBMN, fRE. EIFABRTE ET,

* [Add or Edit] : [Add or Edit DNS Server Group] # 4 7 2 7' 7R v 7 ZA03F & £, BIOLATIC
HBHA~LT
s [Delete] : TR L7272 T —7NADOHIBRLET, #RINT., PCHVELLTEERA,

« [DNS Server Group] : = OFHF D DNS — X — F )L —F L U THEHAT A — N — 28R L
*4, 7 7 #/V biL DefaultDNS T,

* [Manage] : [Configure DNS Server Group] % A 7 12 77K > 7 A & £77,

EEEaT7DT—ILDEKTE

K~ L TF 7Tty 7 (SMP) 77y F 74— LA TOMEar O Y TEEHEL
T, AnyConnect 7 7 A 7 K TLS/DTLS N7 7 4 v 7 DANL—T" v N ES®H5HZ ENT
XEd, TOLEEITL 5T, SSLVPN F—Z 8208 &E# b &4, AnyConnect 7 54 7 > b,
A~v—h hrxn, BEOR— MGEIZBWT, 2—F—=2NRBFTE LT 4 —~ 2 A\ LR
FHLET, RKOFIETIE, Yo/ arvsyx A= RNEhE~AF ar7x2hE—F
THELa 7O — L a2HELET,

—ferarz N EE I}
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AT w71 [Configuration] > [Remote Access VPN] > [Advanced] > [Crypto Engine] Z3#4R L 97,
AT w72 [AcceleratorBias] Kz v 727 U A NG, BT 78T L—% FatyPo0E Y Bk
Vit N D= S I

(6=
DT 4=V RiE, BERENT A A THER ARG RR SN ET,

¢ [balanced] : B 5k N— R =7 UV V=X Z¥EIZ3H L ET (Admin/SSL I X OV IPsec =
7)

s [ipsec] : IPsec ZMBHLT 2 L DI B b N— R =7 U Y —2%E ) Y CTEF (SRTP K
(bER NI 74 w7 &ET) , Ziud, ASAS5500-X ¥V — R TRA ADT 7 )b k3 A
T ATY,

e [ssl] : Admin/SSL #E%c4 25 X ) ISk x— Ko =7 U Y —2X%2E) ¥CTE94, SSL
~_X—2ZD AnyConnect 7 7 A 7 UE— T 7EAVPNEY Y a &R — T 58
A, ZONRLT AR LET,

AT97T3 [Applyl 227 U v 7 LET,

SSLVPN #EHAD Y S A7 M7 FLRIEE

CDOEATOa TRy I ABFERLC, ZJa—)V T34 T T RLAOEY Y TRY o —
EHREL, AV F—T A RAZBEHEDOT RLAT—=LVEZRELET, ZOXAT TRy 7 A
EHEHALT, A ¥ —T7 A RAZEAOT RLA T —VEBIN, e, £3HRTL2248
TEXET, ¥AT7eT Ry I ATEHDOT—T M, RESNTWDA X —T A AEFD
T RVA F=NVO—FERFRRENET,

* [Global Client Address Assignment Policy] : 3T IPsec #f¢ & SSL VPN Client 55t
(AnyConnect 7 7 A 7 v MEfia &le) [T LRI v —Z2FELET, ASAIL, 7
RLUZA&ERDSTLHET, BIRSNT Y —AZNEFITHEHA L £,

* [Use authentication server] : 7 74 7> 8 7 KLVAD Y —ZA & LT, ASA BFEAET—
N—DERZRBD LHIITHRELET,

«[Use DHCP]: 7 7 A4 7> s 7 RLAD Y —AL LT, ASA 75 DHCP Off [l ik 5
Lo ELET,

* [Useaddresspool] : 7 7 A 7> F 7 RLADY—AL LT, ASAINT KL A 7 —)LD
FERZRARD X ITHEELET,
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» [Interface-Specific IPv4 Address Pools] : X E SN TWNBA LV H—T = A AEFOT KL A

TNDO—RKEFRRLET,

» [Interface-Specific IPv6 Address Pools] : X EINTWNDA L F—T = A AEFGOT KL A

TN DO—EEFRLET,

* [Add] : [Assign Address Pools to Interface] % 4 7 2 VAR > 7 ANRHEET, ZOXATa s

Ry 7 ATHE, A2 =T 2 ZABLOCEIVYUTEHT FLA FP— LB EIRTEET,

c[Edit] : A > X —T 2A ZALT RL A F—LDT 4 —)b FIENEY IAENT-RFET,

[Assign Address Pools to Interface] 2 1 7 2 7' 7R > 7 ZABH & 97,

o [Delete] : IR L7=A v H—T oA RZFEHDOT RLA T —VEHIBRLET, I,

RVELLTEEREA,

Assign Address Pools to Interface

TDOFEATaR TRy I ABFEHA LT, AVE—T oA ABRIRL, FOAL L X —T A AT
KLU A 7P =% 1 DL EEID YTET,

s [Interface] : 7 RL A T — DB B THA L H—T oA AR LET, T 740 ME

DMZ T,

* [Address Pools] : FEEL72A v H—T = A RZEIN YU TEHT KL R F—LEEELET,
* [Select] : [Select Address Pools] ¥4 7 2 7Ry 7 ANRAEET, ZOXA TRy 7 A

T, ZOA U F =T oA AZEVYTHT RLA T — L& 1O EEIRTE £7, 3R
WNZ¥1E. [Assign Address Pools to Interface] % 4 7 & 277~ » 27 A @D [Address Pools] 7 1 —/V
RIZRRESNET,

Select Address Pools

[Select Address Pools] # A 71 7R v 7 AZiX, 7747 b7 RLUADOEIY YT TR ATHE
RS —NE, BET RLALERTT RLVA, BEXOT RLA =DV T Ry b~ A7 HBRERR
i, VA RO b ZB, fWE. HIFRCTX £,

* [Add] : [AddIPPool] ¥ A 7T 0 VAR > 7 AMHEE T, ZOXAT TRy 7 ATIE, #HlL
WIP 7 RLVA P — )L ERETEET,

« [Edit] : [EditIPPool] ¥ A 7 0 VAR > 7 ANRMEE T, ZOXA TR IRy 7 ATIL, 2R

L7ZZIPT LA F— LR TxET,

o [Delete] : IR L7=7 FL A F— A ZHIBRLET, MRS T, COVELLTXERA,
*[Assign] : £ L H—T oA AZEID B THNTNDT RLA TS — A4 5RRLET, AV

B —T = A RBINT % DREND B CT— Vi ZTNT ) v LET, [Assign] 7 4 —
NV ROT—VED YT EREHINET,

Add or Edit an IP Address Pool
IP7 RLA = VR EEIIERELET,
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*[Name] : IP 7 RV A F—LZEID B THNTWDARTERELET,
* [Starting IP Address] : 7 —/VDRAIDIP T R AZ$EE L ET,
* [Ending IP Address] : 7" —/VDFRHZED IP 7 RLAZHELET,

* [Subnet Mask] : 7 —/VINDOT FLAIZHEHT 27 %y b v~ A7 @R L E7,

OIN—T K1) —

TN—7 RY —iE, ASA DN (m—1V) £72135MHBD RADIUS % 7213 LDAP H—/3—
IR STV D —F—3RMA D B L DT DY v FTF, VPNEHG &ML T HERI
N—T R =L oTIITAT > MZBEREVECONET, T 74/ FTIE, VPN—
P—IZE T N—7 R =0 b nE A, Z—T R —fF#HiX, VPN ##i7 1
TZrAN (b TN—7) BXOa——THhor b TEHENRET,

ASA (2%, DfltGrpPolicy & WO ARIDT 7 4/ ks Z)V—T KU —RNH Y £9, 574/ b
TN—TRGRA—=RF, T _XCOIN—TBI P2 —|ZH@THH L EZHND T A—
&f\:/74#;v~yay&xﬁ@ﬁ%kﬁ&ﬁ%iﬁoﬁbwﬁw— VWX ZDF T F v
N ITN—=TNoNT A —=2% [ffk] CT&, 2=V —IZAHDOIN—TFET 74V~ 7
N—TMNHNRT A —=R% k) TEET, TNHDONNTA—HF, I —TBIPR2—%—
ERETHEXICEEXTXET,

W T N—7" R — I N—T R —%RETEET, NI NL—T R o—jFn—
B IVATRTE S I, HMER 7 —7 13 RADIUS H—/X—F 7213 LDAP Y — X— A5 CRIF S U
7,
[Group Policy] # A 7 v 7R v 7 AT, IROMHD/NT A—H i LET,

o« —IRBME AR, N F—. TRVATS—, Tabhan, o227 BLXOEERED

=L

ax AEo

o« —N— : DNSBILURWINS P —X— DHCPZAa—7 BLIORXFT 7+ K RAAL 4,

FEMEME c ATV R RV TV IET T U T e X AnyConnect 7 74 7 B,
BELOIPsec 7 747 2 I,
INEDNRTA=FEBET HANI, ROEAEZRET DLENRHY 7,

o 77 & A5 ([General] > [More Options] > [Access Hours]) .

« 7 4 V% ([General] > [More Options] > [Filters]) ,

*IPsec ¥ = VU7 4 7Y m—3 3 ([Configuration] > [Policy Management] > [Traffic
Management] > [Security Associations])

e T ANEZ VU ITBIOATY y N hox VU IZHORy hU—2 U X K ([Configuration]
> [Policy Management] > [Traffic Management] > [Network Lists]) ,

7 VPN B



| —#egzs veN
sn—Fkyo— |

o 2— P —FBFEY— N — L NEFEGEY—/3— ([Configuration] > [System] > [Servers] >
[Authentication]) .

WDEATDITN—T R —hHETEET,

T N—T RY v— (10 =) A7 —T R Y 2 —1E, RADIUS £ 721X LDAP
P— =% ASA TR L, WHZL—7 R o—IZREINTND LD 2R Y —1FHRO
KD EFETEDL I LET, MBI N—T R —x, Xy hU—7 (I T7AT
K) 727 A VPN #fi. 3L A R VPN 8t L TR U FETRESNE T,

s NFRZ N—T" KU v— (123—=2) : ZTRHOHEHRIT, = FFRA > MIA A h—L
SNTVWDH VPN T4 7 MZEo TSV E T, AnyConnect EXx =7 EE U 7 4

7 74T hEB LD CiscolPsec VPN 7 74 7> MME, VPN 7 ZA4 7 > SO HHICTT,

VPN 7 747 "RFRRESND &, oA boFE, VE—F 22—V —13hFEXx > b
J—0 E737 7TV r—va 7 7 ATEET, VE—bha—VP—Li¥EXy hT—
IJMDOT—4% T 7 4 v 7%, BRI Lo TA v X —F v M &l T DEICRE I E
7T

* AnyConnect 7 7 A 7 > FNEI 7 L —7 R 2— (19 =—)

« 7547 FLASSLVPN O 7 —7F R o— (51 <—2) : Zhix, 759 0#
NR—=AD VPN T 7 AL HIFENET, ASA DR—H )L X—=VIZEFIIe 7 A 35
EL UE—F 22— —F Web XR—VNIEREIND Y VIO hERY NTU—2 LT
r—va T e ATEET, VE—b 2—P—LtoEXy NU—IHOT—H T
7 4 w71, SSL h Al T HERICARE S IVE T,

o A NEINEZ L —7F RY o — (56 2—3)

[Group Policyl "1 > 74 —JL F

ASDM @ [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies]
NN BREFHO I N—T R v—R—HERINET, VPN I L—TF K o —&4
957200 [Add]. [Edit], 3L [Delete] K% o ZLL IR LET,

c[Add] : Rry 7 XD JRMBRRRIIN, WHELIINTO 7 V—T7 R o —2 8N4
HMEIMERINTEET, HUIZ[AA 27 U v 7T H5581F, 7 74/ ML ONE Y
N—T RV =BT D2 L2720 FET, [Add]Z= 27 VY v 2735 &, [AddInternal Group
Policy] # A 7 v 77’78 v 7 A % 7213 [Add External Group Policy] # 1 7 v 7' 7R v 7 AN & &
T INOLDXA T TRy 7 AEFEH LT, HILWIL—TRY o—%—EITBENTE
FT, TOXAT TRy I AL, 30D A=a—k I aryBb ET, ThETNLOD
Ama—HHEZ 7Y v 35E, TOHEONRT A—=FRERrINET, HEMEZBET
HEE, ASDMITRREZRFFLET, T XTDA=a— %I a V TRTA—XDHRTE
PRET L7256, [Apply] £7/2id [Cancel] 227 VU v 7 LET,

« [Edit] : [Edit Group Policy] ¥ A 7R /ARy 7 A&RRLET, TOXATRI RNy I A%
HHALC, BEOI/NV—F R v—&fRETE £,

s [Delete] : AAA 7 V—T RV > —% U A MDOLHIBRLET, ERINT, LVELLTE
E-WN
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e [Assign] : 1 DL BT 0 7 7 A T NV—T R —EED B THIENTEET,
e [Name] : BITERE SN TWH I NL—T R U —DA4RTE BRI LET,
« [Type] : IIERE SN TWVDE T N—T R —DH A T —EERLET,

* [Tunneling Protocol] : BIfERXE SN TWAE T N—T" KR —NEHTL oD o7 7
ahalcer—mRRLET,

+ [Connection Profiles/Users Assigned to] : & D 7 /L—7" 7R U ¥ —IZBS# T H 72 ASA ITIH
BEREShEEpR T 7y A Ve a—F—%2RLET,

WNERTI)L—T R o —

571*%57‘/1/*—7(’7\]‘\(3 T‘/“‘fj:\ %iﬂ:ﬂqj_“‘/‘\“‘ﬁ)rﬁ jki@ntuuﬂi@ﬁli{ %E&'?:E{fbi‘a—o \—0)7
N—T R —ZLo>T, ASADEMNZ A TE 5 RADIUS 721X LDAP Hh— 13— 7 )L —7
PREEL, TNO0OBEMERET D EEIHEHAT I NATU—-RERELET,

ASA TONEE 7 V—T41%, RADIUSH—_"—Da2—HWF—£ B L CET, DFED, ASA
WAV I N—T X BRGE LT84, RADIUS h—— (37 =V — % 2 —H— X (2T 5583
FRERZRLET, LER-T, N7 L—71X, ASA 1T & » THEBIZ2 B % 8> RADIUS
P R— D2~ —=TH T MITEETA, BTN —TBENRRFET 2 TED 2 — P —
& A URADIUS — N—ZHFET D56, TNOOMTARIZEEIEL Z LI TEEHA,

SN — =% T 5 K 91T ASA Z5RET HHNC, w7 ASA oAl B EZfRE L TY—
N—ZREL., TNOLDEEOY T ko E)ﬂﬁl’z @:L“"j‘ (XS D RFE DFFRI 2 E Y 2T
HZRENRH Y FET, SN — N —ERETDHITE, [RRAEB L ORGEHOANS— N —] OFi
BIZHE > T EE WY,

Z 35 RADIUS # %1213, v — B /LVERFED RADIUS, Active Directory/Kerberos Windows DC
® RADIUS, NT/4.0 KA A > ® RADIUS, LDAP ® RADIUS A& £ E T,

NEBITIL—TRY—DT4—ILF
o [Name] : IBME7ITEH T H 7NV —7 KU v —%5E L E T, [Edit External Group Policy]
DYE. ZOT 4 —/v NIFEFRHHATT,
s [Server Group] : ZDARY —DEHEE LTHHTE 29— N"— I —T7 % -EHRRL
7,
* [New] : #7 L\ RADIUS $—/3— Z/b—"7"F 721387 LV LDAP Y— 33— Z L —7 % Eik

TOEMEIDERINTEDXA TR Ay 7 AZMAEET, EHLDO5AD [Add AAA
Server Group] ¥ A 7 27 AR v 7 AN E £,

s [Password] : DY — 13— T )—TF K T —DNRATU— REHRELET,

AAA P — R —DIERE L O EIC OV T, [Cisco ASA Series General Operations ASDM
Configuration Guide] @ [AAA Serversand Local Database] DEA S L T 72 &0,
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AAA H—/N—Z & BH/RRT— FEE .

AAA H—/N\—[Z KB/ RT—FEHE

ASA IZ. RADIUS B LTNLDAP 712 k2 /LD /XA T — REFEZ YR — N L TWET,
[password-expire-in-days] A 7> 3 > &, LDAPIZK L COAYR—FENFET, FOMD/R
T A=HIL, TO LX) miatRe L AR — 3% RADIUS, RADIUS /& NT H—/3—_ LDAP
P =72 ED AAA H—/N—THZHTT, RADIUS F721L LDAP FBREN R E STV e
A ASA TIEZDa~wy RRERINET,

\}

GE) ﬁﬁ@&’%MSGﬂP%#? FLTWT%, MS-CHAPV2 IZHAR— F LTV 2\ RADIUS
P—R—HH 0 4, = OMEEICIL MS-CHAPV2 NIRRT~ R X —IZER L T2 &
A

ASA TliL., #% . LDAP IZ X D3R % 7213 MS-CHAPv2 # ¥ 7~R— h4 % RADIUS =2 7 ¢
F o b— g KD, RO X A TICxT 2327 — REBEPYR— I E
—éAO

* Cisco Secure Client AnyConnect VPN 27 7 A 7 2 F D

«IPsec VPN 7 7 A4 7 |k

* IPsec IKEV2 7 7 A 7 > |k
NAT— REHL, Kerberos/Active Directory (Windows /XA T — ) FE72{INT4.0 KA A T
I R—bhENEEAL, —H#D RADIUS ¥ —/3— (Cisco ACS 72 &) |F, FBREZR 25 D8R

P—=N=lZ 7B X TR HY £F, 72721, ASA 22513 RADIUS #— 13— L 217 i#fE
LTWDEICRAET,

N

GE) LDAP THRRAY— REETET5120%, T O LDAP %— _"—Z L (2 E O JFEMER S Tun
9, HIfE. ASA TIL Microsoft Active Directory 33 & OF Sun LDAP #—/3—|Z%F L CTO A, Il
E@Axv—ﬁﬁﬁmyy7%£%bfwiﬁo

24 7 47 LDAP IZi%, SSL kN M%E T3, LDAP O/XA Y — REHAZFEITT HHIIC, SSL
ETOLDAP A X =T /T DRENH Y £, 7 74/ FTiL, LDAPIER— |k 636 Zfff
ALET,
AnyConnect 7 54 7 > M2 & /3R T— KDY HR—
ASA Ti&, AnyConnect 7 7 A 7 > b DIRD/SAT — FMEBIERELZ IR — F LET,

s =YL LD L Lz & &0 32T — RERYILO@ A,

« RAT— ROMRAGINDFTO /2T — RHIRUIND Y <A &,

o XA T — FHIRYINL OMEZNE, ASA 1T AAA — S—02 5 D82 T — RIFREIN O %
?ﬁ:‘*ﬁ L. o O ] LE T,
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WA — NEHERETHE, ASAIL, VE—ha—HF—prr A LEHE LIz xIC,
BUED/SAT — ROMRBEINTND Z &, FTHRUINNESNTND Z Ealm L E
T, FNND ASA X, 2— V=B NNATUV—REERTEZLH LI ICLET, BUTONAT—F
DI L TRV, 22— — X2 O H WA T — RZEH L Ta 71 > Uit T, kT8
AT —REEFETHZENTEET,

AnyConnect 7 7 A 7 2 M IRV — FOLEEZBETE T, AAA Y — = b DL HEEKIC
ASAZN L UNETHZ L L TEEHA, AAA VP — 3—(F, AD 27 1% 925 RADIUS
P—s—_ FZILLDAP b —NR—ZTHHERH Y £9,

ASA 1X, ROFGMTFTIINAT— REBZVR—FLEEA,
e m—7L (NE) RBEEEER T 256
* LDAP ¥GEA MM+ 256
* RADIUS GRAED A ZMEH L TH Y, —H%—73 RADIUS Hr—/3— F—F X=X fFET

L%

IRAYT — RHIREIN OB 2R TET D & ASA I AAA Y—/3—7 5 @D account-disabled 7 >
=T LR ET, T, X2 VT4 EOU RZITR B AEEMER DY F
T, T2 2R, BHEONRNRT - REEFE LWL IIZTIHERZHY £,

N2 — RER A A X —T NI TH E ., ASA 1T AAA Y—3—|Z MS-CHAPv2 FFAFER 2 155
LET,

RETI—T R S —
RESIL—TF Ry o—, —BEY

[Configuration] > [Remote Access VPN] > [Network (Client) Access]> [Group Policies] - > T,
[Add or Edit Group Policy] # A 70 /AR v 7 A&+ 5 L, BMELIFZELET LI V—T7 R
Vo= bRV 7 7aban. T2 SHiEsE,. BEOY—"—2fEETEET, 2
DHEAT TRy 7 ADKT —/)L KT, [Inherit] = v 7Ry 7 AEERT DL, XInT D
REDMEET 74V K ZN—F R =00 RETCEET, [Inherit] X, ZOXA TR IRy
I ADEET X TOT 7 4L METT,

ASDM T [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit] > [General] Zi&IR LT, W7 L—7 R o—D—kEEEsE LT, ROBME
¥, SSLVPN v gt IPsecty v a v ilifianEd, T0H, W00 @ik,
1 ODIAT DRy a  AIFREh, OF A TITFFEFESNEE A,

« [Name] : ZD 7 N—7RY) I —DAHTZRK64ALTFTTHRELETST (A—XDEEHT) .
Edit BREDHA. D7 4 —/b Ridsi A0 BH T,

e [Banner] : ©7 A VR —HF—ZH L TERRTOINTFT—TFRAMEHRELET, B3I
K 4000 SCFTH, 7740 MEIZH Y EHA,

IPsec VPN 7 7 A 7> ME, NP —H0D5822 HIML 2% R — L TWWET, 727201, 7
FAT Y B VAR—HZILE IO AnyConnect 7 7 A 7 > N 1ZER5 )72 HTML Z %74 — kL
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TWET, NF—BYEF— b =P —[THYNIERIND LT BHIZE, ROFA KT
A NTHENET,

eIPsec 7 7AT v b a—VP—DEAIE. hF T HERLET,
* AnyConnect 7 74 7 > b | 2 —H —|I<BR>Z V7 2 L T 72 &0,

[SCEP forwarding URL] : CADT KV A, 753 A7~ 70”757 A/)LTSCEP 7ua X% %
RET DHEITHETT,

[Address Pools] : 2D 7 /—7" R =TT L5 1 2L EDIPvAT LA F— /L D4
AiZfRE LET, [Inherit] F= v 7Ry 7 ANA L DBE, JA—F R —XF 7 4+ /b
N IZN—T R —THREINTWVWLIPvE T RLA P— L&A LET, IPv4 T KL
A T =V EBINETZIIRET 5 FIEOFEHIC OV T, 2L T 7Ea0,

A

GE) NI N—7"RY > —TIPv4 L IPV6 DT RL A F— )L ats
ETEET,

[Select] —Z DARZ % T 77 4 72T BHI21E, [Inherit] F= v 7Ry 7 A4 7 LE
9, [Select] 7 U >~ 27 LT, [AddressPools] ¥4 7T R 7Ry 7 A& ET, ZOXAT
By Ry 7 AZE, 7 AT N T FURAEID B TTRINAERT LA =D —
N BT RLAEHETT RLA, BEXOY 7Ry bR BRERIN, £DY R bd
b b U AR GBI, R, HIBR, BROHFID S TTEET,

[IPv6 Address Pools] : 2D 7 —7 K v —THHTSH 1 DLLEDIPV6e 7 LA 7 —/L
DAL ERELET,

[Select] —Z DRZ % T 77 4 72T BHI21E, [Inherit] F= v 7 Ry 7 A4 7 LE
9, [Select] 7 U w735 &, BIROD X 9 72 [Select Address Pools] Z 4 7 & J 7R v 7 AR
& ET, IPv6e 7 RL A F— LA BIE 2 ITRET 2 FIEOFHEMICOWTIE, 2L
TLIZEW,

s [MoreOptions] : 7 4 —/V ROLMNZH D TRAIZZ Vv 7T DL, ZOTNV—TFKRY —
DEDMOBRERRER AT v a U RRREINET,

* [Tunneling Protocols] : Z D7 /—73MEHTE L b x Y7 7 haLziEELET,
a—F—iF, BRI WD 70 ha it 2EATEET, ROBRERHY £7,

* [Clientless SSL VPN] : SSL/TLS (2 X 5 VPN Offf&# s E L £3, Zd VPN TlE, vV
TR 2TRN—=RT=2T D7 TA7T > MINERL, Web7 T U &2 L TASA
ANDEXF2TRIVE—RT 7 A FURAPHESLENET, VI 47 FL A SSL
VPN 295 &, HTTPS A > Z—% v N A FEFIHTX B AL ETXTD=
VB a—Hnn, BFED Web A~ Web xHET U — 3 NT/AD 7 7 A v
HH (Web*fiis) . BFA—/L, BEORZEOMDTCPR—R T 7Y r—a 0 |
MEIAVEZEY Y — R HICT 7B ATE S L9122 0 97,

| —ferarz N EE I}
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*[SSLVPNZ A4 7 > I (SSL VPN Client) ] : Cisco AnyConnect VPN Client ¥ 72{3 L 77
3 — SSL VPN 7 7 A 7 > k@ AnyConnect VPN £ ¥ = — /LD ZfRE L £,
AnyConnect 7 7 A4 7 F &2 L TWAHEIX, 2071 k3L ZER LT Mobile
User Security (MUS) VR —FENDXIITTHHERH Y £,

o [IPsecIKEV1] : IP ¥ =2 UF 4 7 b2/l IPsec (IfkbbX=aT727 1 hald S
NTEY, VPN b RV DIFIERERT —FT7 7 F v 2k L £ 7, Site-to-Site (E
TY—¥T) k. BIL O Cisco VPN 7 74 7 k& LAN OOl J7 T IPsec
IKEvl Zffi [l T& £,

* [IPsec IKEv2] : AnyConnect ¥ ¥ =7 EE VT 4 7 74T MZEoTHHR—FrSh
TWET, IKEv2 Zfii ] L7z IPsec Z /114 %5 AnyConnect 7 7 4 7 & MERETIL, Y
TN 2T T T T— b, 7IAT TR T A0, GUIOR—HE— g

(FER) &AL~ AE—3 3 Cisco Secure Desktop, SCEP 7' 12 % L7 K DYLAE
BeREN Rt S E T,

* [L2TP over IPsec] : —#D— % PC OE /A )LV PC DA XV —T 4 7 T AT L TH
HEND VPN FA4 T FEEALTWA Y E— F 22— —[%, L2TP over IPSec (Z
LoT,. XRTV I PRy NU—IRIATEF 2T A T T IAT LV ART T A _—
MEHRY NT =0 ~OEX a7 AL CEET, L2TP X, 7—4 D hU X
Y ZIZPPPoverUDP (RK— K 1701) #MEHLET, EX=2V7 4 77734 T7 X
%, IPsec HEE— RHICRET HMLENRH Y 3,

« [Filter] : IPv4 £ 721X IPv6 Bt CHAT A7 7 A av br—L YR NEIRET DN, 7
N—T"RY =l EMATENEIDERELET, 74 NV ZITERONL— VIO
MENTWET, ZNHOL—LiE, ASAZNLTCHERBLIZ N RV T T—% 2y
NEFFRIT 2 0MER T 2 00%, EELT FL A, 56867 RUA, 7'a hanp Bl2iESn
TWRELET, VPN 7 4 VX IWEE I coAEH snET, 77V r—var A A
Ry arDT Iy a Lo TRNNIZSIP AT 4 Tk Db o &) B i3
HAEShEtA, 74NV ZEBLONV—NLEZRETHICIE, [Manage] 27 Vv 7 LET,

« [INACPolicy] : 2D N—T R —ICEHTH %y NUV—27 7T FIvaryaryhe—
ARV —DLFTERIRLET, 72 a L ONACKY 2 —% K TN —F R > —|E|
WUTHZENTEET, T 74/ Ml --None-- T,

* [Manage] : [Configure NAC Policy] # 4 7 2 7R v 7 ANREET, 1 2L EDO NACKY
U—%BET D &L [NAC Policy] BIEORED K v 7 X U A MZ, #&E L7 NAC R
U —BWATvart LTERENET,

* [AccessHours] : ZDx—H—(ZiEH SN LBEFOT 7 B ARFHARY o —03H 555132 D
KETZBIRT 275, T LT 7 B AR Y o —2ER LEd, T 741 M
[Inherit] T9, F7=. [Inherit] F = v 7 R 7 ANA T DA DT 7 %/ b i [--Unrestricted--]
T9, [Manage]% 7 Y v 27 LT, [BrowseTimeRange] ¥ 1 7 u /Ry 7 A& Ed, =
DEATa TRy 7 ATIE, FFEEHAZ BN, fE., EFHRTEET,

* [Simultaneous Logins] : Z D —H—(ZFFAIT D [EK R 7 A  ORKEREFELET, 7
7 AV MEIE3 TY, R/AMEIZOT, ZOHE RS A ORI 2P =T &R
EEEELET,
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A

GE) BREOHIRITIH Y TN, BEOREGOTF A N2V
T ADETERE, NI+ —~ L RTHEBLRTTEBERLRHY
F7,

* [Restrict Accessto VLAN] : (A7 >3 >) [VLAN<=v B> 7] ELFENET, DR
FGA=HIZED, ZOTN—F KR —NEHIND Yy a o OHJ] VLAN A & —
TxAZAZWELET, ASAIZ, 2O N—TnLDT_XTHONT 74 v 7 HBESN-
VLAN ([Z#t LEd, ZOBEMEEZHH LT VLAN 270 —7 R —ZE Y4, 77
tA arbie—AEH{FELLET, ZOBMEICHEZEID Y TS HEL, ACL #fiH LT
Yo arDONTI T4 I ET ANE Y TTHREORBELEETT, Kry XXy
2 MZIE, T 7 A0 ME ([EEFRIFR (Unrestricted) ) OffLiZ, 2O ASA TRESN TS
VLAN 2 RFERSNET,

A

GE)  ZoREIX. HTTP #5055 1213 A2 TT A, FTP $ L UV CIFS
I cE A,

[Connection Profile (Tunnel Group) Lock] : & D /3T A —X 2T 5 &, WIS - Hi 7
B 77 AN (b Z—"7) 235 VPN T 7B ADRZFF L, BlOHR 7 7
ANEERT 27 7 A% EHRTEET, 7 7 4/L FOMAMEIL [None] TT,

Maximum Connect Time : [Inherit] = v 7 7R v 7 RN A 727> TWDEHE, ZD/NT A—
5 Tl R — Y — el 2 0 AL CRROE L £ 7,

CZTCHRELERMARRT A L, VAT NIEEREK T LET, R/IMEIR 0, KE
1335791394 53 T4, #ilfR7e L OHEfeRE# 2 5 719~ 2121, [Unlimited] #4112 LES (5
THVER)

Idle Timeout : [Inherit] = v 7 R v 7 A& A4 7 LI2GE. ZO/XT7 A—XTT A KLEF
il % 3 B Cak e LET,
COWMICERCTHET 77 4 T 4 3720 EE, #3 T LET, R/ERIIL 17,

B RIFEIE 10080 2y CTH D . T 7 AV ML 30 40 T, R 2 EHIRIZ 4 5121,
[Unlimited] A4 2 L £7

[Security Group Tag (SGT)] : Z D7 /—7 KRV o —THefi 3 5 VPN = —H—|ZED 4 TH
W5 SGT & 7 DfEE ATJ L ET,

[On smart card removal] : 5 7 4/ b O 473 =2 - [Disconnect] Z 3R L7285A1%. RiEIC
RSN AY— b W= BN END &, 7747 MIga il LE4, #o
M, Av— "W —FEa L Ea—XIRFTLZ L2 —PF—ICERLARWGATX, [Keep
the connection] #27 U v 7 LE7,

A<w—h — FORY/H LICBET A EIL. RSA A~— bk — F&EHT 5 Microsoft
Windows TOHAERE L F97,

| —ferarz N EE I}
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« Maximum Connection Time Alert Interval : = —H —IZ X v —T 2 FRRT 5, He RKEEHRHE
\ZEET D F CTOREIRMIRE.

[Inherit] F= > 7 Ry 7 A% A 72 Lca, [Default] F= v 7 RN v 7 ZATHBIZ A
W ET, ZhCky, By var 77— MRS 30 DICHRESNE T, HLVVEE
e+ 2580, [Default] #4712, 1 ~3000kyar 77— Mulga2ECL £

j‘o

Periodic Certificate Authentication Interval : FERAEFRFED EHAICHEIT I N D £ TOREH

kg (REfE AL

[Inherit] = v 7 AR v 7 ANA 71270 > T D86, EMBY 73R EMEED FE TG 2 5%
ETEET, FAIZ1~ 168 FEHT, 7 7 4 /L MIBHZ /2> TWET, B ROMGES
R[5 I1Z1E. [Unlimited] 4 2 LE T,

RETIL—T R o—DHRE. H—/N—FEH
[Group Policy] > [Servers] 7 « > K7 C, DNS #—/3—_ WINS —_"—FB LU DNS ZAa—7
ZHELET, DNSBLOWINS —_R—Z 7 /L b kL7 T4 7+ (IPsec. AnyConnect
7747 > ., SVC, L2TP/IPsec) DFAIZiiH Siv, AR SivEd, DHCP A =22—
7%, DHCP 7 KL AEN Y Y THRE SN TWDLIGAEICHER I ET,

FIE

AT w71 [Configuration] > [RemoteAccessVPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Servers] ZEeR L £ 7,

AT 72 DefaultGroupPolicy Z#E T 2%H 4 FrE, [DNSH—/ 3—0Dfkzk (DNS Servers Inherit) ] = v
IRy I A A 71T, 2O N—7"THMHT % DNS — =0 IPv4 £721X IPv6 7 N L
AEBMLET, 220D IPv4 7 RL AL 20D IPv6 7 RLAZRETE 7,

BEDODNS — =% ET L85G, VE—FNTI7ERIZITAT ML, ZO7 41—/ RT
FBESNTIEFCDNS r—_"—%fH L L9 & LET,

T EEIE, ASDM DO Z DI NA—T K =% AL TNWDE7 74T kD
[Configuration] > [Remote Access VPN]>[DNS] 7 ¢ > KU TRE I N7 DNS & E L WIS
5

AT Y T3 [WINSH— "—DfkA& (WINS ServersInherit) | T = v 7Ry 7 A4 7IZL T, 7794~V 8
T Z Y WINS B —RDIP T KL AZ AN LET, RUICHEETHIPT RLART T
A~<Y WINS y—"_—DIPT7 RLATT, 2%&H (EE) OIP 7T KL R iZEH ¥ Y WINS
P—R—DIPT7 FLATT, ,

AT w74 [More Options] />—D " HKHI% 7 U > 27 L, [More Options] =V 7 % B L 7,

AT w75 [DHCPA 2 —7 DOfk#& (DHCP Scope Inherit) ] %4712 LT, DHCP Aa—7%EFLET,
W77y A LDT KL A —/L{IZ DHCP — _R—%&E L7234, DHCP A a2 —7 132D
TN—T DT =R T V7 %y b&E#HN L E9, DHCP Y — 13— (2%, TDRa—F|Z
Lo T ENAFRI LY 72y PNOT RLABLRESN TWAMLERHY FI, Aa—T%
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ATvT6

ATy 17
ATv78

mas—7 Ky v— 7599 7oxs ||

AT S L, ZORED 7 V—FIFEHT 5 DHCP — N—TE#HSINTWVDLT FLATF—)L
DY Ty FEBRTE ET,

Sy N —27 2a—7FHEHLBWVWES. DHCP ——[I7 FL A F— )L OFRENEIC T —
NANEBELTIP 7 FLRAZED Y CEST, REVYBTOT RLARRONBEET, F—1An
EIZRB S NET,

Aa—FHEETHICNE. BOT =L EFRUES 7y b RICHY ., ZOT—LNITIT AN
N—T 4 VT HRERT RLAZ A LET, DHCP —_—%, ZDOIP T RLARNET LY
Txy bEHEBIL, O =L HDIP T RLAZE Y Y CTE 4,

N—TF 4 T DOHWTHRERBARIIFEIC, A V2 —T =2 ADIPT KL AZFEHTLZ L%
HEE L £9, 72& z1E. 7 —/12810.100.10.2 ~ 10.100.10254 T, A > X —T = A AT KL A
73 10.100.10.1/24 D4, DHCP A=—7"L LT 10.100.10.1 ZEHALET, *v hUV—2 &K=
TR LN T &V, DHCP (X IPv4 7 RV AREICOAMER T2 2 ENTXE7, BN
L7 RUARAL v HE—T 2 A AT RLVATEHRWEA, Aa—TT RLADAXT 47
N— N ERTDHERNH Y £,

T 74NN RAAL W [EE (Configuration) 1>[!) E— b7 %2 £ XVPN (Remote Access
VPN) ]>[DNS| ¥ 1 & RUTHREINTWRWEAIE, [T 74 /v 5 RAA L (Default Domain) ]
T 4=V RTT 74N RAAL VEBETDHDVLENRS Y £9, 7= & ZI1X. example.com &9
RAS U E Ry T LAY RAL VR LET,

[OK1 %27 U v o LET,

[Applyl &7 U v 7 LET,

REITIL—T RY—, TS5 Joxd

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Poalicies] > [Add/Edit]
> [Advanced] > [Browser Proxy]

ZDOXEAT TRy 7 ATIX, Microsoft Internet Explorer D% iE % FAEKL T 572D T4 T
My aF USRS REERELET,
* [Proxy Server Policy] : 77 7 A 7 k PC ® Microsoft Internet Explorer 7 7 V¥ D7’ m ¥ v 7
vvary (XY yFR1) ZRELET,
* [Do not modify client proxy settings] : Z D2 71 7 >k PC @ Internet Explorer ¢ HTTP
TP TFaxy - N"—REEZETLEEA,

* [Do not use proxy] : 7 74 7 >k PC @ Internet Explorer ® HTTP 7' 12 % L EL T «
=7 M LET,

* [Select proxy server settings from the following] : ZHRNZFIZIG U T, [Auto detect proxy].
[Use proxy server settings given below], 33 & T [Use proxy auto configuration (PAC) given
below] DF = v 7Ry 7 A% F NI LET,

* [Auto-detect proxy] : 7 7 A 7>k PC C, Internet Explorer ® H#) 7" 1 % 3 H— S —fi
HOMHZ A X —7 M LET,
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* [Use proxy server settings specified below] : [Proxy Server Name or IP Address] 7 4 —/L
TRESINTMEZHEHAT 5 L 912, Internet Explorer @ HTTP 7' 12 &% 3 - — /X —3RIE
AR ELET,

* [Use proxy auto configuration (PAC) given below] : [Proxy Auto Configuration (PAC)] 77 4 —
WRTHELEZ 7 A NVE, BBl 74 Falb—va VEEOY —X & LTHERT
HEITHEELET,

» [Proxy Server Settings] : Microsoft Internet Explorer & f#ifi L C. Microsoft 7 7 A4 7+ hD 7
BX Y PN NI A—FERELET,

* [Server Addressand Port] : Z D27 54 7 >k PC Ciif] S5, Microsoft Internet Explorer
YP—=N—=DIP 7 FLAEZZIAH, BIOR—F2EELET,

* [Bypass Proxy Server for Local Addresses] : 7 7 4 7 > k PC T® Microsoft Internet Explorer
T X a— ) N, RAREMEFRELET, [Yes] ZEINT DL m—h
JU INA IRAPA R—=T T2V | [Nol ZIBIRT D L — L NARART 4 B—7
MR 7,

s [Exception List] : 7 2% $—_— T 7 L ANLRNT DV ——DL4HFIE P T K
VA% —BRRLET, 7mX P —_"—RHOT 7 ERAEZTDRNT RLADY R
N2 ASHLET, ZDY R ML, [Internet Explorer @ Proxy Settings] # A 7 & 77K v 7
ANZ & % [Exceptions] U A MIFHY LET,

* [Proxy Auto Configuration Settings] : PAC URL (X HEIFXE~” 7 A /LD URL Zf5E L £ 7,
DT A ML, T UERT X UEREREAGIINTR SN TWET, ek
HElz 74 F¥alb—ar (PAC) HEEZMEHT 256, VE— hax—¥—iI, Cisco
AnyConnect VPN 27 5 A4 7 > N fEHTAMERH Y 7,

2 DRy NI —JREN, Web 7 7 VW ERFEDR Y NU—27 U Y —RZHHiT 5
HTTP 7a ¥ v ZEH£Z L TWET, HTTP N7 7 4 v 7 B %y NU—2 U YV —R|ZHZET
XHDIE, X UNRTTUFIHRESN, ZIAT Y NMHTTP N7 7 4 v 7 %7 %
NN —T 4 T T BEETET T, SSLVPN b /U2 LV, HTTP 7 2 & v DEHEMN
BHEZ D E9, B¥ERY NT—ZIZ RV T THEXTHERTRR IR, Ta—
RS REERURREI CTA v 2 — X NI SN L &0, =K =T 4 Xy hT—7
FIZHDEEITHERLDOEIIRRDZENHLHT2DTT,

Fio, KRy N =7 ZEE LTV ARETIE, #HOT o h—N"—%RE L,
—IFRIEICE SN T — T —RZ DTN 7 X v b= R—5 R TEX 5L H1CTD
ZERMBEIZRDIGANHY T, pac 7 7 ANEHEHAT S L, BHEFIIESZOTax
VN EDOTRF U EHNOTRTOI ITAT v v arvCa—XIEHT20E2RETD
HB—DAI VTN 77 A NVEERTEET,

WIZ, PAC 7 7 A NVEMHAT 52\ DovrLET,
O — R NG U T DDA MNLTaX T A LNTERLET,

e NR—DRA T F VARGV a— ) WIHHET B2, FEAIE IR 7 7 %
VERRTHEALET,

7 VPN B



| —#esarz VPN B
AnyConnect 7 54 7 > FRERT IL— TR o — .

c IIA~ Y TuX U TEENBAELLLGAICHA T, ATy Ty Tax
VY= NR—EHEELET,

e —HN YT Ry bEIZ, B—I T a—HF—HIEKLITW T e XU EEELE
—g—o

TXAN T4 ZEMEHLT, BOOZ7 70T ed v ABar 7 ¥alb—a

(pac) 77 ANWEERTEET, pac 77 A /L EIE, URLOI T 2I0HE T, M
TL512OUEOTaXy b= N—%dRET LYy 7 25T JavaScript 7 7 A /L TT,
[PACURL] 7 4 —/V F&MEH LT, pac 7 7 A L OESGIC URL #FRE L £, 77 U F
X, pac 77 AN EFHL T e U RELHK LET,

* Proxy Lockdown

I IIAT N AT ADOT Ry 7 XY &R (Allow Proxy Lockdown for
ClientSystem) ]: Z DEREZ A *—7/LIZT % &, AnyConnect 7 7 A 7 h VPN & »
=3 O], Microsoft Internet Explorer @ [#2f¢ (Connections) | % 7 3FERRIT/RD
F9, ZOHREET 4 E—7 2T D &, [Connections] ¥ 7 DF/RIFET S EH
loe TDET DT 74 /V FREIF, 22— —D LT A MY REIDIS U TERREITIE
FRIZIRD 9,

AnyConnect 7 54 7> FAE T IL—TR1) o —
RERT IL—TR) —, 4. AnyConnect 7 54 7> k

* [Keep Installer on Client System] : U E— k 2 =2—% LTkl 7 747 DA >
A N—=)VEARRIZLET, ZNEARX—TNMITDHEICEY, 7747 FOHBINZ
T oA LA N MERENT A B =T TRV ET, 7 TA T 2 ME EEDOEHRTD 20D
UE—h arba— R A=A SNEEERDOT, U E— b 22— — DR
DNVEIAE S IVE T,

s [Compression] : JEMEZTT 9 &, BEEINDH/NT v bOYA XN T 5720, X =
TATITIATVRETTAT » MNHDBENT +—~ o ABMELET,

s [Datagram TLS] : Datagram Transport Layer Security {2 & ¥ . —¥#8D SSL #&f¢ - BHE 9~ % 12
SIE L FHMROREA R L, Ty MBIEDORBELZITRT WY T AZA LT T r—
TarvDRT v U AEYELET,

* [Ignore Don't Defrag (DF) Bit] : Z OHEEETIL, DF By FAERE SN TV D37 > b Zf
BT 77 AT —2ary LT, hrplimmstsrlencEEd, FRBIE LT,
TCPMSS x v T— 3 NZHEEUNIIEE LWy T —27 OH— " — (23t D H 72
ERBHY ET,

s [Z7 T4 T hXA /27 v k=2 (Client Bypass Protocol) 1: 774 7> b 7m b2
INA R T D8 ASANRIPV6 N7 7 4 w7 2T 2 TFHL TS L&D
AnyConnect 7 7A 7> b 7747 M XD IPvd 8T 7 ¢ v 7 OEBFIESL, 1Pvd 7

| —ferarz N EE I}
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A

— iz VPN B |
AnyConnect 7 514 7 > k

T4 I ETETH LD EEDIPV6 T 7 4 v 7 OEBRFIEAZHRTTDHI EINTE
\i‘a—(}

AnyConnect 7 74 7 >~ 7% ASA 1T VPN £f5i5 5 & Z1Z, ASA X IPv4 & IPv6 D— %
7EmEF DT RUA%&E Y ECEF, ASA 2 AnyConnect 77 7 A 7 > b $tiZ IPvd 7 K
VAEZIXIPV6 7 R L ATETZ2E Y Y TRgGAIZ, ASARIP T RLAZED HTRMho
Texy NU—=7 RT7T7 49 7IZO0WC, 7747 7r bhal LR ZK>TED
N7 74w 0% Ryl SE50, £ ASA ZNRXARALTI T, T2 b DR
fB7eL, 2F0 [ZUVT7T7HAN] L LTOEBEHFATINEHRETEDLLIICRY E
L7,

7o & 21X, ASA 78 AnyConnect 7 7 A4 7 > bk Bl IPvd 7 RLADHZEID KT, =
RARA L R T 2T VAR 7 ST DHELET, 2O RRA 2 B IPv6 7 R
ANDRFEERATZE X, 7T7AT 2 b AR Ta ha)VERENRT =7 VD5
BIELIPV6 N7 7 4w VN Ry FINETN, 27472 b AR 7a haning
F—=TIVDOBEEIE, IPV6 8T T 4 v 7IEZ 7 TA T b7 VT THFARE LTERES
nE9,

SSL ###5¢ Tl 72 < IPsec b > FNVEHESL L CWDEEIEL, 7 74 7 v hTIPv6 BAZIC

o TNDEIMNE I MBASAITHEM SN, ASAITFEICTZ FA T b XA RRA T 1
NaBREE T v 2T LET,

« [FQDN of This Device] : = DIf#I%Z, VPN ¥ v a VOFFESL THA SN S ASAIP 7 K

VABRRRT D700, 2y NU—7 a—I 0 0% T IAT» MERESRET, =
DFRTE, éiéif£IP7D rharoxry hI—2oa—I o 75 R— 595 %
THETT (IPv4 226 IPv6 72 ) |

GE)

AnyConnect 7 74 7> b 77 7 A /WiZ&H 5 ASA FQDN % fii
LCE—IVJHRIZASAIP 7 RLAZRETAZ X TEER
Ao 7RLARO—=R RT3 0T U F U ADIELWT A A

(R RAPFELSNNTND T NA R) LB LRWGEERH D
7

TRA ADFQDNMN Y T4 7 v MIEUE SN2 WA, 774 7 2 ME, BRI b xu
DHESLSAVTWDHIP T F‘vawﬁ@ﬁé%ﬁifi% WD 1P 7r hak (IPvéd b
IPv6) OF vy T —27 M Doua— 7 %R — b4 5121, AnyConnect 7 7 A 7 k1%

N VDTS T 5 ASA 7 RLAZIETEH L HI, v—I 7l 7/\4’
A FQDN DA R ZIT 5 BN HV £3, 7747 > M, wiiERHIcTe 7 741
\CIFET 5 ASAFQDN 2 L9, LIEDY v a U EEE Ik, HTREREA X
WL, ASAIC L~ T vy vadhlke (Fle, 7= R —TEHENRELT) 7
/NA A FQDN il L £7, FQDN 23i%E S AL TRV GA . ASA IX, [Device Setup] >
[Device Name/Password and Domain Name] D% ENAE N HT 734 A FQDN Z# Hifg (B LW
747 MZEE) LET,

TNRAAFQDN N ASAIZ L > TT v vaSUTWRWES, 7747 M, £7e5 1P
Jubharory h—2BOr—I U TRICVPN® Yy Vg VEBRSYTE ¥ A,

7 VPN B
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WNEBY IL—TF R >— 540, AnyConnect ¥ 514 7> b+ .

 [MTU] : SSL ###5t D MTU H A X ZG# L £, 256 ~ 1410 /31 M OHFiPHTEAEZ AT L E

4, T 7 4/L FTl, IP/UDP/DTLS DA —/R—~v R53&2E LG &, B TR+ A A v
H—T A AD MTUIZFKSNWT, BEIMIZ MTU o XRREINE T,

« [Keepalive Messages] : [Interval] 7 « —/L RIZ 15 025 600 P E TOHAEATITDHZ LT

X0, BEERTA NVORFEINT NA AL > THIBESNTWAEATH, ¥—77 74
T A=V ORREA X —TABIUOTEL T, Trk Ty AT U+, EF
NAT 731 A%l LB A RISV - E e e cax gy, £/, MREH
B HZ ik, UEe—F 22— = Microsoft Outlook <°> Microsoft Internet Explorer
MEDI 7y bR=ADT TV =22 VERRICFATLTORNWEETL, 77447
R ANEIE & B 2 AT RN 2 L MEFE S L E T,

(AR —FFB4XT 30D 54T EDa—IL (Optional Client Modulesto

Download) |: # v > r— R AT 272912, AnyConnect 7 74 7 2 ~M&, HH—
FLTWOEBREICHEREY 2 — N2 % (ASARD) U rmn—RT5 X H5IC8RL
F9, DL BRMMOBEEE A R —T WICTDHEY 2 — VOLARIZIRET H2HENH Y £
4, AnyConnect 7 71 7 > ML, RDOEY 2—APNEENTVWET (—EDIANR—V g
YTV 2=V OENDIRL R £T)

* [AnyConnect 7 7 A 7 >  DART] : Diagnostic AnyConnect 7 7 A 7 > I Reporting Tool
(DART) 1%, hT7 7N =2—T 4 7 iEHZMHIZ CiscoTACIZIAE TE 2 & 51T,
VAT AT DAF T a v PBLOTOMOBZKIERE Y 7 F v L, zip 77
ANET AT by TIHER L E,

« AnyConnect 7 7 A4 7> b x>y NU—2 7 7R wx— % : LI Cisco Secure
Services Client *FEIFINCWE L7-, ZOFEY 2—iE, AHRLETA YL ADFHED
Py NU—=JIZT7 78 AT 520D 802.1X (LA Y¥2) &5 134( ABiEEHx T\ E
ﬁ‘o

* AnyConnect 7 7 4 7 >~ I SBL : Start Before Logon (SBL) (%, Windows ® 1 7 A 4
AT TRy 7 ANFRSIDHHEINT AnyConnect 7 7 A 7> b ZBET 52 L1T &
. —% % Windows ~D 12 7 A RIIZ VPN #5200 L CTRHEA v 7 T~
P S H £,

» Secure Firewall 78 A T % & = — /L : LLAIIZ Cisco Secure Desktop HostScan #&HE & FEIX
NTWELTZ, ZTORAF ¥ EY 2—/UL AnyConnect 7 7 A 7 > MIZHAE I, Z
T XY AnyConnect 7 7 A 7> F &, ASA~D Y E— N7 7 & AR & MESLT DRI
WCRAF XY T HAA L DI LT ooy VENRETEDL L OITRY E£7,

*ISERAF ¥ : OPSWAT V3 T4 7 FZ VEMHHL CHRAT Y F=zv 7 #FEITL, =
RARA L FNOBEEHEFMMLET, TOH%, = ALV MREATHETEY B
J—7 T RAEEBLEY ., a—h L 2—F—OHEREPHE(L LY TX 9,

cAMP A % —T7F : =Y RiRA > MNANTOEE <L 7 = TR (AMP) Z#EAT %

FEELTEAINET, HNTE—ILIHRA PSR TS — "=z KR

A O 7 &> MZAMPforEndpoints ¥ 7 h U =T %7 v a2 L, BEFO2—H—
N—=RZAMP —E A% A VA =L LFET,

—ferarz N EE I}
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. RES IL—TFRY) o —. M. AnyConnect V) 54 7> +

Xy RT—ZAMEMEE Y 2 —)b  Fx 0T 4 LY —E RO, B, a7 T4
TUA BIOEX2 U T oW LT, RENEEEOEITREN 2N ELSEF
T, NVM (v FU—Z0[filEEY 2 —L) 12, =0 RRA L FOTF LA R 2N
FLLT, 7ue—F—H LTV L EaT— 3 UEsyslogllitdkL, BT, 77
ANDGHTE UL 2 —T oA AQRPEITI a L7 X (— KX—F ¢ R F—)
b 7mr— Lba—Rezx/ AR—bFLET,

* Umbrella Roaming Security €~ = —/V : 77 7 772 VPN 2372 & X2 DNS LA ¥
X2V 7 4 &M LET, CiscoUmbrella Roaming & OpenDNS Umbrella — E 2 D
WK T DT A7 U Fira xR L Intelligent Proxy 38 K OVIP LA Vi
FHFREZ B0 L £ 7, Umbrella Security Roaming 7' 12 7 7 A /UL, *fInd D —E A
& AR 2 B T ST ok L L BRI LE T (2T oY
TANE YT EEORY v— )7 LR — b Active Directory i, 721k
ARHJ7RDNS LAY Ex=2VU7 1) ,

* Always-On VPN : AnyConnect 7 7 A 7 h ¥ —E R 7' 0 7 7 A )LD R VPN 7 Z 7
REET 4 B—7/WIZT 50, £7201E AnyConnect 7 74 7 > b h—ERT 17 7 A L5k
xR T 2MEND D ERELET, HREER VPN EREIC LY | 2—F ==
Va—X\Zn 74245 E . AnyConnect % VPN & v 3 3 & HEIWIICHES. L £, VPN
tyvasit, a—F—Rara—Ehou st 7T 5 ETHERINET, WIRREE
WnEbnNThyE vy v a idHFF S, AnyConnect 7 74 7 > b ik, #nfltx=V 7 ¢
TTITAT AL ORI R O HESL A A TRATL, VPN By v a 2 HH L&
R

WL VPN IC L > T, ERV > —Z2#HAL T, EX2 U7 0 BB DT A A %R
HETEXET, WG VPN ZEH LT, = RAA » FMEER Yy R —Z N TIE e
AW DTS AnyConnect 7 74 7 h VPN By v a VEMSL L2 L AR TX

F, A F—TNMCT DL, BEENFIELRWRAEDR Y U — 7 OE T R Z2 T E
THRY —NERESNET,

GE) F 7o, HWEFEESE VPN IZiXAnyConnect B X =7 EE YT 4 7 T4
7 MEREE VAR — 95 AnyConnect 7 7 A 72 b U U — AN
‘,IZ‘%},G—;«O

(Fora—RT527747 2 7774/ (ClientProfiles to Download) ]: 7’17 7 A
MIar 74 FXalb—2ary RXIA—=ZDIN—7TohY, AnyConnect 7 747 T
VPN, Xy hU—=2 77 8AF—=V%, WebtF=UT 4, ISERAF v, AMP A
F—7 7, Fv MU=V AME Y 2 —/b I KO Umbrella Roaming Security &3 = — /L
OREHEHSNET, BN (Add) %27 Y >~ 2 LT[AnyConnect” 74 7> a7y
A )L DiEIR (Select AnyConnect Client Profiles) | ¥ « > KU & E#f 75 &, LpiZL—7
Y —HICER ENT=7T 0 7 7 A VEAFEETEX £,

7 VPN B



| —#egzs veN
AnyConnect 7 SA 7V b bS 7 4 v IICRTBRTUY LR VT DERE .

AnyConnect 7 SA 72U b S T74 9 IICRTBIRTY Y bR DTDEE

AF Yy b bR 7, —HD AnyConnect 7 7 A T F Xy NIU—2 v T T 4 v Tk
VPN b rUZFBE L Gl s (Kek) . ioxy "I —2 77 v 27 % VPN h o *x
NOIMTHEELET FEREE . 2F0 [Z7 V7T %2 MoiRRE] )

ATy b bRV T ERETHIIE, ATV N bRV 7 R —%EkL, £
RV —lZ77tAarta—NVYRARNEREL, JV—7 K —IZA7Y v b b
RY—%BMLET, INV—T RV —%TTAT 2 MIEETDIERIC, 77472 MIA
TV R hoRV TR —OACLEFEHLTCEZICRY NI—2 T T 4 v 7 &ikET
HNERELET,

)

G¥) ATV b bRV TEtExa VT A BBETIE AR, NI 7 0 v 7 EIERE T, E%kﬁﬁ@
X2 VT 4 BHRTHICIE. A7y F R RV TR RF—=T NI LN &2 HELE
K

Windows 27 74 7 > b Tld, BAHNZ ASANEDT 74 T U 4 —/b b—/Li3aHfi S4u, Ri2”
TAT Y DT 7 AT V4=V L= ARHESIET, MacOSX TlE, 7 74T FDT7 7
AT T4 =N V= EBILRT 4 V& L— VIS EE A, Linux & A7 A AnyConnect
N—3 3 2 3.1.05149 LIFETlE, circumvent-host-filtering &\ 9 A RID I A X KJgihsa 7 v—>7
T T 7 AMITENL CtruellRETDHZET, ZI9A T D77 AT U —/Lb—/LEB L
W7 4 W HE =)V %M 5 & 912 AnyConnect 7 7 A 7> b 2R ETX £7,

TR YA NEERTDHEE
T EAarybur—L YA RMIUIIPVMBIOIPV6 i TDOT RL AZfFETEE7,
AEUYEACL 2T 25 L, 1 OOT7 RLRAEZITIR Yy NU—Z OB MERA S ET,

HERACLEZEH T2 L, V—ARXy NU—INAT ) o b hoxX VT 32y NU—7IC
R0ET, ZOWA, Ry N7 IXEHINET,

==

cany DEESINTZT 7R U A L, splitinclude & 7213 split exclude 73 0.0.0.0/0.0.0.0 % 7=
O ICRESNTET 7ERAVARNME, 7747 MIEEENEFA, TXITDORT
T4 T N FIVRBATEET DL, A7 Y v b hrrxro Policy (2% LC Tunne
All Networks iR L £ 7,

« 7 R 20.0.0.0/255.255.255.255 £7-1% /128 1L, A7 U v b h kLR Y 2 —7 Exclude
Network List Below DA DHT FA T v MIEEEINET, ZOREIL. Forxi b
T4 IR — NNV YT Ry "B TR EE T TA T MBI LET,

« AnyConnect 7 74 7 h TiX, A7 U > b hoRY 7R —THREINZTITD
A b, BIXRASAIZL>TEHVETCOHNZIPT RLALRICY TRy FNIZH DT
TOVA NI T 74w BNESNET, e ASAICE-THVYTHNIPT
RUA2310.1.1.1, ¥ A7 73255000 D8%6E, =2 RARA U M T AL AL, A7V v kB
YRV TR —ICBfRZR <, 10.0.0.0/8 B LT HTRTCONT T 4 v 7 BELE
T, TR, BB THENLIPT RUAR, $iffshso—hL 7%y &l
2T L LT, Fy h~AZ7ZHHALET,

—ferarz N EE I}
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B anvcomect 55472 bS5 T v HIZHTBRTU Y b R Y L TORE

FIE

&M

ATy T2

ATFvT3
ATvT4

ATy Th

ATvT6

1R BHEIIZ
<MWY/ ACE TT 72 URANEERTALERH Y F7,

e A7 Y b RNV ARY =% 1Pvd Xy T =7 & IPv6 * v T —27 FIZ/ER LT
BEiE, BELxy U= VR IRWEEDO T ha Vv THEHINET, 207D,

Fv hU—27 VA RMIE, IPMBLERIPV6 DW T D NT 7 4 v 7 DT VA 3 ha—
N hY (ACE) REENTWVIMENRSHY 79, 25D ACL Z/ERK L TV 7R
Hld. —ERER a7 X2 —ay HA RESRLTLLE &N,

WOTFNETIE, 74—V ROBEIZ [Inherit] F— v 7 R > 7 ZARHHTXTOS — AT, [Inherit]
Fzv IRy I ART L DEFEDEE, BELTWAINA—T R —F, £DO7 44—/ R
ONTC, T74N D IN—TRY) = ERIUEEENT 22 L 28%R L EJ, [Inherit] F = v
IRy I AA 7T DHE, TA—T R —ZEHAOH LWVEEZRETE £7,

ASDM % fiff L C ASA (Z#%%¢ L. [Configuration] > [Remote Access VPN] > [Network (Client)
Access] > [Group Policies] (28 L £,

[Add|Z 27 U v 7 LTH LW A= R —%BINT 50, BEFEOITNV—T R o —% %R
LC[Edit) %27 Vv o7 LET,

[Advanced] > [Split Tunneling] % #4R L £,

[DNS4: (DNS Names) | 7 4 —/V RiZ, ~ ¥ /%4 LT AnyConnect 7 7 A 7 > b THiERT
LRAALHEADLET, ZNOLD4RFNL, 774 X—F Fy hU—27 EOKRA MG L
F9, split-include b2 R U > 7 NEESNTWDIEEIT, F8E S 72 DNS h— =23 % » k
V=7 JZANMIGENTWOIRERSHY £, 74 —/L FITiL, BREM FAA 4, IPv4
T RULA, £720FIPv6 7 RL2AZ AN TE £,

BAFT Iy ATV b bRV 7 RAAL AT, by T LU RAAL Oz <
EHL 1 DD RAAL AT PMETT, ¥A4FIv 7 A7V b bRV 70E FFED
RAAL =T H 7 —% 2=y heTHXI0oTNDH7eD, Fy T LUL RALA
vo(org 72 E) P ERETAZLIITERVDOTYT, by P LUV RAAL L EDR D]
DD RAA 4T ~9L (domainorg 72 &) ZANTHMENH Y 4,

ATy b bRV T HT 4 B—TMZT HIZIE, [Yes] #7 U v 27 LT [Send All DNS
Lookups Through Tunnel] 2 A % —7/WZ L ET, ZOF T a2RETHE. DNS FT 7 1 v
TDRYBT XTI HIRNT, 2T TXANCTERIND T T4 v I BESSVET, DNS
RRICKIET 2 &, 7 RV RAIIRMIEOE £5% Y £, AnyConnect 7 71 7 > hME, VPN 4+
DT RUVAZRLE D LIZLETA,

ATV b bR T A F—TNICT BT, [No] ZBIRLES (741 8) , 2D
WETIE, Z2I9A T MIATY v b bRV R =20 >T R RL%ZH LTDNS 7 =
UEFEELET

A7)y b bR T ERETHIIE, [Inherit] F= v 7Ry 7 ZAEA7IZLT, A7 Uy
M PR U 7 R —%8IRLEI, [Inherit] F= v 7Ry 7 ZAEAT7IZLRWEES, 7

7 VPN B
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AnyComnect 7 S 7> kb5 T4 v 28T 52T b kot vrosE |

N—T RV =T, T 74/ DI N—7 R 2 —DfltGrpPolicy TEFKINT=AT Y » k
oD TREMERAESNET, 774NV K INV—T K)o —DRATY v b hrxr) s
RV —DF 7 4 /v N E L [Tunnel All Networks] CT97,

ATy N RV TR —EEFRT DI, Ka v 7 X0 [Policy] 38 £ ONIPv6 Policy]
MOIBIN L F9, [Policy] 7 4 —/V FTiE, IPVAxry NU—7 NI 7 47 DATY v~ b
XV TR —%EFRLET, [IPv6Policy] 7 4 —/V RTIX, IPV6 *v NT—27 T 7 1 v
TDAT Yy b RV 7 A —%FRLET, 29 LEVWDIMNI, b0 7 ¢ —
VRO BEBEFR T T,

[Inherit] F= v 7 RNy 7 A% A 72 LEEGEIE, ROWTNADNDRY — 37 g V2 @RT
EET,

* [Exclude Network ListBelow] : 7 U7 7% A hTEEEND N T 7 4 v 7 D5 ry hU—
JDVANEERLET, ZOBRIT. ARy U =218 F L&A LT L 72203
O, B—HN Xy hT—F EOTNRAR (T R2eE) LT 78ATHVE—F 22—
Pz & o TRLBET,

* [Tunnel Network List Below] : [Network List] TIEE SN2y RU—ZOFTXTHO K7
T4 v IBRRYV U TENET, A=K Xy hT—7 URARNDOT RLA~D
o749 7R bR TENET, EOMTXTOT FLRITHT 27 =213, 7Y
T TXARTREESN, VE—bF 2—P—Df ¥ =Xy F $—ER TangF—(C
LoTn—T 1 73nEd,

ASA9.14 LD NN—T g o TlE, A V70— R VR NEBETDHEEIC, A7 0—F
FHEHANOY 72y M Z A7V — R U A MNBIEETXET, bR INTEY T
Fy MIMRIV U 7E3NT, AV IN—RIVARNDEYDOR Y NU—T X bV 7
SNET, A7 NV—RIURAMDY TRy NTIERVWZ I AT NV—T 3 URARNNOFR Y
NT—21%, 7947 v FTEGINET, Linux DA, V7 31y SO Z R — K
TN, IN—F R —IZh AZ LEMEEBINT50END D £3,

WK Z R LT,

Configuration > Remote Access VPN > Network (Client) Access > Advanced > ACL Manager

@fEditﬁDeletﬂf +|$B=®R-|qFrnd

# Enabled Source User Security Group Destination Security Group Service  Action
= TunnelExdude
i1 ¥ R 10.10.10.0/24 @ any ze-ip €Y Deny

313023

L T T ) I ™R N W R

GE)

Split-Include v b 7 —27 BNa—H L+ 7 %y bOEE—E (192.168.1.024 72 &) O
BT D T 74w 7 bR 7 ESRTWET, Split-Include % > kU — 27 A3 —
I BTy hDA——F% v b (192.168.0.0/16 72 £) DFE, ®STH T 7 4 w7
i, B—A BT xy bEBRE, b rEnT0ET, o= BT xy b T
T4 w7 b bRV 5L, 8T 5 Split-Include % v b U —7 (192.168.1.0/24 1
J10192.168.0.0/16 D 5 % Split-Include % v NV —2 & LTHRIE) ZiBINT 2 0LE R H
E3 e

—ferarz N EE I}
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B 553092709k bty ronE

Split-Include v k7 — 7 23485 (0.0.0.0/0.0.0.0 72 &) DA, A7V v b bRV 7
RFA =T MY ET (FRTDET T4 v 7B P F Y 2T SRET) .

* [Tunnel AllNetworks] : ZOR Y > —iE, T XTCDORT 74 v 7R xR 7E3nd 89

WWHRELET, ZoRETIE, EENICAT Y v b bR U o A3EICRY 9, Y
FT—ha—P—IERY PV EZRAL TS ¥ —F%y MITZ7EALETH, B—
HI X NT—=ZIET VB ATEEY A, TNURT I3V FDOF T 9 TT,

RATw 1T [Network List] 7 4 —/V R T, A7 Uy~ bRV T R v—%@HAT5H778A a2 b
72—/ U A NERIRLEJ[Inherit] F= v 7Ry 7 ANRA L OGAE, JV—7 K1) o—37
THANVKN TN—T R —THREINTVWDI Ry hT—27 VA MEEHLET,

[Manage] =~ R ¥ %% L C[ACLManager] ¥ 1 7 B /ARy 7 A% EET, ZDOHRy
JATIE, Ry hU—=7 VAR LTHERTL2T7 78R3 br— L U A MERETEET,
Xy hU—27 UA MR EITRET 2 HEOFHEMIIOWTIE, —REBIER= 7 1 F =
L—=yar A ReZRLTESN,

JEBE ACL Y 2 MZIZIPVA T RL A& IPV6 T RLZADWFE2EDH T ENTEET,

AT w78 [Intercept DHCP Configuration Message from Microsoft Clients] {% DHCP X175 (Z[E A DB <
T A =Xk LET, DHCPITZIFIZ L > T, Microsoft XP 7 7 A 7> MMIASATATY v
N R RV T EFEHATED LT £,

* [Intercept] : DHCPRATZAZ A FF AT T 27008 9 A FEE L E T, [Inherit] 2R L 22055
7 7 4V FEREIL [No] T,

* [Subnet Mask] : fEfI 2% 7y b v~ A7 Z@®IRL £,

ATy 79 [OK] &7 Vv 7 LET,

BAFI Y RT)y bk bR VTDEKRTE

FIE

EAFIw 7 A7)y b U7 T, P RIVOMENEIZ, DNS R A A 441250
TERIZAT ) » MR R D U T RITHZENTEET, 4TI v ATV v b b
RV T HFBRETDHITIE, DAZLBEBEEIER L., 70— KU —IZEBMLET,

1R BHHIIZ

Z OEEEFE T 521X, AnyConnect U U — 2 4.5 (F7I1XF L) BB TT, FFEMIC
VWTiZ,  TAbout Dynamic Split Tunneling] #ZM L T 7Z S0,

k=111

ATv 1 [&E (Configuration) ]>[V)E— k7% EAXVPN (RemoteAccessVPN) 1>[F#v tT—% (&
4T b)) 721X (Network (Client) Access) | >[7 K732 X (Advanced) ]>[AnyConnect
74T hhRE LREM (Custom Attributes) | Hi &z &M L £,

7 VPN B
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ATy T2
ATvT3

ATvT4

ATy T5

ATvT6

g4+295 270y kst vty vronE [

[Add] I/ S ON dynamic-split-exclude-domains @t A7 LTAD L, 3ila AT
LET,

ZOHLWEMEEZ Y v UCEA L2, Ul i E#I28H 5 [AnyConnect 7 7 4 7 > k
custom attribute names] V > 7 %27 U v 7 LE T,

VPN R RABINE DT T4 T MK DT 78 ABRNMEIRSG T T 7 F/Web h—E Z(ZD
WTC, MIST 2 AL LEMAZBINLET, 72L& 21X, Google Web #— & A (Z[# 7% DNS
RAAL DY A KELT, Google domains ZiBMLET, ZiLHD KAA (X, [AnyConnect
74T v b AZ LJEM4 (Custom Attribute Names) ] E([E O [fE (Value) ]#8> T. KA A
VEhAyvXFE TR a s~ XEE (CSV) B EMEH L TER L £, AnyConnect 7 7
AT v R, K0T (K300 D@HE A XD R AL 4) ZER< HAID 20,000 370 Fx
DEEINET, TOHIREEZD AL CATEHINET,

H AL LEMEIL 421 SCEURNTRITUIR Y £ A, RERENBATIEN D L. ASDM (T 421
WFHE ERETHAEBOMEICEISNE T, BFEORMEY A 7 EARIOTXTOLRNL, FE
NI TAT L MIT Yy raZNDHEEIZASAICL > THEINLET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] £/ L |
IAFTIv 7 27V MS b ) TR ZRFED 7V —T7 WY =ML £ 7
FLWT V=T R o—% BT %0, [Edit] 227V v 7 LTEEFEO I NV—T R v —%EH
THLZLERTEET,

RDBERY

A7V heEte bRV UV ITRRESNTWDIER, FAFIv 7 A7V v MEIMI, AT
Uy Fagdirky RT—ZIZDNSJSEIP T RLAR 1 DL EEEFNL5ADHR, FEITENFE
T DNSIGEIP T RLAERT Y v haFHRry NT—7 OWNWTHPORIZE 7= ERD
DIRWEE, TRTODNSIGEIP T RLAIC—HTH T 74 w27 TT TR U I h
BB ENTWETEZD, #AF v 7 27V v FERADEITIIRETT,

BAFI v RT)y REHN PR VT DERTE

ASDM ZfELCTH A F v 7 X7V v bERA R Y 7 2 HNCT 21213, ROREF
NEZFATLET, AT Iv 7 ATV Y MR RAAL LA T —F RAL L DORmTTHGE
FINTWDIHEEIE. FAAS AO—BUCKDIES AT Iy 7 ATV v MRS 7
DEDZRY 7, =& 21X, BEE L example.com ~D K T 7 7 % www.example.com LA
SMITRTEINT 2 LD IR ETE 9, ExamplecomiE XA+ v 7 27U v MRAL R A A
YThH, wwwexamplecom (XA FI v ATV R AT )— R RAALTT,

N

GE)

AT I w7 A7y S bR U o 7 %M HT 512X, AnyConnect U U — 2 4.5 (LAKR)

DWEETT, F£72, AnyConnect U U —RZ 4.6 (LIFE) T, Wi FD RAAL UBRESNTWDHE
BOWRIATFT IV I ATV Yy b A I N—RERXATY v MDD OBENRMZ HILE
L7z XAF v 7 A7 Y v FERAML tunnel-all 5% 7E . split-exclude % &, 35 L O split-include

REICHA SINET,

—ferarz N EE I}



— iz VPN B |

B s rzvsz7vvrasriryssons

FIE

&

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy T1

1R BHHEIIZ

AnyConnect 7 74 7 b OESRZONTIEL, XA FIv 7 A7y b b7 DI
LT IZSN,

[2%%E (Configuration) ]>[!) E— k7%t AVPN (RemoteAccessVPN) |>[®Ry bT—%4 (&
47 k) 7YX (Network (Client) Access) ]>[7 F/V> X (Advanced) ]>[AnyConnect
7747 hRELEME (Custom Attributes) | iz 2 L £,

[Add] /AN S UN dynamic-split-exclude-domains @t A7 LTAD L, 3ila AT
LT,

ZOFLWEMEE 2 Y v/ LTHEMA LS, UL EEIC&H 5 [AnyConnect 7 7 A 7 & |k
custom attribute names] V > 7 %27 U v 7 LE T,

VPN R RIS DT T AT 2 MK DT 7B ARNERE 7 T U R/Web —E A {IZD
W, RIGT D AZ LEMEAZBINLET, =& 21X, Google Web #— B A IZEH7 % DNS
RAAL 4 DY A RELT, Google domains ZiEM L ET, ZHHD KAA 1%, [AnyConnect
74T v b AZ LJEM4 (Custom Attribute Names) ] E([E O [fE (Value) &8> T, KA A
VEhAyvLFE TR a s~ XEIE (CSV) B EMEH L TER L £, AnyConnect 7 7
A7 v RTHE, KUY 0T (K300 OIEFE YA XD R AL 4) ZERL EHIO 5000 L5200 A
MERINET, ZORIREERD AL AT EHINET,

HAF LBV 421 SCELNTRITIER Y T8 A, RERMENIATEND L. ASDM 1T 421
WFHE ERETHEBOMICHEIINE T, ¥EDBMEY A T LLARIOT X TOLENL, &E
NI TATL MIT v aZNDHEEIZASAICL > THEHEINET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] 2/ L,

FAFT I A7V bgst b o) TR ERFED 7 V=T R Y =AML £

HLWT V=T R o—% BT %0, [Edit] 227V v 7 LTEFOIN—T R v —%EH

THZLENTEET,

MO A =2 —7T, [FHME%E (Advanced) ]| >[AnyConnect 7 A 7> R >[h R 2 LEMH
(Custom Attributes) | 227V v 27 L, Ky 7 Xy rnb@Es A 7 2@RL 7,

BAFIVHORTYy MEEMRYYVTDETE

ASDM ZHH L CHAF I v 7 AFV v b A7 —K bR U TE2EINTTHITIE, K
DEEFEEZFITLET, A4 TIvI ATV "R RAL AT NV—FRK RAAL D
WABRER S TOBHAE, KA VBB EBIESAF I 2T Y v b A7
JL— K bR U TRENCZ0 9, 72 & 20X, B Y domaincom ~D T 7 4 v 7 &
www.domain.com UAMIT R TEHEEND L O IHETE 9, Domaincom{I# A F3I v 7 &
Ty h A7 —FK RAAL L THY, wwwdomaincomiZ & A 73 v 7 27U » RS R A
AT,
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FIE

\)

g4F+395 27y ragrvryvioiz

6=

AnyConnect U U —2Z 4.6 (LAB§) RO, ¥4 FIv I ATV h AT —R bRl v
TEEHTHINENHY £9, F72. AnyConnect U UV —R 4.6 (LIFE) T, MiHFD KA A N
RESNTWDEEDIEZY AT I v 7 ATV b AT N—RERT Y » MR DTZHD

&M

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

BWENMAONE LT, ¥4 T Iy 7 27U v b A 7 b— R split-include % 7E 12 D A

SNET,

4R8O HHEIIZ

AnyConnect 7 7 A 7 b OEIZHONTE, A F Iy 7 27y b oV 7] OF
ESRL TSN,

[%%E (Configuration) ]1>['JE— 742 AXVPN (RemoteAccessVPN) |>[®y kT—4 (&
4T b)) 721X (Network (Client) Access) | >[7 K732 X (Advanced) ]>[AnyConnect
7747 hhRELREM (Custom Attributes) | Hi &M L £,

[Add] /A v 7 L. E‘T$5’4 7L LT dynamic-split-include-domains EAT L. %ﬁﬁﬂ = N7
L/iﬁ‘O

ZOFHLWEMREZZ Y v LCHEA L6, Ul i EHiZ% 5 [AnyConnect 7 74 7 > b
custom attribute names] V> 7 &7 U v 7 LET,

VPN b NN D7 FA4 T ML DT 7 B ARKERE T 70 K/Web Hh—E R {ZD
WTC, ST 20 A% Mg 2B L ET, =& 21E. Google Web Hh— " 2129 % DNS
RAAL DY A NELT, Google domains ZiBMLET, THHD RAAE, [AnyConnect
AT I AK NEMES  (Custom Attribute Names) ] B [fE (Value) ]#84yT. R AA
VEAUTFE TR~ XUV E (CSV) B EFEH L TERLET, AnyConnect 7 7
A7 2 BT, KB SCFE (K300 DIBEY A XD FAAL 4) ZER< E&HIO 5000 SLFO
NEFINET, ZOHIREZELXD FAAL CATEHIET,

T A B KEPET 421 SCFUNTRITIUEZ2 0 FH A, REREIAIIND L, ASDM i1 421
XFE ERET HEROMEITHEISNET, FEDORMES A 7L AFOT X TOARNL, FHE
MW TAT L MIT a3 ind & EITASA I L > THfE SN ET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] = 2 L
T AT Iv I ATy b AT N—F bR T RUEEZRFED 7 V—T R v —ITiB
mLEd,

HLWIT =T R =2 BT 52, [Edit)| 227 U v 7 LTEEED I N—T R v —%EH
THIENTEET,

MDA ==2—T, [FHMIERE (Advanced) ] >[AnyConnect 7 74 7 > N >[HRZ LEH
(Custom Attributes) 1 %27 Vv 27 L, Fav Xy Uonb@EY A 728U ET,

—ferarz N EE I}
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B v roBs s R— 200 Linx DRE

I3y FOBRNZFY R — T 5=6HD Linux DERTE

FIE

A7k k3 VU > 7 FHIZ [Tunnel Network List Below] % 7% & L 72#34 . Linux T4 7 % v
N DERINE AR — N D72 OITBIMORESLEIT72 Y £77, circumvent-host-filtering & VY 9
GO AL LEMEEER L CtruelZE L, A7V » b bV AR ES 7 L—

TRY —ICBEMT A MERH Y £T,

ATv 71 ASDM IZ#6i L, [ERE (Configuration) ]1>['JE— 7% £ X VPN] > [Network (Client)
Access] > [F£#E%E (Advanced) ]>[AnyConnect 7 71 7 > h h A A LEM (Custom
Attributes) 1 IZBBEI L £,

ATw 72 [Add] 27 VY v 7 L. circumvent-host-filtering &\ 9 & BT 7 2 % L@t 2B LT, D
Ztrue lZRE L E T,

RTFYT3 VIAT LV b T77 AT U — VK LTHRTED I V—T R o—%fEE L, [FHHERE

(Advanced) ]>[AnyConnect 7 71 7 . F]> >[h R A LEMH (Custom Attributes) ] I H)

LET,

AT T4 VERE L= A2 % L@ circumvent-host-filtering 2 27"V v b b3 ) T 5 71—
TR —IEMLFET,

RE S JIL— TR o —. AnyConnect 7 54 7 > FEMH

[%7E (Configuration) 1>[VU E— K7 27 EAVPN (Remote Access VPN) [>[R> hTU—72 (¥
FA T R) T2 A (Network (Client) Access) ]>[Z /L —7"7R U 2 — (Group Policies) ]>[i&
IimgE (Add/Edit) 1> [REMIE%E (Advanced) ]>[AnyConnect”Z A 7 > F]IZIL, T D7 )L—
TR Y v —TEE AlHE/2 AnyConnect 7 74 7 > FORMENF RS NET,

* [Keep Installer on Client System] : U E— bk 2 B a—% ETKkfENie s 747 hDA v

AR —/LEZAREICLE T, THEARX—TMITHZLICEY., 7947 OB,
T oA UAN—IRERENT 4 B—T IRV ET, 7 T4 T ME BROEROT-DIZ
UE—h a2 Ea—FICf A = LENEZEEROT, UE— b 22— —DHHM
NEMEEINET,

A\

GE) [(AVARN—=F—%7 74T h AT AIZHRFF (Keeplnstalleron
Client System) ]I%, AnyConnect 7 7 A 7> h®D/X— 3 2,54
e CHAR— S TWEREA,

* [Datagram Transport Layer Security (DTLS)] : — 8¢ SSL ##5¢ (B3~ 2 2 4E & kg o [
B EREL, Ty MRIEORBEZ 0T WI TAXA LT T r—2a DR 7 4 —
TUAERELET,

« [DTLS Compression] : DTLS (Z351F 5 JEfE 255 E L £ 7,

7 VPN B
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RERS )L— TR & —. AnyConnect 7 54 7 > FEME .

* [SSL Compression] : SSL/TLS IZ31F B EMi &2 E L £ 97,

« [Ignore Don't Defrag (DF) Bit] : Z O#EEETIX, DF B> FEIEIILTWAD /T v k& ol
BN 7 77 AT —vary LT, hrprAr@BmISEsZ ENnTcEEd, ERABIE LT,
TCPMSS A T—3 g NIHEUNIIGE LW FR Yy b T —27 OV —— (23t Bl e
ERHY ET,

[ T4 T A2 F v k3L (Client Bypass Protocol) 1: 774 7> b 7m haji
INANRATIE, ASANIPVE NT 7 4 v 7T Z2THIL T\ 5H & XD AnyConnect 7 7 A 7
YR ITATUNMIEDBIPVE N T T v 7 OFEEIFIERS, 1PV 8T 7 4 v 7 2T & T
LTWLEEDIPV6 T 7 1 v 7 OEBFIEEZRELET,

AnyConnect 7 74 7 > I 7% ASA 1T VPN £&f5i3 % & Z1T, ASA X IPv4 & IPv6 D— %
M EOT7 FUAEE VS CTES, 7T74T7 2 b XA 7 ha/LTiE, ASANIP
T RUVRAZED Y TRPSTENT T4y 7% Ray 73250 700X ASA /34 /XA L
T IAT LV MIbORZb2 L, 2F0 27UV 7 FXFA N L LTOREBETAIT D0
ERELET,

7o & 21X, ASA 73 AnyConnect 7 7 A 7 > b #EZ IPvA 7 RLAD K ZEID 2T, =
RRA VRN T 2T VAL v 7 ENTWHELET, 2O KA R IPV6 T R L
ANDENEERATZE XN, 74T b N RR 7 a haViENRT 1 B—7 LD
Bl IPV6 R 77 4w 7B Ray TINETN, 7747 b XA 7 handg
F—=TIVDOEEIE, IPV6 8T T 4 v 7 IE 7 TA T b7 VT THFARELTERES
nET,

[FQDN of This Device] : = DIf#i%, VPN & v a O THA SN 5 ASAIP 7 K
VAZFRRT HT-DIZ, Xy NT—7 a— 7 D%TIIA4 Ty MIfEHSRET, =
ORET, SESERIP Vv haroxry NI—Jou—I 0 72 FR—14%59 %
THEHETT IPv4 25 IPv6 72 E) .

GE)

AnyConnect 7 7 A 7 > k 707 7 A )WiZdH 5H ASA FQDN % {ifi H
LCar—IVJHICASAIP 7 RLAZRGTHZ LIXTEEH
Mo TRUVANB =R RT3 7 2 F U FDELNT A R
(P RNADBELINTNDT N R) LB LRWGERH Y
£7

TINAADFQDN NV 74 7 ¥ MIEUE SN WA, 7747 > ME, LENZ kv
DHESLSIVTWD IP T RLASOBERERAAET, £ HIP 7a =2 (IPvd b
IPv6) OF vy T —27MDu— > 7 %R — b3 5HIZiE, AnyConnect 7 7 A 7 > kI,
N RNV DOFRESLIZERT 5 ASAT RLAZRETELH L9, ve—I U JRICT A
A FQDN DA IR ZAT O LERHV £T, 7747 MI, ¥iliEgEgRPIcTe 7 7 AL
\CTF(ET 5 ASAFQDN Z i L £, UgEO® v v g U FEEe Clk, MHATRERSE AT
WIZ, ASA LKL o T vy vasile (Fe, ZA—7 RV —TCEHEENRRELRL) T
/SA A FQDN ZffiH L &7, FQDN 235%iE AL TV W54, ASA 1%, [Device Setup] >
[Device Name/Password and Domain Name] D% ENE 25T /3 A FQDN # Hif% (B X
7747 MTHERE) LET,

—ferarz N EE I}
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B mso0—F%0 o—. AnyConnect 754 7> R

THRAAFQDN N ASAIZ L > TT v aIPUTWARWES, 7747 M, 25 1P
Zu bhartory hI—7MOa—I U TRICVPN® Yy v a VEBBY TE R A,

« [MTU] : SSL #t D MTU YA X &G L £7, 256 ~ 1410 /34 R OFPHTHEE A L E
9, T 74V b TiL, IP/UDP/DTLS DA —/S—~v Ro3%EZE LGl &, B CHAT LA
2 —T A AD MTUIZHEDNT, BEIUIZ MTU B A ARG S E T,

» [Keepalive Messages] : [Interval] 7 4 —/L KIZ 15 05 600 B E TOHEANTHZ LI
L0 BN T A RIVORENT S A AL 5 THIR SN TV DHATH, =TT 74
T A=V OMREAR—TVEBIOREELT, Tuaxy, 7747 U+—, £iX
NAT 734 A%l Ll 2 RISV FicT 2 2 e Ed, £/, MREEHA
BFHZ L2k, VE—bF 2= =7 Microsoft Outlook X> Microsoft Internet Explorer
BREDY Yy b X=ZADT SN =2 a Y EERICEITLTWRNEE T, 7947
RSB & TR 2TV EAREESLE T,

[(Foru—RTE54 T a0y 47T hEY a—/L (Optional Client Modules to
Download) ]: # 7 v — REFMAZFHET 572912, AnyConnect 7 7 A 7 > M, HHR—
FLTWDEERICKLEREY 2 — L7210 % (ASADD) ¥ Urmr—RT5 L9128 KkL
FT, WO LD RWOBEREE A X —T M T HEY 2 — VOARIZIRET DLENDH D F
9, AnyConnect 7 7 A 7> hD/X—= 3 40 21F, IROEY 2a— ARV EGENTWET
(A= a U TEEL 2= NVOEBRD BV ET) .

* [AnyConnect 7 7 A 7 > DART] : Diagnostic AnyConnect 7 7 A 7 > I Reporting Tool
(DART) 1%, hT7 7N a2—T 4 71ERZMHIZ CiscoTACIZXE TE 2 & 51T,
VAT LU T DAF v T gy hBLXOZEOMOBKIERET Y S F Y L, zip 77
ANET AT by PIHERLET,

* AnyConnect 7 74 7> b X NU—27 T EA <w3x— % : LIEIIE Cisco Secure
Services Client & FEITNTWE L7, ZOFTV2—MF, BHRETA YL ADHHD
Py NU—=JIZT7 78 AT 520D 802.1X (LA Y¥2) &5 341 ABiEE Kz T\ E
‘3‘0

» AnyConnect 7 7 A 7 > I SBL : Start Before Logon (SBL) (%, Windows ® & 7 A > %
AT VTR 7 ANFRSIDHENT AnyConnect 7 7 A 7> b ZBET 52 LI1T &
. =—H% Windows ~D 1 7 A L RIIZ VPN 5t & L CHREA v 7 T ~HiHiliIc
Bt H £,

* AnyConnect 7 7 A 7> s Web ¥ = U7 ¢ & =2 —/b : LAATIE ScanSafe Hostscan &
MEENTWE LTz, ZOFY 2 —/VE, AnyConnect 7 74 7 N ITHEA SAVTWE
T Flo, Web—VOEFZ ML T, FFICHERLSITTE L LI LET,
0%, ERINTWDEX2Y T4 R —IZESNWT, ZTFANFTRERa T
VEHAL, BERHLALTUYLHAETE R arT Y E Funy 7 LET,

e AnyConnect 7 7 A 7> F T VLA NI EVa—)v : BEOHDLA LT VY DRIEILIC
B3 2 1H#H % CiscolronPort Web X = UV 7 4 77T 4 7 &2 (WSA) IZEELET,
WSA Tlix, ZOF—H¥ZEHLT, URLOTZ 4 NVHZ Y T A—NELELET,

7 VPN B
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RERS )L— TR & —. AnyConnect 7 54 7 > FEME .

A\

G¥) 7V A NUIX AnyConnect 4.0 TiExHAR— F I EHA,

s ASA R AF v & ¥ = —/b : LIl Cisco Secure Desktop HostScan F&HE & FEIEIL TV E

L7z, ZORAF vEY 2—/LF AnyConnect 7 74 7 > M ITHA S, 2T kD
AnyConnect 7 A 7> b 1%, ASA ~D VU T— 7 7 & A4kt 2 e L9 5 BT A A
FXTEAAL MDD LT v VENETEDLLOICRD T,

s ISE-RAF ¥ : OPSWATV3 74 77 VAL TCHRAT ¥ Fov 7 2FITL, =
RARA > FO#EEHEFMELET, TDk, = FRA LV MR EATDHETH Y b
J— 2 TR AERIBLED, a—H L 22— —OHEREEL L- ) TX F9,

*AMP A Xx—7 7 : =¥ KARA ¥ MNAT O EER~ LY = 7Bl (AMP) %8 AT %
FELLEHINET, ENTE—I AR FEN TS — = b = KR
AV FOY 7 &y MMZAMPforEndpoints ¥ 7 U =T H 7 v a L, BFEOZ——
NR—Z|ZAMP —bE 2% A A h—/L LET,

e Xy NU—ZHHMEEY 2 —b Ty U T 4 LY —E RO, R, a7 T4
TUA BEOEF2U T 0T LT, BENEHEOIITRENZ M ESEE
T, NVM (R NU—ZAfiHEEY 2 —0) 1Z, T RRA L FOF LA R 21N
ELLT, 7Jue—F—H LTV L aT— g EsyslogllitdkL, SHI1Z, 77
ANDGHTEUIA v F—T oA AORPEEITI a7 Z (Y— KX—=FT 4 X H—)
br7r— Lba—RKEzx7 AR— K LET,

+ Umbrella Roaming Security € ¥ =—/V : 77 7 ( 772 VPN 2372 & Z{ZTDNS LA ¥
XU T o 28 LEF, Cisco Umbrella Roaming & OpenDNS Umbrella #— & A D
WK T DT A7 U Fia &L Intelligent Proxy 38 L VP LA i
FAFEREZ BN L £ 4, Umbrella Security Roaming 7' 12 7 7 A /L%, *fIind 5 ¥ —E A
& BRI & BT T, /ST A REL LR BEICARNCLE T (2T Y
TANE DT EEORY — )7 LA — M Active Directory #7721k
AREJZRDNS LAY &F=2UT 1)

» Always-On VPN : AnyConnect 7 74 7 > k $—E A7 107 7 A LOHRHERE VPN 7 7 7
REET 4 B—7WIZT 50, £7201F AnyConnect 7 7 A 7> h h—E AT 7 7 A )Lk
xRN T OMEND D0 EPE L ET, FRER VPN BEREIC LY | 22—V ==
Va—XliZun /4 3% &, AnyConnect (X VPN & v 33 > & HEIIZHEN. L E 9, VPN
tyvarvik, a——Rarvta—Zhbu st 7 T5ETHEINET, WEINaEE
RO THE Y ¥ a VIFHERF S, AnyComnect 7 7 A 7> M X, X =V T ¢
TIITAT R OB IO BRI A2 TRITL. VPN By a VAL E
R

WL VPN IZ L - T, ¥R —2@MH LT, X2 U T BB DT/ A A&k
ECEET, WS VPN ZfEH LT, = Ra&RA v FMEBX Y NTV—Z7 N TR
A2 WD TH AnyComnnect 7 74 7 N WVPN Y v a VAN LTIZZ L #fER T

T, AX—TNIT DL, BERPFIELRWIEAEDOXR Y NI — 7 H OB 1L RE
THRY U—NEEINET,

| —ferarz N EE I}
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. RERS IL— TR > —, AnyConnect 7 SA 7> b OF A4 VRE

A

GE) F 7o, WEFEEST VPN IZIZAnyConnect EX = 7E VU 7 ¢ HBE%
YA — 9% AnyConnect 7 7 A 7> K U U —ZANMETT,

[Fyru—KRKT577A47 > 7 r 77 A/ (Client Profiles to Download) ]1: 727 7 A
MIar 74 Falb—2alry NTA—=ZO7V—7ThHV ., AnyComnect 7 7147 h T
VPN, *y NT—2 T 7A=Y %, WebtF¥=2VUT 1, ISERAF ¥, AMP A
X—=7 7, Fyv MU=V AHME Y 2 —/b I KO Umbrella Roaming Security &3 = — /L
OFEIHEHEINET, BN (Add) 1227 Y >~ 27 LT[AnyConnect 7 54 7> v w77
A VDRI (Select Profiles) |V 1 > KU EEENT 5 &, D17 /V—7 R Y > —RIZ/ER
SNTETue T s ANVERETEET,

RERS JL— TR & —. AnyConnect ¥ S A 7> k A5 A VERE

WS 7 /v—7 7R Y >—d Advanced > AnyConnect 7 7 1 7 > bk > Login Setting ~1 > Tix, Y
F— hax—H%—IZAnyComect 7 7 A 7T DX U u—RERDBEZTa T efRLED,
74T hLASSLVPN DR—Z)L_R—=VICH A LT MERTDHE O ASA ZRETEXF
j—O

* [Post Login Setting] : = —H# —Z7 BT hNERRL T, 774NV EDRA L BT A 3
REFATTL7ODIA LT U MNERETDHGITERLET,

» [Default Post Login Selection] : @ 7' A Y &IZEITTHT 7 v a vy aBERLET,

DSAT72 N T7AT7I24—IIZEKB VPN TOO—HIL T/ X HR— LDEHE

WIS 7 V—7 R Y > —O [EHIERE (Advanced) ] >[AnyConnect Y S A 7V M > [V 54T >
274 72+—I)L (ClientFirewall) 1A > TlX, 7 7A T FTONRTY w7y T —
T T ITAR= IRy NT—T DRI EST D7 TA TV N AT LADT 7 A4 T U+ —)VIC
EETAHIL—LERETEET,

UE—h 22— —RASAIZERTDHE, TRXTORNT 7 4 v I BEOVPNERKiZ ML T H
KV T7EINLTD, 2a—F—Fe—HL Xy NT—27 LDV Y —RZT 7 BATE L 72Y
¥4, THOLEY YV—RIZE, v—Hhara—F LEETE Y . AT, Windows
Mobile 7 /314 A (TH— T4 R) RERGENET, ZORMET, 77478 7n7y
A /LT [Local LAN Access] Z AZNCT 5 Z & CTREESLET, 7272, m— Vv Ry RT—7
DT I ANEHIRIZ /R D720, —FHOBEETIEEIX2 VT 40N = oW TRENA
CHAEEMERHV T, TV 2T — TS AR EFFEFA T Oa—H)v U Y — Rt
THT IV EAERIRT D RRALA L MDOSDT7 7 AT U —/L b—)LEEATHEHIC
ASA ZERETEET,

ZDHOEEE LT, HIRAOKER— M+ 227 74T 8 7747 04— L—)L
EHMCLET, 7747 M, BEA—L ERFEL—ADBKES £1, FIRIgIEDS
G, 7747y FTIEHEEEHRICKLERR— MIFAINETE, FE T 740 v 7133 T
Tay s ERET,

7 VPN B
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DSLFUR T7A4T 94—k BVPN TOE—HL 734 2 HK— roamit [

\)

(B EEHELLTCoIA v L=V —E ASAICE VI T4 T RSN 7 AT 74—
NN —VEAETETE 5 Z EICHEEDLETT, REMRMEREZFF O —F—%, L—LZEE
TEEHA, ELHDa2—VF—DEES, B/ K T LERATZ 947V NZEV 7747
74—V L= LNHEA S ET,

IIAT YN T AT U —NERELTODHE, 22— 7% Active Directory (AD) #—
N=TRFEIND L, 7 TAT P TIEGIERME ASADT 7 AT U4 —/L KU =@ S
NFEIF, 27 L, ADIN—T R —TERINTN—IIE, VIAT L N T77A4AT T4 —
D=V L) HEEINET,

ASATI IFA TV N T 7AT TF—IL)L—LRREESI, = RARA > b TVPN#ERE 0 ST
ENTWBEA.
CASAIX, 77A T UA—NN—INERE T TAT 2 MIEFELET,

sV IAT v ME, MBI L TTZ 7 AT U — b — v &wmH L ET,

LIFOETIX, IROLELEAT O T2 DD FINAIZ DWW TR L E T,

e —HN TN B EYR—=FTHEODITAT N T 7 AT I —/LOER (36 21—
D)

e VPN DT H'— T34 2 P iR—FDHFT (38 ~—)

27470 —ILOBEICET 5 TEER
PLUFIX, AnyComnect 7 7 A4 72 b TOT7 7 AT U4 —/VOEHAFIEICET2EEFEETT,

c T AT T A= VIITFE L IP IIEH S NERA, 7747 FTIE, ASAND
EEEINTZT7A T U4 — L = LNOEETC IP ERITEE SN ET, EECIP i,

= IVRT N I NTTAR—= NG LTI TA T EREFEELEST, X7 U v o
N—it, 7I79AT 2 b EOTRTOA U F—T7 =24 R ZHEHENFET, 774 —F
N—iE, T X7 EBA S E T,

* ASA 1T, ACL v —/UiZxtLTHEEZ< D7 barzhR—rLTWET, 72720,
AnyConnect 7 7 A 7 N D7 7 AT U4 —AEERETHAR— FINTWDH DI, TCP,
UDP, ICMP, BIXRIP DA TT, 7747 hTiE, Bed7 v ha L TL—rnz(g
SN E. EDON— TGN IR T 7 AT U A — N b— e LTS, ShictFx =
V7 4 EOBBENOAT Y v b bRV IR E/2 . 70 bR U TPMERE
nET,

cASA9.0 35, NRNT U v Fy PT—I L—LBLIOTTAX—K Xy hTU—7 JL—)L
I, =774 778X arfr— L URXA EYFR—FLTWET, ZNHOT 7k
Zayvia—/L UARMEI FUCL—LTIPVMBLOIPVG 77 4 v 7 2EHRTHEE
WA TEET,

FELKROE S, AR —F 4 7 VAT A L5 CHER R A - DEENMLETT,

—ferarz N EE I}
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B /57 974794 —LIz& B VPN TOO—HIL 7134 X HHK— FOEMIE

» Windows = > B = — % O34, Windows Firewall ClX4E7S/L— L 3FFA] /L — VT L
T, ASAIZ K VFFAIL—/L3 AnyConnect 7 7 A4 7 > MZ T vy a3 Th, 22— —»
T AZ LOEE L=V EAER L TV DS, AnyConnect 7 7 A 7 2 b Jb—/LIdiEH &4
FHA,

e Windows Vista D&, 77 A T 7 +—/L L— LIMERR EN 5D & . Windows Vista TlEAR—
NEBORBEN D o~ XYY O E LGRSV E T, A— M, &K T 300

A— K TF (1~300, 5000~ 530072&) . F5&E L7-#PH 300 R — h &2 585613,
BHID 300 R— NMIH L TORT 7 A4 T U —L b—AREHINET,

« 77 AT U4 — /L —E AN AnyConnect 7 7 A4 7> MMZ X VB EINALERNH D (v
AT KX 0 BERIZBIME &S N72) Windows =——(%, VPN 550 OFE T REL] 23 Kig
WCHEZ D568 0 £,

e Mac 2 B = — % O AnyConnect 7 74 7 > kb TiL, ASA T SN7-EF &R T
g CA—AmEH SN ET, 77—V b— L F 0T RZICR D LI LT EEN,

e —RKNX—=F 4 77 AT U+ — VDA, AnyConnect 7 7 A 72 8 77 AT U4 —)L &
Y= =T T AT V=NV OWMGTHASNTND T T A v I A TDITT 4y
7 DHEETEEF, AnyConnect 7 74 7 > b THA SN TWBEED N T 7 4 v I X
ATWY—RKR—=FT 4 T7AT U —NVTT R YT INDIGE, TOXATDNTT (v
JF7 74T N7y SRET,

O—AIL TY 2R EHR— T DEOHDISATUN T7AT7 2 +—ILOER

ASA IE, ASA /N— = 8.3(1) LAFEIS L OVASDM /N— 3 > 6.3(1) LAFEC, AnyConnect 7 7
ATV RN T7AT7 U —NREEZYFR— N LET, ZOWHTIE, v—AV TV F~DT 7
TARHFAISND LT TAT U N 77 AT U —IVERET L IE, BLOVPN B0
KFFIZ 7 7 AT O —NVEFERT L7747 N Ta 7 7 A VERET D HIEICDONT
ML ET,

D95A4F2 0 7747 04— ILDFIREE

ITAT N T AT UA—VEHEHLTa—H/L LAN 7 7 & 2R & HIRT 25512 13K OHl
FREFEA A < E T,

s denyipanyany 77 A ~X— hb— WEFFR S U EH A,

« OS OHIFFHEIZL Y . Windows XP BNFEI TSN TNWDHIA L Ea—HFDITAT N 77
AT A= NVR) =X, BEFNT 74 v 7 LCORBEHINET, BEL—LEBX
VA — VA S E T, 22X, Ipermitipanyany] 72 ED 7 7 A4 7 U 4 —)b
N—INFENET,

» HostScan (BA7E D4 Hijl Secure Firewall Posture) <°—8iDY— KoX—F ¢ T 7 A4 T U 4 —
WIE, 77 AT U —IIVEEETHRREERD Y 7,

DLTFoFEIX, FETAR— FBIOSEER—FOREICIVEELZITLNT T 4 v 7 DA%
FEOLOTT,

7 VPN B
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DSLFUR T7A4T 94—k BVPN TOE—HL 734 2 HK— roamit [

#%{E7T/R— b~ (Source Port)

LR — b

TBERTHANIT4VID

Al

FEDR— b F= FEDR— b FEB L UG

HIPHE 7213 1Ty (T |#PHE721E 19Ty (il | A ERLO%E

0) 0)

FWHEIT 9T (X | BREOR
0)

BEDK— MR

#PHEIT T_T) (HIT [FFEDOR— hEZ FEAE D

0)

A—AJLENRIIZEE9 5 ACL JL—IL D45l

ACL AnyConnect 7 714 7 b _Local PrintiX, 7 7A T N 77 AT U4 —/LEHKE
LT KT 572DIZ, ASDM Zfii 2 CTWEd, Z/b—7 3 U 2 — [Client Firewall] ™~
ALDNRT Y w7 Xy NI —27 JL—LD=HIZ ACL Z3RIRT 5T, —EITRkRD
ACE &0 ET,

5= 1: AnyConnect 7 5 A 7 > b_Local_Print D ACL )L—)L

5 BA HER 44— |TJaba|#EERxX (/AT FLR|FEER—F
T4 R | R— b+
JRTHEA E{ER T Y [T T T A | DT T 7 4k
7 (Any) k (Any)
LPD ey <7+ |TCP Sl v 515
7 k (Any)
IPP Gl 7Y |TCP F7 x4 W | 631
4 ~ (Any)
AN Gl 7Y | TCP AN g WD 9100
4 ~ (Any)
mDNS Al X7 » |UDP F 7 )1 1224.0.0.251 5353
7 ~
LLMNR ) X7 Y v |UDP F 7 %1 1224.0.0.252 5355
7 ~
NetBios o) X7 1w |TCP F 7 3 DT 137
7 § (Any)

—ferarz N EE I}
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B venoo—nimERYR— FoRE

EL:) YERR AoA— |7a k0 |EExX |FEET7 FLR|FEER—F
JxA4RX |)L R— k

NetBios =4 %71+ |UDP AR D 137
7 k (Any)

GE)

77 4V hOKR— NI 1 ~ 65535 T,

)

GE)  w— R VEIRIZ BT HI2iE, EFRF S ACL /L—/L lallow Any Any] IZXFL, 7
FA T vk 777 A LD [Local LAN Access] HERE & AN T2 MENH D £4,

VPN O O— A JLENRIYR— F DERTE

TR a—V—RNo— T UFZIIHNTEE X927 5I120%, FA—T KR o—TCHEHE
ACL Z1ER LE£9, ASAIZZFDACLAZ VPN 7 A4 7 MIEEL. VPNZ IA4 7 MEY
FGAT U N7 7 AT O —NEEEERLET,

FIE

ATy TN F—7RY 2 —T, AnyConnect 7 7A 7> N7 7 AT U4 —EHMILET, [Configuration]
> [Remote Access VPN] > [Network (Client) Access] > [Group Policies] Z %R L ¥,

AT T2 JN—7 K)o —%BRNLT, [Bdit] 27 Vv 7 LET,

AT w73 [FEMERE (Advanced) ]>[AnyConnect 7 7 A 7> N>[7 FA T > 87747 74—/ (Client
Firewall) JZ#IRLET, 7T A4 X—F Xy hT—27 L—) LTk T 5 [Manage] 27 U v 7
LET,

ATy 74 Bk L7 ACE # &1 ACL Z1Epk LET, ZOACLEZTTIA_X—h Xy hU—2 L—LE L
TEMLUET,

ATy TS5 WO B VPNAR Y =& H L, o7 n—XRFRY —%2HELTWS5E, VPN
BEENEAET D Ea—F—[Ir— AN ) Y —RIT 7 EATEETA, ZOVFIUATHE, 7
077 AT 4 XD [Preferences (Part 2)] I H) L. [Apply last local VPN resource rules] % 4
VT DHZLIZEST, I AT U=V =V EATEET,

VPN O TH— T/ X B R— FDEE

TYP = TN R P R—F LTRER Y N =7 2R#ESTDHEF, 7—T K)o —THE
R ACLEERL L, 7V — T A A THEHT 2407 FLAOHBEAZEELET, 5612,
MoV T VPN b7 7 4 v I BT 21y hU—2 UARELTATF Y v b bl
Y MO ACL ZHaE LE7, F7o, VPNIEERHIIIR%ED VPN 2 —H/L U Y — 2 JL—/L)3
HRENDEICIZIAT U P 7Tu7dZ 7 A NVERETHIEHMLETT,

7 VPN B
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RERS IL— TR & —, AnyConnect 7 54 7> b F—DEER .

\)

G¥)  AnyConnect 7 A 7> b #F(7T 5L a—& LHHTHNLENH 5 Windows E/SA LT
NA ZZDOWTIE, ACL TIPv4 56557 R L A% 169.254.0.0, F£72IXIPv6 58T KL A%
fe80::/64 LFEEL £7,

FIE

ATw 71  ASDM T, [Group Policy] > [Advanced] > [Split Tunneling] %% L £ 9,

ATw T2 [NetworkList] 7 4 —/\ ROBEIZ&H 2 [Inherit] F= v 7 R v 7 A% 472 L, [Manage]l &7 U v
7 LET,

ATw 73 [Extended ACL] ¥ 7 %7V v/ LET,

ATv 74 [Add]>[AddACL] ZE4R L £9, H LW ACL ODARITZRE L7,

ATY TS T—TNATHLWACL ZEIRL T, [Add] 27V >y 27 L, &HIZ[AAdACE] %27 Y v/ L%
D

AT w76  [Action] |2k LT [Permit] &7 > 3 > RZ U ZBEIRL £,

ATy TT  FESMET ) 7T, IPVASEET R L A% 169.254.0.0. £7-1L IPv6 56257 L A % £e80::/64 &
RELET,

ATFv T8 [Service] IZxF LT IP Zi&R L £,

AFvF9 [OK1EZ7 Vw7 LET,

ATFvTF10 [OK]%727 Vw7 LT, ACLERIFLET,

ATY TN WNEHZL—7 KU 2 — [Split Tunneling] XA > T, A7 v 77T THRELZIPT KL AIZGT
“C [Inherit for the Policy or IPv6 Policy] = » 7 78 v 77 A% 4 712 LT, [Exclude Network List
Below] #1848 L £9°, [Network List] T, fERE L7 ACL Z##R L %7,

ATvTF12 [OK] %227V v 7 LET,
ATV T13 [Applyl 227 VU v 7 LET,

RE S IL— TR > —. AnyConnect 7 SA 7> b T—DELERK

ASAL 7 AT v b F—%FHARL, BfFedr— W MLOoNWTHRI T — g ¢
HLEXID, F—FHAEARR IV a URETIN, BREOX2 ) T o838 bEhE T,

NEZ V=T R Y =0 [l E (Advanced) ]>[AnyConnect 7 7 A 72 K> [F—D A&
% (Key Regeneration) ]-<A > Tld, F—HAERDNNT A =2 ZRELET,

* [Renegotiation Interval] : & v ¥ 3 Y ORI S X —DOFAERNFEITIND ETOHHE 1
~ 10080 (1M OFPH THRET HI2IL, [Unlimited] F = v 7 Ry 7 2% 4712 LET,

» [Renegotiation Method] : [Inherit] = v 7 Ry 7 A% 472 LT, 774/ DT NL—T
RY) =3RRI —va VR ERELET, F—HERET 1 =71

| —ferarz N EE I}
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B mso0—FK0o—. AnyComnect 7547 k. Ty FETH#H

T HITIE, [Nonel A7 a > RE U ZIRIR L, F—FARKIFTH LU b > RV E RN
HIZiE. [SSL] £721% [New Tunnel] &7 a3 > RZ U ZBIR L £7,

N

(GE)  [Renegotiation Method] % [SSL] & 7= 1% [New Tunnel] [ZEXET 5 &,
F—FAEMBICSSLER I m—y g VM ThhT, 7947
K232 —FE AR ICHTIR b v RV B NS5 Z E N RE SN E
3, anyconnect ssl rekey =~ > ROBREIZHOWTIEL, 2~ RV
T LU AEBZRLTLIEZIN,

RES IL—TRY) —, AnyConnect 7 S A 7> k., Ty RET7HRH

Dead Peer Detection (DPD) (12X Y. ET7OENR L BN RM L TWAEEIZIZ. ASA
(F—=h UxA) 21T 7 747 MUTHRFCHRHECEET, 7 v NET i (DPD) A
T L. AnyConnect 7 74 7 N £721X ASA 7 — NV = A )3 DPD #3474 HAEE 2R ET
D121, UTOFIREZFETLET,

188 BRI

« ZOFEREIZ. ASA 7 — 7 A & AnyConnect 7 7 A 7 > s SSLVPN 7 7 A 7 > hEDOHE
DM S E T, DPD F, HOIALNFFAl SRV MEAETEE | LS5 728, Psec
LIEPFHTE ERA,

« DTLS # A % —7 /L2t % & . DeadPeer Detection (DPD) &1 R—7/LIC72 Y 4, DPD
WX, K LUZZDTLSHEEH D TLS ~D 7  — VX TN, F—T W27 ) £4, FhLU
SOYAE . BRIk T LET,

« ASA T DPD WNHhZ/2 > T 5 & &, Optimal MTU (OMTU) e+ 25L&, 77
AT N DTLS 737 » M EEFIZHET Z ENTELHRRKOTY RKARA > kN MTU % >
FHZENTEET, RRAMIU £TRT 4 7 ENTDPD Xy NERETLHZ LI
XoT, OMTU 2FE#ELET, XM r—FROIEELWoa—%~y =2 KL ETD
&L MTU A ARZ T ANORET, T AR E, MTUINE L &,
7a h IV THAINTWAR/NMTUICEETHE T, #VIELTYn—7NEEINE
R

FIE

ATy BROIN—F R o—IcBEH L £7,
 [(XE (Configuration) 1>[V E— F7 27 &£ AVPN (Remote Access VPN) |>[R> hT—7
(747> k) 727&A (Network (Client) Access) |>[Z/L—77HR U 2 — (Group
Policies) ] DIEIZBEI L, HDO 7 L—7 R Y »—%BM (GBI (Add) 1) EioidimeE
([fmtE (Edit) 1) L. [FEMEE (Advanced) ]>[AnyConnect 7 7 A 7 M >[7 v K¥
7 it (Dead Peer Detection) ]34 > & Bl & £,

7 VPN B
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W8S L—THRY —, 554 F > kLRK—Z L0 AnyConnect 751 7> k h 2234 X |

s FIIFFEDO L —Y =R U > —ICEF#ET D21, [XE (Configuration) ]>[7 /A AEE
(Device Management) ]>[=Z—H%—/AAA (Users/AAA) |>[2—%—T > kb (User
Accounts) JIZBEIL., BRIO—Y—Th v M&2BEM (GBI (Add) 1) F7-idmE
([ (Edit) ) L. [VPN7A U — (VPNPolicy) ]>[AnyConnect 7 74 7> h]>[F v
FE7HiH (Dead Peer Detection) |31 v ZBH& F7,

AT9T2 =t =AOBHZRELET,

DPDEEXF=2 T4 T IAT VA (F—FTxA) Lo TEITTDHIEEFETET DHITIL,
[Disable] F= v 7Ry 7 A4 7 LET, ¥X2VT 4 77T 7 AN DPD 23715
fifE%E 30 B (F 74/ K) 205 3600 WO#FHTAI LET, fl300 BHERESLET,

ATFYvT3 79447 MIlOBHEERELET,

DPD%# 7 A7 > "WRFEITTDHZ E&#FEET DI, [Disablel] F= v 7Ry 7 A%k A 712 LE
T, 7TAT 2 MBNDPD #EITTARIMEE 308 (T 740 k) D 3600 O TAT L
E9, 30 WAHEESHET,

RETIL—TKR)O—, 954F7 > FLRAKR—42 )LD AnyConnect 7 S A 7>k hRA
<4 X

N T N—TRY 2 —0 [FEMERE (Advanced) ]1>[AnyConnect 7 7 A 72 N >[I AX <A
A (Customization) ]-XA > TliEk, FNV—TRI > —DITFTAT 2V MNVAR=FZLDOuT A
NR—TEPAZ~ A A TEET,

o [R—XNDJg A% ~A X (Portal Customization) | : [AnyConnect 77 71 7 > F/SSL VPN]
R A NAR=VIZHAT DI AZ A B = g VEEIRLET, HAREFADOR—F L
HAZRA =V ar AT V=7 BT L0, £RE3T 7408 IJ—F K v—
TERBINTWVDHAZ A B—a v EZITANDLZENTEET, 7740 ME
DfltCustomization T,

* [Manage] : [Configure GUI Customization object]s 1 7 2 77K v 7 AN E4, 2D
EATOTRy 7 ZATIE, BAZSA = arF7V=r hoB, wE., Bk,
A VHR—F, FE=/ AR—bERECTEET,

s [Homepage URL|(A 7> 3 ) : Z)v—"7 R > —ICBdff T bihvica—HF—Dr 747
F LA R—=HNZFRT DHER—L _X—=Y O URL 2F6E L £9, http:/ £ 721 https:// DU
TN THEDLA N VI TL20ERDY £, BIEICEITLE, 7 I T ML A
AP ZTT I ZDON—UNRRENET, VPN ERBERICHL IS &,
AnyConnect 7 7 A4 7 MZX>TT 74/ F®D Web 7 7 U fE S 4L, 2 URL 8
TRINET,

| —ferarz N EE I}
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. RERS IL— TR & —@ AnyConnect 7 S 4 7 > Fh AR LBHEDHRE

A

() AnyConnect 7 7 A 7>k I&, Linux 77 > b 74—, Android

FENANT A X BEO Apple i0S E/NA VT /A ZATZD
T 4=V REBEYR—FLTVETA, RESNTWVHEHA.
ZALHDAnyConnect 7 7 A 7 ¥ MR E T,

* [Use Smart Tunnel for Homepage] : 7~ — MEEZMHHT 500 0 2R —Z WITHRT 5 A
~— bk FrFAEERLET,

* [Access Deny Message] : 77 B A2 G T 52—V —ICRRT DA v =V EERT DI
. 207 4=V RIZADLET,

RNERS IL—TR) o — AnyConnect ¥ 54 7> b h R 2 LEMDERTE

FIE

&M

Wi 7 v—"7" 7R ) > —@ [FEMEXE (Advanced) |>[AnyConnect 7 74 7 2 N >[H A ¥ L@
P4 (Custom Attributes) ]34 &, ZORY —IZHEEV B THLNTWD I A X LEMEE IR
LET, ZOXAT TRy 7 ATIE, T TICEREFELDON AL NgME Z R Y v —IZBE
(T 50, BAZLBREEER L TCZORY —ICBE#MIT S Z LN TEET,

A AL LJEPEIX AnyConnect 7 7 A 7 2 MIEE S, 7 v 77 b— FOIEM 72 8 ORERE A X
ETHEOICHHINET, v AXLBMECIIY A T AR EOERHY £9, TRED
A THEZELIG., ZOXA TOLARIMTEOMZ 1 DL EERTEET, Mgl L TE
T LHEAE DAL NEHEOFEMIZOWTIL, #H LTS AnyConnect 7 7 A4 72 b U U —2X
@ [[Cisco AnyConnect Secure Mobility Client Administrator Guide] % &/ L T 72 &0,

H AL LEMEIL, [RE (Configuration) ]>[V E— K7 2 & A VPN (Remote Access VPN) ]>
[ry NU—2 (54T b)) 727 EA (Network (Client) Access) 1> [fEAllE%E (Advanced) ]
>[AnyConnect 7 7 A 7 > b 71 A% Lj@EM: (Custom Attributes) ] 35 X O [AnyConnect 7 Z A 7
v bR H NEVES  (Custom Attribute Names) | CHANIERT HZ &b TEET, FHllTE
FLIEHAZ LB, AT 07 TI7HARY =L N—T KU —Dili) THEAS
ET,

CZOFMEEEM LT, W AZ LRMEZEMEZITRE L E T, REFHDON AL LR HIBR
TLHZELTEETN, MO N—7RY —IZBEMT DN TO D58 3mE £ 7213 T
TEHEA

[E%%E (Configuration) ]>[")E— k742 £AVPN (RemoteAccessVPN) |> [y kT—%

(547> k) 721X (Network (Client) Access) >[4 )IL— TR 1) — (Group Policies) ]>
[EM/#RE (Add/Edit) ]>[F¥#E%%E (Advanced) ]> [AnyConnect 7 7 A 7> M >[AR A L
Bt (Custom Attributes) JI2&%E L £,

AT 72 [Add] #7 VY v 7 L [Create Custom Attribute] <A > % B & £ 97,

7 VPN B
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IPsec (IKEv1) 254 7> konHBITL—T KU s— |

ATYT3 FryT7¥y s )AL FREINCERSNIZBIEY A 7 &2 BIRT 5 IROFIRZEZFETL TR
I A TaRELET,

ATv74
ATvT5

a)

b)

<)

[F2E (Manage) |27 Vv 7 L, [HAX LEMNESY A 7DFE (Configure Custom Attribute
Types) 1 ~~A > TLEM (Add) 1227V v 7 LET,

[1 A% Nt 2 A4 7 OfERL (Create Custom Attribute Type) ] XA > T, #HLWEMED [#

A7 (Type) ] & [#tH1 (Description) 1| ZAJILET, EHHLD7 4 —/L RHMHEHEHET

9, AnyConnect 7 7 A 7 N AL KgtEA 7T a 2DV TiE, AnyConnect 7 7 A 7
Y ARZARBYE (129 =) ABRLTIIZEN,

[OK]Z 27 Vw27 LTZOXALZHL, 9 —FE[OK] 227 Yy 7 LT, HL{ERL
AL LNBYEDZ A T 2R L7,

[MEDE4R (Select Value) ] # IR L £,

[EDEH (Selectvalue) | Krt w727 U2 b o EANTER SR & OEZRIRT
D WOFNEZFEST L TH LA & OEZBRELET,

a)

b)

c)

[EEL (Manage) |27 Vv 7 L, [BAZLEMEOFE (Configure Custom Attributes) ]2
A THEM (Add) 1227V v 27 LET,

[ A% Lt DYERL (Create Custom Attribute Name) ]34 T, BIICEIR £/ 13532 L
TEMES A TSR L, T LWEMED 481 (Name) | & [l (Value) 1 Z A LET, &
HLHDT7 4 —V RHMEEE TY,

22BN 512, BN (Add) 127 Vv 27 LTEEAJIL, [OK]Z27 Y 27 LET,

1% 420 CFEMZ TER D FHA, ERZORIZB25561E, BNMOHa T
HAOBEOEZEBIMLET, BREMEIL AnyConnect 7 F 4 7 > b I1ZEE S5 B HERE <
NWET,

[OK] %7 U7 LTCZONA %L, 92— E[OK]Z#27 Vv 7 LT, ZORMEOHL
SEZRLI-LBIMTEDEZEIRL £,

ATYT6 [ AXLBEMEDOVER (Create Custom Attribute) ] XA > C[OK] %7 U v 7 L%,

IPsec (IKEV1) 25472 FOREITIL—T K1) o —

RETIL—T K1) —, IPsec (IKEV1) 754 7> FO—EEMHE

[Configuration] > [Remote Access] > [Network (Client) Access]> [Group Policies] > [Advanced] >
[IPsec (IKEv1) Client] C, [Add or Edit Group Policy]>[IPsec] A 7 0 7R v 7 A &fHT 5 &,
BMELZERST LN RY) =D R Y7 7a bajh. 7402, e, —
N—ZfRETEET,

* [Re-Authentication on IKE Re-key] : [Inherit] F = > 7 7R v 7 ANA 7 ThH 55512, IKE

F—DOHERMTONL L EOBFIEEA R—TNELFIT =TV LET, 22—
P—I13, 30BLUNICZ LT oYy Va2 AN 208RH Y £4, £/, K20M TSAR
HIREIAIZZ20 . P RABKET T HETOMIZ, 3EETANZHRITTEET,

—ferarz N EE I}
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B mso0—FKUs—DiPsec (KEVD) 55472 FOT IR L—LIZDNT

N

[Allow entry of authentication credentials until SA expires] : FXEH H* SA DI KT A 7 X A A
FT, 2=V —IEFEY LT v vy v E ZORBBATEET,

[IP Compression] : [Inherit] = v 7 /R v 7 AR A 7 T 553512, 1P Compression & A R —
TNERFT 4 B—T M LET,

[Perfect Forward Secrecy] : [Inherit] = v 7 R v 7 A4 7 TH HIGEIT, BRERIEME
(PFS) %A 3 —7/VE72137 4 B—7 /I LE9, PFS X, $FED IPsec SA D ¥ —7M il
DY—r7 by b (LOF—72E) PHEHINTELDOTRNWI EARIELET, 2FE D,
PFSTIX, WBENRHLF—ZRE L TH, ZINBMOF—ZEHT 52 LT TERN
ZEPMRIEESNE T, PES DA R —T W75 TV WAL, IKE SA OFRE - — 3%
fifxnsg &, EOBEEIL, IPsec DT XTORET —F%a—L, IKESADY—7
Ly hOM##zE#EHAL T, TDOIKESAIZX > TiRIESNT- IPsec SA DX = U T 4 %12
TIENTEDLEHEMINET, PFSAMEHT L&, WEEN IKE 220 LT, E#E
IPsec IZI1X7 7 BATEX A, TDHE, WEHEITK IPsec SA ZEBINZZ2K T 5 M BEHN
b0 FET,

[Store Password on Client System] : 77 74 7> b Y AT A TO/RAY— ROREEA X —7
NERTT 4 BE—T M LET,

GE)

RNETIL—T R

WRAT—REITSAT v N VATFATIRETA L. BIENLE
Fa VT4 URITBEAELET,

[IPsec over UDP] : IPsec over UDP D A A R —7 NV ET1EZT 4 B—T/WMIZLET,
[IPsec over UDP Port] : IPsec over UDP Cfli 1§~ % UDP " — M & fREL £,

[Tunnel Group Lock] : [Inherit] = v 7 7~ v 7 A F 7213 [None] 2SI S LTV R WNGE
o, BIRLIZ b S v—T%nmy 7 LET,

[IPsec Backup Servers] : [Server Configuration] 7 - —/L K & [Server IP Addresses] 7 4 —/L R
BT VT 4TI LET, TNUCES T, THUHDEPHAE IR WEEIE-N T % UDP
Ny P T T == fFETEET,
* [Server Configuration] : IPsec /N 7 7 v 7 H— "— L UTHERT 5 ——3EAL
vark—EFRRLET, HHTES 472 9 0%, [Keep Client Configuration] (7
7 4V 1) | [Use Backup Servers Below], #3 O [Clear Client Configuration] T,

* [Server Addresses (space delimited) ]: IPsec /N7 7 v 7 H— —D P 7 KL A %5
ELET, ZD7 4 —/L RiL, [Server Configuration] CTi#&R L 7=} Use Backup Servers
Below TH O LA TE 9,

—®D IPsec (IKEV1) 75472 rDT7 IR JL—ILIZDOWNT

ZDOXATa Ry 7 AD [Client Access Rules] 77— 7 /WIZiX, 7 74T b T 7 ®A L—)b
EAHECTERCTEES, VI9A4TV RN T 7 BANL—NEEBNTD EEITROT 4 — K
ERELET,
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* [Priority] : Z DJ/L— L OEIEIEN 2 B4R L £,
* [Action] : ZDN—WZEHESNWCTT 7 B AZ A £-I3HEE L ET,

* [VPN Client Type] : ZDN—V%#HTHVPNZ FA T bOXAT (V7 =T &£
FIN—Fo=7) ZEELET, Y7 b7 2747 bOBEIE, 3T Windows
7747 PERFY Ty bEABRBRAOT ¥ 2 P THRELET,

* [VPNClient Version] : ZD/V— /L ZEHTHVPN I FA T hONR—=T g VEIBELET
(BHEFT) o ZOBTLTE, 2OV TAT 2V MIEAESNDY 7 b =T £1237 7 —
LAY x2T A A=V OHr<KEY VA IREERET, = MIFABREBEROT XX b
T, Y IT_TONR—=Va L —HLET,

D9SATUo M T7IORRIL—ILDESE

NV VEERLBROVEE, ASAITT RTOERY A a2 LEd, 2L, 2—HP—n
TN TN—=T R —FET DN— VMK T 2580300 £,

e I TAT LV IRBPNTINONAL—/UZH—E LW E, ASAIFEERAES LET, HESL—
NEEFRT DIHEIE, FaL—L b1 DU EERTILERDHY £3, FFrL— LV EER
LR E . ASA 1T T R TCORBERAIER LET,

SESCFEV AN FA— FTF, UA L FH— FEBA— L CHEEAN TS 2 L8 TEF
¥

=)L &y MK LT 255 SXFOHIRENH Y £,

I ITAT U IDEATEIFT A=V ay (HDHWETEOWS) X ELRNT T4 Tk
(ZIE, nlaz A TE T,

RETIL—T R —, IPsec (IKEV1) 9S54 T bDISAT UM IT7AT 24—

[Add or Edit Group Policy] @ [Client Firewall] %A 7 v 778 v 7 A TliL, IBIMMEITEE T L7
N—F R —IZKLTVPN I TA TV bDT 7 AT T4 —REZRITH LN TEET,
INEDT AT Y — LHERE R T X A DL, Microsoft Windows = TEIfEL T\ 5% VPN
IIA T MNEFTY, BE, N~ =T 7747 MEIEM (Windows LIAL) @Y7
MNo=T7 7547 FTH. TNOHOHEREEIIMEH T EEA,

VPNZ SA T AL TASAICE S L TWAYE— ha—W— 3, MY 77 AT 74—
VAT a s EBEIRTEET,

IO TV ATE, VE—h 22—V —DOPC LI~V TN T 7 AT T —NABA LA —
NENTWET, VPN TAT U ME, a—HhV 77 AT I+ — LV TERINTWNDL 7 7 A
TUA—NRI—%WH L, TOT7 74T U4 —VRFITINTND Z L &R T 57201
F=H—LET, 77 AT U NVOEITHEIET D E, VPN 7 T4 7 2 MM ASA ~D#1fF
ZRuy 7 LET (ZOT7 747 04—V A 71 = X A% Are You There (AYT) & FEIEAL
F9, VPNZ 74 7> PN EWIMIC Tareyouthere?] A vt —V2%ETHZ LICE-TT 7
AT T —INEE=L—FTLHN5TT, IWENRRINRWES, VPN I T2 ML, 774
T AR E T LTzTo®d ASA ~OEF KT LIz L ET, ) *y N — 7 EB

| —ferarz N EE I}
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B s —F Ky s— IPsec (KEVI) 95472 bDISATU b T7 AT I4—1L

BDINHLDOPCT7 7 AT UA—/VEMBIZRETHHELHV T, ZOFEEHERTIL,
2P IEBDORELIAL~ A, A TEET,

F2DTFVATIE, VPNZ TA T2 hPCO/SN—=YF IV T 7 AT 07— W hRERRI7 »
AT TA—NVAR) T —%HHT L ENBIRESNDZ LR £, —ieflE LT, X
Ty N R R VO TEERHLTIN—=TDYE—RPC~DA U H—Fy N NTFT 4w T %
Ty 7L ERFETFTONET, TOHEX FUXRADBHLINTOWDHHE, A X —F
FMEBHDRANS PC ZRi#ET HDT, FRYA FORESNE T, ZOT7 7 AT U4 —/LD
VA, 7 v = AR Y v —F 21 Central Protection Policy (CPP) & FEFILET, ASA T
3. VPNZ IA4 7 2 MCEHT 2 8774 v 7EHA— LDy FEERL, ZibD—1
BT A NVAICEEMNT T, EOTANZ 2T 7 AT VA ARY =L LTHRELE T, ASA
XZORV —% VPN I FA T FETRGLET, TOH, VPNZ T4 T2 MIFRY v—
EO—)V T AT UL VIEL, T TR —nEAIhET,

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Poalicies] > [Advanced] >
[IPsec (IKEv1) Client] > [Client Firewall]

J4—IJL K

e [Inherit] : 7 NV—T RV —WNT TNV s ITN—T R =T FTAT L DT 7 AT
VA= NAREERFT N E I DERDET, IOF TV a L ET T 4V MRETY, &
ETDHE, ZOXATRIRY 7 AZHDHEY DRBENEOEREIZL T EEXIN, 4
A7 L—FRRIZ D £37,

[Client Firewall Attributes] : (FHEEINTWEHHE) EEINTWHEI T 7 A T U+ — VDX
ATRTZ AT U= NVRY =12 E, I2IF3AT L DT 7 AT U+ —/VEEEZEE L %
‘é‘o

[Firewall Setting] : 7 7 A 7 V4 —ABFET HNE I G —BERRLET, HET H5HE
Wi, TDT7 7 AT O —NABUENT TV a b LET, [NoFirewall] (57 /b
R ZBBRT DL, ZOXAT TRy 7 AZHDHEYDT 4= i, WTnbT 7
TATERYETA, ZOTN—TDa—Y—2T 747 U+ —/LTR#ET 2HE1T
[Firewall Required] & 721 [Firewall Optional] % & % 2R L £,

[Firewall Required] 2R L 7= A%, 2O —FOa—F—L2EBENEESNEZT7 74T
TA—NVEERTOIMNERDY T, BESNTZY R — RGO T 7 A4 T 74— v
2R =L ENTELT, FITENTWARWES, ASAITERZRIT Lty v a v dd
TReyZLET, ZOHA. ASAIX, 77 AT U+ —LRENP—ELRWNI &% VPN
7747 v MZEmLET,

GE) I N—TTT77AT U —NENEIZTHEHEEIZIE, TDOTL—
7IZ Windows VPN 27 A4 7 NUAND T T A4 T > NBFIEL 72
W EEHERLTLLESY, IV—THNHOZDOMD I Z 47T
(7747 b F— KD ASAS5505 Z2&Te) I CTE £ A,

ZOTN—T, FET7A T U4+ =G LTV £— F 22— =N 5545
I%. [Firewall Optional] % 4R L %9, Firewall Optional sX EZHHT 25 &, Z—THNOD
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W& IL—F K S—. IPsec (KEV) 45472 tDo547 bk 77479+—1 ||

TRTCOL—F—NEHTEZDHLICRVET, 7747 U+ MIHHE L TN D2 —
P—ld, 77 AT U0 —NEHEHTEET, 7747 U+ — N7 LTHERT H2—¥—IC
X, BEA v E—UNERREINET, TOREFX, —HO2—F—RT7 7 AT U r—L%
PR—=FLTEY, hOoz—PF—R3H R —FLTWRWIT =T 2 ERT 5 & X ITHLD
F9, L E BITRFPO I NAV—TTIE, —HOANET 7 AT U 4+ — SRR A R E
L, BlOZ2—F—ZFZHEL TRV ERH D 77,

« [Firewall Type] : ¥ A2 2 GHEHOR X —DT7 7 A T U — Vi —EFRLET,

[Custom Firewall] #8&R 92 &, [CustomFirewall] D FTD 7 4 —/LV RNT 77 4 712730 F
T MELETZ 7 AT U4 =LA, EHTEL 77 AT U4 —RY —LHBALTNS
VERHDET, RELIETZ7AT U= MZED, $R—FENDT7 7 AT U+ —/L R
Vo—FTvarPMRED 9,

* [CustomFirewall] : W AX LT 7 AT 74 —LOXZ—ID, BILID, BLOGHAEIETE

Liﬁ‘o

e[VendorID] : 2D N—T RV —DANAL LT 7 AT U F—/LDX K —%RTE
LET,

s [ProductID] : ZDOZN—7 KRV —HICRETDHAZ L 7747 U4 —/LORLL
LEIFETNLERELET,

s [Description] : (EE) HAX L T 7 AT U4 —MIOWNTHBLET,

« [Firewall Policy] : W AZ L 77 A T 04—V iR —DHA T LY —AERELET,

* [Policy defined by remote firewall (AYT)] : 77 A 7 U A — L KV —Z2VUE— K 77
A7 74—/ (Are YouThere) (2L > TEFKT 5L HIIEE L E T, Policy defined by
remote firewall (AYT) X, 2O JNL—T7DVF—ha2—HF—DT7 7 AT 7+ —/LH,
BEHOPCIFETDHIEEZBEHRLTVET, 20— 7747 U4 —/LH,
VPN ATV MZT77AT7 04—V R o—%uMLET, ASAIX, FEESNT-
T7AT T+ —NRA A= EI, FATLTWDHEICDHR, ZDOTL—TD
VPNZ FA TV IR TEHLLIICLET, MESNTE T 7 AT U A —ANRFITS
T WG, BT L 3, B LT 58, VPN IA4 T vin7 74
TUA—NEIORITEIZAR—V T LT, EOT7AT T+ —ANFETINTND
TEEMRLET, 77 AT U IVDETMEILTHE VPN FA4 T MEky
a kT LET,

[Policy pushed (CPP)] : RV o —MMET LT v a2 SND X HICHRELET, 204
73 v EEIRT 541X, [Inbound Traffic Policy] 3 £ UF [Outbound Traffic Policy] U
A K& [Manage]l N¥ V3T 77 4 712720 £9, ASA 1L, [Policy Pushed (CPP)] K

By THT YA NTEIRENTZ T ANVZICE o TERSND T 7 4 v 7 EEHL—
N, ZOTN—TDVPNZ FA T MIEALET, A=a—TEIRTXHD1L,

TITFINVE T ANEEEGEDT, ZTOASA TERINTWVWAETZ 4 VX T, ASANRZ
NEDONL—LE VPN TA T ML v 2T b LICERLTLIEEY, ASA T
72 VPN 7 ZA4 7 MZH L TINHDA— L EER L CEHRT HLERH D £
o e AE Ting & Tout] IZZENEN, VPNZ IA TV MIERETL T 74 v
7L VPN ITA TV IDORESND N T T 47 TT, VPN TAT 2 MIr—
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RETIL—TF R o —, IPsec (IKEvl) D/N—FHxz7 95472 FEK

HNVT 7 AT IV bHDEHEE. ASANRL T vy aSnlR) v—ida—hLr 7y
AT T —NLDRY O —LHELTHEELET, WITNNDT 7 AT U4 —/LD)—
NTT a7 ENETXRTORry bR RKe vy 7ENnET,

* [Inbound Traffic Policy] : 51 7 7 4 v Z I L HEHATE S v a R v—%—
BFRRLET,

* [Outbound Traffic Policy] : ¥/ N7 7 4 v ZIZX L THEHTE L v a R v—%
—EERRLET,

* [Manage] : [ACL Manager] ¥ 4 7RV Ry 7 A%ZRRLET, ZOXAT 0 TRy
AT, 77®Aarbtm—L AL (ACL) ZRETEET,

RETIL—T K1) o —, IPsec (IKEvl) D/N— Kz 7 547> hEHE

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] > [Advanced] > [IPsec
(IKEv1) Client] > [Hardware Client] %1 7 7 7’78 v 7/ A C, Easy VPN Remote 77 7 1 7 > MZ1k
BEEIND7V—7RY) —RIEEZRE L ET, ASAIZIT 2 Easy VPN OH AR — ~ OFEMIZD
WX, Easy VPNOEAZZH L T E X0,

\)

GE)

VPN3002 "—RT7 =7 7547 MIMAEFERH T, VYR — R TLTWET,

e [Inherit] : (FEA L AF L RA) FLET DHEED, £ DOHRITHE IR FEE Tldze <,
TI74NE TN—T R =N EEET2 2R LET, X, 20X T
TRy 7 ADBEETXTOT 7 /L bREIZR Y £9,

* [Require Interactive Client Authentication] : 4 > ¥ 577 47 7 747 FNRFEDER % A

F2—TNEFEZT AT MZLET, TONRFA—ZIIFT T4/ NTIET 4 E—T 1T
o TWET,

TAE—TMITDE, N—RU =T 77T MIURGFEENTND Y LT v v LR
FECHERSNET, Z LT Uy ABRFEENTOWRWESIE, N~ R =T 7747
FRFECRIEL F T, RIEESNTWDL 7 LT Uy L ERIIAN SN LT vy L
DAEDREAIT. P RADHESLESNET,

IDOFTarwAAX—TNMITDHE, 7747 MZa—F—4 L/XAT— RRRFS
NTWBENE I MZERZR S, P RADBRBENDT-WVN— KT =T 7747 MZ
L TFH T —L AT = REFEFET DL IICERTHLiIcL-oT, X2
TANELENET, ANMLEZ LT oy ARENREAIE. N RV SV E
7

X7 2oy FRRETIR, N— R =T I 34T MMERT AR e 7 7 AL
kU CREEY— = V=T PR ESNTOWDOIMNERH Y £T, 774 ~VJASATEF =
7 2=y NRAERMELRGEAT, Oy I T o ="l bt X 2T 2= N
ERETOHLENRDH Y T,
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| —meears veN s

A

W& IL—F Ko —. IPsec (KEV) On—Foz7 5547 rEE

GE)

ZOMEREER A F— T WIZ LTZEIZ VPN b U RV EHENLT 51T
X, P %tﬂxv READTH0ERD Y %
TO

* [Require Individual User Authentication] : {52 — —FBFED ER % A x—T NV E 721X T «

t—7 Mz LET, Rl —H —3R3FL. VPN 3002 D7 T4 X— K X v U —27 O]
Enhna—HF =Rl NMIT 7B RATERVWEIICHRELET, 20T A—ZT
FIT ANV NTIEET A B—T > TWET,

AR — —F8FEE A F—T7 M LTZBAIE, P RART TICHFEEL TN TEH, ~N—F
V=T JTAT N LTERtT 2% 2 — P —lE, ASA DFRIZHH Ry hU—T (T
T RATDHEDIZ, Web7 7 UV EBRWCFE CH 22— —4 L XAT— &2 AT
THMEIDY T,

HALZAT 9121, 7T WD [Location] 7 4 —/V F £ 721% [Address] 7  —/L FiZ, »"— R
V2T IITAT VDT TAR— R A E =T 2 ADIPT RLVAEANTHLEND
v ET, 7?&%:\A~F¢I7ﬂ?%?yb®mﬁ4yﬁ47u7f/7xﬁ%*
SNhEd, BFET ST, [Connect/Login Status] #7277 U v 7 LEd, ASA DHFH% DY E—
bRy FU— 7&77%»%% AR—=UNH DA, Fiid. ASADEHDO Y E— |
Xy hT—7 EIZHDWebHA 2T T W TGS, "—Ru=T7 7747 M

a—H—na A OGN =27 T UV CHREET, ERCe AT 5E, ik
AN L TWe_X—=U R T T UFICRRINET,

2—YP—FFENA X —T M7z TNBEEIL, 2~ RIAL v A ¥ —T = A A%&EH

LTD&%/T%E@&C77?#%@%?6%%%%@??4MA® EHORy T —
FIizdH D Web_XR—2 TidaWnWl YV —2 (BFA—N7E) 1T 7B AZRLEDLIEAIT

77?%%ﬁﬁﬁbfuwm%ﬁ5if Pl R L £ 7,

NP —ZF£RTHITE, flx D2 —Y =32 A F—7 M THALERHD T, 1 AD
a—HF—i%, FFcRR4Ey > arou sl o 2ETTEET,

7T <V ASA T—HP —FRENMLERIGAIL, PRI T v ==l bz —F—
LA R ETHHLERH Y 7,

[User Authentication Idle Timeout] : =—%—D ¥ A4 A7 7 M AR ELET, EX=V
TA4 TTIATAE, ZOHMICA—F— F T T 4 v I BZELRVE, BEREKT
LET, A7 7 ML LT, FFEOHEEITEHRAZIEETEET,

s [Unlimited] : #6232 A 57 7 MR OLBRWESITHELET, 2047 v a Ui,
TI7ANDE TN—T R —F B EINTND T N—T KU v—i bAE &K
LWL oI LET,

* [Minutes] : &4 A7 0 MM ZHSHALCTHEEL £, 1~ 35791394 OFEE A L
%9, ¥ 7+ /L MilZ Unlimited T9,

show uauth 2~ > RADIRETRENDT A RV ZA LT T MME, #IZ Cisco Easy VPN
VE—=RFTNAAD P FNEBAELIo2—Y—DT A NV Z A LT 7 MEIZR D 7,
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B mss—FKyo— IPsec IKEV) DN—FHz7 25472 LRt

* [Cisco IP Phone Bypass] : Cisco IP Phone (24 > % 7 7 7 4 7B = — Y —F8FE 7 vt X %
INANRREIRHET (A Rx—TN72E) . 7 74 /v FTIiL, Cisco IP Phone Bypass IZ7
=TT o TVET,

IPPhone BEfZIC R v MU —ZILRE— FEEHAT 2L, "—RKU=T 7747 %
RETHLENRH Y 7,

[LEAP Bypass] : [Require Individual User Authentication] 731 % — 7 /L DIGAIZ D i ] X i
iﬁ—o T‘/X»j@ﬁi"ﬁ?'}:/\/rXb)%@LEAP/\ob‘/ }\ ﬂﬁl/‘? O):L"—']j-"—nunﬂ:.7 ot A 7&/\
A /NASHET, LEAPBypass IX, 7 7 4/V hTT « *Iz TN o TWET,

IN=RT 2T 7 T7A4T 2 FDOHAITNDLEAP 2—H— 2%, mERfMERHY £, b
YFNTHRA A N TS ZADH%AHITEH D RADIUS — "—|27 LT U U ¥ L EERET
B ENTERWEYD, LEAP B2 Iy — T E¥A, PURAVBHATZ LTV
VA NVEEETERVERL, BRRy Y- TREESN TRV T, ZofE
ZRERT D721, LEAP/NA R A, fER O —H — mfmﬁua_LEAP/\ff/ ~ (LEAP
Ry N2V & R L THRE L, RADIUS %—/\—mmﬂiﬁ@ﬁ WIECTE D5 X9
LET, ZHCE-T, =2—¥—i%, Hlox—V —BiEictEZ LN TEET,

LEAP Bypass I£. KOG T CHEOIIHEL 7

» [Require Interactive Client Authentication] 237 4 & —7 /WA /2> TWND, A X T 7T 4
7=y b mmwz TNDYE, ARV EMF L TLEAP 7 /3 A3 C &
HE DT BENT, IELEAP (A#) T/ ABN—RU =T 77347 MGk d
LHVENRDHY iﬁ“o

* [Require Individual User Authentication] 231 % — 7 /L7 5> T D, A F—T7 /LIl >
T2 & LEAP Bypass 235 S EH A,

o WEHREREE DT 7 2 A INA > F A3, Cisco Discovery Protocol (CDP) #ZE47L T\ 5
Cisco Aironet Access Point TH 5 Z &, PCDONIC — KiZ, o7 Z o FORGLTY
MEWEE A,

[Allow Network Extension Mode] : 2D 7 NV—T DN~ Ry =7 7547 MZkbdxv b
U—JRE— ROERERELET, ZONNTRA—=XIT 75/ bTIET 4 ®B—TNIC
o TWET, xy NT—THERE— RBT 4 8—T Mo T EEGEE, N—FRuxT
74T MIR—F 7 FUALEHE— R TASA IR THLERDH Y £7°,

Call Manager (3FEFED IP 7 LA TIETHBETEL72O, N"—FRU=7 7747 F)R
IP Phone #fi & ¥ AN — M4 2I1%, R b U= HRkET— RBMETT,
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A

(G¥) ZDITN—TDN—=RT T 77T MERERIZERTET D HE
NV FET, Fv NU—IHEEET— REHEHT D LI —F
TxT VIA T IBRERESNTED, LoD ASA TX vy b
T —JJBEE— R T 4 B—T NIl > TV DA, N—FU=x
TIIAT Y MIAR I LI AT L, TN TORITHES
ShET, ZOXIRGE. N"—FRu=T 2747 I, B
SeD ASAICARBERMBATT 2 N D 2 &2 £, 2o —
RO=T 75347 MRZDOLEHIICHEBESINLTWNDLE, X
VF g 77747 0 ZA0Y— AZRe 13 bt £ 7,

5472 RLRXSSLVPN ORERS IL—T R1) o —

REBITIN—TR)—, 95472 FLXSSLVPN — B 14%

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies] >
[Add/Edit] > [General]

[Add or Edit Group Policy] ¥4 7 2 7R v 7 ATiX, BNMELEFEELETLHI7V—F K —D
MoV 7 7Fa han, 7407 e, Y A"—ZEETEET, 20X T e

Ry 7 ADFKT 4 —)L KT, [Inherit] F=v 7Ry 7 AZ@IRT DL e T2REDHEET
TAN N TN—T R =G TEE T, [Inherit]ld, ZOX AT TRy 7 ADREMET
_RCOT 7 4V METT,

[Add Internal Group Policy] > [General] % A 7 1 77K » 7 AZ1E, IROBHERFRINET,

«[Name] : ZDI7N—TFRY O —DARTZRK6A LFTHELET (AX—XDHEHFA) .
Edit BERED Y. T D7 4 —/b RIEFA MY BEH T,

* [Banner] : B 7 A VR —HF—ZX L TERT HNNT—TFRAMNERELET, 2HEH
IR — DR SR K 4000 3LFTT, 7 740 MEZXSH D EH A,

2L, 72747 ML AR—Z LI KO AnyConnect 7 7 A 7 > b I1ZER57H972 HTML %
PR=FLTWET, N =NV E— b a2—P—THUNIRFEND L DITTDHITIE, &
DHA RTA NHENET,

cIITAT VA =P —DEEIT . <BR>Z V7 EEHLET,

s [Tunneling Protocols] : Z D7 NV—FMMEATE A b rx V7 7u harziEELET,
a—P—F, BRENW WA barZidEEHTEET, ROBRELHY £,

« [Clientless SSL VPN] : SSL/TLS (2 & 5 VPN Ofifi##5E L£4, Zd VPN TlE, YV
TR TRN—=RT=T DI T7A47T 2 MINERL, Web7 7 U &2fiH L TASA
~DEX 2T RIVE—NT VA NUORARHSLENET, 7747 ML A SSL
VPN 2145 &, HTTPS A > Z—3 > N A FNEFIHTE DI A ET X TD=
VB a—FnG, BED Web A b, Web ®ST Y r— a0 NT/AD 7 7 A v
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B wiss—FKUs— 5547 LR SSLVPN — R i

A (WebkPis) . BFA =L, BIORZFEOMODTCPR—AT I r—3g 78,
MEAVRZE Y V) — X T 7B A TE B L9120 £97,

*[SSLVPNZ 7 A 7 > I (SSL VPN Client) ] : Cisco AnyConnect VPN Client £ 721X L
Vﬁ%LWW7547V%@Aw&mmﬂmN%91%”@@%%%ﬁbi70
AnyConnect 7 74 7 " L TWAHEIX., 2072 Fa/LzER L TMUS 2B
PR=FINDEIITTHUERHY £7,

o [IPsecIKEv1] : IP ¥ =2 UF ¢ 7 b2/l IPsec Ik bbX=aT7727 1 hald
NTHEY, VPN R RV DIRIFERRT —X 7 7 F v 242t L ¥ 9, Site-to-Site (&
TY—ET) Bk, B Cisco VPN 7 71 7 > kb & LAN B D5 O [ )7 T IPsec
IKEvl ZfiH T £,

s [IPsec IKEv2] : AnyConnect Z¥ =7 EE VT 4 7 74T MILoTHER—FEN
TWET, IKEV2 i L 7= IPsec 2 /3 % AnyConnect 7 7 1 7 > MERE Tl
TN =TT T T—h ITAT U RTRT A, GUIOR—H T E— 3

(BlRR) & A H~AE— 3, Cisco Secure Desktop, SCEP 7' & % 27 & DILIE
HERE N Rt S E 7,

* [L2TP over IPsec] : —#D— %y PC °E /A )L PC DA XV —T 4 7 T AT L TH
HEND VPN FA4 7 bEHHLTWS U E— b =—H%—%, L2TP over IPSec (Z
EoT, XT Vv I PRy NT—IRHATEX 2T 4 T T ITA T UVART T A _—
Mexy NI =7 ~DEX 27 B & £3, L2TP I, T—F¥D b3
Y ZIZPPPoverUDP (AR— K 1701) Z#fHLES, BEXx=2VT 4 77747 X
X, IPsec Rk E— NHICRTET HILERNH Y 7,

* [Web ACL] : (Clientless SSLVPN E./f]) N7 7 4 w7 %7 4 N2 U 7T 5851, K

N

Oy 7E VAINNLT A v ba— AL (ACL) Z@IRL 9, BRI
A ACL Z23&R~, A, B0, £73HIBRT 2581L, U A NORRICH 5 [Manage] % 7
Vo7 LET,

* [AccessHours] : 2D —H—|ZiH SNHBEFDOT 7 B ARHA Y > —RbH 25130

KRBT 500, FI3H LT 7 B AR Y O — 2B LES, T 740 M
[Inherit] T9°, F7=. [Inherit] F = v 7R v 7 ZANA 7 DFA DT 7 % /b b i [~-Unrestricted--]
T9, WR#EEA T U2 N ERRERZITBMNT 512X, U A FORRIZH D [Manage] &
707 LET,

« [Simultaneous Logins] : Z D x—H—|ZFFr[ T HFEIKER 74 L OFKBAEAEELET, 7

74V MEIE3 T, RAMEIZOT, ZOHAEe A URERIIRY, 2=V —T kR

G¥)

IRREOHIIRIT D W EEAD, EEORKEROFF I3 F% =)
TADIRTERE, N7 =~ ACHEEZRITTEBZENRH Y
jz‘?‘ﬂo
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s [Restrict Accessto VLAN] : (7> ar) [VLAN<=v B> 7] EHFEINET, O

TA=ZIZEY, ZOTN—T R —REHInbdty v a>DOHJ] VLAN A X —

T oA AEEELET, ASAIL, ZOTNV—FDFTXTHORNT 7 v 7 BRESHI-

VLAN (Z#zt L E9, ZORMEEZHH L TVLAN 27 v—7 R o—2En4C, 77

TR ar b= EHFELET, ZORBREICEZEID Y THHEF, ACL #H LT

vy alDNT T4 I ETANE) T HHEORBEGETT, kany 7 oyl
A MZiX, T 7 4V M (Unrestricted) Oz, Z D ASA TR E I TV 5 VLAN 7217
MFRENET,

GE) ZoOgREIT. HTTP #i0OBEITITAERI T2, FTP B8 LU CIES
P I TE EH AL

[Connection Profile (Tunnel Group) Lock] : & D/XT7 A —X i[5 &, BRI N8k
a7y AN (MR TN—") ZHEHTS VPN T 7B RAOREFFRIL, BlOHERE T 7
ANEHHT L7 7 B A% EHRECTEET, 7 7 /L FOMFAAEIL [None] T,

Maximum Connect Time : [Inherit] F = v 7 7R v 7 ANRA 7T > TWDHIGH, ZTD/37 A—
Z TR — Y — il 2 o AL TRIEL £,

THE LR R4 5 & | VX?Ai%ﬁ%%TLi¢O%¢@@1%\%ﬁﬁ
m%ww% >CF, HiIBRZ LoBERE M 2 7 ]9 5 121E, [Unlimited] # A2 LET (7
xR,

Idle Timeout : [Inherit] = v 7 R v 7 A& F 72 LIcGh, ZO/NT A —2TT A KL
]2 Sy BN CROE L £ 9,

Z @%qﬁﬁﬁ @'@LVC 147777“4’ T 4 75‘@1/\%{:[\\ @‘f“/h ifkT Lij_ Hﬁd‘ﬁjﬂ?lﬂﬁ I15
R REEIE 10080 2y TH Y . F 7 /b ME 30 45T, FEphE 2 RIS 5 12
[Unlimited] 4 12 L £,

Maximum Connection Time Alert Interval : = —H—{Z X v —T &R RT 5, I KEEHRFH
(2T D £ CTORFRIFE,

[Inherit] = v 7 7R v 7 A% A 7|2 Liz4, [Default] 7= v 7 R > 7 AXHBEICA
R ET, ZhiCk, Byvar 77— MER 30 SR ESNE T, ﬁbwﬁ%
BETH8A1E, [Default] #4712, 1 ~3050Dkyiar 77— MiREEEL £
‘ﬂ‘o

Idle Timeout AlertInterval : 7 A K/ X A AT U MIETHE, 22—V =2 XA vE—IUNE
RENET,

[Inherit] = v 7 7R v 7 A% A4 7|2 LIz, [Default] 7= v 7 R > 7 AXHABIIA
W22 ET, TSk, TA KV T T — MER 30 iR E S E T, ﬁbwm%h
ET 5561, [Default] #4712, 1~3000Dtyar 77— bEREETLET,

» Periodic Certificate Authentication Interval : FIEBEFRGEN EHAICHIIT S D £ TORFRR]
kg (RefE EAL)
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[Inherit] F = v 7 R v 7 Z3A 71278 > TV 2 58 EWIHRFEI EMGE D F217 IR 2 7%
ETEET, FPHIL 1~ 168 KT, 77 4 /v NI > CTET, HHIROMREE
P[4 5121%, [Unlimited] Z 412 L9,

REIIN—TFT R)S—, 95A4AF72RLRASSLVWPN 7O 2R R—4% )L

[Portal] BIEIC kW, 7T 47 MU ASSLVPN B A MENLT D DI N—T R —D A
NOR—=H N R=DIWIZRKREINDZ AT I PREVET, ZOXSL T, Ty r~—7
YZREURLZ= MY, 74N P == T IR FR— Pligkd A<w—hF Fr R,
ActiveX U L—, BIXOHTTP DR E% A X — 7 /I TE £,

s [BookmarkList] : H L UOEREINLT v 7 ~—27 U R NEBRRT S0, F7213 [Manage]
7V LTHLWI A NEERLET, 7Ty ~v—271F) 7 & LTHERRIN, 22—
PF—ZZDY I B L TR—=Z L X—=UNoBE & £7,

« [URL Entry] : VE&— F = —H%—3 URL Z#4A—# /L URL 7 4 —/L RICHE#EATZ 5 X
INZT DHEIA R—T I LET,

* [File Access Control] : i > X% —F v F 77 A /L AT L (CIFS) 77 A4 VD [FERR
A OFRFIREZHB L ET, IERFLEFZT, BAEXHOKEO FLFEEE (§) THHIS
NnNET, 22X FIA47CIECs & LTHAaINET, EERTREFTIL, HET7+ 1
ZIFRENT, a—F—Z N DDHFRY VY —REBMELITT 78 AT D L&k
ESinEd,

s [File Server Entry] : UV E—h 22— —NT7 7 A )L —N—DL4HIZANTEDH L H T
THHEEICAR—T M LET,

« [File Server Browsing] : U &— kb = —%—NEHAIRER 7 7 A L —N"—%2 B TX
5 ENCTBEEICA F—T M LET,

* [Hidden Share Access] : e 7 + V& ZIERRIZT HGEICA F—T /M LET,
* [Port Forwarding Control] : Java Applet (2 X 52 Z 4 7> h LA SSLVPN E:flc kv, =—
P—RTCP R—ADT SV r—a 77 ®8ATES LT LET,

s [Port Forwarding List] : & D7 /)V—7" 7R U 2 —|ZBHHEf T B FRIEERH A TCP 77V
F—=varOUARNERIRLET, LY A MEEKRLEZY, BEFEOV A b ZfHE
L7299 25121, [Manage] #7 VU v 7 L7,

s [Auto Applet Download] : = —WF—hdTr I A F 5 & ZIZFEITIN D, JavaApplet
DEEA A F—LBIOEEZ A =7 VT LET,

* [Applet Name] : [Applet] ¥ 1 7 2 ARy 7 ADZ A MN—D4HIE, FEET H4HI
WCEBLET, 7 74/ hOARHIIE [Application Access] T,

* [SmartTunnel] : A~v—F R RXATHEHAEINDZ T4 T PR (7T T7HX—2X) SSL
VPNt v v a NZBWT, ASADBNRAY 2o, X2 VT4 TTIAT U ART ks
P R—ThHIEHIT, Av—F NRADF T arZEELET,
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* [Smart Tunnel Policy] : *> b7 —27 U A EMHIERL, WTFH1OD bR 7
7y a v EELET ([use smart tunnel for the specified network], [do not use smart
tunnel for the specified network], ¥ 721 [use tunnel for all network traffic]) , A~— bk k
VAN Py NI BT —T R —F i —RIZE Y TCHE, DS
N—T R v—FhFa—V LIty va VREEFT O TS T RTO2—
P—DFAHIZA~Y— b R RNV T T REARAL X—=T W72 £FT8, VA NTHEE
SNTWLT TN r—var~DAY—F b T 7B RFHIRENET, A~v—
M hoxn URNEFRR, GBI, AE, F203HIRT 512X, [Managel 27 U v 7
LET,

[Smart Tunnel Application] : RKE2 > &7 UZXRNGLERL, = K A7 —v 3
IZA VA R—LENTNDTCPR—ADT 7Y r—3 2 Winsock2 %1 > b7 F v
MDY — =2 LET, A~v—F bV TF U r—va rakFon, B

W FIFHIBRT HI21E, [Manage] #7 U v 7 LET,

[Smart Tunnel all Applications] : TXTHOT 7'V r— 3 % b U 7T 5121,
CDOF =y IRy 7 AeA NI LES, Xy PU—=7 YR RPGERLIZY, =2 F
A=Y =DNET 7Y = a CICEET D AREEN H D FTT 7 A Vil L
DT, INTOT TV r—=varBhrrY v 7shET,

[Auto Start] : L—HF—D 1 7oA VEFIC, ZA~—F PRI T VB REHERICEE

THIZE, ZOF = IRy I AeF N LET, 2—HF—0r s A VRHIA~— |
MoV 772 RAZMIET 52047 3 0% Windows 720N ic@EfH ShvE4, =—
P—Dua 7 A VRHIAY— K NURNV T I EAZA X =TI LT, 2—H—CF
BB T D LIICERTAGAIXZIDOT =y IRy 7 A e A 7ICLES, 2 —F—
IZ. [Clientless SSL VPN Portal] ~— " ® [Application Access] > [Start Smart Tunnels] 7~

BUERERLTT 78R EHBTE T,

[Auto Sign-on Server List] : &= —H# =3 ¥ —"—~DA~v— b bRV A MELT D
EEZA—Y =T LTy VEREITT A5G, Fny 7 ¥y UXAERbY A
MAEBRLET, £A~Y—F P RVEHEIY A A VA RO MU IX, =2—
YW= LTy vOY7Iyva e B8k o —"—%2RLET, Av—F

MoV EHENYA A U R R EFRR, GBI, AR, FEHIBRT 521, [Manage]
NEmr )y LET,

[Windows Domain Name (Optional)] : i@ an44 Bl (domain\username) 723NFRFEIZ 472
ey, BEYA Ay ZRka—F—AITBT 5 Windows D B A A & fiE L ET,
7ol 21X, = —%—4 qu_team DFBFEEZT 5 ¥5A . CISCO & AJ) LT CISCO\qa_team
ZHEELET, HEV A oA ==V X NTCREE#ET L= F ZRET D55,
[Use Windows domain name with user name] 47> a ' 4 U IZTHMENH Y 97,

s [ActiveXRelay] : 7 74 7k LA 22— —73 Microsoft Office 7 7'V r—>a %777
PNOLRERIBTELLHICLET, 7V r—vaid, By a & LT Microsoft
Office ¥ =2 A hDX Y u— LT v 7m— RE{TWWET, ActiveX DU L—(E, 7
FAT LV RVASSLVPN By v a v a2 TT5ETHNREETT,

FoMDOA T g
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« [HTTP Proxy] : 7 74 7> h~O HTTP 7 7L > b 70X v Ofiiks A F—7/VE721%
TA4E—=TMILET, 20T uFUL, @Rk a T oY ERIITWT 5T /Y —
(Java, ActiveX, Flash 72 &) IC L THHTT, 207X ilLoT, X227+
TTITAT o ADHEREMGE L2 S, v~ 7 ) oV EERECE ET, X7 X 0,
TV OHRNT B X UREEHBMIEEL, 7XTO HTTP 8 X O HTTPS EK % 37
LW ax eIV XA L7 hLET, HITP7 7' L > b 7B % Tid, HTML, CSS,
JavaScript, VBScript, ActiveX, JavaZ2 & [ ZEAETXTOIZ IFA4 T MIT 7 /vy —
WY R—FINTHET, FAR—FIN TS 7 7 UHIX, Microsoft Internet Explorer 72
T,

* [Auto Start (HTTP Proxy)] : =—%—@® 1 7 A VWFIZ HTTP 7' 1 &% v % HEIWIZA R—T )L
T A LET, a—HF—a A VA — N RV TV ERE A F—
TMZLT, 22— —ICFECRET 2 L O ICERTHLAIIA7ICLET,

* [HTTP Compression] : 7 7 A 7> L ASSLVPN & v ¥ 5 COHTTP 7 — ¥ DL & A
F—T M LET,

NETIL—T R —DEE. V7F734F7 2 LASSLVWPN DR—FILDARETA X

TN—T K)o —=DNAR~A V=2 a L ERET DI, FARCHEHLDR—Z IV I AH
AV —Tvar ATVl "EBIRT D, FRET AV AT R —TERIN
TWAHAH RS A B—Varv iR ANET, RTHURLEZHRETHIEHTEET,

7 AT R ASSLVPN 7 7 & REFICT 7B A R—FNE AR~ A RT 520D TFE
X, Xy NI—T TORRA IV TA4T7 0 MNERERILTT, W7 v—7 R >v— 7747
Y NUVAR—H/LD AnyConnect 7 7 A T 2 N DAZ~< AKX (41 X—) 2L TILES
A

NEIIN—T R)— V9347 FLASSLVPN DR T A VEEE

UE— h2—H—[(Z AnyConnect 7 7 A 7> bDX 7 u—KeRbLH7ur 7 NaFRrLiz
D, 7947 FLASSLVPN DR—ZLA_A—DIZBETSH L9 ICASA ZRETEET, KN
W7 N—7HRY —, AnyConnect 7 7 A 7 > h a7 A Vi E (B4X—V) R LTLIES
AN

REIIN—T RYS—, S5SAF72RLASSLVPN 79RO VT IV YA A4
Y—R—EBEBYA UF Y H——
TN A G ==L BB A A = RNR—FRET DI, N L—T R
— VI AT L RLVASSLVPN 7 7B A iR—&Z )L (54 _X—) 2L T &N,
A4 FREIRERTIL—T R o —

A MEVPNERO 7 V—T R —Tid, bRV 7 7ubhalr, 740y, BLOE
BIREERELET, ZOXA TRy 7 ADKT 4 —)L KT, [Inherit] F= v 7 KRy 7 A
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PERTHE, RSTEIREDEET 74/ N T NA—F R =L EETE £9, [Inherit]
X, ZOXATa Ry 7 ZADBETXTOTF 7 /L METT,

Ta4—ILk

[Add Internal Group Policy] > [General] % A 7 2 77K v 7 ZZlE, ROBERFRINET, =
NHOFEMEIE, SSLVPN & IPsec & v a @M SNE T, T072H, WL OO M,
1ODEAT DRy a  IFRSh, OXA T ITFFRSNEEA,

«Name] : 2OV N—TF R > —DA4HTZEELET, BditdieD%E. 207 4 —/L RiX
B I BT,

s [Tunneling Protocols] : D7 /V—7NgFa[ 425 hox V7 Fa harziEELET,
Z—PF—ix, BRI TWD 78 ba LR aFHTEET, ROBRENH Y 5,

* [Clientless SSL VPN] : SSL VPN (SSL/TLS ZFf|H7 % VPN) Z#EHT 5 L &2fHEL
9, ZOVPNTIL, Y7 hou=TRN—RKT =T D7 747 MIER, Web
TIUVEFHLTASA~DEX 2T 72 F— T 7R M FABHL SN ET,
7747 MU ASSLVPN i3 5 &, HTTPS A % —% v b %A NEFIHTE
DIFLEAETRTOa L Ea—F0b, EEDOWebHA ~, Webktin7 7Y o —3 =
¥, NT/AD 7 7 A VA (Web xfii) . BT A—/L, BLRZLOMOD TCP X—RX 7
TV lr—a il BIEWREY Y —RCHHEICT 78 ATEDL X HI1TR £9,

*[SSLVPNZ 7 A 7> I (SSL VPN Client) ] : Cisco AnyConnect VPN Client & 721X L 7
> —SSL VPN 7 7 A 7 h® AnyConnect VPN E ¥ = — /L OERZEEL 7,
AnyConnect 7 7 A4 7 > AR L CWAEEIL, 2071 ha/LzER LT MUS »
PAR—FEIND LT HHERDHY 7,

e [IPsec IKEvI] : [P ¥ = V7T ¢ a haji, IPsecidfigbFxaT727m hare s

NTEY, VPN h RVDIFIERERT —%7 7 F v &8t LE 7, Site-to-Site (£’
7Y —ET) HEgi., BEL O Cisco VPN 7 Z A 7> | & LAN OGO 5 T IPsec
IKEvl ZfEH X £,

* [IPsec IKEv2] : AnyConnect EX =7 EEUT 4 /T4 T MZLoTHHR—FEN
TWET, IKEv2 Zfi ] L7z IPsec Z 4 %5 AnyConnect 7 7 4 7 > MERETIL, Y
TR =TT TT— R ITAT NIRRT AN GULOR—H T E—Ta v

(BIER) & R ¥~ AE—1 3>, Cisco Secure Desktop. SCEP 7' 1 % 272 & DYLIE
HRE Rt S E 7,

¢ [L2TP over IPsec] : —#D—fixH) PC LE/NA )V PC DA R VL—T 4 7 VAT L TH
HEND VPN FA4 T FEEALTWA Y E— F 22— —[%, L2TP over IPSec (Z
LoT, XRTV I PRy NU—IRATEF 2T A T T IAT LV ART T A _—
MEHRY NT =0 ~OX a7 A ML CEET, L2TP X, 7—4 D h X
Y ZIZPPPoverUDP (RK— K 1701) #EHLET, EX=2V7 4 77734 T7 X
1%, IPsec HEE— RHICRET HMLENRH Y 3,

o [7 4 /v%— (Filter) ]1: (Network (Client) Access 8.ff]) i3 577 A 2 ha—

YR RNEWRET D), £33V =R =N EERETENE I NERTELET,
T 4 NVEFEEON— BRI TWET, b0 —id, ASAZNLTEREL
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B o 1—v—ownky o —REiEoRE

bRV T F—=8 Xy NEFFRTH0MEST H0%, EEXT FLVA, 5887 R
VA, e hang IS TIRELE T, VPN 7 4 L2 3R O A5 S v E
T, TTUV = a A AT a DT 7 a Al o> TN SIP AT ¢ 7 #t
REOR XV ERIITEH SN EE AL, T ANV E B — IV ERET D HIEICON
TlE. [Group Policy] A 7 v /ARy 7 Z%#BHL T 7Z3, ACL R 7B LUORET
& % [ACL Manager] % B < (21X, [Manage] #7 U v 7 LE7,

Idle Timeout : [Inherit] = v 7 7R v 7 R4 72 LT=hGa. ZO/RT A—XTT A KILVE
Mz AL TRELET,

OB CEET 7/ T A ET 4 DR WEE, BRI T UET, /R4,
B RIFRENE 10080 43 TH Y . 7 7 4/ ME 30 43 T, B 2 HEHI BRI 51203,
[Unlimited] 4 12 L £ 7,

Maximum Connect Time : [Inherit] = v 7 AR v 7 ZRA T2 > TWDEE, TD/RT A —
5 Tl R — Y —Hfee il 2 73 AL CROE L £ 7,

I TCHRELEHBARBT D L, VAT MIERAK T LET, RAMEIR 1, RRME
1935791394 53 T4, HilfR72 L OBEGRFM 2 FF 7] 3 5 121X, [Unlimited] Z 4 12 LET (5
TR

Periodic Certificate Authentication Interval : FIFFAZEZRFEDS EHARIC T EIT S5 £ TORER]
fibw (RERIHAL) .

[Inherit] = v 7 7R v 7 ANF 7T > TV LG, B 72k ERRGE O F T bR % 5%
ETEET, FPHIL L~ 168 R T, 77 4 /L MIERI /2> T ET, EHIROMEEE
FFAl45121%, [Unlimited] Z 412 L £,

A—A)L A—HF—DOVPNR) —BHEDETE

FIE

ATy 1

ATvT2

ZOFIETIE, BEFO2—F—%2fHET 2 HEIHO W THHALET, 2—F—%BINT 512
. [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users] Z8&4R L, [Add]
27V v 7 LEY, Ml VLTIE, —fRIBEH 2 7 4 Fab—a v A FEZRLT
<&,

sheh B

FIHNET, 2= =T H 7 MIF 741 b Z—7F KU 2 — DfltGrpPolicy 7> & #R EAH
AR LET, BRENEZ LEXT8E80F, [Inherit] Fx=v 7Ry 7 A% 4720, #HL
VMEEZ AT LET,

ASDM % Bl L. [Configuration] > [Remote AccessVPN] > [AAA/Local Users] > [Local Users)
DNEER L E 7,

RETH——Z@®INL, [Edit) 227V v 7 LET,
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ATvT3
ATvT4

ATy TH

ATvT6

n—ni 1—4—nveN Ry o —EionE [

KDL T, [VPNPolicy] 27 U v 7 LET,

A=Y =D N—=T R —Z2FELET, 2= =RV =3, ZOIV=TF R =D
BEZMA L Ed, COMEIICT 74V 8 ZA—T R ) o —DREXMETEHEIRESH
TWABMDT7 4 =V ERHIEE, 2O NV—T R —TCTREENT-BERT 74V 8 7
N—T R —CTREINT-EELVELSINET,

aA—P—MEHTEXD bR 7 7a haLERET L0, ZA—7 R S —h bl & fk
KT DMNEIDEIBELET,

H#J® [Tunneling Protocols] = v 7 AR 7 A% A AL, IRO b1V 7 7a hairon
Tz @IRLET,

« (SSL/TLS ZF|fH3 % VPN) 7 Z 47> h L ASSLVPN Tix, Web 77 UHZEH LT
VPN a2t FL—F~DEFaTRIVE—RNT IR N RAEZFHESLL, V7 U
T IIAT Y M N—FRU =T 7747 hbELELERA, 7 T7A4T7 2 FLASSL
VPN Z {795 &, HTTPS f > #—% v b A 2RI TE 21T EAETRTDa
Ea—Hnh, BFED Web 1 b, WebXxte7 7V 7 —v 3 NT/AD 7 7 A VIEE
(Web %t)is) . A=, BIXOZFOMD TCP X—R 77V r— a2 M@y
)Y —RAHBICT 7 BATEDLLHICRD 7,

*SSLVPN 7 7 A4 7 > M&, AnyConnect 7 7 A4 7 b 77V r—ra Xy ra— N
W —HP =D TEr Lo LET, =—F =X, WY T4 7 L X SSL VPN
e L CooT7 7V r—varvEFyra—RLET, 22— -0k 570
W2, MBS T 94T N 7Ty 77— R HBNIC TN E T,

* [IPsec IKEVI] : IPEF¥ = UT7 ¢ 71 bz, IPsecidfcbbFXFar727m hardsinnT
B9, VPN F o RVDIRITHERRT —F7 7 F ¥ 284 L £ 9, Site-to-Site (7Y —t
7)) Bigi. BI O Cisco VPN 7 7 A 7 o b+ & LAN [ O#EEE D J7 T IPsec IKEv] & T
TFET,

s [IPsecIKEv2] : AnyConnect 7 74 7 > M iZL>THAR— SN TWET, IKEV2 ZHH L
7 IPsec #1345 AnyConnect 7 7 A4 7> N TIX, Y7 ho=T7 T v 775 —h 7
TAT v R Ta 7740, GUIOur—A YV E—var (FR) LR ~AB—Ta v,
Cisco Secure Desktop, SCEP 71 % /7 E DyLiRERE S TRt S v E T,

e —¥{D—KIIPCRENALNLPCOANL—TFT 4 T VAT L TREEND VPN T4 T
VhEHEALTWAY E— b =—W—, L2TPoverIPSec ik > T, X7V v 7 IP Ry
NI —JBHETASABL O T T4 R— ¥Ry NU—T ~DT X = 7 28k A ML T
=F7,

(G¥)
7u ha L EBRIR LN HEIT. =7 — A v bB—UNRERINET,

EHTH7 42 (IPv4d 71X IPv6) ZHET DM, EF I NV—7 KU o —DfEE AT
HNEIDERTELET,

T ANEITBEEDONL— VINDRERENTOWET, 26D —LE, ASAZNLTERFLE b
YAV T TR Ny NEHATAINMEST A2 0E, RETT RLVA, BT RLA,
o hanp ISV TIRELET, VPN 7 o VX 3R ICoLEHA I ET, 77V

—ferarz N EE I}
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B o 1—v—ownky o —REiEoRE

ATy T1

ATvT8

ATvT9

= ar AVARI L a DT Iy a Al Lo THRMNIESIP AT ¢ TH/z E ok o H

R I S IVEE A,

a) A NKE—VEFRET DL, [Configuration] > [Remote Access VPN] > [Network
(Client) Access| > [Group Policies] > [Add/Edit] > [General] > [MoreOptions] > [Filter]
DNEZEIR U E T,

b) [Manage] %7 U v 2 LC, ACL & ACE %;B01, k. ¥ X OWIFRT& 5 [ACL Manager]
A U EFRRLET,

BT a7 7 AN (bR Ih—=T 1y 7)) BdHEE. TUEMWKT L0 E 5 £z
FER L by =Ty 7 2T 0 E S EEELET,

BEOn v 7 BEIRTHE, 2=V —DVE—F 77 R8RAIZOITNA—TFICHIBRS N E
9, [Tunnel Group Lock] TiZ, VPN 7 74 7 N CTRHEINT= I N—TL | ZTO2—H—13E|
DETHENTWDETIL—TRREENE I NeTF v 75 LIk T, 2a—VF—RHIREH
F9, —HLTWARWES, ASA ITa—V =R T 20K 912 LET, [Inherit] F = v 7
Ry 7 ANA T OYE . 7 7 4V M [None] T,

[Store Password on Client System] i% E% 7 /L — T INHHET DM E I hERELE T,

[Inherit] F= v 7Ry 7 A% 4725 L, [Yes] BELW[No] DA T 3 REZUBART
DNET, [Yes] &7 Vw7 35E, vl A RRATU—=RRIZ T4 T K VAT AIRGESINE
T (EX 2V T A BNEFT2BZNROHEA T3 TY) , #ilLica—P—2/ AT —
ROANNZERDD LT HITIE, Nolz2Z Vw7 LET (T74010) . X2 VT 455K
KIBICHERT D722, NAT— RORGFEEFFAI LN L2/ L 5,

[Connection Settings] & & E L £,

a) ZOa—W—ICHHT LT 7B AR —2EET 5, TOa—F—DH LWT 7 &
ABFARY O —ZERT D, £7203 [Inherit] F=v 7Ry 7 224 DFEFIZLEST, T
7 4 v M [Inherit] TF, F7=. [Inherit] F= v 7Ry 7 ZANFTDHEEDT 7 40 M
[Unrestricted] T3,

[Manage] %7 U v 27 LC, [Add Time Range] ¥4 7 0 /Ry 7 A&f&Ed, ZOXAT
BYRy 7 ATT 7 ARHIOFHHE Y FEfRETE £,

b) —W—ICL D[RR 7 A 8% E L E£J, SimultaneousLogins /37 A —# (X, ZD=x—
P—IZHETEARKAR 7 A U BERELET, 7740 MEIZ3 T, R/MEIEO
T, ZOHBEa A BENIRY =Y =T 7 AL LET,

GE)
e RAE 2 38 THIBR L TR WREIRHC S BOER AT S 72, X2 U T 1 &8
T ADKRT BTN DH Y £,

¢) VPN ##t? [Maximum Connect Time] & 43 LA CHE L £ ¥, 2 2 THE L7 REM 2380l
THE, VAT LI EK T LET,
[Inherit] = v 7 R 7 ZANA 71272 > TWDEGE, T O/RT A—F T Ko —H —§f
RFfA] & o AL CHRE L E 97, BeIMENL 1 4. FRAENE 35791394 45 (4000 2#8) T, il
[R73 U DBk e 2 374 % (21%. [Unlimited] 241 LET (F 740 F)
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ATy 710

ATvINn

AT T12

ATy 713

ATy 714

gr7nzr4L |

d) VPN 6t [Idle Timeout] Z /3 AL CTHE L £, ZOMMICER CHET 774 BT «
IRV S BRI T LETS

[Inherit] 7 = /71:/7X75§ﬂ“75’7l£ofb‘5fa/\ ZDNIRTA—=ZTHTA RV ZA A
7Y NESBEMTHRELET, Wmﬁﬁil . K 10080 3 TH Y, T 7 4L b
1330 70 CT9, BERRERT & EHIFRIC 3 5121, [Unhmlted] A AT LET,

[Timeout Alerts] &% E L £7,
a) [Maximum Connection Time Alert Interval] 245 L 9,

[Inherit] = v 7 AR > 7 A% A 72 LIA ., [Default] F = v 7 A v 7 ZXA B A
2720 F9, SIS KD, KRBT 7 — MERRIL 30 ISR E SN ET, ﬁbwﬁ%h
ET D561, [Default] #4712 L, 1~300Dyvar 77— NAREEELET,

b) [Idle Alert Interval] Z48E L £9~,

[Inherit] T = v 7 R 7 A% A 72 LTc%E, [Default] F = v 7 4 v 7 AXHBIIZ A
270 EF, TSV, TA RV T T— MEBN 30 JICERESINET, %ﬁbb\fﬁ%?a
ETDHEEL, [Default)] #4712 L, 1~300D vy ar 77— MNEREEELET,

ZOa—H—ZX L THHADIPVE T R A ZRET 551X, [Dedicated IPv4 Address (Optional)]
@ﬁ?\mwTva&%jzy%vX7%AﬁLi#o

IO —F—IZHHD IPv6 7 KL A% ET HIZ1E, [Dedicated IPv6 Address (Optional)] fE
KWva74/7z%aﬁmw7bvx%ﬂﬁbiﬁoWva74y&xﬁ\mm7F
VANEEET D 7 %y bERLET,

¥ DAnyConnect 7 7 A 7 bR ELE T, ZhE, Ell~A o TINbLDOLF T v a %
7V 7T HZEICEVITVWET, FRENREZ LEEZTLH5E1T, [Inherit] Fx v 7Ry 7
AuAT7IZL, HLWEZ AN LET,

FFar 74 Kal—ya VICEEEZEAT 510, 0K %27 ) v 7 LET,

EHmJOJ274)0

B m 7 A (horpn Z0—7L BTN S) Tidk, VPN #EftOERBIELE L E
T, ZNHOEMEIL, AnyConnect VPN 7 Z A 7 k@ AnyConnect VPN £ =2 —/L 7 T A
7 > b LA SSL VPN 5. 3L OVIKEv] & IKEV2 DY — K/8%—F ¢ VPN 7 T4 7 > i
HEnEd,

AnyConnect 7 SA 7V M EHR IO T 7AIL, AL RL Y

AnyConnect 7 A 7V N7 R 7 7 ANDAAL L RL U TlE, AV F—T A A LDT 5
AT T 7 RAZAMILT, BEhiT v 7 7 A &8I, k. BLOHIRTE £, v
A VI — P =P E O A BIRTE DL LT 20 EINLIBETEET,
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. AnyComnect 7 SA 7V M ERTOT 7ML, A4 URAY

* [Access Interfaces] : 77 B AZA R—=TNWIIT DA v H—T A R%T =T LNHIERT
TET, TOT—TNADOT 4=V R, A F—T 2 A ALHRTF = v VR 7 ARER
S, 77 BREFATLNE I NERELET,

s[4 X —T7xAA (Interface) |7 —7 /L ® AnyConnect 7 71 7 > b R ET D
AEBE =T 2 A ADITT, A B =T 2 A ATAX—TNMIT 570 halLrFt 1T
LEd, SSLTZ A, IPSec 77/ EA, F-13FDOM L2 TXET,

SSL #4124 % &, DTLS (Datagram Transport Layer Security) 237 7 4 /L h CA F—
TR0 9, DTLSIZ LV —HB> SSL 55 THAET 2L L OV ki o f
MENRES AL, N7y MEBIEOEEZZ TR TWITIAEA LT T r— a3 O
7 d = AN ELET,

IPsec (IKEv2) 727 B A& A4 NZT DL, 2747 M —ERARBT 74/ FTA
F—T VIR VET, VAT M —ERIZIE, VI NI =T EE., 254 TR
TuaZyAN, GUIOr—)E—ar (FiR) L AZ~AE— 3 Cisco
Secure Desktop, SCEP 7' & & /72 E DL AnyConnect 7 74 7 > b BEBEN & T
WET, 7747 b —EAZMEHNT LTS, AnyConnect 7 7 A 7 > b TILIKEV2
& DIEARI) 72 IPsec e DIENL S VE T,

[Device Certificate] : RSA & — % 7213 ECDSA ¥ —OFRiEOFEHELIFECTCE £, 7
NA ZFEHEORE (63 2—) 2R LTI EE,

.

[Port Setting] : HTTPS B L U'DTLS (RA 7 74 7> D &) #fgdR— &5 %
LET, 7 n 77 A0, RA—FRE (64 <—2) ZZRL TSN,

fict

R

[Bypass interface access lists for inbound VPN sessions] : [Enable inbound VPN sessions to
bypass interface ACLs] 287 7 4 /L b TH N> TCWET, ¥X2 VT4 77747
VAR, TRTDOVPN N T 7 4w 7 DA v Z—T7 = A AACL DA FFAI L E T,
To& ZF A v H =T 2 A A ACL MESALSNIZ DT 7 4 v 7 Oz FFr] L
BROWEAETH, ¥Xa VT4 TTIAT VATV E—F TITAL =K xv hU—7
ZEHEL, BobEnio Ty hOBREFFAILET, 20T 74V FOBEEZERE
T&EFET, A ¥ =7 =14 AACLIC VPNIREXR N T 7 1 v 7 OREEITOE D72
DIZIE, TOF = IRy I RAELFT7IZLET,

* Login Page Setting

c AP FEOTA YT ATHI S NDHET 17 7 A N E A RV TRRT
FET, ZOF v IRy I AEF VI LRWEA, T4V NERT R T 7 A T
DefaultWebVPNGroup ¢,

* [Shutdown portal login page.] : 27 A > 3T 4 B—T IV DOHFEIZ Web _X— TV % HRKR L
ij‘o
« [Connection Profiles] : #f5¢ (b %V Z—7) O7n ha)VEERBEEZHFELET,
« [Add/Edit] : BEfi 7 7 7 AV (Fo RV Z—T) ZBIMEZIIREL £,
* [Name] : Bt 7" 10 7 7 A L D4 HI,

* [Aliases] : #8717 7 A L DRI4,
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* [SSL VPN Client Protocol] : SSLVPN 7 7 A 7 > MNZT 7 B AME G- 2 58 9 Ink e
ﬁ_i’l/\i‘a—o

* [GroupPolicy] : ZD¥EG TR 7 7 ANDT 74NV K T N—T R —%FRKRrLET,

* [Allow user to choose connection, identified by alias in the table above, at login page] : [Login]
N=UTOERTR 7 7 A (R RVTN—T) = VT ADERE A X —T VT
THIHEEITEA I LET,

* [Let group URL take precedence if group URL and certificate map match different connection profiles.

Otherwise, the connection profile matches the certificate map will be used.] : 2D A7 3 > T
T, BT 0 7 7 A NV OEIRT 1 ZWREIZ 7 V—7 URL 36 K UGEMH OB O 7 )
Ty LU AERRELET, ASAT, #RINDMEE T LERRZONDLRNGEEIT, B
DIEIZ BT 58k 70 7 7 A VPERENES, VPNT U RBRA & P THRELZZ V—
ZURL Z, [ACZ7/V—7"URL Z45E T 287 0 7 7 AV ERET D202, ZHOE
WASA Y7 bo =7 VY =X THASND T 77 LU ZZ2FfMT558IC0R 20
FTFarEAFNILET, ZOF T aiE T AN I TEATIC RS TWET, 4
ZIZ LT E . ASAIIER T v 7 7 A )V THE LICRERE 7 4 — 4 Mz, =2 RARA »
FCHEHAT LENED Y 4 — L MELREL T, 7 v 7 7 AV EEHI0 L TET,

TI/\A REBAEDIETE

[Specify Device Certificate] ~A > ZfliHT 5 & | ikl &, 7747 MIXLT
ASA Zinl ¥ HREEAEE CE E9, ZOMEHEIX, AnyConnect 7 7 A4 7 h #f 7w 7 7
ANBIOI FAT > ML AT 07 7 4 VHTT, Alway-on IPsec/IKEV2 72 & DR E D

AnyConnect 7 74 7 M #ERETIZ, A TEETE 27 /34 ZDFEHFEEL ASA THIHITE S
WERH Y ET,

ASA Y U —294.1 LI TiX, ECDSA it E% (AnyConnect 7 747 h &7 747 ML
A SSL O H D) SSL#fH T £4, 2oV U —ALIHX, AnyConnect 7 7 A 7
> b IPsec #%#iH @ ECDSA GEEZ N AR — h &, FESNE L,

ATwF1 (VPN EfiDA) [Certificate with RSA Key] fHIK T, ROWTNNDHX A7 B EITLET,

1 ODOFEAFEZRIRL T, MiFo7a ha Lzl LT 747 v MRt d 556, [Use
the same device certificate for SSL and IPsec IKEv2] = v 7/ R v 7 A& A4 DFEFIZLET,
VAN Ry 7 ACTHATEDAAELTRNLZY ., [Managel 7V v 7 LT, HHT3
ID GEEFAZMER L7 TE £,

» [Use the same device certificate for SSL and IPsec IKEv2] F = v 7 AR v 7 A% A4 712 LT, SSL
Hifoe £ 7213 1PSec e O RIE OFEAFE 245 7E L £ 7,

AT 72 [Device Certificate] U A ~ R 7 A HAEHEA RN L 3,
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B 5700700, K—rux

VLR REE N R R SN WA X, [Managel R ¥ > %27 U v 27 LT, ASA @ ID iEHEZE
HLET,

ATv 73 (VPN E#HiDH) [ECDSA key] 7 « —/v KD [Certificate] T, Y A k R 7 A5 5 ECDSA O
FERAEZ®RINT 5>, [Manage]l 7 Y v 7 LT, ECDSA @ ID iEFAEZER L 9,

ATy T4 [OK]ZZ7 Vv 7 LET,

EHEJOJDr7A4IL, R— FERTE

ASDM O 71 7 7 A )L ~A L TSSL B L ODTLS #ft (VE—h 77 B ADR) DR—
FNEBERELET,

[%%E (Configuration) ]1>['JE— 742t AVPN (RemoteAccessVPN) |>[Ry kT—% (&
SA4T k) TUEX (Network (Client) Access) ] >[AnyConnect ¥ 54 7> MERETO T 7
4 JL (Connection Profiles) ]

J4—ILF

« [HTTPS Port] : HTTPS (7' 7 U _—2R) SSL #KiHIZA F—7 MZT DR — b, &PHIX
1 ~ 65535 T3, 7 74/ MEIAR— K 443 T,

« [DTLS Port] : DTLS £t HIZA *—7 W IZ 9 % UDP A— b, #iPHIL 1 ~ 65535 CT9, 7
7 4V MIAR— k443 TY,

AnyConnect 7 S A 7 bR IO 774 )L, EXREMH

Cisco Secure Client ##5¢ ® AnyConnect VPN & ¥ = — /L D FEA RN 2 3% E 4 5 121%. [AnyConnect
7547 v MERT 17 7 AL (Connection Profiles) &7 v a > THEM (Add) ] F721% [#
£ (Edit) ] Z@N L EF, [AnyConnect 7 T4 7 > MNMEfe 7' v 7 7 A4 VOBI/RE (Add/Edit
Connection Profile) 1> [#A (Basic) | # A 707Ky 7 ANHE FT,

* [Name] : [Add] DE, BT 587 0 7 7 A L OLARTZEE L ET, [Edit) D%EE. =
D7 4=V FiEmETEEREA,

 [Aliases] : (fEiE) Z OO NRELE 1 O EANLET, ARilE. AS—RFE 72134
FRTCXYID Z ENTEET,

* [Authentication] : FFRDFIEEZ ., WOHF NG 1 DI L, FBAFAPECTHEH T 5 AAA —
N TN—T%BELET,

* [Method] : BEGEFHERFEO-OD T 1 ha VAZHEER L, Wity ar ¥4
TTCINERATL7-OICERAET 1 b 2 3 EiE S CuVvE 9, AnyConnect 7 7 A
TV RSSLZ AT 7 haVlIKEV2 7 747 b7 a haLzFER LT,
Ty ary TEICEBORAERAETE T, BFHTDFIEY 1 7%, AAA. AAA
CRERIE, FEIEDO A, SAML, BHGEHER L UAAA, BHEOEHE, 2»H®IRL
F9, BPUIE U T, BT 27 OIGERAELZRIIT ALER S 25503 H 0 7,
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AnyConnect 7 54 7> M IO 77 (L. EXER .

* [AAA Server Group] : K2 X7 URX KD AAA —N— J)L—T 28R L F
T T 7 4/V NOFEEIZLOCAL TF, ZOH4, ASADRGELZAUHT 5 X 9 IZHEE
SNFET, BRI DHANZ, [Manage] %7 U v 27 LT, ZOXATalHRy 7 AD LI
BIDEAT TRy 7 ZA%RE, AAAYV—"— L —TDASA a7 fF 2l —
VarERRLEVERT LI ENTEET,

* LOCAL LA D 7 —7"%i&IR§ 5 & | [Use LOCAL if Server Group Fails] 7=
IRy 7 AMBIRTEDL L IRV ET,

+ [Use LOCAL if Server Group fails] : Authentication Server Group JE (2 & - THE &
NI T N—T W ENRREAE LTz L X212, LOCAL 7— X X—R%& A X —T /LT
HEAIFA T LET,

* [SAML ID 7'& /31 Z— (SAML Identity Provider) ]: >> Z /%A A4 (SSO) R
@ SAML IdP H— \—Z 38R L F7,

s [SAML#—/3— (SAML Server) ] : AnyConnect 7 7 A 7 > k > T NH A L F U FR
AEAIZ Re oy X0 G SAML —"—Z@IRT 57, [EE (Manage) 127 U >
7 LTSSO = _"—=%BML, RONTA=ZE@ELET,

«[IDPZ>7 4 741D (IDPEntityID) ]: SAMLIdp D27 47 « 1D,

ik

Tl

* [Sign In URL] : IdP |ZH A > A > 9% 72D URL, url value |Z 4 ~ 500 L7 O
FHCHEELET,

+[SignOut URL] (A7 ay) (1P 0o H A A THEEDOY XA LT M
URL, url value |% 4 ~ 500 L FO#iH THELET,

*[BaseURL] (A7 v av) : =y Ra—H—%ASAIZY XA L7 NT 572012,
P— FR—=7 ¢ 1dP (TRt S E T,

base-url 233 E TV HEA . £ @ URL (% show saml metadata @
AssertionConsumerService & SingleLogoutService J&M:D~<— 2 URL & L T &
nEJ,

base-url 3F%E STV 24, URLIZASA DK A M4k RAAL U/ DBIRE
SNFET, 2L 2E. AR MDD ssl-vpn, RAA A cisco.com DA
IZ. https://ssl-vpn.cisco.com BfFEHAINET,

base-url HAR A "4/ KA A 4 BFRIE SN TWRNEEIE, show saml metadata
BANNTHEZT—RELET,

[Identity Provider Certificate] : ASA 73 SAML 7% —3 3 >V ZHFET 2720 1dP
FEAEZEL RN I AMKRA Y M ERELET, T TICRESNTND R T A MR
A FEBBRLET,

[Service Provider Certificate] (473 =2 >) :1dP 2% ASA (SP) DEA K51k
SAML 7 ¥ —v 3 Y EMGET 5729 ASA (SP) FEHIEE T h 7 A R A v b
EZHELET, T TICRESN TS M T A RRA Vb EBIRLET,
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. AnyConnect 7 S A 7> F EHETO T 74 /L. EXEHE

* [Request Signature] : K v 7*Z 7 % LT, SAMLIdP ¥—/3—{Zx L CHA
LI BHEL FT1EEER L E9, rsa-shal. rsa-sha256. rsa-sha384. rsa-sha512 75
BN TEET,

[ERAA LTI (RequestTimeout) ] : (A7 =3 ) SAMLERD X A LT
v~ (B) . &P 1~ 7200 TY,

FRE L7234 . NotBefore & timeout-in-seconds DA EF72% NotOnOrAfter L 0 & Hu»
WAL, 2 ORIED NotOnOrAfter (25 L %9,

BELRWEASIE, v 3 O NotBefore & NotOnOrAfter 73 A Zhi [ ORI
fERENET,

[REBARY bT—D TT Y ERARELGIZBEDHIDPEEZIME (Enable! DP only
accessibleoninternal network) ] : Wik > h U —27 T7 7 & ZAAIREZRIGEIT DA
IDP #AMNCTHI2E, ZOF v I Ry 7 AeA A LET,

(A5 A UBEICIDPEREIFER (Request IDP reauthentication at login) ]: v 2
A VIO IDPEFEREZ AT DI, ZOF =y IRy 7 A A I LET,

[ B8v9 XRF 21— (Clock-skew) ] : NotBefore 7 #—3 = & NotOnOrA fter
SAMLT7 %—a VEHFETH/ry J AF¥a—, 773/ ETlE, 7ry s A
Fo—TEMHCTHMERHY T, T 740 MEZ IR T, #FAIX1~ 1808
/C“jqo

* [Client Address Assignment] : {725 DHCP %—/"— 7 547 K 7 KL A F—)1,

54T RNIPVE6 T RL A F— LARIN L ET,

* [Client Address Assignment] : {1 7~% DHCP %—/— 7 547 K 7 KL A F—)1,

7534 T MIPV6 7 RL A F— L3R LE,
« [DHCP Servers] : 4% DHCP Y — _X—DAFTE/ZIXIP 7 FLAZ AN LET,

* [Client Address Pools] : 7 7 A7 b 7 RLAE D Y TTHEHT S, SRR E
BHDIPvE T KL AR P — )L DLA4FIZATILET, BIRTDHIZ, [Select] 27 YV v 7
LT, Z2OXATaIRy 7 ACERTHAT IRy 7 A&, 7 RLVAT—)b
EFRRNLIZYD, BEEMZTZVTL5Z2ENTEET, IPvd T KL A F— L &iBE
TRIIRE T 2 HIEOFEMIZOWTIX 2B L T &V,

[Client IPv6 Address Pools] : 77 74 7> b 7 KL ARV Y CTTHEMTH, BIRATEER
REFRHFDIPV6 T R A F =D FTIZ AT LET, BIRT DA, [Select] & 7
Uo7 LT, ZOXAT eI Ry JAZERTHAT IRy 7 A&, 7T R A
T NERRLIZY, BEEEMRIZ0THZENTEES, IPV6 7 KL R F— L%
BINE T IIRET 2 FIEOFEMICONW T 22 LT 7E S0,

* [Default Group Policy] : T 5 7N —7" R o —%TIRL £,
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EHmTOJ274)0,

[Advanced] A == —IHH & Z DX A T RV Ry 7 ATIL, ZOHERICET 2R OFHEZ R ET

geTnzru. waEn |

* [Group Policy] : ZDHHE DT 7 4/ b Z)—7 HRY 2 —& LTHY YK TS VPN 7

N—T R —%FBIRLET, VPN 7 L—F KV —i%, a—HF—fRaEMEED L
TOEAT, T/ ATHENC, £72IXRADIUS — "—THEIRF CE £, T
7 AV M DfltGrpPolicy T3, [Manage]l %7 V v 7 L THIOX A T TRy 7 A
FEHRATHE, V=T R —ar7 4 X2l —va BT EZMAb ENT
TET,

* [Enable SSL VPN client protocol] : VPN #2520 SSL % A R — 7 /W H5HICA 1T L

£7,

[Enable IPsec (IKEv2) client protocol] : #f5t C IKEv2 Z i 135 IPsec & A *—7 /LT
THHEICA AT LET,

« [DNS Servers] : WY & —D DNS #— =D P 7 KL ZAZ AN LET (1 DE7-13E

) .

« [WINS Servers] : 18U =@ WINS — =D P 7 KL AZAHLET (1 >F721T

BE .

o [Domain] : T 7 ANV FD KA AL B AT LET,

« [Find] : B2 05 & LT 25 GUI 7~V £ 721X CLL 2~ > F& A L., [Next] £7=
X [Previous] 7 V v 7 L CHELZBKBLET,

MR

s —fREME

« 7 TAT v N T RLATRERME
IR

R AT

TATT 4T EME

o = — Rt

SSL VPN @itk L OV 2 Bk @M. SSL VPN #5571 7 7 A WS S E 1,

AnyConnect 7 S A 7 bR IO 774 IL, —fEMH

* [Enable Simple Certificate Enrollment (SCEP) for this Connection Profile]

—eonvensz [l
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. AnyConnect 7 S A 7> F EHETO T 74 )L, —fEEHE

N

* [Strip the realm from username before passing it on to the AAA server]
* [Strip the group from username before passing it on to the AAA server]
* [Group Delimiter]

* [Enable Password Management] : =—%—~D/ /X2 T — RHREIAVEFNICRET 5 /3T A —X
RETEET,

* [Notify user __ days prior to password expiration] : /XA U — R23HIREIILIZ 72 5 F TOFF
EORBERE L, ZTOHRKETHIOB OB 7 A VHIZ ASDM 28— — (23851
HEIWELET, T 74/ MTIE, NAT— FRHIREINICARS XV 14 ARTIC2—
P ~DBH AR L, D%, 22— —RNRRT— RELET A ETHERERNTS L
INCHRESNTWET, HPHIT 1~ 180 HTY,

* [Notify user on the day password expires] : /XA U — RRHIRGIIC/2 54 A2 — W —
WZEE L FE T,

WTNOGETH, BRINTITNAT — RRHRYILIZ /2572 & &, ASA Tld=2—
P—=IZ L DH/XAY — ROEFMNARET T, BITED/NA T — ROBRATII TV iRiT i
I, 22—V — 3 Z DAY — R TCH|&hian /A4 L TEET,

ZONERZ L 5> TRAT— ROMBBEIND £ TOHENED DO TIEARL, B
AF—=TNVCRDBIETTHDHEN) RICHERELTLEEN, ZOFT v a v &R
LA, ARLIEETARERH D £,

* [Translate Assigned IP Address to Public IP Address] : £4UZ, WEir v hT—27 T, &Y

ToHNiza—HhVIPT7 RLATIERLS . VPNETDOEBEDOIP 7 R LA EHHT2EE40
HYET, VPN T, NExy hU—2ZICT7 78 AT 572010, B0 Y ToHn-n—
HNVIPT RUARETIHRESNET, 72720, R —_"—BIUORry hU—7 X
VT4 MMETDOEEDIPT RLAIZESHEEREIZ, =AU NVIPT RLAZZEHL T
ETDFEEONRTY v 7 IPT RLVAIZRTGENH Y £, ZOERIL, horxr7n—
TZTEZ I ODA U E =T 2 A ATAF—TNMITHZENTEET,

* [Enable the address translation on interface] : 7 R L AZHAZA[FEIZ L, 7 KL ANRER
SINDAUH—T oA AT 5 Z LN TEEJ, outsde L AnyConnect 7 7 A 7
DT oA H =T A ATH Y, insidelIH LW bR T — T A D
AVH =T xAATT,

GE)

N—TF 4 T OREL L OMMOFIRFEED -, = OEEN LB
TRWEAIL., Z OO AITHELE L ¥ A,

« [Find] : BB X4 & LCTHEAT 2 GUI 7L £ 721X CLI =~ > K& AL, [Next] £7=
I [Previous] 227 U v 7 L THEZHMBELET,
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w7740, 15470 7rLREE [

EHRIJOJD74A4IL, 953472 7 KLRIEE

i 7 v 7 7 A L@ [Client Addressing] XA > TliL, TR T2 7 7 A LV THEHAT D701
BFEDA X —Tx2A AZIP T KL A F—)L&E Y ETEF, [Client Addressing] 21 1L
RCDITAT v MER T 1 7 7 A WZHE T, IRO ASDM /S ZAINGT 7B ATEET,

« [(%€ (Configuration) |>[VE— K7 27 EAVPN (Remote Access VPN) |>[F v hT—7~
(7247 ) 727&A (Network (Client) Access) ]> Secure ClientAnyConnect Connection
Profiles) ]

» [Configuration] >[Remote AccessVPN] > [Network (Client) Access] >[I Psec (IKEv1) Connection
Profiles]

« [Configuration] >[Remote AccessVPN] > [Network (Client) Access] >[I Psec (IK Ev2) Connection
Profiles]

CITRETAHT RLA F—Lid, #7077 A O [Basic] A ' THRETE £7°,

AnyConnect 7 7 A7 > b #7077 A )L TIX, IPv4 7 RL AT — L7217 Th< IPv6 7 KL
AT =N bEIDETHZLRTEET,

77AT T FVAREZRET DITF, VE—FTI7 BRI IATV MERT 07 7 A
)b (AnyConnect 7 7 A 7> b, IKEvl £721XIKEv2) # X, [FEMEXE (Advanced) 1>[7 7
A7 "7 Ry 7 (Client Addressing) | Z &R L 97,

T RVAT—=ADar 74 Fal—ra b BRRELFERT DL, ¥AT TRy
AD [Add] F72IX [Edit] #7 U >~ 7 LEF, [Assign Address Pools to Interface] % 7 1 7
RNy VAPHEET, ZOXATRT Ry 7 ATIE, ASATRHRESNT A LV F—T AR
WZIPT FLA = &ED R THIENTEES, [Select] 227 U v 7 LET, ZDFA
Tul Ry AEFHLT, TRLAT—LDar 7 4 ¥al—rarraErLET, 7
RLVA T —=NDar 74 Xab—ra 0 BEERTDHICE, ROFIREETLET,

CASAIZT RL A 7— %8BT 512iE, [Add] %22 U v~ LE7, [AddIP Pool] & A
TagRy 7 ANRPRE E9,

CASADT LA F—ADar7 4 F¥al—a 2B H4 5203, [EBdit)| 22V v
LET, 7—AANOT RLARFEH L TWRWEAIZiX, [EditIP Pool] # A 7 1
Ry 7 ZAMAEET,

FERFOLEEIXT RLA =L E2ERTEERA, [BAit) 27 Uy 7 LIz EICT R
LA F—IAMMERPTho-HE. ASDM L, =5 — Avk—U L iz, F—b
WOZDT RLAZEH L TW AL B I —YF—AD—Er2rER R LET,

¢ ASA EDOT RL AT — LV EHIRT HICIX, 7—7 A TEOTY MY AR L, [Delete]
7 Vw7 LET,

FEHFOHEET RLA F— L EHIBRCEX A, [Delete] #7 Vv 7 Lk X7
RLUR = VMEAFCTH-25E. ASDM i, =7 — Avk—U L bz, 7—
NMNNDOZEDT RLAZFER L TWAERL DO —EE2FRLET,

| —ferarz N EE I}



— iz VPN B |

B 6700700, 5470 F 7 RLRER. BMES MRS

BSsE

e T RVATS =N A B —T x4 AZEY Y THIZIL, [Add)Z27 Y v 7 LET, [Assign

Address Pools to Interface] % A 7 1 7' 7K v 7 ANBH & i'@ﬁo 7 RVRA T — 2 E) Y ThH
A B —T oA A%EIR L ET, [AddressPools] 7 4 —/L RORIZ&H % [Select] 22 V v 7
L $7. [Select Address Pools] %A 7 1 7Ry 7 ANMAE ET, A F—7 = A AIZHIY
BCOMEADREN G TT—=nNaZ TN ) v 7350 2Tl OREND 4 TF—n
ZEIRN L ClAssign| %27 U7 LET, BEOT 4 — /L RIZT—VEID Y TO—FENRFRE
NEI, [OK]Z27 Vv 7 LT, ZIHDOT RLA 7 —)LDO4Hi% [Address Pools] 7 1 —
VRIZEYAR, 9 —E[OK] %7 Y v 7 LTED Y ToOary7 4 Xal— g &5
TLET,

AU HE—T oA AZEY B THENTWNAET LA S—LEEETHITIE, FOA X —

T2 A RELTNI V7 TDHN, A F—TxAAZREIRL TRt %27 Vv 27 LE

9, [Assign Address Pools to Interface] #1471 7R v 7 ARMEET, 7 LA F—%m
HIBRT 212X, &7 —NEE2X TN Y v 7 L, F—HKR— RO [Delete] F¥—% L F7,

AUH—=T 2 A RZEDOMO 7 4 —)v REEID YK THEEIX, [Address Pools] 7 4 —/L F
DREIZH 5 [Select] 27 V 7 LET, [Select Address Pools] # A 7 1 7R v 7 AN F
9, [Assign] 7 4 —/LV RIZIZ, A v X —T =24 ZAZEIV L THENTWET KL A T — L4
MERINET, A F—T A ABINT 2l DORENY B TT—=NEFTNVI Y v
L9, [Assign] 7 4 —/b ROT—L 80 ST —EnEHSnET, (0K %22 YU v s L
T, ZNBHDOT R A P —/LDLREITT[Address Pools] 7 4 —/V R&FEZR L. b 9 —JF [OK]
7V LTEDVETCOar 74 X¥al—rvarizel LET,

e x> MY EHIFRTDIZIE, 2O N Z®RINL T [Delete] #7 U v 27 LET,

cEYY

Wiz 7y AN, 77347 8T FURAIEE, BINERITHEE (70 *—)
oo 77 A0, T RLA 77— (71 =)

BT a7y A, B, IP S—LOBMEIIRE (71 *—)

T

]

&

3

I&

BHRIOI7A4IL. V5472 7 FLRIEE. BMELITES
B o a7 7 A 2T RV A F— L &E) Y4 CT5IZ1E, [Advanced]> [Client Addressing] % %R

L.

[Add] & 7213 [Edit] 23R L £,

e [Interface] : 7 RV A F— L DEIN B Thf o H—T oA AR LET, T 74/ ME

DMZ T,

* [Address Pools] : fEEL72A v X —T = A AZEIVYTHT FLA F—L&2IEELET,
* [Select] : [Select Address Pools] ¥4 7 0 7Ry 7 ABRAEET, ZOXAT TRy 7 A

T, DA H =T 2 A RZHIV B THT LA T =& 1 DL BEIRTE £7, BN
WAL, [Assign Address Pools to Interface] %1 7 & 77K v 27 A @D [Address Pools] 7 « —/V
RIZRRESNET,

7 VPN B
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gwinzrn. 7Lz 7—u I

EHEJOJ74IL, TRLR T—)L

[Connection Profile] > [Advanced] ¢ [Select Address Pools] # A 7 v 7R 7 A2, 7747 > b
T RUAEID B THEHAATRERT RV A T — LD — 4, BET RLALKTT RLA, B
OV TRy bR BERENET, TOVRA N TR 07 7 A Va8, Wik,
FITHIBRTE T,

* [Add] : [AddIPPool| ¥ A TR R v 7 AMPEET, ZOXATu TRy 7 AT, #L
WIP 7 RL A F— L EZRETEET,

« [Edit] : [EditIPPool] ¥ A 7 0 7Ry 7 ZAMAE E£T, ZOX AT v TRy 7 ATiE, BR
L7ZIPT7 VA F— LB EHTxET,

s [Delete] : BIR L7727 KL A F— L ZHIBRLET, HEdah T, CHVELLTEEEA,

e [Assign] : £ U F—T 2 A AZHIDV Y THNTWNWDLT LA F— A E2FRRLET, 1
H—T oA ABINT Dl % ODREY B CF— B X TN Y v 7 LET, [Assign] 7 4 —
WV ROT—)VEIY YT EREFHINET,

EHETO D74 )L, M. IP T—ILOEMFILFEE

[Connection Profile] > [Advanced] @ [Add or Edit IP Pool] # 4 7 & 7'7/K v 7 Z & HA3IUE, 7
TATY RN T RLREIDYTHDOIP T RLAOFIFHAEZEEEZIFERETEET,

e [Name] : IP 7 KL A 7= LZEID B THNTWDLAHTIEZRELE T,
* [Starting IP Address] : 7" —/VDRAIDIP 7 RLUAZELET,
* [Ending IP Address] : 7 —/VOEHEDIP 7 KL AEBELET,
* [Subnet Mask] : 7 —/VINDOT FLRIZHEHAT 57 %y b A7 &R L ET,

AnyConnect 7 S A4 7> bERTO 771U, BRILEM

[Connection Profile] > [Advanced] > [Authentication] % 7 C, KD 7 4 —/V RERETEET,

» [Interface-specific Authentication Server Groups] : FEED A ¥ — 7 = A AT BFEFEYT —
N T N—TDENY B TEEHLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle # 1 7 & 7' 7R v 7 A M3
EET, TOXATRITRY I ATE, A v ¥ —T oA AP == T N—TEHE
ToHEEHIT, BIRLE— = T —T THRENFKE L725E1Z LOCAL 7 —#
N=ANDT =Ny I TN EINERETEET, ZOXATRTRY
7 A®D [Manage] ™% &7 V> 7325 L, [Configure AAA Server Groups] ¥ A 7 1 7
RNy 7 AN E 9, [Interface/Server Group] 7 — 7 /WITIBIRNENFR RSN ET,

s [Delete] : R L7zH—— F)—T %7 —T 0 LHIBRLET, ERINT, 0
ELHTEXEHA,

— 187 VPN B
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AnyConnect 7 S 4 7> FMEHET O T 74 )L, RIIEME

» [Username Mapping from Certificate] : = —%—4 Z it 3 2 HikB LT U Z AGEHED
T4V RERETEET,
S

GE)  ZoHEEII~ALTF arTXFAME—RTEIAR—FEhERA,

* [Pre-fill Username from Certificate] : & L72RERIED 7 ¢ —/L R b 2 — % —4 24
ML, ZORAVORICHS ATV a A>T, =P =4/ AT — FGEB L O
AR LE T,

* [Hide username from end user] : ffifi L7z 2 —H —Zld=> K 2—HF —lCEK RS EH
A/O

* [Use script to choose username] : 7 ¥ Z /VAEE ) b — W —4 238N T 55512 H
THAI VS N ERRELET, 7 74/ hME [None] T7,

* [Add or Edit] : [Opens the Add or Edit Script Content] %1 7 1@ 77K v 7 AXPA . FEMH
FEOA—F Oy B TIEMTHA7 V7 heERTEET,

s [Delete] : TR L72AZ VT MEHIBRLET, fERINT, RLVELLTEEYA,

* [Use the entire DN as the username] : 7IEF & [Distinguished Name] 7 1 —/L K&{k%
a—HP—H L LTHEHT2GAICHEEL £,

* [Specify the certificate fields to be used as the username] : = —¥—£IZFEEGT 5 1 DLk
D7 4= FEEELET,

TIA= V@B L O o F Y BIEOAEIL, KOLBY TT,

B EE

C Country ([E4) :2 XFOEAMGE, E4 =— Ni&, 1SO 3166 [E4 %
FEICHEIL L TV ET,

CN Common Name (—f&4) : A, Y AT AL, TOMDOTUT 4T 4 D4
fi, B FVBEE LTIEHTE £ A,

DNQ R A A BT

EA E-mail Address (7 A—/L 7 FL- &) |

GENQ Generational Qualifier (H:AUESGT)

GN Given Name (%) .

I Initials (f =+ % /L)

L Locality (Mi4:) : #H#&ANE D TS 1 E 721 ERT,

N Zal

7 VPN B |
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gETnz7 4. 2xRiaEs |

JE4k EE

0 Organization (i) : <=tk HIA, KRS, G, ToOfMoO=2T 47
DA,

ou Organizational Unit (flifk—~=v F) : #fk (0) WOH 7T 7 L—7,

SER Serial Number (U 7 /L& 5)

SN Surname (#) .

Sp State/Province (M E 72IFHERFIR) - AN E 2 TUO DM FE 7213
JF U,

T Title (%1 /L) o

UID User Identifier (==—%—1D) ,

UPN User Principal Name (—— 7"V /2 0L4)

s [Primary Field] : = —% =2 AT HiEHEOHRAI D7 4 —/V REBIRLET, O
EAFEE SN TV 54, [Secondary Field] XM S v E T,

* [Secondary Field] : [Primary Field] 235 & S AV TWRWIGE, T 7 1 — L N4
WLET,

* [Find] : B LFHE LCTHAT S GUI 7~V E 721X CLL =<2 R& A L, [Next] £7=
IL [Previous] #7 U v 7 U THRERZHMG L 9,

EHJO D74 )L, 2GEEEEH

[Connection Profile] > [Advanced] @ F @ [Secondary Authentication] % {# F3-AuiE, " HFEGEE L

THHMOND 2 RBIEEHET H Z ENTEET, 2 KBIENBE I iﬁo’(b\éia/\ I, =

Ra—W—"a 7 F o35 EICANREIET LT v v a2ty FANTLIRERD Y E

T, EAEOZ—— %@$Wﬂﬁ&Eﬁmﬁ%ﬁﬁAbﬁT@mfgiTo;@547ﬂ7

T/72@74%wb I 1V KERRECRET D27 4 — /L REPTHETR, b0 74—
RIE 2 IRFRREIC 72T BE L 77,

THRAENRA X =TI TV DA, L ORMEIT——& L LTHERAT S 128
D7 4 =)V REFEAENORINLET, iEHEBRENSE D XY 2—HF - E2RETDH L.
ﬁ%:)?477?4?yxﬁ\%Eéhtﬁ%%?4—»%%\2&1—%—@M%7—
RFRELELZ 2 D HO 22— =L 2 F 35 L omfl S E T,

\}

GE) m%i®tﬁyﬁ)n~f &L BT 2 WY — " — J =T BIRET HHATH,

AELPRIZIE T T A < ) a—WF =720 NMEH S E T,

—ferarz N EE I}
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B 570070 2nzaEn

A

» [Secondary Authorization Server Group] : > % U 7 L7 v X LM 3 B RGEY—/3—
IN—TEEELET,

s [Server Group] : B > & U H$— N— AAA 7V —T7 & LTHERAT 258G EY—— 7
N—TEEINLET, 774/ MEnone TY, SDIH—"— A —TIEHh XY
P N= TN =TI TEEHA,

+ [Manage] : [Configure AAA Server Group] ¥ A 7 2 7R v 7 AN E £,

* [Use LOCAL if Server Group fails] : $§7& L7z ¥ —/N— L —FICEENTEE LI5S
D LOCAL 7 — 4 RX—=A~DT 5 — )3y 7 ZfRELET,

* [Use primary username] : 22 A > XA 7 0 73— =% | DT ERT L L O
Ebi—g—()

s [Attributes Server] : 77 A < U @MY — =t h XV @Y — = BRI L E
R

GE)

:O)%};"f‘ﬁ7om77/1)/1/&,%)wuuﬂ£"j-“‘/\“‘%j: j—ék Z DO
P R—DORENBIESINE T, ASAITED &V GRGE— /3 —
% AR Liﬁ“o

* [Session Username Server] : 77 A4~ U v v a v a—WF—LZ P ——nh ¥
tyvary a—PF—Hh—"—0EEELET,

* [Interface-Specific Authorization Server Groups] : 8 ED A > ¥ —7 = A AZkIT HF A —

N TN—TDEIN B CTEERLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle %4 7 1 7 7R v 27 A 535
TET, TOXAT IRy I AT, A ¥ —T oA AP == T N—TERE
T5HEEBIT, BRIV —"— Z— T THEENREA LI28E12 LOCAL 7—4
NR=2A~DT =V T EFHATENEIPERETEET, ZOXA TRy
7 AD [Manage] "% %7 U > 7§25 & ., [Configure AAA Server Groups] % A 7 12 7
RNy 7 AN E £, [Interface/Server Group] 7 — 7 /WTIBIRNAENF RSN E T,

* [Delete] : BIR L7z — "= ZL—T 2T =T ANLHIRLET, HEBIhT, 0
EHLbLTEEEA,

» [Username Mapping from Certificate] : =—H—H Z T 57 P X LGEHED 7 4 —/L N %

fRETEET,

» [Pre-fill Username from Certificate] : & D/S R /L THREIN TWARMD 7 4 —/L RBI O
2FEBHDOT 40—V RinD, 2REIEEH SN 2412 T 258 1A I LET, &
DJEMEZ A T DRI, AAA:I'ootUpEEﬁimuﬁﬁﬁ%a&ff?éb%bi DET, Z
NEITIIZIE, WU Y 4> RUO [Basic] 7S R/VIZER D . [Method] DD [Both] % A4 1
LET,

7 VPN B
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gETnz7 4. 2xRiaEs |

* [Hide username from end user] : 2 IKGBFEICAEH S5 22— —4 % VPN . — % —|ZIERR
T a5 EIcA v Ic LET,

» [Fallback when a certificate is unavailable] : Z @ JE{1X, [Hide username from end user] 734>

DIGENZDOIHEHARETY, FEAZEIMEA AR 725515, HostScan (HfE (X Secure Firewall
RAF ¥ EMEEINTVWET) T—XE2MHL T, 2KFBIEO2—F—L EZFHmATILE
j—o

« [Password] : 2 BRI SN D RAT— FOEEFRE L TROWT A ERIR L £

j—O
e [Prompt] : =Y —|ZRXAV—=RKEZANTHLI v T 2R RLET,
° [Use Prlmary] '@"\’C@ 2 /kpmu Z1 {kmu DE@/\X ]7% }\ z&ﬁ*”ﬁﬁ Lij—
e [Use] : TRTD2RBIED AL I 2V NAT—REAHLET,

* [Specify the certificate fields to be used as the username] : =—H—% & L C— ﬁ’é— %120k

D74 —NVFRERELET, B F ) 22— —4/R AT — REEFEE 72 I3ER AIZFERE
Da—WF—ZFRAIERE T D2 —P— %%ﬁ%#émm\z%#%%$mkﬁﬁim
vHF) 2= —LZHAANORETDIHLELH Y 7,

* [Primary Field] : == —%—Z T 25EHEFEDORA DO 7 4 —/V FERRLET, Z0
EAEE SN TWDHHE . [Secondary Field] XM S,

* [Secondary Field] : [Primary Field] 2348/ E SAVCWR WA, fEHT 257 0 —/L Ra ik
RLUET,

BHIDOT7 4 — IV FRBIXOR2EBDOT 4 —/L ROBHIZIZ. KOFT T arndb 1,

B E&E

C Country (E4) 2 XFOEAMEE, E4 =— i, 1SO 3166 [E4 %
FEICHE#LL TWET,

CN Common Name (—fi%%) : A, VAT A, TOMDTZUT 4T 4 D4
A, EAHXVEREE LTIEHATEETA,

DNQ R A A A EH/i T,

EA E-mail Address (A —/ 7 FKL-A)

GENQ Generational Qualifier (HREART)

GN Given Name (4) .

I Initials (A =< ¥ /L) ,

L Locality (H#14:) : MEERASNE DAL TS T FE 7 1XHT,

N Eail

—ferarz N EE I}
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B avcomect 55470 FEETO T 0. REAREE

B E&

0 Organization (f##%) : =t HUE, #E, #E, Toox7 17 4
DA,

ou Organizational Unit (flifk—~=v k) : #fk (0) NOYT 7 L—7,

SER Serial Number (/U 7 V%&5)

SN Surname (1) .

Sp State/Province (JNFE 72 ITAGENTIR)  « FHARDSE DL TV DM F 721 3HBE
JRF I,

T Title (%A bV)

UID User Identifier (==—#%—1D) ,

UPN User Principal Name (2—%— 71U 2/ 0L4)

* [Use the entire DN as the username] : 56&7¢H 7'~ =2 kDN (RFC1779) #fEH LT, 7
ZVAEHENGREAI 7 = — DA RTZ IS L E T,

* [Use script to select username] : 7 ¥ # VAEE NS 2 —F =L ZHHT 527 UV 7 M 445
ELET, 774/ hid [None] TT,

* [Add or Edit] : [Opens the Add or Edit Script Content] %1 7 1@ 778 v 7 A&, FEMH
BEOZ—Y DO~y B TIMHT A7) P NEERTEET,

* [Delete] : R L7227 U 7 FaHIBRLET, MERINAT. RVELHTEEEA,

AnyConnect 7 S A4/ 7> b g 7O T 7 ()L, RAIEH

AnyConnect 7 7 A4 7 2 I Vi 0 7 7 A LD [FB3E (Authorization) | ¥ A TRV Ry 7 A%
BRI, A% —7 oA AEFORA Y — =7 —T%Fox, B, WE. T723HIBR
THENRTEET, ZOXATul Ry I ADT—TNOEATITIE, A ¥ —7 oA AEH
Y= N—= TN =T DAT—=FANERENET, RRINDLDIX, A1 X —T A A%,
BB T onleth—_— 7 —7 BIOER LAY —N"— J )L —TFCEERREL L
o — I T —ER=ADT =Ny T PA =TI o> TNDENE S INTT,

DA DT 4 —/b FiX, AnyConnect 7 74 7 2 | IKEvl, IKEv2, BLX 7 T AT I
LA SSL e 7 a7 7 A L@ T,

* [Authorization Server Group] : #F] /N T A — & ZFlik 4 238 Al — N — V)L —T Z24EE L
j—O

s [Server Group] : B A[H—N"— F N —T % RN L EF, 7 74+ /V bid none T
TO

* [Manage] : [Configure AAA Server Group] # A 7 B V7R v 7 AR E £7,

7 VPN B
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AnyConnect 7 5 A 7> k S TO 77 A L, B, 1—¥—2EBRT 50024y T ronznen [

» [Users must exist in the authorization database to connect] : —%—25 Z O FEHEE 727
VNS DLGEIL, ZOFT =y IRy I RAEeF NI LET,

* [Interface-specific Authorization Server Groups] : 8 EDA > ¥ — 7 = A A3 T HFRA[ P —
N TN—TOEY Y TEEHLET,

» [Add or Edit] : [Assign Authentication Server Group to Interfacle # 1 7 & 7' 7R v 7 A M35
EET, ZOXAT TRy I ATIE, A F =T = AP == T —T %45 E
THEEHIT, BIRLZY— = L — T TRENEAE LI-HAIZ LOCAL 7—4
N=ANDT =Ny I AT oM EINERETEET, ZOXATRTRY
27 AD [Manage] "% %7 U > 73 % &, [Configure AAA Server Groups] % A 7 7 7
RNy 7 AN E £, [Interface/Server Group] 7 — 7 /WTIBIRNAENF RSN E T,

o [Delete] : BER L= —— J—T % T —T U BHIBR L ET, ERINT, 0
ELHTEEEA,
* [Username Mapping from Certificate] : -—% —£ Z il 357 X VGiEHED 7 1 —/L K%
RETEET,

» [Use script to select username] : 7 3 & JLREHEN S 22— — 4 23RN 5 5512 H
THRAZ VT M EIRELET, T 74/ MM [None] T7, FEHET 4 —/L R
2P ERIRT DR 7V T FNEAERT HHIEIZHON T, 2R L TIIZEN,

* [Add or Edit] : [Opens the Add or Edit Script Content] %1 7 12 77~ v 7 AN BAE . FEH]
HEO2—YF LD~y O TR T LA VT MNEERTEET,

e [Delete] : BEHR L7227 U7 F&2HIBR L4, ERINT, RVELLTEEHA,

+ [Use the entire DN as the username] : FIEF 3 [Distinguished Name] 7 1 —/L K &{k%
a—HP—4 L LTHEHT2HGAICHEE L ET,

* [Specify the certificate fields to be used as the username] : = —% —ZIFEET 5 1 2L E
D7 4=V REHRELET,

* [Primary Field] : == —%—Z T 55EHEFEDORM DO 7 4 —/V FERRLET, Z0
EAFRE SN TWDHHE . [Secondary Field] XM S E 5,

* [Secondary Field] : [Primary Field] 2348/ E SAVCWR WA, fEHT 257 0 —/L Ra ik
RLUET,

o [Find] : M3EXTFH & LTHEMAT S GUI 7LV FE 721X CLI =2~ RE AL, [Next] £7=
L [Previous] 27 U v 7 L CHREEZBMBLET,

AnyConnect”y S A 7> FMERTO 77 AL, BBA[, A—H—LEEIRT E5-bDRY )
7 FORBEDEN
AnyConnect 7 7 A 7> b ® [F8FE (Authorization) ] XA > T[22 —WF—ZRIRZAT VT %

£ (use ascript to select username) ] Z IR L, BN (Add) | E-IT[RE Edit) | A¥ %=
IV w7 THE RODT 4 —)V RBERRINET,
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B anvcomect 55470 F BETO T AL, RA. 1—Y—BERRT HLHDORY Y T FOREDEM

A7 VT FTIE, MO~y B 7 F 7y a U TIEER SRR HOFERAEY o —/L R&fl
MATEET,

\}

GE)

A7 VT NEER LZERAENS Oa—F—LFHAATITY T4 7 2 MEAED 22— —£ 0

HOMB720GA . AnyConnect 7 747 N BEXOYZ 747 2 h LA WebVPN (2 B
(Unknown) | EFRSNET,

* [ScriptName] : A7 U 7 FOL4HIZREL T, BGEBLORRADO A7 U7 "4 ER LT
RFNER Y ERA, TZTAZ VT MEERL, CLIL, ZOMELEITT H72DICH
CAZ VT N LET,

* [Select script parameters] : A7 U 7 hDEMEB LONFEZEELET,

* [Value for Username] : = —H#—4 & LT T 2 —&#72 DN @D Fe v X7 U X
I (Subject DN) 70 J@MEA IR L £,

* [No Filtering] : & L7Z DNAREEEHT L L 2BELET,

« [Filterby substring] : BitaA > 7 v 7 A (—ET D2 EADOLF-OLFHINOALE) I8 L OHE
TAVT v I A RBETHXFIH) ZEELET, 2O a VARG 54,
WA T w7 AR, EAIKIETEEYA, RTA VT v 7 AEZ2AICTH LT 740 T
-1 &0 CFHNRKR =T HNE I DPRBINET,

7o e z2IX, AA Na2—HF—0DfE%E T DN JEMED CommonName (CN) Z@®IRL7-& LE
T, ROFIL, SEIFRREVEEZERTIBOXFIEFH L CZOEE 7 42T 5
FEERLET, EVEIR, 22— —4 L L TCERBICEIMATISINDETT,

R2:EBAXFIEBT4NEY T

FisA o7y (BTAVTYIR RY{E
S

1 5 host/

6 10 user

6 -1 user

ZORDITHAHDOLEICTA T ADA T v 7 AR LT, CEINDOEEDI SERS LF
FIOEBET (ZOHA1E Tuser] @ 1] ) A v T2k 59ELET,
LTINS L DT 4 NE ) o T HT 56, BMBET DY LTFHOR SN T
WA ZENKETYT, ROBITIE, EREHRBEEZ I Lua X0 AL L A7 YT K
AL £,

« %5 1 : [Regular Expression Matching] : [Regular Expression] 7 « —/L RIZFRF& 12 92 15
RKBLEATILET, OB ERKRBEOEREF2SEH SN ET, Email Address (EA)]
DNMED @il 5 E TOT X TOXFINET 4 NVZ ) 7T HTDIIEREB AT 2 &
LET, @* BNz IT TS HIEMRERO 1 5T, ZOHITIE, DNHEIC

7 VPN B
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N

AnyConnect 7 5 A 7> k S TO 77 A L, B, 1—¥—2EBRT 50024y T ronznen [

user1234@example.com 3 F FN TV DA, ERHRBLOZDORE Y fHIT user1234 L 720 F
R

1 2 : [Use custom script in LUA format] : 58 7 « —/V K& fifHr3 57202, LUA 71 rJ
LERBTRRRENTZAAZ LA VT NERELET, ZOF T a @RI 5L, 7
AZLLUAAZ VT b7 4=V FICANTEHL91C20 £, A7 V7 MIRO X
IR £,

return cert.subject.cn..'/'..cert.subject.l

1D —H—4 L L THEATH2OODN T 4 —/L F, 22—H—4% (cn) IBLOHEK (1)
FRAL. 22007 4— )L RICAT v () FEFALET,

WDOFIZLUA A7 Y7 N CEMREZ @A L E R LET,

GE)

LUA Tlit, KRXFE/IXFENEIENFET,

®3:@MHR EHA

B4

GILA

cert.subject.c

Country

cert.subject.cn

Common Name

cert.subject.dnq

DN & £fi -

cert.subject.ea

BfA—NLT LA

cert.subject.genq A A1
cert.subject.gn 4
cert.subject.i A =¥ I)V
cert.subject.l Hs
cert.subject.n 44 i

cert.subject.o

~ == T IIVOIERL

cert.subject.ou

R AL

cert.subject.ser

FTVxs b VYT AER

cert.subject.sn 1
cert.subject.sp /1B
cert.subject.t Title

AL |
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B /57 FLRSSLVPNEGETO T 7ML, 2 8—T T4 RADBAH—/— T L—TDEIY 4T

E)
ax JE I

cert.subject.uid

2—H%—1ID

cert.issuer.c

Country

cert.issuer.cn

Common Name

cert.issuer.dnq

DN fE 4

cert.issuer.ea

BT A—IL T FL A

cert.issuer.genq TARAER
cert.issuer.gn %
cert.issuer.i A =¥V
cert.issuer.l Hi4
cert.issuer.n A

cert.issuer.o

<=2 7 I)VORERL

cert.issuer.ou

Rk B

cert.issuer.ser

FATILV U T NE S

cert.issuer.sn It
cert.issuer.sp P/
cert.issuer.t Title
cert.issuer.uid 2 —H#—1D

cert.serialnumber

AEE U TV

cert.subjectaltname.upn

a—H— FY L

Mo XV IN—F 2T VT NEeT 7T 47 L TNBEIIZT—NREL, A7 YT MR
BEOa Y= T— A yv—URFRINET,

TITF 4 TS E . &

HS5AT7RLASSLVPNER IO T 7ML, A VB —T 24 AADRAY—/N— 4

IW—TDE|IYHT

IDFATa TRy I AT, A F—T x4 A% AAA —3— 7 )L—T|ZBEAM T b E
7, FERIE. [Authorization] ¥4 7 2 VAR 7 ADT — T NWICERSINET,

s [Interface] : £ > Z —7 = A AERINLET, 774/ MEDMZ T,
* [ServerGroup] : BIR L7 A F—T =2 A ZZHIV Y THY— =T —T %R L £ T,

5 7 # /v ;X LOCAL T,
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* [Manage] : [Configure AAA Server Group] % A 7 2 77K v 7 AN X £,

EHIJOI7AIL, THhOoVT409

[Connection Profile] > [Advanced] @ [Accounting] XA > CiX, ASA KO T h I T 47 F
TvaraERELET,
* [Accounting Server Group] : 7 7 T 4 U ZIVMERT 5T TICERBE LD —N— 7 )L—
TERERLET,

* [Manage] : AAA H—N— 7 )L—T7 % ER T & % [Configure AAA Server Groups] % A 7 & 2
Ry 7 ANHEET,

EHEJOID7AIL, JIL—T T4 ) F7RESIL—T URL

[Connection Profile] > [Advanced] @ [GroupAlias/Group Group URL] %A 7 0 7R > 7 AT, U
F—ha—HF—Dul A VIR RENDOINFICHEBE H 2 5 BHERELET,

i 707 7 ANV X T DA4RINEL, AnyConnect 7 7 A 7 > b Tlk, [/ /V—7URL/Z/ /NV—7 =
A Y 7 A (Group URL/Group Alias) ] CT9,

* [Login and Logout (Portal) Page Customization (Clientless SSL VPN only)] : 1@ 9~ 2% FRiE%E
SN AL~ A XA ET D2 EICKY, a—F—ar A v X—=UONBLEHRE
LE9, 7 74 /v MEDfltCustomization T3, FTLWIAZ A B~ g 47 =7 b
ZVERRT 5121, [Manage] #7 V v 7 LET,

+ [Enable the display of Radius Reject-Message on the login screen] : #3AEDMES Sz & &icm
TA > XA T a Ry 7 A2 RADIUS-reject A v tE—VERRTHIZIE, ZOF =7
Ry 7 A%t AT LET,

* [Enable the display of Securld message on the login screen] : 227 A > XA 7 a /K v 7 AT
SecurlD A vt =Y HFKRTHITIE, ZOF =y /Ry 7 AaF A LET,

« [Connection Aliases] : it = A U T AL ZTDAT—HF X, a4 VEHIZ—F —NEED
gt (bR I N—T) HBRTE D L9 ICHERDPRESN TV HEIE, 22—V —D
a7y R=IIE A VT AREREINET, oA VT A BIEZITHIRT 51
X, [Add] £72iF [Delete] K& > &2 U v 7 LES, =4 U7 AzffmET 2120T, 7—7
NTEDTZANVT AL TN ) v L, T b ERELET, A FX—7 TR ->TWH
HDAT—HAEERETDHIZIE, T—TNVHNOF = IRy I At ElidA 7L E

R

* [Group URLs] : Z/b—7 URL & ZDAT—H A, 0 J A VI —F —RREED V7 )L—
THERBRTED L ICEHRDPRESNTWDIHEEIL, 2—F—Dr 7 M 0 X=Ji 71—
7 URL MFR SN ET, URL B E 72 1THIBRT 512X, [Add] £ 7215 [Delete] 7~ & > %
7 Vw27 LET, URLZ#E ([Edit]) T22F, 7—7AVNOURLEZX TNV Y v o L
TV MV ERELET, A 3TN TNDAT—HAEEET LI, T—T v
NOF = 7Ry 7 At ElidA7IcLET,

— 187 VPN B
|



— iz VPN B |
B =5707740. 45472 FLxssLVPN

EHEJOJ7A4IL, 95472 L X SSLVPN

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles] 4 1
TurZRy 7 A TiF, BUEERSNTWDSZ 747 LA SSLVPN i 7' 1 7 7 A bk &
T a—NADITAT Y RV AT v a vy B—ERRENET,

* [Access Interfaces] : 77 EATA R—TIWIZT DA v F—T oA AZFIRTEET, ZOD
T=TNDT 4= RIE, A F =T oA AT =y VR J ANFKREN, Tk
AZFFATHNE I DEBELET,

» [Device Certificate] : RSA ¥ —F 721X ECDSA ¥ —F 721X F 7 X AR A > b OFRFEDRE

AELIEETEET, 20O TFAMRA LV NERETDHATva b Ed, 7
FSAT Y ME, RUHX—1ID A 12— RNZX% ECDSA OV R— a7 LET, ASA
I, HELIZ N IARMKRA L NIV ANEAFT Y L, 2 74T 2 MRV R— M55
WD 1 2%FEIR L ET, ECDSA i HT 5851%. RSA h 7 A hARA » FOHIIZ,
ZDRIFIARNKA Y NERETHRLENHY £,

[Manage] : [Manage Identity Certificates] A 7 R 7 AR v 7 ANHETET, 20X AT R
ANy 7 AT, BIRUZFEREOFEM A4 BN, . Bk, =27 ZAR—F, £
FRTEET,

* [Port Setting] : 7 74 7 b LA SSL 3 L WM IPsec (IKEv2) #EfiD AR — M FEHZ % E
LEJ, #iPHIE 1~ 65535 T4, 7 74/b MIA— | 443 TT,
* Login Page Setting

s A UT AT SN T 0 77 A N E0 T A R=UTHEIRTEE T, BRL

72 1L, DefaultWebVPNGroup 23 e 7' 2 7 7 A MZ72 0 £, =2—H—Dnr /
Ay RX=VZ, == THHATDRED bR TN —T HBIRT D720
DRy 7RG JAIRERREINDLIITHEELET,

* [Allow user to enter internal password on the login page] : N —/N—~D 7T 7 & RIF|Z
BIg DAV =R AT ATV a vy ZiBMLET,

* [Shutdown portal login page] : &2 7' A 3T 4 E—T /L OLEIZ Web X— T A2 FR L E
ﬁ‘o

« [Connection Profiles] : = D#ke (b kv Z—7) OFfARY —%2RETHLa—R
PORLIER T — NV EERLET, HFLa— Rk T, ZOEROT 7 4Lk 7 —
TR =M ENET, La— R, 7e haVER O NT A —F R EENT
WET,

« [Add] : B4R 7= #5650 [Add Clientless SSL VPN] & A 7 10 /' w 7 APl & £,
o [Edit] : #R L 7= 86¢ D [Edit Clientless SSL VPN] A4 7 7R v 7 AN Z 7,

* [Delete] : BR L7cBfize 7 — 7 A DOHIBRL £, MBS T, CHELL TS EE
%Vo
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5547 LR sSLVPN TR 77 4 L, 24EE [

s [Name] : #8727 7 A L D4R,

* [Enabled] : £ X =T /R 5> TWDAGHEILT = v 7 v — I BPfFEET,
* [Aliases] : #&ft 7' v 7 7 A L DRI,

* [Authentication Method] : 3 2F8GE S XA FEE L 7,

s [GroupPolicy] : Z D70 7 7 A NDT 74Nk T N—T K v—%F£RLET,

* [Let group URL take precedence if group URL and certificate map match different connection profiles.

Otherwise, the connection profile matches the certificate map will be used.] : ZD A7 3 > T
X, BT 1 7 7 A VORI T v AREZ 7 L—7 URL 3 K OGEHEOEOFERI 7Y
77 LURAERELET, ASAT, =2 KR4V ML o THRESh RS D%,
P 70 7 7 A M Ko THRE SR IO E & A TERWIEEIEL, Bl L —
ToHER T 0T 7y A ANEREE T, VPN KR4 > N CHRE L/ V—7URL %,
M7 V—7"URL 48 ET D7 n 7 7 A VAT H72DIT, ZED TV ASA V7
FOo=7 D=2 THERENDT ) 77 L AZFAT 558120 H, ZOFTva
FNCLET, ZOFTvarid, T 74N NTIEATICRoTHET, A 7L
By ASAITHHT S n 7 7 AV THRIE LIZREAE 7 4 — /v NMil& . = RRA & M CREATT
LREHEO 7 4 — /L MEELRE LT, B/ n 7 7 A L EFID Y TET,

D5A4TF72RFLASSLVPNESHR O 74 )L, EXEHE

[Clientless SSL VPN Connection Profile] > [Advanced] > [Basic] # 1 7 2 7R v 7 A TliL, HEAE
PERELET,

* [Name] : B&fpidn 248 E L £ 7, EEEDL G, TO7 4 —/ FE@tA M0 5T,
s [Aliases] : ({EE) Z 0EHONREL%E 1 DLLERE L £ 9, [Clientless SSL VPN Access

Connections] ¥ A 72 7Ry 7 ATEDA T a b ZREL TWAEAIL, nl (L ~—
VIR BRE RS IVET,

* [Authentication] : FFE/NT A —HF ZFRE L T,

* [Method] : Z D#HE T, AAARSRE, FEAERRAE, E72IXZOMWM G2 EHT 2008 9 0
ERELET, T 740 ME AAABIETY,

* [AAA server Group] : Z DEHGE ORI T T 5 AAA T —— 7L —T 2RI L
7, 774/ MILOCAL TT,

* [Manage] : [Configure AAA Server Group] % A 7 B 7R v 7 AN E £,

+ [DNS Server Group] : & O D DNS H— 33— 7 )L—7 L U TERAT 20— " — %@L

F9., 5 7 4/ M DefaultDNS T,

* [Default Group Policy] : Z Dt THEHT LT 74V N Z—F KRY —DNRTFA—F %

fRELET,
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* [Group Policy] : ZOHEHE THHT 27 74V~ ZV—TF R o—Z@RLET, 7
7 # )V ;L DfltGrpPolicy T,

* [Clientless SSL VPN Protocol] : = D#fi CH 7 747> ML ASSLVPN 7’12 k2L %
ARX—TNVELFTT 4 8—TMICLET,

D5A4TF72RFLASSLYVPNEHR O 74 )L, —BEH

[Clientless SSL VPN Connection Profile] > [Advanced] > [General] % A 7 11 Z7'7R v 7 A Z&fFHH L T,
AAA Y — = ZETRIC 2= —ZDD LIL AL I N—TERETDINE I hEREL, /S
AU — NEHL T a v E2RELET,

* [Password Management] : AAA H—/3—7>5 D account-disabled 1 > 27— % O LE X (2R
FTHNRT A= L =P T DR T — FHRGIEIICBE T 5 /8T A — X 23R E
TEET,

» [Enable notification password management] : ZDF = v 7R 7 A& F T HE, WK
D2ODNTGA—=ZPHHATEL XL IITD E£T, AT — RBBIREUINICR S ET
OREDHEERE L, TO B THIOHROR 7 A VEFIC2—Y—ZBET D h,
FAFANRAT — RPHAREINIC R 2 S B2 — — BT A0 ERELET, T
7 AL b T, RNAT— RRHIREIILIC R D KV 14 BRI 2 —F— il & ik
L. D, 2—HF =B RTU— FE2ERTLETHABAT O LIICHEINTNE
¥, HEPHIL 1~ 180 H T,

G  ZoOWBIZL->TAT— ROHRPYUIND ETOREREDD
DOTIERL . BENRA X—T MR DETTHD V) HICHEE
LTLEEN, ZOFT v a v &8 RT 5560, BELIEET
LHUMENRHY FT,

WTNDEHETEH, BEINTICNRAT— RRHIREINICR -7 L &, ASA Tlid=2—
P —IZLD/NAT — ROEBEMNARETT, BATO/NAT — KRR L T2 WnGE,
2P TFDONRAT— RFEfEH LT A v LETA I ENTEFET,

ZONRTA—=HF, 2D XD IEmEERE A YR — 95 RADIUS. RADIUS %)t~ NT
P — 33— LDAP #—/3—72 ED AAA — X—THZH T, RADIUS £721% LDAP
SREEABRE SN TWVVRWNEAS. ASA TlEZoa~y RAEH I ET,

25472 RLASSLVPN i 7O 774 )L, BEE

[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication] % 7 & 7' 7K v 7 AT,
A B —T A AEFORAY—— T N—TEFKoRx, B, WE, ELFHBRTEET, 2

DEATATRY 7 ADT—TIVDOEATICIE, A F—T oA AEF Y —— T )L—TF DR
TR ANFREINET, BREINDIDIE, A X —T7 oA AL, FHICEER T b= —
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HS54F7 2 FLRSSLVPN EHETO 77 4 L, il ¥—1— s r—Toem [

NR—= T N—7 BIOER LY —R— N —FTCEENRE L X — LT —F_—
AND T =V T PA F—T NI TNDBINE DI TT,

[F83E (Authentication) ] XA > D7 ¢ —/L RiZ, AnyConnect 7 74 7> b OFBFEL R L TY
(AnyConnect 7 7 A 7 > M 70 7 7 A )b, RiEEME (71 X—2) &) |

95472 FLASSLVPNEHTO T 74 )L, BEE. Y—/N\— T IIL—TDEM

[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication] ¥ A 7 12 7' 7R v 7 A D
[Add) REZ > %7V v FTDHE, A X —TxA A% AAA —"— F)L—TIZBEAIT 5 2
ENTEET,

A==

COFEERITHIO T4 — N NIZOWTIE, 794 T FLUASSLYVPN#ESi 7 e 77 AL, A2
B—T o f A~DBBANY—— T )L—FOEN BT (80 2—) BB LTLIF X,

54T FLASSLVPN 4 T 07 7 4 )L, 2 KRBT

I AT L ASSL D2 WRFHIERE T 4 —/V R, Hg 7o 7 7 A )b, 2 kFiEEMH (73
AN—=) IZREEHE SN TS AnyConnect 7 7 A4 T N T 7B A L FEEETY,

25472 RLASSLVPNEHE 7O T 74 )L, 2B

7547 LA SSL OFBAEEE T 4 —/V RiZ, AnyComnect 7 74 7 > bk, IKEvl, BLW
IKEV2 DA LERILTYT, ZNHD T 4 —/L ROFEMIZ DWW TIEL, AnyConnect 7 74 7 2 b
e 7y A, BAEME (76 X—2) ML TI7ZE0,

95472 LRASSLVPN #5707 7 1 L. NetBIOS H—/\—

7547 b L ASSLVPN#f5i 7’ 11 7 7 A /LMD [Advanced] > [NetBIOS Servers] Z 1 7 1 7 7R
7 ANTUE, BRIEFH D NetBIOS H— S —D @D LR 41 E T, [Add or Edit Tunnel Group dialog
box for Clientless SSL VPN access] > [NetBIOS] # A 7 1 7R v 7 A& T X, horxrn 7
N—TDNetBIOS BMEZRET 2 Z LN TEET, 7747 ML ASSLVPN Tid, NetBIOS
& Common Internet File System (A % —xy b 77 A0 VAT L) Fu havzfEfL
T, VE— P NVATAEDT 7 ANIT 7 BALIZY, 77 ANV EHLEFLZY LET, Windows
AU —HICEDA L Ea— A EERH LT 7 A VAR Z LE S &7 5L, fRESH
P27 7 AN =Nl Ry N T—2 LDV Y — R EHHT D REE D NetBIOS 44 & &bt L £ 77

ASA X, NetBIOS#4 % IP 7 L RIZ~ v 7T 57T NetBIOS r—Lb r——2 /) —%
EELET, V94T FLVASSLVPN Tid, VE— K VAT LADT7 7 A NET 7 EAE
1TIEH 2 72 D NetBIOS 3 LB T,

NBNS #&6E 2 8 {FE =& 5 12, /Not< EH 1 HEDNetBIOS r—/3— (KA N ZRET HME
NH0FET, WEMEZFEHTLHZDIINBNS h—_"—%2 3 OFTHETEET, ASA X, V
xb@%m®%~ﬂ—%Nmmmmm&%mM&_@%Liﬁo7i) DR DL, KD
P—R—REHENET,
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. 9547 RLASSLVPNEHE IO T 7ML, V547> kL X SSLVPN

[NetBIOS Servers] X1 D7 4« —JL K
* [IP Address] : % & S 4172 NetBIOS —/3—D P 7 KL A& KR LET,

* [Master Browser] : —/3—73 WINS $—_—T&H 57, HDHWECIFS —3— (DFEY
YAZ TITUY) IZb L= A"—=ThoLNERLET,

* [Timeout (seconds)] : —/3—73 NBNS 7 = U —|Z%} 9 2 IG5 & 5D e () O R & RO HL
THERFRLET, ZORHZBHE D L, ROV ==/ —2 X EFLET,

* [Retries] : f%E S 72V — 3—Z%f9 5 NBNS 7 = U —DRFZIAFIZY T4 3 5E%
ERALET, WAL, =7 =% BT ETH—"—D VU X M EK[EFT DHEEE VD
ZETYT, BANY M TAEITO0TY, T4 FOFRITERUI2EITY, &KUY FTA
i 10 T¥,

* [Add/Edit] : NetBIOS ¥—/3—% B/ L £9, [Add or Edit NetBIOS Server] 1 7 1 77K v
7 AMBE £,

s [Delete] : 4R L 7= NetBIOS 174 U A R B HIBRL £97,

* [Move Up/Move Down] : ASA I, Z DR v 7 AIFKREINTNEF T, NetBIOS H—/3—|Z
NBNSZ = —%FELET, ZORy 7 AZEHLT, 72U —% U A MATLETCH
MLk BEIEMEZERE L ET,

HS5AF7RLARSSLYVPNESE 7O 7A4IL. 547> L X SSL
VPN

7 T4 T b AR 1 7 7 A /LD [Advanced] > [Clientless SSL VPN] XA > Tlx, v /A
KFC Y B— N 22— —CRRENDHINFICHET I REERETEET,

ZOXAT w2z & AnyConnect 7 7 A T M T 0 T 7 A NND T 4 —)b RIZELTW D720,
SR OWTCIEEER T e Y v AN, INA—T A YT AL T L—TURL (81 %—) =&
LTLEE,

IKEVI & 7O 74)L

IKEv1 #£ft 7' 1 7 7 A )&, L2TPIPsec 7R ED XA T 4 7VPNZ T A 7 ¥ — =T 4
VPN 7 747 v FOFERER Y > —%EF LE T, IKEvI #6712 7 7 A /Ui, [Configuration]
> [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection Profiles] ™= > T
RELET,
* [Access Interfaces] : IPsec 77 E A TA X —T MITHA VX —T oA A%ERLET, T
TN TR, T EAGRIIMMH BRI TWEEA,

« [Connection Profiles] : BEfED IPsec #ft DR EH /3T A —Z HREATRRLET,
[Connections] 7 — 7 /WZIE, #fiA U o —%2RETHLa— KRFRENET, 1 DO L
a—RIZEoT, ZOEROT 74NV N T —T R U—Ri#kBlshvEd, La—RiZ
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IPsec JE— bk 7O £ REHETOT 74 )L, Basicl 2T [

7 e b aVER ORGRNT A= BREENLTWET, T—T NI, RO T LADBH Y
\i‘a_(]

* [Name] : IPsec IKEv1 B4t DA FTE 721X IP 7 KL AZREL 7,

s [IPsec Enabled] : IPsec 7’72 h /L3 A R —T )Ll > TWD N E I ERLET, T
D7 v kaik, [AddorEditIPsec Remote Access Connection] @ [Basic] A 7 & 7 7K v
JATA X =T M LET,

s [L2TP/IPsec Enabled] : L2TP/IPsec 7' 2 |k /L3 A R—T )UZ/2 5> TWNDH N E ) MhEIR
LE9T, ZO7u kza/liL, [Add or Edit IPsec Remote Access Connection] @ [Basic] &
ATaTRYy 7 AT R— 7w LET,

* [Authentication Server Group] : il Z 2t TX 5 — \— )L —T D4 Hi,

* [Group Policy] : = ® IPsec #ft D 7/ NV—"7 KRV v —D4 iR~ LET,

)

GE)  [Delete] : IR L7zV— "~ TN —T 2T —TANBHIBRLET, MEESNT, CVELLT
TEHA,

IPsec ) E— F 7O REHETOT 74U, [Basic]l] 2 7

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[IPSec (IKEvl) Connection
Profiles] > [Add/Edit] > [Basic] @ [Add or Edit IPsec Remote Access Connection Profile Basic] # 1 7
7 IRy 7 AEMHT D & L2TP-IPsec 27 T, IPsec IKEvl VPN Bt ] O 35 J@ M % 3% i
TEET,

s [Name] : i 7' 2 7 7 A )L DA |,
* [IKE Peer Authentication] : IKE E'7 # 5% E L £,

* [Pre-shared key] : #&ft HOFRILAF—DELFRE L T, FRiLAXF—DREKREIT
128 ILF T,

* [Identity Certificate] : ID REFIE N E S 4L, BRI NTW 5 ID FERAE D4 il
Z 3L 9, [Manage] : [Manage Identity Certificates] %1 7 12 7 ‘l‘ v J ANHE E
o TOXATRI Ry 7 AT, BRUGEHEOTEMZBN, MWE, Hikk, =7
AR — b, BRTEET,

« [User Authentication] : = —H%# —FBFECHEHTH—"—DERAFE L 7, FEMR505
fE#I% [Advanced) £ 7 >3  TRETE £,

* [Server Group] : =—HW —FHFECHEHT LY —— V=T RN L EF, 774V
F& LOCAL T, LOCAL LIkDH—/S— 7 /L—F 28155 & | [Fallback] F = v
IRy T ANFIRTEDL LRV ET, == —T%BMNT 5I21%, [Manage]
NIV LET,

| —ferarz N EE I}
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. [Add/Edit Remote Access Connections] > [Advanced] > [General]

* [Fallback] : f§E L7z —"— Z)L—TFTEENELE LZHAIL, 22—V —§8FET
LOCAL Z{Ef+ 20 2 nERELE£7,

* [Client Address Assignment] : 7 7 A 7 > M@MEOFN Y Y TICEET D @A FEE L 7

« [DHCP Servers] : /4% DHCP y—_X—D P 7 RLAZFELET, AKTI0H
FTCOH—R—% ZA_X— X TCRY > TEMTE FT,

* [Client Address Pools] : FRIEFRFA DT KL A F—L%& 6HETHRELET, 7K
VA F— )V EEFET HITIE, [Select] RZ %27 U w7 LET,

« [Default Group Policy] : & 7 # /b b Z)L—7 KU > —(CB#$ 5 B2 E L9,

« [Group Policy] : Z D THHT AT 740 b ZN—F R o —Z@RLET, 7
7 4V b iZ DfltGrpPolicy T, Z D7 /—F KU 2 —ZBEIT 28 LW —7F
R —%EFT DT, [Manage]l 27 U v 7 LET,

* [Enable IPsec protocol] & [Enable L2TP over IPsec protocol] : ~ Okt CHEHT 57 v |k
VA IR L £,

[Add/Edit Remote Access Connections] > [Advanced] > [General]

TDEATa TRy 7 AEMH LT, AAAYV— _R—[ZETHIIC 22— =45 LA L T —
FHEEETANEINEIREL, SAU— NEHEAT A —F52EBELET,

« [Strip the realm from the username before passing it on to the AAA server] : = —% —% % AAA
P N—IZETHNC, Lrh (B NAA V) Za—F—2nbRETLUHE A 1 —T
NETZZT A E—=7 M LET, BRERFIC 2 — =4 0 L v MME 2 HIBRT 51213,
[StripRealm] F = v 7/ Ry 7 A% AN LET, LLLAIE, AAA GERE. #Frl. 74D
YT ) Oa—HF—ZITEMNMTEET, LIAICKHLTHED TV I X T @7ZTT
7, FBAUL. username@realm T3, 7= & 2I1E. JaneDoe@example.com T3, Z @ [Strip
Realm| F = v 7 Ry 7 A% FN2T 5 & BEEE2—F =4 DIRIZESNTITOIVET,
F 712 LI=A0E, username@realm L8 ERIZ DWW CRGEN TNV E T, +—3—T
TUIZEMTCERVWGRIT, ZO0F =y IRy 7 RA2FNTTHUERH Y £7,

—f&#975 VPN 5% 5
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A

[Add/Edit Remote Access Connections] > [Advanced] > [General] .

GE)

N

VIVAE TN =T D) 2a—F—ZITBINTEET, £05
By ASA T, AAABEREICK L T/ =T M & LV AICRGE &
NIRRT A=Z22HEHLES, o7y a o, ~—
P —L[@realm][<# 721X 1>7 NV—71 &2 0 £9 (1 -
JaneDoe@example.com#VPNGroup) , T DA 7T a » #RN LT
Bl IN—TTFTUIRELTHELR Z2HEATLILERD
DET, ZhiE, @B VA ATIIXELTHEHEINTWDY
BASAN @EIN—T TV IZELEINTE 72005 TT,

ASA 121X, user@grouppolicy DH AR — MIFENEH A,
L2TP/IPsec 7 7 A 7 > M2 23, user@tunnelgroup 41 L7 k>
ALy F U T HEYR—FLTWET,

* [Strip the group from the username before passing it on to the AAA server] : = —H—4 % AAA

P N—ZETHNS, LA (FERAAL V) 2a2—F— 5%7%%5’?%“3‘5@@%4*_
NEFIFIT 4 =T M LE S, REEFIC—F —& D 7 — T4 ZHIRT 5 121%, [Strip
Group]| F = v 7 R v 7 175:7]‘/ LET, ZDOA 7T =3 &, [Enable Group Lookup] &~ v
IR AN LTS RICETA T, TV IFEHHL I/ NV—T 45—V —4I108
L. Group Lookup 7&4’7 TMZTDHE, ASAX, TV IXOEMNCH DL FHaT
Ta—WP—Z LR L, AUOLTE2TXTINV—TLEMIRLET, I NV—TF
VXTI @, #. BELO! T, @ Group Lookup DT 7 4 /b b TF, 2—P—4<F7V I
A>T N—T DT/ N—T 2 a—F—ZIZEMLES (f: JaneDoe@VPNGroup,
JaneDoe#VPNGroup <° JaneDoe! VPNGroup)

« [Password Management] : AAA —/3—7>5 D account-disabled 1 > 27— % O LE X (2R

THNTA=L L =P =TT /AT — FEIREIAEFINZEET 23T A — X ZB0E
TEET,

* [Enable notification upon password expiration to allow user to change password] : Z D F =

IRy I RAEd AT DHE, WD2ODONRT A—ERFIATEL X910 £, ~
AU — FRHIREINICR 2 F TOREDO ABEIEEL, TOREZTHIOR DR 74
VIR YTl R D0, EIFNAT — RAHIREIIC R D E I — =T
WA 20 Z2BINTE LT, 7740 TR, SAT— FRHIREINICR D XD 14
ARfC2—Y—~o@mmabisa L, Uk, 2—F =N 2RV — RE2EETT5ETHHA
WENT D LD ICRE STV ET, #PAIE 1~ 180 H T,

G¥)

OB L 5> TRRAT— ROWIRBEIN S ETORBNEDD
DOTIERL . WENRA X =T MIRDETTHD LWV HICHEE
LTSN, ZoF7var 2@ RT25503, BERLEET
HRENRH Y 9,
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B e s5070 7 rLRERE

WPHOBETH, RSN SR T — RSB 57 & & ASA Tl —
PolZ L HNA T — ROLENTRETT, BATO/ AT — FAKE L TORVEA,
AP I DART— REHEAL TR A v LT 5 2 LB TE £,

ZDNRTA—=HE, ZDOX D 7piEAEEE L VR — h 35 RADIUS., RADIUS %fiis NT
P — 3—_ LDAP — =72 XD AAA — X—THLZ T, RADIUS £ 721X LDAP
SREENRE SN TWVRWES, ASA Tlio oo~y RREHIHET,

Z DOHERETIX. MS-CHAPV2 29 20 ENH Y £9°,

IKEV1 V 547> b7 FLRIERE

JIAT T RLAEDORTEIZITXTOI AT v MR a7 7 A V@, £
ICOWTIE, #7757 A0V, 2I9A4T 2 7T RLAEE (69 2—2) Z2BRLTLEE
/AN

IKEV1 #7022 74 )L, BEE

DX AT iRy 7 A%, IPsec on Remote Access 18 X OF Site-to-Site + > R/ ZIL—T D
BIERENET, ZOXATRT Ry 7 ATOREIL, ASARKIZE-S T OB 7T v 7
AN (b Zn—7) ICEHShET, A2 =7 =2 AT LIGGREY—— Z—7
ZRET HITIE, [Advanced]| 27 U v 7 LET, ZOXA TR IRy 7 ATIE, ROJEMEEZH
ETEET,

« [Authentication Server Group] : LOCAL 7' /v —=>" (57 %)V ) 732 EOF|H ATRE 72 BGEY—
Ne T N—T%—BaRK AR L E T, None HiERATRETT, None F721% Local LIS 25415
% & . [Use LOCAL if Server Group Fails] = v 7R v 7 ANRFIFATE 5 L 512720 £9°,

« [Use LOCAL if Server Group fails] : Authentication Server Group JEIEIZ X > THRE SNz /
N—T THEEDFEAELIZHEIT. LOCAL 7 —F N—=ZA~D T 4 — /Sy J e R—T )L
FRET 4 =TI LET,

[Enable Group Lookup] R v 7 A% A 712§ 5 &, 22— - DORIZHES BRELZ R E TE
%9, [Enable Group Lookup] 78 v 77 A & [Strip Group] Difi iz 4 123D L, AAA Y—
N=TTN—=THBHIMEN 2= —DFT —ZRX—RAEHERF LR D, AR ——
BDIRIESNT2—F—ZFIETH LN TEET,

IKEV1 #8507 74 )L, 27

BAIDORETTXTDOI TAT > "M T 1 7 7 A W@ T, 3ROV TIE, AnyConnect
IIAT v MNERT R T 7 AL GEEEME (71 RX—) ZZRLTIEIN,
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KE 5 T0 o740, 7hoovr4vy |

IKEV1 R D7 AL, ThooTa429

THI T 4 TOREITTRITOISAT v N e 7 7 A V@ T, Zfz oV T
. BT T AN TR T o7 (81 =) ABBLTLE R,

IKEV1 %7027 74 JL. IPsec

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [ Psec(IK Ev1l) Connection
Profiles] > [Add/Edi] > [Advanced] > [| Psec]

* [Send certificate chain] : GEBlET = —V RIKOEFEEA X —T NV EIXT 4 B—TMICL
FT, ZOT 7 v a it — FEHEBL LOREENOTXTO L CAREHENE F
IWET,

* [IKE Peer ID Validation] : IKE ©¥'7 ID RGE% AR 20>, HHET D0, HDHWITGEHE
WCESTHR—=FENTWEHEICETTF =y 7 THNERIRLET,

s [IKEKeep Alive] : ISAKMP ¥ —7"7 74 7 =XV T A F—TMILTHELET,
* [Disable Keep Alives] : ISAKMP ¥ — 77 7 A 7% A F—T7 NVEET =7 ML
£,

* [Monitor Keep Alives] : ISAKMP ¥ —77 54 7 &€= U > T A FX—T)VE LT «
=T M LET, TOF T a UEIEIRT H & [Confidence Interval] 7  —/L K &
[Retry Interval] 7 4 —/L RSFIHTE 5 X 912720 £,

+ [Confidence Interval] : ISAKMP % —7"7 7 4 7 OEfEMREEZfHE L E7, T, ASA
M¥—TTIATE=RY) T HFETHETIS, ETRT A RVIREZETE 5
BEcd, R/ 108, K300 T, VE—KTI7ER TL—TDFT 7 4L M
300 T,

* [Retry Interval] : ISAKMP % —7"7 A4 7DV b7 A MO EZRELET, T
7 v MEIX 2 B TT,

* [Head end will never initiate keepalive monitoring] : &4+ ~D ASA BNX—7T 7 A 7
F=Z VTR LRV E S ITHRELET,

IKEV1 %t 70 2 7 1 JL. IPsec. IKEEBEL

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [ Psec(IK Ev1l) Connection
Profiles] > [Add/Edi] > [Advanced] >[I Psec] > [I KE Authentication]

* [Default Mode] : EFCO none, xauth, F721% hybrid 7057 7 4 /L b OFBFEE — R Z @R T
TET,

* [Interface-Specific Mode] : F8GEE— K& A VX —T = A AT LIZHRELE T,

+ [Add/Edit/Delete] : [Interface/Authentication Modes] 7— 7 /W Iz LT, #R L7721 >
B —T 2 A A LFBIET— ROLT Z B IARE/MIEEL £,

| —ferarz N EE I}
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. IKEVI 8T 077 A )L, IPsec. V547> b VI b7 DEH

* [Interface] : ARIfTE A L F—T =2 A AZBRLES, T 74NV DA F—T x4
Aldinside & outside T2, BIDA L H—T oA AL R E LTGAIZIE. T D4H]
NY A MIFERENET,

* [Authentication Mode] : 7@ none, xauth, F 721X hybrid 70 HFEAFE— FZ#IRTX
\i —g—O

IKEVI s O 274 J)L, IPsec. 95472 YIT MO T7DEH

[Configuration] > [Remote Access VPN] > [Network (Client) Access] >[I Psec(IK Ev1) Connection
Profiles] > [Add/Edi] > [Advanced] > [I Psec] > [Client Software Update]

[Client VPN Software Update Table] : f > A h—/LINTWH% 7 FA4 T VPN Y7 hU =
TN —=NZOWTC, VTIAT U MNEAT VPN ITA T DO EYa Ly, BLOS A—
VURLEZ —EFRRLET, 7 I7A T N EA T, FRIENDI2 74T N7 o=
TUVEYVare, WEUSLTC, Y7 T Ty 77— REX U u—RT%5URL £/
LIPT7 RVAZRETEET, 2747 8 T v 7T —hk AH=A2L (Client Update % A 7
0 ZR 7 ANFEHEREAH 0 £) X, ZOEREMH LT, £ VPN 27 T4 7 > k)
RIUEYa  LoYLTERITSNTNDNE S D, W THIUX, @A ve—T T v 7T —
NAB=A L%, BROY 7 "o 2T E2FATLTWDET T4 7 > MIRMET 008 5 vzl
LET,

* [Client Type] : VPN 7 A4 7 > ks XA T &AL E 7,
* [VPN ClientRevisions] : iFARSNDH VPN T4 T hDOY EY a v LULERELET,

* [Location URL] : IR VPN 7 A4 T N VY7 b =T A A=V R KX 70— RKT&5
URLEZIIIPT RLRAZEELET, X470 TRy I ARX—ADVPNI ZA4 T RO
%6, URL X http:// 721X https:// E W HEXTT, 77472k F— KD ASA 5505 C
%, URL (Z tfip:// B TH DN H Y £,

IKEv1 #£%t 70 2 7 1 JL. PPP

Z O IKEvV] #5717 7 A A& LT PPP #2§t TRFAI SN DREBRET 1 b 2V ARTET 51T
¥, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection
Profiles] > [Add/Edit] > [Advanced] > [PPP] Z B & £,

TOEATa TRy 7 AE, IPsecIKEvl VE— N7 728G T 7 7 A VT EA SN
F9,

* [CHAP] : PPP ##%¢ C CHAP 7'&2 h 2V O %A Fr—7 LIZ L E T,
« [MS-CHAP-V1] : PPP #f5t C MS-CHAP-V1 7' 11 f a /LD & A X —7 /WIZ LE7,
« [MS-CHAP-V2] : PPP #f5t C MS-CHAP-V2 7' 11 h 2 /LDl % A X —7 /WIZ L £,

« [PAP] : PPP ##t CPAP 711 b a VD2 A X —7 M LET,
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« [EAP-PROXY] : PPP #4f¢ C EAP-PROXY 7' 12 h 2 VDl % A % —7WIZ L £9, EAP
IZ. Extensible Authentication protocol (JEIEFRREZ'® kL) ZERL ET,

IKEV2 402774 JL

IKEV2 it 7' 7 7 A JL"ClE, Cisco Secure Client ™ AnyConnect VPN & ¥ = — /L2575 EAP,
FEAENR—Z . B OFEHEF— X2 ORWFEE EE LTI, ASDM OFRE/ SRV,
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connection
Profiles] T,

s [Access Interfaces] : IPsec 7 7 B A TA R—T W T DA F—T = A&ERLET, T
7N b TR, T ERAFRIME RSN TV ERE A,

* [Bypass interface access lists for inbound VPN sessions] : {5 VPNt v a > DA ¥4 —7 =
AARATIHAYRNENRNANRNRATHIZNE, ZOF=v IRy 7 AF A LET, J—
TRV —BLOP2—YF =RV —DT 7 A VANMITRTO T 7 4 v ZITHICHE
HInE7d,

« [Connection Profiles] : BEfED IPsec HEfi DR EH /3T A — X 2R TERLET,
[Connection Profiles] 7 — 7 /WIZIE, #iAR Y > —Z2WET H L a— KRR RINET,
DO a—RIZE>T, TOBHROT 74V b ZNA—TRY =gl Eingd, La—
RiZiE 7w ha V@G OBk T A= PREENTHNET, T—7 ML ROD T LR
b FET,

* [Name] : IPsec #t DA RIE /21T P 7 KL AZfRE L T,

s [IKEvV2 Enabled] : A 272> T 541, IKEV2 7’1 b I LR 2 —T )LiZ72 > T
WHZEERLET,

* [Authentication Server Group] : #alE\ZfEH T 5 —/"— Z L —T D4R ZEE L £ T,
s [Group Policy] : Z @ IPsec #fi D 7 —7" 7R > —DA R~ LET,

N

GE)  [Delete] : IR L7 —_— T N—T%T7—T A0 LHIBRLET,
g snT, LVELLTEEEA,

IPsec IKEv2 #£#: 7027 7 1 JL : [Basic] & 7

[Add or Edit IPsec Remote Access Connection Profile Basic] % 4 7 12 7 7R v 7 A Tld, IPsec IKEv2
oW EMEARE LE T,

* [Name] : #&fpida 24P E L £ 7
« [IKE Peer Authentication] : IKE &7 # 3% E L £,

| —ferarz N EE I}
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B psecke2 57077 40 : [Basicl 2 T

s [Pre-shared key] : ¥t HOFRIFEAXF—DEEZHE L ET, FaitfAF—DRKEIX
128 ILF T,

* [Enable Certificate Authentication] : A ZF % & FAEICGEAZFRZEH TE £,

* [Enable peer authentication using EAP] : 2T 5 &, FRAEICEAP 2 TE E4, 2
DF = IRy 7 A F A LT j: v —J1 LiRE Lufh%%%{iﬁﬁj—ézgﬁ)%
D ET,

[Send an EAP identity request to the client] : UE— K 727 EAXA VPN 27 74 7 MNZ EAP
POREELR 2 HME TE X T,

* [Mobike RRC] : Mobike RRC % A %h/HEshic L £ 9,

* [Enable Return Routability Check for mobike] : Mobike 23 H N2 72 > TV 5 IKE/IPSEC &
X2 VT TV —a BRI AT IV I IPT FVAOER=F =y 7§
% Return Routability % A %0/E0Z LE T,

* [User Authentication] : == —#—gBAECHEHT 52— "—DFRAFEE L £7, M
THHIL [Advanced] 7 2 a V CRETE £ 7,

s [Server Group] : = —H —FBAECHEAT 29— N"— F L —TERINLET, 77 4/L
NI LOCAL T9, LOCAL LS DH— 33— F)—TF %8I 5 & | [Fallback] T =
IRy 7 APEIRTED L D270 £,

* [Manage] : [Configure AAA Server Group] % A 7 2 7R v 7 AN E £,
« [Fallback] : & L7z ¥ —/N— L —7 CREENEAE LA, 22— —&GF
LOCAL il 2L 5 hafiE L7,
* [Client Address Assignment] : 27 7 A 7 > MNEMEOFI Y 4 TIZRE T 5 @EZIEE L £,

« [DHCP Servers] : /4% DHCP y—_X—D P 7 RLAZFELET, AKTI0H
FTCOH—N—% ZAR_X— 2 CRY > TBINTEX ET,

* [Client Address Pools] : SRIEFRFHDT RLA F—)L & 6l E THE L E7, [Select]
7V v 73 5L, [Address Pools] 4 7 a7 AR v 7 ANEE ET,
* [Default Group Policy] : 7 7 # /L b Z)L—"7" 7RI > —(ZfH#T 2 BHZEE L 7,

* [Group Policy] : Z DR CHEAT LT 74V s I N—7 KUY v—&@RLET, T
7 v M & DltGrpPolicy T,

+ [Manage] : [Configure Group Policies] # A 7 2 7R v 7 ANRPE E7, ZOXA T/
Ry 7 AT, ZV—7 K o—%iBM, e, EFHBRTEET,

* [Client Protocols] : Z Dkt CHET 571 ha L2 &INLET, T 740 F Tk
IPsec & L2TP over IPsec Dl 73 EIN SN CV\vET,
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IPsec ') E— + 79 £ RA#E#H 07 7 1 JL : [Advanced] > [IPsec] 7 7 .

* [Enable IKEv2 Protocol] : UE—k 727 A7 07 7 A VAT 5 IKEv2 7 1
MarzAf x—7 M LET, THE, BEEERLEZIA—TFY —DEMET
‘a_O

IPsec ') E— b 7Y R T 0T 7 1)L : [Advanced] > [IPsec] & 7'

IPsec (IKEv2) #f5i7 17 7 A LD [IPsec] 7 — 7 /VIZIRD 7 4 —/V R’ D £97,

* [Send certificate chain] : FEFHET = — L BIEDREFEEZ A X —T NV E1IET 4 =T MITT
DHEICA N LET, ZOT 7 v a iliE, — FEEIFEB KORENO T X TO T
CAGEHEN G ENET,

* [IKE Peer ID Validation] : IKE ©'7 ID OF&MMEEF = v 7 Ligunn, BHET D0, HD
WITREEIC L o THR— FENTWAHEICTF = v 7 50 Ray FZ 7 U A )
LB L ET,

O —
IPsec 7= SSLVPNIEHE T O T 7 4 ILADIEBAZED < v
E>Y
ASA X, 7T A7 > PAEBERGEC X D IPsec ¥t ERE2ZET D L. RESNTWVDHRY
It CEERICESR T e 7 s AN EE D Y CTET, TORY —iF, RELIA—L A
HTx, SFHEOU 74—V K, IKEID (FA R4, IPT RL A, ¥—IDAY) . E7TIPT

RUVA, 3T 74V MMEi T 0 7 7 A VESH CTEX E7, SSLEFRDOLA. ASAITRE S
NTWBIL— LT 2R L £,

J— )V 2 5 IPsec #aft £ 721X SSLEEE DIBA . ASAIZ—H T2 HLDONAO0D £ T/L—
Mk U CREEDORBMEZFHME L £ 9, — 8T DV —ANREOND & ZDON—/ VBT
bR 0 7 7 A VEBRRICEID Y TET, —HET DL AREAONLRVEE, ASA
X, T4 OB v 7 7 AL (IPsec D54 1T DefaultRAGroup, SSL VPN DA 1T
DefaultWEBVPNGroup) Z##ElCHID M TET, 2—H—L, a7 7 A LnA x—7 L
W2 TWIUE, R—=F L XR=VIZRRIND Ray 7 Xy VA ML LZOE R TR 7 7
ANEBIRTEET, 0w T 7 7 A VOEER & 1 FRAT-BEOR L. EHENER)
MEIIM, FLTHER T 0 7 7 A VORIFREICL > TR 7,

RY =BT DREHE V=718, GEAEL =P —DOMER I N — T 2K E T D T DI
TLhEEERLET,

[Policy] XA > CHET LRI U —%HELET, BMET L — L E2RIRT 58413, [Rules]
R ANBE L TL—LEHEELET,

SfBREAERETA D 7AIL Iy T, RY o —

IPsec FEfEICHN T, RNY =2 BT DEHE S L—T713, FSEAEL—Y — DRI LV—7
ERETHEODIHERT A HEEZERLET, ZRHORY —0OREHHIX, [Configuration]
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> [Remote Access VPN] > [Network (Client) Access]> [Advanced] > [IPsec] > [Certificate to
Connection Profile Maps] > [Policy] Ti% & L £

» [Use the configured rules to match a certificate to a group] : [Rules] TEF L7z — /L &2 T
% i ﬂ—o

* [Use the certificate OU field to determine the group] : fff—>~=~ ~ 7+ —/L R&MEH L T,
AEAEIC BT 27— 2 IRETEET, ZOREF, 774/ b TEHAAIR>THE
j—O

* [Use the IKE identity to determine the group] : [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Advanced] > [IPsec] > [IKE Parameters] T L7= ID 2 T& £,
IKEID/Z, IP7 FL A, ¥—IDICkV, $-I3HBTIHEEESNET,

« [Use the peer IP address to determine the group] : E7 D IP 7 L AZEATE £4, Z O
ElX, T 74NV R THUACR o TVET,

* [Default to Connection Profile] : EDHFIEIZ S —H L 22> G EIERT 5, FEE—
V=DT T4V b TN—TZ@RTEET, TOREL, 774V b THUTR>TNE
T [Default)lZHDT 74N IN—T%27 )27 LT, YA V—T{LLET, &
ENNZZ N—TBDRETT, U A MNIZT —T 37204 1E, [Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Group Policies] T/ /N —7 % EFT D LE N H Y
£

SIBEESE T D 7A4IL Ty TDIL—IL

IPsec R IC BN T, AU P —IZ BT DFEHEI NV —T13, GEHEL—Y —DHERI V—7
ERPET DDA T 2 HEEZERLES, 7277 AV~ > 71X, [Configuration]>[Remote
Access VPN] > [Network (Client) Access] > [Advanced] > [IPsec] > [Certificate to Connection Profile
Maps] > [Rules] CTYERK L £79°,

TS, NTIE, FFRAEE T 0 T AN~y T DY A Ny B SRR ENE T,

RERAEMEZ IO I 7ML Ty T, SIREREIL—ILEEDIENM
B o7 s ANV ET o BT NIy T T~y T T Ty AV EERLET,
* [Map] : IROWFTIERIRL £,
* [Bxisting] : W —/VE GO DL~y T OLFTEZENL £,
o [New] : L—DF LW~y T84 EASLET,
* [Priority] : 10 ¥t AJ) LT, #ERZ 2T - 7c & T ASA B3~ v 7 &7 Hi 4 5 IH

FaEELET, ERINTWARENDOL—ALDOT 74 7344V F 4110 T,
ASA T B 2 FE T A BRI, EBAREM R BN R /NS W~y T BRI L £,

« [Mapped to Connection Profile] : LAR{IX [ > Z—7 ) LA TCW e 70 7 7 A
NEBBRLT, ZOAL— vy B 7 LET,
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RO TR T D~ v T ~DONL— N EEOE) B TEITHRVEE, ASAIZTDO~y T T
MY ZRRLET

Configure a certificate matching rule criterion

% Add Certificate Matchin

Rule Priority: 30
Mapped to Group: DefaultR&aGroup

Field Component Operator Yalue
Subject j I-- ‘Whole Field -- LI IEquaIs Ll I
o
0K I Cancel | Help | %
o
g% Edit Certificate Matching Rule Criterion x|
Configure a certificate matching rule criterion
Fule Priority: a0
Mapped ko Group; DefaultRAGroup
Field Component Operator Yalue
Subject ;I I—— Whole Field -- LI IEquaIs ;I ItestZDD
&
ok I Cancel | Help | -
o

STEHEZERES)L—ILEEDEN/ARE
ZDOFATa TRy A, EERT e T 7 A I~ v VL T A RERFEIAER A L — L EEUE A 3R
TTAEDIHERLET,

* [RulePriority] : (FRARHH) #EREZZ TR -7 & ZITASADN~ v 7 Z i 2 IEF,
ASA IR B 2 RN D BRIC, BIRIRME BN R b/ WY v T BRI L £ 7,

* [Mapped to Group] : (FE/REH) A—/LRNEH Y L TOENTWLER e 7 7 1L,
e [Field] : Fmy 7 X7y UR D, dHliT 2REEDOH S 2RI L 5,

* [Subject] : REFAZEZM AT D2 —WF—F 71T AT L, CADN— MEHEOE AL,
Subject & Issuer 23[A U T,

* [Alternative Subject] : 7 ¥ = 7 MUEAILIRIZE Y . BT 5 ID ZFEHEO Y7
T/ MINA U RTEET,

o [Issuer] : REBHEZRIT L7 CA £oidtho =7 7 4 (FfExL) |
* [ExtendedKey Usage] : —E DM & L THRINTE 5, L0 mERKELRMILT L7 F
A7 v FREE ORI,

* [Component] :  ([Subject of Issuer] BN ENTWAGAIZOABHINET) . L— T
AT LA4 2 AR —F 2 FEROF NS F,
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DN2s—ILF

E&

Whole Field

DN 1A,

Country (C)

2 WFOEAMEEE, E4 2 — KX, 1SO 3166 [EABEFEICHEL L TV E
KR

Common Name (CN)

L= VAT L ZOMOTUT 4T 4 OA4HT. ZHUE, 1D EE
O L b BEAMEDE) LV T,

DN Qualifier (DNQ)

H7E O DN B,

E-mail Address (EA)

SEHEZAT D= —, VAT A, FEET T 4T A DEFA—

VT KL A,

Generational Qualifier
(GENQ)

Jr. Sr.. E721T 10 72 & o NERR T

Given Name (GN)

FEAEFTAE 04T (B) .

Initials (1) REREPT A Ok & 44 DFRA) D LF,
Locality (L) KRS PTET D AT,
Name (N) RERET AR #F D4 i,

Organization (O)

2tb, A, RS, e, Totho= T 47 4 DA,

Organizational Unit
(ouv)

FEEN O T T —TF

Serial Number (SER)

AEAEO Y T VE T,

Surname (SN)

AEWE AT A DL,

State/Province (S/P)

FRRDSFTET D NI,

Title (T) FREEFTAEE O, (Dr. 72 &) |
User ID (UID) SERAEFTAE O ID F 5,

Unstructured Name
(UNAME)

unstructuredName @2 A 713, 72 =7 b O£ REiZ (L ASCII
SCFHE L THRELET,

IP Address (IP)

IP7T RLR 74—,

* [Operator] :
* [Equals] :

¢ [Contains] :

7 VPN B

N—/V TS 2 A 2RI £,
RIEEH T 4 —/V FIMEICGEE BT 2 0ERH Y £7,
REFEHLT A=V FIEPREENTOVDLERDHY 7,
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site-to-Site IO 77 L

* [Does Not Equal] : BEH4A 7 4 —/V FAMEE —E LWL I LET,
+ [Does Not Contain] : JAEE4 7 4 —/V RIEN G ENRNE DI LET,
* [Value] : 255 L5 COHRPATHEE FOAT V=7 F&ETE L £9, Extended Key Usage

BREDGE. Fuy7Z 7 U A N THEAERSNIEOWT a4 57, ok
D OID Z AN TE £, FATELZSNIATRDO LBV TT,

EIREE F—ERAOBM 0ID X3
clientauth 547 FEES 1.3.6.1.5.5.7.3.2
codesigning o— NEA4 1.3.6.1.5.5.7.33
emailprotection LERINET A — LV R# 1.3.6.1.5.5.7.3.4
ocspsigning OCSP £ 4, 1.3.6.1.5.5.7.3.9
serverauth H— N —3H3 1.3.6.1.5.5.7.3.1
timestamping BAINAE T 1.3.6.1.5.5.7.3.8

Site-to-Site IEfc O 77 1)L

[Connection Profiles] & A 7 12 77K v 77 Z1Z1&, BIfERRE 4TV 5 Site-to-Site #fit 7' 2 7 7 A
V(RN T N—T) ODRMENRFERENET, ZOXAT r TRy 7 AT L, #i
T T ANBERRNT L EESIERT AT Y IZERIRLIZD, 87w 7 7 A VBN,
BE FELITHBRELEZD T L TEET,

ASA TlX, IPv4 E£721% IPv6 @ IPsec LAN-to-LAN VPN #5%¢1% IKEv] £ 721X IKEV2 2 L T
PR—rEN, NERy hU—7 ARy P U =7 I 3NEB L O IP ~y X —% i L
THHR—FrENET,

[Site to Site Connection Profile] XA > D7 4 —JL F

* [AccessInterfaces] : f > H—T7 = A ADYE— M ET TN AL -TCT IV BATEST
NRAAAL VB =T 2 A ADT—TVNRERINET,

s [Interface] : 77 A A X—TNELIET 4 E—TNMIT DT NA AL L H—T =
1A,

* [Allow IKEv1 Access] : BT 7 /34 A2 5 IPsecIKEvl 77 B A% A 32 —T NWIZT D
BEICA I LET,

* [Allow IKEV2 Access] : E'7 7 /34 AZX 5 IPsecIKEV2 77 B A% A FX—T NWIZT D
BRI A T LET,

| —ferarz N EE I}
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« [Connection Profiles] : 7’1 7 7 A /L% BN, #RtE. EITHIBRTE 288727 7 A LD
— I NERRLET,

* [Add] : [Add IPsec Site-to-Site connection profile] %A 7 1 77K v 7 AP & £,
« [Edit] : [Edit IPsec Site-to-Site connection profile] Z 4 7 & 77K v 7 AN & 97,

* [Delete] : SR L7cBi 7 2 7 7 AV ZHIBR L £ 97, MRS T, COELL TS EE
/Uo

* [Name] : #5ft 7' =2 7 7 A )L D4,

o [Interface] : B 7' 0 7 7 A VA X—T NI > TWDA LV H—T = A A,
* [Local Network] : 2—H/L v hT—ZDIP T RLAEZELET,

* [Remote Network] : YE— K Ry hT—=7DIP 7 RLAZEELET,

* [IKEv1 Enabled] : #7127 7 A /WIZx L TA F— T W72 > TWAH IKEV] 23R L
EJ e

* [IKEv2 Enabled] : #7107 7 A LTk L CTA R — T 72 5 TV D IKEV2 KR L
E3e

o [Group Policy] : ¥t 70 7 7 A VDT 7 4N ks T NA—T KR —%FKRLET,

Site-to-Site IEfE TR T 7 4 ILDEMFE 1= LFFRE

[Add or Edit IPsec Site-to-Site Connection] %1 7 1 778w 7 A Tid, IPsec Site-to-Site £t & Ak
FLREFEFETEET, ZOXA Tl Ry 7 2ATE, IPT RLA (IPv4 £72131Pv6) DIETE.
Bt DIE, A v X —7 =24 ADFER, IKEvl 7 BLWIKEV2 B 7 & 2 — Y —385E 3T
A—ZDRE, RSNy MU= ORE, BLOK ST LTI XLADIEEEITH Z &
MTEET,

20D T ONEB LU R Y N T —7 BNIPvADGE (NEB L OINHBA v X —7 =4 A |k
DT KL ANIPvADEE) . ASATIE, YA £ /-3 — K 3—F 1 DET & DLAN-to-LAN
VPN e il — b SivE 7,

IPvda7 KLy 7PV 7 Ry U VNRE LT, £ T_XTIPv6 7 KLy v 7%
i 19~ % LAN-to-LAN ##5t (2 >\ Tl ﬁjﬁ@ I:°7775§ ASA DA, BLXOW T ONEF ~ b
=7 D7 Ry T HANR B L TWAEGE (W50 IPv4 £ 721X 553 IPve DA

X, ¥X=2 V7477747 ATVPN ]\/7\11/75 PR—hSET,

BRI, MG OET R ASA DG, RO bR v VY R—hShET,

¢ ASA DNERR v MU —27 D3 1Pvd T, xRy NT—7 B IPv6 (NEiA > #—T =4 A E
DT RUANIPVE T, A v Z—T = A A LDOT KL A IPv6)

* ASA ODNHEF v BT =2 23 1Pv6 T, SMEER Y BT —27 3 IPvd (WERA > X —7 = A X L
DT FLAMIPY6 T, SA > H—7 =A A DT KL AN Pv4)

7 VPN B



| —#esarz VPN B
Site-to-Site 16 70 7 7 A LoemErEE ]

* ASA ODNERF v BT —27 D3 IPv6 T, AR > BT —27 B IPv6 (NERE K UMNERA > & —
T xAALEDOT RL AN IPv6)

[Basic] /SR IJLD T 4 —)L F

* [Peer IP Address] : IP 7 KL A (IPv4 £721%1Pv6) ZHREL. TDT RV AZ AL T 4 v
T HMNEIMERETEET,

« [Connection Name] : Z Dt 7' 10 7 7 A JLIZEID Y CTHNIZLFTZfE LET, Edit BERE
DYE. D7 4 —)b FITFE RGN TY, #fid 23, [Peer IP Address] 7 1 —/L R THE
ENDIPT FLARERULICARD X ITHETEET,

* [Interface] : ZDOEFZETHHT H 1 0 —T 2 A ZALTRLET,

* [Protected Networks] : Z D CR#ESI N TWH e —ILBI RNV E—h Xy NU—7 %
BIREIFEELET

o [IP Address Type] : 7 RL AW IPv4 7 KL AE72ILIPv6 7 KL ADWTNTH D00 %
RELET,

* [Local Network] : B — /L v hT—27DIP 7 KL AZEEL 7,

s [...] : [Browse Local Network] # 4 72 7Ry 7 ANEET, ZOXATalRKy s
AT, B=b 32y b =7 ZBIRTE £,

* [Remote Network] : YE—F Ry hTV—=7DIP T RLAZEELET,
s [IPsec Enabling] : Z D72 7 7 A VDI NV—T KR — BIXOZEORY —THE
Li-d—7a havelEE Ly,

« [Group Policy Name] : Z OHf5t 7' 11 7 7 A WVZBEAHT SN TNDH T —F KUY 2—
EHEELET,

* [Manage] : [Browse Remote Network] % 4 7 02 /Ry 7 ABRAEET, XA 7w
RNy 7 ZATE, VE—F Ry MU= ZBIRTEET,

* [Enable IKEv1] : 8 E L7/ V—7 R o —CTH—%H7 1 b a/)L IKEvl 2 A F—7
MZLET,

* [Enable IKEV2] : fRE L7/ N—7 R o —THF—xfa~7 v F a)L IKEV2 &A1 1r—7
Mz LET,
* [IKEv1 Settings] Z 7 : IKEvl DR DFEGER ER L O 5L EZ R E L £7,

s [Pre-sharedKey] : F RV 7 —7 OFFHA T —DELZfEE LET, Faliax—
D RENL 128 LFTT,

* [Device Certificate] : 38E CHEMA T2 IDAEHENH HHEIT. TOLRIZHEELE T,

* [Manage] : [Manage Identity Certificates] ¥ 4 7 2 7R v 7 ANRME T, ZDOX AT 1
TRy 7 AT, TTIERESNTWDREHFEOER, B LWGEREOBN, FEE
DI OETR, B L URERAEOME L IITHIBRZIT O 2 &R TEET,
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* [IKE Policy] : IKE 7’ m AR—V /L CTHEHT 2057 V3 ) Xo6% 1 DL ERREL
‘g—O

* [Manage] : [Configure IKEv1 Proposals] % 1 7 2 7' 7R > 7 ZA3B & £ 77,
s [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CEHT LB 5/ALT VT Y X 8% 12
BELET,
* [IKEv2 Settings] % 7 : IKEv2 DR DFRER EF L O 5L ELHE L 7,

s [Local Pre-shared Key] : k> /v Z—T7 OFFFAF—DOEEZIEELET, Faidk
AX—ORKEIT 128 LFTT,

* [Local Device Certificate] : 784l CHEM T2 IDFEENH LA 1. TOA4RITEIEE L
£

* [Manage] : [Manage Identity Certificates] % 4 7 12 7R v 7 ANPE T, ZOXA TR
TRy 7 AT, TTICHREINTWDHIEEDR R, B LWEEFFEOBEM, FEPH
DFFMOFRR, B L OGEHEORE L2 ITHIBRZIT) Z LB TEET,

* [Remote Peer Pre-shared Key] : h > /b Z—7 DY £— h 7 FRiHAF—DEE
fRELET, FALEF—0RREIT 128 XFTT,

* [Remote Peer Certificate Authentication] : = D#%ke 7" 1 7 7 A /L™ IKEv2 85t FH OFEH
WRAAFF AT I, [Allowed] &4 1T LET,

* [Manage] : FEIE DR RCHIRFEI E DB % 5517 T X 5 [Manage CA Certificates] &
AT REEET,

¢ [RSAEL /Ny v 2 BT % (Enable RSA Signature Hash) ] : RSAZEA /Ny v =2 %
BINCT DT, ZOF =y 7Ry 7 A% A A LET, RSAEFREELO—FETT,

* [IKE Policy] : IKE 7' m AR —H /L THEHT LH 5T T X85 1 DL ERREL
‘j‘o

* [Manage] : [Configure IKEv1 Proposals] # A 7 2 7' /R v 7 AN E £,

* [IPsec Proposal] : IPsec IKEvl 'R AR —H /L CHEHT AT LT Y X A8% 128k
BELET,

s [Select] : IKEV2 #ft Dl 71 7 7 A MZ T B R—F L EZED B TH ENTED
[Select IPsec Proposals (Transform Sets)] %1 7 2 7 7R v 7 AR & £7,
ZOEHT BT 7 AL, RONTA=ZHH Y £7,

* [7£# (Advanced) 1>[Z7 V7 h~v 7=~ U (Crypto Map Entry) ], FEAIZ DUV TIE,
Site-to-Site e 7' 2 7 7 A )L, BB~y = b (1053—2) ZZRLTIEEN,
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site-to-Site ~> 7L 71— ||

Site-to-Site k> RJL FIL—T

ASDM <A @ [ 7E (Configuration) ]> [t K] VPN (Site-to-Site VPN) |> [F£#H
(Advanced) ]>[h > %/ 7L —7" (Tunnel Groups) ] Ti&, IPsec "1 hMEHEH 7 v~ 7 A L
(bW I N—7) ORMEEFRELET, /o, IKEET L a—WF—BGE T A —X Dk

RIKEF—TTIA4T7 F=4 ) TORE, BEIOT 74/ b Z—T K) —DERY

1TOZENTEET,

« [Name] : 2D b Z—TZE 0 B COHNTARTERTE LET, EBdtHiEDLE, =
D7 4 —)v RIFFRTRFEHTT,

* [IKE Authentication] : IKE &7 OFGE T T 2 FATIHAF —FB L O IDGEHE T A —%
HRELET,

s [Pre-sharedKey] : bRV 7V —7 OHEFEHEAF—OELFRE L T, FaiLAx—
DI RKENX 128 LFETT,

* [Identity Certificate] : 7k CHEH T 2 IDFEENH L551E. ZOARIZIHEELET,

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANRHEET, ZDOX AT 1
TRy 7 AT, $TICHRESNTOLAEEORR, B LWIEREOBMN, FEYE
DFMOETR, BLOGEAFEORE L TZITHIREZIT I 2N TEET,

* [IKE Peer ID Validation] : IKE 7 ID DFMWELZF = v 7 T 50 E S 0EHEELET,
7 7 # )V M X Required T3,
s [IPsec Enabling] : Z D72 7 7 A VDI NV—T KR — BIOZEORY —THE
Lo —"M7 e haLziRELET,

* [Group Policy Name] : Z D87 1 7 7 A VICEHEST T 6N TWD 7L —TF R Y o—
EHEELET,

* [Manage] : [Browse Remote Network] % 4 7 2 7R v 7 ABRAEET, XA 7w
RNy 7 ZATE, VE—F Ry MU= ZBIRTEET,

* [Enable IKEv1] : 8 E L7/ V—7 R o —CTH—%H7 1 b a/)L IKEvl A F—7
Mz LET,

* [Enable IKEV2] : fEE L=/ —7F R ) L —TH—Ha7 0 b =)L IKEV2 A F—7
Mz LET,

« [IKEvI Settings] # 7 : IKEvl DR OFEFERER L O SR EEHE L £,

s [Pre-sharedKey] : F RV Z—7 OFFHAFT—DMELZEE LET, FELAF—
DI RENL 128 LFTT,

* [Device Certificate] : #8:E CHEMH T2 IDFEHENH HGEIT. TOLRIZHEELE T,
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A

G¥) —@WoTa 7 A NI, T RRA IR IE— T I EAET
IZLAN-22E D MZHBTERWZ ERH Y 9, b7 i—
TERHABITE WG AE, T 74NV RT

tunnel-group-map default-group <tunnel-group-name>

ICRESNET (77 4/ MElT DefaultRAGroup T9)

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANRHEET, ZDOX AT 1
IRy 7 AT, TTICHRESNTWDIEHEFEOERR, B LWGEHEOBEMN, EHE
DFMOFTR, BRLOGEAZFORE L TZITHIREZITO) 2N TEET,

* [IKE Policy] : IKE 7' m AR —H /L CTHEHT LH 5T VT ) X L% 1 DL ERREL
R

* [Manage] : [Configure IKEv1 Proposals] % A 7 7 7R v 7 AN E £,
* [IPsec Proposal] : IPsec IKEvl 7' R —H )V CHERT AR BT VI Y X A% 1 2L E
BELET,
* [IKEv2 Settings] Z 7 : IKEv2 DR DFERER ER L O 5L EZHRE L £7,

* [Local Pre-shared Key] : k> R/ 7 —T7 OFFiHAF—DEEZEE L ET, Fardk
X —DRKRET 128 LFTT,

* [Local Device Certificate] : 38alE CHEH T 5 IDFEENH H5E1L. EO4RTEZFRE L
i—é—o

» [Manage] : [Manage Identity Certificates] ¥ 1 7 2 7R v 7 ANRAE £, ZOXA T
TRy 7 ATIE, T CICHE SN TWAHAEAZEOR R, Hr LWGEAZEOBN, FEIHE
DFFMIDFRIR, BILOGEHAFORE L IIHIRETT) Z LB TEET,

» [Remote Peer Pre-shared Key] : b > %/ 7 /—7 DU E— k €7 FHaiFF—DEE
FBELEYT, FREAF—DORKEIL 128 XF T,

+ [Remote Peer Certificate Authentication] : = D~ 1 7 7 A /LD IKEvV2 #&#5¢ FH O FEA
FRAA AT HITHL, [Allowed] &4 12 LET,

* [Manage] : REBIEDORRLHBIGEI FE DB %A 51T T X % [Manage CA Certificates] %
AT TBHEET,

* [IKE Policy] : IKE 7 m AR —V /L TCHEHT LB 5T V3 ) X% 1 DL ERREL
R

* [Manage] : [Configure IKEv1 Proposals] % 1 7 2 77K > 7 A3 & 97,

* [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHEHTLEE/ALT VT Y X A8% 1 2L
BELET,
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Site-to-Site T 7O T 7 AL, SRV T IV LY .

s [Select] : IKEV2 #ft DR 70 7 7 A MZ T B R—F L EZED B TH ENTED
[Select IPsec Proposals (Transform Sets)] % 4 7 12 778 v 7 AN & 97,

* [IKE Keepalive] : IKE ¥ —7"7 54 7 E=X2 J v Th A F—T ML, REZITVET,
WDBIEDOT S 1 SRR TE £,

* [Disable Keep Alives] : IKE X —7 7 74 75 A X —T7NVEIIT 48— MICLE
‘a—c

* [MonitorKeep Alives] : IKE X —7"7 74 7 =4V T A X—TNVEIIIT 4 E—
TMIZLET, ZOF T arEERT B L, [Confidence Interval] 7 ¢ — /L K & [Retry
Interval] 7 4 —/V FBFIHATE L XL 912720 £7,

* [Confidence Interval] : IKE &% —7"7 7 A 7 OEHEMREEHEE LEd, Ziuid, ASA N
X—TTIATE=F Y T EBMT HETIZ, ETHBT A RVIREZAkE CE 581
e, mAh10F, K300 TY, VUE—FT 78R ITNN—TDT 740 ME10
BT,

o [RetryInterval] : IKEX—7"7 747DV T A HOHEREEEELET, T 741
MEIZ 2 BT,

* [Head end will never initiate keepalive monitoring] : 44 A ~D ASA BNX—7T 7 A 7
F=H VTG LRV I ITRELET,

Site-to-Site IEfE A 77 A )L, EEET v T T K

ZOEATa s Ry 7 AT, BUED Site-to-Site ks 71 7 7 A L DIEE T A—H BHEEL
F7,

* [Priority] : ~EO7T7AA VT 4 (1~65543, 1 BIREDT 744V T 1) o IKERTY
T arpBthENS L, XAV — a VEBBTAE T REDORY —F_TE Y
E—FMETIWZERFLES, VE—F ETIE, —HTLHRY =RV E S0, AT
DRV =T TAX YT A MAITHRE L ET,

* [Perfect Forward Secrecy] : HiiE D IPsec SA D F — MO FEFE R (thoxF—72 L) »HE
HENTHDOTRNWZ EEFFELE T, PFSICL D, WBEENX—E2 I c&mL LT
b, ZOF—bMOF—EEHTERNEIICLET, PRS2 X—7/LIIT 5L,
Diffie-Hellman Group Y A "3 7 7 7 4 712720 £,

« [Diffie-Hellman Group] : 2 2@ IPsec £'7 25, fHAICHAREF R L iRET 5 2 &7 <
HHMEEREZEHT H7-DIEHT 5 ID, Group1 (768 £ k) | Group2 (1024
By b)) . BEOGroup5 (1536 B k) OHFMNLERLET,

« [Enable NAT-T] : Z ™7 U 2 —® NAT Traversal (NAT-T) %A x—7/LiZ L9, ZHhiZ

X0 IPsec 7 1E, NAT T /34 A% S LTV E— bk 77 ¥ &L LAN-to-LAN D i )7 D#EEfE
AR TEET,

AL |



B chaszoz=

— iz VPN B |

« [Enable Reverse Route Injection] : U E—hF R RALDTZ L RKRA U ML THR#EINT

WHFXY NT—T EARANDONV—TFT 47 TakvRZ, A¥T 4 v 7 L— MBRHBBIC
FHASND LT DI ENTEET,

* [Security Association Lifetime] : ¥ =2 U7 4 7Y m— 3 (SA) OWIMZHRE L E

T, ZONRFGA—=FIZLD, IPsecSAF—DT A T7EZA LOWEBRMNEIEELET, 71
7 Z A ML, IPsec SA BHIREINIC /2 5 F TOEFSHMA TR L, FILnF—LFHXx I
T— T HMLERDHY £,

¢ [Time] : ¢ (hh) | %3 (mm) . BROK (ss) BALTSADTA 7 XA LEtiELE
R
* [Traffic Volume] : ¥ 2/ NA NEALDO T 7 4 v 7 TSATAT7FA LEERLET,

PsecSADHIRYINIC R D ETONA B— RF—2DF (4 NEE AN LET, &
/JMEIX 100 KB, T 7 4/ MEIX 10000 KB, HRMEIX 2147483647 KB T,

» [Static Crypto Map Entry Parameters] : £°7 IP 7 K L A 73 Static {ZHE STV B HAEIT,

WROBIMANT A—Z Z2fHELET,

* [Connection Type] : #F Al S DR T =—3 = % bidirectional, answer-only, F7=
I% originate-only & L CHEE L £,

* [Send ID Cert. Chain] : fEFAETF = — B2IEDOEEFEZ A X —T M LET,

* [IKE Negotiation Mode] : SA, Main, F721% Aggressive DHF G, By N7 v 7 TH—
HHRELRTHLEOF—NERELET, XIv=—a VORGAPIEHRT 2
E—RFbREINET, WEAITZAEIR T — 3 0 LET, Aggressive T— NI
T, T 27y MBI E DR THZENTEETH, B —7 «
O ID IR SN EH A, Main E— RIEHT, 7y b EZHBREENR L 20 £
P, EEN—T 4 OID ZRELET, Z0F— FELVREMERELS. T 741 b
TSN TWET, [Aggressive] 83 % & | [Diffie-Hellman Group] U 2 R 237 7
T4 IR ET,

« [Diffie-Hellman Group] : 2 2@ IPsec £'7 25, fHAICHAREF R L iRET H 2 &7 <
HHWMEE RGN T D72 DIfEMAT 5 ID, Group1 (768 £~ k) | Group2 (1024
By h) . BEOGroup5 (1536 £ k) OFMNHEINL £,

CAGIFAE D EE

CAFFAZDEMIZ, VE— K 727 EBAVPN &3 MU VPN ICEHA S E T,

» Site-to_site DA : [IKE Peer Authentication] ® [Manage] 27 U v 7 9% &, [Manage CA
Certificates] Z A 7 12 7R v 7 AN & 77,

e UE— bk 77 A VPN TiX, [Certificate Management] > [CA Certificates] 7 U » 7 L
iﬁ‘O
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Site-to-Site IEHR T O 77 A L. SEHEDA VX =)L .

ZOEAT TRy 7 A LT, IKE BT RAETH M ATRE7 CAREHED Y A hox |
Uz, For, B, WE. BILOHIERLE 3, [Manage CA Certificates] Z A 7 1 77K v 7 A |Z
I, FERAZEORITIE, REHEORITIT, IEAZEOAIIR, BLXORHT—# 72, BIERE
SNTWHIEHFEDOHE RS — BRI RINET,
* [Add or Edit] : [Install Certificate] &1 7 & 7' 78 v 7 A % 7= 1% [Edit Certificate] % 1 7 &2 77~ v
JANRREET, ZNHbDX ATl Ry 7 AT, FEHEOFREREE L., iFHELZ A
YA R—VTEET

* [Show Details] : 7 — 7 /L Ci&IRT HFEHEOFEMEHRZ R L E T,

* [Delete] : R LZREAEZ T —7 L 6HIBRLET, MBS, RVELLTEEY
/\Jo

Site-to-Site iIZft O T 7 M I, SEBAZDA VX —IL
COEATa Ry 7 AERFEHALTC, BTLWCATFHELZ A VA =L LE T, ROWTHN
DHETIEHELZREGE T £,
GERET s ANVESRLTCT 7 ANADDEAL A =L LET,
« HHTHESHE A D PEM EROEAET XA M2 ZOX A T Ry 7 ANDOR v 7 AZAE
DAHTET,

» [Use SCEP] : Simple Certificate Enrollment Protocol (SCEP) DA fEE L £7, fEIE
PF—EADT KA 1%, Windows Server 2003 7 7 X U THEITS £ 9, SCEP 71 k2L
OV HR—FERMEL, 2RIV 23D —FZBIOMOFRIF Y hT—27 T34 2
%, AEREAES TE LT,

* [SCEP URL: http://] : SCEP fF#D ¥ 7 > m— KJtd URL Z45E L £,
« [Retry Period] : SCEP 7 =V — [ D MZEF B A2 5% CHE L £7°,
* [Retry Count] : U T A O KFAEEEFRE L X7,

+ [More Options] : [Configure Options for CA Certificate] % A 7 12 7' 7R v 7 AN E £,

ZOEAT TRy 7 AEFEHLT, 20 1IPsec VE—h 77 & AEHED CA FGEHEDOIFIC
BT 23MAfRELET, ZOXAMTRIRy J RCEENDLFAT 0T Ry 7 AL,
[Revocation Check], [CRL Retrieval Policy]., [CRL Retrieval Method], [OCSP Rules], X
[Advanced] T,

[Revocation Check] % A 7 v 778 v 7 A1, CAGEAZEIIMERICET 2 MAfRET 5729012
FERLES,
e F T ar REATKY | KRB OWCGEREE T = 7T EI N ERELE
77, [Do not check certificates for revocation] & 72 1% [Check Certificates for revocation] % @R L
\i—a—(}
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. Cisco Secure Client 1 A — > AnyConnect VPN £ 1 —)L

* [Revocation Methods area] : JzhT = v 7 23 5 515 (CRL £721£ OCSP) | B L%
NODHEEMEPTDIEFEEETCEET, WIhh—HEEImFOEZERNTE
R

Cisco Secure Client £ A — < AnyConnect VPN £ 21—

JL

[f%E (Configuration) 1>[VE— K7 27 & AVPN (Remote Access VPN) ]>[F v hT—2 (7
FA4 7 ) 727 A (Network (Client) Access) ]>[AnyConnect 7 7 A 7> Y7 U =7

(Client Software) ]XA (2, ASDM T iE Z417= AnyConnect 7 74 7 2 b A A—U N —&
KRSINFET,

[AnyConnect 7 7 A 7 b4 A— (AnyConnect Client Image) ] 7 —7 /L : ASDM T E S 4L
Tl =TT 7 ANVRFERINET, ASABIVE—IPCIZA A=V EF Y1 — KT 5A
FaETEET,

« GBI (Add) ]: [AnyConnect 7 7 A 7 > A A—DENN (Add AnyConnect Client Image) ]
FAT TRy I ARFRENES, ZOXAT IRy 7 AT, 77 vvarAEIW
DT7ANEITFTAT UV MA A=V T7ANVELTHRELREYD, 77 v a ATV N,
ITIAT UV MMA—TELTRET DI 7ANESRLIZY TEXET, £, 77 A%
B—H) A Ea—INET7 Ty a AEVIZT vy Fe—RKT52 b T&EET,

* [i&#: (Replace) ]: [AnyConnect” 74 7 2 hA A —TDiEH: (ReplaceImage) |41 7 1
TRy I APKRRINET, ZOFXATRIRy I ATIE, 7792 AEINDT 7 A
Nl TAT Y MM A=V ELTHEELT, [SSLVPNZ 747 A A— (SSL VPN
Client Image) |1 7 — 7V TR L72A A—VLBERTEET, /2, 7740 ER—D)L
AL 2= ENB T Ty va AEVICT vy I —RT52 b TEET,

* [Delete] : 7—TNInbA A=V EHIRLET, £ A—TVEHIRLTH, Ny Fr—Y 77
AMIT T v aPbHIBRSIVERE A,

* [Move Up] 35 & ¥ [Move Down] : ERHIE FRETZEH LT, ASANYE—RKPCIZZ T
ATV M A=V EFET = RTLEFAELLET, 7T—7NO—FLEICHDHA A—
VERINIA U n—RLET, Z0), BEbIHEHT LAV —T 4 7 VAT L
THHINDGA A=V K LICBET20ER’H Y 7,

Cisco Secure Client £ X — <M AnyConnect VPN € 1 —)L., BII/E#H:

TDONAL VTR, ASA 7T vV aAEY EOT A NDLEIERIEELT, FDOT7 7 A V%
AnyConnect 7 7 A4 7 hA A=V L LTEMLIZY , 7—7 M TICHRH I AL TND A A—
VEBEBTHIENTEET, o, BT 7 ANET T v AEUNLERLZY,
O—H A a—INnLT7 7 AN ET v e— KLY TH2 L8 TEET,

* [Flash SVC Image] : SSLVPN 7 7 A4 7 b A A=V L LB+ 5, 77 v a AEY
NOT7 7 A NVERRELET,

7 VPN B
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AnyConnect 7 5 1 7 > VPN 5 DEXE .

e [BrowseFlash] : 77 v ¥ 2 AEVIZKMNINTNDLTXTOT 7 A VA2 ZHTE 5 [Browse
Flash Dialog] # 4 70 7R v 7 AxFRLET,

s [Upload] : [UploadImage] ¥4 7 R VAR v 7 ANKRINET, ZOXATrRITRYy 7 AT
I, 2I9AT VM A A=V ELTHRETD 77 A V20— PCInGT v a— RT&
\i‘g_c

* [Regular expression to match user-agent] : ASA 23, 7 7 U WL I H17- User-Agent 374
EOBRSIHRT AT EEELET, EAS N 2—F—DHA. ZOEERHH LT
ENA N TN, ADEGR R 2 EME CE £3, 77 UFIXASAICERET H & &2, HTTP
~w X —|Z User-Agent LTH &G FET, ASA NLTFHNEZE L. TDOXTFHNNRNT
MDA A=V RITHRESNTRNE BT DL, DI FAT U M A A—=VIET A SN
T, —E LA A=V EEbICF Y e — REnET,

Cisco Secure Client £ * —<°® AnyConnectVPN € 1—J)L, A A —SD7 v 7A—FK

TORA T, =N A Ea—XFERdeXa2 VT 4T T IAT UV ADT T v a AT
VKNI N TWAD, AnyComnect 7 7 AT b A A=V L LTCHINT B 7 7 A VDR %R
ETEET, o—H arva—FEdtXa VT4 TTIAT U ADT T vy a A€
Mo, WAl T 77 ANESRTEET,

s [LocalFilePath] : = —W/L 2> B a—Z MM I TWS, SSLVPNZ FA4 7 K A A —
TELTHEAT L7 A NOARIERELET,

* [Browse Local Files] : [Select File Path] A 7 0 /'R v 7 ANFREINET, ZOX AT 1
TRy 7 ATIE, = ava—F FEOFT_RTOT7 7 AV EFz R L, Z7I9A4T7 2k
AA=TELTHBT D7 7 A NVERINTEET,

s [Flash File System Path] : X = U7 4 T I7A T L ADT T v ra AEVITHEMHINT
W5, SSLVPN 7 74 7 b A A=V L LTHANT 27 7 A VOARTEFEE L E7

* [Browse Flash] : [Browse Flash] # 4 7 2 7Ry 7 AMBRINET, ZOXA T2l Ry
TATIE, X2 VT4 TTI9AT L ADT Ty va ARVIEHIN TS TRTO
TrANERRL, VIAT UM A A=V ELTHEBTH7 7 A NVEBIRTEET,

*[Upload File] : 7 7 A VDT v ua— K& L 7,

AnyConnect 7 5 4 7 > FVPN & D% E

AnyConnect V S A 7> b 7O T 74 IILDEKRTE

ASA X, 3_T® AnyConnect 7 7 A 7+ b = —H —{(Z 7 = —,3L{Z AnyConnect 7 71 7
FNTa T A NEREHT 0, 2= —D 7L —T K —ITESWTREHT 5 L O IRET
XFET, @BE., 22— —1F, A A =L EHTWD AnyConnect 7 7 A 7> h BV 22— /LT
1D IAT o b T T 7 ANV eRbEd, 2=V =IO T 07 7 A L EED YT
HLTEHTEET, exd, BB TEET - =TT, BEOT w7 7 A ViR

— 187 VPN B
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— iz VPN B |
. AnyConnect 7 5S4 7> k 7O 71 LORTE

BIIRDBIERDHVET, —HOTa 77 A NEE (SBLZ2E) 1f, Zu— Vb LU TH
AL ES, FOMOFREIL., FFEDKRA MIEATHY, EIRENTZAA MX v B
Di‘é—o

AnyConnect 7 7 A4 T > N7 a 7 7 A )VOIER LB, B XY T4 7 MEREOHIE OFEH
\Z2WWTIE, [AnyConnect VPN Client Administrator Guidel]] Z#Z M L T 723\,

74T a7 A niE, [RE (Configuration] > [V E— 7 27 £ AVPN (Remote Access
VPN) [>[*y NU—2 (7 T4 T ) 7T27&A (Network (Client) Access) ]>[AnyConnect
74T a7 7 A (Profile) | THELET,

GE/A AR — 1 (Add/Import) ] : [AnyConnect 7 7 A 7 7w 7 7 A /LDEN (Add
AnyConnect Profiles] # A 7 0 VR 7 ANEKREINET, ZOXAT TRy 7 AT, 7
TV a AR INDT 7 ANET AT 7 A NVELTIHRELLY, 77 vy aAEVESRLT
TRT7rANE LUTHRETDA 7 7 ANERRLIZD TEET, o, Iy A vEn—hLay
Ba—dnb7Tyva ARVIET vy 7a—RT52 L6 TEET,

s [Ty AN (Profile Name) ]: Z/b—7KRY 2 —® AnyConnect 7 7 A4 7 > ks 71
TrANERELET,

* [Profile Usage] : S AIZIER STz & X7 a7 7 A MZEI 0 Y ToHHiE (VPN R v
KND—0 7R ~F—Vx, WebtX=aUT 4, ISERAF ¥, AMP A F—7 7,
Fv U — 7 AAEME ¥ = —/b, F 7213 Umbrella Roaming Security) %3/~ L $£9, ASDM
B, XML 7 7 A VTHRESNERER#HR L 2WEHEE, Fry 720 r U R gEie]
BEIZ72 0, HdAA 72 TFEHCRINTE £,

« [Profile Location] : ASAD 7T v 2 AEVHNDT T T 7 A )b T 7 A L~D/RAEFRE L
FT, ZOT7 7 ANABTFELRNGES, ASAIZTT a7 7 AV T T L— MZHESWTT 7
ANEERR L ET,

* [Group Policy] : 7R 7 7 A ND I N—T KRI) o—%EELET, 71771 /VZ
AnyConnect 7 7 A 7 h L2 HICZDOITNA—TRY =B L TWVWDHZ—HF—tFZ T
r—RENET,

[fW£E (Edit) 1: [SSLVPNZ A4 7 v 77 7 A4 LOfFEs#E (Edit SSL VPN Client Profiles) |
R ?ﬁ‘i@ﬁéﬂiﬁ—o ZOU 4 RUTIE, 7B 774 WICHm £ TS AnyConnect
7IAT 2 MMRREOREEZELTEET,

[T RAR—F (Export) ]
* [Device Profile Path] : 72 7 7 A /v 77 A NVDNRABIONT7 7 A NAEFRRLET,
e [LocalPath] : /SA L 77 A VA ERELCTR T 7 AN T 7 A VT AR—FLET,

« [BrowseLocal] : T—H /L T4 A T 7 A )L VAT LEBRTHIZE, chas ) vs L
Ty FoziE#LET,

[Delete] : 7—7 A b7 a7 7 A VEHIBRLET, 70774 L ZHIFRLTH, XML 7 7 A
IET7 T v vanbilfrSivER A,
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AnyComnect 5 SA 7> b b5 74 v oIz T B4y bo—s7 FLzzosk |

[AnyConnect 7 7 A 7 > 717 7 A4 /L (AnyConnect Profiles) ] 7 —7/V : AnyConnect 77 7 A
Ty 7uT7r A LTRESNIZ XML 7 7 A VEFRLET,

AnyConnecty SA 72 b bS5 T74 v DI2R0THRY FT—UF7 LR

EIRD FRR

FIE

Xy NT—=27 T RURAZE#H (NAT) ZFEITT 2D X912 ASA #3%E L7=%E1%,. AnyConnect 7
TFAT b, WEBR Y b —27  BIXUDMZ O3 V—ANMHAEICER ARG TEL XD
2, UE— K727 A AnyConnect 7 74 7 N N7 7 4 v 7 BEBOXNBINCT HMERH
Y E£7, AnyConnect 7 7 A7 > s 8T 7 4 v 7 BEHOXGIMNITE 72 & AnyConnect 7
TAT VP BIOMOMBRHEY YV —ARBETE {2 £7,

(TAT 7 47 4 NAT) ( INAT %BR] &I TND) ICLD T RLAEZHBIZEH#H
TEFET, ZNCK VBRI NAT RS NE T, 7AT T 47 4 NAT X2 5D7 R
AT—=), TRVA TN W TRy N7 FF 2000 7%y hU—27 M THEHT
xFET,

ZOFNEZ, FHDHFRY FT—7 RFRBYDROIREDHR Y NI —2 77 RETT
AT T 4T 4 NAT 2% ET D HEEZRLTCWET, £i5H1E, Engineering VPN 7 K L &
7 —), SalessVPN 7 KL A 7—/L X hT—Z7WHN, DMZ %> hU—7 BLOA ¥ —
F v N CTT, TAT T 47 4 NAT FETIEZNEI, NAT BHIN 1 DHEETH,

RAYGWNI AT rDTATUTAT4 NATEERET HFRY FIT—9 FRLRA T RLyP Uy

FYMIT=DFLETFLR |2y D=V RFRET LR |7 FLREHE

T—n T—IL&

NEL >y NT—7 inside-network 10.50.50.0 - 10.50.50.255
Engineering VPN 7 K L 2 —"— | Engineering-VPN 10.60.60.1 - 10.60.60.254
V%

Sales VPN 7 KL A 7 — )L Sales-VPN 10.70.70.1 - 10.70.70.254
DMZ X R T—7 DMZ-network 192.168.1.0 - 192.168.1.255

ATv 71 ASDM Zu 7' A > L. [Configuration] > [Firewall] > [NAT Rules] (248 L £,
AT 72 Engineering VPN 7 KL A2 77— )L DR A 8 Sales VPN 7 R LA 7 —/LDR A MIEERHTE 5

X 9. NAT HAIZ1ER L £9, ASA 7 Unified NAT 7 — 7 /L OO AL 0 & 50612 Z o FH]
ZEii4% L 912, [NAT Rules] ~2 > C, [Add]>[Add NAT Rule Before "Network Object" NAT
rules] I8 L £,

GE)

—ferarz N EE I}



— iz VPN B |
B anvcomect 55472k 5T v oIERHT BRY FI—H T KLAZHRORE

NAT V= UiE kT HZ T R TR LIz v— L DlEICEA S vEd, ASAIZED
W 7o Xy RBVREED NAT BlHI & —8T 5 &, 2l EiHliF ThivEE A, ASA N
NAT #iHI|Z B % - CTIR#HiZ2 NAT HANZ—& L2 & 5. Unified NAT 77— 7 /LD Je8HIC A b
[E A O NAT Bl A BE S 5 2 & DNEETT,

1:[Add NAT Rule] A4 705 Ry 7 R

B= Add NAT Rule

Makch Criteria; Original Packet

Source Interface: —— Ay | Destination Interface: : Ay -- bl
Source Address: EEngineering—\p‘PN E]l Destination Address: ESaIes—\EPN E]I
i —d| L 4|

Service: !an\; ;

Action: Translated Packet

Source MAT Type: :_SEEIEIE ¥ i

Source Address: i Criginal -- E]i Destination Address: i—— Ciriginal -- [I]I
Fall theaiinh o inkerfare BAT icE |__ il £, |
Fall through to interface PAT Service: i Criginal E]

Options

Enable rule

Direction: | Both b

Descripkion: | |

[ QK ]’ Cancel ” Help ]

240512

a) [Match criteria: Original Packet] =V 7 C, IRD 7 4 — /L FEFHELE T,
* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address] 77 7 A 7R ¥ > % 7 ) v 7 L. Engineering VPN 7
VAT Na2RT Xy NT—2 ATVl Vel LET, A7 V27 N XA 7%
7 RUAD[Range]l & LTEHRLET, BEIT LA F T ALb—Ta v b—LdE
MLZRNTLIZEN,

* [Destination Address:] [Destination Address] 77 7 X R % %27V v 7 L, Sales VPN 7
RLVA TNk T 2y NT—7 ATV NEAERLET, A7 V=27 F A7
7 RUAD[Range]l £ LTEHRLET, BEIT RLA M T AL —Ta v b—)Lid
BILARNTLZEWN,

7 VPN B
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AnyConnect 7 S A 7> b b5 7490w T B4y bT—0F7 RLRAZEBRDO KR .

B2:VWPN7 FLR T—LDry cT—9 AT ) DR

B= Add Metwork Object

Marmne: EEngineering-VPl‘]

Type: ; Range W .

End Address: |10.60.60.254

|
|
Start Addre. ., |10.60.60,1 |
|
J
|

Description: EEngineering WPM address pool

.

NAT

[] Add automatic Address Translation Rules

I [w]'8 ][ Cancel ][ Help ]

245513

b) [Action Translated Packet] =U 7 C, IRD7 4 —/V REHRELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

¢) [Options] =V 7T, ROV 4 —)L REHFELET,
* [Enable rule] 4 12 LET,
* [Translate DNS replies that match this rule] 24 723 575, ZEZ L THEE £,
* [Direction:] Both
* [Description:] BLAIDFZ AT LET,
d [OK]Z7VUvZ LET,
e) [Applyl 7 U v 7 LET,
CLI D -

nat source static Engineering-VPN Engineering-VPN destination static Sales-VPN
Sales-VPN

f) [Send] %7V v/ LET,

| —ferarz N EE I}
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B anvcomect 55470k 5T v oIEHT BRY FT—5 T FLAZHEORE

ATvT3

ATv74

ATy TH

ASA NAT Z#FATL TS L E(Z, [A U VPN 7 —/LIND 2 DDA A MR EWIHERTE 5
T, FIFENDHDHRA RS VPN b RIVEH TA 2 —Ry MCHERTE 5 & 912,
[Enable traffic between two or more hosts connected to the same interface] 7'+ a > & A F— 7 /V|Z
TOHOMENRDHY £T, ZH%EITHIZIL,. ASDM T [Configuration] > [Device Setup] > [Interface
Settings] > [Interfaces] % & L £ 7, [Interface] /X% /LD F @ [Enable traffic between two or more
hosts connected to the same interface] 4 /2 LT, [Applyl &2 U v 27 LT,

CLI Of :

same-security-traffic permit inter-interface

Engineering VPN 7 R L' 2 7"—/L DR A |73 Engineering VPN 7 R L A 7 — )L DD R A M T
R TE D L9, NAT HUHIAERL L £97, ERETHIAIZ/ER L7z & & L RERIC Z O FAI A 1F
% L $9, 7272 L. [Match criteria: Original Packet] = U 7 C. Engineering VPN 7 K L A 7'— /L
ZIREITLEFIEDOW DT RL AL LTRELET,
Engineering VPN UE— h 77 ERX 7 747 b3 TNER) Xy NU—ZIZBETEH LD
NAT HHIZ Bk L E 9, ZOHAIRLOFA L v BICB EX5 K 912, [NAT Rules] A
> "C. [Add] > [Add NAT Rule Before "Network Object" NAT rules] % &R L £,
a) [Match criteria: Original Packet] =V 7 C, IRD 7 4 — /L FEFHRELE T,

* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address] 77 VX RZ %7 Vw7 L, Nty NU—2 %
FT Xy NI~ 7027 "EERLET, 7027 N XA 7T FLAD
[Network] & L CEFKLET, HEIT FL XA M7 AL —3 3 > b—LFBEM LW
TLIEEWY,

* [Destination Address:] [Destination Address] 77 7 X AR % > % 27 U > 7 L. Engineering
VPNT7 RVA F—=LVEZ2RKT Ry NT—F A7V =7 MEBIRLET,

7 VPN B
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el
B

b)

d)

AnyConnect 7 S A 7> b b5 7490w T B4y bT—0F7 RLRAZEBRDO KR .

3:inside-network 7 - DB

B= Add Metwork Object

M
Marne: |inside-netwark. |

Type: i Tekiwork, W !

IP Address: | 10.50.50.0 |

MNetmask:  |255.255.255.0 v
Description: Einside niebwark, |
INAT 2l

[] Add automatic Address Translation Rules

I [w]'8 ][ Cancel ][ Help ]

249511

[Action Translated Packet] =V 7 C, IRD 7 4 —/L REHELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

[Options] =V 7 C, DT 4 —)L RERELET,
* [Enable rule] A4 12 LET,
+ [Translate DNS replies that match this rule] 24 723 57, ZElZLTBE£T,
« [Direction:] Both
* [Description:] HLHIOFL A2 AT L E T,
[OK1 %27 U v Z LET,
[Applyl #7 U v 7 LET,
CLI O

nat source static inside-network inside-network destination static Engineering-VPN
Engineering-VPN

—ferarz N EE I}
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B anvcomect 55470k 5T v oIEHT BRY FT—5 T FLAZHEORE

ATV T6 ATV TEDHEINES TH LWHIRIAZER L. Engineering VPN 7 KL X 7' —/L' & DMZ % v
NI —=ZROEFRDT AT T 47 4 NAT ZELET, DMZRy V=27 Z%(FEILT R
A Engineering VPN 7 KL A F— v Z5ie7 RL AL LT L £,

AT 97T HLUWNAT HHI%/ER L, Engineering VPN 7 KL 2 7 — /L ko RILIEH CTA VX —F v b
T 7 BATEDEIICLET, ZOHE. TAT VT 47 4 NATIHMER L EHA, #E5C
T RVAETFAN= | T RUAMBA LS —F oy b =T 4 L 7 WHERT FLAILLES
LT, ZORAZERT 51T, ROFIRICHENE T,
a) ZOBANMUOKAIL Y I S5 K 51T, [NAT Rules] < > T, [Add] > [Add

NAT Rule Before "Network Object" NAT rules] Z %R L £ 7,

b) [Match criteria: Original Packet] =V 7 C, IRD 7 4 —/L RZREL ET,

* [Source Interface:] Any

* [Destination Interface:] Any, [Action: Translated Packet] = U 7 @ [Source Address] T
[outside] ZBIRT H &, Z D7 ¢ —/L RICHBIMIZ loutside] BATTSHET,

» [Source Address] : [Source Address] 77 7 X AR ¥ > %~ U » 7 L. Engineering VPN 7
RLRA =N aRT Ry NUV—0 A7 V=7 FEBRIRLET,

* [Destination Address:] Any

c) [Action Translated Packet] =V 7 C, IRD 7 4 —/L REFHELET,
* [Source NAT Type:] Dynamic PAT (Hide)

* [Source Address:] [Source Address] 77 WV X RZ %7 Y 2 LT, outside £ > ¥ —
Tz A AEERLET,

* [Destination Address:] Original

* [Service:] Original

d) [Options] =V 7 C, KDV 4 —/L RZHFELET,
* [Enable rule] #4112 LET,
* [Translate DNS replies that match this rule] 4712352y, Tl LT X ET,
« [Direction:] Both
* [Description:] BRI DRI Z AT) L £,
o) [OK]%#72V vz LET,
) [Applyl 227 V27 LET,
CLI O

nat (any,outside) source dynamic Engineering-VPN interface
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X JE

4: Unified NAT 7— 7 )L

AnyConnect 7 5 4 7 >  HostScan .

File Wiew Tools ‘Wizards

Window  Help

Look For: |

é?i] Home Q}% Configuration @ Mnnitnring| LB Save @ Refresh | c Back \_‘;]

2=

Firewall !
| B Access Rules ~
B8 — INAT Fules
----- Q, Service Policy Rules

Confiquration = Firewall = NAT Rules

@9 Edit T Delete 4+ 4 % Bz @

Match Criteria: Original Packet

= " e /
Q, Find f2] Diagram ) Packet Tra

iﬁﬂ_ ;E:riuf; Source Intf | Dest Intf | Source Destinatian Service

_____ & P e 1 Any Any iﬁu Enginesting-¥FM dﬂ: Sales-YPH @ any

¥EL n) Filtering Servers Ay Ay @B Sales-vPN B8 Engineering-¥PM @@ any

Threat Detection 2 Any Arvy mf Engineering-¥PM @B Enginesring-wWPM @@ any

- Any Ay M Engineering-¥PM B8 Engineering-wPM @@ any

— s 3 Any Any B inside-network, B Engineering-¥PN & any

kﬁ) ol Ary Ary @ Engineering-¥PH  mf inside-network @@ any

@_ Firawall 4 Any Any P DMZ-network B Engineering-¥PN & any

7}5 : arry Ay _gﬂu Engineeting-YPh :-,_@,5 DMZ-nekwark, @ any
45, Remote Access VPN ﬂn'-.-' ¥ Engineering-¥PH o

any

| = "Metwork Object” MAT (Rule 6)

21 Sibe-to-Site WP £ management outside = asdm_cuma @ any 1ok 5443
outside manage... @@ any Bl zzz2z2 Tk 5443

éﬁ: Trend Micro Content Security

[£
ﬂ) Device Management =

.

AcC

Configuration changes saved successfully,

Hs Active docs 15

(=

AT w 78 Engineering VPN 7 K L A 7 —)LinZE D7 —/)VEHIK, Sales VPN 7 KL A 7 —)L WNElx > b

U—27 . DMZ*y hU—7 BILOA F—F v MIEIET D X 5 ICRE L7&IZ, Sales
VPN7 RL R T —=ZOWCTR L7 BB A Z M0 IRTVLERHY ET, TAT 747 4
NAT #ffl L C, Sales VPN 7 KL A F—)b 7 4 v 773, Sales VPN 7 KL & 7 —)L|
Wity hU—2  DMZ %y hU—27 BIOA ¥ —F vy MOFR Y NU—2 7 KL A%
ORI D L HITLET,

AT w79 ASA @ [File] A == — T [Save Running Configuration to Flash] #34R L., 741 7 > 7 1 7 4 NAT

B2 =IE L £,

AnyConnect 7 5 4 7 >  HostScan

AnyConnect 77 74 7 > | HostScan (BL{EIX Cisco Secure Firewall /8 A F v L FEEINL TV ET)
WXV, AnyConnect EX o7 EEUT 4 77347 F) FARANMIA VA =L ENTND
ARV =T W T VAT A, TANARR, 77AT A= VDK 7 Ny =T &ilfBlc&xE
T, ZOFEIZX. Cisco Secure Firewall 78 A F ¥ /HostScan 7 7 U r—3 g 2 X > TE S
F9, RAF ¥ T HBAAL FTIX, A& MZ Secure Firewall 8 A F % /HostScan 23 A > A b —/L
SNTWDLRERHY £77,

—ferarz N EE I}



— iz VPN B |
. HostScan/Secure Firewall 78 X F ¥ DHTIR &4

ASDM UILIZEITH U, HostScan 2312 — K LTV 55415 HostScan 23 M X #1E 9, Secure
Firewall R A F ¥R — KZi 5 &, Secure Firewall ‘J‘X:‘f'ﬂﬁf)’}iﬁﬂ%éﬂi'ﬁ“o EITLTWD
NV g N K> TARINTRR Y 97,

HostScan/Secure Firewall 78 X F v D RIE &

AnyConnect 7 7 A 7 > b % Secure Firewall Posture/HostScan & ¥ = —/L & & 12 32 (21X
BIKTHRD L 972 ASA 2 R—FK > MK TT,

* ASA 84

* ASDM 6.4

SCEP ZR:FHERE 21 4~ 5 121%. Secure Firewall Posture/HostScan % A > 2 b —/L4 B LB &
D E7,

Secure Firewall Posture/HostScan D1 > A h— /L TCHR— N ENBAFRVL—TFT 4 VT AT AT
DWW TIL,  [Supported VPN Platforms, Cisco ASA Series] ZZ&f LT Z &V,

AnyConnect 7 5 4 7 > kHostScan/Secure Firewall RXF v DS54 >
A

Secure Firewall 78 2 F % /HostScan O 7 A & o AZM IR DO L FB 0 T,
« JEAI) 72 HostScan/Secure Firewall 78 2 5+ M AnyConnect 7 7 A 7 > b OF|A (Apex) .

 {&15121%. Advanced Endpoint Assessment 7 A & > A DS MLEE T,

HostScan /\ v 5 —

HostScan /X 77— % ASA IZA X R7 a v /3w /- —3 hostscan-version.pkg & L CTr— R
THZENRTEET, ZO7 74 MTIL, HostScan Y 7 b7 =7 & & H1Z, HostScan 7 A 7 7
VJEBIOYR—FRPEFENLTHET,

HostScan/Secure Firewall KX Fv DA X F—ILET=IE
O N >
TvITTL—Fk

ZOFNETIEL. ASDM ZfEfH L T. HostScan/Secure Firewall R AF ¥ /Ny r—T% A A h—

WNERIZT v 77 —FKL, AN LET, ASDM UL IZERITH Y . HostScan 282 — K&

TUW 5 4A 13 HostScan 28 s 31 E 4, Secure Firewall R AF vy 3im— K& 5 &, Secure
Firewall RAF ¥ NI NF T, FEITLTWEINR—=T 9 Sk TARNTEZARY 17,

B s veN EE
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| —meears veN s

FIE

HostScan/Secure Firewall RAF ¥ DA VA F—ILEEEFT7 Vv TS5 L—F .

1R BHHIIZ

\}

GE)

HostScan /3X—3 3 V43 x LARID D 4.6 x AT v 77 L — R L L H & LTWABIBA., LIRTC
feST UT-BETE D AV/AS/FW DAP AR Y 2 —RB LN LUA 22 U 7 F 39 _T HostScan 4.6.x DL
CIEABMTHDLEWVI FHEIERTIHI T T — A v —UNEREINET,

REZE WIS SEDLTZOICETTIMLERS DT XA BT FIENGFELET, ZOFIAT
X, 2OXA TRy 7 2% LT, ZOREZRTT DAIIC HostScan 4.4.x & A#IZ72 %
KOICREEBITLET, ZOFIAEZFIEL, [AnyConnect 7 7 A 7 > b HostScan 4.3.x to
4.6.x Migration Guide] TFEfiZ2 FIEZ ML T &, DF D, BITT 521X ASDM DAP
DORY 2 —_—=VITBE LT, HHMED 720 AV/ASFW B 8 L CTREICHIBR L Th b,

ATy T

ATvT2

ATvT3

ATv74

ATvTh

ATvT6

ATvT17

ATvT8

2ATFvT9
ATy 710

LUA A7 U7 Nt L, EXMIHOLERH D £,

W= g U5 EHHLTWDHEETE, secure-firewall-posture-version-k9.pkg 7 7 1 /L& 2 B 2 —
HiZHFra—RLET, N—Ta4x DA, 7 7 A Vi hostscan_version-k9.pkg T,
[7 w7 m—K (Upload) 1% U v LT, HostScan/Secure Firewall I8N A F ¥ /X 7 — D =
E—Zarta—XF0nb ASA D T A 7R T 52TV ET,
(A A—=YDT v 7 r—K (UploadImage) | ¥ A 7 0 VR 7 AT[R—ANT 7 A VOZH
(Browse Local Files) |%#7 U v 7 LT, @—#/L2 >t =—4# L ® HostScan/Secure Firewall 7~
AF X N\ r—VERRLET,
FelF E# v — R L7z hostscan version-k9.pkg 7 7 A /b, F721%
secure-firewall-posture-version-k9.pkg 7 7 1 /L & ER L, [[BIN (Select) 127 UV v 7 LET,
[m—H/NT 7AW/ A (Local FilePath) | 7 A —/V FE [T T v aT 7 A/ AT LA/RA
(Flash File System Path) ] 7  —/L R T&R L7277 A /LD, AL, HostScan/Secure Firewall
N r—DT v 7 a— REORAZNBLTWET, ASAICEEO 7T v a RTI4TN
HHGEX. DT T va K747 %759 L 91T [Flash File System Path] & e T& £ 97,
[UploadFile] %7 U v 7 LE¥, ASDMIZL - T, 77 A VDab—RN7 T v a 1— RiZiE
EENET, FRIAAT IRy 7 A, T ANVNBT Ty v allEFICF v ra— REhik
ZENRREINET,
[OK]Z7 Vv 7 LET,
[7v7a—KLiA A=Y O H (Use Uploaded Image) | #4712/ C[OK] %227 Vv 7 L
T, BEDOA A— L LTT v 71— K L7 HostScan/Secure Firewall IR A T v /X r— 7 7
ANEHHLET,

[HostScan% A %{l. (Enable HostScan) | £721% [RATF ¥ A A —%H%h (Enable Posture
Image) | BA N2> TOWARWEAITA T L ET,

[Applyl 27 UV v 7 LET,
[File] # == —7>5 [Save Running Configuration To Flash] % 3R L £,

—ferarz N EE I}
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RRAF v R E DB
THAAAZ L, RATF Y RECHERTE LT,

1R BHEIIZ
HostScan/Cisco Secure Firewall IR AT ¥ /X r—UNHDH 2 L EHERLET,

FIE

AT w1 [##EL (Configuration) ]>[VE— K7 27 EAVPN (Remote Access VPN) ]>[RAF + (Cisco
Secure FirewallH])  (Posture (for Secure Firewall)) >[N AF ¥ iXE (Posture Settings) ] Z &R
LET,

ATV T2 EAORL DT NAZY A RND, T, ZAE@RLET,

TN AT LT, [FEARRAF v (Basic Posture) | J@MEE [RAF v HE3E  (Posture Extensions) ]
BHEEFR R TEET,

ATwF3 774/ TiL, Endpoint Detection and Response (EDR) X = VT Y7 b7 =T, T
oYt — " —CilfE U COEREZ BT LET, EDREFNICR L CROBEEMR T HZ L1 T
TET,

* VPN N RNUIRT 7T 4 770 EIZEDRICA VX —Fy Mg T = v 7 B XX v 755
LI ERIEWEAIT, [EDREF T, VPNINT 7T 4 TR 12513 AV F—F v b
WiF = v 7 % AX v 795 (ForEDR update, Skip Internet Check after VPN is active) ] F = v
TR 7 A N LET,

tXa2 VT 4 VT MU= T REHDE D D EHEZE T IZ HostScan/Cisco Secure Firewall 7~
AF v T HAA L FEAENTT HITIE, [EDREF T, VPNRT 7T 4 TR HETTH A
VH—Fy NEtT = v 7 % A%~ 795 (For EDR update, Skip Internet Check before VPN
isactive) | F =y 7Ry 7 A%F NI LET, ZOF v IRy I RAEFT7ICT5HE, #
BNTFELRNWIZORAT Y T EAA L PRRKRL, R o—ZXo IRy hT—2 T
JEAPEESNDHERH Y £9, RAF¥T7EAA L FOFNIIE, A 2 —F v ME
AR T D AHLE L £,

HostScan/Secure Firewall RAFv¥ D7 4 X —JL

HostScan/Secure Firewall RAF ¥ X r—% T A VA M—L3T5HE, ASDM A X —7 =
A ALEDOE 2—MHHIREINET, U X Y. HostScan/Secure Firewall /8 A F ¥ NN 72>
TWBHHEAETH ASA IZ L 5 HostScan/Secure Firewall I8 2A F ¢ Ny r— OEBENEBE SN E
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FIE

&

ATy T2
ATvT3

JI—TFR1) o—~®D AnyConnect 7 54 7> h BEEE S 1 —ILDEIY LT .

9, HostScan/Secure Firewall IR AF ¥ %7 A A h—/L L%, HostScan/Secure Firewall 7~
AF R —F 7T a2 RIATHOHIBRENERE A,

ASDM T, [E%%E (Configuration) ]>["JE— ;7% AXVPN (RemoteAccessVPN) |>[RX
F+ (SecureFirewall) (Posture (for SecureFirewall)) ]>[[RRAF ¥ A4 A — (Posture
Image) ] (I #) L T, Secure Firewall RAF ¥ &7 > A X h—/L L EJ, AnyConnect /3—
VaraxEHEHALTWT, HostScan 27 A A h—/ L3 B41%, [ERE (Configuration) ]
>[JE—FF7YEAVPN (RemoteAccessVPN) ] >[SecureDesktop Manager] >[7RRX kX & v
A *—2 (Host Scan Image) | (ZBE) L 9,

[Uninstall] 227 U v 7 L, #ERDI=OIZ[Yes] 227V v 7 LE T,
[Uninstall] 227 U v 7 LE 7,

FIL—THR) o —~®D AnyConnect 7 514 7 > b+ #HEETE
Ta—ILOEYHET

FIE

&

ATy T2

WOTFNET, AnyConnect 7 74 7 > N HEBEE Y 2 — L & I N—T R U o —& BT £,
VPN =—H—78 ASA (#5545 & X2, ASA X245 AnyConnect 7 74 7 > b HERET
Va—lET U RRA v hara—H Ay ra—KLTA VA M=V LET,

1R BRI

ASAZm 7 F v L, = ar 74 X¥al—varE—RefaLEd, Fr—ryLb o
Y74 Fa2lb— 3 F— FTIX, ASA L hostname(configif 7' > 7 F AR LET,

Iy NI—2 7547 N T RARONEBI N—T RY >—%&BMLET,

group-policy name internal

i :

hostname (config) # group-policy PostureModuleGroup internal

LW NL—F R o —EfRELET, Z0avr FE AN LEEIZ, JA—F RY)—a
Y7 4F¥alb—arE—ROT LT b hostname(config-group-policy)# M Frm L E T,
group-policy name attributes

1 -
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. JIL—TRY) —~® AnyConnect ¥ 54 7> b BWEEE S 2 —ILDEIY BT

ATvT3

ATy T4

ATy TH

7 VPN B

hostname (config) # group-policy PostureModuleGroup attributes
IN—THKY) —webvpn T T 4 Fab—a - FEBLET, ZOavr FEAl
L7c#&iE, ISR ASA D7’ r 7 FidFRSVE T, hostname(config-group-webvpn)#
webvpn

ITN—THNOFTXTO2—H—|Z AnyConnect 7 74 7> M BEREE Y 2 — AR FX 7 m— KX
nN5E21, INV—TRY v—ERELET,

anyconnect modules value AnyConnect & = — /L 44

anyconnect module =~ > R value (21X, IROED 1 DU LEZFRET HZ LN TEET, HH
DEY 2—VERETLD2HEIL. BE o~ TRED £,

ES AnyConnect € ¥ 21— /L/##E4

dart AnyConnect DART (Wi LN LAR— hY—1)

vpngina AnyConnect SBL (71 7' >/ Hij D )

RAF ¥ Secure Firewall 7~ A 9 % /HostScan

nam AnyConnect * v NV —2 T/ A v —T%

none T N—"" R =5 XTOD AnyConnect E ¥ = — /L % HIlR
TOHAITHER L £,

1 -

hostname (config-group-webvpn) # anyconnect modules value websecurity, telemetry,posture

EVa— D1 OFEIBRT AT, RELEVWEY 2 — VOEFE T EIEE Lo~y REF®E
BLET, 222, Z20oa~ FiEZWebtxF=2T 0 TP a2—VEHIBRLET,

hostname (config-group-webvpn) # anyconnect modules value telemetry,posture

FIFAL T4 Fal—varETTyia AEVICEELET,

FLnar 74 Xalb—varPEFICT T yia AFVIRFESND L, [OK] &£V ) Ay
T—URERIN, RITRTASAD T 1 7 NRFRRZHLET, hostname(config-group-webvpn)#

write memory
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HostScan/Secure Firewall 78 X F + B5&E & .

HostScan/Secure Firewall 7R X F + B ;@ & i

AnyConnect

=

HostScan/Secure Firewall R AF ¥ X RiRA > ba L B a—EZnbLHRAF ¥ 7 LT v
EUAE L7221, BHAETEH T2, A4 71y 778 AR —0OFE, Lua D
DERREDS TV FEBERETLILERHY 7,

INHD Ny 7 OOV TIE,  [Cisco Adaptive Security Device Manager Configuration
Guides] &M LT 7Z &V, F£72, AnyConnect 7 A 7 > b T® HostScan/Secure Firewall
RAF % OEEDFEMIZ DUV TIL,  [Cisco AnyConnect Secure Mobility Client Administrator Guide!
HZMRL T30,

X217 EEVTA VATV ) a—

AnyConnect EF¥ =7 EE VT 4 7747 ME, HEEBOBERIZAEEORIE E EEL A
2 —3y NOBEN O L E T, AnyConnectt X =7 EE YT 4 7 T4 7T > MM LD Cisco
IronPort S 'V —AWebtF¥=2VU7 477747 A X AnyConnect X =27 EE VT 47 7
ATV EAFY L TE, 7 IAT 2 MeBEEDHD Y7 MU =T RAEY 2V A GRS
R#ELET, 7747 M, CiscolronPort S 'V —AWeb&X = V7T 4 77747 2 AR
HENA =T N2 o TV D ERIICHER L ET,

\)

6=

Z OKEREIZIX. AnyConnect £F¥% =7 EE YT 1 7T 47> h® AnyConnect £F¥ =7 EEY
T4 TA B A PR — FERMT B CiscolronPort Web ¥ X = VT 4 T T F7A T ADY I —
AMNMMEETT, F£72. AnyConnect ¥ ¥ =7 EE VT 4 7 T4 T MEREE Y R— 175
AnyConnect 7 7 A 7~ U U —ARMETY, AnyConnect 3.1 LARRIZ Z OBEREZ Y AR— K L
TWEHA,

X7 EEVT 4 VU a—Ta rERET HITIE, [Configuration] > [Remote Access VPN] >
[Network (Client) Access] > [Secure Mobility Solution] D JIEIZEI L F 7,

—ferarz N EE I}
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5: [Mobile User Security] 7 4 > K™

é’] Hame CJ,(“} Configuration D Monitaring | 3 Save @ Refresh | o Back J ‘ 'j Help | l CISCO
Remote Access ¥PN Configuration > Remote Access ¥PN = Network (Client) Access > Secure Mobility Solution [J

Intrudu;tmll'l &, 1 The Mobile User Security service lets Cisco IronPort 5-Series Web Security appliances protect Cisco

_twnr (Client) Access AnyConnect secure mobility clients From malicious software and inappropriate sites,
i AnyConnect Connection Profiles
- AnyConnect CustomizationLocalization Service Access Control
AnyConnert Client Profils Specify the addresses of the hosts/networks From where WSAs can communicate with this security
AnyConnect Client Settings appliance.
i} Dynamic Access Policies
3 sroup Polides % add| @ o | [
sec(IKEvl) Connectlon Profiles e 1P address Mask
¥ alutio

- P F\ddress F\sswgnment

2 53 Advanced

Clientless 551 YPM Access

AdafLocal Users

Host Scan Image

Secure Desktop Manager
+ Certificate Management. e
é} Lepicebehn Service Setup
gﬂ Firewall [ Enable Mobile User Security Service
gg Remate Access YPH

: [] Change Passward
gg Site-ta-Site VPN
& Trend Micro Content Security
o |, Device Management
>
&} active  docs 15 & 12/20/10 5:24:50 PM UTC

* [Service Access Control] : WSA OEIL &7 DB A MEZIEHR Yy NU—2 7 KL RAZHEE
LET,

o« [Add] : BN L 72855t D [Add MUS Access Control Configuration] 4 7 & 778 » 7 A8
&£,

o [Edit] : 88R L 72 8%6¢ ® [Edit MUS Access Control Configuration] Z 4 7 & 778 v 7 A3
&£,

* [Delete] : R L7-#ife 27— 7 L GHIBR L £, fERShT, LCOVELLTEEY
hoe

* [Enable Mobile User Security Service] : VPN 241 L7227 A4 7 > k& OFf 2 BtG L £ 77,
A F =TT D L ASA ~DEEHIHZ WSAIZ L o> THA SN DAY — K& AT 5
VHEPH Y F9, WSA BIHELRWES, AT —Z A3 disabled (2720 £,

* [Service Port] : —E R & A X —TMZT L85G, P—ERADEDR— "N EFEMHEHTD
MERELET, A— FOHFMIL 1~ 65535 T, BRIV AT ALY WSAIC 7Y g
ST ENTHINT AEE B ESEHZLERHY T, T 744 ME 11999 T,

* [Change Password] : WSA 77 B A /AT — REERTX £7,

» [WSA Access Password] : ASA & WSA ORBIDFRFETCHE L 72 B FL—7 Ly b R T —
RERELET, ZONRRAT—RE, BHUVATAIELD WSAIZT v Y a =7 &
XS THNRAT— RE—HIEDILERNH Y F7,

s [Confirm Password] : i€ L72/XATU— REZFH AN LET,

7 VPN B

277760
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Add or Edit MUS Access Control [JJ]

* [Show WSA Sessions] : ASA IZHft S 472 WSA D& v v UIFRAEFRTE 7, #Hs
NTW5D (F7zid#Ek Siz) WSA OFRA MNP T KL AR L ORI N4 A 71 s
Ry 7 AZRENET,

Add or Edit MUS Access Control

[(%E (Configuration) ]1>[VE— F7 7 AVPN (Remote Access VPN) |>[x* v hU—7 (7

FA T ) 77 A (Network (Client) Access) |>[EF=aT7EEV T4V Va—ay
(Secure Mobility Solution) ] ™ F® [MUS 7 7 & A DB E 72 13#4E (Add or Edit MUS

Access Control) | %A 7 v 2/ 7Ry 7 AT, AnyConnect 7 71 7 >k ® Mobile User Security
MUS) 77t R2%2HELET,

s [Interface Name] : Ry 77X YA MEFEH LT, BINMELERELTWDHA ¥ —
T oA AL BEIRL £,

* [IP Address] : IPv4 7 RLUAE 72X IPv6 7 KL A& AN TE £,
eMask] : Fry ¥y URXAMNEMHLT, 4O~ A7 ZRIRLET,

AnyConnect 7 SA 7V FDHRATARXEO—D)E—
vav
AnyConnect VPN 77 7 A 7 > F ®AnyConnect VPN £ 2 — /v EZ W AX <A A LT, UE— |
a—P—|Z, DDA A—TERRTEET, [AnyComnect 7 74 T NOH AL <A X/v—

7174 X (AnyConnect Client Customization/Localization) | D7 ¢ —/L RZ&HHT I, RO HZ
ATDORAR~A REINTZT 7ANEA L R— b TDHIENTETET,

* Resources : AnyConnect 7 74 7> hOER SN/ GUI 7 A 22>,

* Binary : AnyConnect 7 74 7> b 4 VA M—FIZRODLFATHRET 7 1 /b, ZHUTIL,
GUI 77 ANVDIEN, VPN TA T M TaTdrAN, AU~ ZOMDI TA47T
VNI rANBEERET,

« Script : AnyConnect 7 74 7 > b 73 VPN 455t 2 ML T DATE 72T RICFATT 227 VT
]\O

« GUI Text and Messages : AnyConnect 7 7 A 7 > "MEHT 2524 bLE X vE—T,

« Customized Installer : 7 A4 72 bDA LA M—=NVEEFTTDH T AT —254,

s Localized Ingtaller : 7547 N TCHEHINDIEEEELEETH N T VAT +— 24,
KEATa T TIIRDOT 7 a v wEZTTEET,

e[ A—="F (Import) 1227V v 27 3%&, [AnyConnect 7 7 A 7 hDHAZ <A XFT
Yz h%&A >R — b (Import AnyConnect Client Customization Objects) ] 4 4 7 1 7 A3

| —ferarz N EE I}
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B anvcomect 55470 b orrgTARED—HYE—v s, YY—R

HLES, ZOXA 7RI TIE, A7V FEeLTAVR— D77 A VEIRETE
\i‘g_(]

e [=27 AAR—1 (Export) 1227 Vv 7 F5&, [AnyConnect 7 7 AT KD AL <A XF
7Yz h&Ex 7 AFR— bk (Export Customization Objects) 1 %4 7 ZNE#LF94, =
DHEALTaTTE, A7V hELTZI AR T D77 A NVERETEET,

*[Delete] 27 Vv 7 425&, BRLIEAT V=7 FBHIBRSIVET,

N

GE) ORI AT 2T AN BT— RTIEYAR—FFShEE A,

AnyConnect 7 S A 7>k DARZATAXEO—A)E—3 0, V)
\J_X

AVR= T OHAZ LA K= DT 7 A N41E, AnyConnect 7 7 A 7 >k GUI Tl
MEND7 7 AN E—BLTVWLRERHY £¥, ZHIETARL—T 4 VTV AT AL -
THE2Y | Mac B LU Linux TIERICF &/PCFREAISVET, 72& 21X, Windows 7 7 A
Ty MO I EEEWZ DI, ME O 2% company logopng & L CA AR — b
TOHMENRDY ET, BIOT7 7 ANVHTA AR —FT5E, AnyConnect 7 747 K A A
F=Z3tDarR—xr baERLERA, ZIEL, MEDOFTY 7 A /L2 R LT GUI
HHNABA RTDHEEE, TEOFATT7 7 ANPOATRED T 7 ANVAHDY Y —A T 7 A )L &I
BT ZenTExET,

AA=THI—AT 7 A)E LT (72L& 1L, company logo.bmp) £ AR — b D555, >
R=hL7eAA=VIE, A7 7 A NGB EZHEHLTHOA A=V %A VR — T 5ET,
AnyConnect 7 7 A7 N W AZ~A XA LET, =& 2L, company logo.bmp & 71 A % I A
A—VIZEBEH|A T, 2O A=VEHIRTO5E, A7 7 A A2 L TH LA A —
Y (FlFmnovAaunId A A=) EAUR—FTDHET, FIA TV MIZOA A=Y
DFRIR ke L E7,

AnyConnect? S A4 7 FDHREATAXEOA—hA)E— 30, NA
FIERSGY TR

AnyConnect 7 S A 7V bHhRAIRAE—ayv/a—h)E—ar, N4 FY)

Windows, Linux, F72iXMac (PowerPC £721T Intel X—R) =B =2—X DA, AnyConnect
2747 MAPLEERT2MBD Y AT FERETEES, 27747 FONALFY
TrANEBEEHZDZ 12X > T, AnyConnect 7 74 7 > b GUI F & O AnyConnect 7 7 A
T hCLI ZEEHAET,

[Import] A4 77 D7 4 —)L RIFKRD LY TT,
* Name & X #i 2 5 AnyConnect 7 7 A 7 b 77 A VDA HIZATILET,

7 VPN B
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AnyComnect 7 54 7> k DARATA REO—hyt—vav, GUIFFRrEAvE—3 [

e Platform 7 7 A VEFEITTH0S 7Ty b7+ —LBERLET,

*Sdectafile 7 7 A VA4IZ, A VAR =F D7 7 A NVDOAFTERICICT 2L2I3H ) £
}\/o

AnyConnect V S A 7>V b HRARAE—L 3 y/A—hYE—ar, RO9YTh

27 V7 NORERBLIOAZ VT NOHIBRFEHEOFEMIZ OV TIEL,  [AnyConnect VPN module
of Cisco Secure Client Administrators Guidel] ZZM L T 72 & Wy,

[Import] #4717 D7 4 —)L RIFRDO L FBY TT,

*Name: 27 V7 b OA4RTZ AN LET, AANIITELWERFZHBEL T ZIV, f:
myscript.bat.

«Script Type: 227 U NaFATTHH 4 I 7 H2FRLET,

ASATT7 7 ANEART YT NE L THAITED L 912, AnyConnect 7 747 M iZk -
T, V7 47 Ascripts &7 L7 4 v 7 A OnConnect % 7= X OnDisconnect 73— —
D7 7 ANZITBINSNET, 77472 bBRERT DL, ASAIE, VE—Farta—
2 LG —y h T4 L7 RMVIZAZ VT heF T ra— RLET, ZOE,
scripts. 'L 7 ¢ 7 2 FH|FR 41, OnConnect % 72 1% OnDisconnect 7° L/ 7 P
DOFEFHRY F4, /=& Z21E, myscriptbat A7 U7 h & A L AR— kL7284, ASA BTl
A7) 7 N seripts. OnConnect_myscript.bat & 720 £9, UE—F 2 1: 2 —& TR
A7 U 7 MX OnConnect_myscript.bat & 720 £,

27 U7 SOEITOEEMEZERT D701, T_XTDASA TRILAZ Y 7 2R
HIEOOICERELET, A7 VT M2 EEEHITEBRT 2561, BAX—Ta v LR 4R
EHHAL, 22— =087 D AlREED H 5T TO ASA IZEHRA S V7 N &2E D 4T
F, 22—V =PRI HE, HLWAZ VT MIEVFECLIOAZ ) F R EEX S
nET,

s Platform : 77 AV EFEITTH0S 7Ty b7+ —LEBIRLE T,

«Sdectafile: 77 A AAIE, A7 VT MK LTHRE LA EF L THLLEITH Y £
NS

ASDMIZE S TT 7 A MR —RA T 7 A AhbA L F— k&4, [Name] (25 L CHE L7280
LWARTPMERR S E T,

AnyConnect 7 5S4 7> F DHREFIA4AXEO0—AHy¥— 3>, GUI
TEXFAREAYE—D

F I IV N OEBRT =TIV ERET S0, £ LWT —7 & ERL LT, AnyConnect 7/
FTAT LV FGUUZEREINDTFA M A v E—VEERTEXET, D1 i, [Language
Localization] <A > & [Al UHREZ FiH £, KV ®ERFIHELEEIZ OV TIL, [Configuration] >
[Remote Access VPN] > [Language Localization] {28 L ¥,

| —ferarz N EE I}
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B avcomect 55472 L OhRERAREA—HUE—Y a0, DRAERARENIA VR b= FSURTH—L

Y =S DIEE DR FZ AATINZ T, ZONA VEL[A] A FZ & BIIOR %
%z 2.7 [Template] =V 723 % Y £7,

Add : [Add| R HF > %27 ) v 7 FTDHET 740 hOERT —T O a e —NE &, EHERE L
TORGETHZENTEET, RIF7V 7 ANVOSELINL, 77 A LVADTF A NOSFE
BCRETHZENTEET,

BT —TNDA =T HBNAZ A ZXT D56, msgid FEE LRV T ZE VY, msgstr
NOT XA NEEHELET,

FUT L= NOEBEIEELET, T 7L — MIF vy v 2 AE Y NOEHRT — 7 LI
D, BELEARNGEET, 77 UVFOEEAS T v a v E RO S DR ZHEH LT
I, ez, PEEOT T NVEERT HEZICIE ZFH L T H5E1E, IEICk-
TSN zh LW OMREEZM A L £,

[Template] £ > 3 >
« T U7 L— MNEREZ R L TT 7 4V NORGEEWT — 7 /T 72 AT HITIE, [Template]

Vv LET,

« T 7 4V NOYGEEMT —T N EFR L, REIE U TRET I, [View| 227 Y v
LET,

« T 7 A NORFEEBRT — T NV D 3 —E T TIRAT HITIL, [Export]| &2 U > 7
L/iﬁ‘o

AnyConnect? S A 7> FDHREIAXEO—AH)E— 3>, AR
AIARXENIA VAR =5 FT VR TH+—LA

B LA D N T v AT =2, VATV M AV A =T Ful T L& L CTRHA
952 &1L 5T, AnyConnect 7 747 2~ GUI Z KIBICH AZ~A R4 HZ ENTEET
(Windows D&) . F T AT 4 —L% ASAICA VR—b T2HL, AV A —F Tl T L
PHEHALCEMINLET,

NIV AT7 4 —ALDEAEE L TERINTE 5DF Windows 7217 TF, N7 AT 4 —ALDFE
oW Tik,  [Cisco AnyConnect Secure Mobility Client Administration Guide] # & L C< 72
AN

AnyConnect”y S A 72 FDHARAIRARXEO—H)E— a2, O—
NDTGARXREINFA VR MN—F PSR TAH—LA

NTUAT—LBHHLT, 7I7AT U M AVAR—T TR TTAIFERIND A vE—
CERRTEET, NI UVATF—AILE o TA VA ML=V a rBNEREINETRN, TOE
X2 U T 4 BAMSIIIZLLERA, TNHED T VAT 3 —ATIEA VA b—T WmE7ZT
DEERE, 774 7> b GUIEIFFR SN E A,

7 VPN B
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AnyConnect 7 51 7 > + H R 5 LIEM .

AnyConnect 7 514 7> k W RA LEM

71 A H LJEPEIL AnyConnect 7 7 A 7 > M IZEE S, LTIORT X9 RIEEZ R ET D729
WHEHSNET, DAZABHICIZZA T AR EOMERH Y £F, FANIER LTI AL
LEMIE, FAFI 07 TIRBARYI =L N—T R —DOlGFTHERAENET, Zh
5DOHAH KBEMHEOEREIZOWTIL,  [Configure Secure Client Custom Attributes in an Internal
Group Policyl] 2 L T 7Z& W, 2HOSEIERHRO N A X K@z ERE L O E
LT,

* DSCPPreservationAllowed :  (DSCP DfRFZAML) ZDONAY LgttaREd 5 &,
Windows F 721X Mac DA XL —F 4 > VAT A 7T v N7 % — AT DTLS #ki D
Differentiated Services Code Point (DSCP) 23l S nE 4, Zo@EaiH+Ts L, T3
A AZ, BIEORBEZZTRT W T 7 v 7 Z2ERNAAAT U, BSRIENAHT Sz b
T4 07— T TT U MY FEROBEZSGET L2 2 N TEET, FHMIC
DWW TIX,  [Cisco AnyConnect Secure Mobility Client Administration Guide] @ [EnableDSCP
Preservation] ¥ 7 > a AL T Z &V,

fEIX True £721% False T9, 7 7 4/ h TiL, AnyConnect 7 74 7 > I X DSCP O{RFF
ZFEITLET (True) o BT DT, ~y R RTHAZ LB % false IZFRE
L. #kex et L £9,

DeferredUpdateAllowed & = 1d DeferredUpdateAllowed_ComplianceModule :  (ASA TH
BFOEHZ AL ZNEDOH AL KEERRESN TWDLEEIC, 7747 2 bOEHE
DRIFFREEIZ/2 D &, AnyConnect 7 7 A 7 2 MIEH % FATT H0MEMT 20 % 2 — W —
WCF;NRL LA Ta Tl EEET, FEMICOWTIE,  [Cisco AnyConnect Secure Mobility Client
Administration Guide] @ [Enable AnyConnect 77 7 1 7 > |k Deferred Upgrade| % 7-1%

[Configure Deferred Updateonan ASA| ZZ R L T 7230y,

fEIX True £ 721X False T3, True %A, BT OIEMN G20 £9, HHOUER S E
% (False) OFA. TilOREITEH SN ET,

« DeferredUpdateMinimumVersion_ComplianceM odule & 7= (&
DeferredUpdateMinimumVersion : B ZEH CTEX 5 L 212 572D A A h—/b
THINEND DI/ —2 3 D AnyConnect 7 7 A 7 2 K,

L xxx T, T 74/ ;£ 0.0.0 TY,

« DeferredUpdateDismissTimeout : B HTOIEM 2 FEiR T 5 4 A 7 1 7 RFoR S To
5, HEIWIZPAL 2 £ TCOME, THOLEMEZHERT 244 T I BERINDGE
WZOHEH I ET,

EIX0— 300 b Cd, 74/ ME150 T,

« DeferredUpdateDismissResponse : DeferredUpdateDismissTimeout D FAERFIZFEITT 5
TIvalv,

fEIX defer GEH]) F7-1L update (BEH) T¥, 7 74/ b update TY,
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. AnyConnect 7 54 7> b h X3 LEH

« dynamic-split-exclude-domains<fg &> <k A A4 D) X k> F1=I&

dynamic-split-include-domains<@4&>< kAL VDY R +>: (XA FIv T 27U v |k
Fox Y T aAb) ZONAZ LBWEAERT D Z LK b URIVORENLRIT,
BARDDNS RAAL VAIZESHTEHICAT Y » RN R R Y U T EITH 2 ENRT
& E£7. dynamic-split-exclude-domains ZiEBf19 %5 Z £ IZL Y, VPN k& RILDINRD 7 T
AT NCEBT 7 -ARMELR 7 T RERITI Web —E 2% AT TEXET, FEHIC
DUWTIE,  [Cisco AnyConnect Secure Mobility Client Administration Guide] ¢ [ About Dynamic
Slit Tunneling) Z#ZM L T 7230,

EORBRMAIZIX, EEOARIZIRE TE £7, =& 21X, anyconnect-custom-data

dynamic-split-exclude-domains excludedomains webex.com, ciscospark.com @ X 5 {2 L £,

« no-dhcp-server-route : (/X7 U » 7 DHCP % —/3—)L— b DFE) DI AH LEMEIZ X
¥ . Tunnel All Network 23&E SN TN DHEIZR—H/VDHCP T 7 4 v 737 VT T
XA NTHND L1279 £9, AnyConnect 7 74 7 > b %, AnyConnect 7 7 A 7 > bk
DHERGEIRFIZ 1 — 71 )L DHCP H— S — R ED/L— R ZBIML, RA R~ D LAN 74
TR —\THEERIN e 7 4 V2 & LC, DHCP 7 7 1 v 7 ZBRS Y%A — FOFTRTO
N7y ETay s LET, sEIIZOWTIE,  [Cisco AnyConnect Secure Mobility Client
Administration Guide] @ [SetPublicDHCP Server Route] =27 3 a v 2R L T &0,

fEIX true £7203 false T~ FVHENLIRF D7 U v 7 DHCP H—/3— JL— hMERK 2
(7 %721, no-dhep-server-route 7 A ¥ LABYERAEIE L, true IR E SAL TV HLENH
DES,

- circumvent-host-filtering : (7% v F DS A B A — 35 K 912 Linux Z 7% &) [Tunnel
Network List Below] 28 A7 U » b b3 U UV THICERE SN TWAELEIZY 7 3%y FOkR
NS R— b T25L912, Linux ZRELET, stz OWTIE, 73y FOERNSE Y
A= FF 572D Linux DFFE 30 X—) 2B LTI EEN,
fEIX true F 7213 false TI, true IZRE L F7,

« tunnel-from-any-source :  (Linux?®#-) AnyConnect 77 71 7 > b I&, Split-Include F 72 1%
Split-Exclude & F/LE— ROEEDREILT FLAZFEONRTy FEFFAILET, VM
A VAB U AETZ T Docker AT FNOFR Yy NU—0 T 78 AEFFAITEX £7,

A

GE¥)  VM/Docker A SN D F v b T —271d, &N b RV HER
ST B BNH Y FT,

e perapp : E/NA LT 31 A (Android F 7213 Apple i0S D#A) LORFEDT 7Y ir— 3
vy NTVPNEAEH S ET, MoV Tk, [CiscoAnyConnect Secure Mobility
Client Administration Guide] @ [Create Per App Custom Attributes] 27 > a > &R L TL
U,

EERETDHEIT, R —Y =5 BASE64 B A 28— L CZ ZICHE 0 fHF T, 1
S EDOEEBMLET,
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IPsecVPN 251472k V7 koz7 [

I OREDHH Z S 51258229 5 121E, [Configuration] >[RemoteAccessVPN] > [Network
(Client) Access] > [Group Polices] > 2 == —TC, EFRFHT ALY LEEDIZE AL EEFFED T
N—T" RV O —IZBEEMT L2 ERH Y T,

IPsecVPN O SA 72 VYD 07T

N\

G¥)

VPN 7 S5A4T7 2 MEMAEHRKET, YR—FDBTLTWET, VPNZ T4 7 2 FORE
[ZOWNWTIE, ASANR—T 3 V9212 AASDM DO~ =27 )L EHM L T 2 &V, AnyConnect
tXaT FEVT 4 IV IAT U MITYTITL—RTEHIEEHELET,

Zone Labs Integrity Server

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[Advanced]> [IPsec]>[Zone
Labs Integrity Server] /X% /L " CiX, Zone Labs Integrity Server % ¥ 7R— 325 X 92 ASA Z 7%/
TEET, 2OV ==L, T4 X=Xy NT—J T IV ERATHIE—b 7 T7A4T
FCEF2UT 4 RN —%wMT 5 HA TG ST Integrity System & V9 AT LD—

T, FEHMNL, ASART 7 AT V=N Y —=_"=ZT D57 T4 7 FPCOT R I
L U CHERE L, Imtegrity 7 74 7> b & Integrity B —/N—f] CHEE/2 T XTO Integrity [EH %
UL —LFET,

)

G¥)

BEDOYV ) —2ADEX2 VT 4 77747 2 ATEHRKEHZ 1 B O Integrity Y—/N— DAY
A= hFSNTWETR, 2P — A ¥ —T = A ATILRK S5 B O Integrity H—/S—DFHED
PR—=PFEINTNWET, T T 4 77— —CEENEE LG E1E, ASA - THIO Integrity

P R—ZHELT, Z7I9AT L FVPNE Y g U ZHELLTLEEN,

* [Server IP address] : Integrity —/X—®D P 7 RLAZ AN LET, Ky Mix 10 #EEEME
HALET,

e [Add] : BT LW — S—1P 7 KL R % Integrity ¥ —/3X—D U A MZBMLET, ZOKRH
UL, ServerIP 7 KLV A 74— /L RIZT RLVABANEND ET 7T 4 7720 £,

* [Delete] : E4R L 7= —/3—% Integrity —/3—D VU 2 b S HIFRL 97,

* [Move Up] : iR L 72— 3—% Integrity —/3—D U X MNT EIZBEILET, ZDOHR
ZF, VA MIH—=R=0 1 BULFET 25T TE £,

* [Move Down] : B4R L 7= —3—% Integrity —/X—D U XA NNTFIZBHLEST, 2D
R AL VA M —="=2 1 BUFHET 258 EHTEET,

* [Server Port] : 77 7 4 7 72 Integrity —/3—% U v 295 ASA DR — hEFEZ AT L
F£9, ZTD7 4 —)b RiL, Integrity Server D U A MMZH— —3b7e < 24 1 BLLEGFTE

—ferarz N EE I}



B osexus—omm

ISE7R1) 3

— iz VPN B |

TAEAICE TR TCEET, T 740 b R— b&EH1E 5054, &PHIZ 10 ~ 10000 T9°,
\_0)74v—/1/] I%. Integrity Server U A FPNIZH — = {FET DG5BT TE E
j—o

* [Interface] : 77 7 4 7 73 Integrity —/"— L @ET D ASA A ¥ —T7 = A4 A& BN L F
T, ZDA U H—T oA A% A =2 —|F, Integrity Server U A NIV —/N—N{FAET 5
Ga iR TE £,

* [Fail Timeout] : ASA 37 7 7 « 772 Integrity ¥ — "—|ZEFETX W LEZESTHET
DR BE AT LES, 7740 MI 10 T, #PHIE, 5~20 TT,

* [SSL Certificate Port] : SSLFRGECTH T2 ASADR—FE2MELE T, T 74/ FDFR—
~E 80 TI,

» [Enable SSL Authentication] ASAIZEDVE—F 27747 FD SSL FEEDFREZE A
R—=T T LHAENA NI LET, T 74V T 7747 FSSLERGEET « & —
7°/l/617§?0'(b‘i70

« [Close connection on timeout] : % 1 A7 7 MEFIZ ASA & Integrity h—/N—[HOBHG A& T
TOLGECH T LET, T 740 TR, Bl MR S E T

* [Apply] : BXEZFAT L T D ASA I Integrity Yy —/N— D% EZEH L £,
s [Reset] : F/ZMAH STV Integrity — S— DR EOEE ZHIFRL E7,

—MDE A

Cisco Identity Services Engine (ISE) 1%, %= U7 4 AU O —FHEB L OHIE 77 » b7+ —
LATT, A, A VLA, VPNEROT 72 2AHHE X2V T 4 avr 7347 A% H
b, o7z LET, CiscolSE [FFIZ, Cisco TrustSec L HHEL TEFX a7 7/ R &
TFANT 7 RAERM L, BMAFTAET A AFEHIAKR (BYOD) A =77 4 7 &V AKR— |
L., ARV —%Z@#HT DI INET,

ISE Change of Authorization (CoA) #¥EEIX. #GE. 8], BT I T 17 (AAA) Ev
VHV@Eﬁ%\?VVSV%Q%’ﬁE¢5Kb®XW AL LET, AAA D=2—
P—Fllda—— I NV—TDORY) > —%EHTHE, ISENDH ASA ~CoA N7 v M A EHE
EELCREEHEE L, FrILWRY —2@MHATEET, 1 T4V RAT ¥ EEARA >
L (IPEP) 1, ASAIZ K> THENL ENT-E VPN g T 7 A a2 ba—L J R b
(ACL) ZiM3 208 ixdH 0 A,

ISERY > —DFEfilX, RO VPN 7 747 hTYHR— SN TWET,

 [PSec

 AnyConnect 7 74 7 > b
» L2TP/IPSec

VAT A T7a—IRkOLEBY T,
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serazEog: |

1. =R a—¥P—2RNVPN#HmALERLET,

2. ASAE, ISEIZR L Ca—Y—%FFEL., X v N~ ~DRET 7 B AT H2—
H— ACL 25T HD 9,

3. TAULT AU TBEA v E—UNISEWSEE SN, By a VB EEEnE1,

4, fz%&?txxy%ﬁmmi~ylyk&BE%fﬁﬁﬁbhiﬁo:@fmkxﬁ\
ASA ICB BT,

5. ISENRCoAD [RI>—Fvia| ZALTASAICRY) P —DOEFEZEREFLET, 21
XV, Xy NU—F TR AMEREZED DH Lo —P— ACL 2Nifkpl S E9,

N

GE)  HBEDOCAEFHEIN L, B0 T A 7 XA LAHFIZBIMORY > —F i3 ASA IEBHIIZITH
NAGENRH Y 7,

ISEEF R ZEHEDERTE

ISERR A AE ZRET 5121%. ISERADIUS r— _R—%Eieth— "— 7 )L—TZ/Ef L, U ET—
N 727 ERAVPNRET2 77 AN (FXL) TEOY—NR— TN —T5FEHLET,

FIE

ZT v 1 ISE H—/3—@D RADIUS AAA —_— FIIL—T%2RELET,

ROFNEIL, B/ROBREEZRLTOVET, BEILUT, ZV—7DOMORELFHETE E
Ty KD OBRETIE, 1FEAEDXRY NT—ZIZH LT 7 4V "EENRH Y £9°, RADIUS
IMAﬁ%A%7”M7@ REDTEMIZOWTIE, — a7 X2l —ar A4 K%
ZHLTLIIZEN,

a)  [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [AAA Server Groups] % i
RLUEF,

b)  [AAA Server Group] fEIKC, [Add]| %7 VU v 27 LET,

c)  [Server Group] 7 4 —/V FIZZ NV—T D4R EZ AT LET,

d)  [Protocol] K w7 & 7> U A KD RADIUS h— 33— X o 7RI L 7,

e) [Enable interim accounting update] & [Update Interval] 23384 L, RADIUS 7 v > 7 «
VITHEFA = U RNEICERESND LI LET,
ISEIZ, ASAZREDNAST A ANBRAET DT T T 4 7 La— RiZHE3nT,
TIT47tyvaroF vy M ERELET, LEL, By arBT T 47
THDHEWIBEH (TATT 4o T Ayve—VEREFRAFY TP rvay) %
SHHEZAZ Lo 7o, ISEIXT — 4 X—2Anb 2Dty va Db a— REHIRL
EJr RN fﬁﬂ%ef"ﬂ@%b‘VPN PN HIBR SNV E D ICTDIZE, 3 TOT 7747
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B osexazsoxs

ol a I OWTCISEICEMMNICHET Ao T 4 v TETFA v —T %K ET B K

N, IN—TERELET,

INOLOEHZEET HMBEERMBEA CTELETEET, 7 740 MNI24FE T, 5E
T 5#PHIX 1 ~ 120 TY,

f)  [Enable dynamic authorization] % %R L £ 9",
ZOF T a iE. AAA —3— JL—T7 D RADIUS OENAIEET] (ISE R W,
CoA) —ERZA RX—TNIZLET, VPN F o RN TH—— F N —TF 52T 5
L. XA RADIUS 3 —/3— 71— 778 CoA AT B S S, ASAIZISE 26D
CoARY v—HHAR—F E2Y v R LET, BOR—FE2EHAT S X DI ISE —
NR=WHESINTWARWED , A—T1k (1700) ZZELR2WTLZEW, BRh7&ix
1024 ~ 65535 T,

g)  FEREIZ ISE = H L2254 1%, [Use authorization only mode] % 3% L £ 97,

ZOFTva it == TN —TEEANEHT D & X2, RADIUS 7 7 & AZR
Ay—UNB AAA == HICRESN TSN RT — FHAUCK LT, TR
Al BExRELTHEINDZ EEZRLTWVWET, RADIUS —"—D @ AT — R %
BETHL, FONRAT— FIEH SN ET,

7o & z2E BRI Z OV — R — T — T TR GEHEERFE AT 258120, BATEH
ET—FREMHALET, VPN N RV TOERETH T T 4 TN DY —s— J)—
TEERT D AREENH DD T,

hy [OK]ZZ7 Uy 27 LT, == N —T%2RFLET,
i) PR — TN—T %R U725, [Servers in the Selected Group] V A N C[Add] =7 U v
27 L. ISERADIUS ¥ —"—% 7 /L—FIBMM L £7,

F—RBYELZLU TR LET, HEIOSCT, MORERCT 74V NERETEET,
* [Interface Name] : ISE r——(ZE[ZEST HTODA X —T = A A,
» [Server Name or IP Address] : ISE %h—/X—DHR A N4 F721XIP 7 R LA,

o (fEE) [Server SecretKey] : #fi a5k 5% —, F—%FE LRV &, BT

BrfbSnEFthA (FL—rTFTFAN) . ZOXF—T 127 LFE TORBT O
BREN, KRXFENPLFOXBNREH Y, RADIUS —— LD F— L 7 UfEIZR Y
7,

i) [OK] %27 UwZ LT, ==& L—FITEMLET,
Y= T =D ISE r—_R—Z B ML £,
ATFYvT2 VE—KT7Z7EAVPN CISEY—R— I —TF52EHTH-012, HRET2 77 A /L& B

LET,

LT OFIEIZ, ISEREDORES 7> a L NZDORHZYE LT, HMERNZR Y E— 727 AVPN
EERT AR, 20O F Ty a VERETDHILERHV ET, VE—F TZ7EAVPND
FAEIZHOWVWTIE, 2O~ 2 T AOMOEFT OB > T 72 &0,
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a)

b)
¢)

d)

isexazEnss

[&2%E (Configuration) 1>['"JE— ;7% £ AVPN (Remote AccessVPN) 1>[Fv kT —
9 (U547 k) 7YX (Network (Client) Access) ] [AnyConnect 7 7 A 7 > b ¥&#E
7B 774 JL (Connection Profiles) | Zi&R L £,

[Connection Profiles] 7—7 /L C, 70u 7 7 A V& BT ITMWEL ET,
[Basic] ~— T, @R EiRE L £,
o BRAEIZ ISE H— " — 2 H 4 235513, [Authentication] > [Method] IZxf L T [AAA]
IR L, KIZISE AAA H—— L —T %I L £7,

« FFATAIZDIHISE r—/"— T —T 2R ET D56 1E, BIOFGEEST X ([Certificate] 72
&) @RLET,

[Advanced] > [Authorization] ~X—<""C, [Authorization Server Group] {Z%} L C ISE #—/3—
TN—T a2 BRLET,

[Advanced] > [Accounting] ~—<"C, ISE #— 13— 7L —7 %R L £,

[OK] %727 Vw7 LTEREEZRMELET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



