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[Monitor IPsec Tunnels]

[Monitoring] > [VPN] > [VPN Connection Graphs] > [IPSec Tunnels]

TRk, =7 AR— MEIZEIROMER Z1T D IPsec N RNV XA T DT 57 LT —TN%Fs
ELET,

[Monitor Sessions]
[Monitoring] > [VPN] > [VPN Connection Graphs] > [Sessions]

TR, =T AR— MELIZEIROEREZITD VPN v a v XA DT T 7T —T V%
BELET,

VPN ifi5t DB tR

BEDYVE—h T 278X, LANRB, 7747 hLASSLVPN, F/IEEFA—/L 7%y
Ty a VORI RT A= 2B L UOWEHEHRAE R TRT DI2IE, ROEHRZZRL TS
VN, RTGA—F LEEHERIZ, By ary e ha Lo TRAYET, 0. BEHESR
F—TIVORNEFIT., BIR LR O X A Ik > TR Y £, KT —7 VICiL, =2
oty va rOFENRT A= RTTEREINET,

[Monitor Session] 7 1 > K™
[Monitoring] > [VPN] > [VPN Statistics] > [Sessions]
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ASA D VPNt v ¥ a ViteHEREZFR R LET, ZOXAL D 2FHOT —T LVORNRIL
[Filter By] U A h DEIRIZ L - THERARY £,

GE)

EWEEX, IET T 4o TREO—T A N L —A L, HEHEREMR TE L L IRV EL
oo TABUVAEO EIRICET HZ 0L, FiHla—FRn A 0 TEx 5 L9010, &b REFRH
#77747&ﬁ//a/174kwh ETHLERRENET (HBNICr Z7F 7 S E
T) . IO OMEHERIZIL, show vpn-sessiondb CLI =~ REZEH L CT 782952 &
t, & F9 ([ [Cisco ASA Command Reference Guide] D)7z UV —A] 25 L T ZX
V)

* [All Remote Access]

ZOT—TNDOENRY)E—FT7EA (IPsec Y7 b =T BLON—RU=2T 7747
VRN M T4 ICEETA I EERLET,

« [Username/Connection Profile] : &> ¥ a > Oa—¥ 4 £-dn 7‘4’ VA BROHEHR T 1
T7AN (FRVTN—T) ZRLET, 7 I7A47 2 FRRIECT V2 VAEHE
LTWAEHE, 7 4 —/b RIZFEHZED Subject CN F 7213 Subject OU b’iéﬂ“éﬂiﬁ“o

» [Group Policy Connection Profile] : v a v ®D bR JA—F R Y o —x a7 7
ANVPERINET,

* [Assigned IP Address/Public IP Address] : 2Dty a>DUE—F 75747 MIEID Y

ToNTWLETIA4_X—hK ([EVETHRZ] ) IPT FLAZRLET, Ziux TH
W) EIE MRAE) IP T RLREBIETII, 7747 MITTFA4AX—h Xy hU—7
FEOFRARNELTCERRENET, /2, ZOVE—FT 78R RO a DI IA4T
cONRXTYV 7 IPT RUABERRLES, X7V v ZIPT RLAIE, A5 IP7 KL
AL HIHENET, WE. ZHIFISPICE>TZ IA4 7 MZEIV S THENET, 207
RLRIZED, 2747 NI, X7V 7 Xy T —27 EORANE LTHRETHZ &
DAL 2D £97,

N

(GE)  [Assigned IP Address] 7 « —/V KiX, 7 7 A 7> kLA SSL VPN
tyvavididEHINEYA, ASA (FrFYV) BTTO K
T7 4w OFEXIZRYET, Ry FU—ZHEE— NIZBT
BN—RUxT 7747 bty aryofs, SIS ToHh
TZIPT RLVRZ, "—=RU=7 7747 DOTTAX— KN
Wy hT—0 L B —T =2 ZADY T F v FTT,

« [Ping] : ICMP ping (PacketInternetGroper) /X7 v hZEFE LT, X NV —27 OFficc T
Z M LET, BAERIZIEZ, ASA L@ #1728 X M IZ ICMP Echo Request A v E— T % %
FLET, FANDBEREERGE/RYA X, EchoReply A v — UMK E4L, ASAIET A R L
7oA A R OLRETE T Success A v E—VEFIRL, SHICEREEFELTND ﬁu?//w{%?;
FET5ETCORBHRBOERLET, MONOIHTY AT AIRETERWVWEES (KA
RBRZ T LTS, KA FTICMP BEIT ST, b— A ﬁzénm\m\
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FRL—2ZRNE T LTWS, Ry NI —IRE T E-IRREL TWD7RY) . ASAT
X, T A L7 A N OL4RETAEE &7 [Error] Wi ASFR SAVE T,

*[LogoutBy] : B/ 7 U T 5y arD7 ) 7)) HEHEEZBIRL E3, --All
Sessions-- LA/F 28I L 72354, [Logout Byl U A NOLEMDA v 7 ANT 77 4 712721
%9, fHIZ Protocol for Logout By ZBRIRLTEGAE, Ry 7 ARV RANMIEDY, s 7y
F 7zl LTRSS han 547%1%?R“@é°iﬂ"o ZOYRNDT T 4Lk
X IPsec T¥, Protocol IAADIEZ B L7-5E1E. ZOR v 7 A @bz A4
LN H D T,

[Monitor Active AnyConnect Sessions]

[Monitoring] > [VPN] > [VPN Statistics] > [Sessions]

A=Y H IPT RVA, T RVRZAT F72iIATY v 7 RLATY—bani
AnyConnect 7 7 A4 7 h By arERRLET,

[Monitor VPN Session Details]
[Monitoring] > [VPN] > [VPN Statistics] > [Sessions] > [Details]

BR Ly varpary7 4 X¥alb— g URE, HEHER, BXO2T— MERAFERL
ij—o

* [NAC Result and Posture Token]
ASDM TlE, ASAIZXy hU—2 T RIvvay ary ha—RREINLTNLHEEICO
Hy ZODOHT HMMERFERENET,

s [Accepted] : ACS IFIEFIZV E—F RA NDFRAT ¥ EMIEL F L1z,

* [Rejected] : ACS IZ VY E— K IR A FDORAT ¥ ORGEIZRK L E LTz,

* [Exempted] : ASAIZRRE ST R AT ¥ BAERFR Y A MIfE-> T, UVE— AR MIKA
T v FEEZ R STV ET,

» [Non-Responsive] : Y E— b 75 A ;I EAPoUDP Hello A v t—ZeE LEHATLT,

* [Hold-off] : R AF ¥ KRGEIZE) L=, ASA & U E— k & A bk EAPoUDP {5 23 i
ZF LT,
« [N/A] : VPNNAC 7 /L —7 R Y &=, UE— b RA FDNACIET 4 E—T L&
NWTWET,
* [Unknown] : R A F ¥ FREEDSETH T,
RAF ¥ b—2 1%, Access Control Server Ti¥ E FIRE/R I CF4 T3, ACS li‘%?&%ﬁ?@
72D ASAICRAF ¥ h—r v & Xy u—RL, VAT A E=ZY T, LiR— b,

Ny BEROBRX U 7% ELET, NAC Result ([ZHi< —fEMRARATF ¥ b—7 Vi
Healthy. Checkup. Quarantine, Infected ¥ 7={% Unknown T,

[Session Details] A > ® [Details] ¥ 72ld. RDOH T ABRERSINET,
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+[ID]: By a4 FIvIIZED Y TOENZ—EDID, IDIE, By g ~DASA

DAVT I AL LTHREELET, TOA VT v 7 ABERALT, By va AT L1HE
WA B L OFERLET,

o [Type] : ®v > a XA, IKE, IPsec ¥ 7213 NAC,

s [Local Addr., Subnet Mask, Protocol, Port, Remote Addr., Subnet Mask, Protocol, and Port] : 5<%

D (m—=A) ET OGN Y THATNET FLRAER—= LA —T 4 7D
TeOIZZDETIZEHY B THNTNDT RLALR— R,

s [Encryption] : 2O v aTHALTWE T — X7 3 XA (EALTWDE

) .

* [Assigned IP Address and Public IP Address] : 2Dt v a D UE—h E7IZED ETH

NTWLTITAX—=RIPT FLAZRLET, WEETIFRBIP 7 L X & ST,
FOLETCHENTNWDIPT RLRIZEST, VE—bMETEFETIA4AX—F xy hU—7 |
WZHBEIICRAZET, 2BHO 74— /L RIZIZ, 20Oy a DY EFE—FaLBa—
ZDONT Y7 IPT RUANRERINET, SMBIP T R A& GIETI, W, /\°7“

Uy ZIP7 RLVAZISPIZE T E—bharBa—XIZE8DETonET, T

T, VE—F avbEa—XEFIN"\T7) s Xy NI—=7DFRAFE L THEH “C%iﬁ“o

s [Other] : & v a NZBHERMIT S TWDEZDMOJEM,

kOBMEIL, IKEt Yy gy, IPsectyiar, BLONACEy g CEASET,
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» [Revalidation Time Interval] : F%T) L72& R A F ¥ MREEMICSLE L S5 MR #B%) .

» [Time Until Next Revalidation] : £ % DR AT v KFERIT T L7 o 725613 0 “C?‘
FNUSDOEA 1T, Revalidation Time Interval &, [IEHFIZTE T L7ZEHIDO R A 7‘ ¥ FHERR D
DOREFRIE L DFETT,

* [Status Query Time Interval] : JH) L7e R ATF ¥ BREEE T2 IZAT —F X 7 2V —DISE LR

DAT—H AT T —DIE L OMICHER SN AR () , 27— &x71)
HERTOR AT v HEBLUBEIZHR A B TRAF YR LT E ) D afERT 572012, ASA
NUE—F FAMIFBITTDHERTT,

* [EAPOUDP Session Age] : fxf&IZEH) L72 AR A F v FRAED> Bk L 7= FVEK,

[Hold Off Time Remaining] : % DR AT ¥ BGEED K L7251 0 BT, Enlisto
Bl EIDORAF ¥ a7 E TCOMETT,

* [Posture Token] : Access Control Server Cax & FIHE72 1 HCFF, ACS IXTHFMIRMILDO 7= DI

ASAIZARAF ¥ h—r v &F U a— KL, VATAE=XIV T LR—bh TRy
7. BEXORX UV EIELET, AR AT ¥ b—2 1%, Healthy, Checkup,
Quarantine, Infected, ¥ 7213 Unknown T,

* [Redirect URL] : RAF ¥ MRFEET-1X7 74 7 v LUV ARIER KDL £, ACSITEY v 3

VHOT 7B ARY —% ASAICH 7 a— R LE9, Redirect URL (X, 727 A R
V= _RAB— DA T arDO—5TT, ASAE., VUE—F FARA DT TO HTTP
(FR—F 80) k& HTTPS (AR— k 443) ZERk% Redirect URL (FAETHE) 12U &4
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L7 FLET, 727ERARY 2 —|Z Redirect URL &G EN TV RWEEES. ASA XY £—
kAR A FH B O HTTP Bk HTTPS sk A VA4 L7 R LEH A,

Redirect URL iL, IPsec Z v a VBT T 20, RATF Y ERIENFEITIND ETHZ)
T9, ACSIL. #7275 Redirect URL 235 L5 D>, Redirect URL 23& N2 WET LW T 7
TAR)—FHX T a—RLET,

[More] : ZORFZ ML T, By a0V I NV—T % BREEE I L £
7T
ACL # 71Zi%, By v ail—H L7 ACENREEN5D ACL ERENFET,

[Monitor Cluster Loads]
[Monitoring] > [VPN] > [VPN Statistics] > [Cluster Loads]

VPN 2 — RRF v 7 ZAZNOY—ABICBITL8TED N7 7 1 v 7 OAR R E R
IRLET, =BT TRAXO—TRWEGE, 2O —"RNVPNE— KT T 75
AZABZBMLTWRWEZIRZ DEWMA v —VBRERINET,

[Monitor Crypto Statistics]

[Monitoring] > [VPN] > [VPN Statistics| > [Crypto Statistics]

ASATHAET 7T 4 Tha—F LEHE Y v a L O SHEEREF R LET, T—7 1D
FATIE, 1 DO SHEHEREZER L T,

[Monitor Compression Statistics]

[Monitoring] > [VPN] > [VPN Statistics] > [Compression Statistics]

ASATCHUET 77 4 7 ipa—W L EHE Y v v a VOFEMRRHEREZ R R LE T, 7—7 1D
FATIE. 1 SDOJEMEREHERZ R L £,

[Monitor Encryption Statistics]

[Monitoring] > [VPN] > [VPN Statistics] > [Encryption Statistics]

ASATHUET 77 4 7lpa—W LERE Ly v a VAMER L TWD T — R 7 L3 Y XA
HFRRLET, T NAOFATIE 1 DO EALT NV TY XL XA THRLET,

[Monitor Global IKE/IPsec Statistics]
[Monitoring] > [VPN] > [VPN Statistics] > [Global IKE/IPSec Statistics]

ASA THIET 77 4 7 ipa—HF LEFHE Y v > 3 O a— )V IKE/IPsec fiat iz 2R L
T, T NVOKITIE, 1 DO T a—VEEHEREER L E T,
[Monitor NAC Session Summary]
TIOT 4 TR Ary hU—2 T RIvvararvie— L tyiariERRLET,
* [Active NAC Sessions] : KA F ¥ FRFEDGHRD U E— b BT 2 — KA 225 HE o
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* [Cumulative NAC Sessions] : BIfEAR AT ¥ MREEDOXI R, FIIZLRINLXIRIE 72V £—
N ETIZET 2 — AR R R

* [Accepted] : N AT ¥ MRFEIZAKEN L, Access Control Server IZ K> TT7 7 A KU »—nh
2 LN T D,

* [Rejected] : IR AF v FRFEIZ I L. Access Control Server (X > CT7 7 A R v —»h
Z BN T2 8T DK,

[Exempted] : ASA Ta%E X417~ [Posture Validation Exception] Y A hdx— > v U & —F LT
WS T2, RAF ¥ BREDHRIT/R > THRWET DXL,

[Non-responsive] : Extensible Authentication Protocol (EAP) over UDP M 7R A F ¥ fRAEE K I
JIRELRWET O, CTA BETSNTNRVWETIE, TOERIEE LEE A, ASA
DAL T4 X2l = alr DI TAT U FPLARRA MY R—FLTVDHHE, Access
Control Server |X, 7747 LA BRA MIBEEMTOLNTWET Z7EBA R o—%Z
NOOETDASAIZK Y m—RLEY, 27947 R A KRR MY R—FL TR
WA, ASAIEINAC T 7 4L k RY —%E0 Y TET,

[Hold-off] : AN A F ¥ BRAEA L) L 721412, ASA 73 EAPoUDP 15 % k- 72 BT D%, NAC
Hold Timer J&E ([Configuration] > [VPN] > [NAC]) X, ZD XA 7D A X2k EROKEA
F v BRRERAT & O ORI 24 E L £ 7,

[N/A] : VPN NAC 7 /v—7" R Y & —IZfE > T NAC BEEHIZ 725> TV D ET DR,

[Revalidate All] : 7 DRAF ¥ E£72ITHID Y TOHNTWELT 7 AR v— (XU rm—
RENTZACL) WEREINT-HEICZ7 Vv 7 LET, ZORZ %27 ) v 7358, ASA
WL TEBENATRXTONAC By a v OF LWL R ZF v MEEDN B S v E
T, TORZ L EH IV I THETEEYy 3 NI L THENE TR AF Y BIEEED
BTHNTWDLT 7 EARY —iF, HILWARRATF ¥ REED N E 21T RET 5 THR)
DEELRVET, RAFYREENDRRIN TS EY v a ilid, ZORZ &7
Uy 7 LTHEBTHY £H A,

[Initialize All] : E7 ORAF ¥ E/2FED HTHONTNWET 7 AR v— (Fovrm—
REN7/ZACL) BWEEIN, By a ilEv S TonTnadl Yy —2%227 V73555
W7 U7 LET, ZOREZE 7 ) w7 T5HE ASAICK > TEEINLSTXTDONAC
Ty vaORAF Y RIETHAEINS, EAPOUDP 7V v = —3 g tEID Y THRTZ
TI7EARY —=PR=UE 0, T LWESFEOR AT v RGEDS G S E T, FRREEF
WZIZENAC DT 7 4V O ACL WERh 7257, By a vy aoiib+d s &=2—% b
T4 IEBETLEANHY £T, RAFYRIENSRBRENRTNDEE Yy a2
X, ZORX L E7 Y v 7 LTHEEBILY $HA,

[Monitor Protocol Statistics]

[Monitoring] > [VPN] > [VPN Statistics| > [Protocol Statistics]

ASACHET /T 4 7 aa—TLEHEry v a ML TWS 7o harzR R LET,
F—TNOEITIE. 1 >DFa hal X4 FEFELET,
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[Monitor VLAN Mapping Sessions]

FERHP DL 7 N—7 R > —@ Restrict Access to VLAN /X T X — X OfE CHIB S i=, H7
VLAN IZEI D S ToNTWnWoHEyva v EBEFRILET, ASAIZTRTONT 7 4 v 7 %15
E SN 72 VLAN ICHiE% L £ 9,

[Monitor SSO Statistics for Clientless SSL VPN Session]

[Monitoring] > [VPN] > [WebVPN] > [SSO Statistics]

ASAICHEESNTWBBIET VT 4 T v v A 4 (SSO) H— 30D SSO #EHE i
FFRFLET,
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