ASA U S R 43

52BN T ERBATSE, DO ASA BT L—F LT 1 DORBT AL A LT H L
MNTEET, 7 T7AXIL, B—FT 4 20T RCOFNEH (B, xvy N —7 ~OHRE) %
iz D —HT, BET A AL >TEWVWAL—Ty b BIOEEEERLET,

GE) —EoEEIX. 7 7 AZ V7R ERATLIHE, YR —hShEHA, [Z7T7AXY 7 TY
R— NS W0iEE (13 %—) | 2L T X,

cASA 7 T AR T OE (1 S—)

CASA VT AZ VLT DITA LA (22 8—)
«ASA 7 T AZ ) 7 OB EEIRSME (23 X—)
CASA VT ARV LT DHA KT A (26 2—)
CASA VT AZ Y T DEE (32 3—)

« VT AL AUNROER (70 X—)

cASA VT AZDE=L) T (77 =)

cASA VT AZ Y T DR (79 _2—)

cASA 7 T AZ Y T DIERE (102 2—Y)

ASA U S RAB 1) T DHRE

ZITIE 2 TRZV T T =X T 7 F v L EDOEEICOWTHBIL £,

ASA Y SRBZZxy FI—VICEBESESAE

I TAZE, 1 oD =y hE L THEET H2EED ASA IO SNE T, ASA %27 T AKX
CLUTHRESEDIZIE. ROA VT T ANT 7 F ¥ DMLETT,

c VT AANBERO, BEtSNT-EERy 7 FL—r fy T —2, 77 RAEHEY o
EEENET,

e B ASA ~DEHT /A (AT 4 F2l—arBIORE=FY L T7DED)

ASAY S R4
I



AsAY 524 |
B or—~ozxzr—uromn

TR Xy NU—WNICEET D &L, VIR NEZIETHT—ZDu— KT v
YTk, TvT AR —ABLOZ T AN —LDONL—FPRRONTINDDHETTEDH
ENMETT,

« A% K EtherChannel (#ff%) : 7 T AXHNOBEED A L NDA B —T = A A% T )b—
7{£. LT 1 -2 EtherChannel & L £7, Z ® EtherChannel 7’ =v cE]lO B — K /XF v
VT ERFATLET,

RV R—AN—FT 4T N—T Y R IT77AT =L E—RDIK) : T T AK
V= AL BT AN —=LDOL—ER, —hr<wy 7L ACLEERA L C2=y MO —
RARG oo THFATLET,

CEIRNINTFRAN—T 4T N—T v R T7AT VA= ILE—FRDH) : T v
AN =KX T AN —EDN—FN, AR NDAZT 4 v T EIIHXATFT IV
N—hrEFEH L=y MOR— K RXT U T E2ETLET,

(] g sle
INTA—T R RT—1) 5%
BEOa2=y FEFEELTIOD 7 TAZ L LI EIC, M TEX 37 3 —~ 0 ZAOMEE
RO L HIZHR D £,
c BEANL—TY FD 70 %
o e KPR D 60 %
o BERLEURD D 50 %
72L& 20E, A—T ' MTOWTIL, ASAS5585-X & SSP-A0 MR CTE A EBED T 7 A T 7 4 —
NV NT T 4w 7 iE, BRMENMERF TR 10Gbps £ 720 9, 8=y hDY T AKX TIE, ARFA

No—"T"> N OEKAEITHRI 80 Gbps (8 == k x 10 Gbps) D 70 %, D F Y 56 Gbps & 72V &
j—o

DIRB A N—

TIAE AN THEELTIEL, X207 RV —BIO NI 74 v 7 7u—nit
BEERLET, 22T, BALAA—DOO— LOBEICOWTHBELET,

Bootstrap Configuration

BTN AT, F/NEOT— A NGy T ar 74 ¥al—vay (FITAEL, 75 AXH
WY A B =Tz AARREDI TAZRIE) ZRELET, VTRAZ Y T EHEINA
F—T NI L=y PRI~ A S —2=y bRV FT, DD =y MIXL T
PSGRABZN T hARZ—TNITHE, FO2=y MIAL—T L LTI TRAZIZSIMLE
7

. ASAY S R4



| Asas 524

v28—pkUAL—T 1=y r0&H |

TRAA—BLUVRAL—T 1=y FOEE

JIGAFINDA L IRD ] ONRT AL — 2=y hTT, TAX— 2= NI, 7—FRFT >
TarZA4xXalb—varNOTIAFT VT ARECL>TREVET, T4 4V T 1131
~ 100 DFFANTRE S, | DIREDTTAFT VT £ T, fOTRXTORA LN TAL—T
2=y NTY, —ICIE, 7T AZEER LIt CTRAICBIN L7z =y PR~ AZ—
—y MRV ET, ZHITHIZ, FOERTY JAXIHFET DI —D2=y N THDLIMNDHT
7

FTRTCOar74FXal—varlf¥g (F—FRARNFy T ar74FXal— a2k

IZ, ~AF—2=y b LOLTEITTIHIVNENHY £, a7 4 Fal—aif, Al—
T o=y MIERSET, WENEE (ZEZA 2 —T A RA) OEFAREF, v~ AX—
2=y hDALY T 4 X2 b= arNTRTDAL—T 2=y b ETIF5—V 7 ENhET,
72 & Z21E. GigabitEthernet 0/1 ZN#EA > % —7 = A A & LT, GigabitEthernet 0/0 % #MEBA >
H—=T a2 A AL LTRELESAIL., oA X —T oA AFAL—T 2=y ~ EThH,
W B L OSEBDOA B —T = 2L LTHEASNET,

BEREIC Lo T, 2 A NTAZ =Y v 7 LAV ORHY | 20 X9 2HEIEIC >V T~
AR— A=y "INTRTDRNT T 4 v 7 BB L F7,

RAZ—1=y b#EE

\}

JTGAEDALNE, TTAXEEY 7 BN L GREL T AY —a2=y FEBRELET,

FEFRD EBY T,

1. 2=y M LTI TRAZ) T AA =TI LImE & (F2%. 79 2Z ) IR A
X —TIWEBDOIREETED L=y FEPIOTEEI LI &) (&, TO2=y MIRTEK
ZIMMETTe—RExy 2 M LET,

2. TIOAFV T4 OEW O =y PR ZOBEERINELET, I FV T 0031~
100 DFFANTREIN, | DER\BDOTT7AF VT 4 TT,

3. ASERBLCH, 94 A T4 OEmWMhO = b EDIREEZE L TWRWEGE
I, FOo2=y R AT —12/2 0 F9,

GE)

WKEDTTAFT VT 4 o=y "REEHDLGEIL. 77 AKX 2=y M, IRIZV I T L
BB FH LT AZ —DRESNET,

4, LI TAFZIIBMLTE2=y NOTTAFT VT A DEREWVGETH, £0O2=v k
DHBPICYAY — 2=y MIRDZ DY A, BEFEOYAL— 2=y MIHIT
VAR —DEETT, L, vAZX—a2=y MPIREEEILTHE, ZORRETH LWL
VAL — 2=y FRRESNET,

ASAY S R4 .



AsAY 524 |
B /5x515-7z4x2

\}

GE) HEoa=y FNEAFEITREIMICZAZ —I2T 52 LR TEET, FREFREGEICHOWNT
L, v AF—a=y NEBZEHTH LT RTOEN Ry 7ENHDT, LV AZ —
=y N E TR EBRELTAVLERHY £9,

DI3ARZIAZ3—TzA4R

F—H A H—T = A AL, A% NEtherChannel & L CRETHZ &b, A X —T7 =
ARELTRETDHZELTEET, 12D TRAIANDTRTOT —H A U H—T A AD
HATRRE—THDI ENVNETT, FEMZONTIE, (7 T7RAX A H—T A XD T
(B2 —) | EBHLTIEE,

9SREHEY Y
Ka=y b, P EH1IODON—RU T AU F—T x4 A% T AZFIEY > 7 EHH &

TOLERDHY T, FFAICHOVWTIE, 7 72XZHHY 71250 T B2~—Y) | &5
LT IZEw,

ASA S RBARDINA FRLASEY T4

ASAY ZAZY U7X, 2=y RN A U F—T oA ADOIEEFELZER L, 2= M THEHIR
AT L LI "M TA TV T 2RIt L ET,

A=Y FDOANILR E=AR Y UH

VAL — 2=y NI, FAL—T 2=y "EEZXTHEDIL, JTAXZEIED T BN L
TN—hE—=F A=V EHRICEE LET BIBIIRETRETT) , FAL—T 2=y
I, FAICAD =X E2FEH L Cv A —a2=y b EE=X LET, 2=y FORENT = v
IREWTBE, 2=y NI TRAEZNLHIBRINET,

AVB—TIAREZRYLY

Fa=y MI, EHTOTXRTOERLENTNN— R 2T A EZ—T A ADY 7 AT —

HABFT=H L, AT—HFAETE<vAF— 2=y MIHRELET,
« A3 R EtherChannel : 7 7 A % Link Aggregation Control Protocol (cLACP) % ffifl L &
T, K=y NI, Vo7 AT —FABLWNCCLACP 7’2 haL Ay —V%F=F L
T. A™— FANFE /2 EtherChannel T7 7T 4 7 THAIME I MEFHILET, AT —FX AN
VAS— 2=y NMIHRESINET,
MEHBIA =T 2 A A =T v RE—KRDOHL) K=y NBRBHEDOA X —T A A
ZHOE=ZA L, AV B —T A ADAT —F A~ AZ— 2=y MIHELET,

. ASAY S R4



| Asas 524

wEEoz7—42 [

NNVAEZLZN T A X =TT DL, TRTOYEA =T = A (FER
EtherChannel f ' # —7 =2 A ABIWVILEA VX —T = ADHX A TEETe) NT 74/ 8T
FE=HINDTED, AT arTA UV E—T AR DE=X VT2 T 4 E—TNMZT D
TENTEET, BBASNIEA Vv E—T oA ZADHRE=FZTEET, L2103, L &N
EtherChannel {ZREENHA Lz LB SN DN ERH H5A. 2F Y, EtherChannel ® 3T
DA N—=R— MMET T AZHIRE D) T —3 252 LICRIT D2 0ERNH Y £ (F/hdA— b
N RYUTEREIDIHLTO)

2=y NDEFE=ZZRGDOA U H—T 2 APKM LTSS, 0=y MNEZ 72X LHIR
SNET, ASARA L N—% T TAZPLHIBRT AL TORMIX, A v F—T = ADXAT
L. EDZ=y EPFESIFE A L N—=TH DD, X7 T7AZIISIMLE D & LTWHNIZ
Y o> TH7: Y £9, EtherChannel D34 (A= ZnE I kb)) 1t HETERA
Ne=DA B =T 2 A APF T RIED & X2, ASAITZED A L N—% 9 ZICHIFR L £7°,

ASAIL, = "R T AZIIEBINT DIRAIDOORITA v F—T = A AR L LERA,

ZOMICA B =T 2 A ADAT—ZANEL T, ASAILY T AZNOHIBRINLER A,

I BtherChannel D3G5 1%, A U /N —IREEIZEMR <, == MT 500 I U BRZRICHIBRE IV E

7

BEEEDAT—4 R

JIGAANOL=y NTEENEALLZLEEIZ, FO2=y NTHRAT 4 7 IR TV D6
IO L=y MIV—ALVRIIBEEINET, NTFT 74 v 7 7u—DAT— MEBRIT, 7 T A
ZEHEY 7 BN L CTHEREESNRE T,

VAL —a=y NCEENRELESAIZ. T TAXOMDA L NNR=D>H, TT7 44
F A NS GBENEN) ObLONRvAX— 2=y NI/ ET,

A N2 MIS LT ASAITBEIMIZY 7 A X ~OESIMNERAF T,

GE)

ASAIET 77 4 7220 7 FAZ~OHBBFEZIMKE T H L, TXTOT—F A U F—
Tz ARy NET U IRET, FHEAA V=T A ADHNBNT T 4 v 7 #ik%(E
TEET, BHA LA —T oA RT, TO2=y EBRTTRAZIP S —NANDZ T2 1IP T
RUREFEH Lol BREL e £3, 2720, Va—RT255, 7 7AF T
=y NREFIET 7T 4TIl TnD e, BHA VY —T 24 RAET 4 B—T MRV F
T, TNLEO a7 4 X2 b—Ta UHMEEITL, 20— VA= AT AIMNERHY E
7

DI RE~DEZSM

T TAB XN T AENLHEIBRSN-E, 7T AZICESINTE 2 5EE, HiRsSh-HH
BICL > TR 9,

« VT ALHIEY U DFEE - (RPIOSMEE) 7 T 2 ZHEY o7 OREZ R L2,

« VT ABNWZBINU T BICEENBE L T AFFHIEY 7 - ASALL. HERICS 5T LI
HEIWIZESMERAE T, ZOEBEIIRERETY,

ASAY S R4 .



AsAY 524 |
B =5 <xegpeosn

T —H A B —T 2 ADEE  ASATHBRNTEHRONE S 0. RICT 10 0%, BRI
20 3 EICHSMERLET, 20 0BICBIMTERWEES, ASAIZI TRAZ) V7 &T 4
=T NI LET, T A EF—T oA ZAOMEARI U=, . Z ORI ETHE

T‘g—o
* ASA 5585-X k- ASA FirePOWER £ ¥ = —/LO[EE : ASA (ZHEMIC 5 ikl Hsng
AITLETS

ASAFirePOWE Y 7 F 7 =7 EV 2 — )L DEE : T2 — VOREA R L%, F#T
TGABN T A R—T NV THELENH Y T,

2=y FOREE 2=y MRSV RAF 2y 7 RERDTZD 7 T AZNLHEIBRESNZSE. 7
T AR SOHEBIMIIEDOFIRIC L > TR T3, =& 20, R ERESEOSS
WX, 7 AZEIEY) O BPBEILTWT, ZTAX Y U ITNEFEA RX—T IR o TNV D
b, 2=y MIFEETHIE 7 TAZICESMT LI EEERLET, ASAIFSH I &
\Z7 T AZ~OHSMERAET,

c NEf— T — : NEiDEEIZIX, 77V r—ya VRO A LT O, FELEZT T
=gy AT ARERNHN FT, MEERLLEL, 79 AX T T EHOED
IZLT, ZITAXCFEHTHSMTLO2LERNH Y F9,

TASA 77 T AX DIERIINT A—HDFHE (60 2—) | #BRRLTLIEE,

T—3 NAEREDER

EOEHIZH, 1204 —FT =B b 120y 77 v F—F =N T 2AZRNIZ
HVET, NI T T A—F—iF, BEISBEL TCOLERESI ST EEA, RDYIC,

TCP/UDP D A7 — MEMAZRFLET, iUk, BEERAERIEES T LA —F—I2o—
AVARIBEIND LT DHREOTT, Xo /T vl A —F—3@ET AL 74X THHD F
7

N7 74w 7 OFIE, TCP £721XUDP LA VXV EORXRT— MERELE LT D H DN
HOVET, ZOEPEO N T T4 v 7T HIZTAZY L TDOYR—FDORHFIZHONTIE, &K
DERZBHELTLTEE,

R1: VSR EARTHERES W DHEE

Traffic REDYR—+ EE

Up time Yes VATLT T BA Nk b
TyXr T LET,

ARP Table Yes —

MACT7 RV A 5—7 )L Yes _

2= TATFUT 4T 4 Yes AAAL—)V (vauth) &7 A4 F
CTAT A T TAT T A
NEENET,

. ASAY S R4



| Asas 524

grouz I
Traffic REDYR—+ FE
IPV6 1A N— T —H_X— 2 | Yes _
AAF I =T 47 |Yes —
SNMP = > ID L —
HE R VPN (A M) L VPNt v g, vAZ—
2=y NCREENEATD &
Ursn x4,
1 — 1
S AOLCEL
JIGABZNOTRTHOLI=y NI, B—0Dar 7 4 X2l —varvaEFLES, 274
Fal—2aBREEMAAZENTELDF~YAE—a=y N LT THY | ZEITHEH
W27 G AZRNOMOTRTCO2=y MR EINET,
ASA U S R 32 EHE

EEARY FT—2

ASAZ SRR VT RMEHTHZ EDFED 1 DF, BHOLLT ST, 22T, 774

B EERT D HECONTHHLET,

TRCO2=y NER—OEEX Yy N —JIZ8RTH R LEST, 2Oy hU—7
X, 77 REHEY o7 LiERobL 0T,

BEAUE—TI(R

\}

BEA L —T oA ATONTIE, BHEEA V4 —T = AD 1 OEMMAT 5 2 & &R L
FI, BEHA VX —T oA AX, HIA o H =T 2AA RELTHETHZIEDL =T v K
FT—FRE R T UART LY N E—ROM ) . A% REtherChannel f v 2 —7 = A AL LT
BETHIELTEET,

BTEAIX, JBA o2 —T = AT 5 L EHELEL 9 (A3 K EtherChannel %
T—=EA B =Tz AMBEHLTWDHEETY) . RS ¥ —7 A 251X, LEITG
U CH =y MIEREESG T 92, A% FEtherChannel f > % — 7 = A AT, BIED
NYAZ— A=y bADYE— MERLNTE EEA,

GE)

A% R EtherChannel f ' #—7 = A A E— K& L TWA L XL, BEA L X —T A R
EEA =T 2 A AL LTRETDIHEIR, BHA L H—T oA RAKHLTHEAF IV
N—T 4 VT A FT—TNMITDHILIETEEYA, AXT 4 v 7 V— b EEHTIVLERD
= B

ASAY S R4 .



AsAY 524 |

B <xs—2-vrgmraL—ga=vrem

JTAA— 1=

RSA +—# &

EBIA > & —7 = A4 ADGFENL, %4/77X&m7hvzi%@772&®lm?bvx
THY, FICHEDAF —a2=y MNIBELET, A X —T = AT LIZ, BEHEFILIT R
X%l%&ibiﬁo;hf\%n%yb(ﬁf@vx& %aiﬂi#)#%@%lmm
=R T RUVAZEHTELXCRVET, ZOAAL L 7 TAZIPT RLAIZK ST,
EHT 7 8ADT RUAR—KIbLENET, YA — 2=y "PREHEINDL L, AL 7T
ALZIPT RLVAIIH LW RAZ — 2=y NIBEITH5DT, 7 7AZOEHE T — ALV RIT
BAITCTEE T, v—HNVIPT RLARF, VT4 IS, VTNV a—T 0T
[ X ST

el ZE I TAZEEHTHIEIAA L VT AL P T FVRAICEILET, ZDO7 FLA
TEIC, BEO~YAY — 2=y MIBEE#EMT O TWET, [Hxr D2 R"EZEET 5121
o — WWW7FVX THEE L £

TFTP R syslog R EDREBEH N T 7 4 v 7 OYE, v AX— 2=y M E0&{2=y M
H—A/VIP T R Az LT — Nk LE T,

AR K EtherChannel £ > % —7 = A ADHAEIL, IP T KL AT 1 DEFRETE, £DIP
7 RLREFICY AL — 2= MIBEERMIT 54 E 9, EtherChannel f % — 7 = A A & ffi H
LTAL—T 2=y NIBEEERTHAZ X TEERA, FHA H—T = A RIMEBIA >
=T A AL L TRETHAILEEWHIBELET, Fa=y MIBRTELLOICTH7DHT

7, T /3A A 1 —7H /L EtherChannel Z & #RICfEH T £,

v FEEHEAL—T 2=y CEE

TRCOEFBELEE=H Y VT II~v AT — 2=y N THEITTEET, vAX—2=v bb,
TRTCOL= v FOFATRFEHERC U VY — AR R EOF =4 U U IR ETHARD Z &
NTEET, Flo, FTAXHNOTRTCO2=y ML Ta~syr RERITT5H2 0, 2
V=V A=V EALV—T 2oy "B AX— o=y MIERTAEZ L TEET,
VIS T T, Ab—7 2=y NpEHET =X TEET, vRAFX—2=y I LTHTEE
TR, Z77ANVEHEIAL—T 2=y b FCETTEET (27 4Fa2lb—vaDRyy
T o7, ARA—TDOEHRY) , ROWREIX, v AX— 2=y b OITEATEEHA,
c2=y NZTEDT T AZEAGHIHEROE=F 1V 7,

e2=y LD Syslog T=HX VY 7 (av V= L7 r—va NERRGAICa
YV —VZIE(E &3 5D syslog #Fr<) o

* SNMP
* NetFlow

vAH—2=y b FCRSAF—%ERT DL, ZOF—FTNTOAL—T 2=y M
ENET, AT TALIPT RLA~NDSSHEY v a U RbHEAIC, v AX—2=y )
TREENEAET D LA SNET, L~ AF— 2=y MI, SSH I L TH
CHFR—ZEHT 20T, FrilnwvAZ—a=y MIFERT L L X, v v a2 ADOSSH
RA N F—ZEHTH0ETH FHA,

. ASAY S R4



| AsAv 524
asom xirmE P 7 FL2F—% [l

ASDM HE#EIBAZIP 7 FLAT—F

F 74V T, HEEBLIFHEIX, v—H/LIP 7 R L RSN T ASDM Bkt &
T3, ASDMEHHALTAAL > 7 T AZIPT KL ACERT D551, IP T FLU AR~
B4 285Xy —URERENET, 2L, GEAECHEASNL TV ORE—H)LIP T
RLATHY, AL 7TAFIPT RLATIEROWLLTY, 204y b—I3HE LT,
ASDM Bt A HENL CE £, 7272 L. ZOREDOEE Z[E5EET 120X, B LUWGEAEZ Bk L.
TOHTAA LY VTFGAXIPT RVAELE, IPT RLA T—AnbE0T_XTCOR—R/)VIP T K
VAZRELET, TOFEAEEZEK T TAX A NHEHALET,

YA RO SREYDT

YA FEA VA M=V DOGAE, HERINDITA KT A NGt TOIUE, ASATZ T AX Y 7
EIEHTE F9,

TR e —EREMOY A FIDICETALOICKRETE T,

YA FIDIE, YA FEADMACT FLABLIWOIP 7 RLALHEEILET, 7T AZNLE
Banrz 7y M, 4 FEEDOMACT RLABIRIPTY RLA&EFEHT DI L, 7
FTAZTZAE LIy ME, Za— S0 MACT RLABEINIPT RLRAEFHLET, =
DIEREIZ LY, MAC 77 v B 7 DJRINE 25 2 DD R BR— Tl GOV A b HFET
77—V MAC T RV AZ AL TN FEETL50%21IELET, (RDVIZ, AL vTFixHA
FOMACT RLADKRZFELET, A4 FEADMACT RLABIWRIP T FL AT, A
23> K EtherChannel D& Z{FEHR L7z —FT v K E— RTHR—FINFET,

P A FIDIX, LISPA VAT g ZFALI-7a—F U5 0 0L, T—F B & —
DY A NI TZAZV T ONRTp—v 2 AMEET T RN v 7R OB D 7= DD
F4lL 2 a—h)¥—3 g Ok,

YA N TAXY T OZEMIHONTIE., LFOEAERB LT X0,

« Data Center Interconnect DA 7 : ASA 7 T AKX ) 7 OBAE L RitESME (23 *—
)

et A NEIDHTA RTA LV :ASA VT AZ N T DOHA RTA Y (26 2—2)
IV ITAH Tu—F VT ADRE: VTAX 70— VT L DOHRTE (66 2—)

T4 LA a—R)EB—a L DOFY  ASA 7 T AFDERNRT A= DFRE (60
)

s YA FEITOB] - F A RHZ T A2 Y 7 OH] (96 X—)

ASA D S RANEREEERT A%

Wefgiae 7 T A X DB DA LN — RRT UV ATEET, #Eioa—/l XY, @ ahfER:
g TRAZE DT 4 RO ONE G IERRE D 7,

ASAY S R4
I



B z500-0

Emon—
e

. ASAY S R4

AsAY 524 |

TEIERINEROE—ILESR LTSN,

F—T— W, B R E=ZE T =y b, A—F—IL, TCPIREAEHRRFFL,
o FEMELET, | DOPRRICK L ThH—F—IX 1 2721 T, DA —F—ICfEE
DRETDHE, L=y "BERNO Ty NEZE LT EXIIT A LI EANRIND
D=y hOF LA —F—%RIRL £7,

Ny T w7 F—F— A —F—05%5F Lz TCP/UDP A7 — MEREKNT H2= >

by ZHICKY, BEERFEALEBSICH LW —F =0y — A L A T2 IEE T £
Ty NI T v T A —F—i%, EERERICHERAZG ST, A—F =M HRA]
RRIZR o To GBI, FOERN LTy NEeZITRA R O2=> b (B— RN F7
TINZHEAL) BNy 7T v P A —F—IZfWGbE T, BEET 527 — MEREZIG L,
INTEDOZ=y RBRFH LA —F—ZRD N TEET,

T4 L (FTisl) B"A—F—LRLa=y FTRWRD, T4 L7 ZIINY I Ty
TH=F—=TbHVET, A—FT =BT L7 F L LTADAFZRIRT L&, Bloy
IT T F—F—ERENFE T,

1 BDY XY —VITRK3I DDV TAK 2=y s & TE 5 Firepower 9300 D 3 v — T[]
JIGARN T T, NI T v T A —F =Nt —F— LRIy — DGR, Vv —
VEEENDL T — 2T H DI, ROy =T BIBIMON Y 7Ty A3
REnxd,

YA NI TAZV o TDOT 4V a—h ) —a AT HE, a—hL Ny
IT T T a—=r Ry T T D2ODNRy I T L A —F—HERRH Y £, A—
F—iZ, WIZRE LY A boun—hIN Ry 7 v 7 et —F—HBHELTERRLET (HA
FIDIZHEASNT) , 78—V Ny 7T v T EOY A MZH-oTH L, v—hv
Ny 7Ty A==y NeTH52LLTEET, A—TF—1F WMHEORY I T v
~EEEA T — MEREEE L ET,

TAVIE T T—ENoDOF—F— vy 77 v TERENHET 2= b, A—TF—
DLW A ZET DL, A—F—1F, EEITSEP 7 FLABIRR—FD Ny

VallHESNWTT 4 Ly X ERINL, T LWEERAEBET 570 A ve—V 52207 o«
VI RWZERELET, Xy bd—F =S =y MIEIE LELEEIE, £02=y
MIEDz=y NP —F—ET 4 L7 ZIZEWEDEET, 2T, X7y FERE
TELEERVET, 1 20K LTT A L7 XX 1272 TT, T4 V7 EZRK
BTse, A—F—1FH LT 4 L7 X EBIRL £,

TAVIIPA—F—LFA L=y FTRWIRY T L7 ZFINy 7T v T F—F—T
bHYET (LFREBR) , =T =274 LI X E L THDBESZ®RIRT 5L, By
T T A= =PRSS ET,

YA NI TAZ) L TDOT 4 V7 X a—h)B—rarafqhcdbe, n—hLrT 4
LI RETa— VT 4 LI BED2ODT 4 L7 ZRERPBERISET, A—F—iF, [
—H% A kb (SiteldIZHSEX) Ou—hLF 4L ZE LT, HiA—F—BHHFZBEIRL £
T, T —NL T 4 LI AT EDT A MZH-oTHEL, e—IAr T4 Lo X LEFE—D
oy METARZELTEEY, TOA—F—IIEENEETIE, =NV T 4 LI H
X2 OV A N TH LW A — T — 28R L ET,



| Asas 524

gLogmonaiE [

s T T—HK Xy "Nt —F—lBiET A=y b, THT—EIBERORT Y N
Lzt X, ZOEROAS—TFT—NEDTIERWEEIL, 74TV —XiET 4 L7 ZIT

F—F—EHEbEThE, FOF—F—~DO7 0 —%M LET, ik, Ok
WL T+ U= RZET5Z20M0 7y NHTY, T4 L7 X2E, 747 —FIch
RAZENTEET, Tz 2u—h =gt 5E, 74+ —XTHIC
0—A T 4 L7 ZIBWEDEEITVET, 74T —F NI a—r0L T 4 L7 HIZH
WADEEITODIX, v—hNVT 4 L7 ZNA—F =% L T RWEERET T, =
2 BIOV A P T IN TWAERRD/ Ny b a7 T AL XU RNR—N5T D56
7RETT, 74T —HBSYN-ACK X7y baZfE LA, 74V —X337 vy bO

SYNZ v ¥ —MnbHA4—F—2EHERETEDLDT, T4 L7 XIZWEHEDHLENRRN
ZEICHERBRLTLESW (TCP v —F Y AD T X MbET 4 B—7 M LTEHEATR,

SYN Cookie [T SNRNDT, T4 L7 Z~DOMOEDOENRLIETT) , fEHIE N
7 u— (72& ZIZDNS R ICMP) DAL, 74V —XIZMWEbEofib o)
o NEREEIZT 4 VI XIWZREL, TA VI EBREONRT v et —F—IZXELE

T 1 DOERRICH LT, EEO 74+ UV —F P FETEET, RLDRMRAL—T > K
ZEBRTELDE, 747 =N 1280L, #HOTXTONT Yy Nt —F—R"%E
THEWS, BRIEa— RART U U IHEMEH SN TVWARE T,

Pefi CAR— h 7 R LR 2 (PAT) ZfEHT %5 L. PAT DX A 7 (per-session % 72(%
multi-session) 23, 7 T AKX D ED A U NPH LWERL O A —F— TR D IR L ET,

s Per-session PAT : 4 —F—i%. 5O ENI DO /rv N2+ b=y FTT,
774/ K TlE, TCP B L U'DNSUDP k7 7 ¢ » 7 X per-session PAT Z il L £ 7,

* Multi-session PAT : A —F—|IHIZ~v A ¥ — ==+ FTJ, multi-session PAT #Zf5i 3 A L —
7 2=y PCERIICZEINDIHGE, AL—7 2=y MIZOERE~YAY — 2=y |
WZHRE LET,

7 7/ hTix, UDP (DNSUDP %#[x<) BIOICMP b7 7 ¢ v 7 X multi-session PAT
ZHEHATH20T, ZRLOERITFICYAZ— 2=y MZEoTHA SN TV ET,

TCP 3 J UV UDP @ per-session PAT 7 7 4/ N2 ZEHTELHDT, 2 b7 1 b a/L O

1. O EIZIS UC per-session F 72 1% multi-session TULEL XL E T, ICMP DHEIL. T 7 4

JV K @ multi-session PAT "B EH 35 Z &1L TX £+ A, per-session PAT DFEMIIZDOUVNTIEL,
(77 AT U4 —NVORERITA K] 2SR L T 7E30,

#LLERBROAE

LW AT — RART UL TRIATY T AZ DA U ANZEESNLISEAIE. T02=y |k
DZE OO W RO A—F— L0 5, HEho 7y RBplox=y NMIEFE LSS
X, ZORTy MEZ AR 7 BN L CA—F— 2=y Mk &4, RS
T A= AEGDHITIE, WU — RART T RRETT, 107 a—Oli i
NEI L=y MZRIFET L L LEHIZ, 77—y MNENIZHERIIOBINS LT 56729
TY, WHROT7a—nBoa=y MNIEF LELEIE, toa=y MU XA L7 banZE
ERS

ASAY S R4 .



AsAy 524 |

B o750

o) T—42 70—

WOBFNT, B LW OESL 2~ LETS

BJ
——
AE—

Client

After step 4, all
remaining packets
are forwarded
directly to the owner.

SYN/AC

Inside

———

Director

o — —
I — -

Forwarder

1. SYN

Server

2. SYN/ACK

u _

Cluster

SYN X7y b7 TA TV IBRIZEN, ASAD 1D (m— K RT3y 7Bk
S) WKREESNNET, 2wt —F—¢20E3, FA—F—lF7e—%EkL., 4—
F—IF#R A= 32— KL TSYN Cookie 4K L, /%7 v b &P — |2zt LET,

SYN-ACK /37 v b — SRR SH, BIO ASA (r— K NT v v 7 Jkic S
) KEESNET, ZOASAET+T—FTT,

T H T — I O R A L TIIWR WD T, F—F—IE# % SYN Cookie 7>6F = —
KL, A—F =~k 7 o —%1E L, SYN-ACK %4 —F—Z#zk L ¥ 9,

A —F—13T 4 LI ZIRET v 7T — FEXEL, SYN-ACK 27 74 7 2 MZH&EL
F9,

TAVLIZITRET v T — et —F—bZEL, A—F—~D T —%{ER L.
F—F— L FREIZTCP AT — MERZFTEHELET, T4 L7 FiL, ZOHROARY 7T v
7 A —F— L TCOEEEELE T,

L, 7 UK ICEEE NNy NIRRT, A I E T,

Ny RBRFEOMO = NMIEE INTZHER. T02=y MIT 4 L7 ZIZWED
B TCA—FT—ZRHEL., 7a—%Mr L ET,
Ta—DIRENELZHEAE. RET v 7T — bR —F =BT 4 L7 HZITEE SN
F7,

N y_

:f. I
Outside

—

A—

333480

. ASAY S R4



| Asas 524
FLLTeP DY 522 2hcnBEAH |

HLLWTCP EHD I SRAZEARTOERRK

TOoTARNI—AFFRFHA T AN —A —F|ZLBAR— R NS TORERE LT,
Tua—SEICRY BAAECTEEAIZ. FTLWTCP 7 —42BAM o=y )bl =y
WWUEA LT b TB2ECRETEET, BFEO7a—idhoa=y MIIBEISNEE A,

ASA DEWEEL D SR A YT

ASA DO—EBOEREIZTASA 7 T A X ) 7 TIEHR—hENnT, —Eli~A ¥ — 2=y NEIT
THR—FENET, ZOMOBERRIZHOWTITE 2 HICET 2 EENHLEANH 0 F
7,

HDSRBN) T THR— kI VEERE

TINODHEREIT. VI RZ YV ITNRAF—TNDOL XIIRETEXT, a~vr NIEGRESRE
7,

cTLS VX v EHEATH2=T 74 R ala=r— 3 UH¥iE
« JE— K 77X VPN (SSL VPN ¥ LU IPSec VPN)
cRDOT TV lr—ary A AT g

« CTIQBE

« H323, H225, B X U'RAS

e [Psec /N A A JL—

« MGCP

« MMP

« RTSP

+ SCCP (Skinny)

« WAAS

« WCCP

* Botnet Traffic Filter

* Auto Update Server

*DHCP 7 747 b, = BLOZ'BFIDHCP U L—RNHFR—FSNTWND,
VPN B — R RT3

o 7 x— )L —/N—

¢ ASACX EV =2—/l

» Integrated Routing and Bridging (IRB)

ASAY S R4
I



AsAY 524 |

B /5x2v rnhnsnnme

« 7 v N (DCD)

DIRB) T DR REPEERE

WOREIX, ~A X —2=v h LT THR—bENET, 7 ITRAXDOHEARL A=) 7 X
NEHA, 22 82=y "B RDZ TAXNHD ELET (5516-X) , T DD VPN
TABYATIE, 120 ASAS5516-X (ZxF L TH K300 DY A R IPsec b > RADFFAISUE
TN, 8=y hDT TAXEKRTIL, 300 h> FNVOBREATEET, ZOMERITIEES N
EH A,

GE)

B RIBERED ST 7 4w 71X, 7 T AXHIEIY VR TA Y N 2=y iDL A —
2=y MIEREESNET,

HABMSRE AT 55801, TREFRMED T 7 ¢ v 7 S rhuEdhRIBEE L L THE X
NAFNIESEMTOI T, v AZ—PIAO2 =y MIEEINIZ ENBY 3, Z0HEs
X, NI 74 v N~ AE— 2=y MIEDIREINLET,

PR E P RERE IC DWW TR, v A X — 2=y FCEENRRETH LT RTOEREN Fr v 7 &
NHEOT, LW AHF— 2=y b L CTEERZFMTH0LERH D 9,

« %A ~H VPN
CROT TV r—var A VAT g
+ DCERPC
« ESMTP
«IM
* NetBIOS
« PPTP
+ RADIUS
* RSH
+ SNMP
* SQLNET
+ SUNRPC
« TFTP
« XDMCP

e XA F I v NV—TFT 47 (A3 K EtherChannel & — KD )
cXNTFXXY AN N—T 47 (A E—T AR F—RDR)

CART 4T N— N F=H YT

. ASAY S R4



| Asas 524

Banr=y ricERsn sk [

cIGMP~/\FF ¥ A harvta—L 7L —r Fu hali¥ (F—% F1L—r 77—
T A4 TNET T AF RIS NNET)

cPIM~VLFFXF¥ANarie—FL—r7a halil (F—& FL— %3 r 5
AL BRI S IVET)

c Xy NT—2 TR AOBIEB X OFFA], ThHU T 4 v ZI3FEERRICT,

s T ANZ YT =R

BrOI=y FZERA I HHEE

INHOREIX., 7 T A BERERIFIvAX — 2=y P TIEARL, FASA =y MIEA S
nEJ,

*QoS: QoS AKRY v—iF, arv 74 Fal—ra EHO—HE LTI TAXRLTRY S
NET, 2720, AV v—iF, Fa=vy ML TEBNCEF S ET, 72exiE Hh
W LTRY o VP ERET 25613, e L— M X OMER/Y— 2 MEIX, FFEDASA
MOHTITS FT 74 v Z I SNET, 32=y bDOEDL I FAZRHY, +T
T4 v I BEFIIGBL TV D HEIE, EEL— MIEBRIZZ FAZ D L— hO3 522
v ET,

B  BEREIT, Fa=y Moxt U CTEBNCHEERE L 4, =& 2E, BArFEHE®
IF, 2= FITE, FmE I F—b ZAF v UBRHAEELRVWDOIZ, AF v bT
T4 v IRy NETHOBENDLIDT, 1 O02=y "N TXTDORNT T 4 v 7 ZHi
HELD Z EF RS T,

VY —2FH =V F arTHANET—RFRTOY Y —AFL, v— bRz
SNWTCHE L=y MIEFNICHEA S NFET,

LISP 57 ¢ v 7 :UDPAR— 4342 FOLISP F T 7 4 v 713, %%fEa=y M k-
THREINETH, T4 L7 X FEVETCoNERA, 2=y ME, 7 T AXRTHE
END EID 7—7 VGBI ENETN, LISP 77 4 v 7 BIRIZZ 7 A X IREOILAFC
ML FEHA,

ASA Firepower £ = — /L : ASAFirepower € ¥ = — /Ll CHOa > 7 4 F =2 b —T a VD
HIHRRE D L H 13TV E R A, Firepower Management Center 5 L C, 7 7 A X HND
ASA Firepower £ 22— /L C—BH LR O—%2RFFTLHLLERH D T, 7 T7AZNOD
TN AR D ASA A L H—T 2 A AR—ADY =V EREHEA L2V TLEE N,

ASAIPS EV =2 —/L : IPSEV 2 — /LB TOa 7 4 F = b—3 3 VOREREOA
IFATONET A, IPS V7 =F v T Lo TE, IPS BEROERIZ DTz > TIREEZ PR FF
DI EMMERNET, X, F—F AF¥r o T =FyNEHINDDIL. [
U ANDE CH— "D D% . TN ENRR LR — FafH LTV TN, Z &
ZIPSEY a— AR LIEBETT, 722U 7Tk, 205 OHITER D ASA
FNA A TCHBEINET, NOLDOFAA ZAFNFIICEHEADIPS EY 2 — AR b 0 £
To TNHDOIPS EY 2 —/LFAT— MEREZILA LRV OT, FERELTOR—F X
Xx a2l TAIBRTERWGEERH Y £7,

ASAY S R4 .



AsAY 524 |
B <oro—v70ezxmommacss528 0y

2 NT=0 TOECABDAA EYSREY VYT

Fy NT—=7 77 ZAHD AAA X, RBFE, FAl, TV T4 7 D3DDa L R—F2 b
THERESNE T, FEBIOHFIX, 77 AZ Y v~ A x— ECTHREhRlgae b LTI
SNTEY, T—HEERT TRFZ AL —T I EINET, v~ A ¥ —NEEINT- L &I,
TENLIE A DFBFE A — P B L O —FICBHEf T T b fral 2 5| S e E il e <EMHT 5 D
BT RTOFERE, LW AZ—DRG LET, 2—VRFED T A Fvds LU &
ALT T MI, vAF— 2=y NEENBELZ L X LR SVET,

TATT A TR, 7T AZAOSEIEREE L CERESNTWET, ThHU T 4 7%
Tua—HTERITESNDDT, 7a—%2fiBTHY TAL 2=y NRT T 4 o TRt E
BIEDOA vy E—VE2 AAAY—NIZEELET (Tue—ZXT 5670007 0V THRREIN
TWnEE)

FIPEOSRAY VY

cFIPT—# Fypla ha— L FyRNO7a—RNENENNDT TFAH AL E 5
THAE SN TWBAHEARIE., T4 F¥ xNVOF—F—IZEMIIT A Vv XA LT D b
Ty 7T —hearyha—)L F¥RLOL—F—|ZEEFEL, TA KV EALTD Mi%
FHLET, 7272, 2 be—L Jo—0OF—F—RNJao—RFENT, 2 be—L
TR—NERAT 4 T SNEEAER, Bl e —BRITMER SRR 9, L
MWoT, aryha— L 7a—07 A RV EALT Y MIEFSNEREA,

FIP 7 7 B AIZ AAA ZFEH L T A5E, flllTFy xr07e—3~vA¥—2=v MZ
Lk ET,

TFATUOTATA Z7ATOA—INEISTRAYLT
Y AL — 2=y DK AD 725 user-group ZHF L, AD =—Y = b user-ip v v BT
TERGELET, vAF—2=y ML —WFIERNAL—TIEEINDLD T, AL—TIL,
X274 R = ZESNWT2—HFID O—BEDOIRTEEITH>ZENTEET,
IILFEXXYRMIL=—TaVTEOSRAYDG
TNTFXXY AR N—T 4 NI AV E—T oA A FT— FIZL > TEMENRRELRY £,

Z /%> K EtherChannel E— KTOTILFXF ¥ X b IL—F 4 245

A% K EtherChannel ©— FTlX, 77— A N RABENHLINDFETOM, vAX— =
=Y MR TRTCOVAF XX AN N—TFT 47 Xy T —% 2y N L E9, #
WENHESL SRR IE, BAL—T BN T XY AN T—4% Xy Mgk Tt ET,

BRA B —T AR E—KTOIILFXXAMIL—T a5

f@BA 2 —T7 24 AE— RTIE, vV TFFX¥ XML TCz=y NMEBNCENET 2 Z & 1F
HVFEVAL, T—EZBION—T 4 T DOy MITRTCYAX—2=y N TUE I Tlis
EINDHEDOT, Ny b LTV r—v g UoRERESNET,

. ASAY S R4



| Asas 524

naTes 525005 |

NAT & O S RBY VT

NAT (X, 7 7 AZ DKWL AN—T"y NMIFEBEEZHE2 52030 3, EEBIORE
DNAT N7y b, 7T AZHNOZENZENFID ASAITIEFEEINDZ EnHV ET, v— K
NIy 7 T ZNIIPT RLAER— MUEFEL TOE T2, NAT MER &S5 &
XTI, BREERELT, XYy FOIPT RLARKR— "R B 05 TT, NAT F—F—T
TR WASAIZEIE LTe "y M, 7 722§ 7 20 L TA—FT =ik S5 DT,
JIARENY I RKRED N T T 4 v I BFEAELET, NATA—FT—FEX=2U7 s B&
ORY S —F = v 7 DFERITISE U T Y OBEREERT 5720, ZEM=y MIfE% 7
n—% A —F—IZEk L EH A,

FNTHI TAZY VI TNAT AT 25513, ROTA RTA4 0 E2BEBLTLEIN,

e 7uXLARP L  HRBIIA v EZ—T oA ZADPHIT., v v LT T RLAZHONWT T
XU ARPIEENEEINDZ LEHY A, TNIE, 7T AXITIFE LR o=
RMED®H D ASA LBEL—Z LR ETEMREMERIT 2 2 L 22T, Ty AL
e 2D —H L. ALY VFTAZIPT RLAZET~ v L7 7 RLRAIZOWNWTIE A X
TAY I NV—REFRIEIPBR EA TVl b VT XU T EEATOHLERHY 3, 2
X, A% KEtherChannel DHBETIZH Y FHA, 7T AX A X —T = A AT ILEE
fFFHN7ZIP T RLANR L DL WnW=HTY,

cfHRIA v H —T 2 A ADA L HE—T 2 A APAT 2L . f X —7 = A A PAT I%. {HBIA
VHE =T 2 A ATV AR —FINTWEREA,

e AR— KTy 7EIDYTIZLAPAT 2L : ZOMREIZZ I AZ TIIYR—FENTWE
A,

eR—h Ty JEIDYTCIZLD PAT : ZOEEEIZHOWTIL, ROTA KT A4 2L
TLIE&E W,

e RA MBHT O OFKEIRIT, 7 7 AZBEROFHIRTIEAR L, F2=> M CREBNZEH
SINET, LER->T, BRA MDY ORKFIRP1TICRESNLTWNWDS3 DD/ — R
ROV TAZIIBNWT, RANNOD NI 7 4 v 7 R3HOTXTHDL=y N THr—
KRG T E3NDGE, FO7 7AXZIZI3 5070y 7 (Fx=v MZ1>T
D) EEOVYTHIENTEET,

Ny I T T =Ry T v a=my MIERRENTZR—F Ty 7 it &
A2 N0 OEKRKEIROMEHRFFIZIIEENETE A,

sPATIP 7 RVADA—F—REx D THL, N T v 2=y NBPATIPT RL
A, ®IeTAHR—F Tuevy s, BXOxlate ZFTAE LET, 72720, B LWERZ AL
HIs-dliconooy7ay ZiMfFHINEYA, EENPRKNICHA LT M5
L Ty ZidfRiisnEzd,

* PAT 77— V3 5ERITH LW IP 7 B L ZADOHEIPTEHE S5 On-the-fly PAT /b—/L D
EHETII, LW — AR5 T THWEEEET O xlate /Sy 7 7 » FH
ﬁmﬁféxmmﬂ/&T/fmﬁﬁﬁ%%biﬁo:@@ﬁif~b@7u/7ﬂ
DY THERBICEA R b D TIERL . T—ADBPHMEN KN T T4 v I NI TAZ 2=y

ASAY S R4 .



B nresszayy

AsAY 524 |

FMETRr—=RFRNF v T7E3N5 7 T AZERTOR LN S —RH)72 PAT 7' —/L
DORE T,

e XA F I PATHINAT 7— /L 7 RLASHE : v AF— 2=y X, TRLR%E7 T
AERRIZEFICHFLET, AN —PEEREZE LI X, ZOANR—DT R
AB1 OB S TR WIEEIT, ERtE Re vy 7E&nET (o X oo —IZixE 2 AT
BERT RLARBHHILZETH) , &IKTH, 77 AXND==> h E[EEKDO NAT 7 KL
ANEGENTWNDZ LEAER LTSN, K=y FBRHEIZLIHODT FL A Z5ZITE
HE9T D7D TT, 7 RUAEID B TEZERT SIZIE, shownatpool cluster =~ >
EHEALET,

Sy R R L PAT—AO5 Y Ruab ik, 7522 TR — a1
FH A,

VAL — 2=y ML TEHEIND XA F I v 7 NATxlate : ¥ A ¥ — 2= F¥xlate
T NEMREL, AL—T7 2=y MIERLES, ¥4Iy 7 NAT 2 0B LT 54
e AL —7 2=y MRZE LI L EIT, ZDxlate BT — T VRNIZRWGEEIL, AL—
TiE~v AL — 2=y MIxlate FERLET, AL —7 2=y FDEREZTTA LET,

Per-session PAT #%8E : 7 7 A& U > ZIZER Y £/ A 03, Per-session PAT #%5EIZ &2 > T PAT
DAF=Z VT4 B LELES, 7FRAF Y TOHEE, HFAL—T 2=y FHVIA
DPAT i e F5 T H K D17 £9°, xHHAYIC, Multi-Session PAT #2ft1Z~ A % — 2= v
MIERET DZMENHY | vAF —a=y "R A—F =RV ET, 774V FTIE T
RTOTCP b7 7 4 v 7 EBILUDPDNS k7 7 1 > 7 X per-session PAT xlate % fifi i L
F7, TAUTK L, ICMP B LMD TR TD UDP k7 7 ¢ v 7 iX multi-session Zffi L
F9, TCPEBEIOUDPIZX LINDHDT 7 4/ b EEES 5 X 51T per-session NAT /L—
IVEBRETE ET M, ICMP IZ per-session PAT Z 3% E T 5 Z L1 TX £/ A, H.323, SIP,
F 7213 Skinny 72 £ @ multi-session PAT D A U > FZIEHTE S FT7 7 ¢ » 7 Tl B
T 53T % TCP AR — MIkF L per-session PAT Z )l C&E £9 (N H D H323 B
L OVSIP @ UDP 78— MET 7 4 /b b T CIZ multi-session 272> TV E9) , per-session
PAT ODFEIZOWTIL, 77 AT U4+ — VORI A R 22 LT E30,

cRDA VAR a HDAET 4 v 7 PAT LB 1A,
« FTP
« PPTP
«RSH
« SQLNET
« TFTP
« XDMCP
« SIP

. ASAY S R4



| AsAv 524
g4+2v0 n—74v968095258u25 |

BAFIVIN—TAVTEKUVIITREZYLT
T VIR BN T TCEAT I I N—T 4 T AT B FEICOVTIHALET,

Z /%> K EtherChannel €E— KTODEA+ I v o IL—FT 44

\}

GE)  IS-IS 1. A%y K EtherChannel E— R CIIV R—FENTWEFA,

A% K EtherChannel E— K : JL—F 4 7 Fut A~ AH— 2= h EFITTEITEN
FT, —bMIvAF—2=y FENLTEESN, AL—TIZEBEINET, V=T 7
Ny RBRAL—TIZEBIZE LTZGEIR, v~ AX— 2=y NIV XA L7 hENET,

1: R/ K EtherChannel E— K TDEAF+ I v L—F 45

Router A

Only master unit uses OSPF
with neighboring routers.
Slave units are invisible.

EtherChannel
*._ Load Balancing

'Y

Cluster members

CT
Router B

285895

AL =T AUNRNPNT AL — 2=y " Bb— MNP L%, 2=y FMERNZEREIC
BT 2l 24T 0 E T,

OSPFLSA 7—H# _X—RA[X, YAX— 2=y "B AL—7 2=y MZREMEhEEAL, <
AR —a= MDA v F A — =3 RBAELEEAIE, BEL— 2 R"HE#SHEzRE L Ed, 2
A v F A —_"—LFBBETIEH Y F¥ A, OSPF 7t ANIPT RLAD 1 D% /)L—HF ID &
LCERLETHATIIOD AN, AF¥T 47 —FIDEENVYTHILENTEE
T, ZNT, ACA—F DN FZAZERETHEHIND L2720 EF, BV IAREZHRERT
HIZ0E, OSPF J VA Ry 74 U—F 4V THEERZ S L T2 &0,

ASAY S R4
I



AsAy 524 |

B eEvs—orirz—rcos1Fsvs =T8T

BHMAE—TTARE—RKTDEAFIvI IIL—T14

@RA v H =T 2 AFE— T, 2=y RRRZ U RTa s =X L T—TFT 7
7a harEFITLET, b— FOFEFIL, K=y BFEBNITONET,
R2:ABRA V8 —T 1A R E—RTDEAFIvI L—T 424

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

Cluster Members

2
:
[aY]

Router B

FoORTIZ, V—Z AlFN—F B~DEIZA N RNANARKHAHAZLEFELET, SR TZ
NEN1 DD ASA Zdil LET, ECMP ZfifH LT, 4 "ATrI 74 v 7 Dr— R 7
VUV T EITOVET, KHASAIL, NN —F LBETHE I, ENENRELDHLV—Z 1D %
BIRLET,

BHEIL, 2=y MRYOAL—Z ID ZHEHTEDL LI, V»—FIDDI TAX T—NL%
RETOHLERDH Y F7,

EIGRPIL, fHBIDOA v =T 2 f AT —FRDI T AZET L DRAN—URETEHE L EE A,

GE)

TLEMOBET, 7 7 AZIZE C—2 ~OEBOWERBRN S 556, FEHL—T 4 7
TR TERNWN T 7 4 v 7 HRORKF &2 DR H D £7°, IERFIN—T ¢ 7 ZlET
H7200E, ML M7 74 07— ZZNDTRTDASAAL U F—T oA A FELOHET,
N7 47 V=V OREESRLTIIZIN,

ASAY S R4
I I


asdm-78-general-config_chapter19.pdf#nameddest=unique_526

| AsAs 524
scres5250v5 |

SCTP LYV SRAYLY

SCTP B 11, fEED=2=y N TERTE XY (=R AR"T v TORw) , LD~
FR=I U TEREFR L=y MAHET DLERDH Y £,

SPA ARG I VEDSRAEY DY
7 2 —x, EREO2=y NTIERTEXET (B—RKRT 2 TDd) , £O1T—4
TJun—iIR L=y MITFETHILERDH Y F7,

TLS 7 F VR TEIET R — SN TWEEA,

SNMP £V S RB Y2y

SNMP =— Y= ME, xDASA%, ZOu—HNIPT RLAZR->TR—Y 7 LE
T VTAZOMET —HER—Y 7T HIEIEITEERA,

SNMP iR— U N2t AA v 7T AZIPT RLATIERL, Hlica—nhL 7 KL A&
LTLEEN, SNMP=—T 2 "RAAL Y V5 AXIPT RLRAZER—Y 7+ 5581,
HLWS AR —RBRESNTZLEZIC, L 2AZ—a=y hOR—Y U FITRRLET,

STUNEOSREZY VT

EUAR—AnERIIN B L&, STUNA VAR Vg i 2— A —R—F— LT T RH
FT—FTHR—bENET, 7L, FTor¥FrvarDida=y METERS N ERA,
STUN ZERDOZAEHRIC 2= MIEENFEEL, BlO=> B STUNIGE & %15 LIzHA .
STUN J&EIE ke vy 7anE7,

syslog 8 & U NetFlow &9 S X451 U5

«Syslog : 7 7 AZ DKL= MIAHD syslog A vE—VZAKRLET, F12=v FD
syslog A v =Y~y X — T4 — /L RTHHINDT /A A ID ZFR—I2T 50, BT
HDNERETEET, HEAE, RAMar 74 Xal—ya3r 9 22RO TRT
D=y MIERINTHFEEINET, FAMNMET AL AIDD ELTHEMATHIEIICE
X T ERELTEEGAIE, Eoa=y N TERI N syslog A vE—YH 1 DD =v |
MHEDEIICRAZFES, V7AY T—h ATy T a7 4 Fal—rarTEDYT
bijcn—AN 2=y bMETNAZAID & LTERT 2 X5 ICn ¥ 7 2R E LIZLE
%, syslog A v =3 ERERNOZ=y LD X IITRZET,

e NetFlow : 7 7 AZ D2 = MNMIBF D NetFlow A b U —2L &AL E£9, NetFlow =2 L
7 ZI%, % ASA ST L7= NetFlow =7 AR—Z L LTOLPH Z M TEET,

Cisco TrustSec &V S AR Y 4

~2AE— o=y NEIREX2 YT 4 SA—TF 27 (SGT) E@HaAeFE LEd, vA2¥— =
=y FMBZDOSGT RAL—TICEENLEDOT, AL—TF, EX2 VT 4 RY— 2k
W SGT O—EEE FHE T,

ASAY S R4
I



B vwweoszayoy

AsAY 524 |

VPN £ SRB) VY

\}

PA BV —H A R VPN, FREFREE TS, v A ¥ — 2=y 2T VPN z ¥R —
FLET, GBS A RE VPN 7 722 U U IR R— FENTHET, FEIC OV T,
ZOpdf DA TRAZEVT 4 T a UV ERRELTIIEEN,

G¥)

VE—NTZEAVPNILZ, Z7T7RAFZY 7 TEHFR—FSNERFA,

WN%A%@%T%éinX&HJ“/FﬁiT%D T TABZDNA T ATV T 4

TEHENFEYA, vAX— 2=y FCTEENEAELEGAIL. T XTOEFDO VPN #
ﬁ#%bm\WWn%#zkofi%%tX®$Mk&Di¢oﬁLwVX&w%@Eéht
& X, VPN Bt FENL T 20BN H D 7,

th/zw%XA/hmmmMde T & BRSNS A — a2y
u%ééﬂiTomRitiE@@%ﬁmfék%@@%4/5 7 = A ASOERIT D
WX, =BV T FUATEHRL, BIZAA L V7T AXIPT RLVARIZERTAULERD D

i‘j‘o
VPN Bi# D% — LHFHEX, T XToa=y MZERIINE T,

ASAUSRAYTDSTAMVR

JIAR 2=y ME, 2=y FETRIUIA BV RAZMLELE LERFA, —BIITIE, <A
H—a=y NADOTA BV ADHEHALET, AL —T 2=y MIVAZ—DT AL R
WA LET, BEO2=y NTTA B ARG LBEIE. ZNOPHE SN TH—DOET
ASA 7 FAX G4 ALY ET,

ZON—)UZIE, BN H D FET, 7 TREZY T DR T A o ABEEIZOWTI, RO
FHEBRBL T &S,

ETIL SAEUREH
ASA 5585-X JITAE TARVA, K16 2=y haHAHR— b LZE
ﬁ‘o
B K=2=v M, FAUCKBELTA B ABLET
7, %= MZ[F L 10 GE I/O/Security Plus 7
A B APKLETT (ASA 5585-X & SSP-10 #5
J O ssP-20)
ASA 5516-X EARSA VLR, 2=y FEYR—FLET,

GB) o=y MIFECHEFET A B ABBETT,

. ASAY S R4


https://www.cisco.com/c/en/us/td/docs/security/asa/asa910/asdm710/vpn/asdm-710-vpn-config.pdf

| Asas 524

asa o524y vrnEk ezt [

ETIL

SAtEUREHR

ASA 5512-X

Security Plus 714 > A, 2 2=y h &V R—FLET,
GE) K=y MIECHEELT A & ARRETT,

ASA 5515-X, ASA 5525-X, ASA 5545-X, ASA 5555-X

HARS ALV A, 22=y FaYR—FLET,
CE) ==y MR UKEHET A B ADBLETT,

Firepower 4100/9300 > v —3/

Firepower 4100/9300 > v —3 [0 ASA D ASA 7 7 A %
T4 2EBRLTIIEEN,

MOTRTOET IV

PFAR— K LW

ASA U S RAZ 1) VT DEH ERIREMN

ETILOEH

* ASA5516-x : ;g K2 = |

« ASA 5512-X. 5515-X., 5525-X. 5545-X, BL O 5555-X : |gRK2 2= k

« ASA5585X : g K16 ==v k

ASA 5585-X & SSP-10 B L O8SSP-20 QD 10 ¥ H Yy h A —HY Ry b A F—T = A
AEFFO) AZOWNWTE, — DAV H—T 2 A A&7 T AZGIEY 7R L, %
F=HIEATDHZEEHRLET =XV T A v —T = A HATE
F9) ., ZORTIE. 7T AFXFIEY 7 ORNEMEIZIIRIS UEEAN, 7T AZEHIEY
VIDYVARET—H A HE =T 2 ADP A X —FHIED &0 BT INE

R

« ASAFirePOWER £ = —/L : ASAFirePOWER £ 2 — LTV T2 Z Y o J A E#EEYR—
FLTWEEAN, VSRENTINOLDED 2a—LEEHTEEST, 75 ZAXNDASA
FirePOWER £ 2 — LV C—EB LR ) O —Z RT3 0 ERH Y 9,

N

() ASAFirePOWER & 2 — /LA RETHHNC., 7 7 A X E1EK L
F9, EV2—ARAL—T TS AT TICRESNTNDY
H. P TAZIZINDEBINTHHIC, T/ ADA X —T =
A ADFEZREZ VT LET, CLIND clear configure interface =
~ U REANLET,

ASAY S R4 .


asdm-78-general-config_chapter5.pdf#nameddest=unique_171
asdm-78-general-config_chapter5.pdf#nameddest=unique_171

AsAY 524 |
B ssaosz5uvo0msemesn

ASADN—FKOz7HEEVY I LI TEHR
T IAFZRNDTRTOL= | :

+[@{lCDRAM 24 AR CET A THLAILENLY 3, 7T v a AT OFEIINHE
—THHILETHY A,

A A=V T T — RiERE, FCY 7 v =T 2FT950ERHDE, By b
VAT w77 L—RKnthR—hahEd,

X2 VT4 AV THFARN T RN B LTWAXLERHY T (I vEid~
%) o

s (TN ArTHFARNE—LR) I7ATUF I FT—RFPR—HLTWHLENRHD E
T =T FEFRIE T AT LB

eV T 4 X ab—ra VERFIOY Y T AZEEY 7 BEDTZOI, LT T AKX
ANF, v AZ— 2=y LA L SSL 5 kaXE (ssl encryption =~ > ) Z 4
HLENRHY ET,

B FTAXTA LA, BERALT AL A, #F LT ASA 5585-X O¥4A1X 10GE /O 5
A ANKETT,

Ay TFEY
cASATY FARZY VT HBRETDHHENI, A v FDIaLy 74 Xalb—a w8750
ERHY FET,

e HR—=FEINTWVDLAL v FDY A MIDOWTIL, [Cisco ASA Compatibilityl] [H5E] &5
LTSN,

ASA DE{#

cax=y FNEFHA Y NU—ZITEMT AR, —BDIPT RLRA&2Ka2=yv ML
ESc I

e ASA ~DOEEFERB I OEH IP 7 FL ADOREICET MW TIE, (EHT 55T
2] OEEZZHR LTI TEEN,

e v AZ—IEE (BEIIHRINC T 7 AZIBMENTZERE) CHEASNDIPT KL X
FRE. INOOBHEIP 7 RL A X —EMICEA SN 72 7,

AL =T NI TAXIIIBNT DL, BEHALVH—T 2 ARTII AL —LEBNSLD
HRICESBm: ONET,

s JTAFHIHY T R T L— LA EMHTAEAE (L) [ J AKXV T EA
F—TIZT AR, PR T — LA TIEA X —TNMZTALERHY 9,

. ASAY S R4


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| Asas 524

asa o524y vrnEk ezt [

Y4 +EY S5 A4S 1 >4 FHO Data Center Interconnect DA 224

WOFR & RSEORIENEZEZ 7 7 2 XHIEY 7 T 7 ¢~ 27 HIZ DataCenter Interconnect (DCI)
PR T DL H Y F 7,

# of cluster members per site

¥ cluster control link size per member
2

A UPNOENET A N TRARDIEA, FHREIIFIREVWTOMEHEH L x4, DCI DK/ NEHRIE
W, 1ODA NI T DT TAZENEY 7 OF A ARGECT B2 LT TEEEA,

Wl %R LET,
cd P A RD2ANRDEE,
cBEt4 T T ARE AN
o KHA h2 AN
¢« AT 5Gbps 7 T AZHIHY o

F#19 % DCI Hi7i5iE = 5 Gbps  (2/2 x 5 Gbps)

3HA RD 6 ALANDEE, A XIFTHMLET,
cARt6 7T AH AN
e A M UIE3 AN A R 21F2 AN A F3IFT1T AN
o« AL NBT21 10 Gbps 7 7 A Xl v o

P99 2 DCI #3505 = 15 Gbps  (3/2 x 10 Gbps)

2 WA D2 A ARDGE,
cBRF2 7T AL AU
e KV A M1 AN
« AL RHT=D 10 Gbps 7 7 A XY > o

FH19 2 DCI #:48iE = 10 Gbps  (1/2 x 10 Gbps =5 Gbps, 7272 Ui/INMIHEIE Y 7 Z A 2 Hil{#
U7 (10 Gbps) DY A ZKGIZe > TR Y FHA)

ZODEH

H—=IF N Y—=NEHEALT, TRXTDITTAX ANy hOay Y —LiR—~IT 7
Y ATHZLEEBEAO LET, VIHRTE IR ERE (=2 "R T LIZEER
L) TiE, F—IF N =N Y E— MEEIIELHE T,

ASAY S R4 .



AsAY 524 |
B ssavszsuv0hqrs40

ASA D SRARBZYTDHA KSA4 Y

AVFEXERAME—F
F— RN, AL NRN— 2=y s FT—HLTWAHAXLERH Y 9,

T27AT7 94— E—F

UL E—ROBRE, T AT U ET— KR T R_RTO2=y N T—H L TWANLEN
HYET,

Jx—I)LA—in—
Tx—F ==X, IV TAZY T TIIYR—FENEE A,

IPv6
7T ARG 71, IPvA DBREFER L THR— KSR ET,

RAAYF
« ASR9006 TliL, ET 74/ K MTU X ET %A 1%, ASRA ¥ —7 = A AMTU %7
FTALTNAAMIU LD 1434 PRESKRELET, £9 LARVE | mtu-ignore 47
TalEHEALRWIRY, OSPF BEEERR (T Vv 2rv—) BT U 7 ORITHRRBT
HAAREMENH Y F, 7T AKX F /84 Z MTU IZ. ASRIPvd MTU & —E T 5 0ERH D
7,

TIAFGNY 7 A H =T 2 A ADAAL v T T, 7 TAK 2=y NMIEHRIND
AZA v F IR— MK L TANR= 7Y U —PortFast A F— 7 WICT B2 & TE £,
0k THE, HHa=y b e A2 EE{LbTEET,

AA v F DA R EtherChannel D32 KU U 78BN E XX, A A v FOERA
B2 —T A Rk LU TLACP @i L — b &2 A X—T7 MZTEE T, Nexus ¥ U —X7pL—
HOAL TF T, A P—ER Y7 o7 Ty 7 L— R (ISSU) % FITT BRI
LACP Fi#H L — F B3R — P &N NI EICEBR LTS EEN, EDD, 7 TAZY
ZCISSU 2425 Z L g S EE A,

AA » FTlX, EtherChannel 2 — K/XT > 7 743 Y X A source-dest-ip 721
source-dest-ip-port (Cisco Nexus OS %5 & U Cisco I0S @ port-channel load-balance =~ >
NEB) ZHEHTLZ2 28O LET, VI7RAXDTNRARZNT T 4 v 7 2R Y —
BT 2560 HHDT, B— R AT RATAAY XATEvlan ¥ —7— REEHL
BRNTLIEEN, JTARAEZTNRNAADT 74V hOa— RKRFT oo 773 ) XNFE
BELARNTLIZENY,

e 2AA »F @ EtherChannel 2 — RAT o 7 7o) ALEZEETLHE, AL vFD
EtherChannel f > % — 7 = A ANI—WFIC N T 7 4 v 7 OREELSEI L, A= 7Y ) —

. ASAY S R4



| Asas 524

AsA s 52480 r0s1 k54> ||

7a FaPEBEBLET, FT T4 v 2 BRHFOERNE T E TIZ, A LD E
ﬁqo

s —HDAA v FIX, LACP TOXAF IV F—hF FI7A4F VT 4 %2 R—FLTVNE
YA (TIT4TBIOARZ A YD)  ZAFIvIR—b DT TAF VT 4 &
4B LT, A/ K EtherChannel & O EHEAZ E DB Z N TE £,

I TRHEFIHY T NRADAAL v F TR, LA TF =2y 7V LAERIELARNVI DT D08
BHYET, Z7I7AXGEY) L I7EBATI XAV NENTZ T 7 4w 7121F, ELW
UF v 7 EARRESNTVWETA, L4 F =y 725Kttt HAA v FI2kn, b
F7 4B Ry TINAAEERHD FT,

e AR—RFF ¥ RV R RVDET U HANE, BESNNTWDX—TT TFTA7 X —N
NEBZTIERY 8 A,

» Supervisor 2T EtherChannel CiX, 7 7 4 /L kO Ny v afE 7L TV X AL T,
VSSEHFEFTOIMIR T 7 4 v 7 ZRET DT, 7 T AZ T8 AT STV DR —
NF ¥R TONy T2 TATY RAEFEEICEELET,

router(config)# port-channel id hash-distribution fixed

TNIY X L% T O—/VIERLRNTLLIESN, VSS ET U o 7wt LCidmas
TN XANEHEATEET,

s CiscoNexus A1 v F DY T A X |ZHHt S T3~ T D EtherChannel f > % —7 = A AT,
LACP /' L—RAT7 )V A N—Tx VAR T 4 B — T VT DR ERH Y 7,

EtherChannel

*15.1(1)S2 X Y fii® Catalyst 3750-X CiscoIOS Y 7 bV =7 N—V a3 >V Tlik, 77 AX =
=v MIAA vF A¥ v 7| EtherChannel #8552 £ 2 AR — ML TWEHATL
oo T7HN DALy FHERETIX, 7T AH 2= | EtherChannel 737 0 A X% v 7
IZEER SN TV DA, Y AZ— AL vy FOEFENA 720D E KD DAL v FITH
S ATV 5 EtherChannel (32 E) L £ A, A#EZ E® 5728, stack-mac persistent timer
avy RERELT, +0R ) n— FFHZERTE ORERME, & 213T87, 0 (K
HIRR) 72 E2RELET, 20T, 1502l KVEELEAL v F V7 b =T
N=Va T v T T —RTEET,

+ A% K EtherChannel & 7 /N4 A 1@ — /L EtherChannel D 2> 7 4 ¥ = L—3/3 2 1 AR
> K EtherChannel & 5 /34 A 1@ — 71/l EtherChannel |25 L CAA v F Z BN E L
7T

¢ A3 R EtherChannel : 77 7 A% ==+ | A, K EtherChannel (7 7 A% D3 T

DAUINZIEND) DFARE, BEDOA L H—T 2 APFEEESNTAA vF EOH
—® EtherChannel £ 720 £F, &ALV F—T = A ANAAL vF EORLF v 1L 7
N—TRNICHDHZ EaHERLTITEEN,

ASAY S R4 .



AsAy 524 |

B ssavszsuv0hqrs40

Switch

RIGHT

VLAN 101
port-ch1

N

Spanned Data Ific ogaq
port-ch1

i

s 7 /34 A 1—7 )L EtherChannel : 77 7 A% ==~ |~ 7 /31 A 1 —J; /L EtherChannel

(7 Z A& WY > 7 FICERE & 72 BtherChannel b ZAUCE ENET) 1L, FhE

AUIMAZ L 7= EtherChannel & L CAA v F ETHREL T ZEW, AL vF ETHED
7 AH = b EtherChannel # A L T 1 D® EtherChannel & L2V TL 72 &0y,

. ASAY S R4



| AsAs 524

Switch
RIGHT
VLAN 101} | Cluster Control Link
port-ch port-ch1 ASA1
T /\ ten0/6
[ ) ([ ] ten0/7 e
S amimmeanel (=)
port-ch2 port-ch1
/7 ten0/6
() (] tenor7
\J Ay
ort-ch3 ort-ch1
PR || I tenois ASAS
ten0/7
e
5251
2 rt-ch1
PO | PO Menoip ASA4
[ ) [ ] ten0r7
N NS

Switch

AsA s 52480 r0s1 k54> ||

Cluster Control Link
port-chi
/\ ten0/6

Y4 FEOAA FS1>

PA MHIZ TAZY o TIZHONTIE, ROTA RTA EZRLTIES N,

CRDA B =T 2 A ABIOT 747 U4 —/bF— R Tnter-Site 7 7 AZ Y 7 % 7R —

FLETS

A3 —T 4R E—F

T77A4T794+—ILE—F

IL—TF v K Transparent
MR A v 2 —7 = A A @) AL/
A3 | EtherChannel ©) O

cfE@BA v H =T 2 A AE—RKTIE, “VFX¥ AN TTT7—HKA b RP) IZATFT
ECMP #2456, X7 A MKy TELTAASL L 7 TAXIPT RLAEMHT 5 RP
IP7 RVADRAEZT 47 V— Nl T5Z2BEIOLEST, ZORET 4 v 7 L—
MI, Ab—7 2=y MZZ=% % A F PIM BT v "BREEEINDOEHEE T,

ASAY S R4 .



AsAY 524 |
B ssavszx5uss054 k540

AL —7 2=y "R PIM BTy FaZIFT R4, X7y MIilkey78h, =
ANFFy AN AR —ATBETXEE A,

« 7 T AZHAY 7 OFIEDS, T R YUy TEEH (RTT) 20 ms A Tdo 5D &
@ i—g—(}

« 7 T ALZHY 7 0x NEFFORELNT Y RO Fay TRRVEBREDOESWE D TH S
VERHY £, e xid FHY 7 2EHT20ERHY £,

B DB ERELRNTLIES WV, BRDYA DI T AL A /\TITHEk & 0 #
TEEHEA

7T AFDORETIE, HEHEEAOEEOY A b TAUAARKENEFA, LizRo
T, FFEDOHRIIRT 28O n — VN EH OV A NMZELERHERH Y £3, 2t
BESNTWDIENETT, Z27EL., TaLvrFun—UEB—arz2aaictse, i
F—F =L UYL b u—h T 4 L7 ZHERPFIEIRSNET (A b ID IS
CC) . £, TOA—FT—ICRENRAET LI Ea =DV T 4 L7 ZIFRICYA FOHL
WA —F—ZFIRLET (F: A MEATIT 7 4 v 7 BIERFRT, IO A—F —IZEE
DRELTEDYE— N A IO 8T 7 0 v 7 RHo%5E, VE—K Ak
D= MM re-hosting 7 4 > RUNTT —% Ry NaZET 5581200 E— 4
ARNDI=y NBFHL WA —F—LRBZENRHVET) |

T 4L =RV E—TarTE, RONT T4 w7 XA TDOu—h)EB—va %k
PR—FLTCWEFA, NATEHIZPATDO T 7 47 SCTPNA VAT a9 %
TO9VVI 7497, —F—DT7FT7ATF— gy 7V,

« NIRRT LU N = ROEA, WElL—% LA —2 OXTRNZ T T A X ZRlE S
5L (AKA —A BT REEAN) | WGONHAL—FZBECMACT FRLAZILAE L, W5
DOINENL—FBFECMACT RV AZIETHMERNSHDET, VA N1 DT TAEZ A
NP A R2DA U NNICHG AL T H & & SEEMACT RLURTHEFFSLE T, MAC
T RUARTA M1 ONL—FERIUTHLILGEIZDH, 737y MIYA 20— FITF|
ELET,

s NTUAXT LU FME— ROYAE, Wiy NU—2BO7 7 A VHIZEY A hOT—X
Fy NI —=I =R oA V—FMZT TAZERETDHE (AKAA—A M7 xR
FEAN) . BT — T =A —HF{L, HSRP 72 £ ® First Hop Redundancy Protocol (FHRP)
ZHEALTC, YA FTRICHEAEIP BEXOMAC 7 RLADs ezt L4, 7—4
VLAN (X, A—/"—L A FT7 U AKR— ML (OTV) FEREO L OEMHA L TH
A4 MRRIZblesTIRRSNE T, n— IV T — U= V—F5ETDKNTT 4 v TN
DCLFRH TOH A MIEESNRVWE DT DI, T4V E 2T 20N ERH Y F
To F= bV A V=PI O0OY A FTEEREICLSTSE. N7 71 v 7 BIEFIC
DY A FOY—h T = A ICEETE DL IICT ANV EEHIRT DRERD Y ET,

o 2,3 K EtherChannel Z{#if L7=/V—7 v K E— RKTlX, VA FEHDPMACT FL A%
HELET, OTVEIFFREO L DOEMHEH L TH A 2RI T —#% VLAN ZHRE L 7,
Ta— sV MACT RVARSETCOHD 8T 7 4 7 B DCLERHE THOH A MIEE IRV K
T DI, T AN ZARRT DRERH Y T, 7T AZR1ODHY A F TEEAGE
WZholGa. N7 74y I BNIERIMOY A FO s T A% 2=y MIBEETEL LI

. ASAY S R4



| Asas 524
AsA s 52480 r0s1 k54> ||

TANEEBHIRTAMLENDY £, XA FI v I V=T 471, VA MEZ T REZN
WHEE AL D77 —A R Ry P L—F L L THETIHEAS I R— RS EEA,

ZOMDHA K514

« Kx )72 R a DEENEAT HE (EtherChannel A > % — 7 = A ADBINE 721X HI .

ASA ETOA U H—T 2 A ZAETIFIAAL v FOREMEE T, VSS £7213 vPC %
BT D20 DBIMAA v FOBMARE) | ~LVAF v VHERERCBEN A v B —T = A
ADPA LB =T 2 A RAFT=L ) T ETNCTHMERHY £, NARTYOEENET
LT, ar74FXal—valBERT_XToa=y MNIEMIENZL, A1 X —T A
ADNVA F o 7 ERREHEAHICTEET,

s =y NEBEFEOV TAXIEMLIZE XL, 2=y a2V u—RFLiE X, —FW
W2, RERZR Ay MR Ry 7RBEAELET, ZHIETEESBY OEETT, HE
WL oTE, Ruey 7 &Ny MRRETERPN 7 TH2E83HVET, X
L. FTP 826t ® FINJACK N7 v b Rue v 7 E&nsd &, FTP 72 94 7 "IN T LE
T, ZOLGEIE. FTP 2 BT 2 0ERH D £,

« A% R EtherChannel (Z#%#¢ S #1172 Windows 2003 Server £ L TV 5354, syslog —
NAHR=FIRFT T L, =B ICMP =T — A vb—U%EFELRVE, 5D ICMP
AyEB—=UNASA 7 TAZIZEEINET, ZOXIRAYyE—VIZED, ASAZ TR
ZD—EDO = N TCPUMHENEL 2D, NT 4 —< RTEETHAEERH D
F9, ICMP =T — A v —U %M+ LA HEREL £,

« EBIA > H—T 2 A A F— RDOVXLAN [TV R—F EHTWEHA, A3 K EtherChannel
E— R TOH VXLAN 2R —hLTHET,

o AL, A/ K EtherChannel £ — R IS-IS # %R — bk LE®A, HA L F—T7 =
A A2 F— ROBPISIS AR —bFLET,

ASAUSRBZYVTDTIHI b+

o 2% K EtherChannel Z{# 42 & 1%, cLACP > AT A ID IXZBEAM I, VAT A
TIAFT VT 4T 7NV BT TY,

c I T RAFDNNVAF =y JTHERBIZ, T 7 4/ N TA X—T M7 R—/v NEFENE3 B
TT, FIZANITIE, TRTCOA L EZ—T oA ATA LV E—F Yy N~ RAE=F Y Y
TWA X —T N> TWET,

KM LTer A ZHEHY 7 D7 T A Z FFEEHEREN 547 S ICHERIIRICITS g,

R TeT =2 A =T = A AD 7 T A BB/ EHREIL, 5 0% L. 2ITREIN
YR CAFF T3 ERITShE T,

HERIEOEIT. T 7 4V R TIRESIC > TWET, EREOBE A LSS D, T
7 AV N OARHERRHREIRIX 5 T,

sHTTP N T 7 4 v 71, SEREIOEGL U A r— g VBENRT 7 4L F TENZR - T
WET,

ASAY S R4 .



AsAY 524 |

B ssavszsuvozms

ASA D S RZ) T DEE

\}

TTARYN T HFRETHITIE, ROX AT HZFEITLET,

GE)

JIGAEY T EFNETITENCT B, 2y Y= (CLIOEE) F7213 ASDM
BAEMEHLEST,

AVT74FXaL—a DNvHr 7y T (R

ATv 1
ATvT2

Y H) 2=y NTCITAEZN U T A R—TMITHE, BIEOa 7 4 Fal—va
LA U 7B B AT AL ORREICE Z M ONE T, 7 7 AR EEERT 2856, HHAEE
BREHA LA =T 2 AR AT 4 FXal—a ORI Tyl ary74Xal—alk
HoTHEL ERIDOHBAEND Y T,

1R BHHIIZ
Fa=my bONRY I T v T EFITLET,

Flg
[Tools] > [Backup Configurations] % 3R L £,

KECLETa Ly 74 Falb—ara2 R vl T v 7 LET, SR FIBEICOWTIL, a2
T4 X2 —a v EEFOMDO T s ANDNy I T v T BLIMMETESR LTSN,

A=y FOT—TILEGEEXUVA U3 —T 4 ADETE

7 IAL) T ERET DN, 77 AZH@Y) 7 2y U= BEHRy PU—7 B&X
BT =4 Ry NI —=0 % =TV THERLET, RIS, A F—T oA ZAERELET,

D3RR AR —T 4 RIZDL\T

F—H A H—T = A AL, A% FEtherChannel & L CRETHZ &b, RS X —T7 =
ARELELTRETDHZELTEET, 12D TRAIANDTRTOT —H A U H—T x4 AD
LA TWE—THDI EBNETT, £lo, Hax=v FO, 2 Eb1O2DON—FRU =T A
VHE—T A A% FZALHIHY O BERETHMNERDY 7,

DS AEHE) D12 DONT

Fa=mw b, D EH1ODN— RO 2T A H—T oA A% T AXHIBEY) 7 EHHE
THINLERHD FT,

. ASAY S R4


asdm-78-general-config_chapter39.pdf#nameddest=unique_537
asdm-78-general-config_chapter39.pdf#nameddest=unique_537

| Asas 524

ssz2a8my vy 574w r0mE

7 IAZHEY 7 NTT 4w 7 OB

I IAZEEY 7 8T T 4y 2, LT —F DM DO NT T 4y VT INEENET,
I~ Z7 7 4y 7RO DR FENET,

« TAL—IERE,

a7 4 Falb— g DR

RO = ) B/
T=H FTFT7 4y ZIFRO DR EENET,

« 27— MNEH,

BRI AME S = U B RO — % Ny MRk,

TIABEY) s A B =T A Ay NT—

WOPINEERE, 77 AZEY) 7 IIEEDT—H A v E2—T o AEHEHTEET,
sVIAN YT A U H—T oA A% FAXGHIEY 7 L LTHERATZ LiIxTEEdA,
EMxx A H—T A AT TAZGNEY) 7 L L THERTAZ EidTexEEA (B

7> EtherChannel 7MZ 702 59°)

 ASA FirePOWER E ¥ = —/L 2 ## L7~ ASA 5585-X TlZ. 7 T AXH#If# ) > 712 ASA

FirePOWER £ 2 — /L b DA v F—T =4 A TE7< . ASAA VX2 —T = A A&+
DHLEEFHRL CWET, Va2 NV A X —TxARF, VYT NT=2T T o7 T L—
RFIZRETZ2YVr—FR2E0, EVa— o) a— RRHICRR0OBM N T 74 v 7 %
Koo 7 c&FEd, 2720, LBEIEUT, TV a— A0 H—Txf AL ASAA LV H—
T2 A A&RL T T AZEHIEY 7 EtherChannel T TExF£94, Va2 —/L L F—
T A AN Ry 7 LIzE4E ., EtherChannel DFEY DA X —7 = A AXEEBH L T
F9, ASAS585-X % U —2 EV a2 — VFOA R —TF 4 VT VAT AEFEITLAR
Wiz, ZOMBEOREE =T EE A,

EVa— NV EOT—H A =T 2 ATV B — FDERTICL > THEEEZITHZ LT
FELTLEEY, YA aTiL, EtherChannel N THIZASAA X —T =2 A A% EY 22—
N AE—T A AENEMIHERTHZ EE2HEREL TV ET,

ASA 5585-X & SSP-10 3 L T8SSP-20 QD 10 ¥ Ay h A —H Ry b A F—T = A
A HEFFO) IZOWTIX, DA v H—T oA A% TAXEHY 7 IR L, i
T—R2IMERTHZ &%% LET (FT—FIZoWTEY T A v ¥ —T oA A& TX
FT) . ZOREIEL, 7 TAXEEY 7 OTUEMIZIIRHE LEFAN, 7 7 AZHIEY
VIDYARET =R A E—T 2 ADY A XL —FIEDH L0 B SRE
7T

EtherChannel 4 > % —7 = A AEIFITNEA VX —T =4 A&FHTEET,

ASAY S R4 .



AsAY 524 |

B /sxsnmurovax

K TGAAFEY o7k, FILY 7Ry hEOIPT KL AZEEBLET, 20V 7 x>y ML,
MDOTRTDORNT T 4 v I OITEEL., ASA Z FAXHIEY o0 LB —T oA ZATFFH
BENDLLHOICLTLEE N,

QA= I TAEDYA ASA & ASA D% T T AXKIMEY 7 CHEHEEE LW T
SV, S F—T oA ABREEBR LGS, —HFOa=y NCEENBETLIE, 7T RF
Y 7 BEgREE T, O EFR 2=y NOEELRLS RV ET, AL v FENHLTY T X
AN 7 B LI AIT, EERa =y MZOWTEZ T AXFIEY > 7 1 XEE % #EFr
LET,

7T AZHIEY T YA KX

\}

TRETHIUL., B ¥ —TDOFHENDZNL—TFy MIAEDLETYZ FAZHIHY 7 A
VITAHRERHYET, TIOTIUL. T AFXFIEY) U BEEOLT ) AN TEF
T, 7o zIE. ASA 5585-X & SSP-60 T 2551, /7 AZ D=y TV KK 14
Gbps I S HHZ ENTEHDT, 7 7RG o 71ICHEIVYTHLA X —T xR,
K 14 Gbps DIEIBNAIREL 72D K2 IC L TL 723V, ZOHAIF, 22X 10F¥ Ty b
A =YXy b A HF—T x4 A2-D% EtherChannel & L CTZ T A X&) 7 I1ZfEHL, 7D
DA VHE—T oA A VB)GLTT—% VU7 IR LET,

ISAREY v N T 4y 7 ORNEITEIC, RET v ST — MR I Ny T
T, JTARLHIHY T TDORNT T 4 v 7 DERITFEIZELLET, BBESNDI T T4 v I D
BiX, v = MR ORI, TP RERREROT-DOFS5 N T T 0 v I R E
BINEIMIZE - THRED 9, RIZHIEZRLET,

*NAT Ti3Hitoa — K RN U VPR T5DT, 3 XTOYVE—2 N T T4 v %
ElWwx=y MIHSEHTOISLERHY £7,

s Ry NT—7 T 7 RIHT D AAA T —TTHIRBETH D720, T_XCTDONT T 4 w7
M AH— 2=y MIEBEINET,

CAUNR—V Y TINEEREIND L, 7T AZITIREOEGOFS R EVLE LT 520, —iF
HINZ 7 T AZHIEY > 7 OFEZ KREICEHA L ET,

77 ALHNEY v OWIIEERELSTDHE, AUV TPREREINT L E O R
12720, A—TFv hOR MLy 7 ZEHRTE T,

G¥)

7T AZNIKEOINH B\ 774y RbL5E1E, 77 A2 70
A R RELTLBENRDY £,

77 ALY > 7 LR

7 T ALY > 7 121X EtherChannel Z 325 Z L #HEE L E5, TTREMEZHEBILN D,
EtherChannel NODEH DY VI v T 7 4 v 7 BETZ LN TEET,

KORNL, AL v F 27 AT L (VSS) AR R— K F ¥ /v (VPC) BRETZ 7
A A Y > 7 & LT EtherChannel # 3 % 5%~ LE 9, EtherChannel D9 XTD Y
INT IT 47T, AA vFNVSS £721ELvPC D4 CTH 584 1%, [F U EtherChannel N

. ASAY S R4



| AsAs 524

s za4my vy oEE: i

DASAA B —TxA A%ZNLI, VSS £/2IXVPC NDO BRI B A A v FIZEHRi TE £,
AA v F A X —T A AiZ[AE U EtherChannel IR — b F ¥ R)b A L H—T A ADRA L INT
T BEEOMBIDAL v FNHE—DAL v FO LI IZEETS05TY, Z D EtherChannel

X, A% K EtherChannel Ti37e<, XA 2 0 — ANV THDZ EIZEE LTI,

.Ei%l Virtual Switch Link

333222

7T AZFIY 7 OIFFEM:

7 AZEIEY 7 OEEEZRGET HICiE, ==y MEOZ 7 K Y v 7EK#E (RTT) 2320
ms RiGIZR D LI LET, ZORKEREIZLY, BADZHMBAY A MIA VA =L ER
o7 TAE A NEDOHEHERH ELET, BIEEZFHRLHIIE, 2=y MO 7 T A X HIH Y
> Tping ®FEITLET,

I AZEIEY 7 1x, NEFORFC 7y O Ra y TRRVMEFEEOEWNL O TH DM
BHYET, LeziE, 1 MNEOBEADOEAE, FHY 7 2EHTA0ERHY £7,

7 ALY 7 OkEE

2=y NOZTAZERY BT haARNE T LTERE. VAR o SE T 4 E—
TRV EST, T—HZ A F—T oA ATy b EFT o ENET, 77 RZGEY v
DIEWS, 7T AR Y L T EFEA F—T M L CRITY T A ICHESINT A 0LERH Y £
KR

ASAY S R4
I



AsAy 524 |

. Z /%> K EtherChannel (#£%%)

A\

GE)  ASAMIET /T 4 Thed b, T RXTCOT—H A E—T = A ANV ¥y MU ENET,
BTHERAA X —T 2 A ADHRBNT T 4 v 7 BEZETEET, BHA X —T =1 XX,
FTDO2=y NIRRT TAZIP T—=NANEZTW-72IP 7 RV AZMEH L CHl & X BENREE &
RVET, 2L, Vue—RT258, VIRFTa=y MBRERIET 77T 4 712725 T0D
L, BEHAVE =T oA RZT 7 BATEERAL (FAF— 2=y FERUAASVIPT R
2AEMERTH70) , TRUEOa 7 4 X2 b—r g UEEICE, a2y Y — A R— M EEH
THLENRDHY £,

R /%> K EtherChannel (#f3%)

SR =B 1D DA VB =T 2 RETA—TIL T, 7 TREOFTRTDY ¥ —
\ZJR73 % EtherChannel & 925 Z L7283 C& £9, EtherChannel {2 X » T, T v R/AHNOEHAHE
RIRTCDTITATAVE—T 2 A AD ST T 4 v 7 BEHZINET, A3 K EtherChannel
IZ. V=T v RERTUVART LY RDOELLED T 7 AT U4 —/LE—RTCHLRETEET,
Jb—F v K £— KT, EtherChannel IZEE—DIP 7 RL A&ZFOL—TFT v R AL X —T A
AL LTHRESNET, PFVAXT LU N E—FRTEH, IPT RLRAFT U v T —7 R
=L < BVLICEIV 4T H N E T, EtherChannel IO 6, 1m— K XT3 JHhE
BIEAREIEDO—H L LT X TV ET,

Inside Switch Outside Switch
A
= ASA1

ﬂ [\ ten0/8 1_

ten0/9 [\

port-channel 5

| | tenoss 8l icror0 port-channel 6
SInsided Outside
panne Spanned

port-channel 1 port-channel 2
10.1.1.1 ASA3  509.165.201.1

ten0/9

o icn0/9

<]
<
333361

ASAY S R4
T I



| AsAv 524
R /%> K EtherChannel O F| 5 .

2% K EtherChannel DF] 5.

EtherChannel A0 11— K85 Lo v 713, D & 5 FIAN D, hoFA L0 RSN
h@‘O

o [EEKHE ORI E N,
o I NR—U = U ARFEINE, HEA v HE—T oA ATV —T 7 e ha o x

NoGT7 400 hku—R AT T LETH, =T 47 7ua bhaydl s mEER
W R_R—=Vz VAR ELRDZENELLHY FT,

eI T A X2l —Ta U BRGTHD,

BRANV—T"> DA KT A
BRANV—Tv FEFERTHITIE, ROZEEHERELET,

T AR —R AT T Ny TATY XML TR ThAEH . LET, o
FO, EE50HMNLDONNFy RBREIC Ny v = B F7-H8 T, A3 K EtherChannel N
DR T ASAICEE LE T, EIETEMEDIPT RLA (F7 40 ) FEFHET L5
HDOR—=Fenya 7AdY XNELTHEATLZ E2HELET,

cASA AL v FILHHR T D L XX, RMLAATDTA Yy I—REFEHLET, 3TO
Ny MR Ay Y2 T ALBRHEHAEIND LT 572HTT,

R—=RARTT

EtherChannel U > 7 (%, BEETE/II5EEIP 7 FL A, TCP R— F B L UDP R— FHEEIC
HANT, Oy 2 TAITY XAEFEHLUCRRSNET,

)

GE)  ASATH, 774V bOR—RKRTZ U7 TAITY RAEERELRNTLIEIN, AL v
FTlX, 7/v= Y X L source-dest-ip F 7213 source-dest-ip-port (Cisco Nexus OS & 72 1% Cisco
10S @ port-channel load-balance =~ > N2 &) ZMHT 22 2B LEST, 7724
WD ASA~D LT 7 4 v 7 PEEICHBSNRLSRDIERDH DD, n—FRF 7
TIY ALTIE, vlan F—U— REFEHLRWNTSIZEE0,

EtherChannel WDV > 7 #ildvu — K RNT7 v FICEBE FEL T,

K — R NT o TIXEICARE S IIIR Y A, NAT ZRET HHAIEL. 747 — K 8
oy b VL= Ny FETIPT RLARKR— MRERVET, VE—2 T T7 40w 70
NV alZESWTHIO =y MOEFEENDTZD, 7 TAZIINIEAED I X—2 T T 4 v
JuEIELW2=y MZU XA LT NTHXLERHY 7,

EtherChannel O 7T E M

EtherChannel IZ1%., TUEMMEENHAGAEN TWHET, U, 7 XTOYU 7 DEFR v b
AN ARTF—HAEE=XLET, VI DIOTEERKETLE, NT 742130V DY

ASAY S R4
I



AsAY 524 |
B vss #-vPc ~otzs

VI TCHEAENET, EtherChannel D3 _XTD VU 7 BNRFEED 2= b ETEIE LA,
MG D= FREET VT 4 T THDHEEITL., TO2=y MIJ T AZNLHIBEESNET,

VSS ¥ 7713 vPC ~D ik

1 DD ASAIZOEHEBDA o H—T = A A%, A3 K EtherChannel IZAND Z ENTEE
T, 1 OD ASAICHOXEH DA v X —T = A ADRERTEST SOOI, VSS F7-1% vPC D J5 D
AL FIHET D &L ZTT,

AA wFIZ L > Tid, A3 REtherChannel (IZHRKR32MEDT 75 4 7V v 7 2R ETE £,
ZDOWRETIX, VPCND ST DA A v F 5, ZEN16{EDT 77 47 Y 7 @ EtherChannel
ZYR—bTBMLEND Y F4 (] : Cisco Nexus 7000 & F2 U —X 10X b A —H
* v b 'S 2—L)

EtherChannel C8MEDT 77 4 7 U v 7 W R— hT D5 AL v FDHE, VSSVPC T2 HED A
A TR T D L, A% REtherChannel (ZE K 16MEDT 77 47 Vv 7 R ETEET,

A% K EtherChannel CT8{HXE VW ZL DT 77 47 Vo7 AT HAIL, AX LA Y
VIOBERTEE A, O~REDT V7T 47 V7 EYR—= T D50, AF A U
7 DFE % AREIZT D cLACP XA T2 v 7 IR—F 7 IAF VT 4 2T 4 =T N THHME
NHVET, TNTH, RETHIIL, HE2T1EDOAL v FICHEHTH L X, SEHOT
0T 4T VT EREDAR L NA YT A TE T,

WD TIL, 8ASA VT AXBIWNI6ASA Z TAXTDNRT VT 47 Vo IZDANRSR
EtherChannel %75~ L £97,

. ASAY S R4



| AsAs 524

vss 1=z vpe ~0izs [

Router or Router or
Access Switch Access Switch
Switch1 ~“_ Switch2 Switch1 " Switch 2

r

Eni Virtual Switch Link ﬁi EI_ Virtual Switch Link _EI

-chanhell

371128

WO TIE, 4ASA 7 T AFIBINEASA I TAZTDI6T VT 47 VT DA KR
EtherChannel Z/x L £,

ASAY S R4 .



AsAy 524 |

B vss ==z vPc ~otz

Routerar Router or
Access Switch Access Switch
Switch1 “._ Switch2 Swich1 -~ ' Switch 2
% Virtual Switch Link _% Virtual Switch Link ﬁﬁi
| I" | Asa1 [ |
1] e | |
— | ——
_—— | [
ASAD |
| |
E— -
pc:-rt—cl';un.neh Asid pmri-channel‘l; paort-
P L yooof
BNERES - VAR
ASAL

ber b P

— ASAB S

WD TIL, 4ASA 7 T AXBIONGASA V TAXTOWRD YT /T 47 VI8 AKX
XA Y7 DA/ R EtherChannel - R LET, 77747 VU TI3ERT, T 7747
U 73S TRLTWET, cLACPr— RT3 7%, EtherChannel DV > 7 @ 9 Hix
BEOSAEZHBEMNEIRLCT 7T 4712 TEET, DFV, cLACPIX, V7 L TOD
B— RN RT v TRBUBNLH E T,

ASAY S R4
a0 I



| AsAs 524

BAAVE—Tz4R =Ty EI7479+—LE—F0z) |

Router or Router or
Access Switch Access Switch

Switch 1

i

Switch 2 Switch 1 Switch 2

Virtual Switch Link

Virtual Switch Link

Té‘_____}_

port-channeld e port-channeld
= (I

333215

BRA 2R3 —T AR UW—TY K IT7A4T724+—ILE—FDH)

fERA B —T 2 A ZTWHEDONL—T v FA L EZ—T =2 ATHY, TNENRHEHOT—7
WIPT RLAEZELET, Ao X —Tx2AfA AT 4 Fal—ariFdvArAFd—a=v |
P TITIBERHLTD, 2O X —T 2 A AT 4 X2l —2a OFTIPT L
AT =NEBRELT, ZOT—=LDT RLVAZT TAE AN (wAX—HEET) OA
B =Tz ANHEHS DL ENTEET, A IV TRAFZIPT VAL, T TFTAEZD
TODOEET RUATHY, HICBEOYAX —a2=y MIBLET, A ITAXIPT
FL AL, ~AX—2=y hODAL—TIPT RLATYT, a—Hh/VIP T FL AN/ —
TAT DAL =T RLVARIZRVET, ZOAAL L JTAAIPT RLAZL-T, EHT
TEADT RLAR—RILENET, vAX— 2=y "REEINDLE, A2 T TAHXIP
T RVAFH LW RAZ —a=y NMIBEITLDT, 7 7 AXOERE Y — AL AT TE
F9, L, = RATZ U T RGBT ALERH Y FT (ZOEAIET v AN — A
AA T ET)

ASAY S R4 .



AsAY 524 |

B Rz 1—5F125 —Fv R I74794—1L T— FDH)

\}

GB) RS H—T oA AFIN—T 7 T ha VI IE N T T vk — R RT v
TLETH, =T 47 7a bamil) v IVEERICa A=V VAPESRD I EN L
<H2HOT, HRA 2 —T x4 ZDRIDVIT AN R EtherChannel ZH#EHE L £,
Inside Switch Qutside Switch
.
Load Balancing: === ASA1/Master == | . Balancing:
PBR or ECMP ; - PBR or ECMP
=L
' inside TenO/B ten0/9 outside -
len0/8 T0.1.1.1 (main) 209.165.201.1 (main) =
10.1.1.2 (local) 209.165.201.2 (local)
inside ten0/8 hP ten0/9 outside N
len0 g 10.1.1.3 (local) $509.165.201 3 (local) ol
ASA3
ten0/2 inside tenOiB ten0/9 outside teh0/2
10.1.1.4 (local) 209.165.201.4 (local) .
ASA4
ten0/3 inside ten0/8 temO:‘Q outside teh0/3 2
10.1.1.5 (local) ¥ 209.165.201.5 (local) - g

RY)—R—=ZA)V—FT 4T =T R T77AT 74—/ E— D)

plA v =T 2 AT EET, FASAA A —T A ANEHADIPT FL R &
MACT RLAZ#MELE T, a— AT T HED L OB, R —_"—R )L—F
7" (PBR) T,

COFENER SN SO, T TICPBREZHEHLTEBY ., BEEDA V7T AN T I F ¥ %215
HALIEWGETT, £, ZOFEEFEHRT 5 &, A/ REtherChannel D54 & LT, 1B
MOFEEA T > a VEZFATE LS8 0H0 £77,

PBR %, V—F v 7BIOVACLIZHESNWT, —TF 4 VT OREEITVET, BHEEIL,
FETh T T4 v I %I TAINOTTO ASA B THOTHMENRH Y £, PBR ITHAT
bHD, WITHEL T — RANT v TREREFBITCE W b H Y £, @D/ T 4 —
VU AEFERT HITIE, PBRAV V—EFETHE X, RLERO 7+ T —REV ZX—0 D
Xy RE UBR) ASA IZEE END KO ITHRET A Z LA H#HIR L £3, /=& x1E, Cisco
N—HANHHEET, TTEMZFEH T HI21L CiscolOSPBR 47V =7 b h T vF o 7L b
HIHEH LET, CiscolOS A7 =27 b 8T v F 7%, ICMP ping ZfEH L TH ASA &€
=& L%9, ZHT, PBRIL. FFED ASA DEIFERREMEIZESWTL— K vy T E2 A 13—
NEFIZT 4 =T M TE £, FMCHOWTIE, RO URL 2R LT &V,

http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html

. ASAY S R4


http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html

| Asas 524
HAZ bk ILFRRA—T 125 =Ty K I74794—L E—Fo#) |

http://www.cisco.com/en/US/products/ps6599/products_white paper09186a00800a4409.shtml
)

G Zou—RRFZo v IHEEERTEAF. 734 A v —7%4 /L EtherChannel % {#E5!]1 >
H—TxAf AL L TEHTE £,

BAAXA RNV TFRAN—T 47 (=T v R T2 AT 74—/ E—RKDR)

AR A B =T 2 AZfFHT D E XTI, FASAA L H—T oA ANEHOIP T RL AL
MACT RLURAZHFFLET, B — R AT I HED1OR, Ea R h<w/LF /3% (ECMP)
=T 4 T,

ZOFEPHRI NSO, T TIZECMP 2R L TEBY | BEFOA 7T A NT 7 F ¥ &4
HLIEWGEETT, £/, ZOFEZHEHT S5 &, A3 KEtherChannel DA & T, 1B
MOFEEA T > a VEFIATE LS80 £7,

ECMP/L—7 4 > 7 TlE, W=7 47 A MU v 7 PEMETlR&E TH HEEO TREiE 2] %
ML T Ay FEIRETEX £, EtherChannel ® X 912, FEILB I USEHLEDIPT R L AR
BrRBIUSEEOR—= DOy 22 FH LTI ARy TD1IDry FEEETESE
J, ECMP v —F 4 Y JICAZT 4 v 7 Jb— b EMHAT 285515, ASA OFEER AR I8
DEREXDHZENRHV ET, L— MIBIEEEEAIND 2D, EENRKELTZ ASA~D 7
T4 I BNRONDOENETY, A¥T 47 — b T 55346T, 7= K |k
TR TREDAET 47 — b F=X ) UTEEEFHLTCSESY, X407
N—TFT 47 Fa haVvEERLCTOL— FOBMEHIBREZIT) ZEE2HELET, 2084
X, XA T I V=T 4 U 7IZBMTHL DK ASA ZRET HHLENH Y £,

\)

GE) Zonu— SR U T HEERFERTS5A1%. T34 A 1 —% /L EtherChannel % {31
H—TxAf AL LTHEHTEET,

Nexus Intelligent Traffic Director (JV—7 > K 77 A4 7 U 4 —/L F— FDH)

ERA v 2 —T 2 A ABHHTHEEIL, FASAAL U H—T A APEHEHOIP T RLAR L
MAC 7 R L 2 ZHftFf L £ 9, Intelligent Traffic Director (ITD) &%, Nexus 5000, 6000, 7000
BEUY00AA vF ) —=AD@E#HN— Ry =T B— K707 V) 2a— 3 TY,
EFD PBR DIEREZ TR L TV D Z iz, M b SNk Y — 27 7 o — 24t
L. BIEE DRI A 8 E KB 2 720 OEEOBIEERE 2 i 2 TV ET,

ITD IX, IP A7 4 vk, BIHFmM 7 a—stBEoi=bna v AT b Ny ok, RFETP
TRy AR T BERBELERY — (NHMTTEM) | NEr—
RRFovv 7 BEOT 77—y 3 IPSLA 7r—7 (DNS #4Te) ¥ R— kL%
To B—= AT T OBMBEEIZE D | PBRICHEAT, §TOI TAL AL /R—=T
SV —R T 74 vV EER LET, MR 7 o—xHha2 LRl T 572012, #Eho
TV —FRBLIQRY X =0 Ry MR UHFLASAICEESND L HICITD 2R ETHZ &
ZHELEL 9, FEICOWTIE, RO URL ML TL7Z2E0,

http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html

ASAY S R4
I


http://www.cisco.com/en/US/products/ps6599/products_white_paper09186a00800a4409.shtml
http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html

AsAY 524 |

B /o235 1-vror—TLEge7y TR N —LBEUSIVR MY —LBEDRTE

DIRBAZYy bDT—TIWERET YV TRA M) —LELUVF IR M) —LEFEDOE

N

7 TAL) T EBRET DN, 77 AZH@Y) 7 2y FU—2 BEHRy FU—7 BX
OF =% 2y MU= & —7 NV THR L ET,

FIE

ARG 7 Xy NU—2 BHAXY NU—2 BLOT—F Xy NT—20 %7 —7

IV THERE L £,

(B) 772 ZIZBMTDHEI2=y NERETDHNC, PR, 7O/ T 47807
ZBHIEHY 7 Fy N T— T BLETT,

ToTARN)I—AELHE T AN —AOBEHIRET DMNENH Y £, 72 & X, EtherChannel

ZH 9 234 1%. EtherChannel D7 v 7 A kU —AL/Z 7 A b — LI 2R ET D LEN
&)V)\ijqo

1

GE)

ZoFTlX, v — RANF 20 72 BtherChannel Z#{#H L £ 3. PBR £7-1X ECMP %
FERTAEEIT. A(MvTF ar 74 Xal—arBNaRy £9,

72& 21X, 4 BD ASA 5585-X DZNZFIUIEBNT, ROLDOEFEHLET,

o 73 A 1 —H /)L EtherChannel ® 10 ¥y b f —HY Ry b A v H—T = A A
2 (722 Y 27 H)

« A3 K EtherChannel ® 10 ¥ Ay b A —H Ry h A X —T A A2 (N
B LN BRy hT—2 /) . KA ¥ —7 = A AL, EtherChannel ® VLAN
VTN E—T oA ATT, v T A2 —T oA RABFEMTHE, NI EINTD
MDA 4 —7 A A) EtherChannel DS E#IEH T& £97,

oI L HE—T A A1,

WER LA DOM T DRy bU =7 IZ 1 BOAA v FRH Y £,

. ASAY S R4



| AsAs 524

D5RB A=y rDF—INEGET v TR FU—LekUgyvz by —LigzosE [

i
|
,

| [ [ |
w o w =] o [« ] §=]
3 s| 3 S s| 315(3(3|3
[ [ = = = [l el Bl [
[5] (1] 1] (] [ DD D] D) ©
Cluster B
Control Link ( < )
port-ch1 po port-ch1
<1 | .-
port-ch2.200 Inside VLAN 200
port-ch2.201 Outside VLAN 201
VLAN 101 port-ch2 port-ch3 port-ch4
port-chi
g ] [
port-ch5
Inside VLAN 200 Management
Outside VLAN 201 VLAN 100
Trunk
By 45D ASA DA VA — | RS vF B— kA
Jx4 R

77 ALY o

TenGigabitEthernet 0/6 33 X T
TenGigabitEthernet 0/7

EFF 8 A=

TenGigabitEthernet 0/6 &
TenGigabitEthernet 0/7 D=7 =
L2, 418 EtherChannel

(ASA ZLIZIHDEC) ZR%
ELET,

Z 1 5 @ EtherChannel 9T
D3, [Rl— DML 7 Z A X 4
VLAN E (7= & %13¥ VLAN
101) IZFHET 2MENDH Y F
7

ASAY S R4 .

2

iy

g



. RRAE—AZY FTDISREAVE—T AR E—FORE

AsAY 524 |

B

45D% ASA DiEfHA 52—
JxM4 R

AL YF R—b~

PNEB LU A v 4 —T =
S£ 2

TenGigabitEthernet 0/8 33 X T
TenGigabitEthernet 0/9

BEF8 A=k

B —® EtherChannel %% E L
F9 (FTRTOASACE=N
%),

AA »FTlE, ZTD VLAN B
SOy hU—2 %2 Z T
ETEET, =& xiE, VLAN
200 (NEH) 3 X OV VLAN
201 (AMEBH) NEEND b T
VI ERELET,

B, R —T oA A Management 0/0 HE4FR—

TRCDOA L H—T A A
%, [Al— O B VLAN
(7= & ZIZVLAN100) EiZE
xFET,

YRARBZ—IAZYFTDIZARZAEA—T A X E—FDERTE

A\

IS5 ARY U TRICBRETCEXAL v H—T A ADX A FIE. A3 K EtherChannel & {#Z] A
VE—T oA ZADNTNIN—FDHLTT, 12D2DF TAEINTA L E—T =2 AZA T HIRIE
SHHZLIITEERA,

GE)

VAL — 2=y hPHAL—T 2=y MBI LARWEEEL, vAY— 2=y 2T TRL
P2y DA H—T 2 A A E— FEZOHOFHRAIZHES TFHTRETILERHY £
T, YAF— 2=y ML ACFY 2=y FEBNT5581E, ASDMAAL—7 2=
DA E—T 2 A A F— REZHBICHRELET,

1R BHEIIZ

EHERA X —T 2 ZTNOTH, #RA S H =T A A (EEE) L L TRETEE
3 (A/% KEtherChannel £— KD & xCTH) , BHA X —7 =4 A, HBIA X —
T2 A ARETHRZENTEET (M UVAXT VLU N TI7 AT U4 — /L E—FRDEET
H)

e 2% R EtherChannel — R TIX, BHA L 2 —T oA Z5BIA v Z—T =2 A4 2 & LT
RETHE, BHA LV —T 2 AWK L TEAFT I v I N—TFT 4 T A X—TWIT
EFEHA, AXT 47 V— b EHEHTAIVLERDHY £7,
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%28—1=y hTDI528 412 8—7x42 E—koEE [

e F AT HFANET—RTHE., TRTCOITHRRAMNIKFLTL DO o E—T = A
AR TERINTDMLENDY FET, 22X, FTFUVAXT LU N E—REL—T v
RE—=ROUTHFAIBRMELTVWDEAIL, TXTOarTF A MIANSR
EtherChannel ©— R&Z M HT 2 LERH Y £3, Zhn, T AXT L2 FE— FTiHF
TENDIME—DA LB —T 2 A A ZA T THDHNSTT,

FIE

ATv 71 In

ASDM on the master unit, choose Tools > Command Line Interface. A ¥l D72\ a7 ¢ F =2

L—arEFpRL, BHcA v 4 —T 2 A AE—RIZLTHE Ty 74 X2l —ask
BEETZA2L5CLET, Z0avwy RTCIEE—FREIEEINEHA,

cluster interface-mode {individual | spanned} check-details

1 :

@no Command Line Interface

ATvT2 7

Type a command to be sent directly to the device. For command help, type a command followed by a question mark. For commands that would
prompt for confirmation, add an appropriate noconfirm option as parameter to the command and send it to the device. To make the changes
permanent, use the File > Save Running Configuration to Flash menu option to save the configuration to flash.

Command

(*) Single Line Multiple Line [ Enable context sensitive help ()
cluster interface-mode spanned check-details e
Response:

Result of the command: "cluster interface-mode spanned check-details"

ERROR: Please modify the following configuration elements that are incompatible with ‘spanned' interface-mode.
- A cluster IP address pool must be specified on interface Gi@/@(outside). Or remove IP address configuration.
= A cluster IPF address pool must be specified on interface Ma@/@(management). Or remove IPF address configuration.

Clear Response

Help Close @

E A E =Tz AAE— RERE LTLRIL, FIZA =T = AT TED L DIT
RO ET, L, 7 T7AZ Y TEMRGEAT AL ICERA X —T o A
ETDHENCASAZ Y B —RT5E (7L 2E 7 IARAXIPT—VEZBINTH2D) |
IS5 AR L BERNEDRNA L E—T 2 A A AT fFal—a RIS
W, FERETE R RV ET, ZTOHAEF., 2 YL R— MIERHRLTA X —
T2 A AT 4 X2l —a VEEETLILERSHY £,

FGAXY TR v H—T 2 A ET—FRERELET,

cluster interface-mode {individual | spanned} force

&1
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@no Command Line Interface

Type a command to be sent directly to the device. For command help, type a command followed by a question mark. For commands that would
prompt for confirmation, add an appropriate noconfirm option as parameter to the command and send it to the device. To make the changes
permanent, use the File > Save Running Configuration to Flash menu option to save the configuration to flash.

Command
(*) Single Line Multiple Line [ Enable context sensitive help ()
cluster interface-mode spanned force e
Response:

Result of the command: "cluster interface-mode spanned force"

WARNING: Cluster interface-mode is changed to 'spanned' without walidating compatibility of the running configurat

Clear Response

Help Close

TNV IIRTEIEH Y EE A, HRICE— FE2ERTIXLERH YV E, T—FREZHRTLT
WRWEARE, 7T AX D VT A X—TNIZTEERE A,

force 77> a L EBIEETH L, HMEDR WAL 7 4 X2 b—a VOREIIITHOTICE—
RRERINET, avr 74 X2l —va v OMERD LA, T— K2EE LRICTH)
TR HAVLERHDVET, (v F—T oA A A7 4 Fal—2 g OBEERTXLDIT
ET— ROBRTERICBEONDEDT, force 7> a v 2HEATAZLZHRLET, 20k oIz
THE., BETH, BBEOa L 7 4 X2 b—2a vV ORENLBTEXET, ST X
ADRMBEIRGEIL, T— FEFHIE L721% T check-details 77> 3 V2 HEITLET,

force 77> a U EAIBELRWE, BHMEDR NI T 4 X2 L —2a U RHLIBRAIE. v
TA4X 2l —varE 7V T7 LTI —FRTHLKROENDDT, ar ) —/LR— MNMIHE
L TEIET 7B AZHRETHIMLERHY £3, 207 0 Fab—r a3 VIZHBMEOREN
RWEARIE (EZer—R) | FE—FKBREFEIN, 274 Fab—v g UidfERanEd,
AT 4 Xalb—varEZ VT LELBWEAIE. nZ AL TCa~vr REKTLET,

A B =T A A FT— REMERT AI21%, no cluster interface-mode =~ > K& AL £,

ATYFT3I ASDMZEZKTL, Va—KLEd, V7 I7AX A X —T 2 AE—RIZELIFIETDH LD
IZ ASDM Z FEEI T2 0B R H D £7, UV e— ROk, &—2L5 =12 [ASA Cluster] ¥ 78
FRINET,

ASAY S R4
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(2. TLF IUTER L T— KTRBA) TRE—1=y bTo( v 8—7x120%%E [

Device Information

| General = License

Cluster Interface Mode: Spanned EtherChannel

Cluster is not enabled.

Details

(#2E, YILFAVTEXFRAFNE—FTEBE) YREZ—2ZY FTOA 3 —T A

ADEHTE
AR T AT HENC, BEIP T RLARRESNTWDEAS VX —T = A%V
TASFINCEE T LZ0ERNH Y 9, V< &b, ASDM BHIEER SN TV EH A
H =T 2 ALBERBTIHIVLERNHYET, oA X —T 2 A RTONWTIE, FTAX) T
BAF—TMITHAELII LR CTRETEET, B2 ary 74 Fab—vayBHHLn
I TGABANERAT DL, TRTOA U H—T oA AZFHFNIRET DT EEHELEL
9, vAF arTFALE—RTIE, ZOHEOFELFEH LT, BHFEOA X —T =1 A
PEET LN, LA VU F—T 2 AERETDHVLERDY T, —FH, VI NVE—FRT
X, ZOIEEAME L. High Availability and Scalability 7 ¢ %' — R CIHil@A v ¥ —T =4 X XF
A—BERETEET (@EAHAEOY P — RFOFET (56 2—) 2&M]) , A ¥ —
7 = A A ® EtherChannel DIERK 72 EDEERA L X —T = A ZAREITY 4 F— R TITETT
RN LIZERL TSI,

CITIE IV TARZ VU THBL IR D LA v E—T oA RAERET D HEICOWTIA L
9, T—HX A H—T A AL, A% K EtherChannel & L CHRETHZ &6, HBIA >~
=Tz A AL LTHETHIEHTEET, FHFRTMOR— KT T A=A L%
FHLES, RCar7sFXal—a TGO ATERETHZLITTEEEA, 272
L., BHA ¥ —7 = A ZIFIJ T, A3 K EtherChannel &— R TohH > THEBIA o & —
Tz A AZTEET,

BRADA B —T (A ADHE (BB 8 —T 4 RIZHERE)

MRA v B —T oA ATEEONL—TFT v A B —T 24 A THY . TNENRNEHDIP T
RURZIPT RLA = AMBEGELET, ALV Z7TAZIPT RLVRIE, FDJ T AKX
DIZHDFEET RLATHY, HICHEDT 74~ 2=y MIBLET,

2% K EtherChannel £ — K TIX, BHA L X —T =2 A ZAZHBIA L F—T =24 AL LTHE
THZEAMELET, [EEERA X —T A AR5, LB TE=y MIESEE
e C&E F92, A% FEtherChannel f > % —7 = A A TlL, BFEDTIA < 2= h~D

BERE LT £ A

i B B
EBEMA 25— = A ADBOEERE | YA S —T =g AT KT D T L BLE
ST

ASAY S R4
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B mrioq o s—Tzrx08E (EBIU5—T A RIHE)

N TF AT XA T—ROHAIF, TOTFIEEKE I TIFANCTETLEYS, £
VTXRARN AT 4 X alb—Ta = RIZAS TWRWEAIL, changeto context name
o< K& AJJL%E7, [Configuration] > [Device List] A > T, T 7T 4 T 72T /54 AD
IP7 RLADTFIZHDLAVTHRANEL TV Y v 7 LET,

AERNA B =T 2 A ADGEIT, RAN= TN, ATOR— R NRNF U T RHRET D
VENHD 7, FEHA X —T oA ZAZIE, MO R— R AT ZIINEH ) F8
oo

s (FFvary) A B —T A A%T/NA A v—N /L EtherChannel f % —7 = A AL L
THETDH, MEAVF—T oA AERETDH, BIOVTA X —T oA AERET D
VEZE A VBTN U TITWET,

« EtherChannel D34, Z @ EtherChannel (X = MIXtLTr—hLTHY, A
R EtherChannel TiZdH ¥ FH A

EHHERHA LA —T 2 A ABTNEA VI =T oA AT HZ LT TEERA,
s ASDMZEA L CEEA X —7 = A A2V T— MIEEF L CWAIEAIE., kol
AU 2=y FOBIEDIP 7 KL A T—F2 s D TY,

e ZAUNIIE, TTAY 2=y R TERSINTEZ TAZIP S —ANHIPT RLA
BEY B THNET,

o VTG AKIP =ML, RO EDLFVIPT RLAEET, 2y NI —2TT T
WHEATOT7T RLAE2EDBZ LiTTEERA,

WIZHl R LU ET,
1. 794~V 2=y MZ101.1.1 ZEELET,
2. fho==- MZiE, 10.1.1.2, 10.1.1.3, 10.1.14 ZHEHL £,

3. 794~ 2=y v DI FTAZDIP SV ERETLHEES., FHRFTHLH-D
122, 3. ADT RLAZTF—NIZEDHZ LITTEEH A,

4. Rbvilz, 5, 6, .7, 8OEH7, Xy hIT—7DMOIP 7 KL AZFEHT S
VBN EH Y F5,

A\

GE) 7= dE, 7T~ 2=y bEFDRI TRAZDA LD
7 RUVARKETT, GO AT RVRFAAL L JTFAZIPT R
LVATHY, BIEOT 74~ 2=y FOH DT,

5. JIAFIZEBMNTDEHEN—BERNLRT FLAIRES N, OB ciifcE %
‘a_o
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BAHDOA v s —T 1 2OBRE (FEsvs—Tz4R#R) |

FIE

AT 71 [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] ~31{ > % &R L £9°,
ATV T2 A H—T oA AfTHBINLT, [Bdit] 27 Vv 7 LET, A VX —T A ADNRT A =K%
RELET, ROHTA RTA4 U EBZRLTITZIN,

« (A/X2 K EtherChannel &€ — ROEH A ¥ —7 = A A TIWZ) [Dedicate this interface
to management only] : ¥ —7 = A AZEHEHE— NHELTNT 7 1 v 7 N iEilH
LWL LET, 774V hTiE, BEIATOA 0 Z—T = RATEHHHE LT
RESNET, NTUART LU RN E—=RTHE, Z0Oavy NIEHYA 7O 02—
7 =2 A ZTx L THEICA X—=T 272 ) £,

« [Use Static IP] : DHCP & PPPoE [IH 7R — kSt A,

AFYT3 IPVAY T AZIP 7—/b, MACT RLZ 77—, BLXUOH A FBIOMAC 7 RLAZBINT5

121X, [Advanced] # 7% 27 U » 7 LT, [ASA Cluster] = VU 7 /XT7 A =X ZZE L £,

a) [IP Address Pool] 7 4 —/V ROKRIZH D [ ARF L Z 7 Vw7 LTI FAXIP 7—NLEE
L ET, #RENDEREPIL, [General]l # 7 THRETHAA L IP T KL AZX Yk
ELET,

b) [Add] &7V 7 LET,

) AAY IV TAEDIPT RLAEZEERWT RLAFHARELET, *v hTI—2ZHNT
BEERAEN TS T FL AL EAET A, @HIT, 72 2E8T7 LA WND K IIT,
7T AZDYA RGO THRIIRELSTLILERH Y £,

ano Add IPv4 Pool
Name: inside_pool
Starting IP Address: | 192.168.1.2 D
Ending IP Address: | 192.168.1.9 [_]

Subnet Mask: 255.255.255.04 :'

Help Cancel OK |

FANe4

d) [OK]%#Z7VUvyZ LT, LT —EERLET,
e) TERL7=H LW — L &BINL T, [Assign|Z2 27V v 7 L, KICOK] 227 U7 LET,

7 — V478 [IP Address Pool] 7 « —/V RIZFE/RENET,

) (EE) 7 ar) MACT RLAZTFTEICRET DAL, [MAC Address Pool] %
HELET,
ATY T4 IPV6 7T RLRAEZHRETHITIE, [IPV6] ¥ 7% 27 U w7 LET,

a) [Enable IPv6] = v 7Ry 7 A4 NI LET,
b) [Interface IPv6 Addresses] =V 7 C, [Add] Z2 U v 27 LET,

[Enable address autoconfiguration] 47" = AR — SN F A,

ASAY S R4 .
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. Z /%> K EtherChannel D% 5E

[Add IPv6 Address for Interface] % 4 7 2 7R v 7 ANEKRSIVET,

¢) [Address/Prefix Length] 7 4 —/L R{Z, 72—/ )L IPv6 7 KL AL IPV6 LT (v 7 AD
ES&EANLET, 72&%1E, [2001:0DB8::BA98:0:3210/48] DL HIZ AT LET,

d) [LIJRZ %27 Vv LT, VITAZIP F—LE2RELET,

e) [Add| %7V w7 LET,

ane Add IPvE Pool
Mame: inside_ipw6_pool
Starting IP Address: 2001:DB8::1002 =
Prefix Length: 32

Number of Addresses: BI

Help Cancel | OK

) T—AOBMIPT KL A (Ry NU—F LT 4w I R) | TvT7 4y 7 RAE, T KL
ABERELET,

g [OK] %7 YUy 27 LT, LT —EERLET,

h)y TERL7=H LW — &I LT, [Assign| 227V v 7 L, KIC[OK] 227 U7 LET,

[ASA Cluster IP Pool] 7 4 —/L RIZF—LinFoRrENE£T,
i) [OK]ZZ7 V> LET,

ATw 75 [OK] %7 U7 LT, [Interfaces] A VIR Y £7°,
RATY 76 [Applyl 227 U v LET,

Z 7% K EtherChannel D% 5E

2% K EtherChannel (%, 7 7 AZHNDOTXTDASAIZIENR D H D TH Y . EtherChannel D&
EO—FL L Tr—RANT T aITH ZERTEET,

B8 HHEIIZ

o A% K EtherChannel 1/ > Z—7 = A A E— NIZTHAXLERH Y £7°,

e NTF AT XA FT—ROBFHIF, ZOTFIEE AT LAETAR—ATHIBLET,
FREVAT AL AT 4Falb—rar = RICAS> TOWRWNEAIL, [Configuration] >
[Device List] <A > C, 77T 4 77T 34 ADIP T KL AD FIZ&H 5 [System] & & 7 /L
7V w7 LET,

s hTUART LU N = FRDOBAIE, 7V oV IN—TEFRELET, TV v A
YA —T7 x4 A (BVD) OFEEZRLTIIEEN,

» EtherChannel {213k KB L OR/ND Y 7 8 fRE L2\ TL 72 &, EtherChannel Dk
RKEBLOEAND ) 7 BOFEEIZ, ASA &AL v FDELLIZBWT HIThRWT & Z2H
RBLET, INOEFEHTIMLENRD DA, RORIZEELTLEEN,

. ASAY S R4
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| AsAv 524
R8> K EtherChannel D% E .

cASA FTHREEND Y 7 OBRKREIZ., 7T AZEIKOT 75 4 7 R— F DO
T, AA v F ETHREISNTZRERY V7 HOMEN., ASA TOEEZEZ TWRNT &
FHERLTL 722,

s ASA ETCEHRESINDIH/NY VI EIE, A= TF ¥y RNV A F—T oA ABLENT D
T2ODRNT 7T 47 R— M (2=v v H7ED) T, A vF ETHEH, &V >
IEIT T T AZBEROERNY B THhDHIED, TOfEIX ASA TOEEIT—FH L E
A,

T TANPIDOR—RRT T TAAY ALEEELRNTLIZEN, A v F T,
7L =3 X L source-dest-ip 7213 source-dest-ip-port (Cisco Nexus OS 35 J U8 Cisco 10S
@ port-channel load-balance =~ > FZ2 &) ZfiHT 52 LB LET, 7T X%
WD ASA~D b T 7 4 v 7 BEEIZGRSNRLKRD T END D2, m— T
VTR XATHE, vlan F—U— REFH LRNTL ZE0,

« A% R EtherChannel ZfiH L CWA A, 7T AKX Y VI MERIIA X—T N7 D F
T, "= b F ¥ RNV A Z—T oA RIRHF LEFA, ZOBEMHICEID, 7 TAXDT Y
T4 T TRy MM T 7 4 v I NEREINDDONRNRNET,

FIE

AFYyT1 arFFAFE—FRZLoTROELEIITELY 9,

o 7V E— ROEE, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] <2
A 2R T,

s LT B— ROGFE, VAT LAFEITAA—RXT, [Configuration] > [Context Management] >
[Interfaces] ~A > ZHR L £ 7,

AT v 72 [Add] > [EtherChannel Interface] DJEIZER L £,
[Add EtherChannel Interface] % A 7 2 7R v 7 ANRFREINE T,
ATYT3  WEAX—TMILET,
* [Port Channel ID]

* [Span EtherChannel across the ASA cluster]
* [Enable Interface] (77 #+ /L h CTA I/ £9)

+ [Members in Group] : [Members in Group] UV A hMZ, A > X —T =A ZA%&/D7p LB 1218
MTHMERHY 7, 2= T EIZEBEDA % —7 = A A3 EtherChannel |25 F 41
TWb &, VSS 72T VPC DAL v FICH T 2 /AL B £ 4, 77 40 kT,
TIGAADERA L NTERRI6EDT 7T 4T A X —T x4 AD I B, AN R
EtherChannel M TE 2 DIE8{ETZIT THD Z LITHEE LTSI, EHV DA ¥ —
T oA AL VI BEERFOIZDDALX NATT, 8L VE DT IT 47 A X —
TxA AEMMT 2T (T LAZ N, A Z =T = ZATERL) | FAFIv7
K=K TIFA4F VT 42T 48—TNMILET, ¥A4FTIv I A=K TFI7A4F VT 1 %

ASAY S R4
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. Z /%> K EtherChannel D% 5E

TAE—=TNITDE, VITRXBIKRTRRNRBEOT 77407 Vo7 A TEET,
72 2E, I6BEDASAMNBRD 7 T AXDEAIT., %5 ASA THRR2EHOA L F—T = A4
2 EMFHTE, A3 R EtherChannel D&EHI 2 A v Z—T A4 A0 £,

TRTCDOAS L H =T oA ANFE LA T ERETHD LI LET, BHNGEMT B A1
H—7T7 = A RZ L o> T, EtherChannel D% A 7L HENIED F9, —FHELABWNA L F—
Tz AREBMTDHE, Z2OA U H—T A AXEILKREEIZ/Z2 Y £9, ASDM TlE, —#
L7aWnA X —T = A4 ZADEBIMIBHIESNE A,

COBEEDEY DT 4 —/V NiX, ZOFIEHOBZE-THALET,

ATvTAa (ATvay) $R_XRTCDOAUNR— AU B =T 2 AZONWT, AT 4T XA7, _EHiEBE.
WA, Te—floR—X 7 L —Ah% EEX T 5ITIE, [Configure Hardware Properties] 7 U >
JLET, TNOLDORTA—FTIF X XN ITN—T DT RCDA LV Z—T =2 AT—HLTW
HZUMENRD DT, ZTOHFEEIINGDNRTA—REFZETH a— by M ET,

[OK] %7 U v 7 L T [Hardware Properties] DT &5 1} AivE T,

ATYTE MACT RLABIOA T v ay NI A—ZEFHETHITIE, [Advanced] ¥ 757 U v 7 LE
7

* [MAC Address Cloning] f83% C. EtherChannel ® F#)2/ 27— 3L MAC 7 RL A% E L E

T, AZUNAL MACT RLAZHRELRNWTL &N, EHENET, BEMRE Y B
U— 7 OHEGRIE % BT 5 72912, A3 K EtherChannel (12137 @ —/ )L MAC 7 K L
AEHRETIHIVNENHY E4, MACT FLARFHRESHTWELHEE. £DOMAC T
RUVARBEO~ AL — 2=y MIEEV £, MACT RLAZEEL TWRWEE
W2, YAZ— =y MPREREINTESHE, FILVWIAY— 2=y NIV F—T (A
WHLWMAC Y RLAZBEHLET, ZHUTED, —RHRR Yy MU —27 OFIRDIEAE
THAREMERH D T,

YNAFArTFHEARNE—RTIE, arTFAMNITA v F—7 oA 26T 555613,
MAC 7 FLZADHEAERZ AN LT, FEITMACT FLAZRE LR TTH LD
LT, FEHEAS L H =T 2 ZADEARIF, 2O~ FEEALTMACT KL A%
TFHCTERETHODVENDDZ EICEELTLLIEEN,

s W=7y RE—NK) A MNEZ TAZ YV 7 O4A . [ASA Cluster] fHIK T, ¥4 ~E
BAOMACT FLRABEIOIPT RLAZRIET H720IC, [Add] 227 Vv 27 LT, ¥4
ID (1~8) OMACT RLABLIOIPT RLAZRELET, K8 D)1 FTLE
DFIEZMVIKLET, VA4 MEADIP T FLRZ, Z7o— ULIPTY RLREEUHT
Xy M EICHDIVERHY £T, 2=y NTHEHAT LY A FMEAFD MACT RL 2B IW
IP7 RLRAZ, Ha=y DT = ATy T a7 4Fab— g VTHEELEYA
FIDIZK > TR T,

o (A7 Ta) VSSEIXVPC D2 HEDAAL v FIT ASA 423 554 1%. [Enable load
balancing between switch pairs in VSS or vPC mode] = v 7 AR v 7 A% A 12 LT, VSS
B—=RNRNTG T X—=TMITHMENHY 9, ZOKRELMEMT 5L, ASA
& VSS (F72ILVvPC) X7 L DRIOWIRY v 7 Halit DA BRI SN ET,

[Member Interface Configuration] fE3C, 1 721X 2D EL LD AL v FITRFEDA > F —
T oA AEPHRT DI ERET HDMENDH Y 7,

. ASAY S R4
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ATvT6

ATy T1

ATvT8
ATvT9

ATy 710

ATy N
ATvT12

ATy 713

R8> K EtherChannel D% E .

G¥)  [Minimum Active Members] & [Maximum Active Members] [Z5%E L7 Z & 2 fELE L £
R

(7> =a) ZO EtherChannel (Z VLAN 7 4 > ¥ —T7 = f AEHELET, ZOFIED

B O, PTA =T oA ATHA S NET,

(FVF ar7HZX L E—F) ZOFHZTETTLHRIC, 2 TFAMA I =T AR

ZEID Y THLERDY £,

a) [OK]%Z727 Vv 7 LTEFTNEZMELET,

by A1 F—T A A%EEIDYTET,

) T—WNRHRETLaLTFAMNEEELET, [DeviceList] XA > T, 77T 47725
AADIPT RLADTFIZHDLAVTHANGEL TNV w7 LET,

d) [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] <A > Z TR L, W AF~
ARXFTHR—=RNTF XY RN A F—Tx A ZAZERIRNLT, [Edit| 27 Vv 27 LET,

[Edit Interface] ¥ A 72 7Ry 7 ARFRINET,

[Generall| # 7% 7V v 27 LET,

(FZ2AXT LY b E—NK) [Bridge Group] e v 77X JA ML, ZOAf X —T =
AAEEOLCTHTY vV F—TER LT,

[Interface Name] 7 4 —/L RIZ, 4% 48 LFUNTASI L ET,

[Security level] 7 4 —/L RIZ, 0 (F&IK) ~ 100 () OV~ a AT LET,

(—7 v RE—NK) IPv4 7 R L RIZ%F LT [Use StaticIP] A7 va v REZ %7 Y v L,
IPBIXO~AZ % AS)LET, DHCP & PPPoE [V HR—hSFEthA, HA L MY —KA
MEGEOS S, 318y ROV TRy h v A7 (255.255.255.254) ZIBETEET, ZOHE.
Fy NI —Z F70137 08— RFXFx¥ AN 7 RLAHADOIP T FLRAZ PR ENEEA, FTF R
A7 UL v b EF— FOBEIE. EtherChannel f v X —7 = A A TliIe, 7V S —7 4
VHA—=T A ADIPT RLAZRELET,

=7 RE—NR) IPv6 7 RVRAERRET DITIE, [IPV6] ¥ 7457 U v 7 LET,

KZ 2T Lk B— ROEAIE. EtherChannel £ % —7 = A ZATiER, 7Y v¥ F
N—T A B =T ADIPT RLAEZRELET,

a) [Enable IPv6] F = v 7 R 7 A& AN LET,

b) [Interface IPv6 Addresses] =V 7 C, [Add]| &2 U v 27 LET,

[Add IPv6 Address for Interface] % 1A 7 1 7R v 7 ANKRINET,
(G¥)  [Enable address autoconfiguration] 47> = iV A — b I EH A,

c) [Address/Prefix Length] 7 4 —/L RIZ, 72— L IPv6 7 RL AL IPV6 'V 7 4 v 7 AD
FEEZANLET, 72& 21, 2001:DB8::BA98:0:3210/64,

d FFvay) AAKNT RLAELTModified EUL-64 1 > % —7 = A AID &3 512
X, [EUL-64) F= v 7Ry 7 A F N LET, ZO%A L, HIZ [Address/Prefix Length]
TA4—=NVRZT VT 4 7 RAEANTTLET,

e) [OK]Z7 VU v2r LET,
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ATv 14
ATy 715

[OK] #7 U w2 LT, [Interfaces] MiHEIIZFRE Y F7,
[Applyl 27 U v 7 LET,

ASA U SAZDIERFTZIZASA U S X Z DS

I TAZNDKZ L=y FIRT TAZIISMT HI2E, 7— ATy arr7 e Fal—s

:/Z)S‘le‘g‘(:\‘g—o

=SARAED Y 4 ¥ — FDEIT

Y

I IAZNDEZ A=y FNT TFRAZIEINT HITIE, 7= ATy T ar7 4 Fal—a
YRMETT, 1BEO2=y b (¥vAX—2=v MMI7%) | THighAvailabilityand Scalability
VAP—REFETL T TAZEER L, W TAL—7 2=y h&BIMLET,

G¥)

v ARZ— =y MIX LT, cLACPYVATADBIRTSIAFTIV T 4 DF 7+ /L NEEHT
DHAE. VA= E2EATEERA, T AXEZFH CTRTCTIDLENDD £9,

188 BRI

eI TF arTHFANE—RTHE, VAT L TAXN—ATROFIEEZFETLET, 72
VAT A AT 4FXalb—vary E— RIASTWRWES, [Configuration] > [Device
List] XA > T, 77T 4 TIRTNNAAZADIPT RLAD FIZH D [System]| Z X TNT V) v
7 LET,

« 7 ZALHIEY 7 ODMTU % 1600 34 ML EICRRET HZ EA2#HELET, 20X HIT
T2, ZOFEEFHITIENE L=y P TR T L —L2DOFEA X —TMIT
AVERNHVET, V¥R 7L —LDOFRINTIL, ASA DU r— RRLKETT,

U TALHEHY T A E =T 2 ANMET DA F—T = A AL, B SNTCAA v
FCT v PRI 5 TWBLERS D £,

BT D T AXIZa =y NEBMT D &, —FRIC, REMNR N7 > NMER Ka v 7
WEATHZERNHY T, ZNITTEEBY OEETT,

FIE

AT 71 [Wizards] > [High Availability and Scalability Wizard] DJEIZER L £7, ROFIETZ DT 4

P—=ROHTA RTA MR LTI IZIN,

AT 72 [Interfaces] Hi[fi > 5 13 L V> EtherChannel Z{Ef C&x 8 A (7 7 AXHIHY 7 Z25x<)
AT w73 [ASA Cluster Configuration] Hi[fi C, 7 — hA NT v 7 OFREEHEK L ET,
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* [Member Priority] : ¥ A% —a2=v MEEHIC, ZO2=y FDOTFAF VT 1% 1~100
DOFRFATRELET, | D@D TIA AV T 4 TT,

« (Jb—FT v K E—F., R/t F EtherChannel E— K) [Site Index] : %1 hE 7 T 2 Z Y
YIEEHLTHDSSSE, Z0ox=y FOYA FID (1~8) ZREL., A FNEAD
MAC 7 FLABMEH SN D L HICLET,

(A7 3> ) [SharedKey] : 7 7 AZHIHY > 7 OHIEH T 7 4 v 7 OB 5 ¥ — %% E
LEd, HEMEIL 1~ 63 XFD ASCH XFHTY, LAMEIL, e —24ERT
LHledIEHINET, ZORTA=RT, T—HNRA NTT v T (BERRET v
T hRIBEIND Ny h R E) B LERA, T—F XA NT T 4w 71E, HIT
VT THRANE LTERFEINET, AT — RORSLy—ER%E A RX—TNICT DY
BIZb, ZORTA—FERETLHLERH Y 7,

(A7 2 ) [Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] :

PO E A X —T M LET, ZORTA=ZIT 74V N TET 4 8—T I
BRoTWET, £ F—TADEAIE, 77 AZO ASA ITEMICARERE LI L, &
DD TND T /8 ZANBARDDIRNT A R LRz 47— FLET,
AMEIE ST DR Z . 1~ 360 BOFHNTIREL £, TONTA—=ZF, 7—
FARNT T a7 4Fa2lb—varO—HTIER, SAX— 2=y FPbBAL—T
o=y MIERENET,

GE) oA M M AR IS LTI OH B EBE L2 T Z S, B d ¥ A
NDY T AL A NF R HOBTE £ A,

(473 2 ) [Enable health monitoring of this device within the cluster] : 7 7 A ¥ L= k

VA F =y VTR AMNILET, 2=y POV AZHERET D720, ASA D7 T A
X o=y MNIZSAZERY) 7 Oz =y MINN—FRE—h A v bE—U R EELE
T, =v FARERFFRNICEY 2=y Mprb/—FME— K A v b=V 2ZE LRV
BlE, 207 2=y MILERREELITT v FRELE RS ET,

GE) oD R ERETIEE (2, T A F—T oA ADBME
T2IXHI. ASAETZIZAA v F EDA v 2 —T 2 A ZADA X —T MbEITT +
=7k, VSSE72IXVPCETERT H AL v FOEMARE) 1L, ~NVATF =y
I EF 4 —T ML, FTA =TI LA v B —T oA ZADE=Z YT
TA®—TNITHRLERHYET, PARTVOEFENETLT, 27 %=
=g VEBERTRTO2=y MIFR# SN, ~NVA Fx w7 Z2HEA
F—T M LET,

* [Time to Wait Before Device Considered Failed] : ~ DfElX, ==v "OXF—TT 74 7
AT —=HA Ay E—VOMBERELET, 03~45BTT, 7744 MI3PHT
D

« (A7 =3 ) [Broadcast keepalive messages to all EtherChannel cluster control link ports
for VSS/VPC support] : 77 7 A X it Y > 7 73 EtherChannel & L CR%E I TWT (i
$E) | VSS E72iE vPC XTITER SN TV AHEIE, 204 T va vk A x—T 0
(2T D ZEDRERDGENH Y £, —HO AL v F T, VSSWPCD 1 DD
=y BT X Y MU UCEITEET D L ED AL v FITEEHE S AL EtherChannel
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AUN—= A H—=T 2 AP ASAIZH L TT v 7IRETHD LI AETN, 2
NoOA L E—T A AFIAA v TFRONT 7 4 v 7 B L TWEHA, ASAholdtime
timeout Z KV ME (0.8 Fb72 &) IZRRE L7126, ASANIRS T 7 AZ M BLHIBRS 1
DAREMENH Y . ASAIIN—FE— K X v bB—T% 2105 DV T 102D EtherChannel
AVE =T oA ATEELET, ZOF T a a2 x—7NICTDHE, ASAIZY T
2D > 7 O3 _TOEtherChannel f > % —7 = A AT/HN—FE—hF X vE—
79T 40T LT, DR EBIBDAAL v TFNENEZIETEH L E2MERL
7,

« (F7v a ) [Replicate console output to the master’s console] : AL —7 L= K5 R

F—a=y h~Daryy — ) EGR-l-EA =TV LET, ZORRRILT 7 4V hTEZIZ

RESNTWET, ASAIL., BEDERA NV MRRELEZLEXIC, Avbe—VhEED

Y= NMIHATOHEERH Y £, ar Y =W\ Rle A X—=T T HE AL—T 2

=y MBI AZ— A=y MZary Y=L Ay bE—URFEENDLDT, TE=FNNE

WZRDHDITI TALZDAYy ) —)VR—RNDIEFERVES, ZONTA—=FF, 7—F

AT a7 4 Fal—arO—HTIIRL, A —a2=y b HAL—T 2
=y MIERENET,

* [Cluster Control Link] : 7 7 AZlfHI ) > 7 4 2 —T = A AZtEELET,

(A7 ay) [MTU]: 7 ZAZHHN) 7 A v B—T = A 2D KRIGEH{LZ 1400
~9198 /"1 hOFPHNTHREL £, MTUME LY H KEWF—X X, HERIICT T
TA v MEERET, T 74/ FOMTUIL1500/34 R T, TV Y R 7 L—
LDTHKIZA F—T M L THDHEEIE. MTU % 1600 XA FARICRETHZ &%
HIRLET, Vv R 7L—252HTILERHY, ELEVY AR 7L—ADT
KA RX—T ML TWRWEAIE, V4P —FE/&TL, Yy AR 7L—L0%A
F—=T LT, ZOFIEEZHHTLILERH Y 7,

AT 7 4 [Interfaces for Health Monitoring] Hi{ii T, —#DA L ¥ —7 = 4 AZEEDET=H U o 7%
BEANCEET, Tl T BEA X —T oA Rp L MHUSNDA v F—T = f AD~)L
AF=H YT T 4 B—T T BT ENTEET, ASA Firepower £ = — /L7 EDoN—
R 2T EY2a— NV EE=H Y IR LERINT HIZ1X, [Exempt Service Module from Cluster
health monitoring] = v 7 R > 7 A& A N LET,

GE)

LD MR VEREZITI L& (2, T—F AV F—T A4 ADBMEIF
B, ASAZ7213AA v F LA v B —T =2 ZADA F—TNMLEIZT o B—T 1
{b. VSS E/IIVPCEIELT D AA v FOBMRE) X, ~"NAF 2y I %T 41—
TV, TA =TI LAV E =T 2 A ADE=HX ) T HT 4 =TT
HUENRHYET, PARBYOERENET LT, a7 4 Fal—a VEERRTR
ThOa=y MR ENTES, ~NA F oo 7 ZEHEARX—T I LET,

AT v 75 [Interface Auto Rejoin settings] [H[Hi T, A VX —7 = A AE721X 7 T ALY > 7 TREENF
ELTESAEOBEBER-EREE WAL~ A A LET, XA T7TLIC, ROA TV a L ZRET

SET

+ [Maximum Rejoin Attempts] : 7 7 A ¥ ~DOHEFEG OFATEEZ EFHZT 572912, [Unlimited]
F721X 0~ 65535 DHIFATHARELE T, 0IXABHFHEEZT A E—7 VI LET, 7
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TV MEIE, 7 TAE A B —T 2 A ADOEAT [Unlimited], ¥—4% A >4 —7 = A
ADEFAEIE3 T,

* [Rejoin Interval] : FfEAATHBOREZ ERT D722, 2 ~ 60 OFIPH CHIREAE X E L
F9, T7ANVMEIZSHTT, 7 T7AX~OFESGE L=y NBRITT DR KGR
(X, BtEORMDN S 14,400 S3IZBRHITWET,

* [Interval Variation] : 1 ~ 3 O#i THREL T, HRZEMESELNEINEERLET
(1:EERL, 2: HATORRO 2%, 3 : EATOMRD 3 £5) . 72& 2%, MRE 55
WCRRE L, 20 % 2ICRE LTS EIE, RPORITN 5 5%, 2 BIHORITH 10 o0t (2
x5) . 3IBEEORITA200% 2x10) &7V ET, TT7ANMEX, FTAFA UK —
T2 ADBEHRITL, T—E AL H—T A ZADEAHIT2 T,

[Finish) 227 U v 7 L £7,

ASAIFFATA L 7 4 Falb—2a B AX Yy LT, 7 7AX Y U 7ITxHE LT e BEEED
FHEH o~ ROEBELZHFHNET, T 740 har 7 Xal—Taiihdavr Ry, 2
NICHYT 52 ERBY £T, BRMEORV <y REHIRTHI2IZ[0K] 227 Y v 7 LET,
[Cancell] 7 UV v 7§D L, 7 TAX Y T34 FX—T Il £H A,

LIESHLTDHE, ASDMMNY T AX A F—T /T LT ASAIZHHER L, ASANRNY T AKX
BINE iz Z & 2R3 % [Information] B 23 F R SVE T,

(6=3)) AL TEL, V4P —FRORETHRIZZ TAZIZSIM LB T —BRETH A
REMENH Y £7, ASDM BUIKi ST\ 5 & ASDM IXZE1uTHi< =7 —% ASA >
LEZELERA, ASDMICEER LB G 7 TAX VU ITRT =T VOHEIL.
ASA a1 Y — )L R— MR LC, 7 T AX D I RNT 4 —T > TV DRk
MR T — RS M ERHY T, 2T, 7 I AZHBEY o ng Y
LTWAH AR H Y £7,

AL —7 2=y NEBINT 52, [Yes] 227 Vv LET,

VAB =BT 4 P— REBRIATT L5, U1 P— FEREINCHLT % & 12 [Add another
member to the cluster] 47> a VA BINL TR L —7 2=y NEBINTEET,

[Deployment Options] 5 T, ¥ @ [Deploy By] 7> 5 » OWT N ZIEIR L £7,

* [Sending CLI commands to the remote unitnow] : 77— h A N J7 v 7 a7 4 Fal— g v
EAL—T7 (—F) FHIPT FLAHELES, AL—T7HHIP T FL A, 22—
b, NAT—REATTLET,

+ [Copying generated CLI commands to paste on the remote unit manually] : AL —>7 = b ®
CLITa~y Rzl y b7y R~N—=AK FEFTASDM O CLI Y — /245X 512
o~ R&EAERR L ET, [Commands to Deploy] R 7 AT, % CHHATLZHDa~v R’
ZIERLTar—LET,
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Deployment Options
Deploy By: | Copying generated CLI commands to paste on the remote unit manually

Commands to Deploy:

cluster interface-mode spanned force
clear configure cluster
interface GigabitEthernet(/4
no shutdown
cluster group clusterl
local-unit asall
priarity 2

cluster-interface GigabitEthernet0/4 ip 192.168.5.2 255.255.255.0
key test

enable as-slave noconfirm

DIRBVITEHEDHAREZTAX

PITGARY T ~IVA TR Y T TCP G EMOBIE, 7a—0EE ) T 1, MORKE
b AR~ X TEET,

VAL — 2=y NCROFIEZFEITLET,
ASA D SRBADEERINTG A—FDERTE

VAF— 2=y NEDT TAIBREENAZARATEET, 7 TAX~D=y FDBI
4P —=FREHEHLRWNERIE, 7 T7AXNRTA—FEFETRETEET, T TIZTA
BN TNAF—=T N THIUL, W ODDT FTAZNRTA—ZERETEET, 7 I7AFY
VIMA X =TI TV D MITIRETE Wb O, v/ ErahEd, ZoFIEIC
. VA= FRICEENTOWRWEERRTA—Z2 b EENET,

1R BHHIIZ

o 7T AKIBINT HENT, KL=y T IFAXGIHY > 7 L 2 —T = 4 A HFNIE
ELET, VI NAE =T oA ADGE, A X—T VT HHENHY £3, MO
TE 2R L2 T < 72 &V, EtherChannel f > % — 7 = A ADAIL, A X —7 ML T,
EtherChannel € — R & 4 IR E L F9,

e wNTF ATXANE—RTE, vAF— 2=y N EOVRAT AFTARX—=ZATROF
EZEITLET, FHEVAT L a7 4 Fal—r 3y T— RIZA>TORNVEA,
[Configuration] > [Device List] XA > C, 777 4 77T XA ADIPT RLADFIZHD
[System] Z X 77V v 7 LET,

FIE

AT w71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] ?JIA
WBIRL £,
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T FRZZT A APBMENTEY, ZANRTAZ—a=y FOLEIT, 20O
IZ [Cluster Configuration] % 7125 ¥ £97,

AT w72 [Configure ASA cluster settings] = v 7 R v 7 A% AN LET,

Frxv IRy I AT 7D, REMHESNET, "I A—FORENTXTETTSH
F C. [Participate in ASA cluster] 4 2 L7722V TL 7280,

G 27 I7ABV U T%AF—T M LT, [Configure ASA cluster settings] F = v 7 7R v
I AuA 7T 5% E1F, MRELSHEM LD A TIToTLLES VY, 71275
ELTRTCOITAZ a7 4 FXab—a B/ U7 S, ASDM 238kt ST
WHEBA L H =T 2 A RAEBFLTXRTDA =Tz AT ¥y FF T LE
T, ZOHE, BERcETT A2, =2V — /)L R —KFTCLIIZT 78R THME
NI ET,

RTYT3 ROT— R AT T RITA—FEHZELET,
* [Cluster Name] : 7 7 A Z\ZAHTZATT £, 40T 1~ 38 3050 ASCIL L FHITH D =
EMMETT, JIAXIZZ=y OV 1IOLDPRETCEETA, FTAXDTRTO

AURNE CARTEERT 20BN H Y 7,

* [Member Name] : D7 T AZ A \DEADAHTZ 1 ~ 38 LF 0D ASCH LT THEE
LET,

s [Member Priority] : v A ¥ — 2= MEEHIZ, ZO2=y "ODTF7A4FVT 1% 1~100
DOFFANTRELET, | BREDTITA44 VT 4 TT,

s [Site Index] : ¥4 NEZ ZAX Vo T HEALTWHEE, Z02=y hOY¥ A FID (1
~8) HREL. YA FMEADMACT FLANMERHEND Lo LFET,

(7> 2 ) [SharedKey] : 7 7 AZ WY 7 DHIE T 7 1 > 7 OB 5F— %2R E

LET, HHEMEIL, 1 ~ 63 XFD ASCH XTH|TT, ILAEMEIL, e x—%24ERT
LHI-OIERHINET, ZONRTFA—=FE, T—HRRA NT7T7 4y 7 (HERET v~
T— MR EIND Xy M E) ICFRBLEYA, T XA NTT7 4 v 71%, EIZ
JUVT THFARELTEEENET, SRAT— RO L —E A2 A 2—TMIT D5
BIZH, ZORTA—FEHZETLINERHY £,

(47 =2 >) [Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] :
B O BN A A X—T M LET, TONRTA—=FIT 7 4NV N TET 4 B—T T
o TWET, A X—TNVDOEEIE. 77 AZ O ASA IFESNICARIFERZ ML, &
WD TND TN, ZADH AR DDIRNT S ZTHT LWt A 4 7 v — R LE T,
AR A 2T DR Z . 1~ 360 BORHNTIHRELE T, ZONTA—ZF, 77—
NARNTZ T ar74Xal—rvalrO—# THER, vAX— 2=y FPDHLAL—T
o=y MIEREET,

(473 2 ) [Enable health monitoring of this device within the cluster] : 7 7 A ¥ L= k
DNNVAF =y JHEREZANZL T, 2=y b —FE—F AT —=F X A yE—THOD
REEIHIR AR E LE T, 03 0D 45O TEBRTE XS, 774V MI3HTY, F:
FMlna=y F& 7 722 |TEMLTWT, ASAETIEIAA v TFDO MR PRERIND
B, 7T AL DERT D ETIOMEEEL —FICT 4 E—7 1L, T4 =T s
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NieA v 2 =T 2 ADA L H—T 2 A AET=H Y T HET 42 —T T HLERH Y
9 ([Configuration] > [Device Management] > [High Availability and Scalability] > [ASA
Cluster] > [Cluster Interface Health Monitoring]) , 7 7 A X & FARBOERENRE T LTz

%\
&)\

+—

COMREEEHEA X —TNCTEILENTEET, 2=y FONVAEIERT ST
ASA DT FAK 2=y NIV TAXGIEHY 7 TO2=y NI N—FE—F A v
CEFELET, 2=y FOREERNICET 2=y b= E— ]k XA v k—

CEZEFELBRWERIEL, OV 2=y MISERREEZIZT v FIREBE R shE T,

L.

(#F 7> 3 ) [Broadcast keepalive messages to all EtherChannel cluster control link ports
for VSS/VPC support] : 7 5 A X Hillffl U 7 53 EtherChannel & L CTEREINTWT
1) | VSS ELF VPC RTICHHE S LTV D HAIE, ZOF T v a e x—T
(D ZENBEIIRDGENDHY £, —HDAA »F TiEL, VSSWPCD1-DOD
=y MRV Yy NE T UERITEET D L EDO AL v FITHEE S #1172 EtherChannel
AUN—= A H =T 2 AP ASAITH LTCT v RETHD LD ICRZETRN, 2
NoDA L Z—=T 2 A AFAAL v FMUD T T 4 v 7 1L TWER A, ASAholdtime
timeout Z KV ME (0.8 Fp72 L) ITRIELTZHE. ASAD - TZ 72X b HlREN
HAREMNH D . ASAIINN—FE— K A vE—T% 215 DWT )@ EtherChannel
AUB =Tz A RTEBELET, ZOFTvarik A 2= MITDHE, ASAILY T
AHHNEY > 7 OF TP EtherChannel f > % —7 = A AT/N—FE— kK X vt&—
779747 LT ARLKLEBIBDAL v TFRENEZETEHZ LML
£,

(47> 3 ) [Debounce Time] : ASA WA X —7 = A A&FEENFEAL TND L R

TIAEML=y FRHIRENDETOT AR AR EZRTELE T, Z OfEEIC

IV A2 =T ADEEZ LV RITHRIETEET, TV ARREZELS T

&\

PO RN ES 2D ZLICERLTLESW, /=T =2 ADAT—F A

EHPFEAETDHE, ASAITA VX —T oA AEEEL L Cv—J L, JITAXNPLZ=Y
FEHIERTAETHRESNEZIVPEGELET, T 740 FOF N7 2 AR 500ms

VC“\

RN 7B O#IPHIL 300 ms ~ 9 BT,

(A7 2 >) [Replicate console output to the master’s console] : A L—7 L= kM5 < X

H—a=y h~Daryy — Gl E A =TI LET, ZOEEILT 7 4/ b TERIC
BRESNTWET, ASAIE, BFEDOEKA NV MRRAELLE XIS, AvE—VEEED
V=M ABAERSY £, ar Y = EBlAE A R—T NI THE, AL—T 2
=y MBI AA— 2=y MNZary Y=L Ay b—UNREEEINDIDOT, T=FBNNE
WZRBDIET TAZDaA )= R— DT ER0VEST, ZORTA=HFiL, 7—©h
ART T ar74Xal—varO—#TER, vAX— 2=y NHAL—T 2
=y MIERENETS,

(A7vayv) 93R2)05 20—FEY T4 H%A4A r—TILIZLET, LISP A A2

7 varORiE (68 2—) ZZRLTIIEIN,

(47> a ) [Enable Director Localization for inter-DC cluster] : 7 — % & % —OH A k

M7 TAZ) T TNRT =AM EIETTI U RN o TR OBRIE 2 EHET 5
Wi, Tavr 2=V B—va rEAA X—T7MILET, BE. LW ERITe—F
NG UAESNT, BEDYA MDY F AL A AN—IZL VA ENET, 72721, ASA
I7 4 L7 B OBRENEALEDY A P TALA=ZEVYSTES, ToLrau—h ) P—
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vaAZkY, BMOT 4 LI EREINA 2—T N0 ET, Zhut, FrEEERITY

M:T?ET%S O—NT oL EE AEEOY A NIEETES 7 e — VT 4 LY
T, HIERET A V72 ERULYA MIBETHZET, N7 —<v 2 ABMELE
T, Elo, TOMAHECTEENRELLGSE, e—H AT 4 L7 21, RUYTA FTHL
W ATA B A RIRLET, 7T 2% AUR=0DOH A FTHA SN TV DD
oy NEZETAHEAZ. Fu— UL F o Ly ZMER S ET,

s [Cluster ControlLink] : 77 F A XY > 7 £ o H—T 2 A AEBELET, ZDA 2 HF—

TxA AF, RESNTWOLAFEMHATE A, BAWRERA L F—T A X3 R
ny7EY s YA MIRRSNET,

o [Interface] : A > % —7 =4 AID, T&NIEEtherChannel Z##58 €L £9, 7 A ¥ —
T2 AREFEHEANT A F—T A AFHFAIINERA,

o [IPAddress] : IP7 RLURIZIZIPv4 T RLAZFBELET, IPvoiE, 2O ¥ —7 =
AATEFYFR—FSNEEA,

* [SubnetMask] : &7 % v b v A7 ZEELE T,

o (AFvay) IMTU]: 7 ZAZGIY 7 A4 B —T = A4 ADEKRIGEHANLZ 1400
~9198 N1 hOHFPHNTHHEL £, MTUME LD b KEWF—X T, EERICT T
T A MeERET, T 740 PO MTUIL 1500 34 kT, MTU % 1600 /31 kLL

FICRET D2 ZEE2MRLET, 20X TDICE, VYR 7 L—20FEA
F =TT HMENDH Y 7,

(47> 3 ) [Cluster LACP] : A/X> K EtherChannel % ffi i3 % & X, ASA |Z cLACP
R L CTHRA /3= AA v F & O TEtherChannel D % 2> T—3 3 TV E T, dME
FIT— g ORI, MUY T AZNO ASA ITHWVICE#ET 720, A v FIT
150D (KAR) TARALATHLINDOEHICRZET,

* [Enable static portpriority] : LACP DX A 7 v/ R— N FIFAF VT 42T 4 &—7
LIZLET, —HOAL v FIIFAFTIv I "= TI7A4F VT 1 &P HR—FLT
WRNDT, ZONTFA—=HZZED A, v FORBERTR ELET, 61T, 8K
W% DT 7T 4 772 A% K EtherChannel A > /XDH R — XA RF—T LT 0 F
T (w®KR3I2AN) o ZONRTA=ZEEHALRNE FR—FIND5DEEHD
TIT AT AUNEREDAL LN A NRDIBHTT, ZDONRT A= F—T

WZLIEGA, AZ AL AUNIEATEEFA, TRXTOA AR T 2T 47T
¢0_®A7% i, 7= ATy T ar7 4 Fal—aro—HTiEn,
VAF— 2=y MDHAL—T 2=y MNIERIET,

» [Virtual System MAC Address] : MAC 7 R LA TH 5 cLACP ' A7 A ID 7% €
LET, TRXTOASANRFE LT AT AID #HEHLES, ZHiE~AFX—2=v |
LS THBAERESN (T 7408 | TRTCOEI XY 2=y MIERESRE
T, HBOWVIHHHDOEXATFETRHRET 22L& TEET, HIZ16E Y b 161
¥cd, 7-& z1E. MAC 7 KL A 00-0C-F1-42-4C-DE 1%, 000C.F142.4CDE & AJJL
FT, TONRTA—=HF, T—hMANT T ar74Xal—a O —ETER
{, FARY— 2=y b AL—T o=y MIEREET, 2L, ZofEix
I FARY T BN LB AICORERTEET,

ASAY S R4 .
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B sz 120 0z 228 vrBrvEDBREADRE

ATv74
ATy TH

« [System Priority] : 1 ~ 65535 O#iHATL AT L TIA XV T4 2R ELET, 74
AV TF I FEERREAHY T 2=y FOWEIHEHEINET, 7744 FTIE,
ASAZT TAF VT 41 EDTTAFVT 1) ZHEALET, ZOT7T744Y
TANE, AAYTFOTIFA4F VT4 LV BENT ENVETT, TDO/NT A —FX,
T—h ATy T ar74FXalb—varO—8TER, vRAF— 2=y 0D
Al —Ta=y MIEBEINET, 2L, 20X, 7 T7AX Y TR L
BEILOBRERTEET,

[Participate in ASA cluster] = v 7 R 7 A% AN LT, 7 7 AXIIEMLET,
[Applyl 27 U v 7 LET,

AVE—TTAADANILRA EZA ) U9 BLUVEHEBEEESDETE

ATy T

ATy T2

TrexiX, BEHA LV —T oA R, MWHEUSDA L Z—T 2 f ADNVAE=HY VT %
FAE—TNMITEHZENTEET, BEDOKR— b Fyrx/VID, JUE ID, BE—0WH(
K —7 A AID, F£72ILASAFirepower €2 a2 — N2 EDY 7 Ny =T /N~ R =27 EYV 2 —
NET=HTEET, ~NAET=LZ Y TIXVLAN Y T A v —T 24 A, T2 VNI
BVIZR E DA 2 —T oA ATIEEITEINERE A, ZT7AFZFHBEY > 7 0=4Y 71X
RETEFERA, ZOV U ZIXFITE=FINTWVET,

FIE

[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] >
[Cluster Interface Health Monitoring] DJIEIZ#I L £ 7,

[Monitored Interfaces] 7N 7 A CTA L F —7 = A A% IR L, [Add] %~ U v 7 LT [Unmonitored
Interfaces] N 7 ANZEDA o Z—T = A4 A2 BE L £ 7,

AVHE—=T 2 A AAT—HA A=l L-T, VoIEENRREINET, HEORA
AV B =T 2 A ZADTXTOYFR— b, FFEOL=>y b ETIEEENEAE LN, Hlo=
=y FEORIUHEA >V H—T 2 A ATT I T 47 R—"BHDIHEE, TO2=y NI TR
ANGHIBRESNET, 2=y FRAR—V RFRINICA v F —T 2 A A AT =X A Xy —¥
EZELRWVEAIC, ASANRA LU NE T T AZNGHIRT D TORMIZ, f v F—T7=A A
DEAT L, ZTDO2=y NIRHEIIEAA L NTH LD, £237 TAXIIESMLE S E LT
HNNCE TRV FET, TT74NVEFTIE, ~NAF 2w 7 TTRTCDOAS X —T = ATA
R—=T NNl 5> TVET,

el ziX, BEA L X =T oA RRE, MWHUSNDA LV Z =T 2 A ADNVAE=F Y T %
TA®—TNITHIENRTEET, F—FF ¥V ID ETLEID, EITHE—OWE A
H—T 2 A AIDERETEET, “"NAE=HY VTIIVLANY T AV H—T A A, FT2
IZ VNI °BVI 2 EDOAEA o H—T7 = A4 ATIRHITEINERA, 7T AXEHMY) 7 D=
ZVUTEBRETCEEFA, 2OV VT EEICE=ZINTHET,

iSO hRa LR (2L 2137 —F A —7 =4 ZADBIVHEIE. ASA £7213A2 A v F
oA v 2 —T 4 ADOFEIER., VSS £7213 vPC BTEKT D AA v FDIEM) %179
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ATvT3

ATv74

ATy Th

525 P noEEnEE [

EXITIE, VA F oy V7 BEREE 212 L ([Configuration] > [Device Management] > [High
Availability and Scalability] > [ASA Cluster]) . Wb L7cA v ¥ —T = ADEF=F U T}
ML TLEEY, MR YOEENET LT, a7 4Xal—ra BERTITOL
=y MIR#I a6, ~V A F oy VHEREEZFEA X —T7 M TEET,

({E75) ASAFirePOWER B 2 — A XD N— Ry 2 7 £33V 7 b 27 EP 2 — %0
Fr9 % 12i%, [Exempt Service Module from Cluster Health Monitoring] 7= v 27 7R v 7 A % 7 /T
l/ \32 —a—o

ASA 5585-X Tld, y—bE R BV 2 —LDE=Z U LV FHERNT LA, HAICE=2 S
BEDa— N EDEA LA —T 2 A ADF=R ) TR EHCT AL TXET,

AV B =T oA RAETNT7 TAZGHIHAY 7 IEENRAE LIZGE OB EOREE I A
<A AT HIZIE, [AutoRejoin] ¥ 7% 27 Vw7 LET, £XAFICEHLTIEdit| #7 V v 7
LTROBREZITWVET,

+ [Maximum Rejoin Attempts] : 7 7 A X ~OFEFEE ORITEEZ EFT 5 72DIZ, [Unlimited]
F721X 0~ 65535 OHIFATHARELE T, 0IXZABHFHKEEZT A E—7 VI LET, 7
TAV MElE, 7T AE A B —T 2 A ADOEAT [Unlimited], ¥—4% A >4 —7 = A
ADEEEIX[3] T,

* [Rejoin Interval] : FHASEAFATRIBRORM 2 EFK T D202, 2 ~ 60 OFIPH CRIFZ R E L
9, T 7 AN MEXSHTT, 7 T7AZ~OHMEEE 2=y NRRITT 5 RKEFHEHHE
X, B OIRMDNE 14,400 73R LTV ET,

* [Interval Variation] : 1 ~ 3 OFPATHEL T, MREZHNIEL20EINEERXLET
(1: ZH L, 2: EATOMMEDO 2%, 3 EATORBEO 3 £5) o & xE, Wz 545
WCRRE L, % 2 IZRE LIEGAIEL, BYIOFATN 5 5%, 2 [BIHORITH 10 5% (2
x5) . 3BEHORITN2045% 2x10) L7V ET, T T AN MEIK, FTAX ALK —
Tz A ADEARIFT[], T—% A X —T7 =4 ZAOLET[2] T,

EIZERTIZIX, [Restore Defaults] #7 U v 27 LET,

e

7k

[Applyl 27 U v 27 LET,

75 A5 TCP ERDELEDRTE

TCP #f5e D 7 7 A X EROBEIEZ FMEL T, T4 V7 XNy 7T v 7 7 a—EROELEIC
L AT 0 —CBE T 5 RERIEE) PR TEXET, T LI /NI T v
T 7 u—PMERENBENCE =y FBRRITAEAIZ. TN 7 —%EETAHI LIFTE
FHA, RIS, 78 —%2ERTDR1IIC N T 7 4 v 7 BBlO =y MIHHEINDIELE. It
NEBEETDHZ LI TEEEA, TCPOT U F MuETNMET 25 8T 7 4 v 7 O TCP DR
DBEZEF I LR NE DT EHILERLY £,

ASAY S R4 .
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FIE

AT w71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster
Replication] DJEIZER L £ 9,

RTwT2 [Add) %7V v 7 LTROEEFELET,
* [Replication delay] : 1 ~ 15 O TR % E L 7,

« [HTTP] : $XCOHTTP F 7 7 ¢ v 7 OEILEAFHE L £ 7, Firepower4100/9300 > ¥ —
DI, ZOREET 74N M TSP THEDILE R TWET,
* [Source Criteria]
* [Source] : EZILIP T RLUAEZHRELET,
e [Service] : (A7 ay) HEEXA—MEFRELET, BFIL FEILEITSELER—
FOWTNDERET D0, WL BITRELEEA,

* [Destination Criteria]
* [Source] : 4845 IP 7 RL A& E L £7,

e [Service] : (A 7T av) FEER—FERELET, @FIL, FEILELITIEER—
FOWTNNERET D0 W& BITHRELEE A,

ATy F3I [OK] &7 V7 LET,
ATy T4 [Applyl 227 U v LET,

B4 FREBEBEDERTE
YA MY TAZY T OEE, RN EEENEEZED LD, REENAF~A A TEE
@—O
HS5RE 20— FEEYTFLDHEFE
LISPO NI 7 4 v 7 #RELT, V=BV A MNEEBET IRV e — )T 0 2648
IZTEFET,
LISP A v A2 3 g 22N T
LISP hT7 7 4 v 7 2BETHI LT, VA FEOZ7o—DFE ) T4 24NN TEET,
LISP |22\ C

VMware VMotion 72 E DT — 4t o 2 — i~ v DELEY T 412X > T, = NF 7 747
v OB AR D RIS, T2 —REBEITEET, 2ok kT —F
Z—=P—=NEEY T 4 &2V R— T DI, —"OBERFIC— S ~DAT)— & —
ANEHTEHMENH Y £7, Cisco Locator/ID Separation Protocol (LISP) D7 —F%7 7 F ¥
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X, 734 A2ID, DV = RAEA 2 K ID (EID) 2ZOHAT, DV A—T 47 nr—
% (RLOC) 62 20DRIRDF N T ARX=RZH5BEL, b —"OBITE2 7747 K
WXL TEBIIC LET, 72e 2 =S LW EI L, 7 74 7 R —IC
o747 EEETLE V= HITH LGNNI Ty 22U XA LT FLET,

LISP Ti%, LISP O/ b v v—% (ETR) . ASJ b v—% (ITR) . 77 —A k
Ky nN—%2 <7 U (MR) , BEIO®y 7 H— MS) REOHDL—FEDR—
B NWT— L= NPRYETT, = "PRON—F TR SN TND I & a2 —0
T7—A MKy T NV=EREANTDHE, FOL—ZIMOTXRTONL—F LF—ZX— %
FHH L, 729472 MIBRENTHWAITIRA T 7 4 v 7 2RATZIE LT 7 v/MEL, B
LW —NDOGEFTCEETEDL LI LET,

ASA LISP O 7R — k

ASA T LISP HIRZFATLEHAMN, HATOELFIZETAHLISP N7 7 4 v 7 &#fa L, v —
LVRAIR I T8 o TEIEDT-OIZ Z DIFHRAMH TE £ J, LISPOREG ZITHORWIEE,
=" LWY A NEBEIT L. T 74 v 2307 e —F—F—DRbOVIZ, FrLn
YA NTASA T TAZ A NR—=Z720ET, FHTLWASANENFA FDASAICNT 7 1 v
V7 HHRE LT, W ASA IR, P — NIZBEET DD N T 7 4 v 7 EH LY A MZED
EIMERHDET, TONTT7 4 v7 7u—|dm iR, TharR—=v7] £
~T =71 LMETET,

LISPHEIZE D, ASA 7 T AL A N—X, H&PIDOK v 7 N—% & ETR £721L ITR [H T
DEY SNBLISP "7 7 4 v 7 &BBREL, 7R—0OFFEEHT LWV A MIEFETEET,

LISP DA KT A~

*ASAV TAH AUNR—F, YA bOT77—A Ky 7 )L—% L ITR £721L ETR DI
FELTWALERHY £, ASA V7 T AZAKEIEREE T AL DT 7 —A My
N—RIZTHZ LT TEER A,

RSB INTE T e =B R R—FEhET, —fbshie T e— BomsniT
n—, FFEc D=y MIBLTWD 7 —3#H LIt —F—ZB#isivEd A,
S EINT=7a— ISP EDOT IV r—rvaryBNEENTBY, TZTiIH7n—L
ZOFTRTCHOF 70 —NEL ASAICE > TATESNET,

I TARZFLAYIBLIT4DT7 e —REEZBEH SE LT, —#HOT7 7Y r—a
YT ROV AREMEDR DY T,

MO 7 0 —F X E PR AR AR TRWT B —DA, A —F—0BEhIa H Tk
WRBEMERH W 9, A VAT v a v R U—ERET D L XIC, ZOBRETYHR— b
SNDHRNT T4y I OEATERETCEET, £lo, 7Je—FE I T 4 EZRARR T
T4y ZICHIRT 20N DD £3,

ASA LISP Dk

Z OB, BEOMEICEBTARENEEINTVWET (ZNHIZOWVWTIEHTRTIDE
THHLET) .
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1. (LE) AANEFIEFV—RIP T RLRICESHRESLED OFIE : 77— A R KA
T N—HE, ASA 7 T A NG L TWRWKA MERIER Yy hUY—Z |2 EID @M A
Y=V EFETILENDHVET, T, 7 TAXCHEET L= "FEiIry b
T —27 OHIZED ZHIRTEET, 72& 2L 7 T7AEZNB2O50OY A FORIZEE LT
D3, LISPIR3ODH A R TEITINTWAEGAIL, 77 AZICEHELTWS200H 1
MZxt L TOHREID 2 F O 5 LENH Y £,

2. LISP F9 74w A AT g9t ASAIL, 77— A by FL—& & ITR £7-1%
ETR O CEEIN D EID @M A v —II28WW T, UDPAR— k4342 O LISP ~ &
T4 7 ERELET, ASA X, EID &% b~ ID ZB#fHT 5 EID 7 —7 VA REFL
T, ez, 77 —A PRy T NA—FDERFITIPT KL AL ITR £721X ETR D5 T
RUVATLISP b7 7 4 w7 2ETHXLENHY £, LISP h 7 7 4 v 7T 4 L7
ENREVETHNTELT, LISP T 7 4 v 7 ARIZZ ZAZREOLFIZHZIM LN
LITHEBE LT EEN,

3. BEESNEZ NI T74 v 7 TOT7a—F YT Ao EANNCTEHY—ERA R —: EVX
2TVFAINIERT T 4w 7T —F )T A 2HINTHILERBLYET, 2L 2
X, 7e—EFE VT 1%, HTTPS N7 7 4 v 7 OAITHIB LTZV | FFEDH— 3 & DfH]
TRV END T T4 v 7 ORHIBLIZY TX F9,

4. VA FID:ASAE, K7 TAX 2=y FOY A FIDEFEHLTHLOITAEEEZ/HELE
7,

5. 7e—FbEUT 4 E5FDNT DI TAZLVORE : 7V TAX L THL7r— FE
VT 4 AT HHERH D £T, ZOF /A 70UV EZ 2R+ 52 LT, BED
PITAD KNI T 4o P FRZT ) r—y a5 LTor7ae—F ) 74 2fHHEICEE
i ESC TE £,

LISPA VAT > a vV DRE

LISPO N7 7 4 v 7 #RELT, V=BV A MEEBET A7 e — )T 0 2H6%)
IZTEET,

1R BRI

e ASA 7 T AL DEERNRT A= DERE (60 2—) [>T, FEIVTAF 2=y + %
A FIDICEIY ETET,

CLISPO NI 7 4w TIIT IAN A ART Y ay KT T 497 7T ATEENRNT-
O, TOFIEO—FHELTLISPDO 77 4 v 7 HIZHDO 7 T A%FET HHLENH Y F
j—o

FIE

ATvT1 (EE) LISPA AT vary <y T H#RELT, IPT RLRZESNTHRARAD EID %
HilfR L. LISP OHRHAF—Z2RE L ET,
a) [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [LISP] Z &8k L £9°,
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ATy T2

ATvT3

b)

d)

2)

usp 1 vz~ avonzE |

[Add]Z#27 Vv 27 LT, L~y 7ZBIMLET,

i (k40 X7 LaiAE AT LET,

Allowed-EID access-list (2D T, [Managel %7 U v 7 LET,

[ACL Manager] 238 & £7,

Ty —AbMKRy T N—2FIXITRIETR IZ. ASA 7 T AZNEEGLTHWRWEA ME-
TRy NI —ZIZEIDBEHA v E—VEEETDHIZEDRDVET, 20D, 7 TRAHXIZ
BT A —_"FEFITRy NT—7 DIHIZEID ZHBTEES, 728 21F, 7T AFZN2
DOV A FNOIITEE L TWANR, LISPR3 DY A N THEITEINTWAIESIT. 75X
HIZEELTWB2200% A MIXHLTOAEID 2805 0ENHD £9°,

T7AT I —IVDOFRETA FIZE->T, D72< &t 1250 ACE TACL ZBIML F9,
VWIS U C, BIEF—2 AN LET,

B 5t —% a bt — Lza 1, [Encrypted| 47 v a sy A& %227 0 w7 LET,
[OK]ZZ7 YV v 7 LET,

=t AR — =L EEMLUTLISP A VAT g VAR ELET,

a)
b)

¢)

d)

2
h)
i)
j)

k)

[Configuration] > [Firewall] > [Service Policy Rules] DJIE|Z 3R L F 9,

[Add] Z7 U v 7 LET,

[Service Policy] — YT, A V' H—T = A A~D/L—)LE 21T 70— )72 — )L & i
MALET,

FFOYV—ER RY —TCHEAT L2 ORbIUE, TORY —0b—LEBINLE
9, 7 74/ R T, ASA 21X global_policy L FEEIL D 7 m— L R U—RNEENE
To R =% 7 m—VLZHEALRWGEIE, A2 —T =4 ATLIT1HO¥—F
ARY =% T HZ L TEET, LISPA AR g id, WHFEICRT 7 4w
ZIWCHEMT 5720, REILEGEEOWM T DA =T 2 AT —E AR ¥ — %M
TOMETHY EFHA, NT T4y I BRWENOY T AT 556, —/V &
THAE =T 2 A RAWAVT DN T 7 4 v 7 OTXTHRERELZITET,

[Traffic Classification Criteria] ~*— 73 "C, [Create a new traffic class] &2~ U v~ L. [Traffic
Match Criteria] @ F &5 [Source and Destination IP Address (uses ACL)| % 4 12 L £ 7,
Next] 7 U v 7 LET,

AVART T arEITO NI T4 v BIBELEY, Y7 —A b Ay )L—F L UDP
A— 14342 DITR F/ZIXETR OO N7 7 ¢ v 7 #45E L E T, IPv4 ACL 35 L VIPv6
ACL D EBHHITHME L TNET,

Next] Z#2 U v 27 LET,

[Rule Actions] 7 « #'— K ~X—F 723 % 7 C, [Protocol Inspection] % 7 % &I L £ 7,
[LISP] F =y /Ry I A% AN LET,

(A7 a ) [Configure] 27 U w7 LT, AERKLTeA VAR va v~y THEINL
*7,

[Finish) 227V > 27 LT, #—ERARY o — L—LEZHELET,

P—EA R = —NEZBENMLT, BEERN I 74y 070 — VT 0280 LFE

B
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2)
h)

)

i)

AsAY 524 |

[Configuration] > [Firewall] > [Service Policy Rules] DJIE|Z 3N L F 9,

[Add] Z7 U v 7 LET,

[Service Policy] ~—3"C, LISP A Y A7 ¥ a VAT AR —EARY —%idk
RLUET,

[Traffic Classification Criteria] ~<—73""C, [Create a new traffic class] &2 U v 2 L. [Traffic
Match Criteria] @ T#8@ [Source and Destination IP Address (uses ACL)|%& 4 1 L E 7,
Next] Zz27 U v 27 LET,

Y=Y A NEERT DL TRERY A MIHEIVYTT L, EVRA VT 1 H
NI T T4y 7 BBELEY, e 7u—F YT A ZHTTPS b T 7 4 v 7
BRWELBIHEDY —"~D T 7 4 v 7 ODARITHIRTE £3, IPvAACLE LT IPv6
ACL D EDLHIZH G LTWET,

Next] Z#27 U v 7 LET,

[Rule Actions] 7  ¥'— K = F 7212 % 7T, [Cluster] ¥ 7 2R L £,

[Enable Cluster flow-mobility triggered by LISP EID messages] &= v 7 AR v 7 A% A 12 L
ESc N

[Finish) #27V v 7 LT, #—E R KIJ o — L— L% HRELET,

AT 74 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] >
[Cluster Configuration] ®JIHIZ5&K L. [Enable Clustering flow mobility] = v 7 7R v 7 A % 4
VI LET,

AT97S [Applyl 27 U v 7 LET,

HDISRAR A INDEHE

IS AREBALTHIT, 274X al—Ya B EEL, IV TAX AUNRNEEHTXE

—;_‘O

YRAEA— 1=y FHSDFLWARL—TDEM

VAF— 2=y MBI TAZIZE XY EBIITE £9, [High Availability and Scalability]
UAP—REEALTCEI XV EZBEINTHIELTEET, vAX—a2=y FBAL—T
BT DL, 7IREHY 7 BZRETE, BNTLHLHEAL—T 2=y NI TRE A
VA= T A AFE—RFERETEDLLENI A v FRHY 7,

Fold, AL—T =y MNMIrs AL, 2=y N ETEEI FAZ YV ITERETDHI LD
TEET, L, 7 IRAZ VT A X =T NI LTtkIZ. ASDMt v v a Ugilfrsihn s
DT, BEHTIOIVLERDD £7,

1R HHIIC
cwIIF ILTHFAREFT— RTIE, VAT AFETAR—ATROFIELFETLEST, F77

. ASAY S R4
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vzx8—az=y trsofitnzr—Jnen [

List] XA T, 77T 4 TRTNNAADIPT FLADFIZH S [System]| X T 7 U v
7 LET,

EHRXyY NU—V FCT— ARGy a7 4Xal—a 52 RET 58813, X
L—7 2=y NMITZEBRAAGBERIP T RLARH D Z L 2R LTI EE N,

FIE

AT w71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] >
[Cluster Members] DJIEIZER L £,

ATw T2 [Add] %27V v 7 LET,
RTY T3 RONRT A= EFRELET,
* [Member Name] : Z D7 T AX A L /NOEAF DL RIZ 1 ~ 38 LF0 ASCI LT THE
[/iﬁ—o

s [Member Priority] : ¥ A ¥ —2=v MEERIZ, 2O2=y "OTFAF VT (% 1~100
DOHFIPINTRELE T, 1 BDEDTTA AV T 4 TT,

* [Cluster Control Link] > [IP Address] : ¥ AX¥— 7 ZAXH#Y > 7 LR Cxy hU—7 |k
T, VALY 7 DDA NZ—EDOIP T RLAZEELET,

» [Deployment Options] 3%k C. K [Deploy By] 47> a > OWFHnE&RIRL £,

» [Sending CLI commands to the remote unitnow] : 77— F A hF v 7 a7 1 F a2 b—
varkAlL—7 (k) FHIPT FLACHELET, AL—7FHIPT FL A,
a—WH NAT—REASHLET,

» [Copying generated CLI commands to paste on the remote unit manually] : AL —7 ==
ROCLICa~vy Rahy b 7Ty RA—A K, F£72(L ASDM @ CLI ¥ — /L & i3
HEHica~ry a4 LE 7, [Commands to Deploy] N~ 7 AT, #kCTHEHT 572
WOa<y Fe@ERL Tae—LET,

Deployment Options
Deploy By: | Copying generated CLI commands to paste on the remote unit manually 3

Commands to Deploy:

cluster interface-mode spanned force
clear configure cluster
interface GigabitEthermet(/4
no shutdown
cluster group clusterl
local-unit asalo
priority 2
cluster-interface GigabitEthernet0/4 ip 192.168.5.2 255.255.255.0
key test
enable as-slave noconfirm

ATY T8 [OK]Z7 V7L, EBI[Applyl 27 Vw7 LET,

ASAY S R4
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B 7070610051255

T T4 THAIN—IZHD

)

IGABDIET VT 4 TIRANAN=ICRHBIZIE, 75AZ )T a7 4 Xalb— g 3E
FEFIZ, FOa=y N ETITRAXZY) T BT =T NI LET,

GE)

ATy T

ASA (FENC, TN AF 2w 7 2T7—I12L0) FT 7T 471285 E, TTOT—
BABE—=T oA AN Yy N ENET, BHHEHA X —T 2 A ADHBN T T 1 v
JEFEZETEET, NI 74y 7 7n—%2HHIELIE, 7 7AF ) T EHOA 3—7
MZLET, F20E, TDO2=y b7 TRAXNLERICHIBELET, BHA VX —T 1 X
X, TO2=y MBI TAXIP T—ADOZTWMSTZIP T RUAZMH LTl & i & Bk
RBERVET, 270, Ve—RLTba=y MBI TRAXNTERLT 7T 4 7 TlEARWEGE
(7T ABY v T NERIIRIE CREEIRAT LI A R E) | BHA V¥ —7 = A 2 TEI
RVET, ENLUBEOI T 4 X2 b—ra UEEITE, 2y Y — AR — M EEHT D 0ENR
HoET,

1RO BRI
cXNTF AT HFARNE-ROBEIE, TOFIEEZ AT LFATAN—ATETLET,
FREVAT A AT 4 Falb—Tay T— RIA>TWeWgAL, [Configuration] >
[Device List] A > C, 77T 4 77273 ADIP T KL AD FIZH 5 [System] & & 7 /L
7V vy 7 LET,

FIE

[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster]| >
[Cluster Configuration] DJIEIZER L £,

AT 72 [Participate in ASA cluster] = v 7 Ry 7 A% 471 LET,

(G¥)  [Configure ASA cluster settings] = v 7 AR v 7 A& A 72 LRNWTLEIN, A7IC
FTHE, TRTCDOITAL a7 4 Xalb—arBNs YT &, ASDM 3 S
NTVWLEHA V=T 2 Af A2 BT NTOA L F =T = Ab Ty v PFT L
F9. ZOHRA, BFEEITTHICE, 2y — L R—KNTCLIIKT 7 AT 54
ERHD ET,

ATv T3 [Applyl 27 U v/ LET,

JTAA—11=

Y ENSEDAL—T AVN—DFT7I T4 71k

AL —T AUNREIET 7T 4 TN TDHITIE, WOAT v T HEITLET,
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\}

s5z28~0Esm ||

G¥)

ATy T

ATy T2

ATy T3

ASAMNIET 7T 4 TNl d b, TRXTCOT—H A F—T = A ANV ¥y MU ENET,
BHERA A —T 2 A ADBHBNINT T 4 v P EEZETEEST, N T T4 v T T —%
THINE, VAR T EFERGNILET, EFHA L F—T oA AL, £DO2=v MR
FTAZIP S —=NINDZTWAST 1P 7 RUAZMHEH LTl & B@kE s 2o £4, =272
L. Ve—RLTbaoy MBI TAXNTERET 7T 4 7T TIERWEGEE (T AX Y TR
BN IRIE CRREEZRFE LT HE R E) | BHA VX —T oA AW £, L%
DarT7 4 Xalb—raAMEET, YV R EFERTLIMNERL D 7,

1R BRI

~NF ArTEARNE-FOLEIT ZOFIEE AT LFTASN—ATEITLES, £
VAT A AT 4 X2 lb— g E— RIZ ATV WEEAIE, [Configuration]>[Device List]
RAVT, TITATRTNRALADIPT RLAD FIZH D [System] Z X 7NV v 7 LET,

FIE

[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] D)8
WBIRL £,

HIBRd 2 AL —7 %R L C [Delete] 27 Y v 7 LE 7,

AL —TF T — A TGy a7 4 X2 — a3 IFAUTHY ., FOREERLI L 2L
DAL —T 2HBINTE£9,

[Applyl 27 U v 7 LET,

DIAI~DBSM

L=y R TAZNLHIBRSNIZGE (Ll 2E BEPEELLA VF—T = ZADY;
By ERBFAUN—EZFETIHET 77 40 7ICLEESGS) X 7 7 AZICFHTHSMT 5035
WY ET,

JR 8O BRI

« JTARN T HHAFI—T T HIZIE, a2 Y= R — FNEEHTLIMNERDH Y F
T, DA L H—T 2 f ATV Xy NEUENET, 7272, ASDMTY T AX Y 7
ZFEICEC LIZGA, REEMRITELTY v— KL 72A1L, ASDMTY 7 A%
Vo7 %BUOEMITEET, Vue— Nk, BHA XY —T7 oA AT D728, =
VI T I RANT TARY T O HME—DITIETT,

s NTF ATHRAL T FOERIE, ZOFRE AT AETAN—ATIITLET,
FEVAT L a7 4F¥alb—valy EB— FNIAS>TWRWESIX, [Configuration] >
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ATy I

ATy T2

ATvT3

AsAY 524 |

[Device List] XA > T, 77T 4 T7T /A ADIPT KL AD FIZdH % [System] & X 7 /L
7Y w7 LET,

« 7 T AZSOBBMNZRITT ORI, BEENMFRSN TS Z L 2l L £,

FIE

ASDM (CETET 7B A LTV A HAIE. A 32 —7 Wb d 52 = MIZ ASDM Z 8 L T,

ASDM T2 ZAZ Y v T HFOEINCT 22 LN TEET,

HLWA L NR—=L LTBEIMLTWARWRY, AL—T 2=y hDITRAZ Y T~ AT —

2=y PO HUEIIT LI EIETEEE A,

a) [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster]
DNEIZER L £,

b) [Participate in ASA cluster] &= v 7 Ry 7 A& AN LET,

c) [Applyl %7 U w7 LET,

ASDM Zfifi C&72WGE : av Y — LT, JITAX a7 4FXal—ar T— KN&Bth
LET,

cluster group name

1 -

ciscoasa(config)# cluster group podl

JIGAR) T A R—=T NI LET,

enable

55 A8 MDOEEE

I TAAMBERIIMBT HICIE, FTAX T— AR T T ar7 4 Falb—a 2K
PHIRT AMLERH D ET, BALVAOBIEDa L 7 4 Xal—agid (FIA4~) 2=y
FPBLRIMIENT) FRUTHDITD, 7T AZNLBERTEE, 7 T7AX Y U TRIODa 7 4
Xal—varviEN\y I Ty I NEIETH, IPT NLRADOHEERT L7 4 Fa
L—a VEHELTHIOLLRYETZ L MBI 9,

JR 8O HHEIIZ

ay ) —)ViR— N ERATHIVERDVEST, JTAXODaLy 74 FXalb—ra ZHIETS
L BHA LA =T A AL T TREHIEY T HETe T _RTDA B —T = AN ¥ v b
Hg o EnET,
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ATy

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

v5zams0mE [l

FIE

A HEY 2=y hOBE, 7 TAZ VT EROLICT 4 =TI LET,
cluster group cluster name no enable

1 :

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

D IGABZN TRt FY) 2=y N ETCA R—T IR o> TWHREIIE, a7 4 Falb—
VarvBEREITOZLITTEERA,

JSGAR Ay T 4 Fal—arE VT LET,

clear configure cluster

ASAIZ, BEA =T oA AL FAZHIMY) T G0 _XRTOA U F—T 2 A% ¥
ML LET,

IGAR AR —T oA XA E—RKETF 42— NI LET,

no cluster interface-mode

T-RNEar 74 Xab—2a VIZERFSRRVED, FBTY By M O0ERH D &
R

Ny T o7 a4 Xal—=varBbdGh, FTar74Falb—va iy s 7y
T arZ4FXal—varzar—LET,
copy backup cfg running-config

51 -

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #

AT 4 K2l —TarERARZ— R NT Y AIBREELET,

write memory

R T o7 a4 Xal—arBDRWEEaT, BT 722/ RELET, 2& %
E. A H—Tx2A RAIPT RLAEZEFEL, ELWKA MEETLET,
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v FOZEHE

IE

ATy T
ATy T2

ATvT3
ATv74

VAP ==y NEEETLOREDHIELT, v AX—a2=y N T ITREZ Y TN,
LW AL —DRIREFSTIND, 7V T7AX Y T EFERNIT D HIETT, vAX—|C
ThHI=y NEREICHRET D2V ERHLLAIX. ZOHOFIEEZFEMLET, 72720, Pk
ERRREDEA T, COFEZEA L T A Y —2=y NEBZHRHIT 5 & T TORERMN
Ry 7SIN50T, il AX— 2=y N ECHERZBHELTOILERH D £,

NYAZ— A=y FEEETLHITE, ROFIEZETLET,

15D BN

SNANTF AT IR T FOHBEIE, ZOFMEEL AT AFETAR—ATEITLET, £
VAT A AT 4 X2 b— g E— RIZAS TV WEAIE, [Configuration]>[Device List]
NRAVT, TIT A4 TIRTNAADIPT RLAD FIZH 5 [System] X T2V w7 LET,

FIE

[Monitoring] > [ASA Cluster] > [Cluster Summary] % &R L £ 7,

[Change Master To] K2 v F*Z 7 A Mph, SAZ—IZTHAL—T7 2=y MR L,
[Make Master] #7 U v 7 L £,

YAS— A=y MEEOERERDOONET, [Yes] 22 Y v 7 LET,

ASDM #f&T L, A 7T AZIPT RURAZMMH L TR L £,

PDISREZEERTOIARY FOET

aAv Y R TAZHNDOTXTORA NI, FTIFRFED A U ANTHEHET DL, ROFIEE
FATLET, show 2~ RETRTDORAUNCKEETE &, TRTOHABIUE SN THFE
D=y hOaAL Y —)VIERENET, TOMD I~ K, 72L& 21T capture <° copy b .

7T ALK TOFITEEHATEET,

1R8O BRI

A RIA L A B —T A XY —)LTZDOFIELFEITLET, [Tools] > [Command Line
Interface] Z IR L £ 7,

FIE

A RETRTOANZHELET, 2=y MEREE LESGEIL. FFED A L NIEE
EhExd,

il
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ASA UV S X

asasszane=4y>5 |

cluster exec [unit unit name] command

51

ciscoasa# cluster exec show xlate

AR =L e —E R T HIZIE, cluster execunit? FAIED 2= N Z R TR TOLFINE
TREND) L ASIT DD, show cluster info =~ > REZ AL ET,

!l

FULXY ST v 774 NET TAZNOTXTCO=y M BREEFIZ TFTP $—3Z
AL, YA — 2=y NTROa~vw REAJJLET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

BHEDOPCAP 7 7 A )V (= bnH 1DT D) BRTFTP Y —NZab—shET,
SEAEDF ¥ T TF ¥ T 7 A NVAITITHEIC = MBS 4L, capturel_asal.peap,
capturel_asa2.pcap 72 & L7203, ZOFITIE, asal BE Wasa2 237 7 AKX 2= |
4T,

W DOFITIL, cluster exec show port-channel summary =~ > KO L, 7T AZ D
& A > 73—@ EtherChannel {23 KR S TWET,

ciscoasa# cluster exec show port-channel summary

master(LocAL):***********************************************************
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— e e it
1 Pol LACP Yes Gi0/0(P)

2 Po2 LACP Yes Gi0/1(P)

Slave:******************************************************************

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports
—————— e
1 Pol LACP Yes Gi0/0 (P)
2 Po2 LACP Yes Gi0/1 (P)

BDE=HZ)Y

7 TAZDRE L AT BN I TN 2a—T 4 VT TEET,

DIRBRAT—RADE=ZZY YT

7T AL OIREOE=H Y o 7IZONTE, ROBEZSHLTIZS0,
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* [Monitoring] > [ASA Cluster] > [Cluster Summary]

ZDONA L, HHAHFO2L=y LT TRAZDETOMD A=y FOIFRPFRSIE
T Fo, TONS U TTIA~VEBLLFET LI LNTEET,

* [Cluster Dashboard]

7T A = VEEEDFR— L ~X—D [Cluster Dashboard] & [Cluster Firewall Dashboard] % i
LTI IAZHE=HTEET,

HSRALKDINT Y FDF Y TF ¥

I T AZTONRT Y FOFY T F v IZONTIE, ROBEHEZSZRL T ZEWN,
[Wizards] > [Packet Capture Wizard]

JIGABRPERD N T TN a—F 4 T HYR—bT2HI20%, vAZ—a=y b ETOHOI T X
BEG RN T T A I DX TF A RX—T NI LET, ZNT, ZITRAFZHNDTITDR
L—7 2=y NCHHBIMIZA X—T N0 97,

DRI N)Y—ZADEZ=R) YT
PIAL VI —=ADFE=F Y U TIZHONTIE, ROBEHEZSHRL TS ZEN,
* [Monitoring] > [ASA Cluster] > [System Resources Graphs] > [CPU]
ZORA TR, 7T RAZ AANEERO CPUMMRE RS 7T 7 £72137 — 7 V2 AER
THIENTEET,

* [Monitoring] > [ASA Cluster] > [System Resources Graphs] > [Memory], Z D<A T, 7
T AL A REROD [Free Memory] & [Used Memory] #3R/R3 57 7 7 £ 72137 —7 v %
BT 2 Z EmMTEET,

D2AR 2749 0DEZZYY
JTAE NTT 4w I DF=L Y TZONTE, ROBEHEZZBL T EEN,
* [Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Connections],
ZORA TR, 7T AZ AANBROE i e ™77 7 R ET =T VEERT 5 2 &
NTEET,
* [Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [ Throughput],

ZDONA LT, 7 TAZANBRDNT T 4 v 7 DAN—T > Nemnd 77 7 203
T NEERT D LR TEET,
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— l — N
DSREGH) o ODEZR) DY
7T AZDREDE=HY U 72OV TIE, ROBEHEZ SR LT EE0,
[Monitoring] > [Properties] > [System Resources Graphs] > [Cluster Control Link],

ZDRA T, 7T AXFNEY 7 D [Receival] 3 L O [Transmittal] K EFE AR A2 FKRT D
T T ELTT TNV T D I ENTEET,

DIREDIL—TAVIDEZZILYT
7 TAZDN—T 4 TIZONTIEL, ROBHEEZZRLTIZEN,
* [Monitoring] > [Routing] > [LISP-EID Table]
EIDs &%+ [ ID #2739 ASAEID 7—7 V&£ R LET,

— N N N E,-L I_I_I
HDSRRYT0OOX T DERTE
JIGRARAY DX T OHREICHONTIE, IROBEHESH LT EE0,
[Configuration] > [Device Management] > [Logging] > [Syslog Setup]

T T AFZRNDOE 2= M, syslog X vE—T & EBNCAERLET, F—FFR0bT7 N1
A IDf}& Tsyslog A v =V HERT LI ENTE, VITAXNDR—FI3R 2=y
EPEDAYE=VDEIICREDL ZENTETET,

ASA S RB 1) 2T DH

PLFOFIziE, —RHI2EATOD ASA DY G AZBEHEOTRTHOa Ly 7 4 Xal— 3 N
HENET,

AMSABLURAYTFODAT4FaL— 32006

WDaLy 7 4 X2l — g flid, ASAL AL v TFBORDA 2 —T =2 AeBEF LET,

ASAf B3 —T1IA4R AAYFAVZ—T 4R
GigabitEthernet 0/2 GigabitEthernet 1/0/15
GigabitEthernet 0/3 GigabitEthernet 1/0/16
GigabitEthernet 0/4 GigabitEthernet 1/0/17
GigabitEthernet 0/5 GigabitEthernet 1/0/18
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ASA DEETE
LAY DA VB —T AR E—FK

cluster interface-mode spanned force

ASMTRA—TJ—hrR Sy TavIaFXxalL—3>

interface GigabitEthernet0/0
channel-group 1 mode on

no shutdown

|

interface GigabitEthernet0/1
channel-group 1 mode on

no shutdown

|

interface Port-channell
description Clustering Interface
|
cluster group Moya

local-unit A

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0
priority 10

key emphyri0

enable noconfirm

ASA2 R L—T J—hrR LSy T avTaF¥alL—>ay

interface GigabitEthernet0/0
channel-group 1 mode on

no shutdown

|

interface GigabitEthernet0/1
channel-group 1 mode on

no shutdown

|

interface Port-channell
description Clustering Interface
|
cluster group Moya

local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0
priority 11

key emphyriO

enable as-slave

TAR—A R —TDA R AT 4F¥alL—3Y

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface GigabitEthernet0/2
channel-group 10 mode active

no shutdown
|

. ASAY S R4
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interface GigabitEthernet0/3
channel-group 10 mode active
no shutdown
|
interface GigabitEthernet0/4
channel-group 11 mode active
no shutdown
|
interface GigabitEthernet0/5
channel-group 11 mode active
no shutdown
|
interface Management0/0
management-only
nameif management
ip address 10.53.195.230 cluster-pool mgmt-pool
security-level 100
no shutdown
|
interface Port-channell0
port-channel span-cluster
mac-address aaaa.bbbb.cccc
nameif inside
security-level 100
ip address 209.165.200.225 255.255.255.224
|
interface Port-channelll
port-channel span-cluster
mac-address aaaa.dddd.cccc
nameif outside
security-level O
ip address 209.165.201.1 255.255.255.224

Ciscol0OS XA/ v FNDaAV T4 Fal—>ay

interface GigabitEthernetl/0/15
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/16
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/17
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

|

interface GigabitEthernetl1/0/18
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface Port-channellO

switchport access vlan 201
switchport mode access

ASAY S R4 .
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interface Port-channelll
switchport access vlan 401
switchport mode access

ATAVILEDT7AT7o4+—IL

ASA1

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Pool: 8 IPs)

ten0/8
man0/0
ten0/8

Cluster Control Link
192.168.1.1, .2, and .3

<[__ port-ch1 Spanned | >
port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
| MAG: 000C.F142.4CDE | |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

|

port-chb
VLAN 10, VLAN 20 Trunk

i—

Client

333221

Server

BB E8X2 VT4 RAALUDODT—2 77 4 v 7121, $72% VLAN 23 BHfH T S
£, 72&ZIERNEFR Yy b U —27 FIZiZ VLAN 10, Mt~ FU— 271213 VLAN20 & L ¥

To FASAITH—DOYEAR— IR HY | SNTAAL v FEl IV —F IR INnET, T
XU NA F =TI TWDHDOT, WHLY 7 EOTXTO/7 » FA3802.1q 7 7 /UL
EN x4, ASA X, VLAN 10 & VLAN20 DD 7 7 A4 77 4 —/LTT,

A%y R EtherChannel 2 95 & 13, AA v FHTTRTDOT—X VIR NL—TFE
LT 1 2@ EtherChannel & 720 F3, ASA D 1 O2MEHRAREIC R > =813, A A v FI135E
Woa=y "NETrI 74 v 7 2BmoHLET,

. ASAY S R4




| Asas 524
25490 t0774791—1 |

BAZY rDA VB —T AR E—FK

cluster interface-mode spanned force

ASAI Y RA—J— RISy T arvI4FalL—>ay

interface tengigabitethernet 0/8

no shutdown
description CCL

cluster group clusterl

local-unit asal

cluster-interface tengigabitethernet0/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable
enable noconfirm

ASA2 A L—T J— RSy T avI7a4xXal—ay

interface tengigabitethernet 0/8

no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface tengigabitethernet0/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable
enable as-slave

ASA3RL—T J—hrRA LSy TarvIqsFaL—ay

interface tengigabitethernet 0/8

no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface tengigabitethernet(0/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable
enable as-slave

TRARA—A2B—TA RV T4Falb—3Y

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipve 2001:DB8::1002/64 8

ASAY S R4
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interface management 0/0

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface tengigabitethernet 0/9

channel-group 2 mode active

no shutdown

interface port-channel 2
port-channel span-cluster

interface port-channel 2.10

vlan 10

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE
interface port-channel 2.20

vlan 20

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

. ASAY S R4
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L N |

Cluster Control Link
port-ch1
192.168.1.1, .2, and .3 S
WILC
ASA1
- /\ ten0/6
2 ) (] ten07 S
A =N A ten0/8 \W fen0/9 A
= it
- zo | =3
YA 52 38BN o8 3
ﬁ ST o8 2130 82,3
S o\ S 58 [T/ ten0/9 0_53 £ -§
2 Opa | Mp2o o
= n8a P —-3a7" =
= =L 30 2 =
Ny 3 man0/0 P s
- 58 2 ASA3 Sg &
YA o gt g/ _ten0/6 = e
sl ] o 113 Tenor o
© U = |/ 5T ten0/8 Yien09 | | &
V V V V
man0/0 |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

WEF Y U =27 LR Y FU =2 DRIT, 877 4 v 7 2RI TEECE £

FoRzRT L 91z, ERNZ—I7D A% K EtherChannel 233 V) . WNEBA A ~ FICHEFE I T
WET, AN _3?)‘9\ WAL v FICEFR S TWET, LETHIE, 4 EtherChannel
FIZVLAN B 7 A v Z—T oA Z%2{ETHZ b TxET,

BE1=Y DA VE—T AR E—F

cluster interface-mode spanned force

ASA1 TR RA—J—hrR KISy FTarvI4FalL—>3a3y

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7
channel-group 1 mode on

no shutdown
interface port-channel 1

ASAY S R4 .
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description CCL
cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

ASA2 X L—T J— RSy TavI7aFXal—ay

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable
enable as-slave

ASBBRL—T J—hrR Sy TavTsF¥alL—ay

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on

no shutdown

interface port-channel 1

description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable
enable as-slave

TRARA—A2B—TDA RV T4Falb—3Y

ip local pool mgmt 10.1.1.2-10.1.1.9
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Z/%> F EtherChannel £ /Xy 07y T U2y (ED8TH T4 TBRAINA) .

ipvé local pool mgmtipvé 2001:DB8::1002/64 8
interface management 0/0

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface tengigabitethernet 0/8

channel-group 2 mode active

no shutdown

interface port-channel 2
port-channel span-cluster

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface tengigabitethernet 0/9

channel-group 3 mode active

no shutdown

interface port-channel 3

port-channel span-cluster

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

A /N> K EtherChannel £/ N\ v o7y T )2y (RKED8TFTHU T4 7/8

AR INA)

1€ D BtherChannel D7 7 7 4 7 AR— M ORKRET, A1 v FNHHD 8 IZHIREET, 8
BDOASANSRRD 7 T AXBNH Y, EtherChannel IZ2=v hH72V 28— F&E Y Y C-GE
I, AF16R—1rDIH8R— 2 AL L T— NZTHLERHY £9, ASAIE, XD
Vo %777 AT ERFAZ AT B0%E, LACPEMFH L CxrIv=—FLET, VSS
F 721X VvPC 2 L T~/ F A A v F EtherChannel %2 A 1 — 7 /W2 L7288 1E. A4 v FRIO
TLEMZEHRTEET, ASATIHE, TXTOYEAR— FREINICA R v MEFIE, RIZA—
FFNEIZ R ENET, WOKTIX, BEEO/NIWR— IR [v2AF—] K—K&bh (&
Z X GigabitEthernet 0/0) . 5723 TAL—7) AR— k&7 £¥ (72 & 21T GigabitEthernet
0/1) o N™N—RU = THHROMNHEEZRIET H2MLERNHY £7, 2F0, §_XTOAFZ—
VI EBEDAL v TR E D TRTOAL—T U 73RO A A » F &l L e > T
WOHRENRH D 3 (VSSVPC BMEH SN TWDEHE) . ROKIX, 7 7 AX BT 5=
=y NP TY 7 OREBBNEMLIZE XL, EOXHTRDNnERLTNET,
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B =< EEtherchamnel /Xy ST YT UL Y HEERDETH T TBRE L)

Houter or Router or Router or
Access Switch Access Switch Access Switch

Switch 1 Switch 2  Switch 1 Switch 2

b Py

Virtual Switch Link Virtual Switch Link

U R

ASA4

V

1. Up to 4 units

ASA5
2. 5th unit joined |

333218

3. Maximum of 8 units

JFHIE LT, FIDICTF ¥ RIVNDT 7T 4 7T R— b ERRIL L, TDIZX T, 77T 4773
VAL =R T I T A TIRAL—T R—FOEONRT U A fbET, SEHO2= b
WY FZAZIZBMUIZEEIX, N T 7 4w 7R T RTCO2=y MIHFIZITSB IR &
ICHEBE LT &N,

Vo7 E3T A AOBEREAE L&, RUFATOUIESNET, TO/RE, v—F
RGN RBBIZIIR W2tV FET, ROMIE, 4=y DT T RE
ZRLTWET, Z0Oa=y rD1DT, BV JEENEELTWET,
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Z /8> K EtherChannel &/8y 2 F7 v T Y2y (EEKD8T U T4 TBREINA) .

Wirtual Switch Link

AS AL

a7

Fv U — 7 WNIZHEED EtherChannel # 5% E 45 Z & b E 2 HILE T, ROXTIL, EtherChannel
BNEIZ 1o, A1 2H 0 £9°, ASA L. — 5D EtherChannel T~ A % — & X L—7 D
FHDY T BEERIEIZ R o 72587 T A MNGHIBRENE T, Zud, D ASA T T
IR Y b T — 7 ~OBHG A2 K> TVDIZHL b LT, MRy NT—I D N T 7 (v
U EZET LD ST T,
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Router or
Access Switch

T
7 <

Virtual Switch Link

Inside

Switch 4

Router or
Access Switch

BAZY DA VE—T AR E—F

cluster interface-mode spanned force

333216
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ASMMYRA—J—hrR Sy TavIaFxal—3y

interface tengigabitethernet

channel-group 1 mode on
no shutdown

interface tengigabitethernet

channel-group 1 mode on
no shutdown

interface tengigabitethernet

channel-group 1 mode on
no shutdown

interface tengigabitethernet
channel-group 1 mode on

no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0

priority 1
key chuntheunavoidable
enable noconfirm

ASA2 R L—T J—hrR by TavTaFal—>3ay

interface tengigabitethernet

channel-group 1 mode on
no shutdown

interface tengigabitethernet

channel-group 1 mode on
no shutdown

interface tengigabitethernet

channel-group 1 mode on
no shutdown

interface tengigabitethernet
channel-group 1 mode on

no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

0/6

0/7

0/8

0/9

0/6

0/7

0/8

0/9

cluster-interface port-channell

priority 2

ip 192.168.1.2 255.255.255.0
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key chuntheunavoidable
enable as-slave

ASA3RL—T J—FrR ISy T avIqs¥alL—>ay

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/8

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/9

channel-group 1 mode on

no shutdown

interface port-channel 1

description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable
enable as-slave

ASMMRL—T J—hrRA LSy TarvIqsFaL—3ay

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/8

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/9
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

. ASAY S R4
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cluster group clusterl

local-unit asa4

cluster-interface port-channell ip 192.168.1.4 255.255.255.0
priority 4

key chuntheunavoidable

enable as-slave

TAR—AA R —TDA R AV T4FalL—3Y

ip local pool mgmt 10.1.1.2-10.1.1.9
interface management 0/0

channel-group 2 mode active
no shutdown

interface management 0/1

channel-group 2 mode active

no shutdown

interface port-channel 2

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
security-level 100

management-only

interface tengigabitethernet 1/6

channel-group 3 mode active vss-id 1
no shutdown

interface tengigabitethernet 1/7

channel-group 3 mode active wvss-id 2

no shutdown

interface port-channel 3

port-channel span-cluster vss-load-balance
nameif inside

ip address 10.10.10.5 255.255.255.0
mac-address 000C.F142.4CDE

interface tengigabitethernet 1/8

channel-group 4 mode active vss-id 1
no shutdown

interface tengigabitethernet 1/9

channel-group 4 mode active vss-id 2

no shutdown

interface port-channel 4

port-channel span-cluster vss-load-balance
nameif outside

ip address 209.165.201.1 255.255.255.224
mac-address 000C.F142.5CDE
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W—T Y RKE—FHYAS L EHISRE) 25D 0TVETE

A3 K EtherChannel ZfH L7=/bv—7 v K £— RIZx$T 5% A FEZ T AZ U T ORH

X, OTV Ok E L E=X UV o I Lo THRARY £9, OTV X, DCI &RIZ Ty M &
Rk 952 & T, BEARAKREZRE-LET, OTVIL, kT —7/LICMACT R L R &5+
HEXIZOH, DCIERIZZ=F ¥ A N Xy MEHRELET, MAC 7 RL A OTV ik

T MIFER SN TW WSS, =%y A N Xy MI Ry 7SiLETd,

0TV FREDHI

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL_MACs
10 permit any any
mac access-list HSRP_VMAC
10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.l1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL_MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP_VMAC_ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown
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interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

YA FMEEDEOIZTHEGZOIV IS ILIDER

A SRE T LTI, 70— UV MACT FLAZZNLL E7 ey 7 L THEL LD
(2. T4 NE % OTV O HIRT 20ENH Y £3, BERW OHOBINRER DY £7,

BEEEL CTWD YA FTOTV AA v F LD ASA 72— )L MAC 7 RLVRIZRITHAXT 4 v
7 2 M) EBINTALERSHY T, 2o FUIZko T, KEHAIO OTV (34— — 1
A AV HE—=T oA AZINHEOTY N ZBIMTEET, —1ET T 472 MZASA HO
ARP = MU BT TIZH 256 (ZHIBFOBROSETT) | ARP IFHEE SRV
T, ZOFERLIIZRD FT, LER-T, OTVITEEET — 7 /LT ASA 7 72— 3L MAC
T R RAZEETHESITIHY FH A, OTVICITHEET —7 LN 12— LMACT R L&
N7, OTV OFFHZTEIZOTV A — N~ A f 2 HX—T 2 A A% N L TL=F % A kX
Ty NET Ty T 4 LRNOT, =%y AL Xy NI — " n 0 7 e —30 MAC
T RLRIZ Ry 7, BFOBERITUIB S E7,

//O0TV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC
no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow
50 permit ip any mac

ip arp inspection filter HSRP VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
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//Static entry required only in the OTV in the functioning Site

oY A FBERX LGSR, 74 VXEHEBIMLT, OTV TCIDAZ T 4 v 7 T kY
FHIRTAMLERHY FET, Fu—LMACT RLADF—R—L A = "N &7 VTT 5
W2, WHD OTV THAFI v MACT RLAF—T %7 ) 7352 ENEFICEET
—g—o

MAC7 FLR T—JILDU )T

YA R E T L, Zu— SV MACT RLANDREZT 47 = MUNOTVISENEN
HEEATE, D OTV RNA—R—L A f L H =T =2 AD T 11—V MAC 7 KL R Z528 T
EXDHEOCTHHERHY T, OV A PREEBILEZL, 260 NI ET VT T4
ERH D ET, OTV DEEET — TN ZNSEDT Y Y RRNT & 2HERT 57010, MAC
T RUVA T =T NELTHELTIEIN,

cluster-N7k6-0TV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— B T R e T e L L e P L et
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

OTVARP v v aDE=S )Y
OTVIiZ. OTVA v H =T 2 A AR TEEHLIZIP 7 FLRIZHT 27 2% ARP ~D ARP
FyvarbfERFLET,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1w0d 00:00:31
cluster-N7k6-0TV#

YA EYSRE 2T D

ROFITIIYR—FSND 7 FAZDEANEZRLET,

BRI B3 —T AR INL—T YK E—F /=AY X 54 EDHI

WOFITIL, WERV—Z LANERL— 2 ORICELE SN (V— AT T RFEAN) 2 50F—F &
VE—DFENFNIZ2DODASA T T AZ AURANBLBEERLET, 7T AF AT,
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H4 FEBEDOMACT KLRBEUIP 7 KLRAERA LR/ F EtherChannel L—7F v K E— kopl [

DCIFRH D7 ZAZHIEHY v 72X o> TSN TWET, &7 —F B ¥ —DONEHL—F &
AERN— 1%, OSPF L PBREZIZECMPZHH L CY TAX ALV ANHTh T 7 4 v 7 Bm—
RARZUALET, DCLIZEIT AR L—EH VY TEHZEIZED, FFEDOYA FOT T
DASA T TAL AUNPE G LIRWRY, NT 7 4 v 7 13&KT —% 8o X —NICHERES L
T3, 1290V A FDTRTCDI T AL AU NEENRAE LSS, V77 4 v 713K —
25 DCIRERH TV A FD ASA 7 T AKX AN ZkLNET,

T e
" RN
&I\niernet )
Router g Router
e — &
e Higher cost foute Higher cost route — R
Outside 'd Out5|de
7 == ol
ASAT1| |AsA2 ASA3 |ASA4
) Data Center
— e Interconnect
Cluster Gontrol I_( E
1 [~
OSPF ——
E Inside j
—N__I__/—
e Higher cost route Higher cost route
E—— —
Router Router

Data Center 1 Data Center 2

Y4 FEBADMACTY KLRAEELUIP7 KL RZ{FEAL =X/ KEtherChannel )L—TF ¥

K E— FDHI

WOHITIL, £V A bOF— b o= —F ENEE Y NT—FRIICRESINTE (f—A R
Tz A NMEN) 2007 =XV —DENENUI2 DD I T ARZ AN LGEERLE
T 7 T7AZ A NE DCIEH DO 7 F AZHIH Y o 712 Ko TSI TWET, £ A |k
DY T AE AL, NEE L OSNE F Ox v h DU — 27 2%t LA, R EtherChannel % {#
L= AL v FIZHRH LE T, 4 EtherChannel X, 7 7 AXZNDTRTD Y ¥ — T A
RUanEd,

7 —% VLAN (X, A——1L A FZ7 2 AFK— Mffb (OTV) (EEREEOH D) %A
LTCHA MEICIEESNE T, N T 74 v I BT TFAZGETCTHDIHAITNT 7 4 v 7 3DCI
i L TP A MIEFE SRV E 2 IZTDIE, /r—YLMACT KL A&7y
THT4NEEENTHILERNHY ET, 120 FO7 T AKX 2=y FPEERFEICL-

ASAY S R4 .
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B 5 -E50MACT FLRABETIP 7 KLR £ LR/ K EtherChannel L—F v K E— KOl

7258, NI 7400 PMUDF A RO TFAX 2=y MIEEIND LT 4 VX ZHIRT
HZVENRHY ET, Vacl AL T, Za—SLOMACT RLADT 4 )V E VY 745 YEE
NV ET, F3U—RXT74 20— FPEFHINTNexus 72 EO—ED AL »FTlL, Fa—
SNIVMACT RLAMPGLD ARP X7y a7 Ry 7T HDIZARP A VAT Vg b
THMENRHY 9, ARPA VAT a3 Tk, ASATHY A FOMACT RL ALY A bD
IP7 RVADMGEZRET HLENHY T, 14 FOMACT RLADAZFRET HE5EIE
VT ARP A VAN g VRN L TS EE W, FElZ O W TR, r—7 vy RE—F ¥
A M7 ZAZ Y 7O OTVIHE (94 X—) | #BRLTIEEN,

I ITARIEL, Wiy NU—7 D= =4 L LTHRELE T, T XCHOIVTAX 2=v |
MTHEAEIND 70—V REEMAC X, N7y NEZETHORTFICERESNET, %
By ME, £ DC Y7 TAZNLOHA NEHFD MAC 7 RUAZBEALET, OGRS
KU, MAC7 7 v T DREKE/2D 2 OORHHR— N THIGTOYA FGRLTZ v—
JIMACT RLAREAAL v FNFEETHDOEIELET, KbV, AL v FIIV A FDMAC
T RV ADORHREFE L ET,

ZOTFIATIE, ROELIIZHRY ET,
c JITAIMNLERFEEINDTXTOHII RNy ME, 1 FOMACT RUAZFEA L,
F R H—TH= T RENET,

« VTG ARADTXTDAN NNy M, Ze— UL MACT RLAZFEHLTEEINS
720, WHFDOYA FhTHTIDL=y hTZETEET, OTVTD T 4 L ZIZL-T,
FT—=EY L E—ND T T 4w Ina—h T4 XENET,
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2% K EtherChannel k5 Y ZRF7 LYk E— K /—24 92 44 rEos [

. o,
/ Internet )
S Router

Qutside

Global MAC ASA3
(blocked by OTV between sites)

Data Center

Site MAC 2
Interconnect '

Data Center 1 Data Center 2

OTVREDH&ERA N T T 7T 4 AZHONWTIE, V=T v RE—=RHV A NiTZTAZY T
D OTV HE (94 —) 2L TIIEIN,

ZX/\> K EtherChannel F5 U ARF7 LU N E—FK /J—XYHX Y4 FEIDOH

WO TIE, WEL—& LML — 2 OMICEE Sz () —ZAF T RFFAN) 2507 —F &
VE—DFENFIUZ2DOD T FTALZ AURARNHELGEERLET, 7T AKX AN, DCI
BHOZ ZAZEHY 71k > TER SN TWET, £V A DT T AKX A3 F, NEER
KON D 2 23 K EtherChannels Z ] L Ca— /L A A v F 28k LE T, 4 EtherChannel
I, 77 AZHNOTRTOY ¥ — VAN SINET,

BT —H X —DONEIN—Z EAERL—2IZOSPF L, F 7 AT L | ASA %
WL ET, MAC LT, V—FDIPIZT_XTONL—FT—ETT, DCLIZFE=2 A b
N—REENVETHZLICLY, FFEDY A FTTRTDI TAHX A N\RE T LW R
D, N7 4w 23K T =2 X —RNICHEFRSIE T, 7 7 A X BIEFE OB & HEFF
L7, ASA T AKX hoL— ME, A FTRILTZ Y v ¥ T —7%8K7 5
VERHY ET, 12OV A bOTRCDT T AL AUNIEENEELEZSGA, N 774
TIIHEN—2 D DCIRRETHOY A Dy T AKX AU NZELNET,
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B = < EEtherchannel £S5V RRF LU R E—F /=22 H4 FRIOH

HY

I ROBDEEHDHZLINTEET,

HA FEIVSSWPC : ZDOTF VAT, 7—F BV F—1IZIBDAAL v FEA LA M—
N, T—=EFEv L FZ=20C0DAL v F A A =)L LET, 12DFF a3 LT,
BT =BV BE—DI FTAK 2=y MIa—hL ZA v FIEFICHR L. VSSVPC kT
74 v ZIIDCIERBA LET, ZOGEE, BHiDIZEAEDOHZIIET —F B ¥ —ITxt
LCar—AMcHiREnNEd, 77 ar & LT, DCABERBHR T 7 4 v 7 BENHT
X55A. 2=y FEDCIRRE Tl T DAL v F IR CEET, ZOBE, v T 74>
T IIEBOT — 2 B =B END 720, DClEFIEFICREICT H2DIIERAIXT
7T

A FDAAL yFDIEAE

e XA FDOE—HINVVSSAVPC : AA v T DILEMEEO DX, & A MI2oDRRD

VSSWPC XT %A Y A M=/ TEET, ZOHE, 7 I7AZ 2=y MI, Wlor—7
WAL T IRFICHE R S NT2T — 22— 1OV y—vBLRINLOR—H)L AL v
FITHR ENT 2T — 2B X —2 DY v —3 &3 A/ K EtherChannel %8 L £ 925,
A% R EtherChannel [ZFEAMIZ T30 L CTWET, &2 —H/L VSSNVPC IL, A/

R EtherChannel %z %4 ~ & —%/L® EtherChannel & L CTidik L £,
T e
'
( Internet
Flouie_r_______.---—--"""'____ | —__ Router
— . @
/_ \‘_‘J-ﬁgher cost route Spanned Higher cost route \/- %\\’_“
f _ N\ EtherChannel
= Oulside \ Q@EZ:Z|
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G
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=
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g Interconnect

W

o
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\ Spanned

EtherChannel
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Higher cost route Higher cost route
| e
Router Router
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2% K EtherChannel k5 Y ZRFLY k E—K4—2 koz 2 k44 rE0H ]

A /\> K EtherChannel F5 VAR LU M E—FA—XFY9 X~ 54 FEDH

WO TIE, A bOF—b V=g —F L 200N Ry NI—7 (TFVr—var
Fy RU—=27LDBXy hU—7) MICEBEINE (f—A T =X MEA) 25007 -2t
VHE—=DENFINI2DODT TAL A UANBHBEEEERLET, 7T AZ A \E, DCI
BEOZ I ALZEE) o712k THRESNTOWET, £ A FDT T 2Z AT, NP
TN o T Y r—var Xy hU—27 EDBR Y b U— 7 Ol JFIZ A% K EtherChannels
ZEALTr =)L 2L v FICHHE L £T, 4 EtherChannel (X, 7 7 AZ DT XTDOY ¥ —
AR ENE T,

BV A FDF—F T = A JL—H %, HSRP 72 EDFHRP Z{EfH LT, &Y A b TR LsEitoi
HEMACT FL R LIPT FLAZRMLET, MACT FLADTHENRT T v B 7 &S
D720, F—=r 7oA N—HFDEEDMAC T KL A% ASAMAC 7 KL A7 —7 /LIZEIIC
BNTAHZEEZBE#OLET, N0 NURRNWE, A MO — b T =AY A b
207 =R oA LBETHHAEIC. TONT T 4y VHBASAZEBL T, NilA 4 —7 =
AANSY A P2ICHFEL LD & LT, MENRETSAREMNH Y £9, 57— % VLAN I,
F—=—=Ub A T AR— ML (OTV) (F7EFEERO b D) 2 L TH A MEICHE
EBENET, T 740 I BT =T 2 N—HBTCTHDIHEICNT 7 4 v 70 DCI %
LTV A MIEEINRNE T DITNE, 74NV X EZBNTEILERHY ET, 1D
DOV A NDOF— T = A —FPREFERRRIC 2o T25E6. N T 7 4 v 7 B™oYA Fo S — b
Tz AIEEEIND LT AN ZEHIRT HHNERNH D F9,

i

r
C  Internet /

I B jE

of ol o)

>‘_\k__/-’)\
Gateway Router: ‘\

Virtual MACs and IPs
(FHRP)

Gateway Router:
Virtual MACs and IPs
(FHRP)

Spanned EtherChannel DB NW

Spanned EtherChannel

IE I &

;@— e ASA Cluster ;@_ ;@_
[ ASA3EEEEEE  ASA4 Emm=m
Cluster

Control

Spanned EtherChannel

Spanned EtherChannel

Data Center
Interconnect

-...____*l 5

400783

\‘mr-.f-«ru App NW

App NW

Switch Switch

Data Center 1

Data Center 2

vPC/VSS A7 > 3 N2 DWW TIL, A3 K EtherChannel N7 > AXT7 L k F— K /J—AH
T A YA FEOB (99 R—) SR T TEE0,
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AsAY 524 |

ASA D SRR 2T DERE

HEES IN— | BEEIER
=
JTAL 2=y ko~ |98(1) |2=y b~V AF = v 7 ORI Z XV IR OEICERETE £ R/MEIX37)

VAT v 7 REER
Dk E

DRTO&/IMEIZ 8 TLe, ZOMRRIZ, 2=y "N A Fzv 7 Avk—U0 7
AX—L%, arsbka— VT —rOX =TT I TPbT—% T L—rDn—h
E—MMIAERLES, "—hE—FEEHTLE, 2 br—L T L= CPUDK v
X IRAT Y a—) U T OBIEDR B 2T NI, 7T AZ ) 7 OfEEE L
JREMED M ELET, REFMZECRETD L, 7 I7AZGIH) I DA -
YITTITAET AN L2 LICER LTS ZE N, RERFH 2 < B&ET DAl
Ry NU—2 %0352 a8 LET, & xiX, HHRERHMRORIZ
3DODN—RFE— K A=V FETDHIED, 7 IFAZEMEI 7 &2 L THDH
=y FBRO2=y b~Dping NIREIFHABUNICRE S Z & gl LEJ, REF
% 03~ 07 ICRELIRICASA Y 7 NU =T 22X U7 L— LGS, Hilw
RENRYR— RSN TWRVWOT, ZORETT 74NV FDOIBITEY £,
WOME %2 LE L7z, [Configuration] > [Device Management] > [High Availability
and Scalability] > [ASA Cluster]

VA R =)
P—ray : F—Fk
E—DYA MNET T
2L T DU

9.7(1)

TR E—DNRT v RAEMEL, VA NI TAZV L TDNT T 4 v T
EHERFT 720, T v s a—RmVE—varEaEccEET, @, e
PHRCIFFEDT A FND T TAZ A N"—|ZXoTr— R AT 231, i3S
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WO %2 LE L7z, [Configuration] > [Device Management] > [High Availability
and Scalability] > [ASA Cluster| > [Cluster Configuration]
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WO %2 H LE L7z, [Configuration] > [Device Setup] > [Interface Settings] >
[Interfaces] > [Add/Edit EtherChannel Interface] > [Advanced]
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[Configuration] > [Device Management]| > [High Availability and Scalability] > [ASA
Cluster] > [Cluster Configuration]
[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [LISP]
[Configuration] > [Firewall] > [Service Policy Rules] > [Protocol Inspection]
[Configuration] > [Firewall] > [Service Policy Rules] > [Cluster]
[Monitoring] > [Routing] > [LISP-EID Table]
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WOMH %% LE L7z, [Configuration] > [Device Management] > [High Availability
and Scalability] > [ASA Cluster] > [Cluster Configuration]
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[Home] > [Device Dashboard] [Home| > [Cluster Dashboard] [Home] > [Cluster Firewall
Dashboard] [Configuration] > [Device Management] > [Advanced] > [Address Pools] >
[MAC Address Pools] [Configuration] > [Device Management] > [High Availability and
Scalability] > [ASA Cluster| [Configuration] > [Device Management] > [Logging] > [Syslog
Setup] > [Advanced] [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces]
> [Add/Edit Interface] > [Advanced] [Configuration] > [Device Setup] > [Interface Settings]
> [Interfaces] > [Add/Edit Interface] > [IPv6] [Configuration] > [Device Setup] > [Interface
Settings] > [Interfaces| > [Add/Edit EtherChannel Interface] > [Advanced] [Configuration]
> [Firewall] > [Advanced] > [Per-Session NAT Rules] [Monitoring] > [ASA Cluster]
[Monitoring] > [Properties] > [System Resources Graphs] > [Cluster Control Link] [Tools]
> [Preferences] > [General] [Tools] > [System Reload] [Tools] > [Upgrade Software from
Local Computer] [Wizards] > [High Availability and Scalability Wizard] [Wizards] >
[Packet Capture Wizard] [Wizards] > [Startup Wizard]
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