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ASAv: EHIRY— R VT ky 7 Stvvv e [

TEHOMERSDLHEE Dayd 2 7 4 Falb— g lID h—2 v Eaghihol-Band)
T, ZOX R T EFITLET,

\}

GE)  ASAVEZEBIL7ZE X, HITP 7 X & T4 v o AMERA G NHERNICHRE SN TV 5 ATHE
MRHY 9, F72, ASAVEZEB L7 XZDay0 2> 7 4 F 2 L—3 3 U THER b—2
DEENTWDAREMERH Y £9, TOEHAITE, ZOFIREFEH L CHEETILETIHY £
B A

FIE

AT w71 Smart Software Manager (Cisco Smart Software Manager) T, Z D7 /A AZBINT H/3—F ¥
VT AT NOBGERN—7 U EBER L Cat—LFET,
a) [Inventory] #7 VU v 7 L7,
2: 4RV

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Notification Satellites Activity

b) [General] # 7 C, [New Token] #7 UV v 7 LE T,
H3:#HLL—o

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [Create Registration Token] # A 7 &2 77K v 7 AT, LA TOKEME AT L TH 5 [Create
Token]| %7 V v 27 LET,

* |58 (Description) |

« Expire After : #531% 30 A T,

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .


https://software.cisco.com/#module/SmartLicensing

FAEVR AT —F YT b7 541X (ASAv. ASA on Firepower) |

B ossavc mizc—rvo kw7 SEL LU T0RE

d)

ATvT2

+ Allow export-controlled functionaility on the products registered with this token : #ati = >~
FTAT VAT T T HAENILET,

R 4:58FN—9 o DIER

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

\irtual Account:

Description:

= Expire After: 30 Days
Enter the value between 1 and 365,but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

F—=2 3 A o P UIZBINE R E T,

M= v OFEMCHDERET A ar %7 Vw7 LT [Token]| XA TRy 7 A&epl&E,
=22 ID%EZY Yy TR=RIZaE—T&E5LIIZLET, ASA DBGENMLER L X
BOFIETHEATAEZDIZ, 2O M7 o 2HEFELTBXET,

5: =9 DERT
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlied Created By
M]MEZJIHYTITZGOdOSDDY]KZL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed

6: b—HmaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

({FE) HTTP e x> URL #EEL E7,

Actions

Actions

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)

ATvT3

RTvT4

ASAV: H754 F 2X—k VT rHz7 Sk vingE ||

Fv hU—=ITA v H =%y b TZ7RBAZHITP 7u X v aMifld 5854, A~—h Y7 b

U7 FABLADT XL T RLAEHE E?éﬁ%#%@iﬁo;®7ﬂ%/ . RIS

Smart Call Home (2 b EH S vk T,

a) [Configuration] > [Device Management] > [Smart Call-Home] % %R L £ 7,

b) [Enable HTTP Proxy] % 4 2 L £,

c) [Proxy server] 3 & U [Proxy port] 7 4 —/L RIZ7 B XD IP T KL AELR— b 2 AL E
T, =& xiE. HTTPS — DR — |+ 443 Z A LE7,

d) [Applyl®7 U w7 LET,

TA B AR 5 AR ELET,

a) [Configuration] > [Device Management] > [Licensing] > [Smart Licensing] D JIHIZ3R L %

7
b) [Enable Smart license configuration] = 412 L ¥ 7,
c) [Feature Tier] K2 v 7’"# 7 A== —5 [Standard] Z 3R L 77,

T & 2 DITHERE LI T,

d) [Throughput Level] K2 v 7 & ™ 2 ==—7/6 [100M]. [1G]. [2G]. [10G] %%k L £
j—O

GE) [Enable strong-encryption protocol] &= v 7 /R v 7 A XA N L7 TL 7280,
DBGENE, 23.0 LVFTOYT T A+ =TT,

e) [Applyl %27 V27 LET,

ASAv @ License Authority ~® % §%k,

a) [Configuration] > [Device Management] > [Licensing] > [Smart Licensing] D JIRIZ 38R L F
D

b) [Register] 227 Vv 7 LET,

c) [ID Token] 7 4 —/V RIZX Gk h—2 &2 AN LET,

d) (F 7T =3 r) [Forceregistration] 7= » 7 7N v 7 A% 74 {2 LT, License Authority & [A]
H S AL TWIRWATRENEDS 8 2 BBk 7~ D ASAv Z 88k L £,
7= & %1%, Smart Software Manager 7> 53> C ASAv % HIIBR L 72334 |2 Force registration
ZEHLET,

e) [Register] %7 U 27 LET,

ASAv (X, License Authority ~D %Gk & il Ar, WE SN T A & AEK ORI L ZR L E
j‘o

ASAv : HTS5A4A P RARR—F YT rDTT7 SAEDVTDHRTE

ZOFIEZ, VTFIA N A=Y T NI 2T FA BT = NE AT S ASAv ITTE
Aanxd,

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .



SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |

B oasavc 9554 23— L YT bY7 SAEV YL TORE

ATy I
ATv T2

ATvT3

ATy T4

4R8O SRS
Smart Software Manager %7 7 4 ~ OVA 7 7 A /% Cisco.com > H & 7 > 22— R L, VMwareESXi

=N A M=V BLOHELET, FEHIC OV T, [Smart Software Manager satellite ]
ZZRLTIEE,

FIE

BT T4 N Y= NTHEEEN—27 UEERLET,
({fE&) ASDM T, HTTP 7’m ¥ URL #45E L £7,

Fv hNU—0TA B —F v b TZ7RAZHTIP 7 a2+ 584, A~—h Y7 b

V=7 AR ADTuF Y T FVRAERETDHLENRDHY £T, ZOTaFqE, —KIZ

Smart Call Home |Z b S E

a) [Configuration] > [Device Management] > [Smart Call-Home] % 2R L £ 9,

b) [Enable HTTP Proxy] &4 12 L&,

¢) [Proxy server] 3 L U [Proxy port] 7 4 —/L RIZ7 B X DIP T KL ALR— 2 AN LE
T, 7oL 2IE, HTTPS — DR — k443 Z A/ L E T,

d) [Applyl] %27V v 7 LET,

TAEB AP —=NOURLEZZEE LT, ¥7 74 b H—IZBEHL 7,

a) [Configuration] > [Device Management] > [Smart Call-Home] % & L £ 7,

b) [Configure Subscription Profiles] ik T, [License] 7’7 7 7 A L& L £,

c) [Deliver Subscriptions Using HTTP transport] 38 T, [Subscribers] URL % &R L, [Edit] & 7
Vw27 LET,

d) [Subscribers] URL Z X DEIZERE L, [OK] %227 U v 7 LET,

https://satellite ip address/Transportgateway/services/DeviceRequestHandler
e) [OK]Z27VUwvZ7 L, &S6IZ[Applyl 2 Vv 7 LET,

ASA % License Authority (Z#48% L 97,

a) [Configuration] > [Device Management] > [Licensing] > [Smart Licensing] D JIHIZ3& R L %
7

b) [Register] #7 U v 7 LE7,

¢) [ID Token] 7 4 —/V RIZHEk h—2 2 AL ET,

d) (A7 =) [Forceregistration] &= v 7 R v 7 A% 412 LT, License Authority & [F]
B S TWARWTATREMEDN B 2 8GRI 4D ASA Z 8k L £7,

7= & 21X, Smart Software Manager 7> 5 it > T ASA % HIER L 724551 [Force registration] %
FEHLET,

e) [Register] 7 Vv 27 LET,

ASAE. License Authority (2 8k L, SREINT=T A & AER G- OFEFEZ R L E T,
License Authority IZ, ZfEHO T I 7 o M BFFA[ UL ) 7ekE 51k (3DES/AES) 71 &

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)


https://software.cisco.com/download/release.html?mdfid=286285506&softwareid=286285517&os=Linux
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html

I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)
asav: k51 o2 3tonE ]

VABEHALET, A B A AT —F 2 & MBI D581, [Monitoring] > [Properties] >
[Smart License] DNEIZE IR L F 97,

ASAv : koA o AFTHDERTE

ASAVICKIET A B AZEND Y THZENTEES, Z0® 7 23 Tlid, ASAv DFEFER
ETFNVEBOEEREICIVFLNTA B ANRKELRT-BBIC, 94 B AZRATH
BEZOWTHHLET,

FIE

ATFYF1 ASAV R—< X b TA BV ADA VA F—L (23 _—)
ATFv T2 (FE) FFvar) ASAv D/ S—< R bk FA4 2 ADEH (25 ~2—)

ASAV/R—T R b A ECVADA VR =)L

AV B —Fy b T 7 v AEFT-720 ASAvs DA X, Smart Software Manager 7> & /83—~ K o
NI AZERTEET,

)

GE)  R—==RX PN TABVADTHINZOWNTIE, ASAV ZBEHET DRI TA BV AEZRTHLERD
DET, FTA BV AZERICEERWE, FA B ANMEATOREOEHIZRY, LW
ASAVICEEACTE EHA, (A7 ayv) ASAVDO/R—< R b T4 B ADRA (25—
V) BBRHBLTLIEIN,

)

GCE)  KATA BV AREZA VA M=V LIERBICREEZ VT LTI25E (writeerase Z #4572 L)
2T v PR T X 91T, Bl & EE 1 license smart reservation =~ > K& L Tk/A
TAV L ADTFRZEHEANCT HHLERDY £9, ZOFIAOEY Oy T HLEIX
HFEFEA,

4R8O SRS

e N—v X F T4 AEEAT S & SmartSoftware Manager T 56 ZHEHTX £,
FTRTCOTH Y EBR—~ X h TA B AD TR OV THGB I N TN D DT Tk d
DEHA, REZBIET AN Z OMREICOWT Y A aDEBRBRHDH Z & B LET,

¢ ASAV DEEIBICS—F L N TA B LU ZAZERTAHVERHYEST, HFEOH= 7 4
Fal—aryO—ELTRN—~vR L N TA BV RAEAL VA N—NTHILITTEER
Ao

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .



SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |

B ssavi—=xorsqevz0rozb—n

ATy

ATy T2

FIE

ASAVCLI T, "=~ k TAL BV ADTHIZRD L HITHEDICLET,
license smart reservation

1 -

ciscoasa (config)# license smart reservation
ciscoasa (config)#

WD a<r RPHIBRESNET,

license smart
feature tier standard
throughput level {100M | 1G | 2G | 10G}

WHEDA— N T4 BV RAEFEATAICE. Z0a<r Fon BERXREFHEHAL, Fitoa<wy
RKEBANLET, FOMD Smart Call Home iR EITFDE FHEFF SN FE TN, FHINAN
72, FRo0avwy ReEFHANTHIHETHD EH A,

Smart Software Manager [ICA )T 57 A A a— RFEZRO L HIZERLET,

license smart reservation request universal

&1

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
ABP:ASAv, S:9AUSET6UQHD{A8ug5/1jRDaSp3w8uGlfeQ{53C13E

ciscoasa#

ASAvV B ARFIZHEHT 2 ET /L LU (ASAV5/ASAVIO/ASAV30/ASAVS0) % R 5 MLEEAH
HVET, TOET N LU E ST, BRTDLIABVABRED ET, B TET L LR
NEERLIEWGEIE, BIEOTA B AEZRAL, BREOET L Lo-UIHHRT 2 57
ARV AEFERTHLERNDHY £9, BEICHEASINTVD ASAV DET IV EERT HITIE,
A X—=RA W5 vCPU & DRAM O EZH LWET VEMFICEDE CERTEET, I
HOEIZDOWNTIE, ASAVY A v 7 AX— K T4 RESZRL TSN, BIEOET LV EFRR
T A5I1CiE, showvm 2~ RE2EHL £,

Zoav y REHFHANTLE, Ve—RRICLRILa— RBRRRINET, ZOa— REEE
Smart Software Manager (ZAJ] L TWRWEE, BRZF ¥ L3511, T2 AN LE
D

license smart reservation cancel

WR=w X N TA R ADTRIET 4 =TT D&, BRETFOTRTOERN S v L
SN FET, JCIT Smart Software Manager (22— K2 AN L TWAEEX, TOFIEEZET L
TASAVIZTGA B AZBHT 20BN £F, ZORENL, LRBIISLTIA A%
RS ZENAREICARD £, (A7 ar) ASAVO/R—< R b T4 B ZAOERH (252—
V) EBRLTLIEEN,

. FA4EVR AX—F YT+ 2T 541X (ASAv. ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)

ATvT3

ATv74

ATy TH

FTvav) ASAvDi—vro k54 o 20ED |

Smart Software Manager 4 > x> & U A ZFEE) L T, [Instances] ¥ 7% 7 U v 7 LE T,

https://software.cisco.com/#SmartLicensing-Inventory

[Licenses] # 77 A0 v MIEET DT XCTOREFED T A B A0, BEL LV S—v R
O EbFRRINET,

[License Reservation] 2 U v 7 L C, ASAvD a2 — K&K v 7 AIZ AT LET, [ReserveLicense]
27y LET,

Smart Software Manager N2 2 — REAER LET, a—FE2Fvran—RERIEZ YV v 7 HR—
Ficabv—T& %79, ZORET, 74 2 A%, Smart Software Manager |Zff > TS T
ﬁ—o

[License Reservation] 78 % V' NE R S e WIGHE, BEWOT U » MINn—~vxr b 74t
YADTRNIOWTEKRENTWERA, ZO%HE, N— R b T4 B ADTRIZ BT
LCHEREDA~Y— K FA LR a<wy REFANTALERH Y 3,

ASAv T, KB I— RERD L HIICATILET,
license smart reservation install code

51

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwS
ciscoasa#

THT, ASAY S A B ARERICERAINE LT,

(FTFTar) ASAVDIN—I R b 5S4 RDRA

&

R—2 R N FABUANREIZ > T258E (ASAV ZFEHET 54 ASAY DFET /L L~UL
DEFIZL>TH LN T A B ARKEL o255 ) | LTOFIAICHESTIA A
% 1IEZUZ Smart Software Manager (ZIR T LENH D £F, TXTOFIEEZFATLRNE, T4
TUABERPOEFICRY . MOGHTHEHT L1 DICESITHRTE R R0 £7,

FIE

ASAv TIlRHIZ— REZRDO X HITER L ET,
license smart reservation return

B -

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg{uXiTRfVrp7M/zDpirLwYCagq8oSv60yZJuFDVBS2Q1iQ=

T BICASAV DT A B AR 720 FHIREEICBITLET, Z0a— REHERRTDH
VNGB DGEE, Zoa~vr REHANLET, LW A—~X U F T/ B 252 RT 5

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .


https://software.cisco.com/#SmartLicensing-Inventory

SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |

(T av) ASAv DEHRER (ERELUVHTIM M)

ATy T2

ATvT3

ATv74

(license smart reservation request universal) 7>, ASAv DE T /L LV EF T3 (BR%ZY)
Y vVCPURAM 2% 2%) &, ZOa— FaBRRTERSRDL I LITEELTIEI N,
VT, a—RE2X ¥ 7 Fx LT, RIMEELTTLTIEEN,

ASAv == 3—H )L TS 2GR (UDD) %27~ LC, Smart Software Manager N C Z @ ASAv
A VARG R RO ET,

show license udi

1 -

ciscoasa# show license udi
UDI: PID:ASAv, SN:9AHV3KJBEKE
ciscoasa#

Smart Software Manager > X2 b~ U HI{E(ZFE) L T, [Product Instances] # 7% 7 U v 7 L%
‘dAO

https://software.cisco.com/#SmartLicensing-Inventory

[Product Instances] Z 712, 74 B AR HEINTWNDSTXTOREN UDIIZ L > TRRS
WET,

TA v AZMREET D ASAv S L. [Actions] > [Remove] % 3R L T, ASAv DRI z2— R
ZR v 7 22 AN LET, [Remove Product Instance] #7 V v 27 L£7,

N—==R N TAB U ANFEHARERTA B ADT—NVIZEEINET,

(AT ar) ASAv DEFHER (FHELUVYTIA K)

ATy T
ATy T2

ASAvV DA RS H L. TH 2 Rvd ASAV RHIRE AL, ASAV DT TDHT A L &
Bk EREHENEIREINE T, BEEMRTDHIZE T, T4 B A2 H LW ASAVIZHIHT %
L TEET, HDHWE, Smart Software Manager (SSM) 75 ASAv ZHIFRTX £97,

FIE

[Configuration] > [Device Management] > [Licensing] > [Smart Licensing] O JIE|Z 341 L £ 97,
[Unregister] 7 V v 27 LE7,

ASAV Y m— REnFET,

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)


https://software.cisco.com/#SmartLicensing-Inventory

I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)
(FFav) ASAVID SEAE F-IE5 14 LU RERHEDOEH (RHELUYTIA ) .

(AF>a>) ASAVID sERAE F X514 Vo R ERMFEDOEH (F
HELVYTIA )

FTIHNVEITIE, TAT T AT AEAEZ 6 » HZ L, 4B AEHKIZ30 BT LICHES
BICEHESNET, A% —Fy N T 27 E2OMBENESNTVAEESR. Smart Software
Manager C7A B AZERLGEREIT, ZNOLORBREFEHTEHNT L2 LHTEE
7

FIE

AT 71 [Configuration] > [Device Management] > [Licensing] > [Smart Licensing] DJIE|Z3&R L £ 9,
ARTYT2 TAT T 47 4 FAEHEEZFHT 5121, [Renew ID Certificate] 227 U v 7 L £,
ATV T3 T4 AEMHERHT HIZ1E, [Renew Authorization] 27 U v 7 LE 7,

Firepower2100 : R¥—+ VI b7 42DV T
DERTE
Z DIATIL, Firepower2100 (A~ — K~ V7 Ny =7 T4V T HFRET HHIEEZHH L

F1, WOFEOFNL 1 SFBIRLTLFEN,

FIE

AT 1 Firepower 2100 : EIA~—hK V7 v T T4V U TOFRE 273—) ,

(A7 a ) Firepower 2100 DBEKfESR (EWB L O T 74 F)  B6-~—) i
(A7 3 ) Firepower 2100 ID GEIE £ 72137 A & o ZHERM O FHF (EHB L0V T 7
A h) (B374—Y) HLARETT,

AT w72 Firepower2100 : V77 A h A~—K VY7 b U =T T4V UTORE 31 =) ,

(F 7' =) Firepower 2100 DX ERERR (EWIFB L OV T T4 F)  B6~—) FiZ
(A7 =2 ) Firepower 2100 ID GEIEE 72137 A & AMERM 5O EH (EMB IO T Z
AR (37%—=Y) LAEETT,

AT 73 Firepower 2100 : 7Kfe 7 A £ A TRIOHRE (33 4—) |

Firepower2100 : TR — VI b7 5S4V VTDEE

Z OFJEIL, License Authority ZfH L 7= ASA ICH#H S E T,

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .



SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |
B rirepower2100: AT —F VIR T SV UL TOR

FIE

AT w71 Smart Software Manager (Cisco Smart Software Manager) T, Z D7 /34 AZIBIT 5/ 3—F v
WT I SO =7 v EERLTae—LET,
a) [Inventoryl] %7 U v 7 LET,

B7: 40~k

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) [General] # 7 C, [New Token] #7 U v 7 L¥ 7,
R8:FHLL—Y

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) [Create Registration Token] %A 7 12 77~ > 7 AT, LLFOREMEE AN )1 L TH 5 [Create
Token] %7 V v 7 LET,

* [E%BA (Description) |
* Expire After : #EL3E X 30 H CT9,

+ Allow export-controlled functionaility on the products registered with this token : #iHi = >~
FTAT VA TIT T2l MILET,

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)


https://software.cisco.com/#module/SmartLicensing

| FAEVR  RAYX—F VYT b7 541X (ASAv. ASA on Firepower)
Firepower2100 : TR Y —F VYT b7 SA4 2V VHTDE

%
H
-

9: B b—U D DER

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

\firtual Account:

Description:

= Expire After: 30 Days
Enter the value between T and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

h—27 3A v _v MICBEmMEnET,

d) b= OFRMIHIRET A ar% 7 Vw7 LT [Token]| #A 7T a7 Ry 7 A&,
=22 ID%aZ7Y Yy TR=KRIZaE—T&E5LIICLET, ASA DBFENPMLER E XI|Z
BOFIETHEATHEZDIZ, 2O =T U 2HHLTBXFET,

10: b—9 VDR
General Licenses Praduct Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
M]MEZJIhYTITZGOﬂOSﬁOYjKZL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 2110 1 Allowed Actions =

1:+r—o 20—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

AFwv T2 ({EE) ASDM T. HTTP m % URL #HEL £,
Xy NI = TA B —FRy N TZERZCHTIP a3 2T A4, A~—kF V7 k
T TARADT XY T RLAZRETHILERHY £9, Z07ax L, —iKi
Smart Call Home |Z & H S E T,

a) [Configuration] > [Device Management] > [Smart Call-Home] % %R L £ 7,

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .



SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |

. Firepower2100 : TR Y —F VI L7 SA VO VT DERE

b)
c)

d)

[Enable HTTP Proxy] % 4 2 L £,

[Proxy server] 38 KUY [Proxy port] 7 4 — /L RIZ7BFX T DIPT RLAER— 2 A LE
T, =& zIE, HTTPS — DR — k443 Z A L £,

[Applyl 27 V v 7 LET,

ATYT3 T4 ARG ERELET,

a)

b)
<)

d)

f)

[Configuration] > [Device Management] > [Licensing] > [Smart Licensing] DJIHIZi%®R L F
7

[Enable Smart license configuration] & 24 12 L £,

[Feature Tier] K& v 77X 7 A == —/ 5 [Standard] Z &R L 97,

fEFC& 2 0IEREE 721 T,
({E7%) [Context] 7A B ADHA., 2o T XX NOAEATILET,

T 7R TIE, ASAII2ODa L THFAREYR—FLTWAEEED, LERa VT FHFR
FOEMNE2ODT 74NV N3 THRAREELGIWELOEERTILENRH Y 7,
AT XA NOERIT. EFMCE TR F3,

* Firepower 2110 : 25 2> 7 % A k

» Firepower 2120 : 25 2 7 ¥ A |

* Firepower 2130 : 30 = > 7 % & |

e Firepower 2140 : 40 = > 7 % A |
7= & 21X, Firepower2110 TR 25D a7 XA NEEMATHI121E, 2 TF A bl
LT23 2 AN LET, 2O, 7740 b0 210BMENET,

(&) —pic, [Nk 5{b 7 2 s a1 0%t (Enable strong-encryption protocol) ]

EANCTHREETH Y ERA, TEXT W T T4 =D —=T 3 (23.0

KV AT ASAICIZZDOTA B ARLBETTR, ZOF =y 7Ry 7 A%

b%ﬁ%ﬁ FREFANOT T N TOZDT A & AOMERIRIEZ BT 5541 1
ZTEET,

[Apply] V7 LET,

AT w74 ASA % License Authority {288k L £,

a)

b)

<)
d)

[Configuration] > [Device Management] > [Licensing] > [Smart Licensing] DJEIZi%&IR L F
R
[Register] #7 U v 7 LET,
[ID Token] 7 4 —/V KIZ&Ek h—27 v 2 AN LET,

(A7 3 ) [Force registration] = v 7 /" v 7 A% A4 12 L C, License Authority & [F]
H S AL TOZRWATRENEDN & 5 BBk A~ D ASA B8k LE T,

7= & 21X, Smart Software Manager 7> 572> T ASA % HIB% L 72354 12 [Force registration] %
AL ET,

[Register] #7 U v 7 LE7,

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)

Firepower2100 - 4754 k 2¥— bk Y7 k17 S1tvovrngE ||

ASA . License Authority |28k L, BXE ST A &2 AR 5 OFBFEEZ ZR L E T,

License Authority (%, ZEEH O 7 7 > M AFFAT 94058 17205 51k (3DES/AES) 7 A &
VABWMHLET, TR RT—F A LT DA 1%, [Monitoring] > [Properties] >
[Smart License] DNEIZEIN L 9,

Firepower2100 : Y5754 F AX— kY I bz 7 SA4EVOVTD

=L ==

ax ;&

ATvT1
ATy T2

ATvT3

ATvT4

ZOFEX, YTIA N A= VT U T TAR T = REHEHT D ASA 1T
Aanxd,

1R BRI

Smart Software Manager 7 7 A ~ OVA 7 7 A /L% Cisco.com 2> 5 Z 7 > — K L, VMwareESXi
P—= A VA M=V BLORELET, FFMICOWTIL,  [Smart Software Manager satellite ]
BT TEE0,

FIE

BT TA4 Y= TG N—27 UEBERLET,
({fE&) ASDM T, HTTP 7’m ¥ URL 2#45E L £7,

Fy hT—=7TAVH—F v h TZHEAZHTTP 7uFx L 2EH+ 5546, A~—K V7 kK

VT T4 ADTuFY T RVRAEZRETDLENDHY £T, 20T uF 0% RIS

Smart Call Home |Z b v E S,

a) [Configuration] > [Device Management] > [Smart Call-Home] % 3R L 9,

b) [Enable HTTP Proxy] # 4 > IZ L £,

¢) [Proxy server] 3 X O [Proxy port] 7 4 —/L RIZZBX T DIPT RLAELR— M2 AN LE
T, 72& xIE. HTTPS $— DR — k443 Z A L E T,

d) [Applyl =27 V> 27 LET,

TAR A ="OURL ZEHE LT, 3774 b b= NBBHLET,

a) [Configuration] > [Device Management] > [Smart Call-Home] % i#R L £ 7,

b) [Configure Subscription Profiles] fiEJ# T, [License] 7 R 7 7 A V& fEL £,

c) [Deliver Subscriptions Using HTTP transport] 38 T, [Subscribers] URL % #&R L, [Edit] & 7
Vw27 LET,

d) [Subscribers] URL Z X DEIZZEE L, [OK] %227V v 27 LET,

https://satellite_ip_address/Transportgateway/services/DeviceRequestHandler
e) [OK]ZZ7VUvZ L, &LIZ[Applyl 227 U2 LET,
TA B AMERM G ERE L ET,

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .


https://software.cisco.com/download/release.html?mdfid=286285506&softwareid=286285517&os=Linux
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html

SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |

B rrepover2100: 5554 23—t VT RHIT SAEVLUTORE

d)

f)

[Configuration] > [Device Management] > [Licensing] > [Smart Licensing] DJIF|Zi%&IR L F
7

[Enable Smart license configuration] % 4 12 L £77,

[Feature Tier] K& v 77X 7 A == —/»5 [Standard] Z 3R L 97,

FEHTE 2D TZT T,
(fE&) [Context] 714 B ADHFE, arTHFAMOEAEANLET,

T 74V R TIE, ASAITZ2 oDy T XA M2V HR—FLTWHIZD, MERa LT HA
FOENE2O0DT 740 s A THRANEELGIWELOEERTAILENH Y 77,
AT XA NORKREIE., ETFAICE S TR 7,

* Firepower 2110 : 25 2 7% X |

* Firepower 2120 : 25 27 % A |

s Firepower 2130 : 30 =7 F% X |

» Firepower 2140 : 40 = > 7 F A |
72 & ZIE. Firepower2110 THRAK25 D a T ¥ A M &EMATHI21E, 20 TF A hokke
LT 2ANLET, ZOMEIF, 7740 b0 2ITBMENET,

(&) —miz, D7k >{b7 e s 2v04a%1t (Enable strong-encryption protocol) ]

EACTHMEEH Y FW A, L ZE HWYT T h Yo=Y a v (23.0

i@w)%ﬁﬁ?éA%Aj:@74?/%#%ET¢W\_®?:/7T/7Z

Zgﬁﬁm\itiﬁ DT H T R TDIZDTA & ZAOHERIRIE BB 545 i
VIZTEET,

[Apply] z7 Vw7 LET,

AT w75 ASA % License Authority {288k L £,

a)
b)

<)
d)

e)

[Configuration] > [Device Management] > [Licensing] > [Smart Licensing] DJIHIZi%&IR L F
R
[Register] #7 U >~ 7 LET,
[ID Token] 7 4 —/L RIZ&gk h—2 2 A LET,

(F 7' = ) [Force registration] 7= > 7 78 v 7 A% 4 (2 L C, License Authority & [F]
SV TWZRWATRENED B £ BBk 7~ D ASA Z 88k L £,

7= & 21X, Smart Software Manager 2> 5 > T ASA % HIBR L 72435 | [Force registration] %
FEHLETS,
[Register] #27 U v 7 LET,

ASA . License Authority |28k L, SXE SALIZT A &2 AMERAT 5 OFBFEE Bk L E T,
License Authority (%, ZfEH O 7 7 M AFFAI 4058 1725 51k (3DES/AES) 7 A &
VALEHLET, TA AR AT =X A EERT D855 1%, [Monitoring] > [Properties] >
[Smart License] DNEIZEIR L F 97,

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)

Firepower 2100 : 5kt > 1 t > X FHIDEKTE .

Firepower 2100 : kit 5 1 £ 2 XA FHRIDEETE

ATy
ATwv T2

Firepower 2100 {27kt 7 A B AZE VB THZ LR TEET, ZOHETIL, ASA LTS
BETA B AR HFIECHOWTHHALET,

FIE

Firepower 2100 K#t 7 A B> ADA A h—/b (33 X—)
LE) (A7 =) Firepower 2100 Kt 7 A & ADEA (35 2—) |

Firepower 2100 X#t 514 22 XADA VX k—JL

\)

A E =Ry b T 7 BREFZ2 ASA D355 1%, Smart Software Manager 7> & 7k it 7 A &
AHBRTEET, K74 B ATIE, TRXTOWERANCRY ET (X207 13
T XA NP KROIFHET 4 7))

GE)

ATy T

ATy T2

Kie 7 A B ADTRINZOWTIE, ASAZBEIET IRNITA B AZREITHERHY T, 7
A AEERICEI NS, T4 ARHEATOREDOE FIT/2D, B Luv ASA [ZHEAE
HATxEdA, (FFT =3 ) Firepower 2100 kit 7 A & ADEHE] (35 —) =ML
TLTIEEWY,

JR 8O BRI

N X b TA B AZEANT S & Smart Software Manager CZNLH #fEHTE£4, T
RCDOT AT IBPNR—=< R N TA B ADTHRIZONWTKRIN TN DH DT TEH Y £
lo REZHGET DANCZ OBEICOWNWTY AIDRBELRH D Z L 2/MRLET,

FIE

ASACLI T, Kt 7 A B ADTRERD LD IZHIZLET,
license smart reservation

51 :

ciscoasa (config)# license smart reservation
ciscoasa (config)#

Smart Software Manager (ZA/J T 57 A B A a— FEZRO I HIZHERLET,

license smart reservation request universal

1 -

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .




SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |

B rirepower 2100 kS 4 £ 22D VR b—iL

ATvT3

RTv74

ATy TH

ATvT6

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
BB-ZFPR-2140:JAD200802RR-AzKmHcc71-2A

ciscoasa#

Zoavr REHFBANTLE, Ve—RRICBLRILa— RBRRINET, ZOa—RRE2FEE
Smart Software Manager (ZAJ) L TWRa WG| BRZ F v AT 2121, T2 A LE
ﬁ—o

license smart reservation cancel

W= R D TARCADTRIET 4 =T NMIT DL, RETOTRTOERNF ¥ L
SN ET, $CIT Smart Software Manager |2 — KZ AL TCWAHEAEIE, TOFIEEZET L
TASAIZTA B AZWHT DLENRDHY £, TORFRNPDL, BEIELTIA B A%
R ZEMNAREICR Y £, (A7 a3 ) Firepower 2100 Kt 7 A & ADRHEI (35 ~=2—
V) ESRLTLIIESN,

Smart Software Manager 1 > X2 kU i (ZfE) L C, [Instances] ¥ 7% 27 U v 27 LET,

https://software.cisco.com/#SmartLicensing-Inventory

[Licenses] # 717 A MIBET LT RXRTOEGFED T A o AN, EHEL IO I—v R
FOWS & bRRINET,

[License Reservation] 227 Y &7 L C, ASADa— R%& R v 7 AZAJILET, [ReserveLicense]
27 )y 7 LET,

Smart Software Manager NAFE 2 — RAEK L ET, a— REXvra—RELEFIZ U v 7 R—
Nlzabe—CTxFEd, ZORRT, 742 AL, Smart Software Manager |29 > CEHH T
D

[License Reservation] 78 % ' NE R SNRWEE, BEWOT T MIN—~vF U~ 74
VADTRINCOWTHEGFE SN TWERA, ZOGEE, X=X b TA B ZADTRIZ TN
LTHE¥EOARA~Y—F T4V R av REBANTALERD D £,

ASA T, HKRI— RERDOELHIICATILET,

license smart reservation install code

51 :

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwS
ciscoasa#

ASA TTA & AR EZER L ET,

ASA DFRE THERM G2 ZRT D2 LICE D ASA TENDLZMTE S XL 92T D450
&) D \jz‘j_‘o

Q) IA BV A AT—bh ar7 4 ¥al—var E—FERBLET,
license smart

51

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)


https://software.cisco.com/#SmartLicensing-Inventory

I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)

b)

d)

(7 a>) Firepower2100 k&S5 1 £ > A DR .

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)#

HrREELRELET,
feature tier standard

FHTX 50 TEARERBISIT T, T4 7 S4B AT, MOMEET Ao 258N+ 57~
O DOFHESMTT,

X2V T4 TEFAINDITA B ARERLET,
feature context number

T 74 M TliE, ASAII2OoD 2 THRAMEYHR—FLTWVWDHTZ0, HERIVTFHA
FOENE2ODT 74N F A THRANEELSIWELOERERTALENH Y £77,
AT XA NORERKIT., BEFMCE TR F3,

* Firepower 2110 : 25 2> 7 % A k

» Firepower 2120 : 25 2 7 F% A |

» Firepower 2130 : 30 = > 7 % & |

* Firepower 2140 : 40 = > 7 % X |
7= & 21X, Firepower2110 TR 25D a7 XA NEMEMAT HI121E, 2> TF A hO L
LT23 2 AN LET, ZOMEIF, T74V O 2ITEBMENET,
i :

ciscoasa(config-smart-lic)# feature context 18

L) @Rt (3DES/AES) At A%, BEEMLEHY FHA, 7-& 215, i
WHT T4 R =D R—T g (23.0 XVAED ZFEHT2 ASAIZIZZDOT A B AN
VBTN, ZOEEIX, MERGE, RIS T AT MIBIFAIDT A A
OFE PRI A BT 258 ICHIICTE £,

feature strong-encryption

1

ciscoasa(config-smart-1lic)# feature strong-encryption

(7 3 >) Firepower2100 K55 1 2 X DA

KT A & RAINARBEN I o726 (ASAZBEILT 25670 L) 13, ZOFIEZMEM L TERX
|Z Smart Software Manager |27 A £ A ZBHTLIMLENH Y £3, T XTOFIELFET LR
WE TARAMERATOEEICARY | MMOEFTTHMT 27O G IR TE <2 Y
£,

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .



SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |

(7 3 >) Firepower2100 DEEXMER (EHELUY T4 F)

ATy

ATy T2

ATvT3

RATv74

FIE

ASA TIRHIZ— REZRO XD IZHEKRLET,
license smart reservation return

1

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg{uXiTREVrp7M/zDpirLwYCag8oSv60yZJuFDVBS2Q110=

TZIEHIZASA DT A B AN 20 FHBRIEICBITLES, 20— ReBERTTD
VENRHLGEIE, Z0a~vy REFALET, LWk A 22 (license smart
reservation request universal) ZZR$ 5L, ZOa— FE2HFRRTERIRDLILITEEREL
TLIEEW, BT, a—FEX ¥y 7F ¥ LT, BRIEEEZTETLTIEIN,

ASA =/ N—H L TS, ZFEAIF (UDD) MFERILD DT, Smart Software Manager T ASA
A VARV A RODLZENTEET,

show license udi

51

ciscoasa# show license udi
UDI: PID:FPR-2140,SN:JAD200802RR
ciscoasa#

Smart Software Manager f > | U B (ZFEE) L C, [Product Instances] # 7% 7 U v 7 L
T

https://software.cisco.com/#SmartLicensing-Inventory

[Product Instances] # 712, 7 A BV AP HEINTND TR TOREN UDLIZL > THRRS
ET,

TA U RAEREERT % ASA A HERE L. [Actions] > [Remove] Z 3R L T, ASA DEH =2— K%
Ay 7 AZAFILET, [Remove Product Instance] #27 U v 7 LE T,

W= R b TARCAPERRERTA B ADT—VICRSNET,

(72 3 >) Firepower 2100 D& i%fEfR (RHE LUV T4 K)

ASA DBRGEAERRT DL, TH T2 bvb ASADHIBRENE T, ASADTRTDT A LA
MEMRAT 5 L GEIENHIBR SV E T, BEEZMRERT 52 LT, 748 A& LV ASA IZFIH
TH5ZLELTEET, HDHWE, Smart Software Manager (SSM) 75 ASA ZHIFRTE £7,

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)


https://software.cisco.com/#SmartLicensing-Inventory

FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)
|
(AT 3>) Firepower2100 ID SEBAEF /= E5 1 U RERMGEDEH (EPME LU T4 H) .

FIE

AT 71 [Configuration] > [Device Management] > [Licensing] > [Smart Licensing] DJIE|Z&R L %9,
AT v T2 [Unregister] 27V v 7 LE7,

FD%., ASAIZYV v—KRLET,

(+F< 3 >) Firepower2100ID SEBRZE F /- (X514 £ RIERFFESD
B (BB ELUTY TSI )

TIANBNTIE, TAT T AT 4aEHEZ 6 » HZ L, 48 ABKIZ30 B Z L ICHE
BICETRSNET, A F—Fy h T7E2OHBENE SN TV AEEES, Smart Software
Manager T7 A B AZEHT LIZHEREX. INOOREETEITEHTHZLHTEE
j‘o

FIE

AT v 71 [Configuration] > [Device Management] > [Licensing] > [Smart Licensing] O JIE|Z 3R L £,
RTYT2 TATUT 4T 4iEAEEZFEH T 5121, [Renew ID Certificate] 27 UV v 7 L E T,
ATV T3 T4 AEKERHT HIZ1, [Renew Authorization] %27 U » 7 LE 7,

Firepower 4100/9300 > v —3 : AX—K VYT b7 3
1A ADEE

ZDOk® 7 ira TiE, Firepower 4100/9300 > ¥ —Y ICA~Y—h V7 FU =7 T4 U A %X
ETDHEEZHIILET,

FIE

AT F1 Firepower 4100/9300 > ¥ —3 : 230 K VFIOYT T4 h A~—K VT b7 T4V
TOHFE 382—) , FHE123.03—a DOV TFI5 A4 K B—R_EFEHLT, V¥ —T%
BRLET DB H D £, CLI TASA DT A B ADREREMD T A o 2T 50E 4R
ET D FXOSHil A4 RESIRL T 7ZE0,

AT w72 Firepower 41009300 > ¥ —3 : Av— K VYT T =T ST TD
)

s

CEDRE (40 ~—

B.Q

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .



SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |

. Firepower 4100/9300 > v —< : 230 K YRIDY T34 F AX—F YT bV 7 54V VT DHRE

Firepower 4100/9300 > ¥ —3 : 230 K YRIDHTSA F AY—+ YT
I ARV UVTDEE

N

FH123.0N—=2a DT T4 B —_"E2HL T, vy —V a2 T OMNERNH Y £7;
CLI CTASA DT A BV ADREFDT A o AT 5852 %ET D FXOS A A K
ESRLTLESIN,

GE)

ATy T

ATy T2

2.3.0 X U Hii® Smart Software Manager 7 7 A b = —H D45 - BER5{L (3DES/AES) 7
A B REIT 7 AV N THDZ > TR, ASACLI 2 H L CREERB{LT 4 2 A
V7 TARNTHET, ASA DFFEICASDM 235 Z Lix T ¥ A, VPN ZETeftho
BN SLEERE L. DY V=R R EITO ETIIMEATE £ AL

4a & H RIS

ASA 7 7 A Z DAL, BREMEED T2 OITAEENMBNLICT 7 8 AT 508N H Y £7,
Firepower Chassis Manager C, RN Z MR L E T, ZOFIMEITRT L 512, ASACLI
PO bR TEET,

FIE

Firepower 4100/9300 * % —</ CLI (=Y —/LE71X SSH) IZHfE L., IRICASAICE > v =
CHERELET,

connect module s/ot console connect asa

&1

Firepower> connect module 1 console
Firepower-modulel> connect asa

asa>

a] ASA =t Y —)VIZEERET D & X 1%, ASA ICEBEEEN L £9, connectasa ZFHAS19 504
Hixb FH A,

ASA 7 TG AX DA, TABVAREREOBREEITILGEILDIHR, AKX — 2=y NIT
TR ATALENDY £, B, vAX—2=y "R RT Y FIZHAHED, ZOFT 2—
MCETERTOILERSH D 7,

ASACLIT, Zm— b ary 7 4 Xal—yaryEF—REANLET, 740 FTIEA R—
TV NAY — RIIZ2 [ TT 3,

enable configure terminal

1 -

. FA4EVR AX—F YT+ 2T 541X (ASAv. ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)

ATvT3

2Ty

P

Firepower 4100/9300 > v —% : 230 L YRIDYT54 F AX—F Y I+I 7 54V VT DERE .

asa> enable

Password:

asa# configure terminal
asa(config) #

ASA 7 T AZ DAL, LEIZILL T, Z0x=y MNPEERGHEAL THDH Z L2 MR L E
7,

show cluster info

51 -

asa(config)# show cluster info
Cluster stbu: On
This is "unit-1-1" in state SLAVE
ID : O
Version : 9.5(2)
Serial No.: P3000000025
CCL IP : 127.2.1.1
CCL MAC : 000b.fcf8.cl192
Last join : 17:08:59 UTC Sep 26 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-2" in state SLAVE
ID : 1
Version : 9.5(2)
Serial No.: P3000000001
CCL IP : 127.2.1.2
CCL MAC : 000b.fcf8.cl62
Last join : 19:13:11 UTC Sep 23 2015
Last leave: N/A
Unit "unit-1-3" in state MASTER
ID : 2
Version : 9.5(2)
Serial No.: JABO815R0OJY
CCL IP : 127.2.1.3
CCL MAC : 000f.f775.541e
Last join : 19:13:20 UTC Sep 23 2015
Last leave: N/A

BlDa = FHPEHEHATEAN O, a2k T L, ELWwa=y MR L E9, 8o
HTIZOWTIE, UTZ2ERLTTESN,

FAEL A RAY—Fary 7 4 Xal—ary T— RELET,
license smart

1 :

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic)#

PEREIE 23 E L £ 7,

feature tier standard

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .



SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |
. Firepower 4100/9300 > ¥ —> : AYX— b+ Y I b7 SA VP VT DEREDEE

AT DOIIMERERE DT TT, 747 74 B RAL, LOMIET A B 2% BINT 57200
[E7ES G IS
ATV T6 WOBRED 1 DL L&Y 722 LT,
« X U7 (GTP/GPRS, Diameter, 33X SCTP A A7 L 3 V)
feature carrier
e X2 VT I THFAL
feature context </-248>
KiET A B ADTHTIE, RKavy7H AL (248) ZEECTEET,
« RSk (3DES/AES)

feature strong-encryption

ATV TT ASAZ YV —NEETLCTelnet 7 7V r—3a VNIREDHICE, a7 T I~ EASL
FT, A= NS P CLIIZREDIZIE, Tquit] EADLET,

Firepower 4100/9300 > v —> : AX— YT bz 7 SA4 2P 0Y
=L =JL ==

DX EDEXTE
Z OFNEIE, License Authority i35 v v — | 23.0 LAEDOYT T A F r—Da—H
FIKETA B ADTRICEH SNE T, 74 REEEZFHARET DITITFXOS % E
HA RESRLTLIEEN, 230 LVETIOVT T4 b =Tl HINZCLI TT7 AL A
ERETDHDULENDGVET, 7T 8 =" =T 50230 IETIE. SERKEL
(3DES/AES) =7 AR— FMEYL b — 27 U RV R — F ENTWBT=H, DT A & ZHERST
5.2 85R9 512 ASDM 2 EfT T £7,

KIET A B ATRIOERE, 742 AT TOMEE, Thbbtxal 70 a7 2 b
DRROEAET 4 TBEOF v VT A A LET, 72720, ASADB IS O
REZMT 22 &% RE#T D) 720IiE, ASA TENLEZANIT DLERHY 7,

GE) 230X VA0V T TA b b—" 2—HF DAL, Firepower 4100/9300 v —3 : 2.3.0 X U Aj
DYTFIANAY—K VT NT2T T4V ITOHRE (B8—) 2B LTCLIT
FTAB L AERELTLLIESN,

1R BRI

ASA 7 7 A Z DA, RIEFEDTDITHEERFHRALICZT 7 B 2T 0LERH Y £,
Firepower Chassis Manager C., 1E#EH AL 2R L £97,

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)

—

FIE

zFncensqerz |

AT w71 ASDM T, [Configuration] > [Device Management] > [Licensing] > [Smart Licensing] ¢ JIE (Z5%&R

L/ij‘o

AT w T2 [Feature Tier] K v 7’ H 7 A ==—) 5 [Standard] 238K L F 9,

A TE D DITEHERE I T,

ATY T3 230 KYRTIDYTSA b HY—/8 21— DH : [Strong Encryption] 7 1 &> A Z W L7 T
{IZEV, ZHUX ASDM 7 7 & AZHETT,

ATv 74 ({EE) [Mobile SP] [Carrier] & ffEid L £ 7.

AT9 75 (LE) [Context] R v T X7 A=a—nb, NERAVTHANOFSERINLET,

KETA B ADTRITIE, R karTxA~ (248) RIEETXFE 1,

ATv 76 [Applyl 27 U v 27 LET,

ATv 71 ASDM Z#& T L, HE#L £,
TAR L AZELT LA, THSNEE A2 Z AT 51213 ASDM % FE T 2 L E R H D

i‘a—o

ETILCEDTA R

ZDET T a T, ASAv I LU Firepower 4100/9300 > ¥ —ASA X =2 VT 4 EV 2 —
JVCHEFRIRER 7 A4 v A B AR LE T,

ASAv

RDEIT, ASAV v U —AD T A & AFKHE

%Li—a—o

Z4t2R

Standard 51/ > X

F77AT7 04— 4LV R

Botnet Traffic Filter

A X —T

T 7 AT U —VORER. [

ASAvS : 50,000

iy ASAv10 : 100,000
ASAv30 : 500,000
ASAv50 : 2,000,000
¥y U7 S

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .
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FAEVR AT —F YT b7 541X (ASAv. ASA on Firepower)

Z4t2R

Standard 51/ £ X

BETLS ey By gy

ASAvS5: 500
ASAv10 : 500
ASAv30 : 1000
ASAv50 : 10,000

VPN 54t 2R

AnyConnect £°7

F -7

F 7Y a @ AnyConnect Plus
FlolT dpex 7 A4 B A &
X

ASAvS5: 50
ASAvIO : 250
ASAv30 : 750
ASAv50 : 10,000

Z Ot VPN 7

ASAvS : 50
ASAvI1O0 : 250
ASAv30 : 1000
ASAv50 : 10,000

AEVPNET, &2 A4 7DH
&t
5]

ASAvS : 50
ASAvI1O0 : 250
ASAv30 : 1000
ASAv50 : 10,000

—®_>1 R

2= h L

ASAv5 : 100 Mbps
ASAv10 : 1 Gbps
ASAv30 : 2 Gbps
ASAv50 : 10 Gbps

TAVY DT AR—K avrTITA4T U AREICL T,
Base (DES) #7-1% Strong (3DES/AES)

7 — )V —N—

TIT 4 TIAH 3,

X2 UVT 4 2 THRRXL

P R L
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Firepower 2100 > ') —X .

ZA4EUR Standard 51 £ X
77 AH PAR—FRL
VLAN, #x K ASAVS : 25
ASAv10 : 50
ASAv30 : 200
ASAv50 : 1024
RAM., vCPUs ASAvS : 1 GB, 1vCPU

(A7 a>) ASAVS : 1.5GB. 1 vCPU (9.8(2) LLKE)
ASAVS TAE U OB REET DAL, BN A€ 2%
VU THZLENTEET,

ASAv10 : 2GB, 1vCPU
ASAv30 : 8 GB, 4 vCPU
ASAv50 : 16 GB, 8 vCPU

Firepower 2100 > ') — X

WDFIZ, Firepower 2100 >V — XD T A B AEEEAR L E T,

ZA4t2R

Standard 51/ X

F77AT7 04— 4t VR

Botnet Traffic Filter

FH— R L,

T AT U A VO, (A

Firepower 2110 : 1,000,000

i Firepower 2120 : 1,500,000
Firepower 2130 : 2,000,000
Firepower 2140 : 3,000,000
WiEFREE PAHR—= R LARWSCTP A AR vy vy T R— b &

NTWEEALD, ACLEZMHEHLZSCTP A7 —F7/L A A
Ry g R R—FENTWET,

BETLS e xs By gy

Firepower 2110 : 4,000
Firepower 2120 : 8,000
Firepower 2130 : 8,000
Firepower 2140 : 10,000

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .
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. Firepower 4100 > ') —XASA 7 Fsr— 3>

SA4ER Standard 51/ £ X

VPN A4t R

AnyConnect &7 T 4= A7 a D AnyConnect Plus
F2lT Adpex 7 A B A %
YN
Firepower 2110 : 1,500
Firepower 2120 : 3,500
Firepower 2130 : 7,500
Firepower 2140 : 10,000
DD VPN 7 Firepower 2110 : 1,500
Firepower 2120 : 3,500
Firepower 2130 : 7,500
Firepower 2140 : 10,000
BFVPNE T, ©% A 7D4A |Firepower 2110 : 1,500
#t Firepower 2120 : 3,500
Firepower 2130 : 7,500
Firepower 2140 : 10,000
—®SI1E2 R
b AL TAHTY FDTZITAR=F avrFITA4T UV AREIZL ST,

Base (DES) #7-1% Strong (3DES/AES)

X2V T 4 arTHRAL |2 ATvar LA KK
5FIFT 10 DS
Firepower 2110 : 25
Firepower 2120 : 25
Firepower 2130 : 30
Firepower 2140 : 40

7T AHE HFAR— LN

VLAN, &K 1024

Firepower4100 ') —XASA 7 Ty 5r— 3 >
IRDOFIZ, Firepower 4100 >V =X ASA T 7V r—a > OF7 A o AfaEE R LE T,
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Firepower 9300ASA 7 70— 3> ]

A4t R Standard 51/ £ X

T77AT7 94— SM4EUR

Botnet Traffic Filter HR— R L.

77 AT U+ —I)VOHHE, [Fl | Firepower 4110 : 10,000,000

s Firepower 4120 : 15,000,000
Firepower 4140 : 25,000,000
Firepower 4150 : 35,000,000
Wi FEEE TAE—T FTFvar T4t R @E
HEHR
AFFTLS 7% ¥ & v ¥ 3 | Firepower 4110 : 10,000
D3 : 15,000
VPN 5S4t 2R
AnyConnect &7 TAE—T 7' a @ AnyConnect Plus

Fold dpex 7 AR
Firepower 4110 : 10,000
Z O3 =T : 20,000

DD VPN 7 Firepower 4110 : 10,000
Z DAf3~T : 20,000

AFFVPN YT, @4 A 7 D4 |Firepower 4110 : 10,000

At Z DA ~T ;20,000

—BSIEUR

a9 THY Y "D AR—k av T T4 TV AREICEL - T,
Base (DES) %7213 Strong (3DES/AES)

XaUF 4 arsxax bk |10 FFvar TR D RKR

250, 10 HApL
7T AH A X —T )V
VLAN, K 1024

Firepower 9300ASA 7 J!) r—< 3 >

ROFRIZ, Firepower 9300 ASA 7 7'V r—a D74 v Afea m LE T,
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SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |
. Smart Software Licensing DE=42 1) >4’

A4t R Standard 51/ £ X

T77AT7 94— SM4EUR

Botnet Traffic Filter HR— R L.

T 7 AT T A — VO, [F | Firepower 9300 SM-44 : 60,000,000, # K 70,000,000 (32—
152 NEEHR LYy —)

Firepower 9300 SM-36 : 60,000,000, Kk 70,000,000 (3E = —
WEREEH LY vy —)

Firepower 9300 SM-24 : 55,000,000, #¢ X 70,000,000 (3 E = —
IEEH Ly —)

Fx T IS FTFvar T4t BE
L

AETLS 7r X v a2 |15000

VPN 5S4t 2R

AnyConnect &7 TAE—T Z 7' a @ AnyConnect Plus
FolTdpex 7 A B A L K
20,000

Z D> VPN BT 20,000

BEFVPN BT, 2% A 7 D4 | 20,000

it

—SA R

B, THI Y NOZITAR—h arT 747V AFREIZL > T,

Base (DES) #7213 Strong (3DES/AES)

¥ VF 4 arTFEAL |10 FTFvar IR KRR
250, 10 HAL

7T AL A 3 =TI

VLAN, K 1024

Smart Software Licensing D E=4% 1) >4

TRy T Ay =V hAX—=TMIT DT TR, T4V ADH R, AT —F% A, BILV
AEHEZ T =452 LB TEET,

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)
gans1t 20gx I

WADSA U ADERTR
T4 E L AR LT HITE, KO FE L BB LT A,

« [Configuration] > [Device Management] > [Licensing] > [Smart Licensing] ~- > C, [Effective
Running Licenses] fEk & &~ L £ 7,

AX—hF ZA4EVR RAT—RADERR
FTARVA AT = Z 2AERKFTHITE, ROa<z L RESRL TSN,
* : [Monitoring] > [Properties] > [Smart License]

2A<w—h VT N2 T T4 T Av—FhZ—V 2 hONR—T g2 UDLE
H, Av— b=V FOIREE, T a— RNV ar T ITA T URART— AR BREAT—
A AEHT AR EERB L O T EOA~Y— P 2 —V 2 N R 7 ER R LET,

UDI D &7~

A= AN—H R (UDD Z2FRT 21213, ROa<» FEZR LTI ZEN,

show license udi

&Iz, ASAv @ UDI O &= LE 3,

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJBEKE
ciscoasa#

AR—b VI b+ 7 A ADERE

HEeS TS9rITH—LY)—R Bz

Firepower 4100/9300 ¥ % —>® 7 = — |9.7(1) TIT 4Tl =y NOBRRTA &

NI —=N—= XT DT A ADER AMERZBR L E9, LANE, Wiro
2=y MR T A & ADOHERST 5% B
KLUTWE L7, FX0S2.1.1 THR—
FEnET,

ASAV DEDNICTFFH O PLIERERE M | 9.6(2) 2Av—hz—Yxr b (1.64~D)

DXFET A v ATFH DOEFHIZLY | BR EFBIE=— NiZiE
BTN EH S ET,
ERINTEmEILIH Y FHA,

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .
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FAEVR AT —F YT b7 541X (ASAv. ASA on Firepower)

TS5y R Th—bY—R

B

ASAY DY T T A b H—"DHR— k

9.6(2)

TNA AN X2V T 4 LOBERTA
VE—Ry MIT 7 EANTE NG
B, ATVarT, fJivvr (VM)
& L T = — /L Smart Software Manager
Y774 b= AP TE
ESC AN

AR SNZHEEITH D £ A,

Firepower 4100/9300 < ¥ — . ASA
DT A £ ATH

9.6(2)

Cisco Smart Software Manager & D iE{E
MFFAI STV WIERICE X 2 7 72
BR 5% ClE. FirePOWER 9300 3 L Y

FirePOWER 4100 ™ ASA 2Kt 7 A
TUREERTEES, KT At
ANTiE, RS, mER S GRS
D55) L X2V T4 arTHA
b, FY VT 948 ZZIFI 0D, fF
AR T _RTCOT A v AERNE
EFNE7, FX0S2.0.1 BDLETT,

I T O IE I Firepower 4100/9300
T — U THEITS I, ASA DRREITEA
g‘GTO

ASAv DKHE T A &2 ATH

9.5(2.200)
9.6(2)

Cisco Smart Software Manager & D ii{F
MEFRI SN TV WIER IR 2 7 72
BRELCIE. ASAv JHITKk#E T A & A

FERTEET, 9.6(2) TiX. Amazon
Web —E 2D ASAv [FIIFIZ, Z O
ROV FR— M REBNSNELE, 20O
F%HEIT Microsoft Azure TIXH AR — k X
NEHEA,

WDz~ RPNEAINE LT,
license smart reservation. license smart
reservation cancel, license smart
reservation install, license smart

reservation request universal. license
smart reservation return

ASDM ¥R — MIH Y £ A,
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23—t vItyz7 542 20BE [

HEEA TSV RITA—LY)I)—R SRER
Av—h =2 hDVI6~DT v |9.5(2.200) 2Av—h =V xy MIRA—V g
771 — K 9.6(2) LA NR=Tg 0 1.6~T v 77 L—

FEnElLiz, ZOT7 v 77 1L —RiZ
K7 A B ATRETR— N 51
N, TABVAT AT MIRESH
ToHERRIZHE > T, mER =1t
(3DES/AES) T A & ZMERDHEE
L R—FLET,

GE)  AN—=T=a295 (22000 25
B 7 L— R UG,
ASAV X7 A & ZBERIRRE
R LER A,
[Configuration] > [Device
Management] > [Licensing] >

[Smart Licensing] ~<—3C
[Force registration] 47" 2 >
ZFRE LTS T 2 B
Y $£9, Smart Software
Manager 725 ID h—7 %
PG LET,

AR SNZHEEITH D £ A,

FirePOWER 9300 > ASA (& R =1k [9.5(2.1) D Cisco Smart Software Manager
(3DES) T A & A% H @I 5E M (SSM) —H# D355 FirePOWER
9300 THEk h—2r &M TH &, xt
G L2 D BERITITR ) 72 BT A
T ANHBPCAN D FT,

GE) A—h~ VT =T =
=V x BT T A FREA
SNTWDHE5E. ASDM X
DR EERE SR 2 %
[Z1%. ASA DEBA%IZ ASA
CLIZ{EH LT, mER=b
TA B RAERNCT DL
NH0 ET,

Z OREREICIE, FXOS 1.1.3 NLBET
_é‘o

ROWHENPEL S NE LT,
[Configuration] > [Device
Management] > [Licensing] > [Smart
License]
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TS5y R Th—bY—R

B

T — NFEAZEORITRE N L I
¥4 D Smart Call Home/ A~— k T4
& o AFEH EOMRFE

9.5(2)

Aw—hk T4 A TlL, Smart Call
Home A 7 7 A N7 7 F ¥ PMEH S
NET, ASAIFNNv 7 7T 7 KT
Smart Call Home FE4 L AR — bk & KA
FRIET D & (T, Call Home Y— /3G
BHEZ 31T L7 CA OiFHELZ G T b
T A NKRA N & HEITHER L £
o ASAITH— NEEBE DRI TR E
BHE I NG OFEHEORGEZ Y
AR—=RILET, FTFARNT—L N R
NOEM BB E 2 A TEE
R

ROWHNEL I NE LT,
[Configuration] > [Remote Access
VPN] > [Certificate Management] >
[Trusted Certificate Pool] > [Edit
Trusted Certificate Pool Policy]

FHLnxx VT T4 A

9.5(2)

BrlLnxy U7 74 &0 XFBEFD
GTP/GPRS 7 A £ A& @& X,
SCTP & Diameter A > AT 3
HAR— K LEJ, Firepower 9300 LD
ASA DA . feature mobile-sp =~ >
R feature carrier =~ > NIZHE#H
BT LET,

WOBEMEAEE SIE LT,
[Configuration] > [Device
Management] > [Licensing] > [Smart
License]

FirePOWER 9300 ® ASA D A= A
~v—hNYT7 b U=T TARLTUT

9.4(1.150)

FirePOWER 9300 |2 ASA DY A= A
v—h YT hU=T IRV
PEASNE LT,

WOWHNPEL S NE LT,
[Configuration] > [Device
Management] > [Licensing] > [Smart
License]
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23—t vItyz7 542 20BE [

IS5y kTA—bY—R

B

ASAVDY A2 A< — K VYT T
FAv LT

9.3(2)

Smart Software Licensing Ti%, 71 &
VADT—=NEHEALTEETHZ &
MWTEET, PAKT7A B R L TR
D, A~—h I RIFEDVY
TNEFICEEMST O N ERA, K2
=y hDITA B A F—ZEH LKL
TH, fHHEIC ASAV ZE A L72 0 EA
ERTLIEDTEET, Av— R V7T
2T T4 AEFATE T
A AOMEPIRDL & EE 2O E BT
M2t TcaEd,

WOBENEAEZEFEEINEL
77

[Configuration] > [Device Management]
> [Licensing] > [Smart License]
[Configuration] > [Device Management]
> [Smart Call-Home] [Monitoring] >
[Properties] > [Smart License]
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