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AT 71 [Configuration] > [Firewall] > [NAT] %3 L £,

AT 72 [Add] > [Network Object NAT Rule] Z#iR L, H LW\ K> T —7 7T =7 MZARTZE T
TWebV—"DHEAKNT FLAZTERZLET,

FIE

T0) Add Network Object =]
Namea: my'WebSary
Typa: Hast :l

IF Address: 10,1,2.27
Dascription: | Inside Weh Sarver|
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P58 Web —/S~0F7 7 £ 20 (225712 NAD [

L£00 e etworc Objack
Mame: !thServ
Type: | Host :J
IP Address: [10.1.2.27 '
Description: ?Inside Web Server ]

(¥ Add Automatic Address Translation Rules

Type: [ Static : ]
Translated Addr: | 209.165.201.10 B
PAT Pool Translated Address: iB

Extend PAT uniqueness to per destination instead of per interface

Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through to interface PAT(dest intf) failif -
Use IPvE for interface PAT

| Advanced... |

Help ] | Cancel ] [ oK |

ATY T8 [Advanced| %27 V v 7 L, EFEOA L H—T 2 A AL v T A X —T oA AGFHELE

To
SB00 Advanced NAT Settings

|| Translate DNS replies for rule

[_| Disable Proxy ARP on egress interface

Lookup route table to locate egress interface
Interface

ar

Source Interface: [ inside

Destinatiog Interface: | outside :

Service

Protocol: | B tep

ar

Real Port: |
Mapped Port: '

| Help | | Cancel | | oK |

ATw 75 [OK]% 7 VU > 7 LT[EditNetwork Object] ¥4 7 2 7R v 7 AZREV, 9 —E[OK] %7 U v

7L, [Applyl &7 U w7 LET,
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LIndo Translation
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AT w71  [Configuration] > [Firewall] > [NAT] Z3&R L £7°,
RATw 72 [Add] > [Network Object NAT Rule] Z3R L, HLW K> hU—27 7 V=7 MIAFTZ T
THNEER Y NU—2 2 EZRLET,
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RERR RO NAT (5453 v % NAT) &&UsHESWeb 4—/ 3 NAT (2551 w4 NAT) [

[2) Add Network Object (%]
Type: [twort: vl
P Adezst 101,20 |
Netmask:  [255.255.255.0 [¥]
Description: | ﬁ
NAT 2 g

ATv T3 Wiy NU—=IDHEAF w7 NAT A F—7 M LET,

800 Add Network Object
Mame: MylnsNet
Type: Metwork S
IP Address: 10.1.2.0
Netmask: 255.255.255.0 v
Description:

(v Add Automatic Address Translation Rules

Type: | Dynamic ]
Translated Addr: B
__| PAT Pool Translated Address: [3

Extend PAT uniqueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
__| Fall through to interface PAT(dest intf); | failif
Use IPvE for interface PAT

Advanced...

| Help | Cancel | oK |

ATy 74  [Translated Addr] 7 1 —/V T, W7 RLADEBIEL 254 AF v 7 NAT V' — V& KT
HLWRy hU—27 377 NeBINT 512, 2AX 270 v 7 LET,
a) [Add]>[Network Object] Z#ER L, Hr LA T V=7 MZARTZAHT TNAT 77— LD 7 K
LADOHHEZERZL, [OK] %227 Vv 7 LET,
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B wiikx FONAT (545395 NAT) 5% USHEE Web 47—/ NAT (X% 5 1 v NAT)

[ Edit Network Object E3
Name: myMatPoal
Type: :Ranpe El

Start Addre... |209.165,201.20
End Address: | 209.165,201.30
Description:

NAT ¥

Lo [ coned J[ b |

240793

b) HLWRy NIV—=0 ATV FaZT N )y 7 TERLET, [OK]Z2 Y v 7 LT,
NAT 27 4 X2 lb—a iR F£9,

Selected Traralated Addr

o

240704

Lo J[ conca |

ATFwF5  [Advanced] 7V v 7 L, EEDOA L X —T 2 A AL~ BT A H—T o AEFRELE

bﬂ‘o
8ann Advanced NAT Settings
| Translate DNS replies for rule

Disable Proxy ARP on egress interface

Lookup route table to locate egress interface
Interface
Source Interface: inside
Des.'tinatiui Interface: | outside =
Service
Protocol: B TEp
Real Port:
Mapped Port:

Help | Cancel | OK

ATw 76 [OK]%Z7 Y v LT[EditNetwork Object] ¥ A 7R 7Ry 7 ZAIZREY, 9 —E[O0K]ZZ7 U v
27 LC [NAT Rules] 7—7 VIZRD £97,

A7 71 [Add]>[Network Object NAT Rule] 2 E&4R L, M Web — DA 7 V=7 FE/ERL 7,
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RERR RO NAT (5453 v % NAT) &&UsHESWeb 4—/ 3 NAT (2551 w4 NAT) [

8086
Name: %DutWehSEr\r |
Type: Host s
IP Address: 209.165.201.12 ]
Description: | |

ATFYT8 WebH—_"DZAEZF 7 NAT #RELET,

Mame: |outWebServ |
Type: Host :]
IP Address: 1209.165.201.12 !
Description: | |

E Add Automatic Address Translation Rules

Type: | staric i)

Translated Addr: | 10.1.2.20

PAT Pool Translated Address:

@]

Round Robin
Fall through to interface PAT(dest intf): inside -

: Adwvanced... J

[ Help | [ cancel | [ENOKES

ATFv 79 [Advanced] 7V v 7 L, EEOA v X —T 2 A AL~ BT A H—T o AEFRELE
7
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73 Advanced NAT Settings
[ Transiate DNS rapbes For rule
Interface
Saurca Intarfaca; autsids [ |
Destinakion Interface: | Inside vl
Sarvice
Presacol: 5 tep ¥]
Feal Port:
Mappad Part:
[ o ] [ Cancal ] l Help |
- =
[ ok |[ concal |[ mp | g
]

ATw 710 [OK]%7 Y v LT[EditNetwork Object] ¥4 7RV Ry 7 ZAIZRED, &5 —E[OK]ZZ7 U v
7 L. [Applyl &7 U v/ LET,
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AT 71 [Configuration] > [Firewall] > [NAT] Z &R L £,
AT 72 [Add] > [Network Object NAT Rule] Z3&iR L, H LW\ x> NI —27 47T =7 MZARTE T
Ta—RKRT7oH9DT7 FLAZEHRLET,

{3 Add Network Object - |
4 Hame: Myl BHost |
Type: Hn-st £|
IP Address: | 10.1.2.27
Description:
2
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B sso<oc s 7RLR (R27 492 NAT, —%1%) £HOREBO— K /354

{3 Add Network Object &
{
{| reame: MyLBHst |
Type: Host ﬂ
P Address: | 10.1.2.27
Descripbion:
NAT %
Add Automatic Address Translation Rules
Type: [stane v
Translated Add: | E]
Lok J[ concel || nep

248700

AT v 74 [Translated Addr] 7 4 —/V R T, B — K RXT % 7 KL ADERIE LD AXT 4 v 7 NAT
T RLVAITN—T52RTH LRy NU—T FT7 V7 FEBMT120F, 2RAZ %7
Uy LET,
a) [Add] > [Network Object] Z®IR L, ZFINL, HLWAT V=7 MIARTEFTTT KL
ADFIHAZERL, [OK] 227V v 7 LET,

/72 Add Network Object X
Hama: myPLLCIPS
Type: que _E i

Start Addre... 209.165.201.3
End Address: 209, 165,20 1.8
Description:

HAT

!

S —

Co e Jom) |2

b) HLWRY NIV—I AT V=7 b2 TNV v TEIRLET, [OK]Z27 Y v 27 LT,
NAT 2> 7 4 Fal— a3 RED F1,
e,

Transiated Addr -> myPubkclPs
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ATw TS5 [Advanced| %227 U v 7 L, EBEOA L H—T 2 f AL~ B T A H—T oA AEHRELE
7
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FIP, HTTP, 5&USMIP OB —7 KLR (R— rE#ERELEZ 274 v o NAD ]

= YT R m..w.ﬁhq.l-u ks
7 Advanced NAT Settings
[ Translate DNS rephies for rule
Interface
Source Inberface: Inside _:I
Destination Interface: | Bitside ]
Service
Protocol: I tep V_]
Real Port:
Mappad Port:
|
2
[ ok || cance || tep | 5
[n]

AT 76 [OK]% 7 U 7 LT[EditNetwork Object] ¥ 7 2 7R 7 ARV, 9 —FE[OK] %7 U »
7 L. [Applyl &7 U v LET,

~ > (XY > (o] s = |
FTP. HTTP. BXUSMIPDE—7 FL X ((R— FEBRZFHREL=X
2T 4 v NAT)
WDOR— NEWEHBRE LI AZT 4~ 7 NAT OFITIZ, VE—F 2—PFFHE—DOT7 FL X T
FTP. HTTP, BLUSMTPIZ7 7 BATEX A L O F9, TN EDH— NTHEEIZI,
FNEFNRRDLTANA AL L TEBROR Yy hU—7 FIZIFELETN, A— FEHERELT-
ABT 47 NAT V= VERET DL, T2~y 7 1P T FLAIERILT, #NEh
BMOR—FEFERTHZ ERTEET,
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B Fe HTTP. BEUSMIPOE—7 FLR (K— FEBERELERST 4 v NAT)

4:R— FEBERELIZRET 1499 NAT

Host

/ : oy

Indo Translation Qe Ej
209165201 3:21 > 10.1.2.27 Fod R

Indo Translation
209165.201.3:25 — 10.1.2.29

LIndo Translation
209165.201.3:80 —= 10.1.2.28

— g
FTP server - | SMTP server
01227 b)) 10.1.2.29
—"

HTTF server
10.1.2.28

130031

FIE

AT 71 [Configuration] > [Firewall] > [NAT] %3 L £,
ATY T2 FIP YV —_OKR— NEWMN—NVERELIZAYT 47 Fv NI —2 TV =7 kN NAT Zi%
ELET,
a) [Add]> [Network Object NAT Rule] % &R L £ 9,
by HLWRry V=2 AT V=7 MIAHTZMNIT TFTP b= T FLAZERL, AH
T4 I NAT A R—T M L TERINTZT RLAE AN LET,
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FIP, HTTP, 5&USMIP OB —7 KLR (R— rE#ERELEZ 274 v o NAD ]

MName! FTP_SERVER
Type: Huos! Tl
1P Address: 10,1227
Description:
HAT 2

Add Automatic Address Transiation Rules

Typei Statc ]
Translated Addr: | 209, 165.201,3 [
Advanced..,
e R
[a¥)

¢) [Advanced|x 7 U v 27 LTCFTPOEREOA L F—T A ABI Ny B T A F—T =
A AER— MEBREHEL, FIPR— b HFIZIv Y BT LET,

[@ Advanced NAT Setting:
[] Transiate DNS replies for e
Interface
Source Interface: | imside [*]
Destinabion Interface: | outside ]
Service
Protoool: fice- bcp il
Real Port: fip
Mapped Part: fip

——| ) %

d [OK]ZZ7UvZ7LTHo—E[OK]ZZ7 U7 L, W= VERIFELT[NAT] X—TIZRED

F9,
ATFv T3 HITP Y —OR— F WL — LV ERELT-AFT 4 v Xy NU—27 77 h NAT %
HELET,

a) [Add]> [Network Object NAT Rule] % 3#&R L £ 9,
b) HLWwXy hU—2 7V MIARTZAMT CTHTTP = 7 KL RAZEHE L, AH
T A Y7 NAT A F—T ML TEBRINTZT FLAZ AN LET,
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B Fe HTTP. BEUSMIPOE—7 FLR (K— FEBERELERST 4 v NAT)

12} Edit Network Object B
MName: HTTP_SERVER

Type: Host Tl
IP Address: 10, L2248

Description:

el

HAT
Add Automatic Address Translation Rules

Tree: Statsc ]
Translated Addr: | 209, 165.201,3 [

Advanced..,

[ox J[ coce J[ hep ]

2400804

¢) [Advanced] %7 U >~ 27 L CHTTP DEEDA L X —T 2 A ABI PV~ BT A H—
T A ALR— NEMEREL, HITP RA— 2 HH I~y B 7 LET,

[B Advanced NAT Settings Ed
[[] Transiate DS replies for rule
Interface
Scurce Interface; inside l]
Destinabion Interface: | outside ]
Service
Protocal: 12 top v
Real Port: hitp
Mapped Port: http

2408085

o J[ come J[ neo ]

d) [OK]ZZ7 Uy 7 LTH9—FE[OK]Z2 YU v 7 L, L—%{EFELT[NAT] _— IR Y

ESc
ATV T4 SMTP V— DR — NEWNL—NVERELIZAXT 4 v Xy NI —2 7=/ ks NAT %
HELET,

a) [Add]> [Network Object NAT Rule] % 3#&R L £ 7,
by HLWRy NT—2 ATVl MIARIZMTTSMTP— T RLAZERL, AH
T A Y7 NAT A F—T ML TEBRINTZT FLAZ AN LET,
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| NAT OfilE B

12 Edit Network Object
Name: SMTE_SERVER
Typs: Host :'|
IP Address: 1.2
Description:
HAT 3
Add Automatic Address Translation Rules
Type: Sta_l:c _ ﬂ
Translated Addr: | 209, 165.201,3 [
Advanced...
(= Jle=JC=] |§
[s¥)

[[] Transiate DS replies for rue
Interface

Source Interface: inside
Destination Interface: | custside

SErvice

Protoool: fice- bcp
Real Port: smip
Mapped Port: smigf

E3IEY

]

o J[ coms J[

Heip

l

d) [OK]#% 7 U v 7 LT [EditNetwork Object] ¥ A 7 & 77K v 7 AT Y |

UsZ L, [Applyl] 227V v 7 LET,

Twice NAT 045

ZITIE, ROBRE

BlarmLET,

BEEIZIECTELZBHER (547 2 v Twice PAT)

240007

Twice NAT D45 .

[Advanced] #27 V v 27 LT SMTP DHEFEDA v X —T oA AR IR~ v B T (L F—
T A ALR— I NEHEHREL, SMIP R— "2 HAFIZY Y E L7 LET,

9 —E[OK] &7

WO, 2BEDREEZYF—NCT 7 EAL TS 1012024 % NI —2 DHRA &R LE
T, AA MR HF—,3209.165201.11 1T 7 AT A L EEOT KL &1E209.165.202.129: 48—
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B sxcicc®uazm (545399 Twice PAT)

MIEHENET, FA FBRY—,3209.165.200225 (27 7 AT 5 &, EEOT KL R
209.165.202.130: 48— MM S L E T,

5:R155WET FLRAZEERAT % Twice NAT

Server 1 Server 2
208.165.201. 11 209165200225

5B B2

209.165.201.0/27 | 209.165.200.224/27

—< DMZ
‘-__FH—J

Translation i Translation
101227~ 209.165 202 129 101227 - 209.165.202 130

Packet
Dest. Address:

Pachet
Dest. Address:
209165201 11

130039

FIE

2TFv I [Configuration] > [Firewall] > [NAT Rules] ~~—3"C. [Add] > [Add NAT Rule Before Network
Object NATRules] 27 UV v 27 L C KT 7 4 v 7 O NAT b— L ENE A >~ U —27 )25 DMZ
Xy M7= LITBEMLET,
NAT V—vEtE 7 a3 (Fy hU—2 A7 T =7 h NAT L—/L D) ([TENT 554
IZ. [Add NAT Rule After Network Object NAT Rules] % #&R L £,

[AddNAT Rule] ¥4 70 7R v 7 ANRFREINET,
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FEICE L TRESEMR (4473 v s TwicePAD ]

{3 Add NAT Rule x|

Match Criteria: Original Packet

Searce Interface: | — Any - w | Destination Interface: | — Any — E

Source Address:  |any [Ei Destination Address: -D
Eervker Ei

Action: Translated Padet

Scurce MAT Type: [Static v

Source Address: | Orignal — [} Destinaton Address: | rignal — [=
Service [ Qriginal =

Dptions

[] Enable rule

[] Trarsiate DNS replies that mateh this rue

Direction: | Both E|

Description:

o J[ come |[ neo |

248813

ATFYT2 FEETALE—T oA ABIOSEA I —T oA AERELET,

2
3

Match Criteria: Original Packet
Source Interface: |inside E Destinabon Interface: |z E|

ATwv 73  [Original Source Address] IZ 2T, AR ¥ %27 U v 7 LT, [Browse Original Source Address]
FATRIT Ry 7 ATHHBRY NI =7 O LRy NU—27 A7V =7 MaBIMLET,
a) [Add]> [Network Object] 23R L %9,
by Wy hUV—27 T RLAZERL, [OK]Z27 Vv 7 LET,

.ﬁ;dd Network Object E4
Name: 'm\_'[nsudeNet'M
Typa: | e twark ZI
IF Address: 10..1.2.3
Netmask: | 255.255,255.0 ¥
Description:
HAT ¥
H
[ oc J[ cace J[ reo ] 3
(Y]

) HLWRy NU—I AT V=7 vaFd TN 7 TEIRLET, [OK]Z27 U v27 LT,
NAT 27 4 FXalb—2a R ET,

Selected Orignal Source Address
| Oniginal Source Address -> | mylnsidetietwark

o< J[ conct ]

248815
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B sxcicc®uazm (545399 Twice PAT)

AT w74 [Original Destination Address] IZ DT, ZMAR ¥ %27 Y » 7 LT, [Browse Original Destination
Address) A 7Ry 7 ATDMZ %y b =27 1 OFLWFy NU—7 TV =7 F&iB
muEd,

a) [Add]> [Network Object] Z &R L 9,
b) DMZ %y hU—27 1 D7 RLAZEFEL, [OK]Z27 Vv 7 LET,

Ea Add NHetwork Object

MName: DM Znetwork 1

Typa: Metwork Tl

IP Address: | 209,165,200

Netmask: | 255.255,255.224 vl

Description:

MHAT ¥
=
[ ox [ concel J[ reo ] 3

(Y]

) HLWRYy NU—I AT V=7 b XTI N7 v 7 TEIRLET, [OK]Z27 U v 27 LT,
NAT 2> 7 4 ¥ a2l — a3 IRY £19,

Selected Original Destinaton Address
|_ Omginal Destination Address -> J D Zrem bk 1

g

g

(3
248818

AT w75  NAT % A 7% [Dynamic PAT (Hide)] {232 € L £,

Service:

Eﬁ Edit NAT Rule
Match Criteria; Oniginal Padket
Source Interface; |inside | Destination Interface: | cutside |
Spurce Address: | myinsidehatvwark G Destination Address: | DMZratwerkl E

Ackion: Translated Packet
Source NAT Type: |Dynamic PAT (Hce) | v]

2488149

AT w76 [Translated Source Address] (22T, AR ¥ %27 Y v LT, [Browse Translated Source
Address] ¥ A 7R 7Ry 7 ATPAT 7 RLADOH LWAy hNT—27 77 NeBLE
7
a) [Add]> [Network Object] Z R L 7,
b) PAT7 RLAZEFEL, [OK]ZZ7 Vv 7 LET,
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FEICE L TRESEMR (4473 v s TwicePAD ]

‘ﬁ,:;_‘_l a O a |
MName BATaddress1
Type Host TJ
IF Address: 209,165,202, 129
Description:

MHAT ¥

CoJle= )™ ] |3

(Y]

c) HLWRYy NU—I AT V=7 b TNr7 ) v TEIRLET, [OK]Z27 U v 27 LT,
NAT = 7 4 Falb—a iR £1,

Selected Translated Source Address
| Transiated Source Address -> | PaTaddress

240021

[ o Ilcama]|

AT wF1 [Translated Destination Address] (22T, JTTDSEHT KL ADLHIE NS 50
(DMZnetworkl) . F7EBBARLZ 27U v 7 L GERRLET,

FEOET KU AIIER LW =, DT R AR LB INTZ50ET FLAIZFE LT KL A
ERETDHDIEICE ST, TA4AT T 47 4 NAT ZRET HHLENRH Y £,

{8 Edit NAT Rule e
Match Criteria; Oniginal Padket
Source Interface: |nside (| Destination Interface: | outside v
Source Address: | mylnsidebletwork G Destinabion Address: .DM‘met'.-’.-nrkl [:E
#ction: Translated Padoet
Source NAT Type: [Dynamic PAT (ride) | w]
Source Address:  |PATaddresst (5} Destinaton Address: |DMznetwerk [E}
Service: - Orignal - =
Cptions
[¥] Enable nle
Description:
o) (o) e ) g
[a¥)

ATvT8 [OK]%27 Vv Z LTNAT 7—7 /L —LEBILET,

AT 79 [Add] > [Add NAT Rule Before Network Object NAT Rules] & 7213 [Add NAT Rule After Network
Object NATRules] #27 Vv 7 LT KT 7 4 v 27 O NAT L—LEWNEFR Y 8T —2 )15 DMZ
Fy NT—7 2ITEBMLET,

RATYT0 EETA T —T 2 AA ABLOGEEA v F—T 2 A AERELET,

NAT O & S8R .
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B sxcicc®uazm (545399 Twice PAT)

Match Criteria; Original Packet
Sewrce Interface: |inside || Destination Interface: |dmz

2
3

AT w711 [Original Source Address] IZ DWW\ T, Wiiry hT—27 A7 =7 NOL4RHTE AT 50
(mylInsideNetwork) . E7/IFZMAZ %27 U v 7 L TRIRLET,
AT 712 [Original Destination Address] IZ D\ T, ZHRAR K %27 U » 2 LT, [Browse Original Destination
Address] ¥4 7RV ARy 7 ATDMZ Xy hU—27 2DH LRy NU—7 A7 V=7 FEiB
ML ET,
a) [Add]> [Network Object] ZE4R L 7~
b) DMZ %y hU—2 207 RLZA%ZEHL, [OK] 227 Vv 7 LEd,

i@ Add Network Object
Name: DrZnatwark2
Typa: Miatwork :‘

IF Address: 208, 165, 200, 224
Netmask: 255.255,255.224

(==

o HMLWRy NIV —0 A7 V=7 v aZT7Nr )y 7 TERLEY, [0K]Z22 U v 7 LT,
NAT a2 7 4 FXalb—a iRm0 F£9,

Selected Original Destination Address
| original Destnation Address -> | [DMInetworkz

[ o r.mu|@

AT 713 NAT ¥ A 7% [Dynamic PAT (Hide)] IZ3%E L £,

ﬁ Add HAT Rule
Match Criteria: Original Padkiet
Sourge Interface: | nside :| Destinaton Interface: | outside :J
Scurce Address: | mylnsideNetveork [} Destination Address: |DMznetworka (=]
Service: [:

Ackion: Translated Packet

240024

Source NAT Type: | Dynamic PAT (Hade) v |

AT 714 [Translated Source Address] (22T, ZfAR ¥ %27 Y v 7 LT, [Browse Translated Source
Address] ¥4 7R ARy 7 ATPAT 7 RLADH LWAy hT—2 77 Bl E
7
a) [Add]> [Network Object] Z 4R L 9,
b) PAT7 RLAZEFRL, [OK]Z7 Vv 7 LET,

B NATosiEsE



| NAT OISR

FEICE L TRESEMR (4473 v s TwicePAD ]

‘@;Jd Network Object Ed
Hame: PaTaddress2
Typa: |Host z‘
IP Address: | 209.165,202.130
Description:
HAT ¥
un
e d)(e=]=] |3
(Y]

c) HLWRYy NU—I AT V=7 b TNr7 ) v TEIRLET, [OK]Z27 U v 27 LT,
NAT 27 4 Falb— g R0 £97,

Selected Translated Source Address
| Transiated Source Address -> | PATaddress2

e

AT 715 [Translated Destination Address] (DWW T, JTDSEHLT KL ADL4HTE ASI$ 50
(DMZnetwork2) . £723ZBAX %27V v 7 LTEIRLET,

ST RURIIEH L7272, TTOSET RLU R B INTZ558T RLRIZE LT K&
ERETDHDIEICE ST, TAT T 47 4 NAT ZiRETHHLENH Y 7,

[B Add NAT Rule tad

Match Criteria; Original Packet

Seurce Interface: |nside E Destination Interface: | sutside E]

Source Address: | mylnsidebletwork G Destinatbion Address: .szmt.’.-n"kz G
Service: =

Action: Translated Padet

Source NAT Type: |Dyniamie PAT (ride) | v]

Sourge Address: -Pi-TT&dd'e-ssz D Destination Address: Dr-'lZnetu.u‘f_Z D
Service: — Qrignal - =

Oplions

[+] Enaible rule

Description:

[ J[ comed J[ oo ]

240007

ATFvF16 [OK] %27V v 7 LTNAT 7—7 /W — a8l Ed,
ATy T [Applyl 227V v 7 LET,

NAT O & S8R .



NAT Dl e B8 |
B o7 FLRBEUR— MR L TRBAER (F4F3 v PAD

SEET FLABEIUVR— MWL TELGDER (514 F 3 v PAT)

WO, EEILAR— FBLOSER— FOMEAFIZ R LET, 10.1.2.024 x>y T —27 DR
A M Web h—E R & Telnet r—E A DMl 28T 51 DOKRA MNMZT 7 BALET, &
Z A Telnet —E R RO TH— T 72T 5L, FEOT FL Z13209.165.202.129:port
WCEHBENE T, FARR Web P —ERAZRO TR LY — T 78R THE, EFEOT K
L A1 209.165.202.130:port (228 S NVE T,

6: R 55ER— ZEERT S Twice NAT

Web and Telnet server:
209.185.201.11

-3

==
SN

-’i_lhnternet}

O

g

e

Translation

10.1.2.27:23 —»200.165.202.120

Translation
10.1.2.27:80~» 209.165.202.129

T _‘M.\_"
Inside )
T 10.1.2.024
Web Packet Telnet Packet
Dest. Address: | - Dest. Address:

209.165.201.11:23

130040

209.165.201.11:80

FIE

ATy T [Configuration] > [Firewall] > [NAT Rules] ~~—3"C. [Add] > [Add NAT Rule Before Network
Object NAT Rules]| %27 UV v 27 L C T 7 4 v 7 D NAT L—)LENEF v B U—27 75 Telnet
P—NTEML £,

NAT V—/V&® 7 ar3 (fy NT—2 A7 V=7 h NAT b—vDt%) [ZEMT 554
IZ. [Add NAT Rule After Network Object NAT Rules] % #&R L £,

[AddNAT Rule] ¥4 70 7R v 7 ANRFRSINET,

B NATosiEsE



| NAT OISR

BT KLABEUR— B LTRLESESR (F1+2vspaD [

& Add NAT Rule x|
Match Criteria; Original Packet
Source Interface: [~ Any — v| Destaton Interface: |~ any - v
Source Address:  |any Ei Destination Address: -E]
Service: Ei

Action: Translated Padet
Scurce MAT Type: [Static v
Source Address: —Dm;mal — [ Destination Address: '-;Clnm- . ;I.-—

(o)

Dptions

[¥] Enable rule

[] Trarsiate DNS replies that mateh this rue
Description:

248813

o J[ come |[ neo |

ATFYT2 FEETALE—T oA ABIOSEA I —T oA AERELET,

B Add HAT Rule B
Match Criteria: Origingl Packet s

AT w73  [Original Source Address] IZ 2\ C, AR ¥ %2 U » 7 LT, [BrowseOriginal Source Address]
FATaT Ry 7 ATHHR Ry NT—2OFH LRy NU—27 A7V =7 MeBIMLET,
a) [Add]> [Network Object] Z &R L 7,
by WXy hU—2 7T RLAZERL, [OK] 227 Vv 7 LET,

.ﬁ;dd Network Object Ed

Name: 'm'!'[nsudeue‘mﬂ_'k

Type: | Pietwnrk E‘

IF Address: lD-..l.Z.IJ

Netmask: | 255.255,255.0 >

Description:

HAT =
ul
ok J[ conce J[ hHeo ] 3

o

c) HILWRy hNI—I 4TVl heXT NIy TEIRLET, [OK]Z27 U v 7 LT,
NAT a2 7 4 F a2l —2a IR ET,

Selected Orignal Source Address
|_ Criginal Source Addrass -> ] myInsidetetwark

o J[ comcd ]

248845

NAT O & S8R .



NAT Ol & S8
B o7 fLRBEUR— PR L TRBATH (F1F 3 v PAD

A7 w74 [Original Destination Address] IZDW\C, ZfAR ¥ %27 Y 27 LT, [Browse Original Destination
Address] ¥ A4 7 a2 7R v 7 AT Telnet/Web Y — SO LRy hU—27 FT7 V=7 MBI
L7,
a) [Add] > [Network Object] &R L £,
by =T RFLRZERL. [OK]Z2 U >y7 LET,

Name: TelnetiebServer
Type: Host v-!

IP Address: 208,165, 201, 11

= Jle=)=)

) HLWRYy NU—I AT V=7 b XTI N7 v 7 TEIRLET, [OK]Z27 U v 27 LT,
NAT 2> 7 4 ¥ a2l — a3 IRY £19,

Selected Orignal Destination Address

[ Criginal Destination Addrass -> ] TelnetWebServer

Lox J[ cone |

240004

RATw 75 [Original Service] IZOWT, ZMAR X 227V v 27 LT, [Browse Original Service] &4 7 1 2
Ry 7 AT Telnet DFF LWV —ER A7V =7 FEBIMNMLET,
a) [Add] > [Service Object] Z R L F 7,
b) v halvltR - E2EEREL, [OK]ZZ7 Vv 7 LET,

Name: Teinetob)
Service Type: $r top v

Destination PortfRange: telhet

Source PortfRange:
Description:
)=l =1 3

) LW —ERAT V= hEXT N7 v 7 CERINLET, [OK]Z2 Y v 7 LT, NAT
a7 4 F2lb—a VIZREY ET,

B NATosiEsE



| NAT OISR

ATvT6

ATy T17

ATvT8

BT KLABEUR— B LTRLESESR (F1+2vspaD [

Selected Orignal Senace
Criginal Service - Tekwet0b)

NAT % A 7% [Dynamic PAT (Hide)] \Z7% & L £,

(@ Add MNAT Rule
Match Criteria: Original Packet
Source Interface: |inside ?| Destination Interface: |cutside _q
Soaroe Address: | mylnsidehletwork D Destination Address: | Teinet\Weblerver L:
Service: TednetObj |:

Ackion: Translated Packet
Source MAT Type: |Dynamic PAT (Hide)

240054

|

[Translated Source Address] IZDWT, BRAR X %7 U v 7 LT, [Browse Translated Source
Address] A 7Ry 7 ATPAT 7 RLADH LWKRy hU—27 7P/ FaBMLE
R

a) [Add]> [Network Object] Z 4R L 7,

b) PAT7 RLAZEFRL, [OK]Z7 Vv 7 LET,

EE; dd Network Object

Mame: PATaddress1

Typa: Hast |

IF Address: 208,165, 202, 129

Description:

MHAT -3
(el =1 [}

(=]

o) LWy N\U—I FT7 V=l M T7Nr )y 7 TERLET, [OK]Z27 U v 27 LT,
NAT 2> 7 4 Falb—a iRy £,

Eelected Translated Source Address
| Transated Source Address -> | PaTaddress

240624

[ o Hcm:nl]i

[Translated Destination Address] |ZDVNC, JTDSEHT KL ADLHTE AT 50>
(TelnetWebServer) . £70FZMAZ %227 ) v 7 LTEIRLET,

SESET R L RITEH L2220, TTOFET RLU R LB I NIZ5EHET FLAICR LT FL A
EHRETHI LWL ST, 74T T 47 4 NAT 2RETHLERH Y £,

NaTosie 3R ]



NAT OBl E SR |

B o7 FLRBEUR— MR L TRBAER (F4F3 v PAD

AFvT9
ATy 710

ATvyINn

AT 712

ATy 713

ATy 714

Match Criteria; Original Padket
Source Interface: | insids || Destination Interface: | cutside |
Source Address: | mylnsidebletwork C Destination Address: | Telnet\WebServer C
Service: TeinetCbi =
#ction: Translated Padet
Scarce NAT Type:! | Dynamic PAT (Hide) v
Source Address: | PATaddress! C Destination Address: | TelnetWebServer C
Service: Telnetob =
Dptions
[¥] Enable rule
Descripiion:
o Lo ) 2
]

[OK] %7 U w7 LTNAT 7—7 M2 — v &BIMLE9,

[Add] > [Add NAT Rule Before Network Object NAT Rules] & 7213 [Add NAT Rule After Network
Object NAT Rules] #27 UV v 27 LT KT 7 4 v 7 O NAT L— L ENEF v N T —27 )5 Web
H— B L ET,

FBEOA A =T 2 A ABIOvv EVT A X =T oA AR ELET,

@ Add NAT Rule

Match Criteria: Original Packet
Source Interface: |insids

T| Destination Interface: |cutside v |

248014

[Original Source Address] (ZDOWT, WiiRry NV —2 7V =2 SOL4HTIZ AT 50
(myInsideNetwork) . £7IESMA X %27V v 7 L TERIRLET,

[Original Destination Address] (Z-2V T, Telnet/Web #— DRy bV —27 F7 T =27 kDA

ZANJ1T %0 (TelnetWebServer) . F7XBMA X %7 ) v 7 L TRIRLET,

[Original Service] (ZDW T, AR Z %27 Y » 7 LT, [Browse Original Service] # A 7 7 7

Ry Z ZATHTTP OF LW —E R 727 Bl Ed,

a) [Add]> [Service Object] Z 4R L 9,

by YmbharER—rEERL, [OK]Z2Z Uy LET,

B NATosiEsE



| NAT OISR
BT KLABEUR— B LTRLESESR (F1+2vspaD [

@ Add Service Objec B
Name: HTTPOb)
Service Type: Ter top El
Destination Part/Range: hitp
Source Port/Range:
Description:

240005

R =

) HMLWY—ERAFT V=l h2XTNT ) v 7 TEIRLET, [OK]ZZ VU 7 LT, NAT
AV T4 X2 —Ta UICRED T,

Ssiected Original Service

ot

240005

[ ok J[ cance |

AT w15 NAT ¥ A 7% [Dynamic PAT (Hide)] IZi%E L £,

B Add NAT Rule &

Match Criteria; Oniginal Packet
Seurce Interface: |inside E Destination Interface: | cuttide _:]
Source Address: | mylnsidaMetwork G Destination Address: | TeinetWWebServer [B
seruica: HTTPOBY =

Ackion: Translated Packet
Source MAT Type: | Dynamic PAT (Hide) E

240007

AT 716 [Translated Source Address] (22T, ZMAR ¥ %27 Y v LT, [Browse Translated Source
Address] ¥4 7R ARy 7 ATPAT 7 RLADH LWAy hT—2 77 MBIl E
R
a) [Add]> [Network Object] Z 4R L £ 9,
b) PAT7 RLAZEFRL, [OK]Z7 VU v 7 LET,

‘ﬁ.it_'-;_i Network Object Eq
Name: PATaddress2
Type: | Host :_‘
IF Address: 208,165,202, 130
Description:
HAT ¥
u
e J(e=J=] |3
[ut}

NAT O & S8R .



NAT OBl E SR |

B 557 pLxTEmAEE S Twice NAT

ATy 11

ATv 718
ATy 719

5l : 3BT

) HMLWRy NU—I ATV b TN7 )y 7 TRIRLET, [OK]Z27 Y v 7 LT,
NAT =2 7 4 Falb—a iR £1,

Selected Translated Source Address
L Translated Source Address -» J PATaddress2

o) (o) |4

[Translated Destination Address] (22T, JLD%ESET KL A DA4RTEZ ANT1T %0
(TelnetWebServer) . F7IIBBAX %27V v 7 L CEIRLET,

SESET R L RITEH LW, JTTOSET FLA LB I NS0T FLAIFELT RL&
EIRETDIEICE ST, TAT T 47 4 NAT ZiRET HHLENH Y 7,

Match Criteria; Oniginal Packet
Source Interface: | nside ll Destination Interface: | sutside r_j
Source Address: | mylnsidehetwork E; Destination Address: | TelnetiWebServer C
Service: HTTPOb; =
Action: Translated Padet
Source NAT Type: | Dynamic PAT (Hide) v |
Scurce Address:  |PATaddress2 C Destination Address: | TelnetWWebServer C
Service: HTTPORS D
Options
[+] Enaible rule
Description:
o= ) 2
o

[OK] %7 VU v 27 LTCNAT 7 — 7 /LZb— L &BIML £,
[Applyl 27 U v 7 LET,

L A ZE#HERTE = 117= Twice NAT

RO, ~ v B 7 INDBRAMIEERTLHVE—MKRAMERLET, vy T7END
ARA ML, 209.165.201.0127 F > N U — 7 DA EIITHEEERD VT 7 4 v ZIZIR D SEES
DT RLVABEHTHAHXT 4 v 7 Twice NAT BHANERE S TVWET, 209.165.200.224/27
X MU —27 HOEBIIFELE A, LER- T, BEWHELORZ MIFOFX Y FNTU—27 |2
P CEP, TRy FU—Z DORA M BEHFEHLOR A MBS TE 8 A,

B NATosiEsE



| NAT DfIE SR
=59 R E—RERSVRRTLY R E— RO NAT [

K 7:585%7 FLRAEMMNRESNT=RZ2 T 1 v Y Twice NAT

209165201 11 209.185.200.225
]
=

209.165.201. U.I'E? ) 209.185.200.224/27

Undo Translation Mo Translation

209.165202.128

130037

W—TYEFEE—FERTUVARTLU L E—FONAT

NAT i, V=T v RE—FRBLIOR TV ART LU N 77 AT U4 —/)bE— ROWFITHE
TEXFET, WOBETIE, BT 7 AT T4 —/LE— RO—RE972 8 HFEICOWTH LE T,

JL—T v F E— K@ NAT

ROBL, WERIZT T A N—h Xy NU—2 ZRKD, V—T v FE— FO—fxHI72 NAT OH
ERLTVWET,

NaTosie 3R ]



NAT Dl e B8 |
B 's5oxx7L0 b 2= FEEETU 9D H—TRO NAT

8:NATDf : )L—FT v K E—F

Web Server
WWW.CISCo.Com

Responding
Packet

ndo Translation
209 165 20110 »>=10.12 27

Criginating
Packet

Translation
10.1.2.27 —= 209.165 201 10

130023

1. PERARA B 10.1.227 28 Web — N2 7w FEIRETH E. X7y FOEBORETLT
RL 21012271~y 27 7 KL A 209.165.201.10 I B Ha S L E 1,

2. B AREET AL, vy T RLZ209.165201.10 IZ8ZE 52 #E L, ASADBFD/S
by "NEZELET, Zhid, ASANRTEXL ARP ZET LTy NEERT A9
T‘j‘o

3. ASAIZZFD#H. N7y hEERA MIEETAREIC. ~ v B L2 7 KL 2209.165.201.10 %
T EREOT FL A 101227 1R LET,

RSUARTFLY M E—FZFEIXITYYD 5)L—THD NAT

NAT % h 7 VAT Ly b F—= R THEHTLE. XY U= TNAT 2373572007 v
TARNY) =D NV—FFRZIF T AN = A= ZPRBERL R ET, AR =Ty
FE—RTTY v FN—THNTRBEOHEAERZ FITTX £7,
N ART L N B—RERFFELCLTY o2 =T DR NR— DL —FT > K E— KD
NAT I21%, L TFTOELB I OHIBRRH Y F77,
e AU H =T 2 A AR SN TWADIP T RLARRW 0, v~ v 7 &7 KL &
NI TNN—TF A N—DA B —T oA A ThHAIGE. A FZ—T A APAT %
RETHZ LIFTEFERA,

ARPA VAR v a A3V FR—bFENTWETAL, T/, MENOBBET, —FHFDASAD
RARNDE 9 —FHDASADKR A M ARP ERZEF L, BIEER A FOEEOT KL AR
FUHTHxy hORIOT RLARIZw vy B 7 Insg6, EEOT R AL ARP ERT
RO F FITRY £,

B NATosiEsE



| NAT OISR

FSURRTLY bk E—RERETY v S T 0—TRo NAT ]

¢ IPv4 BLOVNIPV6 R h U — 7 ORBIDOEHIT Y R— SN TWEFA, 20D IPv6 X v b
U—JM., £ 2 200 IPvA Ry U= R OEEN T HR— N ENET,

ROBNZ, A F =T = A AN ENBIZRIC Ry NV —27 %8>, FTUAXT L FE—
RO—fRHZENAT DY F V) A Z R LET, ZOVFIVADRN T VAT L N T 7 AT U5 —
JVEINAT =B RAEFITLTNDETD, 7Ty 7T AR —A )L—HF L NAT & FITT 5 LEN
HoFEHA,

K 9:NATDH) : S VARFTLY N E—F

www.example.com

{

Static route on router:

Source Addr Translation P} .
10.1.1.75 > 209.165.201.15 / Dest: 209.165.201.0/27 send to 10.1.1.1

—_ Static route on ASA:

fDest: 192.168.1.0/24 send to 10.1.1.3

Management IP .
10114

X N
ASA j

)

— Source Addr Translation
— 192.168.1.2—>209.165.201.10

192.168.1.2

1. PR A B 10.1.1.75 25 Web —N2X Ty FERETLE. Xy FOEBEORELT
KL 2101175k~ v 27 7 KL & 209.165.201.15 [ZEH X F 7,

2. V—ARREEFT AL, w7 T RL 220916520115 1205 EE L. ASARFD /Y
oy bEZELET, ZHE Ty 7 AR)—A Lb—H|ZiE, ASADEHIP 7 N1 X(T
EENDAIT A I — DDy BT Xy NI — I REEND DT,

3. FDO%. ASAlZ~ v B T R X 209.165.201.15 Z#Z5# L CTEBEDOT KL 2 10.1.1.1.75
WRLET, EEOT7 FLRATEEREFE SN TWSTZH, ASAITZDOT FL R ZEHER A
MZEFELET,

NAT O & S8R .



NAT Dl & S8

B wrrsron—5s0v

4, HRAPF192168.1208EL., VE—2 b T 7 4 v 7 %%E, RMUTav A0 AELET,
ASAIN—TFT 4 7 T—T N TNh— 2B L, 192.168.1.024 DASA AKX T 4 v 7 Jb—
MZHEASNWT ATy b&2 10113IWCHDIF T AR —A N—ZIZEEFELET,

NAT /N5y FDIL—TF 4 25

ASAEZ, v~y BT T RLRICKHEESNDL Ty NOSEETHLILENH Y £3, ASA L,

VYT T RUVASETCUTEE SINDT X TOZENT Y NOMNA 2 —T = A ALRET
HRMENRHY 9, TOIHETIE, ASA DB NAT ZH LT 7 v FOZER KOG 2087
BLIFECOWTIERBA L £,

XYEVT T RLREN—T12T

EEEDOT RL AR~ v BT 7T RUVAIZERTLEAIF, BRLE~y BV T RLAIZE-
T, v T RLVAOL—F 7 (WERE )% RETLHHERRESHET,

<~ TIPT RLARIZETAZEDOMD T A KT A 2D TIE, NAT DZEDOMDHT A KT
Ao ESRLTLEZN,

WKDORE Y7 TlE, ~v T T RLADH A FIZOWTHHALET,

TYELT AR —DT A RERMUEURYMNTI—OEDT KL R

\}

St (v B T) A E—T A RELFE LRy NT—2 EOT RLAZFEHT L8545, ASA
7B X ARPZEHALTY vy B 7 7 RLZAD ARP ERIZSE L, v~ v B 27 7T RL A
BCORNT 74 v 7 2RITZBELET, ZOHFETIE, ASARZOMOR Yy NT—T7 D5 — |
?14T%ézgﬂﬁwt@\w~74/7#%%kéﬂi¢o_@/Jn g k. AR
Fy T =2 0RO 7 ) —T RUAREENTWLIEAICKbDE LT, 17y
7Mﬂiti2&74/7NM%NﬁMJW@%ﬁ%bf%éﬁAi%ﬁﬁMngo54
F X7 PAT TIET FLAER D72 THHEATE 2EROEDKIBIZILEES NS DT, 4
Wty hT—7 THEATE A7 FLABNDLLORWSEATYH, ZohEeaATE £,
PAT Tli, ~ v E VT AL B —T A ADIPT RLALHTX £,

G¥)

VYU T A B =T 2 A ABREEDOA A =T oA AL LTHEL, v v BT A U H—
T4 AZAD1IHDELTRILRXY hUV—27 LD~ o B 7T RLARIEETDHE, TO~ v E Y
7T FLAD ARP ERZHIDA B —T 2 A4 ATZETIHAE. ANMA v F—T A ATE
DHYy NT—ZDARPZ LV M) ZFETREL, TOMACT RLAZHRETHLENRH Y F
T, HBHE, vYEV T AU E—T 2 AUEEDA U E—T 2 A AERELT, vy BT
T RVADEEOR Yy NT—2 ZFEHT L L. ZOWRWITHEEL EH A, [Configuration] >

[Device Management] > [Advanced] > [ARP] > [ARP Static Table] DJEIZER L, ARP ZiXE L
£7,

B NATosiEsE


asdm-78-firewall-config_chapter10.pdf#nameddest=unique_232
asdm-78-firewall-config_chapter10.pdf#nameddest=unique_232

| NAT OfilE B

BE0+y ko—stn7 Lz [

BEDRY D= LDT7 FLA

e (v B TENT) AV F—T A ARy N7 THARGERT RLAXIV L DT
RUANRMERSEEITZ. OV T Xy v EOT RLAZ# &4, 7S A MY —LA)L—
ZIZiE. ASAZEL TWAR Y B S T RLADAEZT v 7 )b— DL TT,

Fio. V=T v RE—FROHEA, BhEry NUV—7 LOIPT RV AZF— U =A L LT
LT, ~v BT T RUVADASAILAAT 4 w7 — b EREL, V=T 47 7nr b=
NWEER L TLV— MBEMTL2ZENTEET, & E, WERy hU—72 (10.1.1.0/24)
WNAT ZfH L., =~y E 7 IP 7 RL A 209.165.201.5 2 -9 284 1%. 209.165.201.5
255.255.255.255 (KA LT RV A) OALT 4 7 Jb— | Z HEATATHEZ: 10.1.1.99 77— h T =
AICRETEET,

route inside 209.165.201.5 255.255.255.255 10.1.1.99

T ART L b T— FOBAIL, EBEOR A DN EBESEG SN THHAIEL. ASA 2R A
VETALEINCT YT ARNI A NV—FDAET 47 —  NEFRELET, 83 TlE, 7
0= LR IP T FLAZEELET, 84() UETIE, 7V v ZL—7DIP 7 L X
ERELET, NTUAXRT LY R E—ROUVE—KN KA MDOLE, Ty T ARY —A L—
EDAZT 4 v 7 —hTROVIZE T AN =LA N—HDIPT RLAZRETEET,

EEDOT7 FLRERLELT FLR (FATT 4T 4 NAT)

(8.3(1). 8.3(2). 8.4(1) TAT T 4T 4 NAT DF 7 /)L FEIET, 7% ARP LT «
=Tz ENET, THERETEEEA,

(84Q) LK) TAT T 47 4 NAT OF 7 4V FEIET, 7% ARP |34 F—7 MIZ &
AL, MDRZT 4 7 NATL— /L —FLET, RBISLTTRF T ARPEZT 4 E—T /L
ICTCEFET, BREIOSUTHEER LT v 7 NATDT 0¥ ARP 25 4 E—7 M T&E %
T, TOEAHIE. Ty 7T AR =LA NV—Z OV — DD L E2ERTHIVLERD D E
T

TAT T 4T 4 NAT ODBA, BHEIZT0F 2 ARP NAE T, BAIC L - ClidwirticiE+
LA T AREERH Y £9, L 2E FEEDOIPT RLADIRFRT AT VT 4
T4 NAT L— LV ERE LTSS, 7RV ARPZA X —7 LD EEICLTELE, v v
TAUHE—T oA ATHEER SNy NUV—7 EOKRA NOREZSI ST E0NHD
T, ZOBE. vy BT Xy FU—IDHRA BRI Ry hT—7 ODOBA - Ei@EET
AL, ARPERNOT KL AL ((EEDOT RL AL —HT5) NATL—Le—HLET, =
DEE, BEIZIFZASAMITONRT » RTRWEGAETH, ASAIZZDOT RLADARPZ 7 1%
YLET (ZOREIT, twice NAT L— AR E SN TWDLHEEIZHHEAELET, NAT L—/b
T LSO T L AMFIZ—ET HLERH D FT08, FvX T ARPHIEIL [XEF50)
T RLRIZH L TORTONET) . EBEDRA LD ARP JEZDHTIZ ASA O ARP W& %5
BLEBE, b7 74 v 738> TASAICEESNET,

NaTosie 3R ]



NAT OBl E SR |

B =207 LRERACTRLR (FAFU7 47 4 NAD)

10: 74 T2T4T4 NATIZCEET 570+ ARP DRIRE

209.165.200.230

—I |
il

Too late
209.165.200.231

209.165.200.225 T
Outside !

ARP for 209.165.200.230. | (1)

Identity MAT for
“any" with Proxy ARP

Proxy ARP for 209.165.200.230. @

Traffic incorrectly sent to ASA. @

FHUIS, TAT T AT A NATICH LT 2 ARPMLEICZR D £9° ((RAE Telnet 72 &)
AAA Ry NU—7 T RAMERATHE, A NI, ZOMO T 7 4 v 7 RN @I 55
\Z, Telnet 72 EDOH—E A ZHH LT ASAIZK L CRRGET A ENH Y £7, M xa /A
VERMT D7D, ASA IZEAE Telnet r— AR ETE 9, HED HAIE Telnet 7 K L

AT VAT LG, TrX T ARPHREFHHT RLADT AT T 47 4 NAT L—/L %
RETHMLENH D 3, (AR Telnet DNER 7 1 22X Y, 7% ARP Tl ASA 1T NAT
=L CTCHEEITLA V F—T A AB 8T 7 4 v 7 ZEET 5O TIEAR L, A8 Telnet
T RVABTCO NI 7 4 v 7 2R TEET, KROKZZBL TSN |

11: 7O0x < ARP & {78 Telnet

Virtual Telnet:
209.165.200.230

209.1685.201.11

.

|m)

k.

Server
Identity NAT for Telnet o 209.185.200.230. | (1)
209.165.200.220
between inside and outside
with Proxy ARP Authenticate. @

Communicate with senser. @

. NAT O & S8R



| NAT DfIE SR
UE—F Fy hT—2DFSVRRT LYk E—ROL—7 1 v EH ]

JE—FRYET—IDESVRRTLY N E—FDIL—T 42T
=14

oo AXT LY N E—RNTNAT 2EHT 256, —HOXATDONT 7 4w 7121F, AH
T A 7 — BB 9, FERICOWTIL, —RERBEORTEN A R 1L L
720N,

HAOA 3 —T A4 ADRE

NAT L TCWT, ASANS Y BV T T RLAD NT T 4 v 7 %5+ 5845, ASA X
NAT /L— UIZfE - THET RUAZWZEH L, FEEOT RLRIZATy FEEEFELET, ASA
WX, MOFETRTy NOWIIA v F—T oA ABWRELET,

e NTUART LU N = RFEREFA—T y FE—=FOUT VoY IN—T LV H—T =
A A ASA I NAT L— L2 L CERBEOT RLAOH A v X —T oA ZAZRELF
To NAT L—/LD—HE L TEEIT, SAEDT I vV INV—T A N—f X —T A
AERET HHLERDH Y 77,

I—F vy RE— ROEFA L Z—T x4 A ASAIZ. IROWTINDIDFIETH A v & —
Tx A AEPELET,

*NAT V— )V TCA U H—T 2 A A%BFEETDH : ASAIINAT V— L EFRH L THIIA
B —T 2 A ABPELET, (8.3(1)~ 84(1) Ma—DHISMNIT AT T 47 4 NAT
TT. TAT T 4T 4 NAT Tl NAT 27 ¥ 2 b—3 3 UZBFRRL . FIZ
N— R 7Ty IPMERESNET, B4Q)LE) TA T T 47 4 NAT DA
FI7 4NV REMEIINAT 20 7 4 Falb—i g 2T LT, 277L, b
DICE Ty ar LTEILV— My 2 T v 72T AZ L TEET, — oy
FUVATIHE, V= bV I T 7O EEENNEIIRDIEERH D 7,

eNAT L—/VTA U H—T oA AEFRELRD : ASAFNV— b Vo7 T o7 HERL
THAHA v E—T 2 A A PELET,

WO, V=T v RE—=RTOHNA L HX—T 4 ADOFTRFEEZRLET, ZEAEDY
HEL = b I T TIENAT L= DA v F—T 2 A ZALRILTT, 72720, —E O
TIE, 22O FERRLDHEERH D 7,

NaTosie 3R ]
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B venonar

12:NATIZ&LBIL—Tv R E—FTOHAM VB2 —T 4 ADFEIR

Real:10.1.1.78
Mapped: 209.165.201.08

I:' — Inside —8

Packet
< Dest. 209.165.201.08

| ousice -

¥ '

<Send packet out Inside interface. 209.165.201.08 to 10.1.1 .?E'-|
A LIntranslation

L5

—

¢ Where to send 10.1.1.787

(;\/ MAT rule specifies interface?
Yfes
Mo

MNAT rule specifies route lookup? Look up 10.1.1.78 in routing table.j L
Yes | 2

£

Lo}

(3

VPN @ NAT

WD Ry 7 TlE, SE8FERZA 7D VPN Z 7= NAT OfF BN DWW TEH L £,

NATEUE— K72 EXVPN

WOz, WNEY—N (10.1.1.6) A F—Fy NZTZ7EBATHVPNZ A7 b
(209.165.201.10) DOz~ LET, VPNZ FA T "HDOAT Y v b horxlV 7 (BE
L7 hT7 747 DHBVPN Fr L ETROD LY b)) ZRELRVIRY, £ ¥ —F vy
MARAL U RENIZVPN T 7 497 H ASA ZREBTHXLERHVET, VPN T 7 4 v 7
DASAICHESND &, ASA TNy FEEFLL, /o737y MdxEErs LTVPN
7747 ha—ALT KLA (1033.10) BDEENTHET, NExry RV —27 & VPN 7
TAT b= Ry NT—=T DT, A2 —Fy MIT 7 EATHT2DITNAT IZ
KXo THRESND ATV v 7 IPT RUARKETT, ROBITIX, A X —7 = A A PAT
N—NVEFHLTHWET, VPNF T T4 v I B, AoTERA L F—T oA RALRTA U Z—
T2 A AN TITIT DL 22T DI, A& —T7 =14 ANlE Bl [~78Y xv b
=X 7)) ZARX—T VT EHELERDHY £,

B NATosiEsE
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nat s yE—+ 7522 ven [l

B:AVE—FRYREVWN S T4 IDALAB—TTARPAT (A V3 —T 24 RA)

now loc

2. ASA decrypts packet; src address is 1. HTTF request to www.example.com
al address “.
. S suc 209.165.201.10
209.165.201.10 = 10.3.3.10 i
| ) i
| )

VPN Client

ASA Cutside |P: 203.0.113.1
o~ -,
' — 209.165.201.10

A HTTP to
www.example.com

3. ASA performs ||'|t-—|f:|, PAT for outaoing traffic.
Intra-inte face config req'd. wmu.example.ccm

'Src 203.0.113.1: ﬁnru )4 HTTF"F-ILImH

S~ w.example.com

‘ 6".‘: 203.0.1131 :60?9

|1ﬂ.l.1.6 —» 203.0.113.1:6075 |

B. ASA performs interface PAT for
outgoing traffic.

JTIHE2

C. HTTF request to www.example.com

WODKNZ, WEHD A= =T 7 8ATHVPNI T4 7 bERLET, ASAIL, W
Fy hNT—=2 LRy NI ORI RNT 7 4 v IR, A2 —Fy N T 72 AFITHEL
oA VB —T 2 APATV— /T HZ L2 MfFT 25D T, VPNZ 747k (10.3.3.10)
25 SMTPH—8 (10.1.1.6) ~D R T 7 ¢ v 7%, U AN—R RAEENFEKNCHERINET,
103.3.10 725 10.1.1.6 ~D s T 7 ¢ v 7%, NAT L—/MZ—F L EHAM, 10.1.1.6 75 10.3.3.10
~NDOVH—2 T T4 PF, BENT T4 v I DA HZ—T A APAT L—LIZ—ET 5
VERBHY £9, EFRBLOW RO 7 0 =03~ LW d, ASAITZERIC Yy b &
Fay 7 LET, ZOREZERET DT, TNOD0FXy NU—JBOT AT T 47 4 NAT
N—NEHEHL T, A Z—T A APATL—LANE VPN Z IS4 T NRNEDO T 7 47
BT HOMLERHD ET, TAT T AT A NATIZRILT RLAIZT RLVAZEBRLET,

NAT O & S8R .
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B vt sEUYA Fy—y o b pN

4:VPNI S AT DT AToT4T 14 NAT

nacket; src address is

209.165.201.10 = 10.3.3.10

3. ldentity MAT between inzide and VPN Client NWs
Src: 10.3.3.10 - 10.3.3.10 1. SMTP request o 10.1.1.6

Dst:10.1.1.6 —> 10.1.1.6 (o i 11:-.' \

4. SMTP request fo 10.1.1.6 ) P
'.xl:.-‘frc. 10.‘3.3.10.. J ‘ -_f‘_"f:-——-—p_,,,

LS &

—— VPN Client

_____-,"_-1'-'"""”_‘; 209.165.201.10
Inside !— it _:'@st: 209.165.201.10)
T 8. SMTP responze to

VPN Client

Sre: 10.1.1.6 —» 10.1.1.6

Dsi: 10.3.3.10 Dst: 10.3.2.10 =+ 10.3.3.70

5. SMTP responseto 8- |dentity NAT
VPN Client

| 10.3.3.10 — 200.165.201.10 |

303453

7. ASA encrypts packet; dst address is now real address

FEORY NT—7 DI DOWDY TV NAT OREZZR LT EE W,

! Enable hairpin for non-split-tunneled VPN client traffic:
same-security-traffic permit intra-interface

! Identify local VPN network, & perform object interface PAT when going to Internet:
object network vpn local

subnet 10.3.3.0 255.255.255.0

nat (outside,outside) dynamic interface

! Identify inside network, & perform object interface PAT when going to Internet:
object network inside_nw

subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic interface

! Use twice NAT to pass traffic between the inside network and the VPN client without
! address translation (identity NAT):

nat (inside,outside) source static inside_nw inside nw destination static vpn_local
vpn_local

NAT 5 KUY A bY—H 4 VPN

WOKNZ, R—NE =P ) BDFT 4 AT DA MY —H A b V& RLE
T A F =%y MIET T 7 4 v 71I2o0WT (728 2IER—LZ—D 10.1.1.6 7> 5
www.example.com ~) | A LV H—F v h~DT I EHADZDIINAT (2L » TRt SN 587
Vo Z IPT7 RLVABRKETT, ROFITIE, /> F—T = APAT L—/LEEHLTNE

B NATosiEsE
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NAT & U A by—44 ~ven [

9, 7272L. VPN h o 2V ERBTH T 7 4 v 7i2o0nTik (& z2iE, R—AF—n
10.1.1.6 2B /B 102278 ~) | NAT #FEITLERA, TOD, TAT T 4T 4
NATV—/VEAERR LT, DT T 4 v 7 BN T HRERHY £T, 74T 7T 47 1 NAT
FRILY RLAIZTY RLAZEHRLET,

B 15: 94 FY—HA FIPNDT-ODA L E—T A X PATEEUVTATT 4T 4 NAT

2. |dentity NAT between NWs connected by VPN

| Sre:10.1.1.6 —» 10.1.1.6

Dst: 10.2.2.78 — 10.2.2.78
3. IM recened

e B
 Sre:10.1.1.6 )

e § é‘L; - | - ;ﬁ

P : [T T KSan Jose [ ==
FirewaIHT-.\S'tE't Site VPN Tunnel .FurewaIlE e 102278

1. IM to 10.2.2.78

T
(Sre: 1011 .ﬁ:‘l

FW Outside |P: 203.0.113.1

| 10.1.1.6 —> 203.0.113.1:6070 | www.example.com

{ Bre: B '
\Sre:10.1.1.6 | B, The firewall performs interface PAT for
AHTTPto outgoing traffic.
www.example.com

.l'/- - : By
"*?_”:' 203.0.113.1 .BD?_'D/,I

C. HTTP request to www.example.com =

]

WODOKIZ, Firewalll (R—/V & —) (T8 d 5 VPN Y 74 7 b & Firewalll & Firewall2 (3
v 8) WOV A R —H%A b FrR ETT 7B AFRERY—N (10.2.2.78) 2% 5 Telnet
FERERLET, ZHEATEVERTHDLZD, VPN I FTA T ENHEDIEATT v b b
VANDAE—=Fy NE ST T 4 v ZICORER, A F—T oA ANBEEENMET DL
BWRNHD F9, FBIENAT LV—ILINSEZD T 7 4 v 7 RIS D720, VPN IZERG S i=45
Xy NU—JMBTITODLREERIZ, VPN FA T bR — N A —BIOr /EDRy b

TU— M TT AT T 4T 4 NAT ZiRETHVELH Y 1,

NAT O & S8R .
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B wssvss ry—va rven

16: 94 bY—H A CVWPN~DVPNY SAT7 U TOER

10.1.1.6

2. Firewall decrypts packet; src address is 1. HTTP request to 10.2.2.78
now local address

| 209.165.201.10 > 10.3.3.10 |

.-/-
Inside a
Boulder = T TH

- ™
(Src: 209.165.201.10 )
% /

£ Theige Y

——Intermet "——

 — . mmm® San Jose
—~__ Firewally Steto-Site VPN Tunnel i i /102278
Sre:10.3.3.10 - 10.3.3.10 - -
i B
Dst: 10.2.2.78 & 10.2.2.78 k\-srl.'.!: 10.3.3.10 )
iy
3. ldentity NAT between VPN Client & 4. HTTP request received

San Jose NWs; intra-interface config reg'd

2 % B OFIO Firewalll (R—/v4—) 12O\ TIE, RO NAT O%EFIZZH L TS 7TE 30,

! Enable hairpin for VPN client traffic:
same-security-traffic permit intra-interface

! Identify local VPN network, & perform object interface PAT when going to Internet:
object network vpn local

subnet 10.3.3.0 255.255.255.0

nat (outside,outside) dynamic interface

! Identify inside Boulder network, & perform object interface PAT when going to Internet:
object network boulder_ inside

subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic interface

! Identify inside San Jose network for use in twice NAT rule:
object network sanjose_inside
subnet 10.2.2.0 255.255.255.0

! Use twice NAT to pass traffic between the Boulder network and the VPN client without
! address translation (identity NAT):

nat (inside,outside) source static boulder inside boulder_ inside

destination static vpn_local vpn_local

! Use twice NAT to pass traffic between the Boulder network and San Jose without
! address translation (identity NAT):

nat (inside,outside) source static boulder_ inside boulder_ inside

destination static sanjose_inside sanjose_inside

! Use twice NAT to pass traffic between the VPN client and San Jose without
! address translation (identity NAT):

nat (outside,outside) source static vpn_local vpn_local

destination static sanjose_inside sanjose_inside

Firewall2 (> / B) 12250V Tid, D NAT OFEBRZ S L T 7ZEW,

! Identify inside San Jose network, & perform object interface PAT when going to Internet:
object network sanjose_inside

'—IHPN Client
4-’/) , 209.165.201.10

303260

. NAT O & S8R
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NAT 5 £ U PN g7 s w2 ]

subnet 10.2.2.0 255.255.255.0
nat (inside,outside) dynamic interface

! Identify inside Boulder network for use in twice NAT rule:
object network boulder_inside
subnet 10.1.1.0 255.255.255.0

! Identify local VPN network for use in twice NAT rule:
object network vpn_local
subnet 10.3.3.0 255.255.255.0

! Use twice NAT to pass traffic between the San Jose network and Boulder without
! address translation (identity NAT):

nat (inside,outside) source static sanjose_inside sanjose_inside

destination static boulder_ inside boulder_inside

! Use twice NAT to pass traffic between the San Jose network and the VPN client without
! address translation (identity NAT):

nat (inside,outside) source static sanjose_inside sanjose_inside

destination static vpn_local vpn_local

NAT 5 KU VPN EET7 I £ X

VPN #9256, ASA BB LIS v F—T = A RUNDA o H—T = A4 ZA~DEHT

JERAEFATHIENTEET, e xIE, MTA X —T = A A5 ASA ZHMET 585

A BT 7 & AMERETIE. ASDM, SSH. Telnet, F7-IZSNMP &M L THEA v 4 —7 =
ANZHERET H Z EDFRETT, £2lE, WElA ¥ —7 = A A ping #ETTX ET,

WO, ASA DNERA o H —7 = A AT Telnet #f5¢ 45 VPN 7 A4 7o b &R LE T, &
77 8AALH—T oA A%EHL, NAT L UE—hF 727 &EAVPN (36 3—) £/
NAT BE O A bV —H+A K VPN (B8 X—) [ TTAT T 4T 4 NAT & ET H
BH. NN T T AT a B LU TNAT 2R ETHHLERNHY £7, L—F
N T T o TNIRNEE, ASATX, V=T 4 7 T—TLONFIZERRL, NAT =< KR
THRESNTA L EZ—T 2 AZNO NI 7 4 v 7 ZEELET, ROFITIE, HHAF—
Tz A AINEA X —T A ATT, ASAT, Wiixry NT—ZIZEB T 7 4 v 7 2%lE
LE¥A, ZHIE. WALV Z—T 24 ADIP T RLAIZITREY £ A, L—h Ly 7Ty
TATvarEERTHE ASA IR, WER Y N =27 ORDVICNERA v X —T =24 ZAD
IP7 RLVRICEHERN I 74 v 7 2 X[ETEET, VPNZ FA TV ED LN xry hT—7 |k
DERARNDNT T4 IDBRE. V= VoI T o7 T arBnboTHIELWH A
VHE =Tz A A (NE) ([Zblzd, BEDONT 7 4 v 7 7u—3HEEZ TTERA, L—
N I T T F T g L OFEICOWTIE, A ‘/5{~7I4x®5%m (35 2—) &%
L TLSIEEN,

NaTosie 3R ]
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B wevwnorsonea—sr0y

17:VPNEET7HE R

-

2. ASA decrypts packet src address is now local address

209.165.201.10 —» 10.3.3

3. |dentity MAT between inside &
VPN client NWsz: route-lockup req'd

Src: 10.3.3.10 —» 10.3.3.10

Dst: 10.1.1.1  —2 10.1.1.1 Slc 209.165.201. Il}
4. Telnet request to 10.1.1.1
(Sre:10.3.3.10 )

\

ASA Inside IP:10.1.1.1 N | '

— '__'-_._.____———-" K" ".FP‘N Cllent
: : — 209.165.201.10
Inside . I_ Internet

e : @51 209.165.201. w)

T E 8. Telnet response to
VPN Client

Sre:10.1.1.1 = 10.1.1.1

Dst: 10.3.3.10 ;
Dst: 10.3.3.10 & 10.3.3.10

5. Telnet response L
io VPN Client 6. |dentity MAT

| Dst: 10.3.3.10 > 200.165.201.10 |
7. ASA encrypts packet; dst address is now real addreas

303461

FEORY NT—7 DD DY TV NAT OREZZR LT EE N,

! Enable hairpin for non-split-tunneled VPN client traffic:
same-security-traffic permit intra-interface

! Enable management access on inside ifc:
management-access inside

! Identify local VPN network, & perform object interface PAT when going to Internet:
object network vpn_ local

subnet 10.3.3.0 255.255.255.0

nat (outside,outside) dynamic interface

! Identify inside network, & perform object interface PAT when going to Internet:
object network inside nw

subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic interface

! Use twice NAT to pass traffic between the inside network and the VPN client without
! address translation (identity NAT), w/route-lookup:

nat (outside,inside) source static vpn_local vpn_local
destination static inside nw inside_nw route-lookup

NATEVPND ST a—Ta4290

VPN 2 L7 NAT OFfEZ b T TNV 2 —T 4 7 T57-D12i. IROEHRY — L2
LTLEENY,

B NATosiEsE
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Py k7—s 0z ]

e Ny b hb—H ELLERH LGS, N7y b bb—iE, Ty EREELTW
BHNAT L—/LE2F R LET,

s shownatdetail : FFEDONAT /L—/L Db v F By FBXOEHfEGRISNTEZ T 7 4 v 7
AFRRILET,

eshowconnall : R 7 A NT77 4 v 7 LOMOERiEELT 77 4 THic T LET,

EMEICBRD R WRE L BMET D720 DR EZE K S ERT 51213, ROFIHEEZFATLET,
1. 74727 47 14 NAT 2 L72v VPN Z3%E L £7,

2. show nat detail & show conn all Z AJ] L $7,

3. TATYT 4T 4 NAT DRREZBMLET,

4. show nat detail & show conn all Z#¢ V) K L F 4,

IPv6 v kD — 0 DEHA

IPv6 DI & IPVA DHDFRy NI —JTRT 7 4 v 7 @RS LERH LS, 7 FL
A B AT DOEHINAT 2 FEATIHIMLENDHY £, 2 O0DIPv6 Xy NI —27TH, Sy
NI =7 WENET RUAZIEFRRIZTOILERNHIGELH Y £,

IPv6 %> N T —2 TIROEHY A T HFHTEET,

« NAT64, NAT46 : IPv6 /37 K% IPv4 /37 > MZ (F7213F0WIZ) BHLET, 2D
DRV — IPv6 5 IPv4 ~DZH, I OVIPv4 705 IPv6 ~D % EFeT D M TN
HYFET, ZHIT 1 OD twice NAT b—/L TEITE F34, DNS — 0355+~ b
T—7 D561, BZLIDNSIWEEZY 74 NTHXERHY £7, sz ET
% & X twice NAT L— /L TDNS U 74 NEBAICTHZENTERNZDH, 25D
Network Object NAT /b— LV &AERKT D Z EN X VIR Y ) =2—2 3 T,

A\

GE) NAT461IZAZT 4 v 7 v v LT OHREYR— N LET,

NAT66 : IPv6 /X7 R &ERIDIPv6 7 RLAICEBLET, AXT 4 v 7 NAT =T 2
TEEWRLET, FAFT I v NAT 721X PAT ZEH TE 425, IPv6 7 R L A TR
BICH DD, XA FI v 7 NAT 2T 20ERH D 5 A,

N

GE)  NAT64 B I UNAT46ITEHENL—T v R A VX —T = ATOHARNTT, NAT66 TV —T v
RBLINTY v T—T A N—D A B —T = ADMEHFTHLTT,

NaTosie 3R ]
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. NAT64/46 : IPv6 7 K L X D IPvd ~D %2

NAT64/46 : IPv6 77 kL A D IPv4 ~DZ

N7 49 7BIPv6 ry NT—T B IPVA DHDF Yy NT =TT 7 BATHE XL, IPv6
T RUVAZIPVA T RLAIZER L, IPVA NS IPV6 ~h T 7 4 v 7 INIESNDMERD Y F
T, 2O0F7 RVA P —NVEERTLHULENSHD T, IPvd Xy NI —7 TOIPv6 7 KL A
BNRAVRTLIPVET RLA =)Ll IPv6 X v hT—7 D IPv4 T KL A% NA 2V KT 5
IPv6 7 KL A F— /LG9,

e NAT64 L — /LD IPv4 7 RL A F— Ui H /NS IPv6 7 94T N T RLZED 1
K1 DO~y BT EIT)DICH372T RUVARRWAREERH Y £, ¥ A5 v 7 PAT
WEZ AT I v T ERITATT 07 NAT L LT, K OHEIZEEDIPv6e 7 T 1 T >
b7 FLRIZHRHIETEE T,

e NAT46 /L — /LD IPv6 7 RL A T —)LE, vy B 7 EN5HIPvd T RLADHEEFLW
N FRFENEBILDENARETT, UL, K 1Pvd T FLAZ R D IPv6 7 F
LAy B T TEDLLICRDET, NAT46IIAZ T 4 v 7 =~ v B T OB %Y R—
c2720, AT IV PAT AT HZ L IXITEERA,

EEILIPV6 Xy NU—7 HE | 5EEIPva Xy NU—T HO 2 DORY o —%EHKT HMLEN
HYFET, ZHIT1OD twice NAT b—)L THEBLTE E9 3, DNS =034 x v hT—2
WZHDHHEEIT. BELIDNSEEE Y T4 NTHOMERHY £, SWAEEETT D EXIT
twice NAT /b—/L'CDNS U 74 b 2N 2 2 ENTERNZH, 2 DD Network Object
NAT V— 1V aAERRT D Z RN L VYR Y ) 2— 9 TY,

NAT64/46 D5 : RERIPV6 =~y T —0 ESERIPVA A B2 —F Y

IR T OITEMR BT, IPV6DAHADONER Y hT—IBHD ., A X —Fy MIEEFETD b
TT7 4 TIZOVWTIPV IZEBRTAVNERH D £9, Z OB TiX DNS ZBHDOMIENRN 7202 &
FRIEE LTWET, 2070, H—0 twice NAT /L—/L T NAT64 & NAT46 D i )57 DR %

= =37y
FITTEET,
=
\Web server
| | 200.185.200.225/27
autside
IPvd | 200.165201.1/27
@-
2001:dbS:: 100 — 208.165.201.1 F)
209.185.200.225 — 2001:db3:01A5:CBE1 E
inside
1PV 2001:db8::1/88

E Inside client

2001:db3::100

—

B NATosiEsE



| NAT OfilE B
NAT64/36 Ol : &S IP6 =y k7 —% st IPva w5 —% v + ]

ZOBITIE, A E—T 2 A ADIPT RLAEFEAF IV PATA L Z—T = A A%E
HALT, NELIPV6 * bU— 27 % IPVAICEB L E T, HELIPvA N T 7 ¢ » 713 2001:db8::/96
Fy NU—7 D7 RLURITHIICE#E S L, NERy U —27 TORENRFRIEINET,

FIE

ATV T WEIPV6 * > KT =T DI DFy NT—7 A7V =7 NEAERL £,
a) [Configuration] > [Firewall] > [Objects] > [Network Objects/Groups] % 3R L £,
b) [Add]> [Network Object] 7 V v 7 L £,
) WO7TuaNRTF 4 EHEHLTAT V27 PERELET,

« Name : 72 & 21X, [inside_v6] T,

» Type : [Network] %R L £,

« IP Version : [IPv6] %R L £ 7,

« IP Address : 2001:db8:: & ASI L E 7,
* Prefix Length : 96 & AJJ L £ 7,

Add Network Object >
Name: inside_v6

Type: Network

IF Version: (1P (@) IPve

IP Address: 2001:db8::

Prefix Length: 96

Description:

[ NAT

d) [OK]%Z7 Vv 7 LET,

ATYT2 IPv6 1y N T —7 % IPv4 ICAH L CTRHOVR T 729 D Twice NAT b— /L ZAERL L £77,
a) [Configuration] > [Firewall] > [NAT Rules] DJIE|Z 3R L F 7,
b) [Add] > [Add NAT Rule Before “Network Object” NAT Rules] 27 V v 7 LE79,
¢) R® [Match Criteria: Original Packet] = 7"> a2 v ZBRE L £7,

« Source Interface : [inside] % ER L £,

« Destination Interface : [outside] %% L £ 97,

* Source Address : inside v6 X NV —27 A7V =7 FEBEBRLET,

NaTosie 3R ]
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B natesiss ol - shEBIPV £ L2 —F o k& DNS ZHRE R LI-RE IPVG Ry kT —2

» Destination Address : inside v6 %> NV —7 A7 V=V FEERIRLET,
* Service : 7 7 A /L h D [any] ZHERF L 97,

d) ¥R [Match Criteria: Translated Packet] 47" a » #XEL £ 7,
» Source NAT Type : [Dynamic PAT (Hide) ] Z&E&R L £,
* Source Address : #MA v HF —T = A A BB ET,

» Destination Address : [any] Z 3R L £ 77,

FOMDOF T a NITT 7+ MEOEFITLET,
HATa TRy 7 RIRDOE ST F5,

Match Criteria: Original Packet

Source Interface: Inside ~| Destination Interface: outside
Source Address: inside_vt - Destination Address: inside_v6
Service: any

Action: Translated Packet
Source NAT Type: Dynamic PAT (Hide) ™

Source Address: outside - Destination Address: any

e) [OK]%27VUvZ LET,

ZON—=ITED ., NERA H—T = A AD 2001:db8::/96 VT % v RINBANEEA K —
T oA RZANITRXTDO T T 4w 7B, IMEA X —T 2 A ADIPvAT KL A%
L T NAT64 PAT BHa S uE 9, W2, WA v ¥ —7 = A RZADINHEAR Y hT—27 D
IPv4 7 R L AT R_T, #AIAKRIPvA 7 R LA F 2 LT 2001:db8::/96 % v kU —
7 D107 RLRAICEBINE T,

NAT64/46 D15 : SV &R IPvA 4 32—y & DNS ZH#ZEA L =NER IPv6 v kD —%

PUFIE, IPVODHDONEFR Y ST =7 BH YD | SO A > F—F v MR — B M L
5 IPv4 DB DY — ¥ AN H D HE DARERA2H T,

B NATosiEsE



| NAT DfIE SR
NATG4/26 (O - 4458 IPVA £ 8 — % k& DNS ZH A A L=mE 6 2 k7—2 [

=
Web server
209.165.200.225/27
EJ 1
| =l DNS server
@ . 209165202 129/27
\'—oﬁtside S
IPvd 209.165.201 1/27
@ DNS: www . example.com
Aho. = A 209.165.200.225 — AAAA 2001:db8:D1ALCEEN
333112282016}22_5’ iugal[]{ilsﬂzt?;&&&c&ﬂ gﬁ 209.165.202.129 — 2001:DB8::D1A5:CAS1
R B . 209.165.201.1 — 2001:db&::100

inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
\ 2001:db8::100

ZOBEITIE, AN A v BZ—T A AZADIPT RLAE XA F IV I PATA VB —T = A A%ff
LT, WEBIPV6 r > b T —27 Z IPv4 IZE# L E3, SN IPv4 T 7 ¢ v 713 2001:db8::/96
Fy NU—=27 D7 RUAIZHIIZEIIL, WER Yy N —7 TORFERTFTINET, SN
DNSH— "B DIRENRA (IPvd) 715 AAAA (IPv6) L a— RIZAHSIL, 7 KL AR IPv4
ME IPVE ICEH SN D L 91T, NAT46 /L—/LDDNS V74 FaARNZ L ET,

PUFIE, WHEBIPV6 %~ N U —27 @ 2001:DB8::100 D7 Z A 7 > b 73 www.example.com % B Z
9L LTWDHEAED, Web ERO RNy —7r o 2 TY,

1. 79472 2 2—%32001:DB8::D1A5:CA81 @ DNS H— 3|2 DNS Bk A %E L
F 9, NAT /L—/ L DNS EROE(E 7T &SI x L TROEBHEZITNET,

+2001:DB8::100 225 209.165.201.1 D—FE D HR— k-~ (NAT64 A > ¥ —7 = A A PAT
JL— L)

«2001:DB8::D1A5:CA81 7> 5 209.165.202.129 ~ (NAT46 /L—/L, D1A5:CAS81 /%
209.165.202.129 (ZFHY 55 IPv6 T9)

2. DNS ¥ — 3%, www.example.com 7% 209.165.200.225 TH D Z L 2~ T A La— R&fiH
LTSELET, DNSU T4 AR NAT46 /L —/L1E, AL a— K% IPv6 S D AAAA
La— RIZE# L, AAAA L 22— KT 209.165.200.225 % 2001:db8:D1AS5:CSE1 (2 #a L £
T, F£72, DNSIGEDEEITLE5ET FL AR, B NERE A,

*209.165.202.129 7>5 2001:DB8::D1A5:CA81 ~

*209.165.201.1 7>& 2001:db8::100 ~

NaTosie 3R ]



NAT Dl e B8 |
B natesiss ol - shEBIPV £ L2 —F o k& DNS ZHRE R LI-RE IPVG Ry kT —2

3. IPv6 7 74T 2 ME, Web P —"DIPT KL A&FFHOZ L2721, 2001:db8:D1A5:CSEL
@ www.example.com ~? HTTP ZRZEpk L £9, (DI1AS:C8E1 X 209.165.200.225 (Z4H
W92 IPv6 TF) HTTP ZRDFEEIC ESEENB RO L S ITEB| SN E T,

*2001:DB8::100 7% 209.156.101.54 ®D—FE DR — b~ (NAT64 A > X —7 = A A PAT
JL—)L)

*2001:db8:D1AS:C8E1 /5 209.165.200.225 ~ (NAT46 /L —/L)

WOFNETIE, ZOBIDHEFIEIZOWTHALET,

FIE

AT w71 [Configuration] > [Firewall] > [NAT Rules] DJIEIZEIN L F 7,

ATFv T2 WNELIPV6 v F T —27 D NAT64 XA F 3 v 7 PAT L— )L &R E L ET,
a) [Add]> [Network Object NAT Rule] DJIEIZE4R L F 77,
b) AWML AT = b TuRT 4 EZFHELET,

* Name : 7= & 2|, [inside v6] T,

* Type : [Network] Z 38R L 9,

« IP Version : [IPv6] Zi84R L ¥,

« IP Address :  [2001:db8::) & ATJLFET,
s Prefix Length : [96) & AL FET,

c) NAT @ % A ZIZ)& UC [Dynamic] F 7213 [Dynamic PAT (Hide)] Z 3R L £9°,
d) [Translated Address] Tix, ZBHAR X %227 U w7 L, ) Ao F—T =4 AZRIRL

i j‘o
& Add Network Object
Name: |ins-de_v6
Type: [Nelwurk
IP Version: P & PG
IP Address: [2001:dbs::
Prefix Length: |QE
Description: |
™ Add Automatic Address Translation Rules
Type: [Dynamic PAT (Hide) ¥ |

Translated Addr: |outside

B NATosiEsE



| NAT OISR

NATG4/26 (O - 4458 IPVA £ 8 — % k& DNS ZH A A L=mE 6 2 k7—2 [

e) [Advanced| "Z > %27 Vw7 L, ROAT v ar ZRELET,
« Source Interface : [inside] Z 4R L £9-,

« Destination Interface : [#AB] A v Z—T =4 ARTTITEIRENTWVET,

f) [OK]Z7 U7 LCHFRELIRTELET,
g) [OK] %7 VU 27 LTNAT b— /L Z&EBIMLET,
TON—NIZEY . NERA v HZ—T = A AZAD 2001:db8::/96 YT %y RIS A B —

T2 A A~NDRNTFT T 4w 71, A B —T oA ZAD IPv4 T KL 2% L7~ NAT64
PAT Z#i% Hfs L E9,

ATV T3 B IPVA Xy U =T DAZXT 4 v 7 NAT46 L— L EREL £,
a) [Add] > [Network Object NAT Rule] DJAIZERN L F 7,
b) AW A Tz N TaNT o ERELET,

e Name :

7o & 21X, [outside v4 any] T,

* Type : [Network] Z &R L £7°,

« IP Version : [IPv4] Zi#{R L £ 77,

o IP Address : [0.0.00] & ASJJLE T,

¢ Netmask :

[0.0.0.0) EADLET,

c) FEAMENAT a7 4 R ELET,
« NAT Type : [Static] 28R L £9°,

* Translated Address : [2001:db8::/96) & AJS1L £,

& Add Network Object

Name:
Type:

IP Version:

IP Address:

Netmask:

Description:

Iuutsia:lr-:_\aﬂf_an',r

|Network
 IPvd O IPv6

f0.0.0.0

0.0.0.0

[v Add Automatic Address Translation Rules

Type:

| static [~ |

Translated Addr: |2001:db8::/96
[ Use one-to-one address translation

d) [Advanced] R¥ > %27 Vw7 L, ROA T arwHmELET,

NaTosie 3R ]



NAT Ol & S5
B nates P 7 LA SO IPG 7 ELRADZ S

« Translate DNS Replies for Rule : Z DA 7> 3 VA RINL £,
* Source Interface : [outside] Z IR L £ 7,

« Destination Interface : [inside] Z 3R L £ 97,

& Advanced NAT Settings

[¥ Translate DNS replies for rule
[~ Disable Proxy ARP on egress interface
Interface

Source Interface: outside
Destination Interface: |inside

e) [OK] %7V v/ LT EZRFELET,
f) [OK]%Z7Z7 VU vZ LTNAT b—L&BILET,

TDON—ZEY, WA 2 —T A AZMMNIINTHR Y hT—7 OFTXTOIPvET K
LA, MAIAT IPvA 7 R LA R &2 LT 2001:db8::/96 %~ T —2Z D7 KL &I
EHaXiEd, 72, DNSIEEIZA (IPv4) 7°5H AAAA (IPv6) L a— RiZE#En, 7
R L AL IPv4 7206 IPv6 IR S £,

NAT66 : IPv6 7 FLAMSREID IPV6 7 kL ANDZE R

IPv6 1> R =7 MBRIOIPV6 Xy hT—7 ~BEfTHE X, 207 RLAZEINTRY T —
T DORDIPV6 7 KL ACEB|TEET, AXT 4 v NAT 2T LML ET, &
AF I v 7 NAT £721E PAT ZfEH CTE ET 25, IPv6 7 RLRIIREICH LT, AT Iy
7 NAT ZEHT 208X H D /A,

BB T RUA F A TORTEHLIN TN, NAT66 ZHaH D 1 DD /— )L BLEET
T ZAHDL—/LE, Network Object NAT i L CRIHLICET Wb D5 Z LN TEET,
7elZl, VE—= 8T 740 v 7 7P L22WGAIE, twice NAT DL EZEH L TAZT 4 v 7
NAT /L — /LA B EICTEE T,

NAT66 DI, v FT—OMDRAR T4 v Ei

Network Object NAT Z il L C, IPv6 7 RV AT — NV EDOAZ T 4 v 7 BfEHETEET,
WOFNE, 2001:db8:122:2091::/96 F = bV —27 OWNELT KL A% 2001:db8:122:2999::/96 F =
FU—27 DT R ANERA D HIEICHOWTHI L T ET,

B NATosiEsE



| NAT DfIE SR
NATSS DI, #v kT—srnz a7 vz [

=
=
[

IPvE web server

oﬁtside
IPvE 2001:db8:122:201b::1/96

2001:db8:122:2091::121 — 2001:db8:122:2399::1

IPvG 2001:db8:122:2091::11/96

Inside client
\ 2001:db8:122:2091::121
—

F

FIE

AT 71 [Configuration] > [Firewall] > [NAT Rules] DJIE(Z3&R L £,
ATwT2 NEIPV6 2 NT—2 DAZT (w7 NAT b— V&R ELET,
a) [Add] > [Network Object NAT Rule] DJEIZER L £,
b) AR A T2 N TuT o ERELET,

e Name : 72 & 213, [inside v6] T,

* Type : [Network] Z &R L £,

« IP Version : [IPv6] & 3&R L F 7,

* IP Address : [2001:db8:122:2091::] & AJJLE7,
s Prefix Length : 196 & AJJL 7,

¢) [NAT Type] (Z [Static] Z iR L £,
d) [Translated Address] {Z [2001:db8:122:2999::/96] & AL E7,

NaTosie 3R ]



NAT OBl E SR |
B nates o oo Tumipe 428 —T x4 2 PAT

Name: ||nside_v6

Type: |Network

TP Version: CIP¥ < Pvé

IP Address:  |2001:db8:122:2091::

Prefix Length: |96

Description: |
NAT
I Add Automatic Address Translation Rules
Type: [static =]

Translated Addr: |2001:db8:122:2999::/96

e) [Advanced| "NZ %227 Uy L, MOF T a 2R ELET,
» Source Interface : [inside] % %R L F 7,
+ Destination Interface : [outside] Z R L 97,

f) [OK]Z2 Vv 7 LTHEMREZRFELET,

g) [OK] %7 VU 27 LTNAT b— L& B L ET,

ZON—NITEY NERA B —T = A AP 2001:db8:122:2091::/96 %7 % B ANVERA
VH—T 2 ADTRNTD T 7 v 7%, 2001:db8:122:2999::/96 % v kU —27 DT K
LASNDART 47 NAT66 Bz TE L £,

NAT66 D, > TIL7iEIPv6 1 >3 — 7T =4 X PAT

NAT66 % RET DO OfE2T 7 a—F%, A v X —T = A ZAIPv6 7 K L ADRID R —
MZNET RLRAZERIZE Y ¥ CTHZ L TT,

NAT66 DA X —T 2 A APAT V—NVERETDHE, TDA L H—T =4 AIFE ST
AT RTOTa— )L 7 RLR L, PATO U IR ENET, 1 F—T = AD
Vo rza—hLEFIEYA Fr—HL 7 RLUR L, PATIZERHEINER A,

B NATosiEsE



| NAT DfIE SR
NATes DI, &> Tz 1P A 5 —7 x4 2 PAT ]

IPvG web server

ol;iside
IPvE 2001:db8:122:201b::1/96

F. b

2001:db8:122:2091::121 — 2001:db8:122:201b::1

inside
IPvG 2001:db8:122:2091::11/96

Inside client
z 2001:db3:122:2091::121
—)

FIE

AT 71 [Configuration] > [Firewall] > [NAT Rules] DJIE|Z3&R L £,
RTFv T2 NEIPV6 Xy NT—V HDOL A F I v 7 PAT b— v ERELET,
a) [Add] > [Network Object NAT Rule] DJEIZER L £,
b) AR A Tz N TuT o ERELET,

e Name : 72 & 21X, [inside v6] T,
* Type : [Network] Z &R L £,
« IP Version : [IPv6] Z IR L £ 7,
* IP Address : [2001:db8:122:2091::] & AJJLE7,
e Prefix Length :  [96] & AJJLET,
¢) NAT @ % A 72§ U T [Dynamic] %7213 [Dynamic PAT (Hide)] Z 38R L £,
d) [Translated Address] Tik, ZHAZ %27 Vv L, B A F—T7 =4 ZAZ@INL

£
e) [UseIPv6 for Interface PAT] 47> 2 V ZIRL £,

NaTosie 3R ]



NAT OBl E SR |

B wizEmLENs sy esB0BERR

& Add Network Object x|

Name: |inside_ve

Type: [metwork =]
IP Version: T IPvi  IPv6

IP Address: |2001:db8:122:2091::

Prefix Length: |06

Description: |

NAT £

¥ Add Automatic Address Translation Rules

Type: |Dynamic PAT (Hide) ¥ I
Translated Addr: [outside =

I Use one-to-one 2

ddrass franslation

[T | PAT: Pool Translated Address:: | =l
I” Round Robin
I” Extend PAT uniqueness to par destination instead of per interface
I” Translate TCP and UDP ports into flat range 1024-65535 I Indude range 1-1023
™ Enable Black Allacation

Block size of 512 and maximum block allocation per host 4 has been configured.
To change chick hera

I~ Fall through to interface PAT (dest intf): Jdrrz L_I

[ Use IPv6 for interface PAT

[ ok || concel | Help |

f) [Advanced| R¥ > %27 Vw7 L, DA T aERELET,
» Source Interface : [inside] Z 3R L ¥ 97,

« Destination Interface : 4Vl A o X —7 oA ANRTTITER SN TWET,
g [OK]| %7 Vv 7 LTHEMRELZRFLET,
h) [OK]% 72 U v 27 LT NAT b—L 48 L £,

ZON—L T, NEA v Z—7 = A AD2001:db8:122:2091::/96 %7 %~ F I BANVEA >
H—=T a2 A~DNT T 4 v 7%, WA 2 —T =2 A4 ZAHICEEINT-IPv6 7 12— 3L
7 R L ZDWFR~D NAT66 PAT EHAERGELET,

NAT Z{ERAL/-DNS VT ) LICEDESHZ

WERNDOT RLAZNAT 227 4 Fal—ab—8T 57 FLAICEXHZ T, DNS i
BEELET DI IICASAZRET D ENMNIIR AR H D £, DNSELEIZ, £ hT7

. NAT O & S8R



| NAT OfilE B

NAT R L=DNs v Ty esEnz=az |

AL —ay V)V EFRETDHEXITHETEET, DNSIELEILDNS A E HIFEENE
TO

Z OSEEIL. NAT L—/LiZ—HT A5 DNS 7= U LSEDT RL 22 EEHZ £4 (2L %
IZ. IPvA DA La— R, IPv6 D AAAA L =i— R, F£7-135 X DNS 7= U ® PTR L == —
R) o =v BT AU F =T ADBMMDA U Z—T7 = A4 RZBET 5H DNS IGE T, A
Va— NiEZ= vy 7ENTEPOEBEOE~Y T4 hanET, Wi, EOA F—T A A
MHY BT A B —T 2 AZBET D DNS IGE TIE, A La— RIZEBEOMENSH~ v
TENTE~AEEZRBZONET,

NAT /L—/VIZ DNS ODEZWZ 2R ET DLENAE LD FRRNERIR LET,

o JL—/L 2 NAT64 F 7213 NAT46 T, DNS — 039 5% v b U —2712H D34, DNS A
La— R (IPv4[F) & AAAA L =— R (IPv6 1)) RIDZEHLD7- 2 DNS A E X #iz
558,

e DNSH—R"DBHERI, 7 TAT 2 "BNERICH . 7 T4 T > FMERT 252 2ER B A
A R E IR B LM ONER R M B,

¢ DNS —BHNEIZHD, TTARX=FIPT FLAZFEHALUSEL, 794 T R
NI, 7 TAT > "B EEM R A A VA EFEEL THEBICHAA hER TSP —
NET 7' ATHEGE,

DNS DE X 2 OHFIR
WIZDNS U 74 FOHIBFEEZRLET,

flilx DAL I— REFITAAAA L a— RIZEEO PAT V— V2 HA CTE 52 & T, 4
$ 2 PAT LV — V3 ARIAREIZ 72 5728, DNS U T A MIPAT IZiZEH SN EE A

s twiceNAT L — VAR ET D6, 5887 RUABIXOWEE LT FLAZET S L. DNS
BEZHRETEETA, ZHHLOFEED/L—/LTIE, AL BIZADSTZHEIC1IODOT R
L AWK L CRRDERPITOND WTREMNH D £9°, L7223 - T, ASA (X, DNSJHE
WO IP 7 KL A% EY) 7 Twice NAT /L—/VI—HEE2D 2 N TE EFH A, DNS LEIZ
X, DNSERZ RT3 v NNOEETLT RLA LT R ADOMARDOEIZET S
BN EENEE A,

eDNS 7/ ) L nBZEXMZ 51215, NAT D/L—/LIZ% L TDNSNAT UV 54 &A%
WLZEDNS T U r—a vy AV ART g BRI T HHLENRH D £3, DNSNAT
DIVFTA FEENNILIEDNS 7 PV r—ar A VAT a 3T 74V Tl a—
NWUWHERAENDT=0, A VAT v a VOREEEFTHLETEEH Y 8 A,

o FHERRITIZ, DNS OFEXH#1 2 X NAT L—/LTlid7e< xlate =2 MY TEITSNET, L=
MoT, XA T I w7 — il xlate BRWGA. U IA4 FBRIELSFETINERFA, A
2T 4 v 7 NAT O%AEIE, BU XD 2MEREAELEEA,

*DNS DEXMZIZL ST, DNS¥AFTIv I Tov7T— DAyt —Y (AL —T 3
va—RS5) [ IEEBRIONERTA,

WD KNE 7 T, NATL—/L®DDNS U T4 FOHlZRLET,

NaTosie 3R ]



NAT Dl e B8 |
B ons T - outside £ DNS 4—/%

DNS [ Z{&1E : Outside £ @ DNS H—/\

WORNZ, A v HF—T = A AL T 78 AA[EE72 DNS — "% /R L£7, ftp.cisco.com &
W SRS v F—T = A A ICH Y £, fip.cisco.com DEREDT KA (10.1.3.14)
. Ry FU—7 ETHHO~ v B 7 7 RLZ (209.165.201.10) ([ZAF T 4w 71T
BT DEIICNAT ZHELET

ZDEE, TOAXT 47 W— /L TDNS IWVEBIEE A 2 —T /I THXLENRSHY T, =
LD, EEOT FLUREMRH LT fip.cisco.com (27 7 A9 5 Z & &FFa] SN TWHNER
a—WE, vy BT T RUATIERLSEREDT RLUAZ DNS =IO 2 TE5 L 91C
A=

WEBA A K23 fp.cisco.com D7 R LA %KD 5H DNS R AZX(FT 25 &, DNS — N [Fn& T
~ v BT T RLA (209.165201.10) Z R LET, VAT AL W —OAXT 1 v 7
N— v EBR L, m@mKW®7va%mlu4’%@Li# DNS JEBEIEZH/EH L
WAL AR A M fip.cisco.com IZEHET 7 £ A9 50DV IZ, 209.165.201.10 (2 k7
T4 I DFEERBLET,

Security
Appliance

CME Reply Medification
20916520110 == 10.1.3.14

L.Iser ﬂp Ci5C0.com
01314
Static Translation
an Qutside to:
209165 201.10

1aca21

B NATosiEsE



| NAT OISR

DNS iS5 HEIE - Outside £ DNS 5—/3 ]

FIE

AT w71 [Configuration] > [Firewall] > [NAT] % Z4R L £,

AT w72 [Add] > [Network Object NAT Rule] DJIEIZEIRN L £9-,

ATV T3 FLry NT—7 TV =7 NMIARTETTFTP Y — AT RLAZERL, A¥T 1>
I NAT %A Rx—7 ML TERINTZT RLAEZ AN LET,

Z) Edit Network Object X}
Mame: FIP_SERVER

Typa: Hosk El
1P Address: 10,1314

Description:

ko

HAT
Add Automatic Address Translation Rules

Type: Staiic ]
Translated Addr: | 208, 165.201, 10 [

Advanced...

T §

ATY T4 [Advanced]| %7V v 7 L, EBEDA v X —T =2 ABIL N~ BT (4 —7 A AL DNS
BEZHELET,

[B) Advanced NAT Setting:

[#] Transiate DNS replies for rule
Interface

Source Inter face: nside
Destination Interface: | cutside

<]

Service

Protocsl: e top v
Real Port:

Mapped Port:

o) o) ) F

ATFw 75 [OK]% 7 VU > 7 L TC[EditNetwork Object] ¥4 72 7R v 7 AZREY, 9 —JE[OK] %7 U v
7L, [Applyl &7 U w7 LET,

NAT O & S8R .



NAT OBl E SR |

B onsieser  sicoRy k-5 EDDNS H—/5, KR b, BEUH—A

DNS/ICEEIE : AlRDRy bT—J EDODNSH—/\ RX k. LUV

H—/\

DNS & EE1E

RO, M DNS = 3015 DMZ v bV —271Z& % ftp.cisco.com D IP 7 K L X & Bk
TEHENER Y =7 Oa—FERLET, DNSH—NF, =2—FRDMZ %Ry U —7 EiT
FELBRWGATH, IMBEDMZIIDOAZ T 4 v 7 =)W TIRE T~ v B 7 7 KL
A (209.165.201.10) #RLE£9, ASA L, DNSIENDOT L 2% 10.1.3.14 ([Z8H# L £9°,

Z—PREEOT KLU AZMHH LT fip.ciscocom (ZT 7 Z AT HEXLENSD5E. ALl ED
REIVEDH Y £ A, NELE DMZRICH AZ T 4 v 7 V=LA BH DAL, ZDA—iC
% U TDNSJSBEES A R—TMIT HMERH D £, DNSIGEIX, 2EEHEINET,
ZOHE. ASAIZNEE DMZ IO A X T 4 v 7 L—iZfit>Th 5 DNSIEENDOT R
L A% 192.168.1.10 ([ZZ8# L %9,

K 18:DNSFEEBLE : Bl2aDry b T—45 LD DNSH—/3, KRR b, HLUH—

DME Server

Static Translation 1
f DN_SDUEW? on Cutside to:
tp.cisco.com? ser 209.165.201.10
Outside}

Static Translation 2
on Inside to:
Security Device  192.168.1.10

Lo ftp.cisco.com
= —(\_E'@*g, 10.1.3.14
RO,

ey Translation
ﬂsﬂE_} 192.166.1.10 — 10.1.3.14

®

FTP Request
192.168.1.10

: IRA b Ry bT—2 L@ DNS H—/\

WORNZ, FMBO FTP H—/3% DNS r—"Z/RLET, VAT A, MY — oA ¥
T4 TEWBEH Y FI, DA, fip.cisco.com DT KL A% DNS — N ZHRT D L
DNS $— NZIEETHEEDOT R LA 209.165.20.10 Z 7~ L £, = —HIZ ftp.cisco.com D
~vEZ T RLA (10.1256) AT, AZT 4 v 7 E#HAO DNS IGEELEE
RETHVLENRDH D £,

DNS Reply

209.165.201.10 o

DMS Reply Modification 1
209.165.201.10 =5 10.1.3.14

® \

DMS Reply Modification 2
10.1.3.14 = 192.168.1.10

B NATosiEsE



| NAT OISR

DNS EEHE : 2 b #v b7—5 toONs H—5 [

ftp.ciscocom
20916520110

Static Translation on Inside to:
10.12.56

DMS Server

y 8

FTP Request
209 165 201 .10

Dest Addr. Trans|ation
101256 20916520110

Security
Appliance

DME Reply Medification
209.165.201.10 —=»10.1.2 56

@

FTP Request
101256

DMNE Reply
101256

13002z

101.2.27

FIE

AT w71 [Configuration] > [Firewall] > [NAT] % 54 L £,

ZF w72 [Add] > [Network Object NAT Rule] OJIEIZIRHR L E 3,

RATYT3 HLWRY NI —2 A7V =7 MIARTEMIT TFTP =7 FLAZERL, AFT 4
7 NAT Z A X2 =7/ L TEBSNTT L AEZ AT LET,

NAT O & S8R .



NAT Ol & S 1
B onssssser

Name: FIP_SERVER
Type Hos »

IP Address: 2049.165. 20110

Add Automatic Address Translation Rules
Tpe: Statc V]
Translated Addr: | 10,1,2.55 [

Advanded..,

Lo J[ concs J[ neo ]

2408040

ATY T4 [Advanced]| 27 U v 7 L, EBEOA L X —T 2 A ABI O~ T A2 —T A AL DNS
BIEZFELET,

@ Adva
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