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AVHE =T 2—AZOWVWTERT DA v E—VICHIRENET, HDOGPRSA > ¥ —7 =
A AZONWTERINZA vE—VE, F/REOBREICL > THFAISNDGERH D F
R

REEDA v E—TVRVATALATER—FSINTWRWGTP VU U —ATERINTZA Y
VAR E RS NET,

ENAILAYRT—D A2 ARTG 3 VDETE

ENRA N TRy NT—7 TERHEND T haLdf v AT v a 37 7 40 N CHEC -
TWERA, ERNAMNVRy NT—27 2B R — T 2003, TNOERETDILENRH Y T,

. ENALRYRT—=IDA VARG 3y
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ATy
ATy T2
ATvT3

ATv74

ATy TH
ATvT6
ATy T1

6P v2xsvay Kys—vy Tz [

FIE

(fEE) GTP A v 2T gy R — <=y 7ORE (11 —2) |

(f£EE) SCTP A v AT v ary R v— <o 7OHRTE (14 X—)

({£EE) Diameter f v AT g v R o— <o 7T ORE (15—=)

V7R 2T TREETR—FENTORWVBEMEESRT (AVP) TTZ 4NV Z U 7T 5855

%, Diameter f > A7 v g R — <y FTHMAT DL AL L AVP ZERTE £, &
A A A Diameter JBPHAELT (AVP) DOIERK (18 X—) LT 7ZEW,

(EE) WFE{b & 472 Diameter TCP/TLS k7 7 ¢ v 7 #RET 25415, IROFIZHES T,
W72 TLS e v 2B LE7, BE5{k S 4172 Diameter ¥ v & 3 DA (20 X—)
(fEE) M3UAA VAT v ary R v— <y 7ORE (28 %—)

FERAN FY NT—=T LV AT a DY —E R R —DFE (31 3—) ,
({EE) RADIUS 7T A U T 4 v 7 AV ART 2 a VORE (323—Y)

RADIUS TH T T 4 7 AV ARY Vg ik, RS REE HRH# L £,

GTP A VAR g RO —T v TODEHRTE

ATy T
ATvT2

ATvT3

ATvT4

GIP FT7 7 4 w7 TBIMDNRTG A =4 —5FITTHEICT 74 b = T R=— X0l S
ROEEIX. GTP <~y 7 2ER L. BELET,
IR HEIIZ

—E DT T 4 v IVREAT T a TR, BEDOTEOICERFRAHEA LES, b7
=7 D1 OEFHTLIHAIR. RUICERFRHELIZEREHO 7 I X ~ v 7P 2B LE
7,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [GTP] % &R L £,
WONT NN EFITLET,
c[Add] 27 V7 LT, HiLnw=wy 72BNl ET,

cNEBEERRTDHYy T HEIRLET, vy 7 ZMmET HITIL, [Customize] 7 U v 7 LE
T ZOBOFIETIE, ~ v T E2DAZ~A XETBNTHH0E LET,

L~y 7O5E 4R RK40 7)) EHAZANLEYS, vy 7E2RET DL ST,
EHETELDIFTHADAHRTT,

[GTP Inspect Map] % 1 7 1 7' 7~ » 7 A D [Security Level] € = — T, < v 7 OBEDKE % HeZR
LET,

AR E AN Z SV PEVE |



ERAL Y RT=IDA AR vay |
B oroxrsoasgkys—<viome

Ea—ld~vy DT 74V MEZEA L TWL D0, FRFAAZ A AL TWDLDNERL
FT, REZSIDICHAZ YA XTLHUENHLH5G1E, [Details] 27 U v 27 L, FIEZHET
£

£k [IMSI Prefix Filtering] 78 % 1L, ZOFIHOZY-THHIND IMSI L7 1 v 7 X
TANZ ) TR ESTHYa— by FTY,

AT 75 [Permit Parameters] ¥ 7% 7 V v 7 L CHERA TV a U EFRELET,

« [Permit Response] : ASA 75 GTP A v A7 v a V2 FEITT DA, 77 4/L FTASA
I, GTP ER THIE I T2 GSN £721L PGW 7260 GTP It % Fua v 7 L E T,
ZiuE, GSN/PGW =¥ RARA » RO S — L[ Ca— KRZ v 7% LT, GPRS
DR ELAT =TT 4 ZEmDTND L ZITWELET,

GSN/PGW /' — U U 7 HFHEL, B— R ANF TP R— T 572D, GSN/PGW
T RRA L bERET DR Y NT—27 A7V 27 b I A—T%EHK L., 2% [From
Object Group) & L TEIRL £¥, [FERIZ, SGSN/SSGW D=ty hU—7 7V =
7~ Z—T%E L. [To Object Group) & L CEIRL EF, IGE%1TH GSN/PGW
2 GTP ERDEEH GSN/PGW LRILA TV =2/ h ZA—FIZ@LTRBY, JS&E LT
% GSN/PGW 12 & 5 GTP LB DEGERFTFAI SN TWDIEDF TV =27 N 7 —T I
SGSN/SGW 2 & D AT, ASA TIHENHF TSN ET,

Xy NT—=0 ATV N IN—T1FE, = RHRA LV FEFRARN T RLAERLF= R
RA Y MG 7 Rry Mokl cxEd,

o [Permit Errors] : 072 37 v hOA VAT Vg VERHZZ T — R ONo 7oy R
Ry P LRNWTASADLRETDZ EaF TN E I RELET,

AT w76 [General Parameters] ¥ 7% 27 U w7 L, LEBRA T a a2 ELET,

+ [Maximum Number of Requests] : JEZEFRFDH TH = — TN S LD GTP BR Dl R 7% E
L\i—g—o

* [Maximum Number of Tunnels] : #FRISNWDT 27 7 4 772 GTP b > RV DI KEAZFRE L
*9, ZhiE. PDPI T F A FEIE L RRA L FOBITHY LET, T 740 M
500 T9, HLWESRIT h 2V ORKREICET S E FeyrXsnEd,

* [Enforce Timeout] : IROEMEDT A KV XA LT T NEFATTHNEIFEELET, ¥
A A7 7 b hh: mm: ss BT,

* [Endpoint] : GTP = RARA > FDHIBREND ETOIET 77 ¢ TR O R KIETT,

+ [PDP-Context] : GTP £ v+ a > ® PDP 27 X A h&HIRTHETOIRT 77 47
RF O AR TT, GTPV2 TlE, ZAUIRT 77— arTF A KT,

*[Request] : U7 = A RBY 7 AN Fa—nbHIlRENDETOIET 77 ¢ 7THREH O
BRIETT, Py 7 INERSNOBRBEOINED ey 7SI ET,

* [Signaling] : GTP > 7 U > FBHIBREN D ETOIET 77 4 TR O KIETT,
* [T3-Response timeout] : #fE & HIFRT 5 F TO, INEFF LI O KIETT,

. ENALRYRT—=IDA VARG 3y
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6P v2xsvay Kys—vy Tz [

¢ [Tunnel] : GTP k> R AU ZI D ETOIT 7 7 4 TR OHR KT,

AT w71 WEZE U TC[IMSI Prefix Filtering] # 7% 27 Vw7 LC, IMSIZ V7 4 w7 AT 4 NHE )T
ERELET,

TN ETHE, X2 VT4 77 I7AT A, AT VB M) 2—F (MCC)
EENA Xy NU—27 a— K (MNC) OfiAxEGbEEF oy 7 LEFA, IMSIZT LT 1 v
JATANEY T HFETHE, ZE/7 v FOIMSIOMCC & MNC A, #iE S 72 MCC
& MNC OfiAGhE s, —BHL20nb DI Ry 7InET,

ENAN A MY 3= RE0USNDIHTOEFET, IMELIT2HOEO T L7 4 v 7 A& L
TOMNBEMENET, TSI Xy hU—7 a— RE 2 #7£ 7213 3 10T T,

YL THRZTATOMCC & MNC ORAGOEZBMULET, 774/ F Tk, ASA X
MNC & MCC DHAEDOENFENTHLINE I NETF = v 7 LW, RE LTHAadbhE
WHANTHLNE D DafEBT D2 LENSH Y £9, MCCEB LT MNC 22— FOFERIIC DN T
. ITU E.212 8045 [Identification Plan for Land Mobile Stations) % 2/ L T 72 &0,

AT T8 [Inspections] ¥ 7% 27 Vw7 L, NF7 4 v 7 ORMEIZESNTIET HREDA VAT g
YEERLET,
a) WOWVWTNNEIATLET,
*[Add] 227 VU » 27 LT, HLWAEZBINL £,

 EFEOREERZBRINL, [Edi) 227 Y v 7 LE T,

b) FEEO—FHZ AL LT, Match] (b7 7 4 w7 3HHEL KT HXLERH D) Fi2iE
[NoMatch] (77 ¢ v 71 ZEEHEL B DZMERNH L) ZBIRLET, KRIZ, REZRIE
L/ij‘o

* [Access Point Name] : f8E Lo ERERBLE T EHRBL Z A LT 78R RA LV M
W—BLET, 774NV T, BRRT 7VERARA Y MERFOTRITOA vE—
UREIN, EOARITHIFATENET,

« [Message ID] : 1 ~255 DA v — IDIC—HLET, | DOMEEZITME O %
ETEET, A vE—I2 GTPvl [[MIFH (GTPVO & de) . GTPV2 M E4RET
HMENHYET, T 74NV BT, TRXRTOEIRA v =V IDBRFTINET,

* [Message Length] : UDP~A u— ROR X3, f8E LI-fi/IMi & s RIEDORIZH D A v
“YZ_“/\\(C*& Liﬁ‘o

* [Version] : 0 ~ 255 D GTP N—V 3 N —H L £9, 1 DOMEE - IMMEOFPH % R E
TEXET, TIHNVPFTIE, TTHOGTP A=V a URFFaf & E,

) AvtE—YIDO—HKZIX, Ny hERay T L5037y MO L— MR %9
BIOWTNNERBIRLES, oI _RTO—FEDOT7T 7 aii, Xy e Ray 7L
FT, TRTO—HIH LT TE2A4 X—TNITENE I MBI T ET,

d) [OK]ZZ7 Vw7 LT, fAXT v aryzBMLET, LESUTTrERAZ#IRL
£7

AR E AN Z SV PEVE |



ENALRY bT=ODA VAR Y3y |

B oscrroxcvoaskys—<yTomE

ATvT9

[GTP Inspect Map] XA 7 7Ry 7 AD[OK]| %27 Vv 27 LET,

INT, GTPA VAR v a DY —EARY —T, f VAR vary <y T BFEHTE
e

RDRERY

< TEFERTRIEODAL AR g R —ERETEL LRV FE L, TS
Iy NT—7 A AT a3 DY —E R RY > —DFEE B12—) | #2HLTL
7230,

SCTP 4 VARG 3 RYO—T v TDHETE

\}

L— MRz EDT 7V r—ra VEAEDONf e— K7 k=D (PPID) (ZX:-S5V T SCTP
N7 4w 7 IRET 7 v ar2@ATH00%, Y—EARY —THH XI5 SCTP A > &
R7var RN v— <7 BERLET,

GE)

ATy T
ATy T2

ATvT3

ATy T4

PPID i(IT7 —Z O£V OoFIZH Y | FHEDO/ N r v MIEROT—% Fy o 7 £72151 2D
HEF v 7 2RO ENTEET, X7y MZ1OOHEF v > 7 £3EEOT —% F v
VIMEENTWAEES, Blo S TobnET 7y arNRany7ENTHL Ay M ka7
ENFEHA, -E2IE, PPID26% K2 v 75 SCTP A VA7 v a R v— <~y T hi%
ET5HE, PPID26 7 —4 F % 7%, Diameter PPID 7 — 4 F v > 7 o3 v MIHES
S, TRy MIFryFEinERA,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [SCTP] % 8&4R L ¥,
WONTINEETLET,

c[Add] 27 VU v 7 LT, HiLnwsy7E2BMLET,

sy FEBEBNLC[E) 27V v 7 LET,

L~y 7O%A, ARl K40 XF) EHEANLET, vy T E2RET D & XL
EECTEDHDEFMPADHLTT,
SCTP 7—# Fx > 7 D PPIDIZHASNWT, T 7 v 7% Ky L— MR, £k
TIZReEk LET,
a) WOWTNNEFATLET,

c[Add] %7 Vv 27 LT, HILWAEELZBINLET,

cBEFORELRIRL, [Edit) 227V v 7 LET,

. ENALRYRT—=IDA VARG 3y
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ATy TH

Diameter f VAR 23V K — Ty TOHRE .

b) HEMEDO—EH A4 7L LT, [Match] (h7 7 4 v ZZPPID & —ETHMENH D) £721F
[NoMatch] (F7 71 v ZIXPPID & B DMENH D) ZRINLET,

72 & 21X, Diameter PPID T [No Match] % 34R L 72455 1%, Diameter % % < 97XT® PPID
NI TA <y TInLRIASNET,

¢) [Minimum Payload PID] &R L, f£E T, MG T % [Maximum Payload PID] Z &R L £ 7,

ZETETITE S (0~ 4294967295) CTPPID Z A3 C&EF£3, PPID DY A h ) HIEINT 5
Wi, 74—V RTLIRF &7 ) v 7 LET, FKEO PPID # %R L1246, MR
A 1% PPID O#PHICEH S E T,

SCTP PPID OHAED U A hid
http://www.iana.org/assignments/sctp-parameters/sctp-parameters.xhtml#sctp-parameters-25 CHErd

TEET,

d —BT27ybExbRey” (LTrZIZEE) T50, 2 7ICiiekd o0, £idb—
MHIFE (FFrEy M (kbps) HALD) T 202N L E T,

e) [OK]|Z#27 Vw7 LT, fAXTvaryzBMLET, LESUTTrEAZ#YIRL
ij‘o

[SCTP Inspect Map] XA 7T R 7Ry 7 AD [OK] %7 U v 27 LET,

INT, SCTPA VAR vay —ER R —TA VAR vary vyl B2EHTES
L olThn F9,

RDBERY

<y T EERTEEODL AR g R V—ERETELL91CR0FELE, A
VR NT—T A LA g DO —ER R —DFE B12—) | #5BLTL
72,

Diameter f VAR a3V Ry o— 3Ty TODHRTE

S F XE72 Diameter 7’12 F aVERTT 4 VX Y 7957200 Diameter  » A7 23
R — 2y TEERTEET, TO®%, EREZEBROICRe y FEITe ZICRETE E
h@‘o

Diameter A v & — 74 AZ U T 2BETDHICIE, Zhb07 0w ha/LER T RFCEBLY
EMHRECTERINTVLDOT, ZNHDHERIZOVWTEHELWERZ R > TWDHMENRH Y F
9, 7o & zIX, IETFIZIX. http://www.iana.org/assignments/aaa-parameters/aaa-parameters.xhtml (2
RTBERE LT TV r—vay, avry Fa— R BIOWEBMEE~TOU A R3H D T8,
Diameter { > AX7 L a VTRV A RSN TWAHLTRTOHEAZYR— L TWEHA, Hif
HARIZ OV TR, 3GPP Web o F&ZHL TS 7Z&0y,

A7 gL LT, Diameter f Y AT gy 7T A~y 7 EVERK L. Diameter A > ALY
arDAye—T T gNE ) THBEEEFRTEET, DA T a L LTI, Diameter
AVART ay R) o=y T TT4NE ) VR EPEREERTDHI L TEET, 7

AR E AN Z SV PEVE |
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http://www.iana.org/assignments/aaa-parameters/aaa-parameters.xhtml

ENALFY RT—0DA ARG ay |
B oviemeter 1o zxRxH a0 KL — <y ToRE

TANYTEERTHILEA VAT v a Ly v T TT4NE Y v T R EHERT D
ZEDEWE, 7T A vy T TCIIEMERREIEELERTE, VIR vy TEEFMTED
EVHIETT, ZOFIETIFEA AT v ary vy TICOVWTHBLETH, 772~y
THEH &IN5 —EHEHET, [Inspection] ¥ ZIZET A2 FIETHHAINTHE LD EFE L TT,
[Configuration] > [Firewall] > [Objects] > [Class Maps] > [Diameter| ZE8&{RJ 575, F72id1 >
AT a2y TOERERIHERT S Z LI2L - T, Diameter 7 7 A v v T 2R ETEE
7

Evbk DUTTHBTAFEICNAZ T, =R R —DFERTFICA v 2T gy vy TERE
TEET, v v TONFIL, ERFIECERZRLFELTTY,

1R HEIIZ

—EDO N T T 4 v IREAT T a TR, BEDTEOICERFRAEA LES, b7
=IO 1 OEEATLIEHEIE. AW ERFREZIZERERO I J 2 < 7 EERLE
7,

FIE

AT 71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [Diameter] % 3R L £ 7,
AT T2 ROWTNNERITLET,

c[Add] 27V v 7 LT, HLnw~y 7FZiBIMLET,

vy TEBBIRLC[EA) 227V v 73568, TONRERRTEET,

AT T3 HL~ Yy TOEE, 41 (K40 30F) EHEANLET, ~ v 7 E2RET D & XL,
EHETEXDOITHADHRTT,

AT v T4 [Parameters] ¥ 7% 7 U v 7 L, YR — bxtRI O Diameter BHR 2 Ee A v —V %20 7
T OMEIMDIIOWVWTHET HA T v a U EBIRLET,

* [Unsupported Parameters] : P78 — K %540 Diameter HE A Fie A v — V% 1 72508k
T E DD, AR — bRZIL D [Application ID], [Command Code], 7213 [Attribute Value
Pair] DEF & 1 JIFLECE £ 7,

* [Strict Diameter Validation Parameters] : RFC 6733 ~®D g4 72 Diameter 7' 1 2 /L DEHL%
BN LET, T 74T, £ VAT Vg3 2 X - T, Diameter ® 7 L — A7) RFC
WCHEILL TWA Z R S NE T, By a VEEA vy E—VORGEB X OAT— h+
VU DORGEZIBINTE £,

AT 5 [Inspections] ¥ 7% 7 V> 7 L, NT7 4 v 7 OREICESNTEETHHFEDA L ART Ve
CVEERLET,

Diameter 7 7 A < v SIZHSNWT, FFA AT vay v v 7T HEEERETHZ
LiZkoT, FRFFEOMET, b TT7 4 v O—BEELZEETETET,

. ENALRYRT—=IDA VARG 3y
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Diameter f VAR 23V K — Ty TOHRE .

WONWTINNEFEITLET,
*[Add] #7 U v 7 LT, HLWEEZBINL £,
WEfFOREMELZRINL, [Edit) 227 Y v 7 LET,
[Single Match] Z B8R U CHIEL EHEEFR T 57>, F 7213 [Multiple Match] Z 381 L T H:E
% EF T 5 Diameter 7 7 A ¥ v FEBRLET,
HUELZ I CERLEGAIE, BHEO—HX A 7L LT [Match] (F77 ¢ v 7 | 3HUEL

—HTHMENRDH D) F7L[NoMatch] (T 7 4 v V7 IXEMEL B ZMERDH D) #iRk
RUEF, KIZ, BEZLUTOLIICHEELET,

* [Application ID] : Diameter 7 7'V 7r—3 a3 V OLRTE 7213E S (0 ~ 4294967295) %
ANLET, BETHEGETHFEINTET 7Y r—a VOB 2551, 2
FHOIDAEOLZENTEET, 77V r—v a3 VOAETEITE SN FHE %
EFRTE, F1IDBLUE2ID OBOTRTOFZITHEHASNET,

BT Y r—va ATIANAICEESINE T, ROoa 7 77U r—ya iy
A—=FENETN, MOT TV r—ra b7 4NV AU TEET,

* 3gpp-rx-ts29214 (16777236)
* 3gpp-s6a (16777251)
* 3gpp-s9 (16777267)

« common-message (0) ., (J&AK Diameter 7’1 | =1/L)

[Command Code] : Diameter 2~ > K 22— RO FTE 2 I1XEF S (0~4294967295) % A
HLFET, BETHEGE ST EINTa~vr N a— Ro&@ERb 254513, 2%H
DA—=REZFHLILNTEET, a~vr P a— FOAFTEZIIESHICHEZ E %
TEX, HB1z2—FRBIVE 22— FOMOTXTOFEFICHEHINLET,

7= & 21X, Capability Exchange Request/Answer =~ > K 22— R CER/CEA Z & 5 I|Z
I%. cer-cea & AJJLE T,

[Attribute Value Pair] : JEPED AT X D AVP, AVP O#iH, F7-idBHEOIZHESL
AVP %A T& £9, [AVP Begin Value] DAL, B A X L AVP DA4RET, £721%
RFC & 7213 3GPP HAfrfIARICBFE I N TN T, Y7 My =7 THEYR— ST
LHHDODOLRIERETEET, VA MRLERTHICIE, 74—V RTLIRF %
7w LET,

AVP O#iHZBET 5881, FBE DRI L S [AVP End Value] #H657E L £4, fHIC
L oTAVP #BETHHAIL. 2B B0 a— F2EETEEEA,

47" a2 > ® [Vendor ID] % 0 ~ 4294967295 O THRET HZ & T, BAEEZEIHIZ
WiAteZ N TEET, 72 2IE, 3GPP XU ¥ — 1D (% 10415, IETF (0,

AVP DT —H Z A TPRHPR— b ZNTWDHHEHICOR, BOREEZZETEET,

Lz, TRVA T =2 XA TRHDHAVP DIP 7 FLAZIEETE £7, AVP
DY A NIE, TNENDOT—F XA THRERENET, FOLHIEEEET D0
X, AVP OF — % X A FIZ L > THRRY £,

AR E AN Z SV PEVE |



ENALFY RT—0DA ARG ay |
B 5<% L Diameter BEEXT7 (AVP) DR

» [Diameter Identity], [Diameter URI], [Octet String] : 25 DT —& X A T = RE
TAHINTERERFLIIERKIADO I TAFT V27 M EBERIRLET,

 [Address] : FRAT 5 IPv4 £72131Pv6 7 FLAZFRE L £7, =& 2L,
10.100.10.10 % 721% 2001:DB8::0DB8:800:200C:417A,

o [Time] : BRAGAREL K T HEFZBELET, W2 ETINENDHY £7, FF
E 24 BERIE A CHREL £,

* [Numeric] : HHOHPHZIEE L ET, ANREFEZFORMMILZ, 77— XA 12k o
TRV ET,

* Integer32 : -2147483647 ~ 2147483647

* Integer64 : -9223372036854775807 ~ 9223372036854775807
* Unsigned32 : 0 ~ 4294967295

* Unsigned64 : 0 ~ 18446744073709551615

* Float32 : 8 #7D/NEUR R B

« Float64 : 16 #f# o/ N AT

d) —BITLF 7747 LTHETTET7vay KNy o Ray 7 #ko ey
7. EliFn¥rr) aERLET,
e) [OK]IZZ Vw7 LT, AVAX7 v arZBMLET, REIGLTTrEAZEY KL
e
AT v 76 [Diameter Inspect Map] ¥4 72 7R 7 AD[OK] %27 Vv 7 LET,

N T, Diameter f v AT a DY —ERARY L —T, AL AT gy vy T a2 HEH
TEFET,

RDBARY

v~y T EFERHTLEODA AR v a R V—ERETELH LR ELE, TS
Ny hT—=0 AV AT a DY —E AR —0RE (B14—) | 28Rl T
7FEW,

51X 2 L\ Diameter B EEXRT (AVP) D{ERL

FLWEMERT (AVP) NWEZIN, BEIND &, B AH L Diameter AVP % {ERL L T,
Diameter { ' AXT g R —< o AENGEERL, FHT LI LN TEFET, RFC
FITAVP 2 EHETDHZDOMD Y — A5 AVP DIERRIC L E 22 w2 BUS L £,

B AHK AAVP I, AVPHBRAE @ Diameter f > A7 v a Ly R — < v PFERIFTT T A~y
T THERHTLEAICOR, ERLET,

. ENALRYRT—=IDA VARG 3y



ERAIL Fy FT—H DA VRRI LY
524 L Diameter BEE~<7 (AVP) it ]

FIE

AT 71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [Diameter AVP] % &R L £,
RATFY T2 [Ad %7 Vw7 LT, HLWAVP ZER L ET,

AVP Z T 5 & ZlE, HHOAZERTEET,
RTVT3 KROATva v ERELET,

 [Name] : {ER LT B0 25 5 AVP ORI URK 32 50F) o JRIEEAT OB & 23
5%41%, Diameter f VAT v a v R v— vy T ERITT T A~y TS TIOLARITE
ZIRLTL I,

* [Custom Code] : 7 A% I AVP = — R (256 ~4294967295) , v AT A TCERFAD A —
RERZ— 1D OFAHEDLEEATTHZ LIXTEEEA,

s [Data Type] : AVP DT —% XA 7, IROWT ORI TAVP 2 EFZTEET, HLWV
AVP 23RIDOFI DA 1T, FORD B A HZ I AVP IT/ERR TE £/ A,

« 7 KL A (IPT7 RLADHH
e Diameter ID
« Diameter Uniform Resource Identifier (URI)
«32 By MREVINEUR
< 64 B MREYINIUR
«32 By MM
<64 By MR
A7 T v NFH
« IR
«32 By FOfF 7 LB
<64 By b OFFS 7 LB
[VendorID] : (&) AVP ZEF L7 & —D 0~ 4294967295 D ID F =, 7= & I,
3GPP X %' —ID % 10415, IETF (%0,

s [Description] : (&) AVP O (Fck 80 L)

ATy T4 [OK]Z27 V7 LET,
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B ==ishi Diameter v 3 v oBE

=24t S 7- Diameter v > 3 D DEBE

ENALRY bT=ODA VAR Y3y |

Dlameter TV =2 a N TCP LT b ENET — 2225856, {1 AT T3
NEA =TV DT ANE Y T NN ERBET LTIy NNEERT HZ LILTEE
ﬁh LTeRoT, Z4NvZ VT —LEERL, ZNDERES(ESNIZTCP 877 4 v
WHEHTHAIE, TLSYeX U E2RETHIMLENLY £, Be{bEShic o747
Tﬁ&@7m%:w%ﬁm¢5 X, XL METY, ZOREILSCTP/DTLS F T 7 1 v
ITEA S EE A,

TLS 7 X 3fiE L LTHiELET, ZoFuaxiid, NI 70 v 7 &b, L
TIHHLEERFL, BROFEISEE LET, Lionno T, #EROMMl (Diameter %—/3 &
Diameter 7 74 7> ) X ASA ZEHETAMLENRH Y, T X TOYFEPLERGAAEL
HLTWARERH Y £T, ns7m%/%% L5121, T U VEEHEE o ICHfR LT
BLVERHY F3, ASALKRRTETA FOT VX NEREICETIELZSML TS Z I,

WOR L, Diameter D7 T4 7 2 MBI — L ASA OREIOBMRE . (BHEEMENLT 5720
DOREZEMHEZRLET, ZTOFET /AT, Diameter 7 74 7 MIMME (£ VT % —
VAVNZUT AT 4) THY, TRV TEDHY EHA, V7 OFKMD CA GEHE
X V7 ORGHIOREREDOBZEAICHER IS DO TY, =& 2, ASATV =X TLS ¥ —

/X CA FEBAEIL, Diameter/TLS 7 74 7 > MEHZEOZELICHEH SN D H DO TT,

2:Diameter TLS A ARy 3>

T

]

1 DiameterTLS 7 74 7>+ (MME) |2 ASA 7Fu ¥ TLS H— 3
« 7547 b IDIFHE o —/ N D ZERE
«ASATLS Yu ¥ H— 0D ID « Diameter TLS 7 A4 7 > F D ID
AEBEOBLIHEH SIS CA AEBEOBAIHEH NS CA
AERA AERA
3 ASA 7u XL TLS 7 A4 T k 4 Diameter TLS H—/N (7L 7

e JTGATVRID (RET 427
F7-13LDC) ZrEE

* Diameter TLS ¥—/3® ID FEBH

DELIZHHA I NS CA FERE

)
o —/ NID FEHHE
cASAT T FUTLS 7 AT 2 K

DIDFEAEDCELIFEHEIND
CA FFHAE
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Diameter 7 51 7 > + L ¥ —sEERFR0RE [

5 Diameter TCP $— N (TLS A7 10— |— —
K)

Diameter f > AX7 > a VHAD TLS 70XV 2R ETHIZE, ROA T arRNdHv £9,

« 7JLTLS 713 : ASA B X W Diameter 7 714 7 > k & ASA B X O Diameter ¥-—/ [
DT 7 47 R b LET, TLSY— L OEHEBIREZMENLT HI12IE, ROF T 3
URHD ET,

CARBT 4w TaX AT N NTAMKRA Y NEMFEHLET, ASA X,
Diameter - —/3 & OBEIFIZ, 97T ?D Diameter 7 71 7 > MZE CAFAELAZ R L F
T, Diameter — N2 > TR TA TV MBEILEIICRZDZDT, 7947 b
TECEMMEY— e A AR T D iIxTE ER A, —H. ZOF T v a L LDC
FAELY bEE T,

e —HNHAF Iy ViEE (LDC) ZEHLET, ZoF 7 a v 2EHTL L,
ASA [Z Diameter ¥—/3 & OBIEREIZ, Diameter 7 74 7 > b Z &I — B DIFHEL
RLUET, LDC L., ABHF—L ASADOLDOH LWEL ZRE, ZIELT7I7A4T
NIDREENS DT RXTO T 4 —/L RERFFLET, ZOFHIETIE, Diameter —
NTIITAT VN T 747 ORI EL, 7T 47> MEHEOREICHES
WCEEY — e R &Rt TE 5 L0 I2e £7,

«TLSA 71— K : ASA & Diameter 7 74 7> "D v 77 4 v 7 Zh55{b LE3728, ASA
& Diameter P —RE T V7T 2 MEREZHEALE T, 2oL 7T a 03, T8 A/
DT T 47 DREINTZGFTNGEEN D Z &7 EHEE L TWAEEIZ, Diameter
P— NN ASA LRI LT —H 2o X —ZHIUXFEITARETT, TLS A7 — R&EHT5
L. MRSV ENIR D DT, N7 A=~ A&ZMEIEHZENTEET, I
X, A7 a O TERETY, Diameter — L, 7 TA T RDIPT KL ADRIZ
EONTEIL— A ZHATE £7,

39T _RTCDA T 3 id, ASA & Diameter 7 7 A 7 2 b EIOEHEBRIC S L TR UsRE %
HALET,

Y

GE) TLS 7T IITLSVIO~12Z2HLET, TLSDAR—V g VLS5 AAL — FERETEF
j—o

WKOIETIE., Diameter £ > A7 a3 VDO TLS 7 u XL 2 ET B HFIEICOWTHBH LE
ks
Diameter 7 54 7> b EDY—/\EEBZEDHRTE

ASA 1%, Diameter 7 74 7> MK L TTLS r¥d H— ¢ UCHie L £9, fHHEISTEE
X AVA R e

¢ ASA O — NFEHEA~DBLITHEH SN ERGER (CA) fEBIZE% Diameter 7 7 A 7 2 b
WA VAR—= P TDHDHERHY ET, Z1UE, 7747 FOCAFERAER NTF72137 5

AR E AN Z SV PEVE |
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B oiemeter 55072 F Loy —EEERORE

ATy

ATy T2

AT SBMERTAMOBEFTNIREIN TWAEERH Y £4, EHEOMHHOZEMICD
WTCiE, 294 T D RFa A EBRBLTLIFEE N,

CASANRIZ TAT v FNEEETEX S X 512, DiameterTLS 7 74 7 > F O E~DELIZ
EH SN CAFFHEZZ A VU R— M A0ERH Y £,

RO FNETIL, Diameter 7 7 A 7 > N OFEHE~OBLITEH SN CAFEHEZ A AR —
L. ASATLS 7ux ¥ $—"THHT 5 IDFEHELZ A >R — T2 HFECHO N THALE
T, IDFFAEAZ A AR — b5V IC, ASATHOBAIFHELER T £4, £/, TLS
TaX T EERTHEXICINODHEEA VER— b THZ L TEET,

FIE

Diameter 7 7 A 7 F DFEAFE~DBLIMEH S TWD CAREFF % ASA 7 X FARA

MZA AR —=KFLET,

ZOFNEIZ X 5T, ASA A Diameter 7 7 A 7 F EZFHETE £,

a) [Configuration] > [Firewall] > [Advanced] > [Certificate Management] > [CA Certificates] %
BIRL £,

b) [Ad] %27 Vv 27 L, FTARIRA L FOAHTZATILET, 72L& 2L, diameter-clients
mEEANTILET,

c) FEFAFAZBMLET,
AEAEEZ 7 7 A VDA Y AR— N9 50y PEMERTEEY 1) 572>, F 721X SCEP % ]
LCAYER—ITEET,

d) [Install Certificate] 27 V v 7 LE7,

FFHEZ A VR—FL, ASA7 XY P — O DIAFAHEBLIRNF—THD F T A FRA
M EERR L ET,

ZOFNEIZ K - T, Diameter 7 714 7> F2YASA #{EfHTE F 7,

a) [Configuration] > [Firewall] > [Advanced] > [Certificate Management] > [Identity Certificates]
EIRL E7,

b) [Add]Z7 Vv 27 L, FT7ARMKA L FOAFTEZAS LES, 72& 21X, tls-proxy-server-tp
mEEANTTLET,

¢) [Import the identity certificate from a file] Z# R L, HE XX T7L—X&E AL, 77 A/
(pkes12 JEF) AR L £,

FiT T LOVEEHEZERTE £,
d) [Add Certificate] #27 U v 27 LE T,
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Diameter 1 Y ARI LI VADRE T4 v I V5472 MEAEICE S ILTS TOXF L ORE .

Diameter f Y ARY O I VDR EATA VI V54T FIEBAZEIZKBTITIS 7O+

T DERTE

ATvT1
ATvT2
ATvT73
ATvT4

ATy T5

Diameter V" — BT _XTHOT T A4 7> M L THE UEFHEZSZITAND Z LN TX HEE
L. Diameter V— S EBET D EEIHEHTDASAHDOAX T v 7 7547 bERES
WETEET,

ZOBRETIE. ASA L7547 M (Diameter 7 T4 72 k& DOV — MEHEEROHRE (
21 =) THBHAIHTWBE LX) . BEIASA & Diameter V-— S BIZFE H 01 18 B4R
ST HMENRH Y £9°, ASA & Diameter — SOEHEELHIIKR DO L B Y T,

* Diameter ¥ —/30 ID fEHE~OBLIZH A SNz CAFEHEZ A VR — N T2 4E R H
BHDOT, ASA L, TLS N> Ry =A 7 HIZH— D ID fEHEZRIETE 7,

e Diameter V" — "L EHE L CWA T T A4 7> FEHEZ A VR— T AMERH Y £97,
Diameter " — SN FEZZFHELEE L TR WAL, TOBLITHERA IS CAGFHE
Y —NZA AR — N LET, FEMIZOWVWTIE, Diameter V' — 3O R¥ =2 A 2SR L
TLIEENY,

FIE

[Configuration] > [Firewall] > [Unified Communications] > [TLS Proxy] Z %R L £79°,

[Add] %2 VU v 7 LET,

TLS 7V u X4 ZELET (72 & 2% diameter-tls-static-proxy) . [Next]Z 27 U v 27 LET,
Diameter 7 7 A 7 > b L OV — MFEERORE (21 X—) TEMLZ TLS %— F o
X IDFEAEAZERLET, Next] 227V v 7 LET,

F72ID GEEAER L TR T UE, [Manage]l 27 Y v 7 L CGEBIITTE £, [Install TLS
Server’s Certificate] # 2 U v 2 LC, Diameter 7 7 A4 7 > hD CAFEHAELZ A VA F—LTT5 2
EHTEET,

MBI U, =0T 58X 0T 0 73 XA BFEHR) &, HHTRERT L
FYRXLEDYARARNST 2T 4T TAITYRLDOY R RNIBITTAZ LI TERTXE
T, B HRXEREELRZWES, T 74V DOV AT LAORSHFAMNMERAINET,

G  TAMNEBOEE, £72X Diameter 7 74 72 MG TE L LHEE L TV 5E
X, ZOFNEEZAXF Y LT, TLS V2% 27 ¢ F 2 L —1 3 2T [Enableclient
authentication during TLS Proxy handshake] % SRAiEFR T & £ 97,

[Specify the proxy certificate for TLS client] Z &R L, K&E=FEITLET,
a) ASATLS 7uxy 7747 NHOFEHELZEIRL 7,

FIEREHEAZBIML T RWEEAIL, [Manage] 27 U v 7 LTAT<BMMLET,

b) Diameter —/NDFEHE~DOBL M Iz CAGEAELZ 72BN L TW R WEEIL,
[Install TLS Client’s Certificate] 27 U > 7 L CiBML ET,
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B viemeter 1 2 RH LAV BOO—HL FAF S v HTRBICE B TS TOFLORE

c) UEE) 7747V IBMERATE2 X207 40 7TAITY XA (BEEHX) &2, fHAEE

RINAY ZLD) A NS T 7T 4T TNATY XLDY A MIBITTHZ LI TE
#LET,
TLS 7' & & U MEH ATRE72 i 5 KA €5 L TV R WA, 7 1 % 21X [Configuration] >
[Device Management] > [Advanced] > [SSL Settings] DFf 5L E I L > TEHR I N/ 11—
N ZGAAL = EERALET, T 74/ b TiE, 72 —2EE5 5 L ~ULiT medium
T9, D%V, NULL-SHA, DES-CBC-SHA, 35X U'RC4-MDS %< 3T O 5N
R CEE9, ASACTRICHEHTRER L D LT R D AL — N 2EHT 258D,
TLS 7' & & BRI OB S A A fRE L E T,

d) [Next]zZ7 Vw27 L%,
AT w76 [Finish) Z#27 U 27 LThb, [Applyl 227V v LET,

RDBERY

Diameter f ' AX7 2 a CTILS 7ax v aHFHTE2 L5120 FE L, AL Xy
N —2 A AR gD —ERARY T —0OFE B1—) | 2BRLTLIEEN,

Diameter f VAR 3 VEHOO—AHIL ZAFT Iy HHBAEIZKETILTIS TOFD

RE

Diameter " — X T2 T A4 72 F T EIC—BEOFFHENLELR2EAIT. a—H L XA T3 v JFF
BHZE (LDC) 4T 5L OICASAZRETHZENTEET, THOHOFERARET, 774
Tr R L CWARIGFEL, TORIIMEINE T,

ZORETIL, ASA L7 T4 7 Ml (Diameter 7 7 A 7 > b & DY — MEEBUR DR T (
21 =) T EINTWD X H1T) . BLOASA & Diameter H— /I FH A D15 FEEI R
HHESL T HMENH Y £, REIX Diameter 1 L AT v a VHDODAEZT 4w T I AT v
FEEBHEIC L D 7V TLS 7 v 0% E 233—) T+ 5 6 0 & FEEE T, Diameter
74T v MiEHEES A VIR— T 50D VICASA ETLDC 2y N7 v 75 8RR
£, ASA & Diameter V— XOEEEM IR DO LBV T,

* Diameter % —/ 0 ID fEBEA~DBLIFEH S 72 CAFEHELEZ A VAR — b T H20ERH

HDT, ASA X, TLS N> Ry = A 7 HIZH— D ID GEAEEZRFETE £77,

«LDC F 7 A FARA v FEERT H2HENH Y £9, LDCH— "D CAFEHEL 7 AR —
kL. Diameter — NI A ViR — b T HMENRHY £9, =7 AR— FERTIFTKRDO LRV
T9, FEAEOA VR — FOFEMIZ OV TIL, Diameter " —/ XD R¥ =2 A 2SR LT
<TZ&EW,

FIE

AT w71 [Configuration] > [Firewall] > [Unified Communications] > [TLS Proxy] %z 3R L 9,
ATYFT2 [Add] 27V v 7 LET,
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ATvT3
RTv74

ATy TH

Diameter 1 VXXV L3 VADA—AN FAFT I v VHAEICLS T TS TOF S DRE .

TLS 7 r X v A% ELET (72 & 21X diameter-tls-ldc-proxy) .

Diameter 7 7 A 7 > b & DY — MEHBEARORE (21 ~—) TEMLZ TLS —~ 7o

FIDFEFAELZEIRLET, Next) 227V v 7 LET,

FEIDFEAEZER L TR X, [Managel 27 U v 7 L GEIITTE £9, [Install TLS

Server’s Certificate] 2 U v 7 L C, Diameter 7 7 A 7> ND CAGEAEEZ A VA N—LT5H T

EHTEET,

VBTG, Y= "\0MERATE L2 EX2 70 7TV X5 (EHKX) &2, SEHFTRER T L

Y RLDYVARINSET 2T 47 TAI) ZLDO) XA MIBITTHILICE>TERTEE

T, BEAFRXEBELRWEAE, 774V MDY AT ADORESHAPNMEH I LET,

GE) T AMNBWOHE, E/2id Diameter 7 74 7 2 &[G TE 5 LiEE LW A 54

X, ZOFIEEAF Y7 LT, TLSZRrF T 27 4 F =2 L—1 3 > C[Enableclient
authentication during TLS Proxy handshake] % S#UfEER C & 47,

[Specify the internal Certificate Authority to sign for local dynamic certificates] ZE&R L, RO F/H%
FATLET (P 74 VBEOT ¥ A2 MIEE L T ZEW) |

ZOFIAL, GEAFEEL F—DRIERTHLZ L ZAHREE LTWET, LERGEAF L F—%1/F

A DOEEIL, ENEBRL, X207 0 70T Y ALOFEITHEA T TEI VY,

a) 0—HNEAF Iy IHEHEOF— RXTOEHEE, [New] 227 Uy 27 LET, (RZ2
EFRRTDHIZFLAT ORI Ry I ADY A REEFTIHILERHY 3, )

b)  HLWF—XTDA4HT (Ide-signer-key 7¢ &) TIHLH RSAGEHEZ/ER L £, [Generate
Now] #7 UV w27 LT, F—%&FlkL £,
[Manage Identity Certificates] & A 7 2 77K v 7 AR YD £7,

c)  [Certificate] %R L T [Manage] #7 V v 7 L, ASATLS 7ux 7747 N HDFE
HEL L —ZFR L ET,

d)  [Manage Identity Certificates] # A 7 R 7Ry 7 AT[Add) %7 U v 7 LET,

e) N7 A NKRA Y MZARTZEMTET (de-server 72 L)

f)  [Add a new identity certificate] 2 3%R L £ 7,

g)  [KeyPair] TiX, v —/v XA F I v Z7aEES—HIZ/ER L7 b O &R U ¥ — 23R
LET,

h)  [Certificate Subnet DN] Tld, WEE7aakhl 4 @itz @R L £,
T ADIELIET 7 4V S TT, Diameter 77U r— g AT V=T MLICTH
THEEDEHENDHD0E ) NEERLET,

i) [Generate self-signed certificate] Z =R L £, D/ T XA —HF |[THLHTT,

D) [Act as a local certificate authority and issue dynamic certificates to TLS Proxy] Z 3R L £ 77,
ZOF T a itk oT, ZOREAFEL LDC FAITTIZ2 Y £,

k)  [Add Certificate] #27 UV v 27 LET,
[Manage Identity Certificates] & A 7 2 77K v 7 AR YD £7,

1) ERR L7213 0 OFEEZRIN L, [Export] #7 V v 7 LET,
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B viemeter 1 o 2RxY 3L AO TS A TE— RICEBTIS TOF L OBE

Diameter $—/ NI A VAR — N CTEDH X IIGFENAEL = AR — M T HHLERHY 7,
7 7 A V4 & PEM B A F8E L. [Export Certificate] #27 U v 7 LT,

[Manage Identity Certificates] & A 7 2 77K v 7 AR YD £7,
m) GEAFEZERRNLIZEET, [OK] 227V v 7 LET,

[TLS Proxy] ¥ « % — KIZE Y 9, FEBAED [Certificate] 7 4 —/L R TRERIRI N TV 7
WIEEIX, AT CEIRL £,

n) EE) 7I7AT Y FMEATE X207 4 73U R (B &, AW
BERT NI XLDY A NS T 7T 47 TNAITY XLDOY A RMIBITTLHZ EICE-
TE#RZLET,

TLS 7' 1 % oMl ATREZR S 5 H A EFR L TV R WA, 7 v % 21X [Configuration] >
[Device Management] > [Advanced] > [SSL Settings] DR 5L EIZ L » TEFR I NTZF
0= U BEAL — hEHERHLET, T 740 T, Zr— LS R L~
medium T9, 2F Y. NULL-SHA. DES-CBC-SHA. £ X (FRC4-MD5 % [R< T D
WS HRMEHTE LT, ASAT—RICEERFRER b D LITERR DAL — FE2EHT 2
el DI, TLS 71 F BRI ORE5 T Az 6 E L E 4,
0) [Next]zZ7VUv7LFET,
AT w76 [Finish) Z#27 U 27 LThb, [Applyl 227V v LET,
AT w771 LDC CA iFZE% Diameter — A U R— N TE D L H1220 £ Lz, FEICHOWVTIE,
Diameter —/ 3D K& =2 A FE2BR L TLEEVW, T —HF (L Base6d B TH D Z LITHEE

LTL7EE, =2 S F VA FE 721 DER IR L ZE /251X, OpenSSL > — /L %
ML OB ZEWT 0N H Y £7,

RDERY

Diameter f > A7 2 a U CTLS VX v a2FEHTEA L9 ELE, E1 LV Ry

"ND— AR g O —ERARY—0FE (1—) | 28RLTLIEEN,
Diameter f VARSI O3 VHADTIS A 7A—KIZKATLS 7AXSNDETF

ASA & Diameter Y — SO % v hU—27 RNANELLETHD EHEE L TV DAL, ASA &

= EOT —Z HWEETHRXT =~ A A NERBETEET, TLS A 72— R&ff
A9 5L, TLS 7 u ¥ d Diameter 7 7 A 7 b & ASA DEID¥ v 3 o &#IES{bAES{L L
* 97\, Diameter V' — XTI Z7 V7 TF A MEEHLET,

ZORETIE, ASA L7 T4 7 v MEIDOIHK AR EOEFHEER Z ML T A LERH Y . ik
D ERENEIL SN ET, ROFNEE EITT DREIIZ, Diameter 7 7 A 72 b & O — MFHEBY
BoFE 21 =) OFEEZETLET,

FIE

AT 71 [Configuration] > [Firewall] > [Unified Communications] > [TLS Proxy] % &R L £,
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ATy T2
ATvT3
ATv74

ATy TH

ATvT6
ATy 17

Diameter 1 2<% >3 VAGTNS# 70— FIck 5 Ts 7o+ oz [

[Add] 227V v 7 LET,

TLS u X 4% fHELET (72 & 21F diameter-tls-offload-proxy) .

Diameter 7 7 A 7> b & DY = ~MEEBERORE (21 ~—) TEMLE TLS ¥y— T
X IDFEAELZERLET, Next) 227V v 7 LET,

F72ID FEAEZER L TWeid X, [Manage]l #7 U » 7 L CEMTE £7, [Install TLS
Server’s Certificate] 27 U » 77 L C, Diameter 7 7 A 7 > b D CAGEREZ A Y A h—=1F 5 Z
L TEET,

MEINT, = \MEATE X270 7T XA (KSR &2, HHAMMRERT L
FURLDY RIS TZTF 4T TAIYREDY A MIBITTAZ LI TEHRTEXE
T, S HFREEELRVES., T 74V MOV AT LAOESHFRMNMEF I NE T,

GE) TAMHBOLA, £7-id Diameter 7 74 72 FEEEHTE 5 LEEL TV DIHA
X, TOFIEEZAF Y7 LT, TLS7BF T 27 ¥ 2 L—3 3 > C[Enableclient
authentication during TLS Proxy handshake] % B{RfiFfR CT& £,

[Configure the proxy client to use clear text to communicate with the remote TCP client] % &R L |

[Next] Z#27 U v 27 LET,
[Finish] #7 U » 27 LT b, [Applyl 227 U v 7 LET,

Diameter 7" — ~ X TCP & TLS TiX 72 A 7-8, Diameter V' — X357 T A4 T h~D T
7 4 w7k L TUE, TCP AR— k% TLS AR— MIZE#T 5 NAT L— L 2% E L E7,

% Diameter V' — SO AT = 7 b NAT L— L Z1ERK L £ 97,

a) [Configuration] > [Firewall] > [NAT] Z 34 L £ 9,
b) [Add] > [Object NAT Rule] #27 U v 7 L%,
c) HARMT v RT 4 BBHRELET,

*[Name] : =7 Y= 2 b4 (72 & 21X, DiameterServerA) .

 [Type] (A7 ¥ =27 FDYA) : [Host] ZER L ET,

« [IP Version] : i ‘B IPv4 % 7213 IPv6,

« [IP Address] : Diameter % —/30 [P7 KL% (7= & 2%, 10.100.10.10) .

« [Add Automatic Address Translation] : Z D4 7Y a NIMLFTIEINL TLZE W,
* [Type] (NAT /L—/L D) : [Static] 23R L £ 7,

s [Translated Addr] : Diameter ¥— 3D IP 7 KL A, Zid, 7 V=7 bDIPT KL
ZERCIZA 0 £F (72 & 213 10.100.10.10)

d) [Advanced] 7 U > 7 L, K ® [Interface] 35 L U\ [Service] 7> a Y EFHELE T,
* [Source Interface] : Diameter Y —/MIHEfidT DA o F—7 = A A% B L £ 77,

* [Destination Interface] : Diameter 27 7 A 7 > MI$EfET 64 LV F—7 = AZ @R L F
R
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ERAL Y RT=IDA AR vay |

B wuarozxovaskys—<yiomE

* [Protocol] : [TCP] Z &R L 9,

* [RealPort] : 3868 & AL EF, ZiuUX, 7 7 4/L b ® Diameter TCP AR — M &5 T,

* [Mapped Port] : 5868 & ASJLEF, Ziix, 7 7 4/ k@ Diameter TLS AR — hF 5T
R

e) [OK]%Z7 U w2 L., [AddNetwork Object] ¥4 7T 2/ Ry 7 AT[OK] &b ) —EI Y v
LET,

RDBRY

Diameter f ' AX7 2 a L CTLS Vuax v a2HHTEA2 k75120 E Lz, AL Xy
NT—0 A 2T a0 DY —E 2R —ORE (B12—) ] 2BRLTIEEN,

M3UAA VARSI RYS— Ty TODERE

ATvT1
ATy T2

ATvT3

ATvT4

M3UA A VAT vary R v— <o 7w FEHLT, A2 b a2— NI T 7 & Al
ERELET, F72, 7 TARLHKATHNZA v E—V% Ry 7B L — MR TE £97,
T 74 hORA b a— RERZXITUTYT, JIOBEREZFEHAL T 5E5EF, A —~vy
TTERENHEREHEEL T,

RA v a—FREFIFA Vv E—Y 75 R CHESHTHRY U—%H L7 WE4A 1T, M3UA R
Vo — =y 7 EBRETHLEEILY EHAL, v TR LTA VAT Va v EHMICTEE
j—o

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [M3UA] Z&&R L £7°,
WONWTNNEFITLET,

c[Add] 27 VU v 7 LT, HiLnwsy7EZBMLET,

sy TERET DI, vy T EEIRLC[Edt) 22V v 7 LET,

i~y 7OEE, Al (K40 X0F) LA EZ AN LET, vy 7E2RET D & 1L
EETELDEMHOHLTY,
[Parameters] ¥ 7% 7 U w7 L, %BERA T a v EHRELET,

«[SS7]: Xy FU—2Z TEHIHLHSSTD/NU 7>k ITU, ANSI, Japan, China, Z D74
TailioT, AA VN a—FOEIREADBDRELEST, A7 a VEHRELT
M3UARY v —%EAL72%IE, RNY U—ZHIBRLARWRY AF I TEERA, T 741
kDR Y T 2 MZITU TY,
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M3UA £ v 2<5 33y Ky v—yTnEE [

» [Enable M3UA Application Server Process (ASP) state validation] : B 727 7'V r—2 3 v
= TFrt R (ASP) REOHEREZFITTOEMNE I, VAT AIMIUA Y v a v~
D ASP DIRREZHERF L, MGEAERICESWTASP A vE—V% Fuy 7 LET, ASP D
R TR IRRERMGE R T D &, TRTDOASP A v — VR EINTICEEINE T,
BRI ASP DAT — F F v 7 BWUELDIL, AT — M7/ 72— )L A — "—NQHEp
Yitr. £720137 7 AN TOINERLERYETY, 727120, e ASP D AT — b
Fxy 2, PEEZE-FTOREEL, m— R =7V 7 EiF7r—RKEy X |k
E—RTETLTWDGAEFEELEEA (RFC4666 LV) , A AT a0%, =
VRRA L RZEIWZASP RN 1 OB D EIREL £,

[Enforce Timeout] > [Endpoint] : M3UA = RARA > M OFEFHERZHIFRT 57 4 K &
A L7 7~ (hhmmss JBR) . A LT 0 FEAIFRNGEIE, 0 ZFFEL T ZEW,
T 7 4V M 3043 (0:30:00) T,

[Enforce Timeout] > [Session] : Ei% 72 ASP RIEOMEREZ BN L TV DA D, M3UA
o arEBHIBRTAEDDT A KV 2 A4 LT & hhmm:ss B THRELET, Z A
LT U MEFTFRVGEIE, 02fEL TS EEW, 7744 ME30% (0:30:00)0 T,
ZOFALT U NN TDHE, KRhLicty v a VoOHIBREZRIETEET,
* [Message Tag Validation] : fEE L7= A v — XA TORFED 7 4 —/v NONKEZHERE
FORGET 20 E 9D, BMIECTEKR Lo A v —VF Fe vy 7SR ET, Bk
AvE—=V A TICLoTERYET, BiETHA v -V IR E T,
cFIHTE RV —E (DUPU) @ —W/HH 7 ¢ —/L ROMFEE L., A%h72FH
BIO2— a—RFOANREFENTWDLIMERDH D 77,

e LT —  TRTDOMAET 4=V KBFLE L. FASNTEOBRZEFEN TV D HLEN
bVET, ETT— A v -V, FOZT— a—ROMET 4 — /L RREEN
TWHRENRHD £77,

B AT A AAA TBIOAT—Z AERT 4 —/L RIZIE, FFaSHIZEORN
BELTVDLENRD Y £,

AT w75 [Inspections]| ¥ 7% 27 U7 L, NT7 4w ORPEICESNTERETIHED A AT Vg
CEEELET,
a) WOWTNNEIFIITLET,
*[Add] 27 U v 27 LT, BHLWEEZEBNLET,

HETFORELTINL, [Bdit] 227V v 27 LET,

b) FEEO—FHZ A 7L LT, Match] (b7 7 4 v 7 3HHEL KT HXLERH D) 21T
[NoMatch] (K77 ¢ v 7| 3HMEL B VENH D) ZRINLET, KRIC, BEZRE
L/i—a—o

*[ClassID] : MBUA A vt —T D7 T AL XA THWRAELET, ROKIZ, HiHATHE
BERLET, ZNHDORA =T OFFMIZ OV TIL, M3UADRFCE IO RF o A
U=y a rEZRLTIEEN,
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B wuarozxovaskys—<yiomE

M3UA A vt+—C 55X Ayt—IDAAT
0 (BHAvE—) 0~1
1 (kA vEe—2) 1

2 S8STV T F VT Fy hU—ZEHE |1 ~6
A t—3)

3 (ASPRFEA VT F A Avke—Y) |[1~6

4 (ASP "I T7 47 AT F A Ay [1~4
=)

9 =T 47 F—EFHX ) 1-4

«[OPC]: BIERA >k a—F, 2FV v T 74 v 7 DOEELERALET, AL b
21— Rl zone-region-sp T3 T, S EHR M PIRE/REIL SST NY 7 M ko TH
7m0 ET,

«ITU : IRA > b 22— FE 3-8-3 B D 14 £y METY, [EOFPHIL,
[0-7]-[0-255]-[0-7] T,

«ANSI: RA > b 22— R|L 888X D24 vy METT, D
[0-255]-[0-255]-[0-255] T3,

&
H
R

e Japan : " A b 2— RNE 547 XD 16 €y METT, EOFFHIL,
[0-31]-[0-15]-[0-127] T,

+ China : RA > b 22— NX8-8-8 KD 24 & METT, MEOHFHIT,
[0-255]-[0-255]-[0-255] T,
«[DPC] : %85EARA > h a—RERELET, A 32— RiE, OPCIZOWTREEHIL
TWB &Y, zone-region-sp TETT,

* [Service Indicator] : —E R 4 LV —2FEERELET (0~15) , FHFHREZ
P—ER AV —FITRDOEBY T, ZNHEDOH—ER A TV —FDOFEMIZ
DNTIE, MBUARFCBEURF 2 A2 2B LTI ZEN,

c0: T FVT Xy NU—TERA -

1TV Ry hT—7 TFTRAMBLOACTF R Ay —
Q2T TV T Ry NI =T TARAMNBIORA T T U RAFRIA v E—D
3 : SCCP

4 EEE— Y

*5: ISDN = —

©6: T4 =PI (2— LB IOERREED A v &—)
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ATvT6

EAAL Y bD—8 A V2R L2 D9—ER KU v—0&E [

*7: T4 2P @EOREL L TF v A yEe—D)
*8: MTP 7 X b = —HFHBIZ FHIFE A+

«9: 71— KX K ISDN = —H{

«10: ¥ 774 K ISDN = —H

o 110 TRIFA

12 AAL XA T2V T F )T

« 13 1 X7 T —IFKAFE = — LA

4 = U =AHHTE k=

< 15 0 PRI+

c) Z7I7AIDDO—HIZIX, Ty hE ey T50/y MNEO L — MR @ H 92 5
DNWTHPERIRLET, MOTRTO—FOT 7 a i, "y e Ray 7 LE
T, TARTO—HIK L TaX U T2, X —T NI THNE I PRINTE LT,

d) [OK]ZZ VU7 LT, A AT varzBMLEd, LEISLTTeAZEY KL
£,

[M3UA Inspect Map] ¥ A4 7R 7Ry 7 AD[0K]| %27 Vv LET,

M3UA A L AT gy p—ERARY S —TA VARV ary vy IFRERATEA LT
D E9,

RDRRY

< T HFERTHIODAL AR a R = ERETEL LRV E L, [
Ny hT—=0 A VAT g DY —E AR —0RE (B14—) | 28R LTL
7FEW,

ENAIL LY RT—D LA VARG I UDY—ER R O—DEKTE

ATy T

ERL N Fy NI =7 THEHENLTa haLldf AT aid, T4/ DA AR
7 vary R U—TIEAENNIRS>THRNDT, ZNHDA AR v a UINLERGEITE
T HHLERBYET, TIAL DT =N f VAT gy B o—%lET 577
JTT, INHDA AR v arymEBNTEET, it LT A v ¥—T7 =4 AEEFD
RV =728 VEISLTHLW—EA RY U —2ERT52 b TEET,

FIE

[Configuration] > [Firewall] > [Service Policy] Z# Z4R L C, L — L& & £9°,

AR E AN Z SV PEVE |
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B rows7roosvs1ozRsvavomE

« T 7 AN DT a— LR Y —ERET HITIE, [Global] 7 4 /L4 @ [inspection_default)
N—VEER LT, [Edit] 227 Y v 7 LET,

« BrLvb— L &2 ERR T 521X, [Add] > [Add Service Policy Rule] 27V v 7 L£4, 74
W — RD [Rules] ~— TV F TiliAE T,

CENAIN Ky RT—F ALV ART gy L= ARHAEE. FRIEINELDA v ARY
TarvEBMTAL—ARE L5, TAERIRL, [Bdi) 227V v 7 LET,

AT w72 [Rule Actions] 7 « #— K ~X—F 7213 % 7T, [Protocol Inspection] % 7 & #R L £ 3,
AT9T7T3 HWEHFTORY =2 ERTTL5E, ) B2 AT var K v— <y TEMHT5
2D ORY =2 ffETHH5GIF. A VAT a v ET =71, HLnAg
VAR ary R =y L THEA XTI LET,
a) PIET 2T TCICERENTWAETF v IRy 7 A% 472 LET : [GTP]. [SCTP].
[Diameter]
b) [OK] %2V v LET,
c) [EA (Apply) 127 VU7 LET,
d) ZOFNEZEMY K L T [Protocol Inspections] % 72D 97,

ATy 74 BHOENA N Xy hU—7 7 u ha @R 1L E9 : [GTP], [SCTP], [Diameter]
ATV TSE o7 e hard1 DL Bkt LT 7 40 RUSNDA AT g URLERGAEE, A
7 a v ORIZH B [Configure] 7 U v 27 LT, LFEFEITLET,
a) TI7ANBIY T EEMATLIN, EFRF—FREELIEA VAT a R v—~y
TEBEATLINERIRLET, ZORRTY Yy 72ERTE £,
b)  (Diameter D, ) BEE{L SN 7= A v — O Diameter 1 > A7 ¥ a VEHNTT DI
I%. [Enable Encrypted Traffic Inspection] Z i8R L, E5(LIMEH 5 TLS 7w & o & 841
LET,

GE) Diameter 1 > A7 > a DO TLS 7 a2 % %A F5E L. Diameter ' —/X h 7 7 ¢
JIWIZNATAR—F U XA v va vzl Less (e 21X, A— 58687005
3868 IZH =N NTT 4w I EVFA LY NTDHRE) X, Fa—rLis, £z
WIANA VB =T 2 A ZADHTA LV ART g VEARELET, HAA 4% —
T oA AIA VAT Vg EwEMHAT 5 & NATed Diameter 5 7 ¢ v 7134 >
AR v a v ENANRALET,

c) [SelectInspectMap]| ¥4 707 Ry 7 AD[OK]| %27 Vw7 LET,
AT w76 [OK] £721% [Finish] #7 V v 7 LT, ¥—ERA KR > — —LERFELET,

—_ » o ~ =L

RADUS 7Hh 0T AT AVARI I UDERTE
RADIUS 7 H T T 4 v T A VART 2 a U NET 7 4V hTlEA =T N> TOERA,
RADIUS 7H T VT 4 v AV ART L a URNMBERBESITHRE LTI EE N,
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ATy
ATvT2

RADUS 7 HO VT AT AVARY IV RYO— Ty TOHRE .

FIE

RADIUS 7TH TV T 4 v T A AR gy R — vy TORE 33—)
RADIUS 7TH YT 4 v T A VAT gD —ERRY —DE 342—)

RADUS 7H O T4 VT A VARG RO —T Y TODERTE

ATy T
ATvT2

ATvT3

ATv74

ATy TH

MBIV ERBEZRTETARADIUS TH I T A v T A VAT gy R — <y Tk
WWLiﬁo

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [RADIUS Accounting] % %R L ¥ 5,
WKONTNPEFITLET,

c[Add] %7 Vv 27 LT, Ly 7 ZEMLET,
vy TEBINLCIEt) 227 Y v 7 LET,

L~y 7ORE, Al RK40 XF) EHEANLET, v v 7 2hmET 5L 21T
ﬁET% }:)0) ﬂﬁ%@%“(@—o

[Host Parameters] % 7% 7 U v 7 L. 4 RADIUS % — "FE 721X GGSN D IP 7 KL A &BAL
e

ASANA v —VZFATEL LY, EETREXF—2EG0DLZLNTEET, =220
BV IPT RLAEFRF =y 7 ENET, ASAILZ. ZNOHDHRA RS RADIUST B 7 v T «
VT AybE—V0avr—EZELET,

[Other Parameters] # 7% 27 U v 7 L, Bt 7 a ZRELET,

* [Send responses to the originator of the RADIUS accounting message] : /37 —% ESMTP #—/
NS ATTHENEIPERELET,

* [Enforce user timeout] : L—H DT A KV XA LT T NEFITTLH0E I 0, £, ¥4
LT U MEZRELET, 774/ MEI1FHETT,

* [Enable detection of GPRS accounting] : GPRS i E|FE R DREL LT T2 E I EELE
T, B X YPDP 2T XA MNAUNIEET S 729, ASA L. Accounting-Request D
Stop 33 & U Disconnect A v &—°0 3GPP VSA 26-10415 J@tEaF = v 7 LET, ZDEhk
PIET DA, ASA IR, REA VX =T =24 ADA—PFIP T FLAIZ—HT 5 Y —X
IP ZFF O X TR Z UMW L E 7,

* [Validate Attribute] : Accounting-Request Start A > E— V% Z(5T A, =—HF 77 K
DT =T NaAET D5E T 28R, Zh b DRMET, ASAD Rt 2 U425
MEIDERET DHAITRILLET,
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B rows7aoo 505 0 rRI L v H—ER K L —DBE

WEET 2B MEMZfE LARWEA 1%, FramedIP 7 KL ABYED IP 7 R L AD IS
WTHESNET, BNMBEMEZRE L., ASARBFBESNTWAT RLAZEN, £
DM DORZEST D BIENRIR DT T T 4 VTBBA v =V %% 3T 5 L. HWEMEE
LU CHET AT _RCoEET. IP7 RLARF LWV —FICHE Y B TEN-E V)
HIfE T, GirsivE 7,

EOFEPHIL1 ~191 T, Zoa~vy NIEERANTE T, BEETBLIUHHADOY 2
MZ DWW T, http://www.iana.org/assignments/radius-types # 2 L T 72 &0,

ATvT6 [OK]Z27 Vv 7 LET,

INT, RADIUST AU YT A4V T AV AR g DY —E AR —T, A VAT g
vy EFEHTEET,

RADIUS 7 H 92T A4 VT A VARG 3 VDY —ER R O—DERE

ATy

ATy T2

ATvT3

TIANEDA L ANT v ay R —TE, RADIUS T H YT 4T AV ART g
A R—=T NS N TNV, ZOREPMLERGEIEA X —7 /WIZLET, RADIUS T
T AT AVART T T ASAD NT T 4w IR ENETOT, EAHEL—LT
WF, BHA AR ary =)L E LTRHRELTLIEE N,

FIE

[Configuration] > [Firewall] > [Service Policy] % %R L T, /L— /L& & 7,

o FT LWL — VBB T HI21E, [Add] > [Add Management Service Policy Rule] 27 U v 7 L
F9, VW — KD [Rules] X—VF TlERFET,

sRADIUS T HOU VT AT A VAR gy b—)VEIZ, RADIUSTHOU T 420
AVANRT v a v EBNTAHAEBML—LRE 5581, TNERIRL T, [Edit] 227 U v
27 L. [Rule Actions] # 7% 27 U v 27 LET,

HERAFORY —%EHFT HI21L) FEHATORY —%fHEL THIOL ARSI v a VR
Vv~ TEMERT DI RADIUST AU T 4 v T A VAR ¥ a VARG ThD,
LA L AT gy R — =y TOLFTTHEA F—7 M LT IEEN,

a) RADIUS 7D 7 47 ~ v 7T [None] &R LE T,

b) [OK]%Z27 Vw7 LET,

c) [#EH (Apply) 122Uy 7 LET,

d) ZOFNEAE MY I L T [Protocol Inspections] Z 7 V2R Y £,

H#9® [RADIUS Accounting Map] IR L £9°, ZORR T~y 7Z{ERTE £9, FEMIICO
WTCIE, RADIUS 7 AU T 4 v T A LV ART gy R o— <y 7 OFE (33 2—)

LTS EEN,
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ATw T4 [OK] £/ [Finish) #27 UV v 7 LTI RV A M —ERX KR o— L— VA2 RIFLET,

ENAILRZY R T—DAL ARG I ODEZR) Y

ZITHEH, EARNAN Ry NI =T A VAR v a B H Y U TTHHFEICOWTHBAL
\iﬁqo

GTP A VAR 3 VDEZ=ZR) VY
GTP 27 4 Fa bL—3 g r&FoRT DI2IE, KM EXEC E— R T show service-policy inspect
gtp I~V REANLET, =2~ RE AT 5121, [Tools] > [Command Line Interface] %
HEIRLET,

show service-policy inspect gtp statistics 2~ > RZfEH LT, GTP A > A7 T 3 OfEHE
WAERRLET, R TAHAZRLET,

firewall (config)# show service-policy inspect gtp statistics
GPRS GTP Statistics:

version not support 0 msg_too_short 0
unknown_msg 0 unexpected sig msg 0
unexpected data msg 0 ie duplicated 0
mandatory ie missing 0 mandatory ie incorrect 0
optional ie incorrect 0 ie_unknown 0
ie out of order 0 ie unexpected 0
total forwarded 67 total_ dropped 1
signalling msg dropped 1 data_msg_dropped 0
signalling msg forwarded 67 data _msg forwarded 0
total created pdp 33 total deleted pdp 32
total created pdpmcb 31 total deleted pdpmcb 30
total dup sig mcbinfo 0 total dup data mcbinfo 0
no_new _sgw_sig mcbinfo 0 no_new_sgw_data mcbinfo 0
pdp_non_existent 1

show service-policy inspect gtp statistics ip_address 2~ > RIZIP 7 KL AZ AT 5 L. BE
D GTP = FiRA > FOfEaHERZ G TE £,

firewall (config) # show service-policy inspect gtp statistics 10.9.9.9
1 in use, 1 most used, timeout 0:30:00
GTP GSN Statistics for 10.9.9.9, Idle 0:00:34, restart counter 0

Tunnels Active 0
Tunnels Created 1
Tunnels Destroyed 0
Total Messages Received 1

Signalling Messages

Data Messages

total received 1 0
dropped 0 0
forwarded 1 0

show service-policy inspect gtp pdp-context =~ > Nz LT, PDP =27 % & MIET 5 1F
WaeFor LET, GTPV2 DA, ZHEINT 7 — a7 XX M TF, RiChlzrmLET,
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ENALRY bT=ODA VAR Y3y |

ciscoasa(config)# show service-policy inspect gtp pdp-context
4 in use, 5 most used

Version vl, TID 050542012151705f, MS Addr 2005:a00::250:56ff:fe96:eec,

SGSN Addr 10.0.203.22, Idle 0:52:01, Timeout 3:00:00, APN ssenocauthl4é6
Version v2, TID 0505420121517056, MS Addr 100.100.100.102,

SGW Addr 10.0.203.24, Idle 0:00:05, Timeout 3:00:00, APN ssenocauthl4é6
Version v2, TID 0505420121517057, MS Addr 100.100.100.103,

SGW Addr 10.0.203.25, Idle 0:00:04, Timeout 3:00:00, APN ssenocauthl4é6
Version v2, TID 0505420121517055, MS Addr 100.100.100.101,

SGW Addr 10.0.203.23, Idle 0:00:06, Timeout 3:00:00, APN ssenocauthl4é6

ciscoasa(config)# show service-policy inspect gtp pdp-context detail
1 in use, 1 most used

Version vl, TID 050542012151705f, MS Addr 2005:a00::250:56ff:fe9%6:eec,

SGSN Addr 10.0.203.22, Idle 0:06:14, Timeout 3:00:00, APN ssenocauthl46
user name (IMSI): 50502410121507 MS address: 2005:a00::250:56ff:fe9%6:ecec
nsapi: 5 linked nsapi: 5
primary pdp: Y sgsn is Remote
sgsn_addr signal: 10.0.203.22 sgsn_addr data: 10.0.203.22
ggsn_addr signal: 10.0.202.22 ggsn_addr data: 10.0.202.22
sgsn control teid: 0x00000001 sgsn data teid: 0x000003e8
ggsn control teid: 0x000£4240 ggsn data teid: 0x001e8480
signal sequence: 18 state: Ready

PDP £7/213_7 T — 25 % Z hE, IMSI & NSAPI (GTPv0-1) F7-1XIMSI & EBI (GTPv2)
DEOHBEEDETH D F kv ID (TID) IZX-> Tkl &N Ed, GIP b ik, e
AUAME D GSN £ 721X SGW/PGW / — RiZdh 5, 2 DOH#ET 537 %X MIL > TER
. P IDICE> TSR ET, GTP hrxuld, Ay b T —4 Fy hT—7
LENRANYTRIF A48 (MS) 2—H DM T/ v NEERET DIEEIIHETT,

)9
ROa<xy REEHLT, SCTP#E=4T&£7, a~vr F& AT 52, [Tools] >
[Command Line Interface] % 3R L £,

* show service-policy inspect sctp

SCTP A v AT v a »OfaHE#R AR~ LE T, sctp-drop-override 77 7 > # X, PPID 73
Ray 777 a Al—8T2NTEMUE 32, /X7 > MIIEPPID BN ER 57 —4
DONTZFEFVREENTNZOTHry NI Ry 7SR ERA, RICHZRLET,

ciscoasa# show service-policy inspect sctp
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: sctp sctp, packet 153302, lock fail 0, drop 20665, reset-drop O,
5-min-pkt-rate 0 pkts/sec, v6-fail-close 0, sctp-drop-override 4910
Match ppid 30 35
rate-1limit 1000 kbps, chunk 2354, dropped 10, bytes 21408, dropped-bytes
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958

Mat

Mat

Diameter DE=4 1) >4 .

ch: ppid 40
drop, chunk 5849
ch: ppid 55
log, chunk 9546

* show sctp [detail]

BIAED SCTP Cookie B LT Vo —a v a &K RxLET, SCTP T Vi x=—3 3 2
THEMIERAFRT DI, detail ¥— U — R&BEMLE T, FFHE 2—I121L, v /LF
R—=0 7, BEOA NI —A, BXOT I 7 A0 FEERICETAERbERINE

S

ciscoasa# show sctp

AssoclID:

Local:
Remote:

71
192
192

adeblb
.168.107.12/50001 (ESTABLISHED)
.168.108.122/2905 (ESTABLISHED)

Secondary Conn List:

192.
192.
192.

192.

192.
192.

168.
168.

168

168.

168.
168.

108.12(192.168.108.12) :2905 to 192.168.107.122(192.168.107.122) :50001
107.122(192.168.107.122) : 50001 to 192.168.108.12(192.168.108.12) :2905
.108.122(192.168.108.122) :2905 to 192.168.107.122(192.168.107.122) :50001

107.122(192.168.107.122) :50001 to 192.168.108.122(192.168.108.122) :2905

108.12(192.168.108.12) :2905 to 192.168.107.12(192.168.107.12) :50001
107.12(192.168.107.12) : 50001 to 192.168.108.12(192.168.108.12) :2905

* show conn protocol sctp
BUED SCTP #ftl B 2 MR L £,
* show local-host [connection sctp start[-end]]

AU B =T 24 AT LT, ASAZREIR L TSCTP R & 1T 5 R A MBI 2 1E#MAE &R L
FT. FREOEE T ITHPH DO SCTP#t & R OAHR A N DA %AkFKm7T 521X, connection sctp
F—U—REZBMLET,

« show traffic

sysopt traffic detailed-statistics =~ > FZHNI L TWDLHEEIE, A1 v F—T = AT L
D SCTP kit & A v AT 2 a VO EE RN F RIS E T,

Diameter D E=42 1) >4

WD a<r K& LT, Diameter =% TxF9, a2~ K& AT 5I21%. [Tools] >
[Command Line Interface] %% L £9°,

* show service-policy inspect diameter

Diameter { > A7 ¥ a OfteHEREF R LET, RICHZEZRLET,

ciscoasa# show service-policy inspect diameter
Global policy:
Service-policy: global policy
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B wuoz-sy29

Class-map: inspection default
Inspect: Diameter Diameter map, packet 0, lock fail 0, drop 0, -drop O,
5-min-pkt-rate 0 pkts/sec, v6-fail-close 0
Class-map: log_app
Log: 5849
Class-map: block ip
drop-connection: 2

» show diameter

£ Diameter i D AT — X AMEREF R LET, RIHZEZRLET,

ciscoasa# show diameter
Total active diameter sessions: 5
Session 3638

ref count: 1 val = .; 1096298391; 2461;
Protocol : diameter Context id : 0
From inside:211.1.1.10/45169 to outside:212.1.1.10/3868

* show conn detail
HpiiEH A2 R~ LE T, Diameter 5. Q 77 7 &#FHL T~—7 SN FE T,
* show tls-proxy

TLS 7'1 % 3 % Diameter f » AX7 v a » CHEHATIHAIE. 2070 %I ET H1ER
NEREINET,

MUADE=Z2Y VY
WDa<wy ReFEHLT, M3UAZE=F¥TXE3, a~v> FE AT AHIZIE, [Tools] >
[Command Line Interface] = 8&R L ¥ 7,
* show service-policy inspect m3ua drops
M3UA A U AR V2 AT 5 Fa y 7osatHihe 28 LET,
* show service-policy inspect m3ua endpoint [/P address]

M3UA = RABA > hOREHERZFRLET, T RAA L FDOIPT RLAZHREL
T, FFEDOZ Y RARA » MIBETAHEREER R TEET, M TXA TV T ¢ E00137
FAZEENTZ VAT AT, MeHERIT2=y T IRt S, 2= v METRH &
NEEA, WIZHZRLET,

ciscoasa# sh service-policy inspect m3ua endpoint
M3UA Endpoint Statistics for 10.0.0.100, Idle : 0:00:06 :

Forwarded Dropped Total Received
All Messages 21 5 26
DATA Messages 9 5 14
M3UA Endpoint Statistics for 10.0.0.110, Idle : 0:00:06 :
Forwarded Dropped Total Received
All Messages 21 8 29
DATA Messages 9 8 17
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ERALFy rI—0 422202 300BE [

* show service-policy inspect m3ua session

BRI T 7V r—a =T uk R (ASP) REOHREZANICT S L, M3UALE »
Ya AT AEERNFREINE T, HHRIIX, REXT VY Z—varID, By va
VINV U T NVERIIE T NNT ORI TH DD, Flo. VTAXDBEEINTT T AL F—
Tt arit NI Ty arONWTNTHLILREENET, 3o Eo
=y hERO7 TAZTIE, 2=y MR T T RAEZPLRITTZRICE > TRLGE, HWv
Ny 2T Ty rralrBREREINDIENHVET, ZNHOHWEYy T aid, By
varv AL LT T NEENI L TWRITIUE, ¥4 LT U MRICHIBRENE T,

Ciscoasa# show service-policy inspect m3ua session
0 in use, 0 most used
Flags: o - cluster owner session, b - cluster backup session

d - double exchange

, s - single exchange

AssocID: cfc59fbe in Down state, 1dle:0:00:05, timeout:0:01:00, bd
AssocID: dac2el23 in Active state, 1dle:0:00:18, timeout:0:01:00, os

* show service-policy inspect m3ua table

DN —NVEELT A A L MIUAA VAR gy T—TINVEFRRLET,

* show conn detail

P e £R LET, M3UABERIX, v 777 2L CT~v—27 & E 7,

ENAIL Ry NT—=D A VARG 3 VDERE

HaE

N

1) ==X

HERETRER

GTPV2 A AT g & GTPVO/1 A A
7 varolE

9.5(1)

GTP A VAT 2 a LGPV A TEx 5 L 91Tk
NFELE, £2, TXTONR—=T 3 VO GTPA VAR
a TIPV6 T FLARYHR—RFENDHL91220FL
77

GTPv1 BEL O GTPV2 IZ—ET 2 EHRID A v —V ID %
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