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e Xy NU—2 T EZADHIE (1 2—)

T I EBANL—ILDTAL LA (8§ X—)
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TANL—VTIEL, BEILESED N T T 4 v 7 DEHREIZESNT N T 7 4 v 7 BFFa T2
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WINERAND, A N—=DA U H—T 2 ZADN—)LPRIZEBEINET,
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INA ZZHETAHICMP T 7 4 o 712290 T, Vb YIZICMP V— VA RETE E7,
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ACLDEHAINAZ 2L, BEIEFA X —T A AZB VT ASANLEEEINE NS

T4 ZICACLBEHIND Z 2R LTWET, ZNODOHGEL. —MRICHEREMEINS,
X2V T ADERNA L E—T 2 ADSHENA L H—T 2 A~D ST T 4 w7 DB,
—WRIZRAZ EMEIND, EX 2 VT 4 OFENA U F—T 2 ADBERNA U H—T = f AD
N7 747 OBEIZERLEY A,

7o&2iE, NER Y N —2 EOFFED R A MR- T, #MAR Y hU—2 ED Web #—
T 7B ATEDEICTHHEEREITIE. 7TV MY RACL AFHTY, DA N
7 RACL Z{ER L CT 7B A ZHIBTHZ L TEETR, BELLERA N ZTFT 78X
EEFRIT 57 7 "N RACL & 1 DIZTERR T 5 BN TT (ROMESRL T2
EV) L, OTNTORA NI, 77 hXT 2 RACLIZX ARy hU—27 Bl S
E3

1: Outbound ACL

Web Server:
209.165.200.225

e
=
pe—
m
T

— N
ACL Outbound
Permit HTTP from 10.1.1.14, 10.1.2.567,
and 10.1.3.34 to 209.165.200.225
Deny all others

ASA

Ewéa

ACL Inbound
Permit from any te an

;i/ I:]IJ

10.1.3.34—» 209.165.201.8
Static MAT

".

ACL Inbuund
F"errmt from any to un

o

10.1.2. ﬁ?-—h 209.165.201.6
Static NAT

ACL Inbound
Permit from any te an

5

10,1174 209, 155 201.4
Static MAT

Ny BEERIET A0 R v 7T B 00 AT
WHEINDACLICRBITAEFNH D)L —
BE LGS, ENLBEO L —VET = v

JL—)LONEFFNEZETY, ASAIZBWT,
NHHEA. ASATIE, 27y P EKL—LEDIREN,
VDWW ONEIZHE > T T ET, WITIHD/L—Z

T
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THORNT 7 47 ZARMICHTT 55D THIUE, TNLEOL—VIETTF =y 7 SNER
/1/0

FEX 2T A A B =T oA ZANBIEEXF 2T 4 A F—T = A ZA~D Pv4 B L IPV6
DZ=FXY AN NTT7 47 XT 74N FNTHFAIINET, ZNICITEEOL—T v K A
H =Tz AEN—T v RE—RTOTY) v B A 2 —T7 x4 A BVI) MONTT7 4>
ITINEENET,

TNV ITN—=T A NR=DA L BZ—T 2 A AT, BEFa2V T4 AV F—T A ADND
BexaVT 4 A X —T 2 A~DZOBBROFAN, RLTY v ZV—TFNTDHA
VHA—T A RAEHAEINET, TV v ITN—T A N—DA v HF—T o2 f AL )—F
RAVHE—=T 2 A ZAEITHNOT Y v T—T DAL =L ORNZIIREFEROFF1IH 0 £
A,

TV ITN—F A RNR—=D A E—T A A Ob—FT v REFIZF T AT L | F—
R) bR%&EFT 74/ b THAILET,

« WHMD ARP, ARP bT 7 4 v 7 OHIENZIZARP A VAT v a V&R LEST, 77
A NL— L TIHHETE EEA,

« 516100 BPDU,  (Ethertype L— /L2 L T b2l T £4)

Mo ~7 7 4w 7ZiE, JERT 78X L—v (IPvd BLOVIPv6) | F 721 EtherType /L— /L
GEIP) OWTFraEHT 2 0ERH Y £7,

ACL Otk CHEERIO RS DR E SN D T2, BIRINIZHFRTLZ2WERY . T 7 4 v 7 (3@l
T&EEHA, L& FHEDOT RLAZBRITARTO—FZ, ASARBTOXRY hU—7
T 7 8ATHZEEFAITLHHE. FEDT RLAEZEL L) 2T, thoTXToa—%
EIFRILET,

BH (2 bha— FL—r) O ACL X to-the-box FT 7 4 v 7 HFEBL TWETN, A
B—T oA AD— E@Mﬁw—w@X%’ IZREERD deny 3 H D R A, ZORDVIZ, FH
T IR NI E LR Wl E O 7 7 & AL — L CRHMl S AL E T,

mﬂ3mm1®ﬁm\Ml@%%ﬂ%é%%%@ﬁéﬁ\mk?74v&%mwmc%@
LEHA, 72L& 21X, EtherType 8037 77T 5855, ACL DRJBIT & 5B 7245412
T\%%leu%%ﬂ(ikﬁ%&@?#nU?%4V§—714Xﬁgﬁ&®ﬁ%;9
T A4 AH =T o2 ANFEFERRIIZEER) LIZIP b T 74w/ R T7ry 7 SNDHZEEHY T
A, 7272 L. EtherType b —/L TTRTD hT 7 4 v 7 ZWRANCIEEG L723EA1E. IP &
ARPD h T 7 4 v 7 NMEGR SN, WA T bard T 7 4 v 7 (HEiRrIyo—3 g
E) EUNTFAESNET,

Ta— )V T T BA N LVERETDE, BERNRERIZS 2 — L b— VR S =%
W20 F9, WOBEDIE/F2SM L T a0,
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1. AV FZ—T A AT IR )L—),

2. TV ITN—T RAN—DA U HZ—T 2 ATE, 7V RS o H—T = A R
(BVI) OT7 7 & A JL—/L,

3. Ju—)LT7r kA L—),

4. BFERAY72 5T,

NAT &7 0 €R IL—L

TI7EANL—NE, NAT ZRELTWAEETH, 778X V—LO—HERET HERITH
WCEBROIPT FUAZERLET, =& 20X, WEHY—,310.1.1.5 HO NAT 28 E LT, /N
Ty ZIZV—TF 4 T RIRERANEBD IP 7 R L& 209.165.201.5 % Z DOH— 53 55354
L. ZONEY—R_"~DT 7 BRAENE ST 7 4 v ZIZHFRT DT 78 AL—)LOHF T, H—
NO~2y BT T RLA (209.165201.5) TR EEOT RLA (10.1.1.5) #2545
N E9,

Vs 7O X IL—IL

ZOWETIE, WEET IV EA L—MZONWTEBLET,

JRA—2 S 749DIZRTBIET IR L—IL

N—TFT v RE—=RFRERFFT AT Lk F— RO@HIZxT 5D TCP, UDP, LN SCTP
FlZOWTIE, VX —2 b TT7 4 v 7 BT 57200T7 7R —LTHEHD FH A,
ASA 1Z., #ESLEINT= R F RO X —2 T T 4 v 7 T XTHFALET,

722U, ICMP R ED a7 va VAR g haZonTid, ASAIFHE TRty v a v %
MESELET, Lo T, (ACLEEETA LV H —T oA ALFEA LV F—T7 =4 ZTHEAT
HZET) TR NL—=ILTHITHODICMP ZFF [ § 57, ICMPA VAT v ay mry
EAR—T VT HULERHD ET, ICMP A VAT v ay mo VU id, ICMP &y v a v
RGIEEGE E L CTHRWET, 7= & 2I1E. ping ZHIfHIT 5121%. echo-reply (0) (ASA 5
AA RN £ echo (8) (FA S ASA~) ZHELET,

TJO—FF v XA METILFFXYRE FST 49T DEFA

N—T v R T77AT 74—V E—KRTIL, 78— RKFY A LAV TFXYy AN NTT7 407
X, 77 BA L= A THFAISNTHWIEATHL7 ey ShvET, 2, HFR— & T
WWHE AT I v I =T 47 7a baVBXODHCP REENET, ¥4I v 7 L—
T4 7ua bhaVEIZDHCP Y b—%, ZDO NI 7 4 v 7 BT 5L IICHRET DM
R E7,

TG UART LU RERIIN—T v R 7747 04— L E—FRTRILZ I v TI—TD R

VR—THHA L E—T oA AT, 77 8ANVL—1LE2FEHRLTIP N T 7 4 v 7 Z2FFAT5
ZEMWTEET,
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INODRERIR A A T DT T 4w 1T aRrkI v a VATRITHBIZD, TR N—)L
EBIOREOWMIDOA L Z—T oA ZZEA LT, VE—2 NF7 4 v 7 OEBEHAT5
VIERH Y F97,

WDOFIZ, FCTYV v TNN—F DA NR—=THHA LB —T A AMDT 7 A L—)L%
FEALC, 22— NHFATE DR NT T 4 v B A TEHRLET,

RILERLITVIS TL—TDAVN—RBDTIERA N—ILDFINE ST 407

k27499 A

47 O ralFERIER—F pe

DHCP UDP R— b 67 B L1 68 DHCPﬁ»<Nﬁ%f* TNDOEA . ASA T
DHCP X% v hOmiEa2HELS L E7,

EIGRP 7u k=)l 88 -

OSPF =00 Ne= ("] -

</LFX¥Y Ak |UDPHR— i, 77U r— |=AFF¥ A K RN —A1F, HIZClassD
AR —A Vasiko TRV ET, |7 R A (224.0.0.0t0239.xxx) IZEE S
i‘aAo

RIP (vl ¥£721% |UDP &~— k 520 —
v2)

EE7OHR IIL—IL

ASASECOEBNT 7 4 v 7 BHlIT 5T 7 BA V—/L %7 ET%&# to-the-box HFL k7
T4 T (A H—T A A~DHTTP, Telnet, SSH 7¢ &2 X BH4¢) (2645 7 7 & A
B—E, ENHEET VA NL— VL0 HEEINET, LEB-T, ZOXIRFFS
NTEB N T 7 4 v 7 1%, to-the-box ACL THIRIIIZHESR SN TV AHLA THLERNITFT SN
£7,

BEHOT 7R A N— N 3R 2D, A F—T 2 AD— $®£Ew~W®XE IR D

deny 0 FHA, TORDYIZ, BHET 7 A L—/WZ B LARWERITET OT 7 & A
il EL— L TRl S AL E T

it\?ﬂ41A®KMPF?74/7 I, ICMP v — &AL CHfcE £4, T340 &
ZET 5 ICMP F 7 7 ¢ v 7 OFIEN I, WEOILET 7B A2 L— L& HH L E9,

EtherType /L—/L

Z OIETIL, EtherType /L —/WZOW T L 77,
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HH— F ENTLB EtherType 5 £ U2 01D 57492 [

HR— &N TLVS EtherType 8L UV ZFDHD ST 0w
EtherType /L — /LR &2 fil#E L £ 5,

« MR H A TDOIPX BLOMPLS 2=F% ¥ A hEZI~LFFv A hE2Eie, 16 8y
N 16 HEHUE T/~ 4172 EtherType.,

o f—HFXv hV2 T L—LA,

« 77 /)L N THR &N 5 BPDU, BPDU (%, SNAP TH 7 /L ENTEY . ASA IT45
\Z BPDU ZALEE$ 5 L H IZEREF SN TWVET,

e T R—1 (A= EHH) BPDU, k77 BPDU O34 11— KiZi% VLAN F# N
EENSHT-H, BPDU R[5 L, ASAIZLE Y. F&{E VLAN ZfFH L T3/ o — K
BESHET,

+ Intermediate System to Intermediate System (IS-IS) |
* IEEE 802.2 i U > 7 il v b, 5 —ERX T X HBA 2 bOT R AITES
WTT 7B A&EHIEITE £,

RDOZATDETT 4y 7 F R —hSHTHEEA,

« 8023 B 7 L — A type 7 o —/L R TIE7AR < length 7 4 — /L RMEH SN D720, L—
NTIHLBEE S E R A,

)B3—> b5 74 921239 % EtherType JL— /L

EtherType (T2 RV v a U VABITH L7200, N7 7 4 v 7 ZWiimll@im I E 5 L8R H 5
éﬁ\ﬁﬁ@%y&—7m4x_w~w%ﬁﬁﬁéz£m&@i#o

MPLS D &F 7]

MPLS % #F Al 9 %3541, Label Distribution Protocol 3 & U} Tag Distribution Protocol ™ TCP #%#5¢
2% ASA % H L’Cﬁﬁiéﬂé EolcLT7Eawn, 2, ASAAM F—T A A LD

IP7 RLA%ZLDP v aE/2TTDP £y g @ router-id & LTEEHT 2 L 512, ASA
ICHERE STV DM FOMPLS b— 2 2% E LET (LDPEB IO TDPAEMT5Z L1280,
MPLS /b — 213, BT 237 v MIEAT 27~ (7 RV R) 2xd3x2—hT&5H LD
220 ET)

Cisco I0S /v —% T, il 7w h=/b (LDP 721X TDP) ([Zi L7z~ RE A LET,
interface 13, ASAZHEES N TWEHA X —T = A Z“C@‘O

mpls ldp router-id interface force
EJelBs

tag-switching tdp router-id inferface force
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TIOEAIWL=ILDZA41VR

T 7 AHEN— IR R T A B o ARSI L LERE AL

722l = ATTr hank LTsetp ZHEHT 2551, S¥ U7 T4 BV ARMET
D

7O EAFIEICEATHHA K54 >

IP6DHA FS14 >

IPv6 VAR —hrLET, Q0L BEILT RLALSIKT KL AIZILIPvE 7 KL A L IPv6
7 RLZADMBEDLEEZEDHLZENTEET, 9.0 LV LETONR— 3 Tl RO IPve 7
TR N—VEAERT HDLENRH Y T,

Per-User ACL DX EXEIE

e 21— L ® ACL TlE, timeout uauth 2~ > ROMEREH S FE T, ZOfEIT AAA
Da—HFZLDEyary A LT U METAH—N=F 1 RTEET,

« 2P LD ACL DFZHIT R T T 4 v 7 BHEE SIHE, syslog A v E—2 109025 73
RS ESNE T, FT T 4 v I BRI S NIZSA . syslog A v E— VIR S NEY
o =P TLDACL D log A7 a O FIZH Y XA,

ZRMOAA K54 2 EFHIRER

ATV NIN—TRBEAX—TNMIT DL, VoI T v T ONRT p—v U AFKT
L. CPUMHZIZEMLE TR, 727 B R L—LORBICHVLERAE Y 2252 &N
TEET, ATV N IN—THRBEANLTEGE, Xy NV —0 ATV =7 b FE
7PV —E AL TV MIEESNEREAN, ENODO T NV—TDERIZESINT—
THET I BANL—NAPRREINET, ZOF T arZ2RETHINE. 778X —
T—TNDFHD [Advanced) R¥ %7 U w7 LET,

Bie L0, BETLLMEDOWMIFDIP T FLARRK Y hU—27 707 FEBAEESH
F9, BELT RLRC—HT D4 TV =7 OB, 56587 L AL —&KT58D1)
BEBLZH NPT EINET, ZO0F=v7iF, X7+ —~v ADKTEHIELE
T —EMHEBERICRD Z LR TEDIIN—LERELET,
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() ATl N TNN—TORKX, ry NU—T AT V=T b
YP—bERA LTVl POATEHELET, X2V T 4 Z 01—
TELIF—Y AT FTIEHIMELERA, ACLIZEF 2
VT4 FV—=TNEENTOWDLIEAEIL, ZOWEEEZ AT LN
TLIEEW, ACLWIET 7T 4 7122720 ZOMOTH L7
WENEE 72 D ATREMED N B £,

T IVRAITIN—=TIZNT Y vary aly B ETAVEMENTLIE T, AT LD
T RAEEEEAED D ZENTEET, FFMICONTIEL, — AR ERE T A
ROREARZREDEEZRL T EIV, ZDOA 7> aid, [Configurations] > [Device
Management] > [Advanced] > [Rule Engine] ® FiZ&H Y 97,

ASDM TiX, ACL D/V—/VDORIZH DT Z7EA VA RDI AL MNIFESWHTL—/LO
MR E SNET, ASDM TH LWVWL— L 2B LA b, BET 50— L ORilZHh b
A RREAE L TRESNET, 72720, ASDMD/ Y7 > b b L—H1E, CLIORA
N—NBITRESINT-a Ay MI—&LET,

EEICELITSET FUA, HDWIEEECE IS — EAEHOHMBE 2 AT %
&, ASDM TENHDOHBIZXK LT V7 4 v 27 ADM INLINEDA 7Y =2 k 7 L—
THREHEBERESNET, Zh6D0FT V=7 ME, b= T—T L Ea—DZE N5
DarR—F b= MIEBMIZILIE S VE T 25, [Tools] > [Preferences] C [Auto-expand
network and service objects with specified prefix] /L —/ 7 — 7 L% € 2 BINfRER 5 &L A
TVl MMy ERRTEET,

BE., ACLERIIAT V=2 b IN—TICHELWAT V=7 NESRLTZY, BUE
SZRLTNWDHEA TVl NEHIBRLIZVT5Z 813 TExEHA, £72. access-group 2~
YRTHELTORWACL 2B (7782 V—NV%#H) ¥56ZLbTEEHA, -
L, ZOT 74V OEEEER L, 7V MEIFACL Z21ET 2EIICZEN S
 [RIHFZR) CEXHL2CTH2ENRTEET, A7 V=7 bELIFACL 21EKT 5
FTIE, ZNHESRTHNL—NRT VA T N—TITEREINET, AiFSRE A 31—
T WNZ T BITIE, [Configuration] > [Access Rules] # 3 L, [Advanced] R¥ > %7 VU v 7
LT, 778 AN—VOFFMBREDA T a @R L £ T,

7 Ut AHEHDEE

ZITHE. TR ar b= ERET B IFIECOWTEHHALE T,

TR IL—ILDEE

TR =L EERT LI, ROFEEZFEITLET,

TR IIL—IL
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B 7oexr—rozmz

ATy

ATvT2

ATvT3

ATvT4

7oA L= |

FIE

[Configuration] > [Firewall] > [Access Rules] DJEIZER L £,

N—VEFA B =T = A ABLOF RN S, 7 r— L b= U3 D Li3RD 7
N—TIELOONTWVWET, BT 7R NL—LERETIHIHEESIT. ZOXR—UTHYIRS
NEF, NSO NN, fERENTT IV BA I N—T L LTA v H—T oA AE 137
72— ZE) BT H AR ACLICHY LET, £4u5H D ACL % [ACL Manager] ~<— 12
FoREINET,

WONWTNNEFITLET,
« FTLUVVL— L EZIBIIT HI21E, [Add] > [Add Access Rule] DJIAIZERI L F 7,

o 2T FROREDOHFTII N — NV EFEAT HI2IE, BT 2550 FIodh 2BEFOL—v
R L T [Add] > [Insert] DNEIZIRINT 55>, [Add] > [Insert After] OJEIZEIN L £,

c =V EMRET HITIE, V=V EEIRL, [Edit) 7 Vv LET,

N—NDTa T 4 E AN LET, BRTHERST SV a 2RISR LET,

* [Interface] : L — IV ZWHT DA v X —T =2 A ZAEZEELET, 7 o— UL b— L EERK
B [Any] ZBRIRLET, LT v K E—RDTY v ¥ FA—T T, TV v
ARA B =T =24 A (BVI) KTV vV ITN—T A NR—=DA L H—T =2 A AD )5
W27 7B A N— VAR X ET,

s [Action] : [Permit] £ 721X [Deny] : X5t D kT 7 4 v 7 ZFF AT 50 ES (B3 T2502%
BELET,

* [Source/Destination criteria] : £fF76 BET KV R) L%% (M7 74 v 7 7a—0DF—
oy b T RVR) ZEFLET, @FIE, AAMELREFV TRy bOIPVE T FLAF T2
IZIPV6 7 RLRAEZRELET, ZHERy NI FRERxy NI —2 AT V= b T
N—TTRTZIENTEFET, FELO—FAELIT2—F I —TAEIEETEE
9, F7=. [Service] 74—V RTrT 7 4 v/ OREEEETDHE, TXTOIP b7
T4y TIER, BED T 74 v 7 2R ETHL— NV EERTE £, Trustsec &
FELTCWAIEAE., ExX2V T4 JNA—T%2FH L THE LM r ERTEET,

EHFAIRE/R T RTOA T 3 VOFEEMIZHONWTIE, 727 A L—LDF a7 ¢ (11 <—
D) BBRLTLLIEE N,

N—VDEFRNDET LIz, [OK] %7 U v 7 LTL—/v T—7/MZBMLET,

[Applyl 227 VU v 27 L, TZ B A N—NEBREIMFELET,
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TR IIL—ILOTAIINT 4

TIEAN—=NVEBNELITRET D2 LZICRETELTBRT L HZRITRLET, £<D
T 4=V RTIE, WERY 7 AOFIZHD[LIRAE7 ) v 7 LT, TDT 4 —/b RITHHE
TLHAT V=l MBI ERk, RETEET,

A3 —T (4R

N—REHINDA v H—T oA A, T a—rIL — L EERT 25513 [Any] &38R
LET, Ty RE—FDT IV vV IA—7Zx L, 7V v RSNV H—T A R
BVI) £ 7 YV Y II—T A NR—=DA LV H—T = AZERTEET,
[Action] : [Permit]/[Deny]

HMBDO LT 7 4 w7 T 504G (EE) T2 aELET,

[Source Criteria]

MELEIELTWD NI T 1 v 7 OFREHEOF, [Source] IFRET HMENH Y 7
D, EOMDTaRT 41 XA T a o TT,

[Source]

AEILD IPVv4 £721L1IPv6 7 R LA, 57 4 /L ML any T, ZHIET~TD IPv4
FILIPv6 7 R L RAIZ—FK L E T, IPvd DH%EH—57 v MIT H5E51F anyd %,
IPv6 DFH % 2 —77 sy NMZT D85 1L any6 TN EVEHATEE4, H—DKRA N T
KL 2 (10.100.10.5 F 721% 2001:DB8::0DB8:800:200C:417A 72 &) . 7 x> b
(10.100.10.0/24 % 721% 10.100.10.0/255.255.255.0 JEZ. £ 721% IPv6 DAL
2001:DB8:0:CD30::/60) . %~ bV —27 47V bEIFFy NU—F7 ATV =7
N ZN—TD4HI, £ Vv H—T 2 ADLHIERETE T,

User

TATYT AT A T7ATUA—NEAIMNILTODEEIL, 2—FEiZ2—%
IN—T% 8774y DEEILE LTHRETEET, 2—FRBEHEH L THDIP
T KRR~ LFET, =—F4% (DOMAINwser) . +—W% JL—7

(DOMAIN\\group (2 DD\ IEFN—T % &R LET) ) | Flid2—F 47V =7
N ITN—THEBETEET, ZTOT7 44—V RTIE, [.]E7 VU v 27 LTAAA —

TN—TINBARTEBIRT 5139 BAFTE AT D L0 bIED0HH T,
Security Group

Cisco Trustsec Z AN L TWAEAIL, BX= ) T4 FJI—TDLRTRZ T (1 ~
65533) . E¥EtX 2V T4 IN—T F TV FEEETEET,
[More Options] > [Source Service]

TCP, UDP F£7-1X SCTP #%c— b A & L THEL=%HAIL, TCP, UDP,

TCP-UDP, F7/2IEXSCTP# £ TERFADI—EAAT V= b, MDA T V=
J NeA T a s TRETEET, BEIL Y- ROBEEREL, EELT—
ERTERLER A, BHEL—ERAZERT HIHE, s —v 207 a hanid

EETLTV—ERC—HTILERDY T (e xiE, MFELR—NEZRDOH D/
RUWNTCP 2 L)

TR IIL—IL .
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7oA L= |

[Destination Criteria]

BLL]

WMELLOIELTWD T 74y DX =5y NOFE, [Destination] I$5%E T 2 M E
HYETN, TOMOT T 134TV a T,

Destination

SE5ED IPvA £721XIPv6 7 R LA, T 7 % /L MElZany T, ZhiTTXTDIPv4 %
72X IPv6e 7 RLAIZ—E L £ T, IPvd DA E X —5 > MIT 5556 1% anyd %, IPv6
DRI S =2y NMZT 55T anye # ZNZEVEHTE LT, B—DOKA N T KL
2 (10.100.10.5 F 7213 2001:DB8::0DB8:800:200C:417A 72 &) . V7% v b
(10.100.10.0/24 %721 10.100.10.0/255.255.255.0 JEZ, £ 721% IPv6 DAL
2001:DB8:0:CD30::/60) . v U —27 47V =/ NERIIFR Y NT—0 FT V=7
N ZN—T D&, £ v H—T = ADLHIEIRETE T,
Security Group

Cisco Trustsec Z AN L TWAERIE., X2 VT 4 IA—TOLEFIRHX T (1~
65533) . X2 VT4 IA—T F TV NEEETXET,

H—EX

IP, TCP, UDPR YD T 7 4 v 7 DFva haji, 7 3 TTCP, UDP, F721%
SCTP DR— hEFRETEET, T 74/ MIIP TR, kv BRKWR27 e harz
BELT, ¥~ v NMZTDH I 74 v 7 L0V RETHIENTEET, &
L, ATSNDE A TOY—E R A7V FEBRIRL £, TCP, UDP, B3I
SCTP O34 1%, tep/80, tep/http, tep/10-20 (A8— R&EPH) | tep-udp/80 (FAR— K 80 ®
EED TCP £721XUDP F7 7 ¢ v ZIZ—F0) | sctp/diameter D K 9 12— F ZFEE

TEET,

=IO BOFAZ AT LET, 1ITORKILTHIT 100 XFETTT, EEIT2 AN
T&EFT, CLITIE, S22 A e LTEME L, V—LORIZEEINET,

G

15O F Ty N7 +—25 (Windows 72 F) FTCHIELAOLFTTa AL MEBIIL, Fh
SOXTFEROTZ v F 7+ —2 (Linux 72 &) 2HHIBRL X S & LIzHE. TOXFRN
IE LR SN2 W2 OFRESCHIBRZ FIT T RWREMER H Y £9, ZOHilRIE, &F
EONFEIEIERFETEZ L a—RTDH57 7y M7+ —L2DERFMEICE D DT
T

[Enable Logging] : [Logging Level] : [More Options] > [Logging Interval]

. TR JL—

aX v ATy a T, =D Tsyslog A v =% EDO XS IEKRT 0%
EFLET, kOuX U7 A7 v a2 FETEET,

[Deselect Enable Logging]

= Dua X TR FET, ZOL— BT AERICOVWTIT, Fox
A 7D syslog A vE—VHRITSNER A,

%
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7ot2 L—Loigtr T avozE |

[Select Enable Logging with Logging Level = Default]
=T 74 hOu X RSN E T, BRI HEE D &I syslog A >
=T 106023 BRITSNET, TTITAT U ABRKBEEZZIT TWDLHEE, Z0OAy
TV ORTHEIIY — BRI E KT T RRERDH D FT,

[Select Enable Logging with Non-Default Logging Level]

106023 DOV IZ, HEHI S HT syslog A v E&—7 106100 Dt S ES, A vE—
2106100 1E, ETFHRMICE v b L EIRITESNE T, ZD%, [More Options] >
[Logging Interval] TRE L7-[HIfR Z L ICHRITS . TOMBRNOE v Mita R L E
9, HEREEIN 5 e X7 LoULid [Informational] T,

HEGRA Yy E—VEERNT L L WBOEBELRBTEDLLLbIT, AL TT

A=V DGNINES /R £, DOSKBEEAZITTWDHEE, A > E—7106101
MERINDZERDY 7, UL, AvE—106100 D v b 17> hDOAR
IHEHESNDF v v = SNITER 7 v —08, 1 SDORIRIZE T DR KRB E2#E A
el bR LET, ZOWRT, 77747V ATHBEERHT 572012, ROMIE
FCREHMEROINELIF L ET,

[More Options] > [Traffic Direction]

=@ K ([In] £ziX[Out]) ZHBELET, T 74/ ME[In] T, Za— L 77
TA NNV EEHT VA NV TIEIZOF T v a vy LRIRTE EHA,

[More Options] > [Enable Rule]
J—IVIST INA ZATT 7T 4 Tl TNBENE DDy, W/ > TNBA—/LiE, —
NT =TV E LT EDOT A N TRRINET, V—AEEHZTDHE, L—b
EHIRT 22872, =D NTFT T4 v I ~OEHEEIETEET, 20D, 0O
= VIS E B L72GA 1R, BCHEANCTHZ ENTEET,

[More Options] > [Time Range]|
= IVNT I T 4 TN o TN D MEN S LR W H 2 ER T DR A 7 ¥ = 7
D4R, R 25 E LW, L—UEEICT 77 4 7T,

TOERIL—IOHFEEA TS a > DRE

T EAN—IVOFMA T a v EFERH LT, V=L OBMEO—EE I AT A AT HT LR
TEXFET, 270, 2nboFFavi, FEAEDEASICHUICEET AL ICT 741
M CHRESINTWET,

FIE

ATv 1 [RE (Configuration) |>[Z7 74 724+ —JL (Firewall) |>[7 % X JL—JL (AccessRules) ]
BIRL ET,

ATV T2 V=N T—=TLDOFIZH D [Advanced]| RX > %7 Vv 7 LET,
ATV T3 ROAT v a v E0BIOSCTRELET,

TR IIL—IL
I



7oA L= |

B 7rex—romar 7o aone

* [Advanced Logging Settings] : 7 7 A+ /L NSO X FEFRET H L, A v E—T106100
DORFHEREF D ToDIHEE 7 n—RNF¥ vy vy ashET (727 EA L —/LDsyslog A v

-12\__.

9@%@<wN~V)%%%>of%)ﬁ;@&m}ywxﬁﬁﬂ@’ﬁ%énﬁ

WE DT BT, ASAIZRIFHES 7 o —HICHIRZRELET, Zhud, FE7ue—
ﬁ&%%rbfwéT*%ﬂ%étbfﬁo_®ﬁ@ ETAHE, AvE—106101 23
FATEINET, 106101 IZOWTLL FERETEE T,

* [Maximum Deny-flows] : ASAIZ LY 70 —DF v v 2 MFIESNDANIFF END

R 7 a—0OR K%, 1~ 4096 OFFTIEELET, 7 74/V b 4096 T,

o [Alert Interval] : fE &G 7 0 —RNERBICELLZ EEB2RT VAT LA BT AvbE—U

106101 23347 SN HHFREIRINE (1 ~ 3600 B) ZFEELET, T 74/ ML 300 T
T

[Per User Override] ®7 — 7 /L : —HF OFEFEHIZ RADIUS Hh— )b 4 m— R L7z

HAF Iyl a—HFACLEA v Z—T = A ZZED B THNT-ACL LY HELTHNE
IMERELET, 2, A ¥ —T7 x4 AACLHM10.0.000>6D 77 4 v 7 &9
RTHESL, #4F 227 ACL2N10.0.0005D T 7 4 v 7 2+ _XCHFAT LA,

DA—PIZEHLTIE, FA4FTI V7 ACLICE o TA U H—T =244 AACLM EEXENE

—’9‘«0

2= EEZEFATIHEAL L H—T A ATOWT, [PerUserOverride] = » 7

Ry 7 Aed N LET (BEREFHFMOHR) , 2—HFTL0 EEZWENT 1 E—T7 V7%
5E. RADIUSH—NZ Lo TRt SN D7 7 A — T, ZDA v H—T = A A LT
MEINET VAR L—LEFESSNET,

T4V ETIE, VPNUE—LFT 78R NTT7 4w 713A4 2 —T7 A AACL &L A S
NEHA, 7272 L. [Enable inbound VPN sessions to bypass interface access lists] 5% &

([Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles] XA ¥) O@BIRZfiFEFR LI=5A1X, 7 Vv—7 KU o —TVPN 7 VX 03 &
NTWB 0 E 99> ([Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group
Policies] > [Add/Edit] > [General] > [More Options] > [Filter] 7 .t —/V' ) | 35 J O [Per User
Override] 77> a VEREL TWANE I DI > TEMER R £,

* [No Per User Override, no VPN filter] : T 7 4 v 734 ¥ —7 =4 A ACL L FREX

nE9,

* [No Per User Override, VPN filter] : N7 7 4 v 7 13F T4 ¥ —7 =14 A ACL L&

S, RICTVPN 7 4 V& LA S ET,

* [Per User Override, VPN filter] : N7 7 4 v Z X VPN 7 4 L Z DI ERESIET,

[Object Group Search Setting] : [Enable Object Group Search Algorithm] Z3&RT 25 L, L v 7

T TDNT =~ AIERTLETH, 7027 N IINV—T2ERNT L7 7R L—
/lz@*ﬁ;ﬁ THERAEVEZMADL I ENTEET, A7 V=7 NI N—THREeA X—7

ILEHA. Ry MU= 37 V=7 MIERSNEEAN, TNOEDINV—TDER

;%/)b\f BT AT IR IL— LB RINET,

. TOEX L—IL
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GE) AT N ITN—TOKREIF, Xy NI—I ATVl MY —ERAL TV
7 bOKRTEELET, EX2V T4 7 N—7FT7 V=7 FTIHEMELEHA,
ACLIZEX 2 U T 4 ZNV—TREENTWEELEIR. ZOMEEZEIC LN
?<témOM1ﬂ#77747a@otb\%®m®%ﬁbﬁw@¢kﬁéﬁ
REERH Y £,

s [Forward Reference Setting] : % . ACLE/ZIIA 7V =7 b J—T1ZR\0WAT V=7 b
RAT V2 N ITN=T BRI BHESZRIN T AT V27 b RAT V27 b
TN—T%HIRT 5 Z LIXTEERF A, Fo. access-group 2+ > R THE L T2 ACL
EBW (T 7B AN—AEEH) $52LbTEERA, EEL. ZOT T 0 FOEIE
EREEL, ATV 27 FEIZIEZACL 2B 2RI b Z THITZH TE5L912
THZENTEET, 7V NELIFACLEZERT 52 LTI, b a2 51—
NRT VB A TN—TIFEHINE T, FASHE A X —7 /127 5%, [Enable the

forward reference of objects and object-groups] BN L £3, FFIZHE A X—7 I T D
&L BFOAT V=7 FOBROAT) I Z)pFEIRRE ASDM THBITE 70725 2
EICHERE LTSN,

ATy T4 [OK] 227V vr7 LET,

EEBT7I9ERX IL—ILDHETE

HEOET (F-13EHOET) 726 ASA ~D to-the-box B ~NT 7 4 v 7 ZHIHT 514 >
B —T7 A AACLERETEXET, ZDOXA 7D ACLIE, IKEDoS (V—b i) WE%
Tuy 735 SICEHTT

WEDOT 7R N—)L TR A =T =2 AD— $@£Ew~»@$% ITREER D
deny "0 FHA, TORDLYIZ, BEHT 78 A V— W~ LW EERITET O T 7 & A
I — L CRHMt S U E T,

FIE

AT 71 [Configuration] > [Device Management] > [Management Access] > [Management Access Rules] % %R
L%,

N—UFA B2 —T = A AN SN TWET, &7 V=T R, fElkEShTay he—1 7
V%/MI&LT%/? T A AZEID B TOHNTZIEACLIZHEY LEY, £15HD ACL
% [Access Rules] ~— 3 X O [ACL Manager] ~X—VIZERINE T,

ATV T2 RONTNPEFITLET,
o T LUVVL— L& BT 5 I21E, [Add] > [Add Management Access Rule] DJIEIZ 8K L F 77,

« AT FTHNOREDGFN N — NV EFEAT 2121E, BN 2550 Tich 2BF0 L —L
%% L T [Add] > [Insert] DIEIZIRIRT 5 A, [Add] > [Insert After] DNEIZERIR L 7,

TR IIL—IL
I



. EtherType L— L DR TE

7oA L= |

= VERRET DT, V—VERIR L, [Edit] 227V v 7 LET,

ATV T3 =7 axXT 2 AN LET, BIRT LTS TV a 2 RIRLET,

it
)

[Interface] : V—/VZ#EHTHA X —T =2 ABEELET, V=T vy RE—FDT ) v
CIN—FTiH, TV R v F—T A A (BVID) KT Y v T—TF A N—
DAV BE—T 2 A ADWTHIZT VA VL—VEERTEX ET,

[Action] : [Permit] £ 721% [Deny] : ;D ~ T 7 4 v 7 Z T 5 0408 (BEE) +250%
fRELET,

[Source/Destination criteria] : £fF6 BET NV X)) Lsde (M7 74 v 7 7u—0DF—
Ty RN T RVR) ZERBLET, BFEIX. SAMELITZV TRy bOIPVE T RV AE =
IZIPv6 7 RV AEZRELET, ZHERy NI—J FRIEFRYy NI—7 ATV N T
N—TTCRTZENTEET, FEELO—FAFEIT2—Y I —TAbIEETEE
9, F£7o. [Service] 74—V RTrI7 7 4 v 7 OFEEZHET HE, TXTOIP +7
T4y 7 TR BED ST 7 4 v 7 ERMRET DN — NV EERTE £7, Trustsec &
FIELTCWAEARIE. X2V T4 =732 L CHETLsmbrEsmTcE £7,

ARER T RTOA T L 3 VOFEMIZOWTIE, 77 BA =D T a7 4 (11 ~—
ZZRLTIZEN,

N—IVDERNTET LIZH, [OK]Z27 U v 7 LTL—)v T —T VBN LET,

ATy T4 [Applyl 227 U w7 L, V=V EREIHEFELET,

EtherType /L—ILDEXE

EtherType LV —/WET U v ¥ T N—T A N—=DA B —T =2 A (b—TFT v REITNT
AT VLY R T AT U=/ E—F) OIFIPLAY2 T 74w 7 ICEHENET, 21
SON—VEMHALT, V1Y 237y NN EtherType fEIZHESWCT RN T 7 4 v 7 B £
T2 I3A%EE C& £9, EtherType L —/LTliX, ASA 2T 2IEIP T 7 4 v 7 D7 v — %l

TZ
)

£
YV TN—T AN —=DA U H—T = A AL L O EtherType 7 7 £ & JL—/L D

F &M TE £ ¥, EtherType /L—/LIiE, HLIET 7 B A L— Wi S E T,

FIE

AT w71 [Configuration] > [Firewall] > [EtherType Rules] % &R L =7,
NI A v 2 =T oA ZB L OHAHNHER SN TWET, K7 A—T B fER S TA &~

§_

7 A AZHIYD YT 5472 EtherType ACL IZAHY L £,

ATV T2 RONTNILEEITLET,

. TR JL—

%



TR IIL—IL
EtherType JL— L DR TE .

« FTLUVVL— L& BINT 51iE, [BA (Add) |>[EtherType MiEfN (Add EtherType Rule) |
EIRL £ 7,

« AT FTHNOREDGFNC N — NV EFHEAT 2120E, BINT 2550 Tich 2BFD/Lr—/L
Z®IN LT B (Add) |>[3&EA (Insert) | Z3&INI 257>, B (Add) | > [#&IZEH0
(Insert After) | Z3®IRL 7,

« =L ERRET BT, V=L EBIRL, [Edit] 27V v 7 LET,

ATYT3 N—=NDT T 42 AN LET, BIRTDHERA TV a VERITRLET,
s [Interface] : V— IV ZEHT HA L F—T =4 AZFHELET,

* [Action] : [Permit] £721% [Deny] : XfRD T 7 1 v 7 ZFFal 208G (BEE) T 50%
fBELET,

* [EtherType] : IROA T a VEMBHL TN 7 4 v 7 ZRETEET,
cany : I XCHOLT T 4 v 7,

sbpdu: 7 74 /V N THFRIENE TV vy Fu halsy—H 2=y bk, ZOF—T—
RTCIERGEET DT 7 4w 7IC—F L7720 ¥ L7z, BPDUZH#EIT 5I12i%, 1%
DI [dsap 0x42] #EEAH L 97,

e dsap : IEEE 802.2 fmBR U > Z Hfil##l X v FDFESEHh— R T 7R KA DT K
LA, &5|Z, [DSAP Value] (Z 0x01 ~ Oxff O#FHD 16 #EEL THFAl £ 72 13T T2 7
RL 2 GO LBENDY £9, WIZ, —HOLET FLADHEERLET,

«0x42: 7 )y FmbanrsF—4 =y (BPDU) ,
* Oxe0 : Internet Packet Exchange (IPX) 802.2 LLC,
» Oxfe : Intermediate System to Intermediate System (IS-IS) .

« Oxff : Raw IPX 802.3 JE=,

« ipx : Internetwork Packet Exchange (IPX) .

« isis : Intermediate System to Intermediate System (IS-IS) .
* mpls-multicast : MPLS /L F % v X I,

* mpls-unicast : MPLS = =% ¢ X |,

+ [hex_number] : 16 £~ b ® 16 #%% 0x600 ~ Oxffff TH;E T H1LE O EtherType,
EtherType @ U X MZ-DW\W T, http://www.ietf.org/rfc/rfc1700.txt (27 7 £ A LT, RFC
1700 Assigned Numbers] ZZH L T 7230,

* [Description] : /b —/L D BHIDOFH A AT LET, 11TORKRCFEIT 100 LFETT, &

AT ATITEET, CLITIEZ, (10X beELTEMEN, V—LORNIEEBE S
i‘j‘o

TR IIL—IL .



B ovwroezi—no

ATv74

7oA L= |

B

axX ;e

« [ZFDMDA T 3> (MoreOptions) |>[AM (Direction) | : /L—/LDHEIMN[A > (In) ]
MW7 (Ou) | ERELET, 774/ MMi[In] T,

N—IVDEFRMNT T LIzh, [OK]ZZ7 Vv 7 LTL—V T—7 VBN LET,

[Apply] 227 U v 7 L, — L EZREIHEHFELET,

ICMP 75t X JL—ILDERTE

ATy T
ATv T2

T 7 4V h T, IPvd 7203 1Pv6 2 L TIEE DA > X —7 = A AIZICMP /X7 v R &%
fEC&EET, LIEL, ROFNARHY 7,

*ASAE., 7E—RFX¥ AT FLAFETD ICMP = 2 —FERIZSEHE L A,

cASAIZ. NTF T4 v IDREETAELN L F—T oA AFETDICMP kT 7 4 v T T DI
LET, ICMP 57 4 w2 iE, A v F—T oA ARETHNTZA v 2 —T = A ATEE
TEEH A,

FNA R WENSIEHET H7-DI2, ICMP L— A AR LT, £ v Z—7 = A A~D ICMP
T I RABBEDKRAN, Fv U= FIZITICMP ¥ A FIZRETE £9, ICMP L—/L
IET 7 B A=A L RREICIEFE B 0 . 2y MRS B LIZ A —A DT 7 S = 2 3
HanEd,

A E =T 2 A AZX LT any ICMP L — /)L ZGRET D &, ICMP /L—/LD U A b DRI
ERD deny ICMP /L — /L 3B S 3L, 7 7 4V OBEREELE INE T, D7D, —HD A v
Y= A TEFEEET AT, BODOA =Y XA T AT 5H X HIZICMP L—
DY A NDOEE%IZ permit any L—/LEGD DHMLBENH D T,

ICMPE[ERREA v —T Z AT (FA7°3) OHEREZFEINGT L2 L 2HELET, ICMP
BIEARREA v —V &L T 5L ICMPSAMIUT 4 A HNY NF 4 —T /L2720 | IPsec
BLXOPPTP b7 7 4 v 7 MEILTEZ B £3, £72. IPv6 D ICMP 747 v M, IPv6
DRAN—EZR T o A EHSLET,

FIE

[Configuration] > [Device Management] > [Management Access] > [ICMP] DJIHIZEER L £7°,

ICMP L — /L 23 E L7,

a) A—A%BNT S ([Add]>[Rule]. [Add]> [IPv6 Rule]. 7% [Add] > [Insert]) 7>, /b—
NVEIERIRL CmE L £,

b) HIETHICMP % A 7R L £, T_XTOHXA TS558 Fany Z38BR L £,

) NW—NEEHTHA =T A AEFTIRLET, KA ¥ —7 A ATk L TREBINC
=V AERT D BN H D £7,

d) —HELENT 740K LTT 7B REHAT5NMEET I EEIN L £,

. TOEX L—IL
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TOERRIL—ILOE=AY LT .

e) T RXTDOIT 7 4 v 7N —NEEHT 551, [Any Address] Z#INL £3°, FFEDK
ARNFEEFERY N2 ZHIET 558, 7T RLvAE~R7 (IPVADEE) 137 R
LAET VT 4w 7 AR (IPv6 OBE) ZAHLET,

) [OK]%7 Vw2 LET,

RATFYT3 (AT a) ICMP DEERGEA v — VIR T DHIRIT. KOKA T 2 v &2 MH L T
ELET, ASAZR YT D1 2L LTERT D FL—R /b— NI LT ASA Ot 2 7F ]9
H7eITiE, —E A& K'Y 2 —T [Decrement time to live for a connection] 473 3
([Configuration] > [Firewall] > [Service Policy Rules] > [Rule Actions] > [Connection Settings] 4
TRIRy I R) A X—=TMT D1E0, L— MlREZRE L TO0ERHY £7,

 Rate Limit : BIERGEA vE—TU DL — MMilfREZ, 1 BH7Z0 1 ~ 100 OFGEHTREL F
T, FT7ANMI IBHED 1 A vE—UTT,

eBurstSize : X— Ak L— F & 1 ~ 10 DFFHTRELE T, BE. ZOMHEITI AT I
rToTHHENTWEREA,

ATy T4 Apply 27 Vv 7 LET,

TR IL—ILDE=R)Y

[Access Rules] X—IZK /N —/LDb v MERFRINET, by MRICH—YLvEHEDED
L. TOEHRH EERAFRRINET, by MEY Yy FTHIZE =i hH7 Y v
L T [Clear Hit Count] Z#IR L E£3, ZhxF(T7325L, MUFRORITCA 2 —7 =4 X
HHINTWDLTRTOL—LDOE y MEIBHEIND Z LITHERL TSN,

TR IL—IL®D syslog * v t— D

T I RAN—IIIET D A vE—U1E, syslogA XU FDOE=2—7 (ASDMDOE 2—7 72 L)
AL TR TEET,

TN IOuF LTI LTWLIGE, BURIICHG Sz 7 v —I267 % syslog A~
= 106023 I NERENET, L—DY R FOREZBICHD [HEERO deny) 1Z—ET 5
N7 T g4y 7 TR S NVER A,

ASA W ZZ T 126, G SN/ vy &7 syslog A v E— Y OENBIEFIZRKE L
RHZENRBHY ET, RDVIZ, syslog A vE— 106100 2 HT X 7 E2 A F—T L
T EEBEIDLET, ZORX =3 N—v FFAIL—LHETe) OMEHEHRE =~
THOT, ZhEHEATLZLICED, AkSbsyslog A vE—VOEFHIRTEET, *
7oy BFEDONL—IHDONWT, T RXTouaX 72T 48— NWMIT5HELH £,

A v E— 106100 DR X2 T NA F—T )T, X7 RN ACE & —E L7=%A, ASA LY
n—xy b EERL T, FEESNMENTZE LI 37 v hO%EBHIL £3, ASAIL,
IOt v bbb olob &, BLOKMBEOKD Y ([Zsyslog A vE—T &L, ZOMREIC
Bty FOGHEEREZEOE y FOXA LAX L TERLET, FHEOKDVIZ, ASA

TR IIL—IL
I



B rexr—rore

7oA L= |

Te vy MMEEO0ICV Yy FLET, 1 DORBENTACE & —ET 237 v ¥ o254,
ASAFZFo7o— 2 R EHIBRLET, L —looaXr FORETIT. THENLONL—L
IZOWT, B Ayt —V0RIROIE), BEREGHIETLZENTEET,

Tu—F, EETIPT RV A, 3BEIP T LA, Yr hal, BLIOKR— M CEHRINTE
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