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KVM ASAv

ASAv  KVM
1 KVM ASAv
10.1.1.2 198.51.100.2
g0/0 go/1
ASAv
192.168.1.2
mO0/0
Linux Guest Linux Guest Linux Guest
Inside Mgmt Outside
10.1.1.3 192.168.1.3\ /198.51.100.3
eth0 eth0 thO
Inside Mgmt Outside ©
Network Network Network
\\ ; \\ 1 : I
\ | \ | | /,
\ | \ | 1 /I
\\ : \\ : : /’
. . I KVM
””””””””” \”’l’”’””’””"’”"’("I"”””’””’””’””’I”i”””””””””
' ' [ Linux
virbr2 virbri virbr3
10.1.1.10 192.168.1.10 198.51.100.10
eth0 5
Linux Host 10.15.2.30 2
ASAv  KVM
m Cisco.com ASAv gcow?2 Linux
http://www.cisco.com/go/asa-software
Cisco.com
] Ubuntu 14.04 LTS
- gemu-kvm
— libvirt bin
— bridge-utils
— Virt-Manager
— virtinst
— virsh tools
— genisoimage
] KVM ASAv

Ubuntu 14.04 LTS

Network Function Virtualization Packet Processing
Performance of Virtualized Platforms with Linux and Intel Architecture
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http://software.cisco.com/download/navigator.html?mdfid=279513386
http://networkbuilders.intel.com/docs/network_builders_RA_NFV.pdf
http://networkbuilders.intel.com/docs/network_builders_RA_NFV.pdf

ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
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KVM ASAv
0
[ ] Ubuntu 14.04
— macvtap Linux Linux macvtap Linux
macvtap
— Transparent Huge Pages Ubuntu 14.04
— Hyperthread disabled 2 vCPU 1
— txqueuelength txqueuelength 4000
— pinning gemu vhost CPU
m RHEL Red Hat Enterprise Linux6 Virtualization Tuning and
Optimization Guide
H KVM Cisco ASA Compatibility
ASAv 0 Day 0 ASAv
ASAv dayO-config
dayO.iso dayO.iso
0
SSH
ASA dayO.iso dayO day0.iso
ASAv Cisco Smart Software Manager Smart
Licensing Identity ID idtoken 0
ASAv ASA
0
0
Linux Windows
1. dayO-config ASAv CLI 3
ASA day0O-config ASA
day0O-config ASA ASAv
day0-config show run


https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Virtualization_Tuning_and_Optimization_Guide/Red_Hat_Enterprise_Linux-6-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Virtualization_Tuning_and_Optimization_Guide/Red_Hat_Enterprise_Linux-6-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
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XML

security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level 0
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

Cisco Smart Software Manager

ID ID
ASAv
- IP
- Smart Licensing HTTP
- HTTP tools.cisco.com
— tools.cisco.com [P DNS
- ASAv Smart Licensing
- CSSM ASAv

ISO

Smart License ID

CD-ROM

idtoken

dayO-config

route

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken

I: input-charset not specified, using utf-8

Total translation table size: 0

Total rockridge attributes bytes: 252
Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)
stack@user-ubuntu:-/KvmAsa$

ID Smart Licensing
6. 1 5 ASAv
XML
ASAv KVM
KVM
KVM XML
3

ASAv
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(detected in locale settings)

35
virbr1.xml virbr2.xml virbr3.xml

MAC



KVM

ASAv
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virbr1.xml:
<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00" />

<ip address='192.168.1.10' netmask='255.255.255.0" />
</network>
virbr2.xml:
<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01' />

<ip address='10.1.1.10"' netmask='255.255.255.0"' />
</network>
virbr3.xml:
<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10"' netmask='255.255.255.0"' />
</network>

virt_network_setup.sh

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

KVM
stack@user-ubuntu:-/KvmAsa$ virt_network_ setup.sh

Linux virt_network_setup.sh

stack@user-ubuntu:-/KvmAsa$ brctl show

bridge name bridge id STP enabled Interfaces
virbr0 8000.0000000000000 yes

virbrl 8000.5254000056eed yves virbl-nic
virbr2 8000.5254000056eee ves virb2-nic
virbr3 8000.5254000056eec ves virb3-nic
stack@user-ubuntu:-/KvmAsa$

virbr1 IP XML

stack@user-ubuntu:-/KvmAsa$ ip address show virbril
S: virbrl: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:£ff
inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl
valid_1ft forever preferred_l1lft forever
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ASAv

ASAv virt-install
1. virt_install_asav.sh virt-install

ASAv VM KVM VM ASAv 10

3
ASAv 0/0 2 ASAv  GigabitEthernet
0/0 3 ASAv  GigabitEthernet 0/1 GigabitEthernet0/8 NIC  Virtio
watchdog KVM ASAv
KVM
KVM writethrough writeback none
directsync unsafe cache=writethrough
KVM cache=writethrough  cache=none 1/0

virt-install \
--connect=gemu:///system \
--network network=default,model=virtio \
--network network=default,model=virtio \
--network network=default,model=virtio \
--name=asav \
--cpu host \
--arch=x86_64 \
--machine=pc-1.0 \
--vcpus=1 \
--ram=2048 \
--os-type=linux \
--os-variant=generic26 \
--noacpi \
--virt-type=kvm \
——import \
--watchdog 16300esb,action=reset
--disk path=/home/kvmperf/Images/asav.qgcow2, format=gcow2,device=disk,bus=virtio,
cache=writethrough
--disk path=/home/kvmperf/asav_day0.iso, format=iso,device=cdrom \
--console pty, target_type=virtio \
--serial tcp,host=127.0.0.1:4554,mode=bind, protocol=telnet

2. virt_install
stack@user-ubuntu:-/KvmAsa$ ./virt_install asav.sh

Starting install...
Creating domain...

VM VM VM
VM CLI

ASAv ASAv
ASAv

ASAv
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||
|
|
[ ] ASAv
- ASAv
ASAv
- ASAv
|
- ASAv
- ASAv
ASAv
[ ] Virtio NIC
10 10
] media_ethernet/port/id/10
KVM virsh
1. virsh
[root@asav-kvmterm ~]# virsh
Welcome to virsh, the virtualization interactive terminal.
Type: 'help' for help with commands
'quit' to quit
2. attach-interface

virsh # attach-interface domain type source model mac live

virsh # attach-interface --domain asav-network --type bridge --source br_hpi --model virtio --mac
52:55:04:4b:59:2f --1live
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SR-IOV
domain UuID type
network bridge source
model NIC mac
MAC live
ASAv
Navigating the Cisco ASA Series Documentation
3. detach-interface

virsh # detach-interface domain type mac live

virsh # detach-interface --domain asav-network --type bridge --mac 52:55:04:4b:59:2f --live

SR-IOV

SR-IOV VM 1 PCle SR-IOV
[ | PF PF  SR-IOV PCle NIC
[ ] VF VF PCle VF  PF PF
VF ASAv 10 Gbps

KVM VF ASAv SR-I0V
ASAv  SR-IOV 8

SR-IOV
SR-I0V NIC SR-I0OV VF NIC vNIC  ASAv
SR-IOV  BIOS
KVM ASAv SR-IOV
[ ] SR-I0OV NIC SR-I0OV NIC 5
[ | BIOS
[ ] BIOS IOMMU SR-I0V
KVM BIOS OS
KVM SR-IOV
Intel Ethernet Server Adapter X520 - DA2 CiscoUCS C

Ubuntu 14.04

®  SR-IOV NIC
B |Intel VT-x VT-d

BIOS
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KVM ASAv

SR-I0V
[ | Linux KVM
ASAv  KVM 34
[ ] ifconfig <ethname>
1. "root"
2. Intel VT-d

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU
[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (v0l Cisco0O CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled

VT-d

o

/etc/default/grub GRUB_CMDLINE_LINUX intel_iommu=on
Intel VT-d

# vi /etc/default/grub

GRUB_CMDLINE_LINUX="nofb splash=quiet console=tty0 ... intel_iommu=on"

AMD amd_iommu=on

4. iommu

> shutdown -r now

5. sysfs sriov_numvfs VF

#echo n > /sys/class/net/device name/device/sriov_numvis

VF /etc/rc.d/
rc.local Linux OS rc.local

1 VF

/sys/class/net/ethd/device/sriov_numvfs
/sys/class/net/eth5/device/sriov_numvis
/sys/class/net/eth6/device/sriov_numvis
/sys/class/net/eth7/device/sriov_numvfs

echo '1'
echo '1'
echo '1'
echo '1'

> shutdown -r now
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SR-10V

7. Ispci VF

> lspci | grep -i "Virtual Function"
kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)

ifconfig

ASAv PCI

VF PCI VF  ASAv virt-manager
VF ASAv

1. ASAv [Add Hardware]

Ha vituad Maching e Send Kay
=@ 1e- e
AT ...
Parformand
" Harma: ﬁ$utuu
D PrOC el L0
LD i e S i el
S s Stutus! = Shotol
:ﬁ oot Cpiores [gCrginn
B o okl
B GE CORoM 1
By sic 674184
otss Hyperdsor Detalls
o Hyparatarn b
e Architecture: w85 _84
# Emulston jsrbnfosrn. speca
 Sound: ichs : Dbk
_}5 Garial 1
B rcioooossin? Cperating Sysiem
HEALRaME. urkRown
PC 1
B Poicociasio :
vidwo Cumus
B cortrotes uso + Applications
I controler gl + Machine Seitings
I controler DE o
| = Add Hardware [ ewii | | Fuooi |
2. [Hardware] [PCI Host Device]

VF PCI
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SR-I0OV

Add New Virtual Hardware

8 storage PCI Device
B hetwork
input Ploase indicate what physical device

te connect to the vintual machine
Graghics

Sound oAt [ewao:

=4 Saral

06:00:0 mterface athd (WC Ethernet MIC]
07:00:0 Interface ethl (VIC Ethernet NIC]
08:00:0 VIC FCOE HEA, J
LISE Host Device 05000 MIC FCoE HBIA

m OR:00:0 intedacs sthd (AFSHSES 18- Grgabid SFySFP+ hetwark Cannectan)

=4 Paralsl

= Channal

Video 04:00:1 Intedace ethS (BYSH9ES 10-Glgabd SFFSFP+ Netwark Connection)
! watchdog 0A:10:0 interface athl [AZ559 Etharnet Contraler \Vimual Function)
Flesystam

0A:10:1 interface sthld (82599 Ethemet Conroller Virtual Function]
QAL0:2 Inmerface ethl] (82599 Ethemet Controller Virtual Function)
A 10:3 imeface ethlS (82555 Etheme! Controfer Virtual Function)

Smartcard

1-.'
..ﬂ. USH Redwettsan

0a: 104 interface ethld (82599 Ethemmet Controller Virtuwal Function)
0A;10:% interdace ethld (B235% Ethemaet Controler Virtual Function)

G 1008 interdtace othl3 (82599 Ethemet Controfler WVirtual Function)

A0 T inteddace ethlY (825549 Etherat Controler Wirtual Funttion)
OC:00:0 MagaRalD SAS:3 3108 [invader]

105000 MGA GZ00a [Miot] SareerEngines [SERL]
a | ]|
& Cancal l ] Erash |

3. [Finish]

PCI Ethernet Controller Virtual Function
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KVM

UbuRlulE ViFtual Machne [on kvi-facelrack)

Bl irtual Machine yiew Send Kay

mfg 0B

B ovenvew = Physical PCI Device

Perlormance Dwsicel OA:1DT B2589 Ethermet Condroder Virtual Function
D procanier
|- Mamary
" Dot Options
] o oisk 1
() IDE cOROM 1
|Bhy roc 672154
Moums
gk
Deriplay WG
Saund: hd

s Senal 1
B Foicoooes10.2
! PCI 0000:64:10.-2

video Crrus
B concroller Use
B controllerpol
! Controller IDE

s Add Hardware -ml M Concel J aff miny J

[=]

B ASAv show interface

[ ] ASAv
Navigating the Cisco ASA Series Documentation

KVM

KVM KVM ASAv
Red Hat Enterprise Linux 7.0 KVM

CPU KVM

CPU

KVM ASAv KVM CPU
KVM CPU

1. KVM vCPU
virsh nodeinfo
2. vCPU

virsh capabilities
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KVM

ASAv

3. vCPU

KVM

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

virsh vcpupin
8

virsh vcpupin
virsh vcpupin
virsh vcpupin
virsh vcpupin

CPU

KVM

asav
asav
asav
asav

w N - o

U W N
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KVM

KVM

CPU
CPU
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KVM
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