KVM Z{EF L 7= ASAv DE A

B =N _R—=ZADFIE~ > (KVM) ZfEH L TASAY #EATEET,

« KVM #fi [ L7= ASAv DA HOWNWT (1 2—)

« ASAv & KVM DORfESRE 2 X—)

ASAV BIOKVM DA A KT A2 (33—)

cHBOHDaY 7 4 X2l —ray Ty A LR (43—)
AT Y Y XML 7 7 A VO (6 ~X—)

« ASAv DfLE) (7 <—2)

ARy NG T A B =T Af A TatVa=rr (=)
eSRIOV A v Z—T A AZADTrE a=2 (102—)
cKVM R TDONRT 3 —< 2 2D[H L (15 24—Y)

KVM 2R L7- ASAv DEAIZDILNT

KDORIL, ASAv & KVM DX T —27 "Re oz rLET, ZOETMBHLTWAE
B, 2D AR opIcEk3nTWET, ASAvIE, WER Yy U —27 &4 x>y hU—7
OMDOT7 7 AT 7= E LTEMELET, /2. IMEOEHER Y FU—7 BRESNE T,
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KVM Z {5/ L7 ASAv DA |
B asav s kvmormess

1:KVM % {5 L 1= ASAv DE AHI

10.1.1.2 198.51.100.2
g0/0 g0/
192.168.1.2
mo
Linux Guest Linux Guest Linux Guest
Inside Mgrnit Outside
10413 192.163.1.3\ /198.51.100.3
ethD etho ethl
Inside Mgmt Outside
Metwork Metwork Metwork
A b KVM
b 1 N | Linux
virbr2 virbri virbr3
10.1.1.10 1821681 10 198.51.100.10
athd =
Linux Host 1015230 §

ASAv & KVM DRITIESE

* Cisco.com 7>5 ASAv qcow2 7 7 A /L& X 7 — R L, Linux 8 A ML £7,

http://www.cisco.com/go/asa-software

A

GE)  Ciscocom D7 A L BIORV A2 —E RN MNETT,

« 2DV =2 T VOB AFITIL, = —H7 Ubuntu 14.04 LTS 2 L TWA Z & #RiHEE L
TUWE T, Ubuntu 14.04 LTS A RO EEICKO R r—2% 4 VA R— L LET,

* gemu-kvm

* libvirt bin

* bridge-utils

* Virt-Manager
* virtinst

* virsh tools

* genisoimage
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http://software.cisco.com/download/navigator.html?mdfid=279513386

| KvM %GR L1 ASAv DB A
T A |

NTF =<V ATRA N ZOREDHEAZZTET, "X M52 LT KVM
TOD ASAV DANV—T"y bR RIAETE T, iR A FREOBEIZ SV T,
['Network Function Virtualization Packet Processing Performance of Virtualized Platforms with
Linux and Intel Architecture] #ZM L T 7230,

o I F OMEREIT Ubuntu 14.04 O {bIC&sLH £,

s macvtap : EPERED Linux 7'V v ¥, Linux 7' U v OR3P Y 12 macvtap ZFEH T £
9, 7272 L. Linux 7 U v OR3PV IZ macvtap ZFEHT 25651, FEOREEIT
IMENRDHY T,

* Transparent Huge Pages : A€V X— A A& F 9, Ubuntu 14.04 TiX, 7
T F IV R TH TR > TWET,

Hyperthread disabled : 2 -2 vCPU% 1 DD > 7L a7 IZHI L £77,

» txqueuelength : 7 7 # /L bk @ txqueuelength & 4000 /X4~ MIHINS®, Fevr L—
AR L £

« pinning : gemu 3 X O vhost 7' 7B AZKFEDCPU =17 [T 45Hkt L ET, FrEDSR
FETFTIE, BEVERICL > TN T r—~ U ARKIEIZA ELET,
*RHEL XR—ADTF 4 A ) B a— g »rOfi#fbiz oV Tld,  [Red Hat Enterprise Linux6
Virtualization Tuning and Optimization Guide] #ZM L T 7Z &0,

« KVM D ¥ AT AEMHIZOWTIE,  [Cisco ASA Compatibility] &ML T 72E 0,

ASAv E XU KVMDAA RS54V

ASAv ZJEBIT DN, ROHTA KT A 2 LHIREEZMERLE9,

N TRAZEYT 4 AAFSA0DF=HDT = —ILA—/N—

Tz — )V A =Rl EORASIE, AF AL IEENBCETILIA B AR HELTWNAHZ %
MR LT ZE W (2 2, MFOEEN ASAV30s THDHZ L2 L) |

EE ASAVEMEALTAAL T4 FE VT 40 XTEERTHIERE. X A ¥ —T=A A%
A ASAVIZIFI UNEF CTEMT A2LERH Y £3, TRIZFA LA V¥ —T oA ARRRDHIEFT
£ ASAV IZIBINEND L, ASAV a2 Y — )W T —NERINDAEMENDH Y £, F7-.
Tz VA — NI O EENH L Z R H D T,
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http://networkbuilders.intel.com/docs/network_builders_RA_NFV.pdf
http://networkbuilders.intel.com/docs/network_builders_RA_NFV.pdf
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Virtualization_Tuning_and_Optimization_Guide/Red_Hat_Enterprise_Linux-6-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Virtualization_Tuning_and_Optimization_Guide/Red_Hat_Enterprise_Linux-6-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html%20#pgfId-132226

B zoe00 7 %a—var o7 ok

KVM %R L 7= ASAv DA |

FOHDaOID4XaL—32 7714 ILDO%E R

&

\}

ASAv ZEBITHENZ, 0 H (Day0) Ho=ar 7 4F¥alb—vary 77 A NVEERTEE
To TOT7 7 ANE, ASAv ORENRFZEH XD ASAY DEEEZFLT XA N 77 A LT
9, ZOPREIX, [dayO-config)] EWVWHITHFAN 77 A NE LTHREDIEET L2 MY
I S, S 512 day0iiso 7 7 A A~EABLENFE T, Z D day0.iso 7 7 A AR ERAIOEE)
KFlC~v 7 o FENTHARONET, HOHBHa 74 Falb—ar 77y AM2iE, 2kl
b, BHA =T A AT 0T 47T Havr N AF—FGEH SSH — 1%
RKET DAV REGOLLENRHY ETH, T XTOASAREEZZTDHT L TEET,
day0.iso 7 7 A /L (B AH I day0.so £72137 7 4 /v b day0.iso) 1%, #IOLEHIZMHEHTE
HMEENRH Y T,

o FIPE AR IZ HEIIZ ASAV 2 7 A & ZAFFi4 %1213, Cisco Smart Software Manager 7>
54 7 m— K L7z Smart Licensing Identity (ID) h—2 > % Tlidtoken] &\ 9 7 F A k
T AN, FOAAZ 74 Fal—rar 77/ VERUT 4 L7 b UICERLF
LET,

¢ NI UANT LU N =R TASAY ZHAT D551, FT VAT Lk = FTH
ITENDHHMDASAT L 7 4 X2l —var7ryAVE, FORHa 7 X2 — 3
VI ANE LT OMERHY T, ZHE V=T Y R T7 AT U —LDE
OHMay74F¥alb—ay 774 WIKIEEYS LERA,

GE)

Z OHTIE Linux 2MEF SN TWE 9728, Windows DIESICHEREO2—T 2 U T 4 3H VY £

B

[dayO-config] W9 T F A K 77 AW ASAV D CLIGREEZFTALET, 3200 H—T =14 ZADFR
iE & FDMOVEEIRFREZBIMLET,

WAIDITIE ASA D/N—2 2 VU THD HMENRH Y £7°, dayO-config 1L, H2h72 ASA MR CTH D MENH
D $£9, dayO-config & %7 2 fci 72 HiklL, BEFD ASA F72IXASAV L EITa 7 4 Falb—a v
DORE#ER Y % 2 B —3 5% Z & T9, day0-config NDOITDIEFIZEZE T, BEE?D show running-config = < >
RHEADNEFF & —B L TV DRERH D £7,

B -

ASA Version 9.4.1

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/0
nameif inside
security-level 100
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| KvM %GR L1 ASAv DB A

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

£0A0av T ¥aL—var 77410k [

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level O

ip address 198.51.100.2 255.255.255.0

no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd

ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

(ff=&) Cisco Smart Software Manager |Z & U 1T S 417- Smart License ID h—2 > 77 A L& a3 B a—X
WX e —RLET,
(EE) #orm—R 7746 ID h—2rv%ar—L, ID h—27 DH %k ET lidoken] &5 T
X¥AN 77 ANEERLET,
(fEE) ASAv OHHBEARFZ BEIIZ 7 A & U AFF# & 1T 2 58 1E. dayO-config 7 7 A /WZIR DIE D
EENTVWDZ LR LTSN,
EHA AT 2 A ADIPT RLA
+ (fEE) SSmart Licensing T35 HTTP 7' &%
«HTTP 7 u ¥ (JE L7=HE) £ 7203 tools.cisco.com ~DEEGE & AN T 5 route =~ > K
* tools.cisco.com & IP 7 N L A Zf#IR-9- % DNS H—
« BRI 5 ASAv 7 A & AZFEET S 72 D Smart Licensing DX E

« ({EE) CSSM TD ASAv DIRRERZHICT HT2DD—EDHEA M

FXAN 77 ANEISO 7 7 A WTER L TRIECD-ROM 24K LF 1,
B -

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZDOID h—7 2 - T, Smart Licensing % —/3MZ ASAv 2% B EIMIT BRI N E T,

2T TINS5 EEYIEL, BMATHASAV LI, BWYIRIPT RL AR ST 740 h0ar 7 X
L—vay 77 A VEERLET,
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KVM %R L 7= ASAv DA |

B 527y o7 noms

RETY XML 7 7 1 ILDEE

A\

ASAV 7 A h &2 KVM AR A MIBfe L, 7 A M & HERGTHRER Yy U — 27 &R ET 5%
EHRHY F£9,

GE)

ZOFETIE, KVM R A R BN ~D BRI I, S EH A,

KVM A A kN BT Y v O XMLY 7 A V2R LET, FEOHOaY 7 4 Fal— a3
T ANDOHE (A=) [T INTWARERY hT—2 FARaYofITIE, 3250
WA ) v 77 AL (vitbrl.xml, virbr2.xml, virbr3.xml) NHETT (ZHE5D3H>DT 7
ANZEHEATHLERSHY £9, 72& ZIE, vitbr0 (T TICFEL TV A DA TE £
A) o K77 ANMTIE, BIET Y v VOBRTEICHERIFERNEENTOET, HHETY vV
®LTARIE—EDOMACT RLAZIEETHAHLENRSHY 3, IP T KL ADIEEIMEET
R

ATV T1 3008y NI—2 7Y XML 7 7 A VEVER LET, ROFTIL, virbrl.xml, virbr2.xml, 3 X

O virbr3.xml T4,
51

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />
<mac address='52:54:00:05:6e:00"' />

<ip address='192.168.1.10"' netmask='255.255.255.0" />

</network>

1 -

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />
<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10"' netmask='255.255.255.0"' />

</network>

51

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />
<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10"' netmask='255.255.255.0"' />

</network>

AT9FT2 UTEEGELAZ VT MEERLET (ZOBITIE, A2 U7 MIZvirt_network_setup.sh &\ 9 & Hi& 1T £

) .
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| KvM %GR L1 ASAv DB A
IV |

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

ATFYT3 ZDOAIZ YV FMEETLTC, RBXY NU—22RELET, ZORAZ V7 M, RBRY NV —27 %8
BREEIZ LET, Ry FU—Z1F, KVM AR RREELTWAIRYEBEEI L E7,

stack@user-ubuntu:-/KvmAsa$ virt network setup.sh

GE)  Linux A A M&2 Y a— FT58413, virt_ network setup.sh A7 U7 N EFIETTILERHY £
T, A7 VT MY 7= MRIZ Hﬁfnéniﬂi/u

AT T4 Ry hT—I BNERENTZZ L 2R LET,

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsa$

ZATY TS vitbrl 7Y v PICE DY THENTWAIP T RLRAEZFERLET, ZHE. XML 7 7 A /L THEY 4T/~ 1P
7 RL AT,

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever

ASAv O ic &l

ASAv &I A 121%, virt-install XR—RADBEARZ U R EAHEHLET,

AT wF1  Tvirt_install asav.sh] &9 virt-install 227 U 7" s 2Bk L £,
ASAV 8~ > DAL, O KVM A A ~ EOMD VM 2FRICENWT —EThLIMNERDH Y £7°,

ASAV TIER K 10 DXy U= BRYR—FESNET, ZOFITIEI DORy U= BMEHSTHE
To Xy bU—2 TV vy VORDIAFIZEETT, VA NORIIOFNLFIZ ASAY DEFRA 4 —7 = A
A (Management 0/0) . 23 H D4Ji% ASAv @ GigabitEthernet 0/0, 3 #& H @ 4Ji ASAv @ GigabitEthernet 0/1
\Zi% L. GigabitEthernet 0/8 F£ CRIERIZHEE £, AR NIC IX Virtio T2 T LT e v £H A,

51

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \
--network network=default,model=virtio \
--network network=default,model=virtio \
--name=asav \
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B~ +r755108—9z1zxFnEDa=Vy

ATy T2

--cpu host \

-—arch=x86_ 64 \

--machine=pc-1.0 \

--vcpus=1 \

-—-ram=2048 \

--os-type=linux \

--os-variant=generic26 \

--virt-type=kvm \

-—import \

--disk path=/home/kvmperf/Images/desmo.qcow2, format=gqcow?2,device=disk,bus=ide, cache=none \
--disk path=/home/kvmperf/asav day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

virt install 27 U 7 R ZFEATLET,
{1

stack@user-ubuntu:-/Kvmasa$ ./virt install asav.sh

Starting install...
Creating domain...

T4 RURHE, VMO Y —ARERRENET, VMREEBIFTTHD I LEAHRATEET, VMO
B4 AE TS0 D F, VMABAEEBHLZH, 2 Y —/VEHENS CLI 2~ REETTEE9,

Ry R TSHAA—T(4R TJAEL g sy

ASAvV ZEIEL CTHEE L2 Th, A V¥ —7 = A AZETENB L OHIBRTE 77,
ASAVIRAR~ 2 NZHT LA X —T = f AZBII LT & X1, ASAVIZZENEEHF DA 2 —
TzA AL THRHLT e a =V TEAMENDY 7, FRRIC, sy T 7 7m
B a = Il i s TEGFEDOA v H—T oA A%HIRT D L. ASAV A ¥ —T = A A %Hl
LT, BT DN _NTOY V=R ERIRT D HERH Y £1,

IRFEEHNWER

AVB—TIARADIYEVT EEBERIT
Ry NTTTA B =T 2 A AEBINT 56, TDOA L F—T oA AFFIL, BEOK
BDOA L H—T 2 AFFIT | M52 £97,
IRy N T T TA L E—T 2 ZAEHIET D E, TNNREOFESDAL L H—T 2 ATH
DGEERE, A VA —T 2 AFFIIX Yy v ITNELET,
AU —T 2 A ABFIX Yy T NDDE, RICKYy NI 7 Tabera=rr73ndA
VH—T 2 AIFDOX v T MDD DLEFE S EHEHLET,
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| KvM %GR L1 ASAv DB A
w2y k=9 48— 420%y + 755 |

JI—I)LA—/\—

cRY MTTI A UH =T 2 A% T =A== Yy L LTHAIT A 5E, U
1T, ASAVD 7 = — L F—N"— X7 L L THEESNTWABR D=y hCFrE Y g =
LB BEN DY ET

e FPTNANRN—NRAAYFDT I T 4 TASAVIZEHR Y NI FT T A B —T x4 ZA5BINL.
FNDDNAIR=NAPFDRAR LN, ASAVICHR Y T T T A 2 —T = A ZA%B
=

cTIT 4 T ASAVICH LS BMENT T 2= VA — e VB —T = f ZAERELE
T, BEIIRZ AN, 2=y MZRMERET,

e 4= 2=y DT = — ) —RN—FEHEIMLET,

« Tz — VA==V T EHIRT DA, WUNCT 7T 4 772 ASAY TT = — LA —/3—

HEEHIBRLET,
e NAR—NRAYDT IT 4 THRASAVINES T = — )V F—_— [ ¥ —T = A &Yk
LFET,
e RIT. NANR=NAPF DAY A ASAVI DI DAV H—7 = A A% BIEEIZH
Ig/%l_/i‘j‘o

HIREIE & HIFEIE
ARy NTFFT T A E—T A A T Y g =27 Vittio lRAE NIC IZIRE SN FE T,

e P R—=PFENBA LV HF—T =2 ADHFREIL 10 T, 10 2B2538DOA 2 —T x4 R
FZEBMLEY>ETDE, 29— R ot —UREREINET,

e A H—TxA A J—F (media ethernet/port/id/10) ZBH< Z LIXZTE XA,

ARy NI T A E—T A A T g =7 TlL ACPI WILE T, virt-install A 7
U7 M -—noacpi 7 7 VG ORNTL 72E W),

2YRIT—H AR —DT A ADTKRY TS5

KVM A R= NP DA v H—T = A A ZBMNEBLOHIBRT A121%, visha~> R4 0%
EHALET,

ATy T vissha~vr R 740Dy v ary#l&ET,
B -

[root@asav-kvmterm ~]# wvirsh

Welcome to virsh, the virtualization interactive terminal.
Type: ‘help’ for help with commands

‘quit’ to quit

KVM % F L 1= ASAv DE A .



KVM %R L 7= ASAv DA |

B srovsos—orszoTnEva=Ly

ATy T2

ATvT3

A B =T = A ZAZBINT BHIZ1%, attach-interface 7~ K& L £,

attach-interface{ --domain domain --type type --source source --model model --mac mac --live}

—-domain 21X, HHEEEL, 4RI, £0EEL UUID 2 EETEET, ~type /37 A —X (X, WEBNZ2 X v b
T — 2 FNA R &Y network, ET21ET A ZASDT ) v P ERT bridge D EH LN EIEETE T,
--source /N7 A —H X, BHRDOX A T ERLET, —-model /XT A —X L, HIANIC DX A T EZRLET,
—mac/XT A—H|E, Fv hT—T A H—T 24 ADMACT RLAZ$RELET, -live/$T7 A —F L,
O RRETL TS RAAL NI BE 5252 2R L ET,

GE)  EHARE/RR A 7Y a Y OFEHIZ OV L, vish DA RF 2 A2 FE2S LTS EE 0,
1 -

virsh # attach-interface --domain asav-network --type bridge --source br hpi --model virtio --mac
52:55:04:4b:59:2f --live

GE)  ASAVCA UV —TxA AT Fal—varET—REHEHALT, bT77 1 v7 O%EZEA
VHE—T oA RAEREBLOEIML L ET, sEMIZ DWW TIL,  [Basic Interface Configuration] @
# % [Cisco ASA Series General Operations CLI Configuration Guide] TZM L T 72 &\,

A B =T = A ZAZHIET BHIZ1%, detach-interface =~ FZ&2HH L £9,

detach-interface{ --domain domain --type type --mac mac --live}

GE) FERARREZ2 A 7 > a  OFEMIZ O TIE, virsh DA KX 2 A FEBR LT 7ZE N,

B -

virsh # detach-interface --domain asav-network --type bridge --mac 52:55:04:4b:59:2f --live

SR-IOVA A2 —TJ x4 RO TAEY 3=V

SR-IOV Z 31X, B D VM THRA MNED 1 5D PCle 1 WU —27 T X 7% &4
THZENTEET, SRIOV IR OMELZ EHR L TWVET,

« WPIFEEE (PF) : PF X, SR-IOV HEfERZ &3p 7 /L PCle BERETd ., ZhHid, AR - ¥—
NEDOWEEDAZT 427 NIC & LTFERENET,

o AEBERE (VF) @ VFIZ, 7 — ¥Rk % T 2 E PCle #HE T3, VFIZ, PF O
Eh., PEEZNLTEHEEINET,

VF X, b ENA 2L —F 4 v 7 VAT A 7 L—LT—27 ND ASAV AR~ > TR K
10 Gbps Dt A RILCE £4, D& 7 3 Tk, KVMEBREET VF 2% ET 5 HiEIZoON
T L ET, ASAv D SR-IOV #R— MIZDOWTid, ASAv & SRIIOV A F—T =14 AD
TobeYa= 7T LET,
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https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
asav-98-qsg_chapter1.pdf#nameddest=unique_12
asav-98-qsg_chapter1.pdf#nameddest=unique_12

| KvM %{EF L 1= ASAv DEA
SRIOV A v 2 —T x4 2DFOEC 3= it 254 |

SRIOVA A —D A RDTAES 3= F BT 2EH

SR-IOV Z W R — M2 W NIC N HiiE, SR-IOV %) VF 72 13MEAENIC (WNIC) % ASAv
AVAB AT H T TEET, SRIOVIL, BIOS7T T T2, "= KU x=7 ECTEITLT
WAEFSNL—FT 4 VT VAT IA VAR AETIANA R= R FTOPR— F b MLETT,
KVM EBREECHATH D ASAV HD SR-IOV A VX —T = A AD T r by a =7l ET 25—
WA RT7A4 DY A NELLFIRLET,
o IRA R Y= NZ1F SR-IOV %S HEL NIC 236 H T, SR-IOV A VX —7 = A AZBEHT 5
A RTA 2 EHIRFHREZSRL TEIW,

o IRA b Y —3D BIOS THIRAMED BN 72> TWAMENRH D £3, OV TIE, N
V=D = a T VESHL T EE N,

e« AR A N H— 3D BIOS TIOMMU 2 &2 — 3L $R— k78 SR-IOV (%) L THZT 22> TV

LRENHY EF, FEHICOVWTE, A= Ry =T N =D~V =2 T M EZRL TR
S,

KVM AKX ~BIOS £ KX ~0SDEHE

ZOkEZvarTE KIM Y AT A EDSRIOV A v ¥ —T oA ADT n ¥ a = 72
TLHLEESEREY Ny T FIREREFIRE R LET, ZOEZ v a VNOREHIL, Intel
Ethernet Server Adapter X520 - DA2 % il L 7= Cisco UCS C ¥ U — X #—/3 | Ubuntu 14.04
EEA LT, FFED T RBEENDOT A ANDAERLE T2 b DTT,

1R BHIIC
¢SR-IOV BEffixy NU—27 A B —Tx A4 A H—F (NIC) BDEVfHTFbNTWALEZ L%
Eﬁ%‘ig‘biﬁ‘o
e Intel FAE(LT 7 12— (VIx) EFEL VT-d BEREDNAZIC > TWAH Z L 2R L &

.
A\

CE) VAT LA A=H—IZXoTUL, INOOIEEMENT 7 4L KT
BN TWDEERH D £9, VA7 AT L2 BIOS &R EIC
TIRALTERTDLHERRRDD, XA —D~v==2T )V
T/ AR T2 aBEOLET,

N —TFT AT VAT LEADA A N—LHFZ, Linux KVWME 2—/L, 54 T75 7
a—YPY— BIOa2—TFT 4 VT4 DFTRTNA LA F—LENTNWDHZ L EHERLE
9, ASAv & KVM DRGNS 2 2—) 2B LTI,

cWHEA A —T 2 A APBEIRETH D = L MR L £, ifconfig<ethname> % i Fl L C
s LEJ,
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KVM %R L 7= ASAv DA |

B Mtz FBIOS LR FOSOZE

ATv T
ATy T2

ATvT3

ATvT4
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ATvT6

ATy 17

"root" L—F T H T FENRAT—-REEHA LTV AT AICB A LET,
Intel VT-d BN > TWA Z L B R LE T,
B -

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU

[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (v0l Cisco0 CiscoUCS 00000001 INTL 20091013)

[ 0.000000] DMAR: IOMMU enabled

% OITIE, VI-d DA/ > TSI EERLTHET,

Jetc/default/grub F%7E 7 7 A /LN ® GRUB_CMDLINE_LINUX = | U \Z intel_iommu=on /X7 A — 4 ZAF /)
THZLIZEST, I—FNVANDO Intel VI-d 27 77 4 71T LFET,

51

# vi /etc/default/grub

GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel_ iommu=on"

()  AMD Yoty Bz L TWLHEEIE. R VT, amd_iommu=on %7 — /3T A —Z 0
]\/ij—o
iommu DEELEZGNT 57D —_"E2 T — R LET,
i -

> shutdown -r now

WO ZEFEH L Tsysfs 4 7 —7 = A AR T sriov_numvfs /37 A —Z |2 EE EZIATZ LT
E-oT. VF 2B L £,

#echo n > /sys/class/net/device name/device/sriov_numvfs

P —NOEPRE ANET =B D VEBER S D L 98T DL, fetered/T 4 V27 NV IZELE
INTWB redocal 7 7 A M Eita~ v REAMIMLEY, LinuxOS 1X. 7 — b 7uv 20OH#% T relocal
A7 VT NEFEITLET,

e zFE K= HTV 15D VF BT 57 —AZUTIORLET, BEVWOE Y b7 v 7 TiEA
B =T A ANRIRDAREMEDRH D £,

&1

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/eth6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs

P—=RE ) T— K LET,
51

> shutdown -r now

Ispci ZAEHI LT, VF ™MER SN2 & 2R L £,
i
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asav ~o pel 7734 20E Y 4T [

> 1lspci | grep -i "Virtual Function”

kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)

GE)

ifconfig =~ > REZEH LT, LA v ¥ —T oA AZRRLET,

ASAv ~D PCl T/N4 RDEY HT

VF 2B L72 5. PCLT/3A A &BINT 2D LFRERIZ, VF & ASAV IZIBINTE £7°, RO
TlX, 777 4 J1/V virt-manager YV —/VZfEH LT, A —% x> N VF 2 he—7% ASAv
BT 2 B OV THB LET,

AT 7T 1 ASAv BT, [Add Hardware] R¥ > %27 U w7 L, HILWT A A&~ GEMLUET,
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v applications
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 Security

X cance I 1;q::|

AT v T2 JE~A P [Hardware] U A kT [PCI Host Device] =7 U v 7 L7,
VF %51 PCI 7T A AD Y A FIPRHRAL NIRRT INET,
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Add New Virtual Hardwar &

8 storage PCI Device
Bs  network
input Pease indicate what physical device
te connect to the virtual machine,
Graphic s
Ecimd Host Dewvice: o
=i Sarid 06:00:0 mterface athd (VIC Ethernet MIC)
=4 Paralal O7:00:0 interface athl (VIC Ethermet NIC) [
=l Charaw 08:00:0 VIC FCoE HEWA J
LIS8 Host Durice 09:00:0 VIC FCOE HBA
0A:00:0 Interface sthd (BZ599ES 10-Gigaba SFIYSFP+ Network Connectson)
Video 0A:00:1 interface sthS (B2S09ES 10-Gigabd SEVSFP+ Netwark Conmection)
! Watchdog 0A:10:0 Interface ethe (82599 Ethernet Controber Virtual Function)
Filesystern 0A:10:1 Interface ethld (82599 Ethemet Controller Wintual Function)
Srmartcard

0102 Interface eth1l (22599 Ethemet Controller Wirtual Function)
@A 10:3 Interface eth1S (82599 Ethemnet Controller Wirtwal Function)

(=~
@ USE Redirection

Qa:10:4 Interface eth12 (82599 Ethemet Controller Wirtual Function)
Q108 interface eth16 (82599 Ethemaet Controller Wirtual Function)
Q81068 Interface eth13 (B2499% Ethemat Controller Witual Function)

Q8107 Interface sth17 (82999 Ethemat Controfler Wirtual Function)

OC:00:0 MegaRalD SAS.3 3108 [Immader)

1020020 MGA G200 [Filot] SerserEngines [SEF1)

|

x;-nl:rll ] Eirssh |

AT T3 AR BEAEBEEO VTN ERIR L C, [Finish) %7 U v 27 LET,

PCITNAARN—R =7 JRNMIBRENET, T35 ZADELiE DS Ethernet Controller Virtual Function
W7o TWDZ EIZHERELTLIEEN,
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ubuRtuls Virtual Machine (on kvm:racetrack

Ele witual Machine Yiew Send Key
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G Boot Options
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¢ ASAv 2~ K 7 A )5, showinterface =~ > REFH LT, HILIEHE LA ¥ —
Tz A AR LET

CASAVTA LA =Tz A AT 4 Fal—valrE—REEALT, NT77 4y 7 D%
ZEAVE =T oA AEREBLOAEMEL ET, FEMICOWTIL,  [Basic Interface
Configuration] D#% [Cisco ASA Series General Operations CLI Configuration Guide] T
LTS 7ZENY,

KVM R TD/NT A —T VADME L

KVMARA FOBREEEETHZ LICE > T, KVMEREEND ASAV D87 —~ o A% i) | &
THZENTEET, TNHOREIT, AR N — " EOWAREORE & ITEER TS, 20
47" 3 1%, Red Hat Enterprise Linux 7.0 KVM CTfEH CTZ 9,

CPU B = 7 H2HMITHE, KIMBEERTONRT y—< o 2% m ETExE,
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KVM %R L 7= ASAv DA |
B cruc - somme

CPUE> =25 DOFEMIE

KVMEREND ASAY DX T p—< o A% EIE 57201, KVWMCPUT 7 4 =7 4 473
VEMEHLT, BEO et v R U AREYYMTAZENTEES, 2O a
AT AHEAIE. KVWMAAXA RNTCPU Y= 7 2ERR LT,

ATy T1 KVM AR MRET, Vo=V A TE 5 vCPU AL DT, mA D MRu PR LE
7,

11
virsh nodeinfo
AT T2 EHAEE vCPU O E e L £7,
i
virsh capabilities
ATwT3 vVCPU T rE Y 270ty M= 7 LET,
1

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

virsh vepupin =~ > FlE, ASAv D vCPU Z L IZFETTHMENH Y £, IROBIL, vCPU 2% 4 fE D
ASAVAERL AL, RA MIREDa T ARSI TVAEAICHLEIC/R D KVM 2w RERLTVE
D

virsh vcpupin asav 0 2
virsh vcpupin asav 1 3
virsh vcpupin asav 2 4
virsh vcpupin asav 3 5

RAPDATEZE, 0~TDOLEOFSTENENER A, FHHIZONTE, KVMO R¥a X7 —vs
YEZRLTITESN,

G¥) CPUY V=V HHERTIEAIT, AA P —D CPU bR PEEEICHH L T ZE,
HEOaT7 THER SN —"EHEH L TWAEEIR. #E0 Y7y MZERERBCPUE =
THEHFRELLNTLIZE,

KVMHERRTO/NR T y—< 2 ZAOA IR, EHAOY AT A Y Y —ARNENZ/25 209 &
HYET,
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