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Microsoft @ Kerberos Constrained Delegation (KCD) 1%, 77 A ~X— kX% v kU —2 N® Kerberos
TR#ESNTZWeb 7T 7V r—a v ~O7 72 A& LET,

Kerberos Constrained Delegation Z #§EE I 272012, ASAILY — A KA A (ASANRFEHT S
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KerberoslZ, X N = WNDOT T 4T 4 DT X IVENEREMIET A0, 2 TE
LEZHIEGFELTCVWET, b0 T 474 (=W — FA <y RANETHE
TENL—ERRE) 1E, TV UL EEEh, R RAAL CRNITEEL TV DRER S
N FE9, WMEXT—DORDYIZ, Kerberos Tk, ——1ZkT57 T4 7 FOFIEZT 7>
rMERSNET, Ty MIRBES—» E’;fﬁézh\ IIATV NOTAT T 4T 14, B
Tty var¥— BIORT7 I 7 THkKSNET, &F 7y MIF—RBITRIZE->T
TSI, T4 T7H A LPFEESNET,

Kerberos tX¥ = U7 4 VAT AL, =mo 7474 (2—%— arVa—% FIT7T7Y
T—ay) BT 5729 ﬁlﬁfﬁéﬂé?\/ N —788GE7 2 ha L Thy, I‘%{E&O)écii
ELTERENTET NA ADHBNBEGIELTEDL LT — X2k ToZ Lick-»T, xv
N — kB R#ELET, 7T AT b LA SSL VPN o — 4 —|Z Kerberos CTif:i# S 7=
Web h—EA~DSSO 7 7 ¥ Az Rit9 25 L 5 ICKCD Z#RETEET, ZDX D7 WebH—
AT 7Y r—3 3 OflE LT, Outlook Web Access (OWA) | SharePoint, 33 J: U8 Internet
Information Server (IIS) N&H Y £,

Kerberos 7' & ks /U292 2 DOPRIEHEE L LT, 7'u b a2 BT XL OHIRGT & B{E0 5%
EINEL, ZhOOIEEKEBIZE>T, 7747 PV ASSLVPN UE— K 727 &R
a—H—i%, T4 =k Xy T =T ND Kerberos TR INAT 7V r—a 77
EATEET,

7u b aVBITHEREIY, 22—V —FEIE L NV TR I ERFBIAEA I =R LB HR— N L, %
DT TV r—varbA v TeXxal T o e (HAFGERHIKIFT & /e &) HIZ Kerberos
7 bV B2 LICL o T, FitEl X2V T s 2mESEET, HIRMEELT
T, FAAUVEBEEIZ. 77— arPBa—HP—DRbY 25D 5 2 ENTX HHiELY
FIRTHZEICL T, TV —ya MEHEERERE L CORflEH cE £, Z OFRE
I, BHETERWVWY BRI DEROAREEZBOT T, 77V r—varokxal
T AR R LS ET,

HRIA & BEOFEIZ DWW TIE, IETF @ Web Ak (http://www.ietf.org) (27 7 &AL T,
RFC 1510 #Z ML T 7280,

KCD o)Eu.,\nIE 7 H—

WDOKNZ, BECKH L TEHEEINZY =R 2P —NI T, T L AR—Z ML -T
TR ATH EEIC, BEENBIOMENICKRT LIy P BLO et A 7o —% R LE
T, ZOTav R, ROZAINZETLTWSZ EERHEE LTWET,
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254735
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GE)

7747/bvxn~#~?//a/ P IRE SN TV DREREA I = X L& AEH
LTASAIZ M&éhi#(17~bw~%7vfyva®%é\MAiT/ﬁwﬁﬁ
E3p) userPr1n01palName Z{#FH LT, Windows Active Directory (Zxf L C LDAP §Fr] % E1T L £

ERIE

FEENRNT D E, 22—V —IXASA T TA TV P LA R—F N RX=V|Zus/fLF
9, =% —iX, URL ZHR—H ) X—=VIZANT D, Ty r~—2%7Y 7 LT,
Webh—BERIZT Z7EALET, ZOWeb¥—ERTRHIANDLERGE, —/3—]TASA
I VT VORGEHER TV, = R—=R YR — F L TWBRIESF KDY A F & %E

LEY,

GE)

75 A7 F L ASSLVPN ®DKCD %, T XToREEHFR, (RADIUS, RSA/SDI. LDAP., &
HNVGEAER E) IR LT R—=FENTWET, RO AAA DY R — MNIETLIRESHL

TL7Zan,
http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/access_aaa.html#wp1069492

FRFHERRIE O HTTP ~ v X —I|ZHE-3 VT, ASA [T —/3—TKerberos FRAE N LT E 5 9>
ZHLEST (ZHIESPNEGO A A=A LD—FTE) , Ny Zxr B H—_—L D
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%t T Kerberos FRiEN ML E 2 A . ASA IF, 22—V —Zftb-> T, BHOYV—ERX Fir v
& X —RITRICER L ET,

3. F—FTRIE., BEREN=F 7y P2 ASAIZELET, 26D F 7y ML ASAIZES
NETH, a—HF—DFAT—EZREENTNET, ASAIL, 2—F—RNT7 72T 54
EDOPH—EZHDKCD 6D H —E2AF 47y hEBERLET,

Gx) X? v 71 ~3TliX, 7u harBirnfTbhvEd, ZIbDAT v 7Dk, Kerberos LLFLD
EE T b VAR LT ASA IZx L CERGERTT 9 = — —{1%, FHmBEAYIZ, Kerberos % {#
LTHF— %’TT% Xt qutu nﬁéhib@‘

4. ASAVE, 22—V —NRT 7B AT IHRHFEDO—EADP—EAF 7 v M & —RIT/RICER
LET,

5 X—FITREIT. BEOH—E 20— 2 F4 v & ASAITIRLE T,

6. ASAlX, V—ERAF &7 v bEHEHLT, Web F—EZA~DT 7 BAZERLET,

7. Web— —i%, Kerberos‘ﬁ‘ ATy FERIEL T, —ERA~DT 7R &5 L
F9, PREE IR L 725 VR — Ao —UNEREN, HERERDLNE
4, Kerberos muuﬁi)ﬁiﬂﬁbtzﬁm\ T SN EIEIIEATIEC 7 4 — Ny 7 LET,

F#9 4 = RER D Kerberos —/\—5 )L— T DIER

Kerberos Constrained Delegation Zfli 192 (21X, F£ 7", Kerberos AAA Y— "~ )L —T % RE
THLERHY £, — =7 L—T 2L, ActiveDirectory (AD) FAA >z hr—F RN
BENATWOILERDY £,

FIE

AT7w 71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Microsoft
KCD Server] OJIEIZER L £,

AT F2 [Constrained Delegation] K2 74 72U A k® [Kerberos Server Group] DFEIZd % [New] & 7
Uy LET,
WaBE72 Kerberos AAA — "= V=T WREFH DG EIL, V— =T N —T%BRT 572
JT. ZOFEEAF Yy S TEET,

AT w73 [Server Group Name] 7 « —/V RIZ T N—T DL AT BN, T 74V bOARTIOE FIZL
\iﬁqo
AT w74 [Reactivation Mode] 7 4 —/ K C, [Depletion] £ 721% [Timed] 27 V v 7 L %7,

[Depletion] & — RDOEGAE | FEENFEAE LY — =1, Z7V—THNOHh— =3 XTI T~
T AT o lc EXIZRY, BT 77 4 7{bSVE T, depletion®— RTiX, HHH—3—N
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ATvTh

ATvT6

ATy T17

ATvT8
ATvT9

ATy 710

ATy TN

AT T12

Hl#f+ = FREF D Kerberos H—/3—4' )L— T DIERL .

FET T 4 TG E, TV ==L, TNV—TDOMDOT X TOY— =0T 7T 4
TWRDETHT VT 4T DEFERVET, TRXTOV—N"PIET VT 4T DE, 7

N—THNOTRTOYV—N"BE/T 77 4 7{bSnET, 207 7a—FTid, BENRBELL
H— NI R F D HEC R IE DI A % Fi/ MRICEN 2 HAVE T,

Timed F— FTIL, EBENEE L — =330 DOEILEM OB THT 77 4 7{bEanE
j‘o

[Depletion] F5 7 2 7 4 7t E— R & @R L7255 13, [Dead Time] 7 « — /b RICHEEIFREZ A )
L\i—a—c

7 v FREIZIE. 7= NOREZEOY —"—RT 1 B—T |l Thn, TXTOH—
IN—=INFOA F—T 72D E TORMIMNEZ 2 BAL THRE L 7,

WRDOP— =2 HIZ T L—TND AAA —3—TD AAA b T V7 g LV ORMOE
KEERBRELET,

COF T arTRET IO, BN —R—%IET 7T 4 T L EETIHRHIO AAA b
SUW g roRMEETT,

[Interface Name] T, AD RAA a2 b —F~O7 7 BAIMHTEDLA X —T =2 AD
AHTE B L £7,

TN—TBIMT D RAL v ary ba—FOAREIZIP T RLAEANLET,

P R— DA TO XA LT U MEEZREELET,

Specify the timeout interval (1-300 seconds) for the server; the default is 10 seconds. For each AAA
transaction the ASA retries connection attempts (based on the retry interval) until the timeout is reached.
B L CRIMLTIZ T o7 v a O AAA F— =T L —TNOIEE ST
maximum-failed-attempts HlfRIZZET 5 &, AAA T ——(3IET 7 7 4 7{L EF, ASA I THID
AAA == (BRESNTVDLEHE) ~OEROXEZHBLET,

Y= = KR— b E2HELET, b= =R —bME, F—FFZ 88, ELIXASAICL-T
Kerberos #—/N— & OFICHEH 45 TCP A — FDOFESTI,
BRITHREZIERLET, VA7 AT ORI L T b ER L2 /AT LET, 110
BO#ETERNTEEY, 7740 MI10BTT,

Kerberos L' /L A %GR E L E T,

Kerberos L /b A4 TIHETF & RCFET 2 L, 64 XFLINICT 248230 D £, Microsoft
Windows @ set USERDNSDOMAIN =~ > N % Kerberos L' /L .2 ® Active Directory #—/3— |-

THEITTLHEIE, name DfEZ Z D=~ FOM L —~HEELLERH Y £, KROFIT
IZ. EXAMPLE.COM 7} Kerberos L'/l 154 T,

C:\>set USERDNSDOMAIN
USERDNSDOMAIN=EXAMPLE .COM

ASA TIE, name (Z/NLFOT VT 7 Xy hEFHTE TR, DIXFIIRLFICEBRSNE
Fho RIXFETEFEALTIES N,
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. Kerberos Constrained Delegation (KCD) MDEX7E

RFYTF13 [OK] &2 Vv LET,

Kerberos Constrained Delegation (KCD) DE%7E
IKDOTFNETIX, Kerberos Constrained Delegation (KCD) % FE#:4 2 HIEICHOWTHBILET,

1R BHHIIZ

s KA ary ha—I 0T 7B ARFIRHT DA H—T =2 ATDNS IV 7T v
EAF—TMILET, BRERESFRE L TKCD 2T 585415, ASA, KA A=
v hrar—F (DC) . FELTWAY—E RO TH A NMRBELBIEEZ A F— T NVICT
L7012, DNS BWUETY, 7547 FL A VPN OFEIZIZ, #A%y hT—2 (@
WIINERA > 2 —T A4 X)) LT DNS V> 7 7 TIRLEETT,

7= & 21X, [Configuration] > [Device Management] > [DNS] > [DNSClient] iZ##i L. [DNS
Lookup] 7 — 7 /L CNEA v % —7 = A A{T® [DNS Enabled] /v % 7 U v~ 27 LT, [True]
ZIEINLET,

e RAL LV L% DNS RAA & LTEH LT, Active Directory (AD) RAA = |k
H—7% DNS #— =& LTHMT L L OICDNS 2@ EL£7,

72 & z1Z. [Configuration] > [Device Management] > [DNS] > [DNS Client] (2B &1 L. PNES
A B —T = A AH5 10.1.1.10 % [Primary DNS Server] & L CiE/lI L. EXAMPLE.COM %
RAAL U E L TCEMLET (== N—T 085 H 58551, DefaultDNS H—/3—
TN—TRERL, RASfvarybe—J%BMLET)

FIE

AT w71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Microsoft
KCD Server] DIIEIZIEIR L 77,

AT w72 BEFO Kerberos AAA H— "= )—T 52 RINT 50, [New] 227 U 7 LTH LW L—T
ZVERCL 77,
B LW N—T 2B S 25618, HilffT & ZEM O Kerberos — 3= 27 L—7 DRk (4
N=) ZZRLTIEIN,

AT 73 [Server Access Credentials] T, AD R A A NIBMT DD BEioA 7T a v ERELET,

KCD FHICHRTE SN TWBHIEA. ASA X Kerberos T —Z G+ 57-dlc, RESNT-H—/3—
EDAD FAAL U BINEFBLET, ZNHDOF—1X, ASANYZ 747 L ASSLVPN =—
P—lZfRbo> TH—ERAF v hEERTHZDIZHETT,

s [Username], [Password] : KA A > a2 hr—TF TEFINZ, FAL IBNT B0
ERATCE 22— -4, BIP2—F =T HT L FDONRAT—R, a—F=Th 7 M
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1. RAAL ST RS R BINT 572D OEBEMERE 72130 — B X L~UUERD VBT
@—0

RTF9Ta4 (A7vay) LEIEUT, ==V —THROBRELHELE T, A7 a O]
IZOWTHE, #ilffT & Z{EH O Kerberos —/3— 27 ) —T7DERKR (4 X—) 2L TL
7ZEW,

AFw TS5 (A7 3r) KerberosV—"—F ) —TF —T )L TH—"—ZB00, WE. BB, 72135
A FLEF, Kerberos—/3—D/XF XA —Z T\, #ilf1T % Z{T-H D Kerberos —/3—
TN—T DR (4 X—) 2SR TIEIN,

Kerberos Constrained Delegation O &5 £R

KCD #BH3 212i%, koa<wr FEHLET, 2~ K& AT 5121, [Tools] >
[Command Linelnterface] 721X SSHE v a v ZH L 7,

+ show webvpn kcd
KCD DRI FOBIMAT — 2 A% £R LET,

ciscoasa# show webvpn kcd

KCD state: Domain Join Complete

Kerberos Realm: EXAMPLE.COM

ADI version: 6.8.0 1252

Machine name: ciscoasa

ADI instance: root 1181 1178 0 15:35 2 00:00:01 /asa/bin/start-adi
Keytab file: —rw--—————-— 1 root root 79 Jun 16 16:06 /etc/krb5.keytab

show aaa kerberos [username user_id]

VAT LA EDF Y v 2 Iz KertberosTF Y FEFRRLET, TRTOF I v FEFRR
TH5ZEL. BEDZ—F—DF 7y NETEERTHIELTEET,

ASA# show aaa kerberos

Default Principal Valid Starting Expires Service Principal
asal@example.COM 06/29/10 18:33:00 06/30/10 18:33:00
krbtgt/example.COM@example.COM

kcduser@example.COM 06/29/10 17:33:00 06/30/10 17:33:00
asa$/example.COM@example.COM

kcduser@example.COM 06/29/10 17:33:00 06/30/10 17:33:00

http/owa.example.com@example.COM

clear aaa kerberostickets [username user_id]

VAT A EDX Y v 2 I T=KertberosTF oy bEZ VT LET, TRTOT Ty &S
V74528, BEOZ—Y—DF 7y MNEFE 7 VT35 TEET,
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NETOXL H—N\—DFEREDHRTE

[Proxies] ~A > ZAEH LT, M7 1% $—/3—{Z L o> T HTTP Z:k & HTTPS ZioRk % JLBi
THEOICASAZRELET, ZNHOV— =%, 22—V —L A F—F v FOMI&E
LTHREL £, T R_TDOA v F—F v b T 7B AR2—F—HIHOY —"—%KHT5 L9
WHRETAHZET, BIOT7 4 NZ U U TRAREICRY, ¥XaT o ¥—Fy b T 78R L
BRI REE S NV E T,

\}

FIE

ATy T
ATvT2
ATvT3
ATv74
ATvTH

ATvT6

ATy T1
ATFvT8

ATvT9

GE)  HTITP B LONHTTPS r X —E X TlE, PDA ~DHia R — ML TWEHA,

[Use an HTTP Proxy Server] #7 U v 7 L %7,

IP7 RLAEZIIARA R THITP 70 %2 $—_—%k5 L £ 9,

AMBHTTP 7 r % H—N—DHRA MLEZILIP T RLAEZ AN LET,

HTTP R %E2ZET LR — b2 AN LET, T 74/ bDFR— ML 80 T,

(f£E) HTTP 7uF ¥ h—N—(ZEEFTERNE 12T D 1 20 URL, F7=13#% D URL
DA~EGY VA EANLET, ZOA MY ZIILFROHIRITH Y £EAN, a~
VRBETSR2XFUTERDEICTLIMNERHY £F, V7 F/VURL ZIEET L0, K
DIANRI—REMFHTEET,

I AT vva () EEVAR () 2EREEOXTIIE —HLET, ZOTUANE
A— R, BEEFAR) 7L LBITHERTLILENDHY 7,

20X, AT v vaBlUOE VA REET, EED 1 XFIC—HLET,

c[x-yl X, x Dy ETOEBOATLED 1 LFEL—HLET, x ILTANSI XFEY NNOH
H1XFHEFL, yiFHo 1 XFeRLET,

s [Ix-y] i, #HAOEZ D 1307 —BLET,

(fERE) & HTTP 7' u X VBRI —V =L 2N L CHEARNZR 7 o itz et 512
X, ZOF—TU—FEASLET,

FZHTTPER L L Hic7 Xy =N Tk EENDH AT RE AN LET,

HTTP 7k ¥ H—_"—0D P 7 FLRAZIEET 5 HIEORFF L LT, [Specify PAC file URL]
EERLC, 770V rn—R+57nXxvHEiar 74 Xalb—var 7y A ER
ETEET, Fvru— KR TT5E, PAC 7 7 A /Uid JavaScript FEAE 2 F L T4 URL
DX EBHILET, BETL 70— R, htp /I Z AL, 7R BEREY 71
JL®D URL Z ATJLET, http:/l O3 2B 5 &, ASAILED URL 2 ML L £,
HTTPS 7' ¥ ¥ Y= N—Z T 5008 ) MhEBIRL 7,
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ATv710
ATy 1
ATvT12
ATy 713

ATy 714

ATvT15

7T r—

FIUr—2ay TATFANARETA -3y TL—b7—s08E [

7w LT, IP7 RLAELIIARA M THTTPS ufxy —_"—%2i#B L E 5,
SEFHTTPS 7%y r—N—DRA ML EIXIP T RLAEZ AN LET,
HTTPS R #Z(ETHR—FE2AJILET, T 74/ FDOAR— FE 443 TT,

(fEE) HTTPS 7' v — N—TFETERNE 1T H 1 DD URL, F 713D URL
DOH~REKEIY VA REASNLET, ZOA RN U ZIILTFHOHIRIZH 0 THEALNR, a2~
VREERTSR2XFUTERDEICTIMERHY £F, V7 F/VURL ZIBET L0, K
DIANRI—REEHTEET,

*lE, AT v va () EEUAR () ZEREEOXTFIE—FHLET, TOUALINLER
H—RiE, FHEHFA R 7L E BT ALERD Y £7°,

20 AT v vaBRUPE YA REGl, EED 1 XFIT—HLET,

c[xyliE, x Dy ETOHBOATLED 1 LFEL—HLET, x IZTANSIXFEY NNOH
H1XFERL, yIIDO 1 XFE2RLET,

s ['x-y] 1%, HPHAAOIEED | CFE B LET,
(A7 ar) £ HTTPS 7' &V ERICa—H —4 A0 L CHARZ 7 0 & 3305 & fi ik

THIZIE, F—U—FEASTLET,
ZHTTPS ERE L bicT o Xy = R—CEEENDE AT —FE A LET,

o3 A7 AIL ARAEAIRAE—S 3y

IJL—LT7—UDETE

74T FUASSLICHAAENTWA T U r—rar a7y ANV AL E—T 3
Y7 L—ALU—7 (APCF) A7 v a i+ 5L, BEEINOT 7Y r— a2 R Web Y
V— A% ASA THLFLL T, 7747 b L ASSLVPN £t CIEFICE/RTEDH LI
9, APCF 7' r 7 7 A MZiE, FFEDOT 7V r—ra LT, Wwo (i, F%) . £2
D (~yH— K3, FR,INE) M (T—F) EERTLIDNERET LA VT NRHY
F9, A7V F MEIXMLERTREREN, sed (A PU—L =F 4 %) OBCZMHEHL T
FHBLIOT X2 FE2EHLE7,

ASA TITHEED APCF 7’ 7 7 A VAT L CREB L OEITTEEJ, 1 DD APCF 7’1
T ANDAT Y T NRICEED APCFL— VA2 THAT A Z N TEE9, ASAIL, HEERE
WICESNWT, b BV VBRI L, RIC2EFHICTHWL—LEZLEL T,

APCF 7a 77 A /L. ASADT7 T v 2 A€ HTTP ¥y — X—_ HTTPS ¥ —/3—_ F7/-
IZ TFTP Y — R_R— IR FTE £9,

APCE 71 7 7 A VT, YA aDHLZFEDOYR— N Z T ONIBEDORRETH & &2 BE
HLET,
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APCF JO 774 ILDEHE

APCF 7u 757 A /WE, ASADT7F v 2 AFY _ HITP %—/3—_ HTTPS #—,3—_ FTP
P—3—_ FIEL TFTP V— N —|ZRIETE F 9, TD~XAf E, APCF /R 7r— T %800,
e, BLOHIBRT 285G L., Ny r—YU B BEIAMIZIG U TN 2 2858 ICEH L ET,

FIE

AT 71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Application
Helper] DIEICH#EA £, Z 2 Tlid, ROMEEZEITTEET,
«[Add/Edit] 227 UV v 27 LT, HLWAPCF 7117 7 A LZAERLT 5. BEfFD APCF 7 1
TrANEERELET,
« [Flashfile] #3R LT, ASAD T T v a AEVITHEFEESN TS APCE 7 7 A L%
BELET,

WIZ, [Upload] #7 Vw7 LT, =)L A Ea—FPbASADT Ty a 77
AN VAT KIZAPCEF 7 7 A NVETGT 57, [Browse] 27 Vw27 LT, 77 v a
AV NOBEFED APCF Z 3R L F97,

« [URL] Zi#R LT, HTTP, HTTPS, FTP, F7-(X TFTP % — X—/5 APCF 7 7 A L
ERAELET,

*[Delete] #27 Vv 7 LT, BEFO APCF 7 7 7 A L ZHIBR L 9, MEROBEmHIZIERS
T, RVELLETEERA,

» [Move Up] £721% [MoveDown] %27 UV » 27 LT, UARNANDAPCF v 7 7 A VDIEF%
ANEZ E3, I P, &5 APCF 7 m 7 7 A L ERELET,

ATV T2 UARNMIEENNZ SN TWARWEATE, [Refresh) 227 Y v 7 LET,

APCF /Xy /r—S D7 v 7A—F
FIIg

ATFYT1 arEa—4% EZH5D APCE 7 7 A L~D/RANFERSET, [Browse Local] 227 U v 7 L
TZD7 4 =)V RIZAZ BEICIAT 200, NAZ AT LET,

RT9 T2 APCF 7 7 A NVEROITT, arCa—XITiRETHEIICERRTHIF27 V) v 7 LET,
[Select File Path] A 7 0 7R v 7 A2, HoydOnu—hL ara—F CTREILT 78 AL
TANE DONENFRRIIET, APCF 7 7 A MIBE L GEIRL, [Open] %27V v 7 LE
4, ASDM 7 [Local File Path] 7 4 —/L RIZ7 7 A LD Z&2FFALET,
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ATY T3 APCF 7 7 A V& T v 7 r— K325 ASA LD /SA7 [Flash File System Path] IZFE RSN E T,
[Browse Flash]| %27 V v 27 LT, APCF 7 7 A V%7 v 77— RT5 ASA FOBFTA4¥E L E
9, [Browse Flash] ¥4 7R /ARy 7 A2, 7T v a AEYDODARPERINET,

ATV T4 a— AN a3 Ea— X TEIRLIZAPCF 7 7 A VDT 7 A NVANRFRINET, RELEZ T
WIZ, ZOAATEERTL2Z L2880 LET, ZOT77AVOARINPELLZRSATND
ZEEMERL, [OK]&2 27 VU 7 LET, [BrowseFlash| # 4 71 /Ry 7 AN L ET, ASDM
73 [Flash File System Path] 7 ¢ —/V RIZT v 72— ReD7 7 A L R 2AZFHALET,

RT9TS BOarEa—% EOAPCF 7 7 A VDAL, APCF 7 7 A V& ASAIZA U a— KT %
L& ¥5E L7256, [UploadFilel 227V v 7 LE 7,

ATYT6 [Status] 7 4 > RUNRFREN, 77 A VEEETIIHW-ZEEOREEZMER L E4, ImENK
U | [Information] 7 ¢ > K IZ [File is uploaded to flash successfully.] &\ 9 X vt&—InNFK
IRENET, [OK] %227 U2 LET, [Upload Image] ¥ 7122 7 1 Rk, [Local File
Path] 7 .t —/L | & [FlashFile System Path] 7 . —/L FOWNAENEIRSNET, Zhid, Blo7 7
ANET vy Tua—RTEHEERLET, BOT77ANVET v 7 a— RT5121%, ERoF
EZ#D IR LES, ENLSNOEEIL, [Closel 227V v 7 LET,

AT wF1 [Uploadlmage] ¥4 702 7 4> RUZMLET, APCF 77 A NE T Ty a AEVILT v
Ta—RL7e%, 2037 v 7r— FLRWERIZ, [Closel 7 Uy 7 LET, Ty Fr—R
T HEEITIE. [APCF] 7 « > K7 ® [APCF File Location] 7 4 —/V RIZ7 7 A VA INFEREN
9, Ty 7 ur—RLARWEAEIZIE, TAreyou sure you want to close the dialog without uploading
thefile?] & 3425 [CloseMessage] ¥ A 7 B 7Ry 7 ANRKRENET, 77 A NVET v 7o —
RLZ WAL, [OK] %27 U w7 LET, [CloseMessage] ¥4 7 v 7 7K 7 A & [Upload Image]
AT TRy 7 ZANRH L b, APCF [Add/Edit] <A V' NFRENET, 77 ANVET v
12— R 58451%, [Close Message] ¥4 7 2V Ry 7 AD [Cancel| 7 V v/ LET, ¥A4T
0 7Ry 7 ZABRAL IV, 74—/ ROMENZ O £ E OIRAET [Upload Image] % A 7 1 77K v
I ANHEERREINET, [UploadFilel 27 U v 7 LET,

APCF /N7 FDEH
FIR

AT Tl ROa~<r REHEH LT, APCF 37 v BN, . BXOHIBR L., 737 v b Z2E5EIEN
I U T2 F9,

* [APCF File Location] : APCF /X r— Y DOgFTIC T 21FHm AR~ L E7, T4k, ASA
D7 T via AEY, HITP ¥ —s3— HTTPS #—/3—_ FTP #—/3—_ F7=|% TFTP
b]j_‘——/‘\——@l/ \fhz})b@‘é—o

* [Add/Edit] : B E 72 1ZBEAFD APCF Y10 7 7 A V& BN E - 13 fRE L £7,
s [Delete] : BEfFOAPCF 71 7 7 A VEHIFR L 7, MERINT, RVELL TEEHA,

«[MoveUp] : Y A RNDAPCF7m 7 7 A NVAFEELET, U ANMIED, ASA D APCF
I 7y ANEFEHT S EEZOIEFBRED £,
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ATy T2

ATvT3

RATvT4

APCF 15X

BESISATYRLASSLWPNOIY T4 FaL—vay |

[FlashFile] #27 V v 27 LT, ASADT T v =2 AFVIREIFESNTWS APCF 7 7 A L %45
El—/\i—éqo

779 a AEVIRESNTNDAPCF 7 7 A VDR A2 ATJLE T, /NAZ T TITBML
TWOGEEIT, TONRRAERET LD LIE, 77 vy a A VIS iz APCF
TrAMIYEAL LT FLET,

[BrowseFlash] # 7 UV v 27 LC, 77 v o AEFVEZML, APCF 77 A NVERELET,

[Browse Flash Dialog] X1 > 3 F/R S#LE T, [Folders] 3 & O [Files] ¥ % H L T APCF 7 7
ANVERELET, APCF7 7 A NVZIEBIRL T, [OK]ZZ Vv 7 LET, 77 A /SDI/RAN
[Path] 7 1 — /L RIZEREINE T,

(6=

T # D o m— R LT APCF 7 7 A VDA FINER SNRVGAITIE, [Refresh] 227 U » 7 L
iﬁqo

e [Upload] : APCF 7 7 A )V E 0 —Ji)b A Ba—FNnbASA T T vy a 774V AT
AZT7 v 7 r— KL%, [Upload APCF Package] A > RNERINFET,

« [URL] : HTTP $—/X—_ HTTPS % —/3—_ F721I TETP ¥ — R —|Z{R-1/FE ST 5 APCF
T ANERRTLIHEIC Y v LET,

* [ftp, http, https, and tftp] (T ~L72 L) : H—_— Z A T ZHKELET,

«[URL] (5472 L) :FTP, HTTP, HTTPS, F7-iL TFT H—"—~D 2% AJJ L %
R

APCF 7’u 7 7 A%, XML 74—~ hEBLWVsed A7 V7 O EHEHLET, kD
Iz, ZOBARICHERTS XML ¥ 7 2R LET,

APCFDHA K54 >

APCF 77 7 A LDV EBLE, RT3 —< U ANETLEYD, FE L RNVWEHRO o
UFUVIIRABENHBYFET, YR T=T Y TR, 1TEAEDES . APCF
T Ty ANERMT D ETEET Y r—a ORE EORBEE R L TWET,

& 1:APCFXML 52 &

2y EHRE/

<APCF>...</APCF> T _XTDAPCFXML 7 7 A W% BAL 7280
NER,

<version>1.0</version> APCF OFEIEN— g U EIRTET HHHET
D= 3 T 1.0 72 TH,
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EREMN

<application>...</application>

XML Feilk D AR & FHTe L EH S 7,

<id> text </id>

Z DFRFE D APCF BEHE % Flal 3 5 28

<apcf-entities>...</apcf-entities>

Wk 72138 APCF =5 4 T 4
7,

<js-object>...</js-object>

<html-object>...</html-object>
<process-request-header>...</process-request-header>
<process-response-header>...</process-response-header>
<preprocess-response-body>...</preprocess-response-body>

<postprocess-response-body>...</postprocess-response-body>

INHDETDOHIBLO1ON, arT
1% APCF LR A3 HE X 4 2 Befs & 5 7

<conditions>. .. </conditions>

ALBERRIFS L OMLER R O F-B3E 2 7T,
fRELET,

* http-version (1.1, 1.0, 0.9 72 &)
* http-method (get. put, post, webc

* http-scheme ("http/", "https/". % ¢

° ("a".'”Z” | "A"'."Z” | "0".'"9" | "._7*[
server-regexp 1L R H

° ("a".,"Z” | "A".'”Z” | ”0".."9" | ".__*[
Tp server-fnmatch 1E I FR I,

* user-agent-regexp
* user-agent-fnmatch
* request-uri-regexp
* request-uri-fnmatch

o b H DD H 2O EBNEET
T _RTOHX 7Tk L TimEe AND

BELYISATURLRASSLVWPNDaYT74¥aL—ay [}



B recrix

BESISATYRLASSLWPNOIY T4 FaL—vay |

29

EREMN

<action> ... </action>

BELEZSRETIOLUEDT Vv a ks
Ty LET, INHDT Vv a & iES
WDX 7R TcxET (FTitsh) |

e <do>

* <sed-script>

* <rewrite-header>
» <add-header>

» <delete-header>

<do>...</do>

WDOWNTNDDT 7 a v DEFITHHA
Tay BITOFEZETT,

e <no-rewrite/> : U E— K Pt —/N—/nFP

YTV EEEELEEA,
» <no-toolbar/> : V' — L/ N—ZFHA L &
e <no-gzip/>: AT Y EJEMEL EH
» <force-cache/> LD ¥ ¥ v ¥ = i &

 <force-no-cache/> : &7 =7 &%
WX i LET,

* < downgrade-http-version-on-backend>
Y= = ZEREZBRT 5 & EITHI
HALET,

<sed-script> TEXT </sed-script>

THXARNR—ADAT V27 DT
RENDT Vv ary 27 OFEHZTT,
h72Sed AV VT N ThHDHMENRH YD T
X, T3 XV ETICES S 4172 <conditions>
INET,

<rewrite-header></rewrite-header>

T a v AT OFBEETT, <header> ¢
THRESNZHTTP ~ v X — DT L
CLTEZRLTLIZEIWN) |

<add-header></add-header>

<header> D B X 7 THIE S L7285 L
H—DBIMFEHESNDT 7 a2 T4
<header> (LATFZZMBLTIEIWY) |
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EREMN

<delete-header></delete-header>

<header> D 1B ¥ 7 THE 1L FF
X —DHIBRICHERSNAT 7 a v #
<header> (LLTFZZML TN

<header></header> bEE B, EIFHIBRE LD HTT
BELET, L&z, RO 71EC
RO HTTP ~y X —OEEE T L E
<rewrite-header>
<header>Connection</header>
<value>close</value>
</rewrite-header>

APCF 0% 7E 51

<APCF>

<version>1.0</version>

<application>

<id>Do not compress content from example.com</id>

<apcf-entities>

<process-request-header>

<conditions>

<server-fnmatch>*.example.com</server-fnmatch>

</conditions>
<action>

<do><no-gzip/></do>

</action>

</process-request-header>

</apcf-entities>
</application>
</APCF>

<APCF>
<version>1.0</version>
<application>

<id>Change MIME type for all

<apcf-entities>

<process-response-header>

<conditions>

.xyz objects</id>

<request-uri-fnmatch>*.xyz</request-uri-fnmatch>

</conditions>
<action>
<rewrite-header>

<header>Content-Type</header>
<value>text/html</value>

</rewrite-header>
</action>

</process-response-header>

</apcf-entities>
</application>
</APCF>
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w3 MDEE

FIE

ATy T

ATy T2

ATvT3

ATv74

[Clientless SSL VPN Add/Edit Internal Group Policy] > [More Options] > [Session Settings] 7 « > F
UTCIE, 774 T FUVASSLVPN Oty vavinbtyra O/ \—YFT7 4 X3
Tra—YP—ERERECEE T, TIANVMNIEY, HEIN—T RV —ZT 74V DT
N—T" R = OREEMALET, OV FUEMEALT, 774/~ Z—7 R
V—DR—=IF T4 RENT-2 FAT > h L ZASSLVPN =2—H—[FH, BLOZHh SO
EfEZ XBT 27 N—T R o—F R TCERELET,

[none] &7 U v 7 325, F721% [User Storage Location] K2 v X7 A=a—nhb 7 7 A4
== han (smbEiziftp) 7 Vv s LET, YAATE, 2—PF— AL —
VICCIFS AT 2 Z L2 HRELES, 2 — VP -/ AV — NEIIAR— NESEZHEHET
|2 CIFS X ET&E £9, [CIFS] Z BN 55513, ROWELE AN LET,

cifs//cifs-share/user/data
[smb] F 721X [ftp] ZBIRT HEE1EX, WOELEZHEHAL T, lOTHFA RN 74—V NIZT7 7 A
VAT LD E AT LET,

username:password@host:port-number/path
Wizl Zr LET, mikemysecret@ftpserver 3:2323/public

GE)
Ioar74¥ab—ra i3, 2=V -4, A2AUV=F BLOFIHHF—2VREh T
WETH ASAIFHET LT Y ALKV SAL Lo BN TT — 2 2 RF L. £DOT —H %l
HLET,

MBI, REGIT A~ — =BT 7 BATE L 012T572DIceX=2 VT4 7774
T ANET AN AT LET,

[Storage Objects] K2 > X 7 A =2 —InHBIROWT DA T > a U ERRL T, 2—H—
LORETYH—N=0EHT L4727 FEfaELE T, ASAIZ, 26D AT V=7 M &
RFLTY 747 ML ASSLVPN #fiaVHR—hLE7,

* cookies,credentials
* cookies
s T LT UL
Ty alEAALT Y RNTHEEDONT Y a A XORFEE KB TASILE

T, ZORMIE. 1 oD T U a P EAENET, ZoEEV b RER T Y
7 aviFPin, BEyvarodiiBtinsaey s E2 )y NLET,
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I a—F4vy .

Ioa—Fa429

XFxzra—7 47 [XFa—FR) R X5ty M ELMEENR, aw T —% (001 72
L) #XFEMAADE, T ERLET, FHTLI T a—-FRERIL, §RBICL - T
REVET, H—OF &2 E 2 SHELHIUL, FEbRWVWSELH Y £7, @I, #Hikick-
TT IOV THERENDGT 74NV FOa— REXBRED T8, VE—ha2—P—0LHES
5L TEET, TRV ESN a2 - RERETA L TE, FOx
A= RIZH-T F*¥a Ay FERRLET,

Ty a— RRIEC L D AL RO TH S B XF o — RAROMBAIET 5 - & T,
D INT T TFRMA LTV B HIER, 7 T KT B 5 OB E I R <
URELL FREND LD ICTEET,

7 7 4L K TliL, ASA L [Global Encoding Type| % Common Internet File System (i1 > & —
XY N T AN VAT L) == nb D=V LE T, CIFS %—/3— L) 72 307
Tra—7 47D~y 7%, [Global Encoding Type] BIEIZ X > T/ r—r Lz, £ L
TT =7 MIRENTND T AN T a—T ¢ RN AL TREBNCATS 2 &ickD,
T7ANGLRT 4 L7 bU RA BRON—U it LX) o IRMEE e D551,
CIFS "— UM IEMEICAE B LOFRRTE 5 L 9ICLET,

XFIVA—T AT DRRELITIEE

FIE

ATvT1

Tra—F 4T EEHATSLE, 7T 4T B ASSLVPN AR—H )L R—=T DL FT L a—
T T ERRELITRETCEET,

[Global Encoding Type] |12 & > T, RIZFE#H STV D CIFS $—_"—NEDLFrr a—T 4
YT ERBRWT, $RTDZ T AT b LA SSLVPN R —# )L N— UK $ 5 L FT s a—
TAUTBRED T, XFHNEADNT L0, Ry T Xy U R RpH@EREEZ 1 D3R L
EF9, VAR ML, &b MK RROMEIZTHERINET,

* big5

+ gb2312

* ibm-850

* 150-8859-1

* shift jis

* unicode

» windows-1252

* none
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B sz o0-—F  vorrerdsme

ATy T2

ATy T3

GE)
[none]l 27 VU v 7 +250, £7237 AT FLUASSLYVPN v a D7 T W4
A= R L TWRWMEZIRE LIS EICIE, 7709 F0T7F 7+ hoa— RREHILE
ﬁ‘o

http://www.iana.org/assignments/character-sets TIHHE SN TWAF L FE Yy hOWTHNEFEL
WA, IR 40 LTFETAANTEEY, ZON=VITRENTV LT v hOARTE
=AUV T 20NN EEATEET, ZOX M) U7, RCFE /N CFERRFI S E
Fho ASADEREERGFTDHEXIC, avy KA v Z—T U Lo TRIFH/INLFIE
BEInEd,
T a—7 ¢ 7B [Global Encoding Typel JBPERRE & 13572 5 CIFS #—"— DA E
72IXIP 7 RL A& AN LET, ASA T, 22— —D48E Lo KT & /N CFO KB ERE
SNETH, ARiET—N"—LHBET 5L IR FLENLFIERBI SN EE A,
CIFS — =37 T4 7 F LA SSLVPN R — & )L X—DxF L CTHRET 2 LEDOH 5 LT
Tra—F 4 T EENLET, XFHNEATTLHN Fry 7 X JARPLERLE
T U A BT, &b RARROEZT BERS L TOET,
* big5
. gb2312
* ibm-850
* i50-8859-1
* shift jis
GE)
HAEED Shift_jis XFx= 2 a—F 4 72 L T 251, BEMT 50TV 5 [Select
Page Font] ~X > ® [Font Family] fE}&(Z & % [Do Not Specify] # 27 UV v 7 LT, D7+
b 77U EHIBRLET,

* unicode

» windows-1252

* none
[none]l #27 U w7 3250, F72E7 74T FLASSLYVPN By a D7 T RV R—
FLTCTWRVMEZFRE LTS AIIE. 77 90T 740 bOa— KBRS ET,

http://www.iana.org/assignments/character-sets THiE SV TWD AN LTy hOWTNEEL
WIFEHN . K40 LFETANTEET, ZOX—VITRENTN LT Y hOARTE
P2 VT ADOWT NP EEATEET, ZOXA NI T, RXFE/NLFREF S E
Hho ASADREERGFTHLEIL, a~vy R AU ¥ =TV XX o TRILFD/NLCFITE
asinEJ,
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N, N S . » =L
ATV XYY UTDERTE
Xy w2l 27947 FLASSLVPN ORT p—< o 258k LET, SHBEIZHFH
HAENDIAT V=2V bV AT AX Y v Va2 lTBNTAZ LT, EEHBIOBYVK LT
Y DEFMEOMEME IR L FET, Fr v v aBEHTLIZ TR T T v 7 BN ER
LLTEL DT 7Y r—a BNV RMCIFEFEITENET,

\}

GE) v Xy T EAF—TMITDE, —EHOVATLAOEFEEMETLET, v
TR T A XTI LTS, TUH DT Ty aNRETAEEIR. 20
AT 4 E—T M LTLEEN,

FIE

AT 71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Content Cache]
DNEZIEIR U E

AT 72 [Enable Cache] 47 DHAIE, A2 LET,
ATYTI v o 7Rt EERLET,

+ [Maximum Object Size] : ASANF v v =2 TXDH R¥ o A FOFKYA X% KB HALT

ANLET, ASAIF, A7V x7 b aryT 2y (EEWZ F-13EME I TOZR0
avFrY) OREISEZRELET, &L~ 10,000KB T, 57 4/ i 1,000KB T
—gqo

* [Minimum Object Size] : ASA B3F ¥ v 2 TEXD R¥ 2 A D/ A X% KB BfL T
ANLFET, ASAF, A7 V7 b aryT 2y (EEHZ F-3EM I TR0
aryFUY) ORSEZHELET, #PHIZ 0~ 10,000KB T, 57 4/L ML 0KB T,

GE)
[Maximum Object Size] |, [Minimum Object Size] £ ¥ & KX VMEIZT 2 LB RN H Y 7,

* [Expiration Time] : 0 ~ 900 DEH A A/ LT, A7 V=7 FEFRIELBLNTEF ¥y v =
TONEAERELET, T 74NV MI1HTT,

* [LM Factor] : 1 ~ 100 D#&H a2 ASjLET, 77 4/ ML 20 TH,

o LM KEE, BEELLA LAZ L TIETEFFOF T V27 baeXy v adTH-HO0OR

Vo —%RELET, ZHUTE-T, = _"—FEOLHEEF- 2\ ATV =7 M
BRESNE T, ASAIL, A7 V7 POERSINIZhORKBREE &, AR N 2 —1 X
NI OB 2 HE UE4, #EE SN HIRYIAEEZNE, Bl ZE H 1% ORBIR R &
LM REOREIC—F LET, LIMREEZ 0IZRET H &, 727 BICHMRAENEIT S 41, 100
WCRRET D & HRGEE TOFRRERBICARY £,
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s TOFWIRICE o T, BREFZA LAZ TR —"—RE CTHRWIIEN AT
EINTWRWAT V=7 ba, ASARFT Y v ad 3BHO0ESEZRELET,

« [Cache static content] : 72 & ZIEPDF 7 7 A Lo A=V 72, UTA bENDH I DR
FTRTOar7oYedyvalEd,

* [Restore Cache Default] : X CHDF ¥ v o NI A—X%E2T 7 3/ MEIZELET,

Content Rewrite

[Content Rewrite] <A ZiX, 2T Y DU TA FIRA R =T /72> TNDHD, EoidA
I B> TWLTRTOT7 7Y r—y g U R—EERRESNET,

7 IA4T7 > MV ASSLVPN Tlt, 2T U0 VEBRBIOR) 74 h = P2k - T,
JavaScript, VBScript, Java, ¥ /LT /A RN F72 EOEERER NS T 2% HTTP ~D 7
T4 ETERGE, TV r—val b7 4 v 7 ERMBLEY, 20X R T T 4w
T, 2=V —RT7 SV r—2 3 N7 7B AT DHDIZSSLVPN T3 AWML T 7 U r—
varEFEHALTWSD, SSL VPN 731 RKFETIHEHA L T Ea L~ T, BEvv
F U IRT VA Ly ha—LON—LRNRIRHZEBERH D T,

FTIFNETIE, BxX2 VT4 TT7IAT LV RAFTITRTCOITIAT VNV A N T T 40T %
V74 b, FHEFERLEST, —HOT TV r— a3 Web U VY —A (/AB] Web A k72
E) MASAZBB LN EIICLTEWEARH Y £7, TD X5 7846, ASA TiE, ASA %
BT TIEEDY A T X r—2 a7 T 0RATELEITDHY T4 Fb—LEAE
RCTEET, ZhUE. VPNERICBITA AT v b bl o 72l cnEd,

b oORETRILIZ. ASA 9.0 @ Content Rewriter {2744V E L7z,
e T Y UT A M, HIMLS (Zxd 2R —r&BMLE L,

eV FAT LV RLASSLVPN Y SGA4 % =P OB LEERMERRKRELSMELEL, #
OfER., 7747 L ASSLVPN 2 —H—Dxy Ra—H— o7 2 = A H Ak
N TE £,

AVTUVESHA DR

7747 MU A WebVPN U J A Z(%, FATRHCEIRYICERE S5 728, JavaScript 77 7 >
FERFLAMA L7 URLEID YTl TE EEA,

)5S 4 bk IL—ILDYERK

VI h A= WIERIER CE ET, EXa VT4 TTIALT AT T4 b A— A EIEF
RN THRRT DI, A=A OBBREETT, Z0OLx, BTFHLOEEHHIBCHRT
LCITE, BC—H L —AREASnET,

[Content Rewrite] 7 — 7 /WZIE, IROI T LR¥H Y 77,
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* [Rule Number] : U A hNTO/L— /L O EERTEEZFE R LET,
* [Rule Name] : v —/A 3 E@HEND T 7V r—va v OL4RTETET,
* [Rewrite Enabled] : 27> YDV T4 haA X—T N0t 7 TCERRLET,

* [Resource Mask] : UV Y —A ~wA 7 &Z AL ET,

FIE

AT w71 [Configuration]>[Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Content Rewrite]
DNEIZFEE L £,

ATv T2 [Add] £/2F[Edit) 22 Y v 7 LT, 272V UTA4 b =V E2EREITERLET,
ATY T3 ZON—)VEA F—T T HIZIE, [Enable content rewrite] & A4 1 L E 7,

ATFvTd ZON—LDOFESEANLET, ZOFBZIL. VA FOMONL—VITFENHINC, ZEDL—LOD
BRNEML Z R LET, BFFRNRWL—/UT ) A NORBICEHEB SN ET, A2h7c®HT 1 ~
65534 T,

ATYyT5 ({EE) N MIOWTHIT 2EMTEHEL E7, KK 128 LFTT,

ATYT6 N—nNEEATLHIZT T r—a 00 =R ET A FIEATILET, XFEHNOES
IR T300 LF T, ROWTNDDT AL RH— REEHATEETN, P tb 120
WHFERTECTHAVHENDY £,

F P ARTIC-ELES, ASDM T, * £70i3 ** TR SN D A7 13RI £
/\Jo

¢ il —HLET,
s [lseq] : =7 L AIZIRVMEE DO LT —F LT,
s[seq] : T L ALHDIMEEDOXFE —ELET,

ATV )54 M IL—ILDEETEH

R2:aVToYUSARIL—

teE ATV | L—LES [ L—ILA JY—RIRY
DYZ4 b+
R )
LIZF 5
youtube.com T HTTP URL @ | 4~ 1 no-rewrite-youtube | *.youtube.com/*
VIA X% 720025
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B /57 riassivenenLE-BFA—LOEA

HEE ATV | IL—ILES |IL—ILE J)Y—XITRY
N34k
A 3—J
LIZF B
EERo— A —F U723 | Check 65,535 rewrite-all *
TOHOHTTPURL DY A X %
Af R—=TNWIZT 5

954 F7 > LASSLVPN 2 LT=EF A —ILD{FEH

Web EF A —JLDEETE : MS Outlook Web App

ASA I3, Microsoft Outlook Web App to Exchange Server 2010 ¥ X U Microsoft Outlook Web Access
to Exchange Server 2007, 2003, 2000 % ¥ 7"— F L CTWET,

FIE

RATYT1 TRLA T 4=V RIZEF ANV —ERDURLEZ AT L0, 7747 KL ASSLVPN
tyrarToO#ETLI Ty r~w—2 %7 ) v LET,

ATFyT2 T ERFRENEDL, BT A— P—_"—Da—HP—4 % domain\username DTEZTA
JILET,

ATV T3 BEFA—IN RNRAT—REASNLET,

; _ =71 =

T99I—JDETE
[Bookmarks] /XL TlE, 7 v/ ~—27 URX N&BE, . HIER, A FA— b BLXO=Z

AR—FTEET,

[Bookmarks] /X% /L &EFH LT, 7747 hLASSLVPN CTT 7 AT 520D, H—r3—
BEORURLOYV A NERELET, Ty I/~v—27 VARMDIALT7 4 Falb—Ta /N T,
ZOVA &1 OUEORY) o— (IN—TF KR o— A FIv7 TI/VAKR) v — F
TIXEOMmTT) IZHVNETHZENTEET, BRIV —DT v 7 ~v—27 VA RMNI1IDDHRT
T, URARMIE, % DAP O [URLLists] ¥ 7O Ry 77Xy U2 MIFEREINET,

—HBD Web X—Y TCOHBI VA Az, v~/ n@EfhzEieT v I/~—7 2EHTE5 LX)
2RV E LT, DLETD POST 7574 v 7 u—Fid, EHENRIA L Fr v~ uiate

POST 7'v 7 ~— 27 Z$5E L. POSTERDORZ FORilcr — RT5%y 7 47 X—V%%fE
TEDEICTHEDIHERENE L, ZDOPOSTF 774 7 Fu—F Tk, 7 v¥—%
X OO~y X —IHE OFEELE LT HERIFPERR SV E Lz, BIfEIL, EBRF L FAT
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FIE

ATv I

ATy T2

ATvT3
ATv74

ATy TH

EEVASVIE N

00— RN—UBIXOURLAZREL, ZHICE > TRZA N v /A VEROEERTNIEE SN
F9, FAiR—RFRX—VIZELoT, =V FFRA U F 7T 0V, 7T v v L EETePOST
PR AT DD TIER< . Web h—3—F 721X Web 7 7'V 7 —3 3 VIR SN DHEED
BFmarifscEx7,

WEOT v 7 ~—0 VAMRERENET, Ty r~—2 U a0, RE. Bk, 1
R—h, FHEFZIVAR—FTEFET, 727 ERAHOYP——FBILRURLD Y 2 FZERE L.
FEE L/ URL VA NOIEBAZESIT L ENTEET,

1R BHHIIZ

T =0 ERETHLTIH, 2=V —=NDARERTA FORHEOT 78T H TN 22—
RY —ICENT DA MCT 78 ATHZ L 2SI TEEHA, Ty I~—27 UR L
EIN—TR)— BAFI v I TI7RARY —, £EITFOMEGIZED 24T HLHM,
WebACL%Z ZNHDRY —IZEVYTT, NT 74y 7 7a8—~DT7 7EBAZHLET,
INHORY—EDOURL = MY 24 7IZH0 AT, 2—HF—RNT7 7 EATEHX—V
WZOWTRELLZ2WE 21 LET,

BT 25U 2 NOLRTEZIEET 50, BIEEZITHIGRT S Y 2 FOL4RTAZERLET,
T I w—0DHA FVEIOEBROBEEN T 572 URL RFEREINET,

(FEE) [AdA) 227 U vy 27 LT, Bl —_"—FZURL ZRELET, ROWTILNE
BINTE £9,

«GET F£721% Post # Vv RIZX A URL DT v 7 ~—7 DB
cEBEHLT TV r—ay TS L— MIEHT 3 URL OB

cHEW A A TV r—ar~DT 7 ~w—7 DB

(fE&) [Edit) 27V v 27 LT, ——_ URL, FLEFERRLEEHFLET,

({LE) [Delete] #7 U w7 LT, @R LZHHEZ URL U X b BHIBRL £, RO
FERRINT, CVELLTEERA,
EE) 77ANVDA R — b nEmlI= s AR — OB FTEZ#IR L £,

* [Local computer] : 2 —H /L PCIZHEET D7 7 ANV A R — bERIFT I AKR—FT5
Bz )y 7 LET,

« [Flash file system] : ASA \ZHEET 27 7 A VA A Vi R— bEIF= 7 AKR— T 554
70w LET,

* [Remote server] : ASA 2267 7 B AWRER Y E— K b= N"—ZHET L7 7 AV E2A
F—r T HHEAIC7 ) v 7 LET,
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B ocersrigrost 4y RIZE B URLD T v o < —H D

ATvT6

ATvF1

[Path] : 77 A N~DT 72 AFA (fip, http, F7oiE https) ZFEEL., 7 7 AL ~D/X
2B ANTTLET,

* [Browse Local Files/Browse Flash...] : 7 7 A /L D/X A SR L E 7,

EE) 7y r~—7%MmiF R L C[Assign| 27 Vv 7 L, @RLI-T v I ~—27 %12
FOIN—=TF R — BAF v T EARY — F701E LOCAL —H—ZHE| 1 Y
TET,

(f£&) [Move Up] £721% [Move Down] 47> 3 » &M H L C, 2R L7=HH OAE % URL
UANNTERELET,

ATy T8 [OK]Z7 V7 LET,

RDERY
JFA4A T FLVASSLVPN X o U T 4 SRIZOWVTHER LT &0,

GET £7=(X Post * Vv FIZCKHURLD T v <—9 DENM

FIE

&
ATv T2

ATv73
ATvT4

ATvTh

[Add Bookmark Entry] # A 7 &2 77~ v 7 A TlL, URL U A DY 7 737 v 7 ~—27 %AE
RTEET,

1R BRI

X 8T =27 OIEFE T HNVFIZT 77 AT HITIE, \\server\share\subfolder\<personal folder> J&Z 2
AL ET, =—H—I2iL, <personal folder> KX W LT XTORA > MIKT DU A M
IZEZ)‘SL[Z‘EVC:‘?O

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access| > [Portal] > [Bookmarks]
BB, [Add R¥ %227 ) v LET,

[URL with GET or POST Method] Z3®IR LT, 7 v 7 ~—27 OIERIZMHH L £,
R—=BNVIIRREINDZDT v I ~—7 DARIE AT LET,

[URL] ka7 ¥y A=a—%H LT, URL#A 7 (http, https, cifs, F7=iT fip) &
RUET, [URL] Fu v 77X o 03, EH#EDO URL ¥ A 7', A VA=AV LIEZdTRTCOT TS
ADEA T HRLET,

D7y <—2 (URL) ODNSALEIXIPT FLAZANLET, 7774 DAL,
Y= N—DAFIEATILET, V==K DHBRIZAT v 2 LB (7)) ZANTDHE, 4
T alDNRITA=BERETEET, ISR TT o3 AT 5 & IROFET
AT, NI A=FNERT 23T onET,

server/?Parameter=Value& Parameter=Value
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ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

EREFATTU—varFoTIL— T s uRLoEm [

5 -
BEDT T T A NCE>T, ANTEDLAT L a DT A—=ZNEXTHRERED 9,
host/?DesiredColor =4& DesiredHRes=1024& DesiredV Res=768

TITA AN LT TN A o F DY R— FERET DI, T A—FEXT
csco_sso=1 #fHEH L E7,

A" A K ?csco_sso=1& DesiredColor=4& DesiredHRes=1024& DesiredVRes=768

(fEE) FHie— RNURLZANLET, FRir— RURLAZ AT 5 & &2, Rl AT)
TEET, FEIFEIE, EEEOPOSTURLIZEEE S NAD ETIZ, X—Yor— RIIHEHATES
FFfE T3,

YTHAL I ELT, 2=V —ZFRTDHT v I ~v—7 T FUIZOVWTOHHTFA & A
HLET,

[Thumbnail] K > 77X 7 A=a—%ffH LT, = Fa—HF—FR—F LV EDT v I ~—7
WEHHEM T AT A 2 2RI L ET,

[ManagelZ#27 UV v 7 LC, P Lx— e L THHT LA A—V% A R — METLIFT 7 AR—
FLET,

Ty w—0%7 V7 LTHLWY 4 RUTHEET, ZOU 4 RUT, Av—h b
FOEREEEH L, ASAZN LT3 — =L DT — 2 OZIFELEITVET, 7XTHOT
FUW FF7 4w 27iE, SSLVPN h U RNV TREICEZFEINET, 2047 a3 Tk,

TITOPR=ADT TV r— g N ZA~—h ROV R— bR LES, — 5T,

[Smart Tunnels] ([Clientless SSL VPN]> [Portal] A == —I(ZtH V) Tik, 77 7 HFX—2D
TV r—=varbAv—b PR URMIBML, ZREIA—T KY —La—P—
AIZEID Y THRET,

[Allow the Users to Bookmark the Link] 24 (2L C, 77 A 7> bk LA SSL VPN = —H—/3
77 7% D [Bookmarks] F 721 [Favorites] 47> a VA2 HHTE 5 X 512 LET, EIRZ MR
THE, INLDOF T arEENTEEYAL, ZOFTvav et Tl THE, 7IA4T Y
F LA SSL VPN AR —# )LD [Home] B 7 ¥ a3 X7 v 7 ~— 7 [FFRESNEHA,

({E&) [Advanced Options] BN LT, 7 v I ~—7 OFEOFEMERT L E T,

« [URL Method] : HififiZp 7 — Z BUGOBAITIE [Get] ZBIR L £4, T— X ORAFEITE
. BEOET, BFA—INDORERE, T—FENHTHZ LICL o TT—HIZEEN
IMZ 655 FTHEEMEN H H5E121E, [Post] Z3 IR L £77,

* [Post Parameters] : Post URL S OFEMAZ R E L £,

EBFATITVr—23 T TL— MIxd 5 URL DENN

TOF T a0, FENICERSNZASDM T L — R EEBRL WS —HF—D T v o
< — 27 OVERR AL LET, ASDMT > 7 L — MZiE., BEOHRRIZERINET 7Y r—
g VT AERNICAN SN LEREREENET,
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B =z5s7705—2a30 7o F0— T 5 URLODEM

FIE

ATy T
ATvT2

ATvT3

ATvT4

ATvTh
ATvT6

ATy T17

ATvT8

4R8O SRS
EREHT TV r—vary 77— ME, ROT 7Y r—va s CHIEERNTE £,
» Citrix XenApp
* Citrix XenDesktop
* Domino WebAccess
* Microsoft Outlook Web Access 2010
* Microsoft Sharepoint 2007
* Microsoft SharePoint 2010

* Microsoft SharePoint 2013

=YK L TCERT DT v I ~v—T ODL4RIEANTI LET,

YTHA IVELT, 2P —IZRKFTET v I~v—7 = FVIZOWVWTORHATF X b & A
HLET,

[Thumbnail] e v 77X 7 v A=a—%HL T, = Ra—P—R—X LV EDT v I ~—7
BT A7 A a2 IRLE T,

[Manage] %27 Vv 27 LC, yhx— N LTHHT A A=V %A VAR — MERIZT 7 AR —
]\ bij‘o

({fE&) [Place This Bookmark on the VPN Home Page] = v 7 "R v 7 A& A 2 LET,

[Select Auto Sign-on Application] U A2 N T, MBERT 7V r—varz7 Vv 7 LEd, MHH
RERT 7V r—ya IRO LY TT,

* Citrix XenApp

* Citrix XenDesktop

* Domino WebAccess

* Microsoft Outlook Web Access 2010
* Microsoft Sharepoint 2007

* Microsoft SharePoint 2010

* Microsoft SharePoint 2013

nJA4y NX—=UORIIe— RENHX—YDOURLEZANLET, ZOX—VIZiF, v/ A v
BT DD — P — A 2 H T 7 Vg BB/ ) £F, URLIZIE, EEOHOES
REEHZ D * H AJJTEET (72 & 21X, http*://www.example.com/test)

[Pre-login Page Control ID] Z# A/J L £ 4, Zhid, v A v N—=IZH#EDRNZFERT2 71

N—=YDURL TZ U w7 A2 MRS o4/ % 7o 1D T,
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BBy A AL FIUsr—vavnTvsz—snemn [

ATw 79  [Application Parameters] # AJJLET, 77U r—va AR U T, IROWNENE L5 AEE
HRH O FT,

« 7't ka2, HTTP F£ 7213 HTTPS,
e IR A M, T2 & 21X, www.cisco.com 72 & T,
R —F EE, TV r—varyTHAINAER—§,

* [URL Path Appendix], 7= & %1%, /Citrix/XenApp 72 & CT¥, B ZiL, BEIAISINE
R

s [Domain], #ftd 5 KA A 2,
s [UserName], =—%—4 & L C{HH 7 5 SSLVPN A%, [Select Variable] %227 V v 7 LT,
BRI DB RIR L E T,

e NRAT— K, NRAT— R & LU THEAHT 5 SSLVPN 2%, [Select Variable] %27 U v 7 LT,
WIp BB R L F 7,

ATV T (TF) [Preview]# 27 Vw2 LT, 7o 7 Lb— hOHAEFERLET, [BAi)|Z22 Y v 7T 5
LTV EERTEET,
ATYIMNM [OK]%#7 Vv LT, BEETVNET, /2013, [Cancel] 27V v 7 LTERZMHIEL 7,

BEIYA A T7IT)r—3a> 0Ty o I—DEM
IOF T a T, BRI A LA TV = a DT I~ — 7 AERRTE
j—o
HEW A oAy 7Y r—a VORTEIZIE, 2 ODFNENKLIEIZ R F9,
1. EARMRUET =203, POST XTI A= N WT v I/~v—0 2R LET, 77
v — R EBLOED YT, IA—TFF e —F— RV —THERALET,

2. Tl ~—VEHERELET, HEDOXY 7 F Y IEEEAZMH L T, SSLVPN/RT A —%
XYy IFrL, T r~v—7 TRELET,

FIE

ATYvIT1 22—V L TERTET v I ~v—T OLHIEATILET,

ATwv7T2 [URL] Ruvy 7 ¥ oy A=a—%H LT, URL #A 7 (http, https, cifs, F7=iL fip) &%
RLET, AR —FEINEZTRTOTTITALUDURL XA TR, ZOA=a—|lFREN
FI, A=A N X=DVICV 7 L LTI ITIA v 2FRTHIE. 7T 74D URL XA
PRI ET,

RTFYT3 Ty Iw—UDODNSAELIZIPT RLAEZANLET, I 74 0 0851F. —1_"—D4%
AMEANLET, = N"—ZDRICAT v =2 E8EF (1) #ATHE, A7 aron
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B sov A 7iur—sanivsc—voem

ATV

ATy TH

ATvT6

ATy T17
ATvT8

ATvT9

ATy 710

ATy TN

ATvT12

ATy 713

ATy 714

TA—ZEIRETEET, ZHUTRNTT oY REERT 5 &0 ROMUTIRT L DT,
INT A—=LWERT o3 b ET,

server/?Parameter =Value& Parameter=Value

5 -
722, ANTEDLFT L a ORI A=FMERTIE, FEDT 774 L »>TREDY
F7,

host/?DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

TITAL K LT, TN A o F s R— R ERREET 5IE, T A= EST
csco_sso=1 A L £ 7,

host/?csco_sso=1&DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

YVTHAL Ve LT, a=P—IRRT 57 v 7 ~v—27 22 hJIZOWTOHRAT F 2 L&A
HLET,

[Thumbnail] e v 77X 7 v A=a—%FHL T, = Ra—HF—FKR—-—X LV EDT v I ~—7
BT D7 A a o BBIRLET,

[Managel| %27 YV v 7 LC, $Lx— N ELTHHTEAA—VEA VR — FEIFET T AR —

FLET,

({T:&) [Place This Bookmark on the VPN Home Page] = v 7 R v 7 A% F 2 LET,
[LoginPageURL] Z A L£9, ANTHURLICIZ, VALV R —REMHFATEET, &2
IX. http*://www.example.com/myurl* & AJJ L E 9,

[Landing Page URL] Z A ) LE9, ASATIX, 77UV r—var~OIEFERa A U ERHT
LoD, ToT 4T R=UERETHILENHY T,

(&) [Post Script] # A1 L £, Microsoft Outlook Web Access 72 & D—H#ED Web 7 7"V
r—3/a 0%, JavaScript ZFEIT LT, RO A VT4 — L EBEET DRI, BERATA—F%
EHETDHEAMNH Y F9, [PostScript] 7 4 —/L R TIL, ZDXH77 7V r—3 3 > ® JavaScript
EANNTEET,

W72 [Form Parameters] Z B0 L £ 97, #0372 SSL VPN AT &1Z, [Add| %227V v 27 LT
Name]Z AJJ L. URA MO ERZBRLET, NTA—FEZEETDHITII[B)E 27 Y v 7
L. HIBRS 5I21% [Delete] 27 U v 27 LET,

RUAY R=VDRNIR— RENLX—=VDURLEZ AN LET, ZOX=VZE, »n7 A v
T e b D2 — Y — A X T 7 2 a YRNEZ2 Y £, URL IZE, EEOROR S
REEHZ 5 * H ANJITEET (72 & 21X, http*://www.example.com/test)

[Pre-login Page Control ID] # AJ L £9, Zhix, v A o X— LRI HFRTZ 71
~N—=YDURL TY U w7 A2 MBS i/ % 7o 1D TY,

[OK]%#7Z7 Vw7 LT, BEEITWET, E72iE, [Cancel] %7 U v 7 LTERZMIEL 7,
W OVEHE
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TJvwH<T—5

FIE

ATvT1
ATy T2

Tvor—5 Yz toqvk—rsrvzozt—+ i

RDBERY

7w U ~—7 EfRET 584 . HTML Parameter Capture #$8EZ 1 L T, VPN HE) W1 A4
WNIA—=B XY T TF¥TEET, Ty r/~—JFMREIN, V=T K o—Fida—
P—IZETHV Y TOENHAILERDH D 7,

[SSL VPN Username] % AJJ L T2>6, [Start Capture] 27 Y v 7 LE9, &KIZ, Web 77 7
ZEMALT, VPNEY v a U ZBIEL T, A IRy hOX—=VIZ#RLET, TrERAE%
T+ 25IZI%, [Stop Capture] 7 U w7 LET, NTA—INTETELHLIRY, 77
~—ZIZFHASNET,

VA FDA vR—FELUTTI RR—F

TTICREFHDT v 7 ~—7 VAME, AR —MELIFTT 7 AR—FTEET, %R
DTETCWDLYVAMEAUAR—FLET, VA2 AR—F L THEEEZIIMEL TH
5, BA A= FHZLbTEET,

Ty <w—27 VARNEABITHELET, K64 LT T, AXR—RIMEHTEETA,
VAN 774NV, 0 HR— 5D, FR0327 AR— T D57200FELZERLET,

* [Local computer] : = —H /L PCIZHEET 57 7 A VEA VR — M T H5HITER L £,
* [Flash file system] : ASA IZHEET D7 7 A VE T AR — T HLAITRINLE T,

* [Remote server] : ASA 2267 7 B AF[RE/R2 Y £ — F — "—|ZHEET S5 URL VU A K 77
ANEAR— DAY v LET,

e [Path] : 77 A L~DT 7EAFA (fip, http, F7oiT https) ZFREL., 7 7 A L~DX
A ANITLET,

« [Browse Local Files/Browse Flash] : 7 7 f VDX A 2B L £,

¢ [Import/Export Now] : U A~ 77 A V& A VAR— FElF= 7 AR—KFLET,

Import and Export GUI Customization Objects (Web Contents)

TDOEATa TRy I ATIE, Web a7 oY 37320 v rAR—rRBIOPZ 7 AR—
FC&ET, Web 2Ty A7 V27 FOAHTIE 77 AV ZA THRFERENET,

Web =2 7 V2%, BERICERESNTZFA—L X—=I 0, =2 R a—W— R R—F L&D
AR ARTHLEEMMHTHETA LR A—VFE T, SESEREELADY £9, REWF
BDOWeb T oViE, A vh—bhERIFT 7 AR—bTEET, FHAMEHENTEZ TS Web
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B rost s x—soEmssvEE

FIE

aLTF UV EALYR—FLET, Web 22TV ETT ZAR— L TEEEFITHE L TH
5, BAVAR—brTBHZ L TEET,

T ANDA VR — T EIIT 7 AR — FT O 28I L £,

* [Local computer] : @ —H /L PCIZHEEET 57 7 A V& A ViR— bEIITI AR — 5
ez )y 7 LET,

« [Flash file system] : ASA IZH BT 27 7 A VE AV R— bEIFT 7 AR — 5854
70y LET,

* [Remote server] : ASA 2267 7 B AWRER Y E— K b= N"—ZHET L7 7 A L&A
A= THHEAIC7 ) vy 7 LET,

e [Path] : 77 A N~DT 78 A5 (fip, http. F7(T https) ZFFEL., 7 7 A /L ~DX
A ANTTLET,

» [Browse Local Files.../Browse Flash...] : 7 7 A VDR AZZR L E T,

ARTYT2 avT oI ~DT I ATHIENRLENE I NERELET,

WRADT VT 4 v 7 AL, FBAEEERT L0 E )M U TR Y £9, ASAL, BEENLE
ATV 2 FOGEITIE ACSCOEH A L, BBRENAE A7V =7 FOEAITIE
HCSCOU+ I LE9, ASA TlX, HCSCOE+ 47 ¥ =7 MIKR—H )L _X—=IZDHFR
SNETH, ACSCOUH A7 V= MNMIn T A v XR—=VFELIIFR—F N X—=UTHERLED
T ENTEET,

ATYT3 7w LT, 774NV, R—FEEIFITZ I ZAR—FLET,

POST /RS A —A2 DEME X UVIFSE

FIE

TDONRALUTIE, Ty ~— 2 ) EURLY A MDRA N RTA—=HERELET,

7 AT h L ASSLVPN A2 XY, URL B XL N7 4 —L—AD HTTP post #fF CE #i
METTEET, INLOEKII~ 7 o LI, =2—%—1ID LA TU— R, 41320
MDASINTG A =B ZGie, W=V F )N Y —=A~Da—Y— T /v AEZHRETEET, =
DEHRY I—2DFNIE, Ty r~—2 = b, URL U R b, BXOT 74 L5738
N E9,

ATV TN RITA—ZDLAFEEE, fnT 2 HIML 7 +—A2D LBV ICHRELET, 7-& 2%,
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posT <5 x—anems L vimE |

<input name=*“param_name” value=“param valug’> T3,

RSN TOLEHONTIrE o /7°5’°'7‘/ UAPOBRTEEY, £, BEEEK

TEET, Fry7¥Zos R Mnb

R3:VF4T 2 LR SSLVPN DEH

I, ROLELKEZBRL £,

No. | ZE B 2

E# (Definition)

1 CSCO_WEBVPN USERNAME

SSL VPN = —+#— 1 71 1D,

2 |CSCO_WEBVPN_PASSWORD

SSLVPN = —H%— 11 /14 )RAT— K,

3 |CSCO_WEBVPN_INTERNAL PASSWORD

SSL VPN = —H#— N Y vV — R N2 TU— K, %
BERETH Y . AAAY— =T L > TRRRES T
P—NZDEEATTEE, RAT— NEOR
YA oA DRRT—RELTHERHERET,

4 |CSCO WEBVPN CONNECTION PROFILE

SSLVPN 2—H%—ua A v J—7 Fa v 7%
TrANAD T N—T = YT &

5 |CSCO_WEBVPN_MACROI

RADIUS/LDAP X & —[E 4 @iz k- Cq mmo
ZEHELUTLDAP b ZNE~ v B 7458
92 v A 2 @@L WEBVPN-Macro-Substitt
nFE9,

RADIUS % COZEEEHLIL, VSA#223 12X o

6 |CSCO_WEBVPN_MACRO2

RADIUS/LDAP X ¥ —[EH @I L - TEE, |
AL TCLDAP O ZNE~ v B 7T 554
R+ 5 2 & a2 g iZ WEBVPN-Macro-Substitt
D9,

RADIUS #& I CTOZEEHIL, VSA#224 12X 5

7 |CSCO_WEBVPN PRIMARY USERNAME

TEFHMHO TSI A~ a—F—pu AL ID

8 |CSCO WEBVPN_PRIMARY PASSWORD

“EHEGEHOT A~V a—PF—pu A X

9 |CSCO_WEBVPN_SECONDARY_USERNAME

Eﬁmuuiﬁﬁ@tﬁ /& ) :L‘_‘qj_‘_‘@\jy/])/ID

10 |CSCO_WEBVPN_SECONDARY PASSWORD

TEFEFEAO®Y o Z ) a—HF—Du A 1D

11 |CSCO_WEBVPN DYNAMIC URL

22— —DR—FNVTEEDOT v Ir~—7
B—DT v r<—7,

12 |CSCO_WEBVPN_MACROLIST

BRCRESNT v ~—7, LDAPEIE~ v
SINBDEEDOY A XDY A M EfFATEET,
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ASAIZZNG 6 DDOEELFEF | OWTNE Ty Ra—Y—FK (Fyr/~—7 £HERA B
TA—2L) TR#HTHE, VE— M —N_"—CEREZETHIZ, e 22— —EHFOMHEIZE
jﬁ]\/\ij—o

GE)

TL—=r TFXFANT (X2 VT4 77 I7A47 0 ZA&MPEFI2) HTTP Sniffer F L— A%
FITTDE, FEEOT TV r— 3 ® http-post /3T A—X ERETEET, ROY 7 h
O, BEOT T UY v TF v VL THDLHITP 7T 74 FE# AFTEET,
http://www.ieinspector.com/httpanalyzer/download V2/IEHttpAnalyzerV2.exe

ATw T2 T HEBAERT H100E, ROEBEFRHIIHES TSN,

« BH 1~ 4 2T 5, ASA 1Z. [SSL VPN Login] ~S— NS RHID 4 SDOE X iz OfE
ZEALET, HEIZIZ, 22— =4, RRATU—F, NESRAU—F (F7varv) | B
W N—TD7 4 —/V EPREENTVWET, 2—PF—FRNOZNHEDR M) 7 %585
L., ZOANY) v ea—P—EHEOETEESHEZ THDL, U E— hh— "—(CHRKE)E
LET,

For example, if a URL list contains the link,
http://someserver/homepage/CSCO_WEBVPN USERNAME.html, the ASA translates it to the
following unique links:

For USER1, the link becomes http://someserver/homepage/USER1.html
For USER2, the link is http://someserver/homepage/USER2.html

In the following case, cifs://server/users/CSCO_WEBVPN USERNAME lets the ASA map a
file drive to specific users:

For USER1, the link becomes cifs://server/users/USER1

For USER 2, the link is cifs://server/users/USER2

TS5 L 6&EATH, v 758106 DfEIL, RADIUS % 7-1Z LDAP O & —[EH
Bt (VSA) TF, Znblick ., RADIUS £/ LDAP —_X—DO W TN THRE L=
RV oFREEFHTED LR £,

BET ~ 10 AT S, ASAIZZIND 4 SO LTFH OWNTINnE Ty Roa—HF—3
R (T v I~v—0FLEFRAN 74—2) TR#ETHE, VE— K == |CHREE
TR, BE a2 —V —EHA OEICER L 9,

The following example sets a URL for the homepage:
WebVPN-Macro-Valuel (ID=223), type string, is returned as wwwin-portal.example.com
WebVPN-Macro-Value2 (ID=224), type string, is returned as 40l1k.com

To set a home page value, you would configure the variable substitution as
https://CSCO_WEBVPN MACROl, which would translate to https://wwwin-portal.example.com.

EH N EEHTL, b7 v 7 ~—271%, CSCO_WEBVPN_DYNAMIC URL 723+
B ENTWA LDAP Bt~ v FICESWTAR SN E 4, LDAP 7265215 L7 3054
. T I RTA—ZEHERALTHEITSN, EOY A NI F9, ZOEE%E url
T4V RTHEALEY, 77 ~—2NTPOSTNT A =X L L THMATD L, TS
7= LDAP SLFHNDOEAEICHKT L CTT v 7 ~— 7 DNER SN ET,
CSCO_WEBVPN_DYNAMIC URL #7957 v 7 ~—2 OFERZLLTIZRLET,
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http://www.ieinspector.com/httpanalyzer/downloadV2/IEHttpAnalyzerV2.exe
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PosT <5 x—snems L UiEE |

<bookmark>
<title>Test Bookmark</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://CSCO_WEBVPN DYNAMIC URLL(".")</url>
<subtitle></subtitle>
<thumbnail></thumbnail>
<smart-tunnel>no</smart-tunnel>
<login-page-url></login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>
<control-id></control-id>
<<post-param>
<value>valuel</value>
<name>parameterl</name>
</post-param>
</bookmark>

CSCO_WEBVPN_DYNAMIC_URL I% LDAP @&~ » 7123 E &4 TH Y . hostl.cisco.com,
host2.cisco.com, host3.cisco.com (ZXit L CTWET, 7Y I ZIZHE- T,
http://host1.cisco.com, http://host2.cisco.com, http://host3.cisco.com Z EFTpH—D AL 7 4 F =
L—yavnbAkEniz, 3 20RO URL & 3507 v 7 ~—7 ZESFTEET,

IHIZ, POST RTA—HD—HL L TRDO~ 7 awflHTEET,

<bookmark>
<title>Test Bookmark</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://www.myhost.cisco.com</url>
<subtitle></subtitle>
<thumbnail></thumbnail>
<smart-tunnel>no</smart-tunnel>
<login-page-url></login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>
<control-id></control-id>
<post-param>
<value>CSC07WEBVPN7DYNAMICiURL(";")</value>
<name>host</name>
</bookmark>

MU~y 7 72 LDAP J@MEZ M LT, #—7% ~ I URL http://www.myhost.cisco.com
EEL3 00T v I w— PMERESNET, TNENDT v 7 ~— 27 35872 % POST /X7
A—H L ZHi host 3 & OMHA hostl.cisco.com, host2.cisco.com. host3.cisco.com Z#FH F
‘a‘o

GE)
CSCO_WEBVPN DYNAMIC URL (37 v/ ~—27 CORMEMATE T, v~/ i HPR—
FLTWARBIOEFT (Citrix Mobile Receiver D vdiCLI 22> 7 4 ¥ a2 L—3 g 72 ) Tff
MT2Z LI TEER A, IMBR—FZNR—DEERTHEDIHEHT L TEER
/\Jo

BB EERTD, ZO~I7 0 ZIANELTIODONRT AL (LT v 7 A, TVUI
B A=) EROET, AT v 7 ATEEEICL > RS AT, IR
LBEFROFFEHRELET, 7V IXTEHRTICL > TSNS 3CFHTT, ZOXF
FNOLF%HH L TCLDAPIZ~ v B 7 ST HIEXEI0 . fEOY A MZLET, =
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TR LI oOT Y IXBMMERAINET, A —1F, ASAERICEES#HEZ D
B2 LDAP U A9 2 S 3 R ¢ 9,

72 & 21X, CSCO WEBVPN MACROLIST(2,",", url-encode) (%, U A k2 & H Off % fif
T2, BLOKGIY 7L LTH—OH o~&2 @A L TCFH 2R 0, U R R
THZERBELTOET, fHIX, Ny 7T Rad ASA ERICE#RIND & I/
{LEN/TZURLIZARD 3, = A7 —7 b—F0d, ROMWERMEH I ET,

*None: /Ny 7Ly B H— S=~OEFRHNT, CFIUMEICH L TEBREITOEE A,

o url-code : M SN T-FEITA AL SN/ URLIZAR Y £4, 7277 L. URL CHEETF
SIEAERLT B — O TR LTI S E T,

« url-encode-data : fi#HT SN 7-4fEIZ. URL = 2— RCEAICEBRINE T,
* base64 : fiRHT S 7= Bl 1% Base 64 T LS ET,

CSCO_WEBVPN_MACROLIST1 2T 57 v 7 ~—27 OREBIZ L FIZR L ET,

<bookmark>
<title>MyHost</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://www.myhost.cisco.com</url>
<subtitle></subtitle>
<thumbnail></thumbnail>
<smart-tunnel>no</smart-tunnel>
<login-page-url><login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>
<control-id></control-id>
<post-param>

<value>CSCO_WEBVPN_ MACROLISTI1 (1, ";", url-encode-data) >/value>
<name>paraml</name>
<value>CSCO_WEBVON MACROLIST1(2, ";", url-encode-data)</value>
<name>param2</name>
<value>CSCO_WEBVPN_ MACROLIST1(3, ";", url-encode-data)</value>

<name>param3</name>
</post-param>
</bookmark>
DT v ~w—7 &EHT 5L, www.myhost.cisco.com 77 7 A LT, 320 POST /¥
7 A—% (paraml, param2, param3) % H@)IZH— —|ZEEFETE ET, ASA IL,
CSCO_WEBVPN MACROLIST1 D% /NT A —H | ZEH L THH, Ny 72 RICEE
LET,

GE)
CSCO_WEBVPN_MACROLIST (%, o~ 27 o MEFA SN AT eb EZChiHTcE £
R

ZOGADORED JHEIX. ASDM THomepageURL /X T A — X ZRETH LTI, AV
V7 &R L0 frET v 7e— LR Th, BHEIIIAV—TRKI O —HNDOED
R— L=V NAY— b bR TR 22 &2 fETE £9, ASDM @ Network
Client SSL VPN % 72| Clientless SSL VPN Access Z 7 3 2 775, [Add/Edit Group Policy]
NRAVNIBELET, NARITKRDEBY TH,
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* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit Group Policy] > [Advanced] > [SSL VPN Client] > [Customization] > [Homepage

URL] &M

* [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies] >
[Add/Edit Group Policy] > [More Options] > [Customization] > [Homepage URL] &£

Ty x—2FFURL = P ZRELET, SSLVPNBIETRSA U & A L /SR —
K (OTP) ZfEH L., W TCOWABT AT I EATAZT 4 v 7 IRNE/SAT — Raff
MF5ZL12L->T, HTTPPost Z(EH L COWA U V—RlZu /A v TEET, ZOHBAED
D ITEIL, WONRADOWTNPEZHEHLTASDM T7 v 7 ~v—7 = M ZBINE 72
mET 52 L TT,
* [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Bookmarks]
> [Add/Edit Bookmark Lists] > [Add/Edit Bookmark Entry] > [Advanced Options] fE 15k > [Add/Edit
Post Parameters] (URL Method @D [Post] 227 U v 735 LR INET)

* [Network (Client) Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >
[URL Lists] % 7 > [Manage] 7~ % >~ > [Configured GUI Customization Objects] > [Add/Edit] 7~
4 > [Add/Edit Bookmark List] > [Add/Edit Bookmark Entry] > [Advanced Options] fE 3 >
[Add/Edit Post Parameters]

77 A NHA (CIFS) URL @R ETHZ LICL- T, KVFMRALT v 7 ~— I RELHE
i% L %9, URL [cifs:/server/CSCO_ WEBVPN USERNAME| %% Ed 5 &, ASAlZZN %2 —
P—=DT7 7 ANIEEF—L T L7 NVICHBIMICY v 7 LET, ZTOHETIE, 71X
U — FBXUOWEHAAAT — RE#RHITZE9, KRIZ, URL BEBROFZRLET,

cifs://CSCO_WEBVPN USERNAME:CSCO WEBVPN PASSWORD@server
cifs://CSCO_WEBVPN USERNAME:CSCO WEBVPN INTERNAL PASSWORD@server

cifs://domain;CSCO WEBVPN USERNAME:CSCO WEBVPN PASSWORD@server

cifs://domain;CSCO WEBVPN USERNAME:CSCO WEBVPN INTERNAL PASSWORD@server

cifs://domain;CSCO WEBVPN USERNAME:CSCO WEBVPN PASSWORD@server/CSCO WEBVPN USERNAME
cifs://domain;CSCO WEBVPN USERNAME:CSCO WEBVPN INTERNAL PASSWORD@server/CSCO WEBVPN USERNAME

NER—FDHRETAX

FIE

ATy T

FRRE SN —Z NV EHEHT 2ROV IC, MR —Z VR AR L THB O R —Z L%
ERCEET, MBDOR—FZNVERETDHAE. 774 TV FLVAR—=F)VENAI/NAL,
POST Bk #EE L CAR—Z L ERE T £,

[Configuration] >[Remote AccessVPN] > [ClientlessSSL VPN Access] > [Portal] > [Customization]
FERLET, RERDALXAEB—a r2fHFR L, [Bdit]) 28R L ET,

AT 72 [Enable External Portal] = v 7 R v 7 A% A4 (2 LET,
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