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IPv6 D H7R—
IPv6 [FH R —FENTWEREA,

— R R EROEESRE
¢ VTI IZ IPsec E— ROALTHEFAHBETT, ASA TGRE PR ERTTEZ LTV R—
FENTWER A,
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* VTIIXIKEVI Z% 74— FLTEY, P RADEFEITESEDOM TOT —Z %5512 IPsec

AL £,
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fbEanx4,
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VPN h U RVERESLT 521X, B 77 731 AT config-exchange %2R % 2027~ 5 BN
HHFEI,
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ZLET,

VTl b2 R ILD1ERL

VTI b > RV ERET DI, Psec 7R —Y)L (F T AT7r—L%y ) ZEKRLET,
IPsec 7 R —Y )L a9 5 IPsec 70 7 7 A VEVER LT T, IPsec 702 7 7 A L&D
VTIA v % —T7 = A A&ERLET, VE—FETIZIE, LU IPsec 7' 7R —H /L3 L O IPsec
T Ty ANNRTI A= ERELET, SAFXRITTT— g F, TXTHO R R RT A—
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TAHZENTEET, IPsec N RAMMBIFEINDTXTONT y MK LT, ACL THRIE
TA VH—T 2 A AL HA LV H—T 2 A A F =y 7HTIZFFAITHI2IE, ZTe—ray
7 4 ¥ 2 L —3 3 ¥ E— T sysopt connection permit-vpn 2~ > R& AT LE T,

ACL % F = v 7 ¥ TIZTASA @i T 2 IPsec N7 7 4 v 7 A F—T /I TDTDODKRD =2
~ v REfEHTxET,

hostname(config)# sysopt connection per mit-vpn
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WA v =T =2 A AL VTIA B —T 2 A ZADEF 2 VT 4 LULRN 0 DA, VILA
H—7 = A AZACL2MHEH STV T H, same-security-traffic 235% € S LTV T HIZE » b
LEHA,

COMREARET A, Fe— a7 X a2 L—3 g F— RTintra-interfaces | ¥ %
fBELT same-securlty -traffic 2~ REFATLET,

ATy T IPsec 7uirh—Y L (FF A7 —b vy b)) ZBMLET,
ATFwW T2 IPsec 777 A/NEBMLET,
ATFY T3 VI o mZBIMLFE9,

IPsec 7 OFR—

FIE

HIL (FSURTA—L Y ) DIENM

G ATH—2%y MME, VII N RAVND T 7 4 v 7 BR#ET DDV ETT, o
X, VPNND T 7 4 v 7 2 R#ETH2oD0X2) T4 a bhae 73l Xa0ty
FTHUY, IPsec 7B 77 AN LTHEHAEINET,

1R BHHIIZ

o VITIZBEE AT 5472 IKEvl & v v a U ZFREET HICiE. FRidAF—F G ERHEOW
Tz lATcx £, Fadbax—13. VIUCEHAT S o Z—7 0O FICHRET
DVENH Y T,

« IKEvl Zffifl L TOREAEN—RADFEREICIE, A =2 —Z THHASND b T A FARA
NERETHILENRHY £T, VAR ZITOW T, tunnel-group 2~ RTHhZ A |
AV NERETDULERH Y ET,

AT w71 [Configuration] > [Site-to-Site VPN] > [Advanced] > [ Psec Proposals (Transform Sets)] % 8&4R L

£,

AT w 72 [IKEvI IPsec Proposals (Transform Sets)] /S %/L C[Add] #7 U v 7 L7,

VTLiZ, IKEvl OH%HAR—FLET,

a) [SetName] Z AL FT,

b) [Tunnel] F= v 7Ry 7 RE, 774/ FOBRROEEFIZLET,
¢) [ESP Encryption] 35 & O [ESP Authentication] % %R L &7,
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IPsec 7O 77 4 JLOEM .

d) [OK]%27VUvZ LET,

IPsec 7O 7 74 JLMDIEN

FIE

ATy T
ATy T2
ATvT3

ATv74

ATy Th

ATv76

ATy T17

ATvT8
ATvT9
ATy 710

IPsec 702 7 7 A JUZI. FORBIHED IPsec TR AR—PILEFIZ N T AT+ —AL By A
WCHHINEREX2 VT T balBLIOT AT ZANREGEENLTWHET, ZHITLY, 2
SOY A FEH VIIVPN 7 O T X o 7 R HBaE A NHEEINET,

[Configuration] > [Site-to-Site VPN] > [Advanced] > [| Psec Proposals (Transform Sets)] % 8&4R L
£

[IPsec Profile] /X% /L C[Add| 227 V v 7 LE T,

[Name] (2 IPsec 712 7 7 A VA ATJL £,

[IKE v1 IPsec Proposal] (2., IPsec 7’12 7 7 A /LD 7= IZAER T % IKE vl IPsec 7' 12 iR —H /L % A
JILET,

VTI F > RAD—Yi% VAR H E L TOHLEESE D ULENH H5G1E, [Responder only]
Frzv IRy I AEA A LET,

VTI b RNV D—diik VAR X E LTORMETHEIICRETEET, VAR ZXD
AHDuHE, P RAFEIEF—BAREREELEY A,

(fE#) [Enable security association lifetime] &= v 7 Ry 7 A% AN LT, ¥X=2VT 4 7
Vo —va YORMOEEZFONA FPBIUOHTATLET,

({E&) [PFS Settings] = v 7 Ry 7 A& 422 LT, 37 Diffie-Hellman 27 /L — 7" % 3R
L/i‘g—o

Perfect Forward Secrecy (PFS) 1%, WS b SN/ BLZHITKI L, —HOE Y v a v F—%ERK
LEY, 2O—EOEyar®—I2X, T, BioEALrOhkiEShET, PFS%
RET DL, PFS v va v F—Z A 2B M3 % Diffie-Hellman S —EH7 /L=
ALZFRTHMENH Y £9, F—EBHHT L TY XLE, IPsectF2 T4 7 /T —g
¥ (SA) ¥F—%AKLET, KT N—TF T, BERDHVA XOEEBERSNET, BENR
REWTEEXF 2V 7o Bk SN E T2, LAERENE < 729 £9°, Diffie-Hellman 7' /L —
TE, WHFOET THSELLERDH Y £,

ZHCED . B R—IRET LT Y XLOBENRHNLSNE T, ASAIZZOT VT Y XL EAE
HALT, X —tnyva F—2EHLET,

[OK] %2V w27 LET.

[IPsec Proposals (Transform Sets)] A A /SR/LC [Applyl 7 V v 7 LET,

[Preview CLI Commands] %A 7 2 7R~ 7 AT, [Send] 7 V v 7 LET,
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VTl A V8 —2J x4 ADENN

HLWVTLA VF—T 2 A AZVER LT VTL F o RV ERET 52T, ROFEXZETLE

B

)

GE)

FIE

TIT AT RNAVNDOL—=E PNERTE RN EZIT hrFfET v 7 LICREBICIRDTZ
», IP SLA Z 324 L ¥ 9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guide] @ [Configure Static Route Tracking| #ZM L T 72 &0,

AT w71 [Configuration] > [Device Setup] > [I nterface Settings] > [Interfaces] DIEIZEN L F 9,
AT w72 [Add] > [VTI Interface] DIEIZEIR L £ 3, [Add VTI Interface] 7 « > RUNRFRINE T,
AT w73 [General] ¥ 7 CIRDOFNEEZEFTLE T,
G¥)
DT /3o ZD35 ASA 5506-X ([ZRREABATT 255G 13, 1~ 10413 OFFAD > kL ID % Af

ALET, Zhid., ASA 5506-X T /31 A THEFRIEEZR b o RVHFH 1 ~ 10413 IZx S5
=TT,

a)

b)
c)

d)

VTIID Z# A LET, #PHIZ 0~ 10413 TT, HK 10413 D VT A F—T = A ARY
R—hSNET,

[Interface Name] 2 AJ) L £77,

[ 5 —7 x4 ADOH%ME (Enable Interface) | F = v 7 R v 7 ANRF T >TNDH T
LERERLET,

[/X2E=# 1 7 (PathMonitoring) | K1 v 7 # U A k)i [IPv4] 7213 [IPv6] &
BIRL, E7DOIPT RLAZANLET,

[ZA |k (Cost) ]2 AN LET, FHETE HEPHIL 1 ~ 65535 T,

A M, BEOVIIHITE T 7 4 v 7 2 8m 08T 572D OB EIAML 2R E L3, &
HNSWE SRS EOEBEIAMIC 2D £,

IP7 RLADRE :

[7 KL A (Address) [ A7 arvARZ o270y 7 LT, IPT RLAEHF TRy bR
ERELET,

FX

[7>F 23— K (Unnumbered) |47 v arR&Z &7 v 7 L, [IPT ) r3—FK (IP
Unnumbered) | KRy 77X T YR RNLA LV H—T 24 AZRINLT, TOIPT KL A

PEALET, VAMLOBA—T RNy I A F =T 2 AFREIMHEAS X —T = 2%
WIRT L EMNTEET,
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il va—7z4zoEm [

ATv T8 [FH (Advanced) ] ¥ 7 CIROEEEFEIT L E T,
a) [Destination IP] IZ AJJ L &7,
b) [EfEmA ¥ —7 =4 X (Source Interface) | K v 7 XU X kb, b rAkE
AV H—T oA ALBERLET,
N—T Ny J A B =T oA AETNIMEA o F—T 2 A ZAZBRTH L HTEET,
c) [IPsec’h VU > —i2k D b /L L%# (Tunnel Protection with IPsec Policy) ] 7 « —/L K C,
IPsec R Y ¥ — %8R L F9,
d) [Tunnel Protection with IPsec Profile] 77 4 —/L K C, IPsec 7 2 7 7 A L Z IR L F T,
e) [Ensure the Enable Tunnel Mode IPv4 IPsec] = v 7 R v 7 A% A4 2 LET,
AT9 75 [OK]#7 U 7 LET,
AT 76 [Interfaces] /SF% /LT [Apply] 7 V v 7 LET,
AT 71 [Preview CLI Commands] A 7 12 7R v 7 AT, [Send]| &7 V v 7 LET,

FE SNTEREDTHAEND L FHLWVTINA FZ—T 24 ADY A MIERINET,
ZDOH LW VTI i, IPsec ¥ M VPN OERICHEA TE £97,
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S

HEEEHR

RAE N A B —
Z7xA A (VII) O
A=k

9.7.(1)

ASA N, AE RN A v B —T = A A (VII) EMINDH L WVREA v 4 —7 =
A 2 L5 THEENE L7, VINHIE T ~D VPN b L2 FT O ENE
T, AU, PRI OFIEIRIC R ST\ D IPsec 70 7 7 A NV EFIH Lz b—
F XR—2Z2@D VPN ZHR—FLET, VIIZHEHTLZLICL0, HKE~y 70
TI7EAVARNERELTA LV F—T oA Ry BT THI ENAREIZRD E
ER

ROBEAEASLE LTz,

[E%E (Configuration) ]>[%4 FREIVPN (Siteto-SiteVPN) ]>[3%#f (Advanced) ]>
[Psec7AR—HIL (FS 2R T+—L+tv k) (IPsecProposals(Transform Sets)) |>
[IPsec7O 7 7 4 )L (IPsec Profile) ]

[%%E (Configuration) ]>[#4 FREIVPN (Siteto-SiteVPN) ]>[%# (Advanced) ]>
[IPsec7AR—HIL (FS 2R TH+—Lty k) (IPsecProposals(Transform Sets)) |>
[IPsec7O 774 )L (IPsecProfile) 1>[:Bh0 (Add) 1>[IPsec7B 77 4 JLDIEN
(Add I Psec Profile) ]

[E%%E (Configuration) |>[T/\1 XADtv b7 v T (DeviceSetup) >[4 4 —T =
4 RDRFE (InterfaceSettings) >[4 2 —T =4 X (Interfaces) 1>[:BM (Add) 1>
[VTIA 2B =T x4 X (VTI Interface) ]

[B%%E (Configuration) |>[T/\f XDty b7 v 7 (DeviceSetup) >[4 ¥4 —T
14 ADEE’RE (InterfaceSettings) >[4 2 —7 =4 X (Interfaces) 1>[:BA (Add) ]>
[VTIA B8 —T x4 R (VTl Interface) | >[£f% (General) ]

[%% (Configuration) 1>[T/A AD+Ev 7 v 7 (DeviceSetup) >[4 42 —T

4 ZADEEE (InterfaceSettings) >[4 2 —7 A4 X (Interfaces) 1>[Bh (Add) 1>
[VTIA 2 —T 4R (VT Interface) |>[5##1 (Advanced) ]
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