—AH9 7% VPN 5852

VAT AT var 23=Y)

s KK VPN v a v BoHE 3—)

* DTLS OfE (4 =—2)

* DNS #—"— L —TDRE (5 X—)

LT DT —VORE (5 X—)

*SSLVPN #fefHD 27 747 b 7 RLAFRE (6 3—)

s IN—TFRY v— (8§—Y)

BT R T AL (58 X—)

T u Ty AN, 7T AT R ASSLVPN (78 ~X—Y)

« IKEvl #&fi 7' 7 7 A /b (83 ~—7)

CIKEV2EHETAT74IL (89 ~—2)

« IPsec £721L SSLVPN it 7' 11 7 7 A L ~DFEAFED~ v B 7 (91 ~—2)
* Site-to-Site #7110 7 7 A L (95 X—)

» Cisco Secure Client f A —3"® AnyConnect VPN £ = —/L (104 ~X—)

» AnyConnect 7 74 7 > hVPN £t D% E (105 ~<—2)

» AnyConnect 77 7 4 7 > I HostScan (113 ~X—7)

* HostScan/Secure Firewall R AF ¥ DA L A h—)LE=1ZT7T v 77 1L —F (114 X—2)
« RAF ¥ REOHEM (116 ~—)

« HostScan/Secure Firewall R AF ¥ D7 A A F—/L (116 _X—)

o JN—T R Y T —~D AnyConnect 7 7 A 7 MMEREE Y 2 — L OEID BT (117—)
* HostScan/Secure Firewall 78 2 T Bk (119 =X—2)

* AnyConnect t ¥ =27 EE VT 4 7747k VY a—ay (119 3—Y)
s AnyConnect 7 7 A4 7> f DI AZ~vA Xbua—HJE—Tar (121 X—)
*IPsec VPN 7 A4 7 b Y7 hu=T (125 2—)

* Zone Labs Integrity Server (125 ~X—1)

<ISERY v—oiE/l (126 ~—2)
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VATLATUaY
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec] > [System
Options] A1 > (% 721X [Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options] % fiff
MALTEIE) 2#H9 5L, ASA ED IPsec & v a & VPN & v ¥ 3 UZ[EA OHERES %
ETEET,

» [Limit maximum number of active IPsec VPN sessions] : 7 27 7 4 7 72 IPsec VPN & v 2 3 >
DERRBOFIRE A F—TNVEIET =T M LET, #HIE, ~—Fv=T7 7Ty
N7 —bLbY T U=T T4 BVRIZESTRRY 9,

+ [Maximum IPsec Sessions] : 7 27 7 « 7 72 IPsec VPN & v ¥ 3 > O KiF a5z f8E L
FT, ZOT 44— RiE, ERROF = v IRy I AEA NI LT, T T 4 772 1Psec
VPN & v a v OERRBAEGIRLUIESGEIZIZT T 77 4 71820 £7,

* [L2TP Tunnel Keep-alive Timeout] : ¥—7"7 7 A 7 A v — TV OBEZ AL THEE L £
T, #PHIE 10 ~300 2 TF, T 74/ ML 60 B TT, Ziud, Network (Client) Access
EHORERV AT A ATV a0 TT,

* VPN R U RV ORESIRFC, BEfFO 7 e —%FafE L7,

* [Preserve stateful VPN flows when the tunnel drops] : %> F U —27 §LiEE— F (NEM) TO
IPsec b /L 70 —ORFF2 A X =T NVETITT 4B =TI LET, K722 IPsec
f v Ta—REE A R —T VI T B &, [Timeout] XA 70 7Ry 7 AT b2 RLH
FERSNDIRY ., ¥X2 VT4 T T IAT UV ARAT— MERIZT 78 ATE 57280,
F=RIFEFIC7o—%28TLET, ZOF T a i, T 744 FTEHTT,

N

GE) MRV TCP 7B —X Ry 7SNV, 7 —r7 v 7%
TCP XA LT U MIUKFELET, 72720, FEDO MRV 77—
DEALT T IWBT 4 =T NIl > THEA, FEFEI3Mho
FiE (BT IHOTCPRST2E) I2X->Tr7 VT SNHET, £
D7 u—Fv AT ANTHRFEFEINET,

* [IPsec Security Association Lifetime] : €% = U7 1 7V m—3 3 (SA) O ZHRE
LET, ZORTA=FIZEY, IPsecSAF—DT A 7 XA LOREHEZFE L ET,
TA 7 HA LIE, IPsec SA BHABREINLIZ /2 5 F TOFRMMEZ/RL, HFLnF—L xR
VZ— T OMERDH Y T,

¢ [Time] : ¢ (hh) . 43 (mm) . BEOE (ss) HALTSADT A 74 A L&FRE L E
‘3‘0

* [Traffic Volume] : ¥ 2 /34 NEfLONTF 7 4 v 7 TSATA T XA LEERLET,
IPsec SADVHAREINIC 2 D ETORA ua— R T —FDFua{ NMEEAHLET, F
721% [unlimited] % 4 12 L £ 9, &/IMEIE 100 KB, 7 7 4 /b MEIE 10000 KB, K
1% 2147483647 KB T,
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[Enable PMTU (Path Maximum Transmission Unit) Aging] : & B2 23 PMTU O=— > V% A
X =TT DB ENTEET,

* [Interval to Reset PMTU of an SA (Security Association)] : PMTU fE2S JLDEIZ Y & » K
SN EATILET,

[Enable inbound IPSec sessions to bypass interface access-lists], [Group policy and per-user
authorization ACLs still apply to the traffic] : ASAIZ, VPN 77 4 v 7 BN ASAA » F—T =
AATHKTT DL ET 74V P THFAIT 2D T, IKE £72I1TESP (L7232 DD Z A
TDOVPN/ANT b)) &7 78 A V— /L THATLLEIIH ) A, ZOFTvarz
FUAT LT LEAEIE, BEENT VPN ATy b —R/V P 7 KL RICxT 57 2
A= VI RETT, VPN bRV VPN X 2 U T 4 A= X85 L TEFIC
Wi SNIZD T, ZOREIC & > T, AL Sh, EX=2VT7 4 VA7 2R L
< THRARADNT =< AP RLEnEY, (=7 F) r—BlU0a—%—
BALOFFAI ACL X, SI&HE T 70 v 7@ ENET) .

IOXTvarEA7ICTHI i, TO/RA =L EO—H)LIP T KL AIZHEH
THZEAMEIMNCEATEET, 778 A A—da—A/IP T FLAICEM S,
VPN "7 RIMEBILSNARNCHH SN TWmD 7 F4 7> P 7 R LA A
ShEHA,

[Permit communication between VPN peers connected to the same interface] : Z OHEHEZE A —
TNEREFT =T LET,

FUCA v H—T 2 A AN LTHERY TA T M VPN b T 7 4 v 7 ZRFSLEFIC, £
TR LTV XA LY v 9528 TEET, AILA ¥ —T x4 A% LTVPN
77 4 w7 BB TICEET 2HE81E. TDOA v H—T =4 AZXT 25 NAT 2 A
F—=T ML, TTAR=FIPT RVRENRT Y v 7NV —T 4 VT ARERT R R
BT HVERHY 3 (7277 L, a—BNVIPT RLA =TT TN T Y w7 IPT
RLU2AZBEHLTCWDEAIEREET) |

[Compression Settings] : JEME & A % —7 /LT T HH%HE (WebVPN 38 K INSSL VPN 7 71 7
VN BRELET, EMET 740 T R—T Mo TWET,

BRAVPN YL 3 #MDEKRTE

FIE

VPN & v 2 5 > £7-13 AnyConnect 7 74 7> b VPN & v ¥ a U THA SN D RREATE
T 5, WOFIEEFATLET,

AT w71 [Configuration] >[RemoteAccessVPN] > [Advanced] > [Maximum VPN Sessions] % 2R L £,
ATw T2 [k KAnyConnect 7 7 A 7> bt v 3 4 (Maximum Sessions) ] 7 4 —/L KiZk vy aro

RRIFREE AN LET,

—ferarz N EE I}
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AIMEE. 1 0 6DTF A B ATHESNDE Yy v a v ORKREETTT,

AT 73 [Maximum Other VPN Sessions] 7 4 —/L KT, #Fa[T 5RO VPN v a HaE AN LE

F, ZHITIX. CiscoVPNZ 14 7 b (IPsecIKEvl) & LAN-to-LANVPNt v 3 U NEF
nET,

HMEX, 1 026D T7A B ATHERSINDI YV a v ORKEETTT,

ATy 74 [EA (Apply) 1227V v27 LET,

ATy T

=JL =

aX B

Datagram Transport Layer Security (DTLS) Z{£/f9 % &, SSL VPN Bt &z L T\ %
AnyConnect 7 7 A 7>k T, 220D b /L (SSL kb & DTLS b L) Z[RIRFCAE
FAC&xFEJ, DTLS 23 2% & SSL #f5i CTHAET D IRAEIS I OV IiE O [ RE AN [F]8E X d,
27y MBIEDRBLZZ T WY TAEA LT TV r—3a DR 73— ANEELE
R

18 BRI

ZP~y R RTDTLS R E L, T2 DILS D 3—V 3 U AR T HI2IE, SSLXE
EHBL TSN,

DTLS % TLS B4elZ 7 4 —/b Ny 7 SEHTE, 7 v RETHE (DPD) %A 3x—7 /W2
HUEENHY £, DPD ZA F—T /LI LARWEA, DTLS #5 CHRIEN AT 5 L. TLSIC
T A= Ny 7T HROVICHERIIE T LET, DPD OFEMICOWTIL, WEZ L—7 R Y
¥ —. AnyConnect 7 7 A4 7 b, 7T v FETHH (GB6~—) 2ZRLTIZIVY,

AnyConnect 7 74 7k VPN ##¢lZxf L CDILS 7' v a U AfREL £ T,
a) [f%7E (Configuration) ]>[VUE— F7 27 EZAVPN (Remote Access VPN) |>[* v kT —7
(747>~ 727&A (Network (Client) Access) ]>[Secure Client AnyConnectffi 7° &2
7 7 A /v (AnyConnect Connection Profiles) J[7 7 A4 32 —7T x4 X (AccessInterfaces) |
I va I LET,
b) [ ¥ —7=AA (Interface) 17— /L® AnyConnect 7 7 A 7 > b B IZRET DA
=T 2 A ADITT, AV F—T 2 A ATARX—TNMZTHTr harzt At LET,

* [SSL Access / Allow Access] & 4 2T B0 A F—T7 /WZ LT=44 . [Enable DTLS] i
T 7 AN N TH U EIFIA R —T IR 7,

* DTLS % #0129 5121, [Enable DTLS] #4712 L £ 9, SSL VPN ###%ii% SSL VPN
N RN DI L ET,

7 VPN B


asdm-77-vpn-config_chapter9.pdf#nameddest=unique_52

| —meears veN s
oNs H—i— T u—TngE [

c) [Port Settings] Z IR L, SSL R— b Zi%E L £7°,

* [HTTPS Port] : HTTPS (7 7 U ~<—2) SSL 8&5iflZ A *—7 MIZT 58— b, #
PAIE 1 ~ 65535 T¢, T 7 4 /L MEAR— |k 443 T9,

« [DTLS Port] : DTLS #ft HIZ A *—7 /1123 % UDP AR— b, #iPHIL 1 ~ 65535 T,
T 7 F )V MEAR— |k 443 T,

ATV T2 HEOIN—T KU v—IZxt LTDILS &7 v a Y &ELET,
a) [XE (Configuration) ]>[V E— K7 7 & AVPN (Remote Access VPN) |>[R v hU—7
(747> K~) 727&A (Network (Client) Access) |>[Z/V—77KR U — (Group

Policies) ]> [[BNN/fmEE ( Add/Edit) ]> [E#lE%E (Advanced) ]>[AnyConnect 77 A 7 >
FICEBE L £7,

b) [Datagram Transport Layer Security (DTLS)] @ [Inherit] (7 7 #+/L ) | [Enable], F721%
[Disable] Z&IR L F7,

c) [DTLS Compression] @ [Inherit] (77 #/L ) | [Enable], 7213 [Disable] Z®H L., DTLS
DEMZ R E LET,

DNS H—/\— J )L—TDHKTE

[Configuration] > [Remote Access VPN]>[DNS] ¥ A 7 1 7 7R v 7 A TlL, —~— T )L—T74
P—=N— ZALT T NORE, FEY FIAEH. BEXORNAAS U4 E2EL, REFHD
DNS == NT7 =T )NIFEKRINET, ZOXA TR IRy 7 AT, DNS —s3— J7)L—
TEBMN, fRE. EIFABRTE ET,

* [Add or Edit] : [Add or Edit DNS Server Group] # 4 7 2 7' 7R v 7 ZA03F & £, BIOLATIC
HBHA~LT
s [Delete] : TR L7272 T —7NADOHIBRLET, #RINT., PCHVELLTEERA,

« [DNS Server Group] : = OFHF D DNS — X — F )L —F L U THEHAT A — N — 28R L
*4, 7 7 #/V biL DefaultDNS T,

* [Manage] : [Configure DNS Server Group] % A 7 12 77K > 7 A & £77,

EEEaT7DT—ILDEKTE

K~ L TF 7Tty 7 (SMP) 77y F 74— LA TOMEar O Y TEEHEL
T, AnyConnect 7 7 A 7 K TLS/DTLS N7 7 4 v 7 DANL—T" v N ES®H5HZ ENT
XEd, TOLEEITL 5T, SSLVPN F—Z 8208 &E# b &4, AnyConnect 7 54 7 > b,
A~v—h hrxn, BEOR— MGEIZBWT, 2—F—=2NRBFTE LT 4 —~ 2 A\ LR
FHLET, RKOFIETIE, Yo/ arvsyx A= RNEhE~AF ar7x2hE—F
THELa 7O — L a2HELET,
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AT w71 [Configuration] > [Remote Access VPN] > [Advanced] > [Crypto Engine] Z3#4R L 97,
AT w72 [AcceleratorBias] Kz v 727 U A NG, BT 78T L—% FatyPo0E Y Bk
Vit N D= S I

(6=
DT 4=V RiE, BERENT A A THER ARG RR SN ET,

¢ [balanced] : B 5k N— R =7 UV V=X Z¥EIZ3H L ET (Admin/SSL I X OV IPsec =
7)

s [ipsec] : IPsec ZMBHLT 2 L DI B b N— R =7 U Y —2%E ) Y CTEF (SRTP K
(bER NI 74 w7 &ET) , Ziud, ASAS5500-X ¥V — R TRA ADT 7 )b k3 A
T ATY,

e [ssl] : Admin/SSL #E%c4 25 X ) ISk x— Ko =7 U Y —2X%2E) ¥CTE94, SSL
~_X—2ZD AnyConnect 7 7 A 7 UE— T 7EAVPNEY Y a &R — T 58
A, ZONRLT AR LET,

ATy T3 [EH (Apply) 127V v 7 LET,

SSLVPN #EHAD Y S A7 M7 FLRIEE

CDOEATOa TRy I ABFERLC, ZJa—)V T34 T T RLAOEY Y TRY o —
EHREL, AV F—T A RAZBEHEDOT RLAT—=LVEZRELET, ZOXAT TRy 7 A
EHEHALT, A ¥ —T7 A RAZEAOT RLA T —VEBIN, e, £3HRTL2248
TEXET, ¥AT7eT Ry I ATEHDOT—T M, RESNTWDA X —T A AEFD
T RVA F=NVO—FERFRRENET,

* [Global Client Address Assignment Policy] : 3T IPsec #f¢ & SSL VPN Client 55t
(AnyConnect 7 7 A 7 v MEfia &le) [T LRI v —Z2FELET, ASAIL, 7
RLUZA&ERDSTLHET, BIRSNT Y —AZNEFITHEHA L £,

* [Use authentication server] : 7 74 7> 8 7 KLVAD Y —ZA & LT, ASA BFEAET—
N—DERZRBD LHIITHRELET,

«[Use DHCP]: 7 7 A4 7> s 7 RLAD Y —AL LT, ASA 75 DHCP Off [l ik 5
Lo ELET,

* [Useaddresspool] : 7 7 A 7> F 7 RLADY—AL LT, ASAINT KL A 7 —)LD
FERZRARD X ITHEELET,
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» [Interface-Specific IPv4 Address Pools] : X E SN TWNBA LV H—T = A AEFOT KL A

TNDO—RKEFRRLET,

» [Interface-Specific IPv6 Address Pools] : X EINTWNDA L F—T = A AEFGOT KL A

TN DO—EEFRLET,

* [Add] : [Assign Address Pools to Interface] % 4 7 2 VAR > 7 ANRHEET, ZOXATa s

Ry 7 ATHE, A2 =T 2 ZABLOCEIVYUTEHT FLA FP— LB EIRTEET,

c[Edit] : A > X —T 2A ZALT RL A F—LDT 4 —)b FIENEY IAENT-RFET,

[Assign Address Pools to Interface] 2 1 7 2 7' 7R > 7 ZABH & 97,

o [Delete] : IR L7=A v H—T oA RZFEHDOT RLA T —VEHIBRLET, I,

RVELLTEEREA,

Assign Address Pools to Interface

TDOFEATaR TRy I ABFEHA LT, AVE—T oA ABRIRL, FOAL L X —T A AT
KLU A 7P =% 1 DL EEID YTET,

s [Interface] : 7 RL A T — DB B THA L H—T oA AR LET, T 740 ME

DMZ T,

* [Address Pools] : FEEL72A v H—T = A RZEIN YU TEHT KL R F—LEEELET,
* [Select] : [Select Address Pools] ¥4 7 2 7Ry 7 ANRAEET, ZOXA TRy 7 A

T, ZOA U F =T oA AZEVYTHT RLA T — L& 1O EEIRTE £7, 3R
WNZ¥1E. [Assign Address Pools to Interface] % 4 7 & 277~ » 27 A @D [Address Pools] 7 1 —/V
RIZRRESNET,

Select Address Pools

[Select Address Pools] # A 71 7R v 7 AZiX, 7747 b7 RLUADOEIY YT TR ATHE
RS —NE, BET RLALERTT RLVA, BEXOT RLA =DV T Ry b~ A7 HBRERR
i, VA RO b ZB, fWE. HIFRCTX £,

* [Add] : [AddIPPool] ¥ A 7T 0 VAR > 7 AMHEE T, ZOXAT TRy 7 ATIE, #HlL
WIP 7 RLVA P — )L ERETEET,

« [Edit] : [EditIPPool] ¥ A 7 0 VAR > 7 ANRMEE T, ZOXA TR IRy 7 ATIL, 2R

L7ZZIPT LA F— LR TxET,

o [Delete] : IR L7=7 FL A F— A ZHIBRLET, MRS T, COVELLTXERA,
*[Assign] : £ L H—T oA AZEID B THNTNDT RLA TS — A4 5RRLET, AV

B —T = A RBINT % DREND B CT— Vi ZTNT ) v LET, [Assign] 7 4 —
NV ROT—VED YT EREHINET,

Add or Edit an IP Address Pool
IP7 RLA = VR EEIIERELET,
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*[Name] : IP 7 RV A F—LZEID B THNTWDARTERELET,
* [Starting IP Address] : 7 —/VDRAIDIP T R AZ$EE L ET,
* [Ending IP Address] : 7" —/VDFRHZED IP 7 RLAZHELET,

* [Subnet Mask] : 7 —/VINDOT FLAIZHEHT 27 %y b v~ A7 @R L E7,

OIN—T K1) —

TN—7 RY —iE, ASA DN (m—1V) £72135MHBD RADIUS % 7213 LDAP H—/3—
IR STV D —F—3RMA D B L DT DY v FTF, VPNEHG &ML T HERI
N—T R =L oTIITAT > MZBEREVECONET, T 74/ FTIE, VPN—
P—IZE T N—7 R =0 b nE A, Z—T R —fF#HiX, VPN ##i7 1
TZrAN (b TN—7) BXOa——THhor b TEHENRET,

ASA (2%, DfltGrpPolicy & WO ARIDT 7 4/ ks Z)V—T KU —RNH Y £9, 574/ b
TN—TRGRA—=RF, T _XCOIN—TBI P2 —|ZH@THH L EZHND T A—
&f\:/74#;v~yay&xﬁ@ﬁ%kﬁ&ﬁ%iﬁoﬁbwﬁw— VWX ZDF T F v
N ITN—=TNoNT A —=2% [ffk] CT&, 2=V —IZAHDOIN—TFET 74V~ 7
N—TMNHNRT A —=R% k) TEET, TNHDONNTA—HF, I —TBIPR2—%—
ERETHEXICEEXTXET,

W T N—7" R — I N—T R —%RETEET, NI NL—T R o—jFn—
B IVATRTE S I, HMER 7 —7 13 RADIUS H—/X—F 7213 LDAP Y — X— A5 CRIF S U
7,
[Group Policy] # A 7 v 7R v 7 AT, IROMHD/NT A—H i LET,

o« —IRBME AR, N F—. TRVATS—, Tabhan, o227 BLXOEERED

=L

ax AEo

o« —N— : DNSBILURWINS P —X— DHCPZAa—7 BLIORXFT 7+ K RAAL 4,

FEMEME c ATV R RV TV IET T U T e X AnyConnect 7 74 7 B,
BELOIPsec 7 747 2 I,
INEDNRTA=FEBET HANI, ROEAEZRET DLENRHY 7,

o 77 & A5 ([General] > [More Options] > [Access Hours]) .

« 7 4 V% ([General] > [More Options] > [Filters]) ,

*IPsec ¥ = VU7 4 7Y m—3 3 ([Configuration] > [Policy Management] > [Traffic
Management] > [Security Associations])

e T ANEZ VU ITBIOATY y N hox VU IZHORy hU—2 U X K ([Configuration]
> [Policy Management] > [Traffic Management] > [Network Lists]) ,
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o 2— P —FBFEY— N — L NEFEGEY—/3— ([Configuration] > [System] > [Servers] >
[Authentication]) .

WDEATDITN—T R —hHETEET,

T N—T RY v— (10 =) A7 —T R Y 2 —1E, RADIUS £ 721X LDAP
P— =% ASA TR L, WHZL—7 R o—IZREINTND LD 2R Y —1FHRO
KD EFETEDL I LET, MBI N—T R —x, Xy hU—7 (I T7AT
K) 727 A VPN #fi. 3L A R VPN 8t L TR U FETRESNE T,

s NFRZ N—T" KU v— (123—=2) : ZTRHOHEHRIT, = FFRA > MIA A h—L
SNTVWDH VPN T4 7 MZEo TSV E T, AnyConnect EXx =7 EE U 7 4

7 74T hEB LD CiscolPsec VPN 7 74 7> MME, VPN 7 ZA4 7 > SO HHICTT,

VPN 7 747 "RFRRESND &, oA boFE, VE—F 22—V —13hFEXx > b
J—0 E737 7TV r—va 7 7 ATEET, VE—bha—VP—Li¥EXy hT—
IJMDOT—4% T 7 4 v 7%, BRI Lo TA v X —F v M &l T DEICRE I E
7T

* AnyConnect 7 7 A 7 > FNEI 7 L —7 R 2— (19 =—)

« 74T FLASSLVPN O 7 —TF R — (47 5—2) : Zhix, 75 0#
NR—=AD VPN T 7 AL HIFENET, ASA DR—H )L X—=VIZEFIIe 7 A 35
EL UE—F 22— —F Web XR—VNIEREIND Y VIO hERY NTU—2 LT
r—va T e ATEET, VE—b 2—P—LtoEXy NU—IHOT—H T
7 4 w71, SSL h Al T HERICARE S IVE T,

o A NEINEZ L —7F RY o — (53 2—3)

[Group Policyl "1 > 74 —JL F

ASDM @ [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies]
NN BREFHO I N—T R v—R—HERINET, VPN I L—TF K o —&4
957200 [Add]. [Edit], 3L [Delete] K% o ZLL IR LET,

c[Add] : Rry 7 XD JRMBRRRIIN, WHELIINTO 7 V—T7 R o —2 8N4
HMEIMERINTEET, HUIZ[AA 27 U v 7T H5581F, 7 74/ ML ONE Y
N—T RV =BT D2 L2720 FET, [Add]Z= 27 VY v 2735 &, [AddInternal Group
Policy] # A 7 v 77’78 v 7 A % 7213 [Add External Group Policy] # 1 7 v 7' 7R v 7 AN & &
T INOLDXA T TRy 7 AEFEH LT, HILWIL—TRY o—%—EITBENTE
FT, TOXAT TRy I AL, 30D A=a—k I aryBb ET, ThETNLOD
Ama—HHEZ 7Y v 35E, TOHEONRT A—=FRERrINET, HEMEZBET
HEE, ASDMITRREZRFFLET, T XTDA=a— %I a V TRTA—XDHRTE
PRET L7256, [Apply] £7/2id [Cancel] 227 VU v 7 LET,

« [Edit] : [Edit Group Policy] ¥ A 7R /ARy 7 A&RRLET, TOXATRI RNy I A%
HHALC, BEOI/NV—F R v—&fRETE £,

s [Delete] : AAA 7 V—T RV > —% U A MDOLHIBRLET, ERINT, LVELLTE
E-WN
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e [Assign] : 1 DL BT 0 7 7 A T NV—T R —EED B THIENTEET,
e [Name] : BITERE SN TWH I NL—T R U —DA4RTE BRI LET,
« [Type] : IIERE SN TWVDE T N—T R —DH A T —EERLET,

* [Tunneling Protocol] : BIfERXE SN TWAE T N—T" KR —NEHTL oD o7 7
ahalcer—mRRLET,

+ [Connection Profiles/Users Assigned to] : & D 7 /L—7" 7R U ¥ —IZBS# T H 72 ASA ITIH
BEREShEEpR T 7y A Ve a—F—%2RLET,

WNERTI)L—T R o —

571*%57‘/1/*—7(’7\]‘\(3 T‘/“‘fj:\ %iﬂ:ﬂqj_“‘/‘\“‘ﬁ)rﬁ jki@ntuuﬂi@ﬁli{ %E&'?:E{fbi‘a—o \—0)7
N—T R —ZLo>T, ASADEMNZ A TE 5 RADIUS 721X LDAP Hh— 13— 7 )L —7
PREEL, TNO0OBEMERET D EEIHEHAT I NATU—-RERELET,

ASA TONEE 7 V—T41%, RADIUSH—_"—Da2—HWF—£ B L CET, DFED, ASA
WAV I N—T X BRGE LT84, RADIUS h—— (37 =V — % 2 —H— X (2T 5583
FRERZRLET, LER-T, N7 L—71X, ASA 1T & » THEBIZ2 B % 8> RADIUS
P R— D2~ —=TH T MITEETA, BTN —TBENRRFET 2 TED 2 — P —
& A URADIUS — N—ZHFET D56, TNOOMTARIZEEIEL Z LI TEEHA,

SN — =% T 5 K 91T ASA Z5RET HHNC, w7 ASA oAl B EZfRE L TY—
N—ZREL., TNOLDEEOY T ko E)ﬂﬁl’z @:L“"j‘ (XS D RFE DFFRI 2 E Y 2T
HZRENRH Y FET, SN — N —ERETDHITE, [RRAEB L ORGEHOANS— N —] OFi
BIZHE > T EE WY,

Z 35 RADIUS # %1213, v — B /LVERFED RADIUS, Active Directory/Kerberos Windows DC
® RADIUS, NT/4.0 KA A > ® RADIUS, LDAP ® RADIUS A& £ E T,

NEBITIL—TRY—DT4—ILF
o [Name] : IBME7ITEH T H 7NV —7 KU v —%5E L E T, [Edit External Group Policy]
DYE. ZOT 4 —/v NIFEFRHHATT,
s [Server Group] : ZDARY —DEHEE LTHHTE 29— N"— I —T7 % -EHRRL
7,
* [New] : #7 L\ RADIUS $—/3— Z/b—"7"F 721387 LV LDAP Y— 33— Z L —7 % Eik

TOEMEIDERINTEDXA TR Ay 7 AZMAEET, EHLDO5AD [Add AAA
Server Group] ¥ A 7 27 AR v 7 AN E £,

s [Password] : DY — 13— T )—TF K T —DNRATU— REHRELET,

AAA P — R —DIERE L O EIC OV T, [Cisco ASA Series General Operations ASDM
Configuration Guide] @ [AAA Serversand Local Database] DEA S L T 72 &0,
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AAA H—/N—Z & BH/RRT— FEE .

AAA H—/N\—[Z KB/ RT—FEHE

ASA IZ. RADIUS B LTNLDAP 712 k2 /LD /XA T — REFEZ YR — N L TWET,

[password-expire-in-days] A 7> 3 > &, LDAPIZK L COAYR—FENFET, FOMD/R
T A=HIL, TO LX) miatRe L AR — 3% RADIUS, RADIUS /& NT H—/3—_ LDAP
P =72 ED AAA H—/N—THZHTT, RADIUS F721L LDAP FBREN R E STV e
A ASA TIEZDa~wy RRERINET,

\}

GE)  HAED L Z A MS-CHAP %#n“’ FLTWT%, MS-CHAPV2 IZHAR— F LTV 2\ RADIUS
P—R—HH 0 4, = OMEEICIL MS-CHAPV2 NIRRT~ R X —IZER L T2 &
A

ASA TliL., #% . LDAP IZ X D3R % 7213 MS-CHAPv2 # ¥ 7~R— h4 % RADIUS =2 7 ¢
F o b— g KD, RO X A TICxT 2327 — REBEPYR— I E
—é‘o

* Cisco Secure Client AnyConnect VPN 27 7 A 7 2 F D

*IPsec VPN 7 T A4 T b

* IPsec IKEV2 7 7 A 7 > |k
SR T — REHE, Kerberos/Active Directory (Windows /XA U — K) F 7z} i NT4.0 RAA T
5i4j‘ﬁ‘\°** }‘ éﬂi'&/u #ﬁﬁ@ RADIUS "j‘“‘/ﬁ““ (CiSCO ACS 71—&? CE‘) Lj: B uﬁg;k %IDJIJ@nL M

P R— 27X T HEENHY 9, 7277 L. ASA 7251 RADIUS H— — L 7T EE
LTWBEICRZAZET,

\}

GE) LDAPT/\XU*—]\%ETE';_E) I, MR LDAP H—/3—Z LM E O FiENMEHR STn
7, H{E. ASA Tl Microsoft Active Directory 33 & U8 Sun LDAP H—/3—|Z%F L CTO A, Jlt
5@/\07\7~F%Eﬁﬂ‘\/““/ﬁ%gﬂé%bf“i‘@‘o

FA T 47 LDAP (Z1%, SSL #fi/N M ETF, LDAP D/3A U — REHZFITI S A1, SSL
ETOLDAP A X =T MZT HRMENH Y £9, 77 4/L F T, LDAP (TR — |k 636 Z{L
ALET,
AnyConnect 7 54 7 > b2 & B/8RT— KDY HR—
ASA TlX, AnyConnect 7 7 A 7> b ODRD/XAY — REHERELZ VR — N LET,

e — WL LD L L& 20 2T — RH[RYIL @A,

« NAT— ROHIRPNGINDHTO/ N AT — RHIRETIND Y <A &,

o RAU — RHIREINOEL L, ASA 1L AAA — =035 DA U — REREIN 0@ %
WL, 22— —OERETF T LET,
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WA — NEHERETHE, ASAIL, VE—ha—HF—prr A LEHE LIz xIC,
BUED/SAT — ROMRBEINTND Z &, FTHRUINNESNTND Z Ealm L E
T, FNND ASA X, 2— V=B NNATUV—REERTEZLH LI ICLET, BUTONAT—F
DI L TRV, 22— — X2 O H WA T — RZEH L Ta 71 > Uit T, kT8
AT —REEFETHZENTEET,

AnyConnect 7 7 A 7 2 M IRV — FOLEEZBETE T, AAA Y — = b DL HEEKIC
ASAZN L UNETHZ L L TEEHA, AAA VP — 3—(F, AD 27 1% 925 RADIUS
P—s—_ FZILLDAP b —NR—ZTHHERH Y £9,

ASA 1X, ROFGMTFTIINAT— REBZVR—FLEEA,
e m—7L (NE) RBEEEER T 256
* LDAP ¥GEA MM+ 256
* RADIUS GRAED A ZMEH L TH Y, —H%—73 RADIUS Hr—/3— F—F X=X fFET

L%

IRAYT — RHIREIN OB 2R TET D & ASA I AAA Y—/3—7 5 @D account-disabled 7 >
=T LR ET, T, X2 VT4 EOU RZITR B AEEMER DY F
T, T2 2R, BHEONRNRT - REEFE LWL IIZTIHERZHY £,

N2 — RER A A X —T NI TH E ., ASA 1T AAA Y—3—|Z MS-CHAPv2 FFAFER 2 155
LET,

RETI—T R S —
RESIL—TF Ry o—, —BEY

[Configuration] > [Remote Access VPN] > [Network (Client) Access]> [Group Policies] - > T,
[Add or Edit Group Policy] # A 70 /AR v 7 A&+ 5 L, BMELIFZELET LI V—T7 R
Vo= bRV 7 7aban. T2 SHiEsE,. BEOY—"—2fEETEET, 2
DHEAT TRy 7 ADKT —/)L KT, [Inherit] = v 7Ry 7 AEERT DL, XInT D
REDMEET 74V K ZN—F R =00 RETCEET, [Inherit] X, ZOXA TR IRy
I ADEET X TOT 7 4L METT,

ASDM T [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit] > [General] Zi&IR LT, W7 L—7 R o—D—kEEEsE LT, ROBME
¥, SSLVPN v gt IPsecty v a v ilifianEd, T0H, W00 @ik,
1 ODIAT DRy a  AIFREh, OF A TITFFEFESNEE A,

« [Name] : ZD 7 N—7RY) I —DAHTZRK64ALTFTTHRELETST (A—XDEEHT) .
Edit BREDHA. D7 4 —/b Ridsi A0 BH T,

e [Banner] : ©7 A VR —HF—ZH L TERRTOINTFT—TFRAMEHRELET, B3I
K 4000 SCFTH, 7740 MEIZH Y EHA,

IPsec VPN 7 7 A 7> ME, NP —H0D5822 HIML 2% R — L TWWET, 727201, 7
FAT Y B VAR—HZILE IO AnyConnect 7 7 A 7 > N 1ZER5 )72 HTML Z %74 — kL
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TWET, NF—BYEF— b =P —[THYNIERIND LT BHIZE, ROFA KT
A NTHENET,

eIPsec 7 7AT v b a—VP—DEAIE. hF T HERLET,
* AnyConnect 7 74 7 > b | 2 —H —|I<BR>Z V7 2 L T 72 &0,

[SCEP forwarding URL] : CADT KV A, 753 A7~ 70”757 A/)LTSCEP 7ua X% %
RET DHEITHETT,

[Address Pools] : 2D 7 /—7" R =TT L5 1 2L EDIPvAT LA F— /L D4
AiZfRE LET, [Inherit] F= v 7Ry 7 ANA L DBE, JA—F R —XF 7 4+ /b
N IZN—T R —THREINTWVWLIPvE T RLA P— L&A LET, IPv4 T KL
A T =V EBINETZIIRET 5 FIEOFEHIC OV T, 2L T 7Ea0,

A

GE) NI N—7"RY > —TIPv4 L IPV6 DT RL A F— )L ats
ETEET,

[Select] —Z DARZ % T 77 4 72T BHI21E, [Inherit] F= v 7Ry 7 A4 7 LE
9, [Select] 7 U >~ 27 LT, [AddressPools] ¥4 7T R 7Ry 7 A& ET, ZOXAT
By Ry 7 AZE, 7 AT N T FURAEID B TTRINAERT LA =D —
N BT RLAEHETT RLA, BEXOY 7Ry bR BRERIN, £DY R bd
b b U AR GBI, R, HIBR, BROHFID S TTEET,

[IPv6 Address Pools] : 2D 7 —7 K v —THHTSH 1 DLLEDIPV6e 7 LA 7 —/L
DAL ERELET,

[Select] —Z DRZ % T 77 4 72T BHI21E, [Inherit] F= v 7 Ry 7 A4 7 LE
9, [Select] 7 U w735 &, BIROD X 9 72 [Select Address Pools] Z 4 7 & J 7R v 7 AR
& ET, IPv6e 7 RL A F— LA BIE 2 ITRET 2 FIEOFHEMICOWTIE, 2L
TLIZEW,

s [MoreOptions] : 7 4 —/V ROLMNZH D TRAIZZ Vv 7T DL, ZOTNV—TFKRY —
DEDMOBRERRER AT v a U RRREINET,

* [Tunneling Protocols] : Z D7 /—73MEHTE L b x Y7 7 haLziEELET,
a—F—iF, BRI WD 70 ha it 2EATEET, ROBRERHY £7,

* [Clientless SSL VPN] : SSL/TLS (2 X 5 VPN Offf&# s E L £3, Zd VPN TlE, vV
TR 2TRN—=RT=2T D7 TA7T > MINERL, Web7 T U &2 L TASA
ANDEXF2TRIVE—RT 7 A FURAPHESLENET, VI 47 FL A SSL
VPN 295 &, HTTPS A > Z—% v N A FEFIHTX B AL ETXTD=
VB a—Hnn, BFED Web A~ Web xHET U — 3 NT/AD 7 7 A v
HH (Web*fiis) . BFA—/L, BEORZEOMDTCPR—R T 7Y r—a 0 |
MEIAVEZEY Y — R HICT 7B ATE S L9122 0 97,

| —ferarz N EE I}
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*[SSLVPNZ A4 7 > I (SSL VPN Client) ] : Cisco AnyConnect VPN Client ¥ 72{3 L 77
3 — SSL VPN 7 7 A 7 > k@ AnyConnect VPN £ ¥ = — /LD ZfRE L £,
AnyConnect 7 7 A4 7 F &2 L TWAHEIX, 2071 k3L ZER LT Mobile
User Security (MUS) VR —FENDXIITTHHERH Y £,

o [IPsecIKEV1] : IP ¥ =2 UF 4 7 b2/l IPsec (IfkbbX=aT727 1 hald S
NTEY, VPN b RV DIFIERERT —FT7 7 F v 2k L £ 7, Site-to-Site (E
TY—¥T) k. BIL O Cisco VPN 7 74 7 k& LAN OOl J7 T IPsec
IKEvl Zffi [l T& £,

* [IPsec IKEv2] : AnyConnect ¥ ¥ =7 EE VT 4 7 74T MZEoTHHR—FrSh
TWET, IKEv2 Zfii ] L7z IPsec Z /114 %5 AnyConnect 7 7 4 7 & MERETIL, Y
TN 2T T T T— b, 7IAT TR T A0, GUIOR—HE— g

(FER) &AL~ AE—3 3 Cisco Secure Desktop, SCEP 7' 12 % L7 K DYLAE
BeREN Rt S E T,

* [L2TP over IPsec] : —#D— % PC OE /A )LV PC DA XV —T 4 7 T AT L TH
HEND VPN FA4 T FEEALTWA Y E— F 22— —[%, L2TP over IPSec (Z
LoT,. XRTV I PRy NU—IRIATEF 2T A T T IAT LV ART T A _—
MEHRY NT =0 ~OEX a7 AL CEET, L2TP X, 7—4 D hU X
Y ZIZPPPoverUDP (RK— K 1701) #MEHLET, EX=2V7 4 77734 T7 X
%, IPsec HEE— RHICRET HMLENRH Y 3,

« [Filter] : IPv4 £ 721X IPv6 Bt CHAT A7 7 A av br—L YR NEIRET DN, 7
N—T"RY =l EMATENEIDERELET, 74 NV ZITERONL— VIO
MENTWET, ZNHOL—LiE, ASAZNLTCHERBLIZ N RV T T—% 2y
NEFFRIT 2 0MER T 2 00%, EELT FL A, 56867 RUA, 7'a hanp Bl2iESn
TWRELET, VPN 7 4 VX IWEE I coAEH snET, 77V r—var A A
Ry arDT Iy a Lo TRNNIZSIP AT 4 Tk Db o &) B i3
HAEShEtA, 74NV ZEBLONV—NLEZRETHICIE, [Manage] 27 Vv 7 LET,

« [INACPolicy] : 2D N—T R —ICEHTH %y NUV—27 7T FIvaryaryhe—
ARV —DLFTERIRLET, 72 a L ONACKY 2 —% K TN —F R > —|E|
WUTHZENTEET, T 74/ Ml --None-- T,

* [Manage] : [Configure NAC Policy] # 4 7 2 7R v 7 ANREET, 1 2L EDO NACKY
U—%BET D &L [NAC Policy] BIEORED K v 7 X U A MZ, #&E L7 NAC R
U —BWATvart LTERENET,

* [AccessHours] : ZDx—H—(ZiEH SN LBEFOT 7 B ARFHARY o —03H 555132 D
KETZBIRT 275, T LT 7 B AR Y o —2ER LEd, T 741 M
[Inherit] T9, F7=. [Inherit] F = v 7 R 7 ANA T DA DT 7 %/ b i [--Unrestricted--]
T9, [Manage]% 7 Y v 27 LT, [BrowseTimeRange] ¥ 1 7 u /Ry 7 A& Ed, =
DEATa TRy 7 ATIE, FFEEHAZ BN, fE., EFHRTEET,

* [Simultaneous Logins] : Z D —H—(ZFFAIT D [EK R 7 A  ORKEREFELET, 7
7 AV MEIE3 TY, R/AMEIZOT, ZOHE RS A ORI 2P =T &R
EEEELET,
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A

GE) BREOHIRITIH Y TN, BEOREGOTF A N2V
T ADETERE, NI+ —~ L RTHEBLRTTEBERLRHY
F7,

* [Restrict Accessto VLAN] : (A7 >3 >) [VLAN<=v B> 7] ELFENET, DR
FGA=HIZED, ZOTN—F KR —NEHIND Yy a o OHJ] VLAN A & —
TxAZAZWELET, ASAIZ, 2O N—TnLDT_XTHONT 74 v 7 HBESN-
VLAN ([Z#t LEd, ZOBEMEEZHH LT VLAN 270 —7 R —ZE Y4, 77
tA arbie—AEH{FELLET, ZOBMEICHEZEID Y TS HEL, ACL #fiH LT
Yo arDONTI T4 I ET ANE Y TTHREORBELEETT, Kry XXy
2 MZIE, T 7 A0 ME ([EEFRIFR (Unrestricted) ) OffLiZ, 2O ASA TRESN TS
VLAN 2 RFERSNET,

A

GE)  ZoREIX. HTTP #5055 1213 A2 TT A, FTP $ L UV CIFS
I cE A,

[Connection Profile (Tunnel Group) Lock] : & D /3T A —X 2T 5 &, WIS - Hi 7
B 77 AN (b Z—"7) 235 VPN T 7B ADRZFF L, BlOHR 7 7
ANEERT 27 7 A% EHRTEET, 7 7 4/L FOMAMEIL [None] TT,

Maximum Connect Time : [Inherit] = v 7 7R v 7 RN A 727> TWDEHE, ZD/NT A—
5 Tl R — Y — el 2 0 AL CRROE L £ 7,

CZTCHRELERMARRT A L, VAT NIEEREK T LET, R/IMEIR 0, KE
1335791394 53 T4, #ilfR7e L OHEfeRE# 2 5 719~ 2121, [Unlimited] #4112 LES (5
THVER)

Idle Timeout : [Inherit] = v 7 R v 7 A& A4 7 LI2GE. ZO/XT7 A—XTT A KLEF
il % 3 B Cak e LET,
COWMICERCTHET 77 4 T 4 3720 EE, #3 T LET, R/ERIIL 17,

B RIFEIE 10080 2y CTH D . T 7 AV ML 30 40 T, R 2 EHIRIZ 4 5121,
[Unlimited] A4 2 L £7

[Security Group Tag (SGT)] : Z D7 /—7 KRV o —THefi 3 5 VPN = —H—|ZED 4 TH
W5 SGT & 7 DfEE ATJ L ET,

[On smart card removal] : 5 7 4/ b O 473 =2 - [Disconnect] Z 3R L7285A1%. RiEIC
RSN AY— b W= BN END &, 7747 MIga il LE4, #o
M, Av— "W —FEa L Ea—XIRFTLZ L2 —PF—ICERLARWGATX, [Keep
the connection] #27 U v 7 LE7,

A<w—h — FORY/H LICBET A EIL. RSA A~— bk — F&EHT 5 Microsoft
Windows TOHAERE L F97,

| —ferarz N EE I}
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« Maximum Connection Time Alert Interval : = —H —IZ X v —T 2 FRRT 5, He RKEEHRHE
\ZEET D F CTOREIRMIRE.

[Inherit] F= > 7 Ry 7 A% A 72 Lca, [Default] F= v 7 RN v 7 ZATHBIZ A
W ET, ZhCky, By var 77— MRS 30 DICHRESNE T, HLVVEE
e+ 2580, [Default] #4712, 1 ~3000kyar 77— Mulga2ECL £

j‘o

Periodic Certificate Authentication Interval : FERAEFRFED EHAICHEIT I N D £ TOREH

kg (REfE AL

[Inherit] = v 7 AR v 7 ANA 71270 > T D86, EMBY 73R EMEED FE TG 2 5%
ETEET, FAIZ1~ 168 FEHT, 7 7 4 /L MIBHZ /2> TWET, B ROMGES
R[5 I1Z1E. [Unlimited] 4 2 LE T,

RETIL—T R o—DHRE. H—/N—FEH
[Group Policy] > [Servers] 7 « > K7 C, DNS #—/3—_ WINS —_"—FB LU DNS ZAa—7
ZHELET, DNSBLOWINS —_R—Z 7 /L b kL7 T4 7+ (IPsec. AnyConnect
7747 > ., SVC, L2TP/IPsec) DFAIZiiH Siv, AR SivEd, DHCP A =22—
7%, DHCP 7 KL AEN Y Y THRE SN TWDLIGAEICHER I ET,

FIE

AT w71 [Configuration] > [RemoteAccessVPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Servers] ZEeR L £ 7,

AT 72 DefaultGroupPolicy Z#E T 2%H 4 FrE, [DNSH—/ 3—0Dfkzk (DNS Servers Inherit) ] = v
IRy I A A 71T, 2O N—7"THMHT % DNS — =0 IPv4 £721X IPv6 7 N L
AEBMLET, 220D IPv4 7 RL AL 20D IPv6 7 RLAZRETE 7,

BEDODNS — =% ET L85G, VE—FNTI7ERIZITAT ML, ZO7 41—/ RT
FBESNTIEFCDNS r—_"—%fH L L9 & LET,

T EEIE, ASDM DO Z DI NA—T K =% AL TNWDE7 74T kD
[Configuration] > [Remote Access VPN]>[DNS] 7 ¢ > KU TRE I N7 DNS & E L WIS
5

AT Y T3 [WINSH— "—DfkA& (WINS ServersInherit) | T = v 7Ry 7 A4 7IZL T, 7794~V 8
T Z Y WINS B —RDIP T KL AZ AN LET, RUICHEETHIPT RLART T
A~<Y WINS y—"_—DIPT7 RLATT, 2%&H (EE) OIP 7T KL R iZEH ¥ Y WINS
P—R—DIPT7 FLATT, ,

AT w74 [More Options] />—D " HKHI% 7 U > 27 L, [More Options] =V 7 % B L 7,

AT w75 [DHCPA 2 —7 DOfk#& (DHCP Scope Inherit) ] %4712 LT, DHCP Aa—7%EFLET,
W77y A LDT KL A —/L{IZ DHCP — _R—%&E L7234, DHCP A a2 —7 132D
TN—T DT =R T V7 %y b&E#HN L E9, DHCP Y — 13— (2%, TDRa—F|Z
Lo T ENAFRI LY 72y PNOT RLABLRESN TWAMLERHY FI, Aa—T%
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ATvT6

ATy 17
ATv78

mas—7 Ky v— 7599 7oxs ||

AT S L, ZORED 7 V—FIFEHT 5 DHCP — N—TE#HSINTWVDLT FLATF—)L
DY Ty FEBRTE ET,

Sy N —27 2a—FEEHRLLWES. DHCP — X7 RL A F— LR ENEIC T —/L
WEEELTIP 7 FLAZEYYTET, REYVYTOT FLAREONDLET, F—DE
WCRBRINET,

Aa—FHEETHICNE. BOT =L EFRUES 7y b RICHY ., ZOT—LNITIT AN
J—F 4 VT RIBERT KL AZ A LET, DHCP H— N1k, ZOIP T RLARET LT
Fw FREHBIL, ZOF—AnbEDIP T RLAZED Y TET,

N—TF 4 T DOHWTHRERBARIIFEIC, A V2 —T =2 ADIPT KL AZFEHTLZ L%
HEE L £9, 72& z1E. 7 —/12810.100.10.2 ~ 10.100.10254 T, A > X —T = A AT KL A
73 10.100.10.1/24 D4, DHCP A=—7"L LT 10.100.10.1 ZEHALET, *v hUV—2 &K=
TR LN T &V, DHCP (X IPv4 7 RV AREICOAMER T2 2 ENTXE7, BN
L7 RUARAL v HE—T 2 A AT RLVATEHRWEA, Aa—TT RLADAXT 47
N— N ERTDHERNH Y £,

T 74NN RAAL W [EE (Configuration) 1>[!) E— b7 %2 £ XVPN (Remote Access
VPN) ]>[DNS| ¥ 1 & RUTHREINTWRWEAIE, [T 74 /v 5 RAA L (Default Domain) ]
T 4=V RTT 74N RAAL VEBETDHDVLENRS Y £9, 7= & ZI1X. example.com &9
RAS U E Ry T LAY RAL VR LET,

[OK1 %27 U v o LET,

A (Apply) 1227V >v27 LET,

REITIL—T RY—, TS5 Joxd

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Poalicies] > [Add/Edit]
> [Advanced] > [Browser Proxy]

ZDOXEAT TRy 7 ATIX, Microsoft Internet Explorer D% iE % FAEKL T 572D T4 T
My aF USRS REERELET,
* [Proxy Server Policy] : 77 7 A 7 k PC ® Microsoft Internet Explorer 7 7 V¥ D7’ m ¥ v 7
vvary (XY yFR1) ZRELET,
* [Do not modify client proxy settings] : Z D2 71 7 >k PC @ Internet Explorer ¢ HTTP
TP TFaxy - N"—REEZETLEEA,

* [Do not use proxy] : 7 74 7 >k PC @ Internet Explorer ® HTTP 7' 12 % L EL T «
=7 M LET,

* [Select proxy server settings from the following] : ZHRNZFIZIG U T, [Auto detect proxy].
[Use proxy server settings given below], 33 & T [Use proxy auto configuration (PAC) given
below] DF = v 7Ry 7 A% F NI LET,

* [Auto-detect proxy] : 7 7 A 7>k PC C, Internet Explorer ® H#) 7" 1 % 3 H— S —fi
HOMHZ A X —7 M LET,

—ferarz N EE I}
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* [Use proxy server settings specified below] : [Proxy Server Name or IP Address] 7 4 —/L
TRESINTMEZHEHAT 5 L 912, Internet Explorer @ HTTP 7' 12 &% 3 - — /X —3RIE
AR ELET,

* [Use proxy auto configuration (PAC) given below] : [Proxy Auto Configuration (PAC)] 77 4 —
WRTHELEZ 7 A NVE, BBl 74 Falb—va VEEOY —X & LTHERT
HEITHEELET,

» [Proxy Server Settings] : Microsoft Internet Explorer & f#ifi L C. Microsoft 7 7 A4 7+ hD 7
BX Y PN NI A—FERELET,

* [Server Addressand Port] : Z D27 54 7 >k PC Ciif] S5, Microsoft Internet Explorer
YP—=N—=DIP 7 FLAEZZIAH, BIOR—F2EELET,

* [Bypass Proxy Server for Local Addresses] : 7 7 4 7 > k PC T® Microsoft Internet Explorer
T X a— ) N, RAREMEFRELET, [Yes] ZEINT DL m—h
JU INA IRAPA R—=T T2V | [Nol ZIBIRT D L — L NARART 4 B—7
MR 7,

s [Exception List] : 7 2% $—_— T 7 L ANLRNT DV ——DL4HFIE P T K
VA% —BRRLET, 7mX P —_"—RHOT 7 ERAEZTDRNT RLADY R
N2 ASHLET, ZDY R ML, [Internet Explorer @ Proxy Settings] # A 7 & 77K v 7
ANZ & % [Exceptions] U A MIFHY LET,

* [Proxy Auto Configuration Settings] : PAC URL (X HEIFXE~” 7 A /LD URL Zf5E L £ 7,
DT A ML, T UERT X UEREREAGIINTR SN TWET, ek
HElz 74 F¥alb—ar (PAC) HEEZMEHT 256, VE— hax—¥—iI, Cisco
AnyConnect VPN 27 5 A4 7 > N fEHTAMERH Y 7,

2 DRy NI —JREN, Web 7 7 VW ERFEDR Y NU—27 U Y —RZHHiT 5
HTTP 7a ¥ v ZEH£Z L TWET, HTTP N7 7 4 v 7 B %y NU—2 U YV —R|ZHZET
XHDIE, X UNRTTUFIHRESN, ZIAT Y NMHTTP N7 7 4 v 7 %7 %
NN —T 4 T T BEETET T, SSLVPN b /U2 LV, HTTP 7 2 & v DEHEMN
BHEZ D E9, B¥ERY NT—ZIZ RV T THEXTHERTRR IR, Ta—
RS REERURREI CTA v 2 — X NI SN L &0, =K =T 4 Xy hT—7
FIZHDEEITHERLDOEIIRRDZENHLHT2DTT,

Fio, KRy T —7 ZBHEL TV AHRETIE, BHRoTax v h—n"EEZEL, —
RO RBEIC S DT — N2 0TI NS 7Ty b= R"ERIRTEX 5 L H12T5Z &0
VBN DG ANV T, pac 7 7 A NVEFEHTLE, HFHEHEFIIEZOTaxvnn
EDOTaXF L EHNOTRTOI IAT > b arya—2 ERATE0ERETHEH—O
AT VTN Ty ANVEERTEET,

WIZ, PAC 7 7 A NVEMHAT 52\ DovrLET,
O — R NG U T DDA MNLTaX T A LNTERLET,

e —RNDRA LT F ARV 2 — VKN T DO, REEIEIIANIC e %o
AT L E9,

7 VPN B



| —#esarz VPN B
AnyConnect 7 54 7 > FRERT IL— TR o — .

e ITAY TuXUTHEENBELLEGAIHA T, TRy Ty 7 FaXx
VY —NERELET,

e —NYT Ry FETIZ, B a—FHIEbDITW IR U EREELET,

THXFANZT X EZHEHLT, BO7 77X Afia s 7 4 ¥ab—3a
(pac) 77 A NEANERTEET, pac 77 A /L &1L, URLDOI T VI UT, A
THIOU EOTaXs $—n"EHET LY v 7 EETe JavaScript 7 7 A L TF, [PAC
URL] 7 4 —/V RZEEH LT, pac” 7 A VOB TURLZFRELET, 77 UL, pac
TrANEFERHL T e UREL AN LET,

* Proxy Lockdown

I FAT NV ARTLADOT Ry 7 XY &F A (Allow Proxy Lockdown for
ClientSystem) ]: Z DEREZ A *—7/LIZT % &, AnyConnect 7 7 A 7 h VPN & »
v =2 D, Microsoft Internet Explorer @ [#%f¢ (Connections) | % 7 MRIEFL/RIZ/RV
F7, ZOMREET +E—7 2T D L&, [Connections] ¥ 7 DF/RITEE SLEH
loo ZDZTDT 74N FREZ, =P —D LT MY REITIN U TERREITIE
FRIZIRD 9,

AnyConnect 7 54 7 > FARER T IL—THR o —
RNETIL—TR) o—, 4. AnyConnect 7 514 7> b

* [Keep Installer on Client System] : UE— bk 2 Ea—& ETKENRIZ FTAT v DA v

AR—=NVEAREICLET, INEAX—TCTDHZEICEY, 7947 FOHBINA
T A UAN=IRERENT 4 E—T IRV ET, 7 T4 T M BROERDOT- DI
UE—h A a—X I A M=V EINTEEROT, VE—F 2—HF—DOHRRFH
DNEAE S IVE T,

s [Compression] : [JEMEZIT O &, BBESND /Ty hOY A XN T 57D, EF%=
TATTITAT L ARETTAT > NMEOBENT +—~< o ARH ELET,

* [Datagram TLS] : Datagram Transport Layer Security {2 & ¥ —¢> SSL ##c (2 B9~ 5 i
FE & AR OREZ BN L, Ty MBIEOEEEZZITRLTWI TAZA LT T r—
varONRTx v AERBELET,

* [Ignore Don't Defrag (DF) Bit] : Z ®O#AETIL, DF By REESINTWDE 37 v bk &8
BINCZ7 7 AT —a LT, PrrveBmsSEs &N TEET, AfE LT,
TCPMSS f F v m—3 g NIEYNIISE LRV AR Y b U =27 OV — =I5 D 72
ENRHY £,

(7 T4 T hNA 3271 k2L (Client Bypass Protocol) 1: 7 7 A4 7> k 7m k=
NANRAEREE T DL, ASABIPV6 77 4 v 7 R ETHLTnAHEED
AnyConnect 7 7A 7 s 77 AT M XD IPvd 8T 7 ¢ v 7 OFEBFIESL, IPvd 7
T4y T THLTNDLLEEDIPVG N T 7 4 v 7 OEBGIEZRET HILENTE
£

| —ferarz N EE I}
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. RES IL—TFRY) o —. M. AnyConnect V) 54 7> +

AnyConnect 7 74 7 > I 7% ASA IZ VPN £t 3% & Z1Z, ASA (X IPv4 & IPv6 D— i %
TEmE DT RV AZE Y ECEF, ASA 2 AnyConnect 7 7 A 7 > b $#ti IPvd 7 K
VAETLIPVGe 7 RU AT ZEID Y THHEEIT, ASANIPT RLAZEID Y Thiro
Xy NI—=T RT3 T 497DV TC, 72747878 hal 4 RRZL->TED
N7 4w 7% Ray 7S50, £TRITASAEZNRNANRALTIZ IA TV B O
b7z, 2FD [Z7UT7THAL] L LTOXREEHITTINERETEL LR E
L7z,

7o & 21X, ASA 73 AnyConnect 7 7 A 7 > b #EZ IPvA 7 RLADKRZEID 1T, =
RBRA L IR T 2T VAL 7 INTWDHELET, TOZ RKRA L R IPV6 T R
ANDRFEEZRLIZEZIT, 7 T7AT 2 b AR Ta ha)VERENRT 4 B—T7 VD5
BIELIPV6 R T7 4w OB Ry TINETNH, 74T b XA XX 7 handg
F—TNDBFE, IPV6 8T T 4 v 7IZ 7 TAT U "7 U7 THFARE LTEES
nEJ,

SSL #f¢ Tlx72 < IPsec b R EFESLL TV AEEIL. 7 747 > FTIPv6 BXAGNIC
o TNDENE I PR ASAITHE SN2 W=D, ASAIXHICTZ FA T XA RA T
FMalVREEZ a7 LET,

[FQDN of This Device] : Z DIE#HIL, VPNt v a v OFMESLTHEH SN S ASAIP 7 R
VAERRT DI-DIC, Fy U= 0= 7 0% T IA4T7 > NS ET, =
ORET, SESERIP Vv haroxry NI—Jou—I 0 72 FR—115%9 %
THEHETT (APvd 5L IPV6 72 L)

G

AnyConnect 7 74 7k 7’a 7 7 A )LIZ&H % ASA FQDN % ]
LCr—IVJHICASAIP 7 RLAZESTHZ LIXTEEH
o TRUVARBE—=RRNTU L7 v F UADOELNT /A A
(R RPN SNNTNDTNAR) E—=HLARWGERH Y
i—a—o

TINAAZADFQDN NV T4 7 ¥ MIEUE SN WIGE, 7747 > ME, LENZ kv
DHESLEINTWD IP T RLA~OFEH A AL ES, B25 P 7 v hain (IPvd b
IPv6) OF vy T —27Mou— 7 %R — b3 521, AnyConnect 7 7 A 7 > k1%

N RV DOFMENLIAEAT 5 ASA T RLAZRETE D LI \D%:/&&L7A4
A FQDN DA RIfRRZAT O LERHV £, 7747 2 ME, PIiEgEgTIcTe 7 7 AL
\Z1E(ET 5 ASAFQDN 2 L3, DIEDE v o g U FEm Tlx, EHTRER 84 1T
WIZ, ASAICE > T T vvadnz (F, ZA—7F R o—CEHENHELR) T
/NA A FQDN i L £7, FQDN 23i%E S AL TR W GA . ASA IE, [Device Setup] >
[Device Name/Password and Domain Name] D% ENE D H T /3 A FQDN G (BLOD
747 MTEE) LET,

TNAAZAFQDN B ASAIZ L > TF v va SR TWaeWga, 7747 ME, Bied 1P
Tabharory NU—JBOour—I THIZVPN By v a VAR TE A,

7 VPN B
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WNEBY IL—TF R >— 540, AnyConnect ¥ 514 7> b+ .

 [MTU] : SSL ###5t D MTU H A X ZG# L £, 256 ~ 1410 /31 M OHFiPHTEAEZ AT L E

4, T 7 4/L FTl, IP/UDP/DTLS DA —/R—~v R53&2E LG &, B TR+ A A v
H—T A AD MTUIZFKSNWT, BEIMIZ MTU o XRREINE T,

« [Keepalive Messages] : [Interval] 7 « —/L RIZ 15 025 600 P E TOHAEATITDHZ LT

X0, BEERTA NVORFEINT NA AL > THIBESNTWAEATH, ¥—77 74
T A=V ORREA X —TABIUOTEL T, Trk Ty AT U+, EF
NAT 731 A%l LB A RISV - E e e cax gy, £/, MREH
B HZ ik, UEe—F 22— = Microsoft Outlook <°> Microsoft Internet Explorer
MEDI 7y bR=ADT TV =22 VERRICFATLTORNWEETL, 77447
R ANEIE & B 2 AT RN 2 L MEFE S L E T,

(AR —FFB4XT 30D 54T EDa—IL (Optional Client Modulesto

Download) |: # v > r— R AT 272912, AnyConnect 7 74 7 2 ~M&, HH—
FLTWOEBREICHEREY 2 — N2 % (ASARD) U rmn—RT5 X H5IC8RL
F9, DL BRMMOBEEE A R —T WICTDHEY 2 — VOLARIZIRET H2HENH Y £
4, AnyConnect 7 71 7 > ML, RDOEY 2—APNEENTVWET (—EDIANR—V g
YTV 2=V OENDIRL R £T)

* [AnyConnect 7 7 A 7 >  DART] : Diagnostic AnyConnect 7 7 A 7 > I Reporting Tool
(DART) 1%, hT7 7N =2—T 4 7 iEHZMHIZ CiscoTACIZIAE TE 2 & 51T,
VAT AT DAF T a v PBLOTOMOBZKIERE Y 7 F v L, zip 77
ANET AT by TIHER L E,

« AnyConnect 7 7 A4 7> b x>y NU—2 7 7R wx— % : LI Cisco Secure
Services Client *FEIFINCWE L7-, ZOFEY 2—iE, AHRLETA YL ADFHED
Py NU—=JIZT7 78 AT 520D 802.1X (LA Y¥2) &5 134( ABiEEHx T\ E
ﬁ‘o

* AnyConnect 7 7 4 7 >~ I SBL : Start Before Logon (SBL) (%, Windows ® 1 7 A 4
AT TRy 7 ANFRSIDHHEINT AnyConnect 7 7 A 7> b ZBET 52 L1T &
. —% % Windows ~D 12 7 A RIIZ VPN #5200 L CTRHEA v 7 T~
P S H £,

» Secure Firewall 78 A T % & = — /L : LLAIIZ Cisco Secure Desktop HostScan #&HE & FEIX
NTWELTZ, ZTORAF ¥ EY 2—/UL AnyConnect 7 7 A 7 > MIZHAE I, Z
T XY AnyConnect 7 7 A 7> F &, ASA~D Y E— N7 7 & AR & MESLT DRI
WCRAF XY T HAA L DI LT ooy VENRETEDL L OITRY E£7,

*ISERAF ¥ : OPSWAT V3 T4 7 FZ VEMHHL CHRAT Y F=zv 7 #FEITL, =
RARA L FNOBEEHEFMMLET, TOH%, = ALV MREATHETEY B
J—7 T RAEEBLEY ., a—h L 2—F—OHEREPHE(L LY TX 9,

cAMP A % —T7F : =Y RiRA > MNANTOEE <L 7 = TR (AMP) Z#EAT %

FEELTEAINET, HNTE—ILIHRA PSR TS — "=z KR

A O 7 &> MZAMPforEndpoints ¥ 7 h U =T %7 v a2 L, BEFO2—H—
N—=RZAMP —E A% A VA =L LFET,

—ferarz N EE I}
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. RES IL—TFRY) o —. M. AnyConnect V) 54 7> +

Xy RT—ZAMEMEE Y 2 —)b  Fx 0T 4 LY —E RO, B, a7 T4
TUA BIOEX2 U T oW LT, RENEEEOEITREN 2N ELSEF
T, NVM (v FU—Z0[filEEY 2 —L) 12, =0 RRA L FOTF LA R 2N
FLLT, 7ue—F—H LTV L EaT— 3 UEsyslogllitdkL, BT, 77
ANDGHTE UL 2 —T oA AQRPEITI a L7 X (— KX—F ¢ R F—)
b 7mr— Lba—Rezx/ AR—bFLET,

* Umbrella Roaming Security €~ = —/V : 77 7 772 VPN 2372 & X2 DNS LA ¥
X2V 7 4 &M LET, CiscoUmbrella Roaming & OpenDNS Umbrella — E 2 D
WK T DT A7 U Fira xR L Intelligent Proxy 38 K OVIP LA Vi
FHFREZ B0 L £ 7, Umbrella Security Roaming 7' 12 7 7 A /UL, *fInd D —E A
& AR 2 B T ST ok L L BRI LE T (2T oY
TANE YT EEORY v— )7 LR — b Active Directory i, 721k
ARHJ7RDNS LAY Ex=2VU7 1) ,

* Always-On VPN : AnyConnect 7 7 A 7 h ¥ —E R 7' 0 7 7 A )LD R VPN 7 Z 7
REET 4 B—7/WIZT 50, £7201E AnyConnect 7 74 7 > b h—ERT 17 7 A L5k
xR T 2MEND D ERELET, HREER VPN EREIC LY | 2—F ==
Va—X\Zn 74245 E . AnyConnect % VPN & v 3 3 & HEIWIICHES. L £, VPN
tyvasit, a—F—Rara—Ehou st 7T 5 ETHERINET, WIRREE
WnEbnNThyE vy v a idHFF S, AnyConnect 7 74 7 > b ik, #nfltx=V 7 ¢
TTITAT AL ORI R O HESL A A TRATL, VPN By v a 2 HH L&
R

WL VPN IC L > T, ERV > —Z2#HAL T, EX2 U7 0 BB DT A A %R
HETEXET, WG VPN ZEH LT, = RAA » FMEER Yy R —Z N TIE e
AW DTS AnyConnect 7 74 7 h VPN By v a VEMSL L2 L AR TX

F, A F—TNMCT DL, BEENFIELRWRAEDR Y U — 7 OE T R Z2 T E
THRY —NERESNET,

GE) F 7o, HWEFEESE VPN IZiXAnyConnect B X =7 EE YT 4 7 T4
7 MEREE VAR — 95 AnyConnect 7 7 A 72 b U U — AN
‘,IZ‘%},G—;«O

(Fora—RT527747 2 7774/ (ClientProfiles to Download) ]: 7’17 7 A
MIar 74 FXalb—2ary RXIA—=ZDIN—7TohY, AnyConnect 7 747 T
VPN, Xy hU—=2 77 8AF—=V%, WebtF=UT 4, ISERAF v, AMP A
F—7 7, Fv MU=V AME Y 2 —/b I KO Umbrella Roaming Security &3 = — /L
OREHEHSNET, BN (Add) %27 Y >~ 2 LT[AnyConnect” 74 7> a7y
A )L DiEIR (Select AnyConnect Client Profiles) | ¥ « > KU & E#f 75 &, LpiZL—7
Y —HICER ENT=7T 0 7 7 A VEAFEETEX £,

7 VPN B



| —#egzs veN
AnyConnect 7 SA 7V b bS 7 4 v IICRTBRTUY LR VT DERE .

AnyConnect 7 SA 72U b S T74 9 IICRTBIRTY Y bR DTDEE

AF Yy b bR 7, —HD AnyConnect 7 7 A T F Xy NIU—2 v T T 4 v Tk
VPN b rUZFBE L Gl s (Kek) . ioxy "I —2 77 v 27 % VPN h o *x
NOIMTHEELET FEREE . 2F0 [Z7 V7T %2 MoiRRE] )

ATy b bRV T ERETHIIE, ATV N bRV 7 R —%EkL, £
RV —lZ77tAarta—NVYRARNEREL, JV—7 K —IZA7Y v b b
RY—%BMLET, INV—T RV —%TTAT 2 MIEETDIERIC, 77472 MIA
TV R hoRV TR —OACLEFEHLTCEZICRY NI—2 T T 4 v 7 &ikET
HNERELET,

)

G¥) ATV b bRV TEtExa VT A BBETIE AR, NI 7 0 v 7 EIERE T, E%kﬁﬁ@
X2 VT 4 BHRTHICIE. A7y F R RV TR RF—=T NI LN &2 HELE
K

Windows 27 74 7 > b Tld, BAHNZ ASANEDT 74 T U 4 —/b b—/Li3aHfi S4u, Ri2”
TAT Y DT 7 AT V4=V L= ARHESIET, MacOSX TlE, 7 74T FDT7 7
AT T4 =N V= EBILRT 4 V& L— VIS EE A, Linux & A7 A AnyConnect
N—3 3 2 3.1.05149 LIFETlE, circumvent-host-filtering &\ 9 A RID I A X KJgihsa 7 v—>7
T T 7 AMITENL CtruellRETDHZET, ZI9A T D77 AT U —/Lb—/LEB L
W7 4 W HE =)V %M 5 & 912 AnyConnect 7 7 A 7> b 2R ETX £7,

TR YA NEERTDHEE
T EAarybur—L YA RMIUIIPVMBIOIPV6 i TDOT RL AZfFETEE7,
AEUYEACL 2T 25 L, 1 OOT7 RLRAEZITIR Yy NU—Z OB MERA S ET,

HERACLEZEH T2 L, V—ARXy NU—INAT ) o b hoxX VT 32y NU—7IC
R0ET, ZOWA, Ry N7 IXEHINET,

==

cany DEESINTZT 7R U A L, splitinclude & 7213 split exclude 73 0.0.0.0/0.0.0.0 % 7=
O ICRESNTET 7ERAVARNME, 7747 MIEEENEFA, TXITDORT
T4 T N FIVRBATEET DL, A7 Y v b hrrxro Policy (2% LC Tunne
All Networks iR L £ 7,

« 7 R 20.0.0.0/255.255.255.255 £7-1% /128 1L, A7 U v b h kLR Y 2 —7 Exclude
Network List Below DA DHT FA T v MIEEEINET, ZOREIL. Forxi b
T4 IR — NNV YT Ry "B TR EE T TA T MBI LET,

« AnyConnect 7 74 7 h TiX, A7 U > b hoRY 7R —THREINZTITD
A b, BIXRASAIZL>TEHVETCOHNZIPT RLALRICY TRy FNIZH DT
TOVA NI T 74w BNESNET, e ASAICE-THVYTHNIPT
RUA2310.1.1.1, ¥ A7 73255000 D8%6E, =2 RARA U M T AL AL, A7V v kB
YRV TR —ICBfRZR <, 10.0.0.0/8 B LT HTRTCONT T 4 v 7 BELE
T, TR, BB THENLIPT RUAR, $iffshso—hL 7%y &l
2T L LT, Fy h~AZ7ZHHALET,

—ferarz N EE I}
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B anvcomect 55472 bS5 T v HIZHTBRTU Y b R Y L TORE

FIE

&M

ATy T2

ATFvT3
ATvT4

ATy Th

ATvT6

1R BHEIIZ
<MWY/ ACE TT 72 URANEERTALERH Y F7,

e A7 Y b RNV ARY =% 1Pvd Xy T =7 & IPv6 * v T —27 FIZ/ER LT
BEiE, BELxy U= VR IRWEEDO T ha Vv THEHINET, 207D,

Fv hU—27 VA RMIE, IPMBLERIPV6 DW T D NT 7 4 v 7 DT VA 3 ha—
N hY (ACE) REENTWVIMENRSHY 79, 25D ACL Z/ERK L TV 7R
Hld. —ERER a7 X2 —ay HA RESRLTLLE &N,

WOTFNETIE, 74—V ROBEIZ [Inherit] F— v 7 R > 7 ZARHHTXTOS — AT, [Inherit]
Fzv IRy I ART L DEFEDEE, BELTWAINA—T R —F, £DO7 44—/ R
ONTC, T74N D IN—TRY) = ERIUEEENT 22 L 28%R L EJ, [Inherit] F = v
IRy I AA 7T DHE, TA—T R —ZEHAOH LWVEEZRETE £7,

ASDM % fiff L C ASA (Z#%%¢ L. [Configuration] > [Remote Access VPN] > [Network (Client)
Access] > [Group Policies] (28 L £,

[Add|Z 27 U v 7 LTH LW A= R —%BINT 50, BEFEOITNV—T R o —% %R
LC[Edit) %27 Vv o7 LET,

[Advanced] > [Split Tunneling] % #4R L £,

[DNS4: (DNS Names) | 7 4 —/V RiZ, ~ ¥ /%4 LT AnyConnect 7 7 A 7 > b THiERT
LRAALHEADLET, ZNOLD4RFNL, 774 X—F Fy hU—27 EOKRA MG L
F9, split-include b2 R U > 7 NEESNTWDIEEIT, F8E S 72 DNS h— =23 % » k
V=7 JZANMIGENTWOIRERSHY £, 74 —/L FITiL, BREM FAA 4, IPv4
T RULA, £720FIPv6 7 RL2AZ AN TE £,

BAFT Iy ATV b bRV 7 RAAL AT, by T LU RAAL Oz <
EHL 1 DD RAAL AT PMETT, ¥A4FIv 7 A7V b bRV 70E FFED
RAAL =T H 7 —% 2=y heTHXI0oTNDH7eD, Fy T LUL RALA
vo(org 72 E) P ERETAZLIITERVDOTYT, by P LUV RAAL L EDR D]
DD RAA 4T ~9L (domainorg 72 &) ZANTHMENH Y 4,

ATy b bRV T HT 4 B—TMZT HIZIE, [Yes] #7 U v 27 LT [Send All DNS
Lookups Through Tunnel] 2 A % —7/WZ L ET, ZOF T a2RETHE. DNS FT 7 1 v
TDRYBT XTI HIRNT, 2T TXANCTERIND T T4 v I BESSVET, DNS
RRICKIET 2 &, 7 RV RAIIRMIEOE £5% Y £, AnyConnect 7 71 7 > hME, VPN 4+
DT RUVAZRLE D LIZLETA,

ATV b bR T A F—TNICT BT, [No] ZBIRLES (741 8) , 2D
WETIE, Z2I9A T MIATY v b bRV R =20 >T R RL%ZH LTDNS 7 =
UEFEELET

A7)y b bR T ERETHIIE, [Inherit] F= v 7Ry 7 ZAEA7IZLT, A7 Uy
M PR U 7 R —%8IRLEI, [Inherit] F= v 7Ry 7 ZAEAT7IZLRWEES, 7

7 VPN B
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AnyComnect 7 S 7> kb5 T4 v 28T 52T b kot vrosE |

N—T RV =T, T 74/ DI N—7 R 2 —DfltGrpPolicy TEFKINT=AT Y » k
oD TREMERAESNET, 774NV K INV—T K)o —DRATY v b hrxr) s
RV —DF 7 4 /v N E L [Tunnel All Networks] CT97,

ATy N RV TR —EEFRT DI, Ka v 7 X0 [Policy] 38 £ ONIPv6 Policy]
MOIBIN L F9, [Policy] 7 4 —/V FTiE, IPVAxry NU—7 NI 7 47 DATY v~ b
XV TR —%EFRLET, [IPv6Policy] 7 4 —/V RTIX, IPV6 *v NT—27 T 7 1 v
TDAT Yy b RV 7 A —%FRLET, 29 LEVWDIMNI, b0 7 ¢ —
VRO BEBEFR T T,

[Inherit] F= v 7 RNy 7 A% A 72 LEEGEIE, ROWTNADNDRY — 37 g V2 @RT
EET,

* [Exclude Network ListBelow] : 7 U7 7% A hTEEEND N T 7 4 v 7 D5 ry hU—
JDVANEERLET, ZOBRIT. ARy U =218 F L&A LT L 72203
O, B—HN Xy hT—F EOTNRAR (T R2eE) LT 78ATHVE—F 22—
Pz & o TRLBET,

* [Tunnel Network List Below] : [Network List] TIEE SN2y RU—ZOFTXTHO K7
T4 v IBRRYV U TENET, A=K Xy hT—7 URARNDOT RLA~D
o749 7R bR TENET, EOMTXTOT FLRITHT 27 =213, 7Y
T TXARTREESN, VE—bF 2—P—Df ¥ =Xy F $—ER TangF—(C
LoTn—T 1 73nEd,

ASA9.14 LD NN—T g o TlE, A V70— R VR NEBETDHEEIC, A7 0—F
FHEHANOY 72y M Z A7V — R U A MNBIEETXET, bR INTEY T
Fy MIMRIV U 7E3NT, AV IN—RIVARNDEYDOR Y NU—T X bV 7
SNET, A7 NV—RIURAMDY TRy NTIERVWZ I AT NV—T 3 URARNNOFR Y
NT—21%, 7947 v FTEGINET, Linux DA, V7 31y SO Z R — K
TN, IN—F R —IZh AZ LEMEEBINT50END D £3,

WK Z R LT,

Configuration > Remote Access VPN > Network (Client) Access > Advanced > ACL Manager

@EditﬁDelet&|‘} +|$B=®R-|qrnd

# Enabled Source User Security Group Destination Security Group Service  Action
= TunnelExdude
| [ =R 10.10.10.0/24 & any F-ip € Deny

313023

N T T S I 2 I W

GE)

Split-Include v b 7 —27 BNa—H L+ 7 %y bOEE—E (192.168.1.024 72 &) O
BT D T 74w 7 bR 7 ESRTWET, Split-Include % > kU — 27 A3 —
I BTy hDA——F% v b (192.168.0.0/16 72 £) DFE, ®STH T 7 4 w7
i, B—A BT xy bEBRE, b rEnT0ET, o= BT xy b T
T4 w7 b bRV 5L, 8T 5 Split-Include % v b U —7 (192.168.1.0/24 1
J10192.168.0.0/16 D 5 % Split-Include % v NV —2 & LTHRIE) ZiBINT 2 0LE R H
E3 e

—ferarz N EE I}
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B 5o+ rorsesr— 132100 Link 0RE

Split-Include v k7 — 7 23485 (0.0.0.0/0.0.0.0 72 &) DA, A7V v b bRV 7
RFA =T MY ET (FRTDET T4 v 7B P F Y 2T SRET) .

* [Tunnel AllNetworks] : ZORY —%, T_XTORNT 74w 7B brxVrr3ns ko
WCHRELET, ZoHRETIE, EFEMNICATY v b bV o738/ £9, U
F—h2—H%— iﬁ%z/hv JEBHLTA U H—Ry MZT7EBALETN, a—
TV Fy NT—=T T 7B ATEEHA, ZNUBT 74V OA T a0 TE,

RATw 1T [Network List] 7 4 —/V R T, A7 Uy~ bRV T R v—%@HAT5H778A a2 b
72—/ U A NERIRLEJ[Inherit] F= v 7Ry 7 ANRA L OGAE, JV—7 K1) o—37
THNV N TN—T R —THREESNTWA Ry hU—7 VA NEFEHALET,

[Manage] 2~ > R AR ¥ 28R L CT[ACLManager]| ¥ 4 7 R 7R v 7 A& ET, ZOHR v
JATIE, Ry Y= VAP LTHENTL27 782 a3 hr—L U A RMERETEET,
2y FU—27 U R NEAERETLIIRET 2 HIEOFHEMC oW, B ER = 7 4 ¥ =
L—=yar A ReZRLTESN,

JEBE ACL U A NI IPv4 7 RL AL IPV6 7 RV ADW A EHH LN TEET,
AT w78 [Intercept DHCP Configuration Message from Microsoft Clients] {% DHCP X175 (Z[E A DB <

?%H&%%Liﬁomeﬁﬁéhmiof\MMmmXP7§47/FiMMTx79y
M bV T ERERHTEDLDITRY FT,

* [Intercept] : DHCP {XATZAZ ZFF Al 322008 2 A FRE L E 7, [Inherit] 28R L7545
7 7 4V FEREIL [No] T,

* [Subnet Mask] : fEfI 2% 7y b v~ A7 Z@®IRL £,

ATYFT9 [OK] %2 Vw7 LET,

STy FOBENEYR— 35D Linux DERTE

AT Yy b hrrprU A [TunnelNetworkLlstBelow] ZE LA, Linux TIEH 7 Ry
s DERINE AR — N 572 DITBMORENMLEZ/2 Y £9°, circumvent-host-filtering & VY 9
ZHiD T AL NEMEEER L Ctrue |l EL, A7 U b b U U7 HICHESINTZ 7 V—
TR I T D MERH Y £,

FIE

ATv 71 ASDM (Z#Eke L. [E&%E (Configuration) 1>>[1) E— k7% X VPN]>> [Network (Client)
Access)> > [F+#llEXE (Advanced) ]>[AnyConnect 7 71 7> AR 2 LEM (Custom
Attributes) 1 ICBBEI L £7,

ATwF2 [Add] 7V v 7 L. circumvent-host-filtering &\ 9 & RTDH A % L@ 1ER LT, £ DE
Ztrue [CRE LT,
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RER S )L— TR —. AnyConnect 7 54 7 > FEM .

RTYT3 VIAT LV "7 7 AT U — VK LTHRTED I V—T R o—%fFE L, [FHHERE
(Advanced) ]>>[AnyConnect 7 74 7 > ] >[H R A LEM (Custom Attributes) 1> (& H)
LET,
AT T4 VERE L= A% L@ circumvent-host-filtering 2 27U v b b3 ) ZICERT 5 70—
FRY —IEMLET,

RES JIL— TR o —. AnyConnect 7 54 7 > FEMH

[%7E (Configuration) 1>[VU E— K7 27 EAVPN (Remote Access VPN) [>[R > hTU—72 (7
FA T ~) 77 tEA (Network (Client) Access) ]>[7/L—7 7R Y 2 — (Group Policies) ]>[iB
IimsE (Add/Edit) 1> [REMEE%E (Advanced) ]>[AnyConnect”7 A 7 > R]IZIL, T D7 )L—
TR Y U —TEE AlHE/2 AnyConnect 7 74 7 > FORMENF RS NET,

A

[Keep Installer on Client System] : U E— h a2 a2 —& L TKENRZ 74T DA >
A2 R—/LEAREICLE T, THEARX—TMITHZEICEY., 7947 o B
T oA A NIRRT 4 BE—T IR0 ET, VT4 T 2 ME, BEOERO DI
UE—h ara—HIZf A M—LENTEZEEROT, VE— b 22—V —DOHHG R
NEMEEINET,

GE)

(A AN—=F—% 27 T7A47 2 h AT LMERFE (Keep Installeron
Client System) ]I%, AnyConnect 7 7 A 7> h®D/X— 3 2254
e CHAR—F S TWEREA,

[Datagram Transport Layer Security (DTLS)] : —5¢> SSL #5¢1Z B# 3~ 2 F2A4E & - 38lig o [
B EGEL, Ty MRIEOEBEZ 0T WI T AXA LT T Y r—2a DR 7 4 —
VU AERELET,

[DTLS Compression] : DTLS (281} B JEMi 2R E L £7°,
[SSL Compression] : SSL/TLS (28T 5 [ Efi A% € L £,

[Ignore Don't Defrag (DF) Bit] : ~ OEHETIL, DF By FRRE STV D237 v | & il
BINZT7 77 AT —var LT, Py rilmstsr 2 EnTEEd, ERAME LT,
TCPMSS R AT — 3 NNIHUNINE LRWER Yy b T —7 O — " — T4 5 7
ERHY ET,

[ FA47 2 XA %27 1 2L (Client Bypass Protocol) [: 7 747 h 7ua h=ajv
INAISRZTIE, ASAIPVG N T 7 ¢ v 77202 TPHILTW\% & & AnyConnect 7 7 A 7
YR ITATUNIEDBIPVE R T T v 7 OEEFIES, IPv4 8T 7 4 v 7 2 & T
LTWLEEDIPV6 T 7 1 v 7 OEFBFIEEZHRELET,

AnyConnect 7 74 7 >~ 7% ASA IZ VPN £t 3 5 & Z1Z, ASA X IPv4 & IPv6 D— i %
7AW DT FLAZBE OB TES, 7 I7A4T 2 8 NA 8K T2 ha)LTid, ASANIP
T RLVABE OB TN N T 74w 7% Fay X T250, 721X ASA #3414 XA L

—ferarz N EE I}
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B mso0—F%0 o—. AnyConnect 754 7> R

TITATY I DLOMELRL, D% (7T FRA L & LCOREEFTT 50
EUELET,

7o & 21X, ASA 7 AnyConnect 7 7 A 7 > b #ElZ IPvA 7 RLADKRZEID YT, =
RARA VIR T aT VAL 7 STWDHELET, 2O RARA 2 MR IPV6 7 R L
ANDEFEEZRAIT-E XN, 74T M AL RR T a haViERT 1 B—7 L0
BlEIPV6 N T 7 4w B Ray T ENETE, 7747 b XA 3R Fa favpng
X =T NVDOEEIEL, IPv6 8T 7 4 v 737 T7A T b7 V7 TXFARELTHERES
nET,

[FQDN of This Device] : Z DfE#Hi%., VPNt v a V OFMSLTHEHIND ASAIP 7 R
VAERT DD, Ry NT—7 0= 7 D% T 74Ty M ESnET, =
DOREF, SEIERIP I harory NI—JHou—I 072 R—181%9 %
THEETT (IPv4 5 IPv6 2 L) .

A

GE)  AnyConnect 7 7 A4 7> kN 717 7 A )VIZd % ASA FQDN % fi
LCur—3 U 7H%ICASAIP 7 RLAZESGT 5 Z LIXTE EH
hoo T RVRBE—=R AT v F Y ADELNT A X
(RPN ENTNDT AL R) E—FHLRWGERDHY
iba‘o

TNA ADFQDNIN Y T4 7 v MIEUE S WGE, 774 7 > M, BN b
DHESLSIVTWD IP T RUASNOFEERZAALE ST, BRDHIP 72 han (IPvd b
IPv6) OF vy hU—ZMou— 7 %% R— MT5I12i%,. AnyConnect 7 74 7 > b I,
N RVDOFRESLIER T 5 ASA 7 RLAZWRETE L LIHIC, v—I v 7RICT A
A FQDN DA RMFERZAT O BN HV £3, 7747 > M, ¥R T2 7 7141
\ZAFET D ASAFQDN 2 H L £ 77, LDt v o a U FEE CTld, BEHTRE G A 1T
WIZ, ASAIC R > TF vy vaasiie (e, FA—7 R —TCEHERENRE L) 7
/XA A FQDN Z il L &7, FQDN 235%E STV 2G4, ASA X, [Device Setup] >
[Device Name/Password and Domain Name] D% ENA 2> 67 /34 A FQDN # Hifg (B LW
7747 MTKEE) LET,

TRAAFQDN N ASAIZ L > TT v v aSPUTWRWES, 7747 M, £7e5 1P
o haLdxy NU—7Boa—I U J%ICVPN Yy Vg VAL TE £H¥ A,

[MTU] : SSL ##5t D MTU WA X Z G4 L 9, 256 ~ 1410 /31 M OHFIPHTEZ AT L %
9, T 74 /v b TiL, IP/UDP/DTLS DA —/R—~v R3%EZE LGl &, B CHAT A
H—T A AD MTUIZHKSNWT, HEIMIZ MTU o XRFEINE T,

[Keepalive Messages] : [Interval] 7 ¢ —/L RIZ 15 75 600 £ TOHAEAITHZ LI
X0, BN T A NVORFEINT A AL > THIBSNTWAEATH, ¥—77 74
T Ayt —VOMBEEARX—TVBLORHELT, Tux 7747 Ur—/b, £iF
NAT 73 A A%l Lo eIV E T2 N TcE 4, £/, HREEH
BFHZ L2k, VE—F 22— =2 Microsoft Outlook X> Microsoft Internet Explorer
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RERS )L— TR & —. AnyConnect 7 54 7 > FEME .

REDI Ty NR=ADT SV —a VEERIZEITL TV RWEETYH, 7947
kAW & FHER 2 1T O 2 EBMEFES N E T,

(Forua—RTLH4 S a Dy 47 hEY 2—/L (Optional Client Modules to
Download) |: # 7 1 — REFH %2 &9 5 72912, AnyConnect 7 7 A 7 M, HAR—
FLTWAOBBRBICKNEREY 2 — L2 % (ASADD) X Urma—RT5 L )ICERL
E, RO L) RLOMEEE A F—T NZT HEY 2 — LVOAREIEET HLERDH Y £
9, AnyConnect 7 7 A 7> FD/NN—T 3 2 401201%, IROEFEY 22—V BEENTNET

(ANR=2a v TIEEY 2a—LOEND R0 ET)

* [AnyConnect 7 7 - 7 k DART] : Diagnostic AnyConnect 77 7 A 7 >~ |k Reporting Tool
(DART) (&, hT7 TN a—T 4 TR EMEIC CiscoTACIZIHE TE 5 L 51,
VAT AR T DAF T ay hBXOZEOMOBEITERE Sy T F v L, zip 77
ANET A7 by TR L E T,

* AnyConnect 7 74 7> h X NU—2 T 7R ~v3x—U % : LLAIlE Cisco Secure
Services Client X FEIZNTWE LT-, ZOFEY 2—/Lid, ABREVAVYLADEED
Xy NI—=ZIZT 78 ATH2HD802.1X (LA Y2) LT A ARFEEHA TV E
R

« AnyConnect 77 7 4 7 >~ | SBL : Start Before Logon (SBL) %, Windows ® "1 7' A &
AT TRy 7 ANFRSIDHHEINT AnyConnect 7 7 A 7> b ZBET 52 LIC &
D, =—H% Windows ~D 1 7 A HIT VPN #i &/t L TEIEA > 7 T ~Faifiliic
P S E T,

» AnyConnect 7 7 A4 7>k Web £ ¥ = U7 ¢ E =2 —/b : LIAITIE ScanSafe Hostscan &
FEENCWE Lz, ZOF Y 2—/bid, AnyConnect 7 74 7 M ITHEA SN TNE
T ETo. WebX—TDEFELZGEL T, FFRFICEERZ O TELLOICLET,
D%, ERINTWDIEX2Y T4 RY —IZESNWT, T ANTRER T
VEFAL, BERHL AT YRR TERV AT UV E Ry S LET,

«AnyConnect 7 7 A 7> b T LA NI EYa—/L EBEOHD T Y OFRIEITIC
B3 2 1E#H % CiscolronPort Web 2% = U 7 4 7774 7 A (WSA) IZEELET,
WSA TlE, ZOF—X%EHA LT, URLOT 4 NHE ) o T N—E8EL£7,

A

G¥) 7V A N UIX AnyConnect 4.0 TiEZHhAR— F I FEHA,

¢ ASA R AF % E ¥ 2 —/b : LIFiL Cisco Secure Desktop HostScan F&HE & FEIZIL TV E
L7ze ZORAF ¥ EY 2—/ UL AnyConnect 7 74 7> b IZHEA S, 2Tk
AnyConnect 7 74 7 > b 1%, ASA ~D VY F— FT 7 & A A W L3 5 B AR A
FXTHEAA MDOT VT VERETE L X DITRY ET,

sISE-RAT ¥ : OPSWATV3 A 77 VAL TCHRATF ¥ Fov 7 2FITL, =
RARA > FOEEHEZFMELES, TDKk, = FRA LV MR EATDHETHY b
J— 2 TIERAERIBLEY, B—hL 22— —DWHEREEL L- ) TX F9,

—ferarz N EE I}
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B mso0—F%0 o—. AnyConnect 754 7> R

cAMP £ % —7F : = RikA > FANTDOEE e~ T = TR (AMP) %#3E AT 5
FELELEHINET, fENTE—I AR SN TS —"—nb = KR
A hOH 7 & MMZAMPforEndpoints ¥ 7 F U =T &7 v a2 L, BEFO2—H—
N— 2T AMP —E 2% A A h—)L LET,

s Ry PU—Z AR Y 2= s Ry 80T g LY — B RO, BE, 2T T4
TUA BIOEX2 U T 4 WAL T, BENEHREOEITRIZM ESEE
T, NVM (R hU—ZA[MEE T 2—) I, T RRA L FDT LA MU &L
H£LT, 7e—F—F LT 7 ()L L EaT—a v Esyslogllitdk L, &b, 77
ANDGHTEUIA F—T = A ADRMEEITI a7 & (h— R N—F 1 X Z—)
Wb 77— ba—Razx 7 AR—FLET,

* Umbrella Roaming Security €~ = —/V : 77 7 772 VPN 372 & X2 DNS LA ¥
X2 U7 ¢ &ML L EJ, Cisco Umbrella Roaming & OpenDNS Umbrella — & A D
WTILINCKT 27 A7 U7y g a2 L Intelligent Proxy 33 K OVIP LA Y i
FHRERE A BN L £ 97, Umbrella Security Roaming 7' &2 7 7 A /WL, xtnd 59— A
& AR 2 BT T ST o R L L BEIICARIC LE T (2T Y
TANZV T BEORY —, )72 VAR — R, Active Directory # 5. £ 72135k
AHJZRDNS LAY &%=V T 1)

* Always-On VPN : AnyConnect 7 7 A 7 h h—VE A7 a7 7 A4 VO VPN 7 7 7
BEET A =TT DHh, £720F AnyConnect 7 7 A 7> b —ERT 17 7 A )LE%
EEENT 2MERH D0 RE L ET, W VPN LY | 2 — ==
Va—XizuZ429%E . AnyConnect | VPN © v v 3 & BEIRICHESL L £9, VPN
tyvasiE, a——RNarta—nou s 4735 TR SIVET, MBI o8
kb Thty v a MRS L, AnyComnect 7 Z 4 7 2 b i, SR EX 2V 7 o
TTITAT AL OMPR Rt DO ESL A A TRATL, VPN By v a V2 H L&
R

WL VPN IC L - T, ¥R —2@H LT, BX=2 U T BB DT /A A%k
HETEET, WS VPN 2 LT, =2 RARA v FMERE R Yy FU—ZNTIEZRn
BAIZWDTH AnyConnect 7 74 7 8 MVPN v a VEMN. LIZZ L 2R T
FT, AR—TNCT DL HERPFELRWIGEDOXR Y MU — 7 Hit O BT 152 IRE
THR) —DRREINET,

GE)  F7-. WEPEE VPN [ZiXAnyConnect 3 = 7 E B U 7 ¢ fEHE
HAR— F9% AnyComnect 7 74 7 > b U U —ARMETT,

(Fora—RT527747 2 7774/ (ClientProfiles to Download) ]: 7’17 7 A
MIar 74 FXalb—ary RXIA—=ZDINV—7TshY, AnyConnect 7 747 T
VPN, Xy hT—2 TI7EA~vF—V %, Webtx=UF ¢, ISERAT ¥, AMP A
F—7 7, Fy MU=V AME Y 2 —/b 8 KO Umbrella Roaming Security &3 = — /L
OREHEHINET, BN (Add) %27 Y >~ 2 LT[AnyConnect” 74 7> h7Fma 7y
A L DEIR (Select Profiles) |V 1 > Ry Zfdh+ 25 &, DETZA—7 R Y o —HIZ/ERK
SNTTuT7 A NVERETEET,
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MESIL— TR —. AnyComnect 754 7> k 051 vi&E

RE S IL— TR > —_ AnyConnect 7 SA 7>k OO A VRE

Wi 7 v—"7"7R Y > —@ Advanced > AnyConnect 7 7 1 7 > Ik > Login Setting <1 > Cix, VU
T— b2 —H—(ZAnyConnect 7 7A 7> DX a—RERDL T 7 hMeRRLED,
547 hLASSLVPN DR—Z )AL= DIZH A L7 MEFTH L IICASA ZRETE %
T
* [Post Login Setting] : = —H#—IZ7r 7 NERRL T, 774V EDRA N v 7 A 8k
REFATTHTODIA LT U MNERETLHHEITERLET,

* [Default Post Login Selection] : = 7' A ZICEITTHT 7 v a y&2ERLET,

54TV I7LT94+—ILIZEB VPN TOO—AIL F/3( R HR— FDHEHIE

W 7 v—"7 R Y > — O [$HIERE (Advanced) ] >[AnyConnect 7 S A 7> M >[99 54T >
F274794+—I)L (ClientFirewall) 1A >V TlX, 2 I9A T FTONRTY v I 3y hT—
JETITANR= IRy N =T DI EST D7 FAT VN ATLDT 74T 0+ —/WT
RETAHIL—LERETEET,

UE—h 22— —NASAIZERiT D E, T _CDOINT T 4 v I BDEDVPNERGEZ LT hy
XV T7ENDTED, =P —lIa—HINLRxy NT—27 LEOV Y —RIT 7 8ATE 72720
F9, 2LV Y—RZE, e— b ara—LREATETY X, B AT, Windows
Mobile 734 A (THF— FRA 2) RERFENET, ZOMEIX, 7747 F 7y
A JLC [Local LAN Access] Z A2 5 Z & CHSNE T, 727ZL, m— b Xy hU—7
DT IR APBEHIRIZ/R D720, —HOBEETIEEX2 VT 4 0R Y —I o0 TRENAE
CAHHEBEERH Y £T, TV 20T — TS R EREXA T DOa—H U Y —R Tkt
THT 7B AEFKIBRTHZ RRA L bDOSDT 7 AT T4 —/L b—LEEATSHIHIC
ASA ERETEET,

ZDEDOEEE LT, HIBAORER— MIRTD7 T4 T b 77 AT U4 —/L b—)b
EEMILET, V7534 T2 FTlE, BEA—AVEREL—ANRKINI ET, HIREEDOS
B 77472 PTEREERICLERFR— MIBRENETS, BRI T 7 4 v 73T ~T
Tay g EET,

\}

GE)

BEHEL LTS A v Liza—Y =3, ASAICEV 94T b~BRENTZ 77 AT 74—
W= IVEAEIETE 5 Z LICERBRPLETT, REMRMERZFFO o —F—%, L— L ZEE
TEEHA, EH60a—HF—DYAL, BRPKT LERR T IA4T NZEV 7747
T gV =L EH S AVE T,

IIAT N T AT U+ —NVERELTWDHES, —H—7 Active Directory (AD) ¥ —
N=TRRIEEND &, 7 TA T FTIESIEHMEASAD T 7 AT U —/L R =00 &
NET, 2720, ADZNV—T R —TERININV—IME, Z7IFAT U N T 7 AT U+ —
NDNL—L L) HERIINET,

ASATYI TAT U N T 7 AT T —ILIL— L NEESI, T2 RRA 2 b T VPN HEST
ENTWBEE,
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D9SATFTUR T7A4T94—ILIZKB VPN TOO—AIL T34 R HR— FDERE

CASAIVL, 77 AT UA—NN—ERE T TA TV MTEELET,
« I TAT Y NI, MBS TT 7 A T U h— A — LA LET,

LITOETIX, IROWEEAT O T2 DD FIAIZHOWTHA L £,

e — NN TV B EYR—= T BT TAT N T AT I —LORE (33—
D)

" VPN OF #— T3 2 FF— b ORE (35 =)

T7AT 04— ILOEEICET 5FEEIE
PUFi&, AnyConnect 7 7 AT > b TOT 7 AT U+ — /O TEICET H21EEFEHTT,

e T AT U A=V = VIITFER IP IIEH S NERA, 7747 FTIE, ASAND
EEINEZTZ7AT U —/ b—VNOEETT IP IHFHITER S E T, #ET IPIE,

= VNN T ) o I NT T A RXR—= IS LTI IA T MR ELET, TV v
L=, ZI9A T EOFTRTOA v EZ—T oA RZEHAENET, T4 — |
=i, RIET X7 2ICEA S NET,

¢ ASA |Z, ACL b — Uikt L THEE< D7 r barzdR— L TWET, 727210
AnyConnect 7 7A 7> s D7 7 A T 7+ —/MERETY R — h S TWb ik, TCP,
UDP, ICMP, BXWIPODATY, 7747 bTiL, B7p57 v b a/LTL—IRN2E
SNTGE. EON— VTN T 7 AT U A — N b— e LTS, Sbiltx=
V74 EOBHNOAT Y v b b U REsE/an 70 b U U TBMER &
nET,

cASA9.0 D, NT Vv T Xy FU—7 L—LABIORTIA_X—K Xy NU—27 L—)L
X, 2=7 74 K772 arte—L URANEFR—FLTWET, 26D T 7
A ayia—)L JARMI, RUEL—=LTIPEBLOIPV6 T 7 4 v 7 2 EHRT HHH
WEHATEET,

TERELIRDE DI, ARV —=TFT 4 7 VAT DKo THERRR DT OEE N LETT,

» Windows = > E' = — % D4 Windows Firewall CliX S /L— L3 FF AL — WIS L E
T, ASAIZ X VFFAL—/L3 AnyConnect 7 74 7 > MZ T v a3 ThH, 22— —»
T AR KOS N— IV EAERR LTV D84, AnyConnect 7 74 7 2k Jb— U3 S
FHEA,

e Windows Vista D&, 774 T 7 +—/L L—LIMERK SN D & . Windows Vista Tl —
FNEEOFRMN D o~ X OCFHE L CRER SN ET, A— FEPEIE, &K T 300
A—FTT (1~300, 5000~ 53007c&) . F&5&E LFHN 300 R — N &2 5551%
RBD 300 R— MK L TORT 7 A4 T 74 —)L b— Rl I ET,

¢« 77 AT U —/bP—E AN AnyConnect 7 7 A 7 M IZK VB EINDZLE RN HD (v
AT BT X0 HEIHIZBIAE &S N 72\) Windows =— 5 — (%, VPN $5#t O W FF [ 23 Kig
Li—%x_éi}%/\ﬁ\ V) i—a—o
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DSLFUR T7A4T 94—k BVPN TOE—HL 734 2 HK— roamit [

*Mac 2 B2 — & D4, AnyConnect 7 74 7 > b Tlid, ASA CHEH S NEF L FT
e CA— @A SN ET, 7 — UL b—Ld T %I D LI LT EEN,

e —RKNX—=F 4 77 AT U+ — VDA, AnyConnect 7 7 A 72 8 77 AT T4 —)L &
P —=RKR=FT 4 T AT U4+ —NOM S THAINTND NG T4 I FATDNT T 1
7 DOFHEIETEEF, AnyConnect 7 74 7> b THA SN TWBEED N T 7 4 v I X
ATPY—RKNN—=T 4 T7 AT T4 —NTT Ry INIGE, TOEATDODRNTT v
JIX7 74T R T ay 7 ENET,

O—AIL TY B8 EFHYR— T BE=HDISAT7o R IT7A4T7 04— ILOER

ASA 1T, ASA N— 3 2 83(1) LIER L TVASDM /S —2 5 > 6.3(1) A& T, AnyConnect 7 7
ATV RN T77AT7 U —NREEYFR—NLET, ZOWHTE, va—AV TV Z~DT 7
TANRHFRENDEICTTAT VN 77 AT U —NVEFRET DHI7E, BLU VPN D
KBFIZ T 7 AT 04— NEFERTHEI 2947 T a7 7 A VERET DHHEIZONT
AL ET,

D95A4F72 0 T74T7 04— ILDFIREE

IFGAT VN TFAT 4 —EBHEHLTa—5/L LAN 7 7 ¥ 2 &2 HIR4 2 BE81213m ol
FREFIEA B S ET,
s denyipanyany 77 A X— hL— VTFFR S VEH A
« OS OHIRFEIC LY | Windows XP NE[TSNTNDHAL E2—FDIITAT U~ 77
ATOA—=NR) =L, HEEFN T 74 v 7L ToORrBEHINET, BEL—ILBX
VT A— VB S E T, 22X, Ipermitipanyany] 72 ED 7 7 A 7 U7 4 —)b
=V NEENET,

» HostScan (B37E D4 Hijl Secure Firewall Posture) <0—&iDY— Ko8—F ¢ T 7 A T U 4 —
ME, 77 AT A=V EEETHAREERSH Y 7,

UIFoFIZ, FELR—FBEOSERN - FOREICIVEEEZZITDLNT 7 4 v 7 DT %
FLOLHLDOTY,

EETAR— EHEAR— bk FHEBERITHNI 74D
71
FEDR— M FEDR— b F FEBIORE

FPHEZIT T9_NT) (T [#FEE-IE 1T (X | BREBLORE
0) 0)

FFEDKR— hE = FPHFE 21T 19T (T | BEOA
0)

FPHE 21T T T (X |FFEDOKR— N EH (5 D H

0)

—ferarz N EE I}
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B /570974794 — LI B VPN TOO—HL 734 R $— FOEMIE

B—AJLENRIIZEE9 5 ACL JL—)L D15l

ACL AnyConnect 7 714 7 > & _Local PrintiX, 7 7A T2 N 77AT U4 —/LEHKE
LT TH7DIC, ASDM {2 CTWEF, Z/b—7 7R U 2 —® [Client Firewall] ™=
ALDRTY w7 Fy FT—7 =L DT ACL 2R 5L, —EITkRD
ACE &0 F T,

% 1: AnyConnect 7 5 4 7 > b_Local Print @ ACL )L—)L

EL:L YERR AR — |7a k0 |EET |FET7 FLR|FEER—F
Jx4RX )L wR— bk

TRTHESG BTk NRT Ny | TTCT | T740N|[EE VAV
7 h

LPD 2] %71 » | TCP =74 |5 515
7 ~

IPP Fia) 7Y | TCP F I x| EE 631
7 }\

AN FEAT 7Y | TCP F 7 | EE 9100
7 ~

mDNS B X7 » |UDP 7 4122400251 [5353
7 I

LLMNR ZEa] %71 » |UDP 7 51 224.0.0252  [5355
7 I

NetBios Ea %71« | TCP F T F N R 137
% ~

NetBios Al X7 1Y v |UDP F 7 F VR 137
7 I

GE)
7 7 4V hOKR— NI 1 ~ 65535 T,

N

GE)  m—AHIRZ AT 5120E, EFRF A ACL /L— b Tallow Any Any] (XL, 7
FA Tk 7r7 7 AND [Local LAN Access] #HEZ AN T2 MERH VY 3,
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VPN O O — A JLENRIY R — + DR E .

VPN @ O— A JLENRIHYR— b DERTE

FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

TR a—V—RNao—h T ZIIHNTEE X929 5120%, F—7 R o— TN
ACL Z1ERLLE9, ASAIZZFDACLEZ VPN 7 I A4 T MIEEFEL, VPN I 7 MEY
FTAT UMD T7 7 AT U —NEEEERLET,

TN—TRY I —"7T, AnyConnect 7 747 > 87 7 AT 74 —/LEHHZLET, [Configuration]
> [Remote Access VPN] > [Network (Client) Access] > [Group Policies] Z#&4R L ¥,

TN—T R o—ZER LT, [Edit)] 227V v 7 LET,

[FEAME%E (Advanced) ]>[AnyConnect” A 7 > N>[7 FA T > b7 57 AT 74—/ (Client
Firewall) | % &R L ET, T4 X—F Xy bT—27 L—IZxHET 5 [Manage] 7 U v 7
L/ i .ﬁ‘o

AR L7z ACE 2% de ACL ZER L ET, ZOACLEZ T TA_X—hk Xy hU—27 L—L L L
TEMLUET,

WO HB) VPNAR Y S —2 20 L, 727 m—A FRY =24 EL TV E5E, VPN
EENEAETD Ea—F—Ia—hL ) V=R T 7 A TEEEA, ZOVFTIUFTEH, 7
077 AV T 4 XD [Preferences (Part 2)] {2 E) L. [Apply last local VPN resource rules] % 4
VT HZELIZE ST, I7 AT U — )V — LV EHEATEET,

VPN O TH— T/31 R Y R— FDEETE

FIE

TH =TS 2P HR— L TRERY MU —7 2R#ET 225G, 70— R o — T
WL ACLEERR L, 7Y — T A A THEHT 2487 FLAOHRBHZEELE T, 5612,
MRV T VPN b7 4 v I BT 21y hT—27 UARELTAF Y v b by
Y MO ACL ZHeE LE7, F7o, VPNIEERHIIIR%ED VPN 2—/L U Y — A JL—/L)3
FHENDEZITAT U N 077 ANERETDHI EHHNETT,

)

GE)

ATy T
ATy T2

ATvT3

INA AZHOWTIE, ACL CTIPVA a7 KL 2% 169.254.0.0. F7-1X IPv6 5657 KL 2%
fe80::/64 L8 E L E T,

AnyConnect 7 74 7 h #FATT a0 Ea—& LEHT 205D H 5 Windows E/3A LT

ASDM . [Group Policy] > [Advanced] > [Split Tunneling] % 3&R L £ 97,

[Network List] 7 4 —/V ROKIZ & 5 [Inherit) F = v 7 AR 7 A% A 712 L, [Manage] &7 U v
7 LET,

[Extended ACL] # 7% 7V v 7 LE9,
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B s —FK0o—. AnyComnect 754 7> k F—DEER

ATvT4
ATy Th

ATvT6
ATy T17

ATvT8
ATvT9
ATy 710
ATFvIN

2T 12
ATy 713

[Add] > [Add ACL] Z IR L E 7, H LW ACL DARTEZfRE L E T,

T—TIVTHLWACL ZiBIR LT, [Add]#27 V v 7 L, EHIZ[AAdACEl %27V v 7 L&
o

[Action] {25 L C [Permit] 7> 3 > RZ U ZER L E T,

A= ) 7 C, IPVA ST KL A% 169.254.0.0, F£721X IPv6 5i5E7T R L A % £e80::/64 &
RELET,

[Service] {Zxf LT IP &=/ L EF,

[OK] %7 Vw7 LET,

[OK]%# 2V w27 LT, ACL ZfRFL £,

WS 7 v—=7" 7K U > —® [Split Tunneling] A > C, AT v 7T TIHELZIP T KL AIZGT
“C [Inherit for the Policy or IPv6 Policy] = v 7 7R v 7 A% #4712 LT, [Exclude Network List
Below] Z %R L £9°, [Network List] T. B L7 ACL Z3#R L £,

[OK] %27 Uvy 27 LET,
A (Apply) 1227 VU7 LET,

RE S IL— TR > —. AnyConnect 7 S A4 7> b F—DEER

ASA LD ATV ERF—ZFMAERL, BEFX— LR 7 MO THRITT—2 g 7§
HEXIT, F—FERR I = a URETESN, BOEX 2 U T o ik inET,
NE T N—TRY 2 —0 [EERE (Advanced) ]>[AnyConnect 77 7 A 7 > h]>[F— DA
% (Key Regeneration) |3A > Tlid, ¥F—FAERD T A —FE2RELET,

* [Renegotiation Interval] : & v ¥ a VOB L X —DFAERNFEITIND T TOHHE 1
~ 10080 (1M OFPHCTHRET HI2IL, [Unlimited] F = v 7 Ry 7 2% 4712 LET,

» [Renegotiation Method] : [Inherit] &= v 7 Ry 7 A% 472 LC, T 74/ DT NL—T
RY =3 R dvo—2a VERERELET, F—HERET 4 E—71IZ
T HITIE, [Nonel 7> a v REUZBIRL, F—FARKRRHTH LW b RV E LS
HIZiE. [SSL] £721% [New Tunnel] &7 a3 > RZ U ZBIR L 7,

N

() [Renegotiation Method] % [SSL] & 7= 1% [New Tunnel] [ZEXET 5 &,
F—FAEMREICSSLEAR T — g UMThRT, 2 94T v
23— E AR TR b o RV BT 5 2 EDMEE S NLE
7", anyconnect ssl rekey 2~ > ROJEREICONTIL, a~v KU
77 L AEBRLTIIZEN,

RERS IL— TR > —_ AnyConnect 7 SA4 7> k. Tv FET7#HRH

Dead Peer Detection (DPD) Ik V. V7 DISENR S BN R L TW A A IZIE. ASA
(TF—=bo=A) 72037 747 MAICHRRRICHRETE $9, 7 v RETHE (DPD) =4
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RES IL— TR < —, AnyConnect 7 S A 7> k., Tv FET7HH .

L. AnyConnect 7 74 7 2 K £721X ASA 7 — NV = A 73 DPD %34T 24 2R ET
HIZiE. UTOFIEZFEITLET,

48 HHEIIZ

« ZOFEREIZ. ASAZ— R =1 & AnyConnect 7 7 A 7 > SSLVPN 7 7 A 7 > hE DO
FEOAIZHA SvE T, DPD 1L, HLOIAZNFF A N7 EHEFLEE [ -5 < 728, IPsec
CIEPFHTE EEA,

e DTLS # A % —7 /L2t % & . DeadPeer Detection (DPD) &A1 %—7/LIic72 0 4, DPD
WXV, R LZEDTLSH#EH D TLS ~D 7  — /X T I3, 2 —T 272 £3, FLU
NOGE, BRITKETLET,

« ASA TDPD BNAZNZ /2> T 5 & &, Optimal MTU (OMTU) #REAERA+2 &, 77
AT 2 FIDTLS X7y hEIEFIZHET Z ENTELRKRKDOT Y RiRA > s MTU % />
FHZENTEET, RRAMIU £TRT 4 7 ENTDPD Xy hEEETLHZ LI
XoT, OMTU 23 LFET, M r—FROELWTa—%~y K=V RNLEETD
&L MTU A ARZITANLNET, T AN >T28E, MTUIZ/MS < &,
7u R AL THFASINTWDLE/NDIMTIUICELRET A E T, MUVIRL T —7RNEEFEINE
7T

FIE

2T 1 HO I LV—7 R o —IZBEH L ET,

* [(%7& (Configuration) |>[VE— K7 7 AVPN (Remote Access VPN) |>[F v N T —7~
(747> 727+&A (Network (Client) Access) |>[Z /V—77KR YU 2 — (Group
Policies) ] DIEIZBEI L, HIDO 7 L—7 RV —ZBM (B (Add) 1) F7-iEmE
([fREE (Edit) 1) L. [F£#IFZE (Advanced) ]>[AnyConnect 7 7 A 7> h]>[F v FE
7 it (Dead Peer Detection) ]34 > & Bl & £9°,

 FRIFEO L~V =R U > —ICHET HI2IE, [(XE (Configuration) ]>[7 /3 A AEHL
(Device Management) |>[—%—/AAA (Users/AAA) |>[2—H—T > kb (User
Accounts) | IZBEI L, BMO=Z—YF =T 7 N&BM (B (Add) ) F72idmE
([ (Edit) 1) L. [VPNARY > — (VPNPolicy) ]>[AnyConnect” 74 7 > N>[T v
RFe7#iH (Dead Peer Detection) ]934 v ZBI& £,

RATYT2 F= U= A OBRNEBRELET,

DPDA X2 VT4 T T ITAT VA (F—=hr UxA) IZLoTETT AR EEZEET AITIL,
[Disable] F= v 7Ry 7 A% A7 LET, ¥X2 VT4 T7T7A47 AN DPD 23473 %
MEZ 30 % (T 74/ 1) 225 3600 PO TA LET, fH300 BHEEINE T,

ATFYT3 75447 MIOKBHEAERELET,

| —ferarz N EE I}



— iz VPN B |

B mss—Tkuo— 95472 FLRE—2 LD AnyConnect 5 5 7> k HRATA X

DPD% 7 547 v MRFATTHZ L #FRET DI, [Disable] F = v/ Ry 7 A4 7|2 LE

—;_‘O

JF7AT 2 NP DPD ZFEITTAHMEE 30 (T 74 b) M5 3600 RO TATIL

E9, 30 HEESNET,

RAEBITIN—TR)—, 954F7 2 LRAKR—42)L®D AnyConnect 7 54 7> k h XA

E4 V.S

W 7 —7 R > —o [FflEEE (Advanced) 1> [AnyConnect 7 7 A 7 2 N> [ AKX~ A
A (Customization) ] XA ' Tlix, FNV—THRIV—DI FTA T NVAR—=Z LDl A
R—TEHNAB A ATEET,

N

[R—HNDJ1 AH~<A X (Portal Customization) ] : [AnyConnect 27 7 7 > /SSL VPN]
R B NR—=ICHEHTE AL~ AP = a VEBIR L ET, FHETREFHLDR—Z )L
NABZRA =2 ar 727 NaBIRT D0, T 74V 8 =7 R —
TERINTWVWDIUWAI A= a 2T AND LN TEET, 7740 M
DfltCustomization T3,

* [Manage] : [Configure GUI Customization object]s # f 7 2 7R v 7 ANREET, ZD
HATaTRy 7 ATlE, WAZSA T =2 a0 3727 FoBIN. k. B,
AR —b, FHEFZIAR—- b EHRETEET,

[Homepage URL|(A 7> 3 ») : Z—7 R v—ICBEfH I oniza—F—Dr 747
MR R—=F NIRRT HAR—L =YD URL #E LE T, http:// £ 721% https:// DU
TN THEDLA N VTIZTDRMERHY 3, BRI TDE, 7 I9A4T PR
=PI T IZZDON—=UNERRENET, VPN ERDNEFICHLSNLD &,
AnyConnect 7 74 7 MZE S TT 74/ D Web 7 7 73BN 41, Z @ URL 28
FRINET,

G

AnyConnect 7 74 7 > M &, Linux 77 > ;7 4+ —A Android
FENA T INA AL BIO Apple i0S E/SXA VT SA A TZD
74— REBIEPR—FLTOVERA, RESNLTHDIHE,
Z 5D AnyConnect 7 7 A 7 MIBER S E T,

[Use Smart Tunnel for Homepage] : 7~ — Mk & H 4 500 0 TR —Z iz 2 X
~v—k bRV EERLET,

[Access Deny Message] : 77 B AZ G T 52— —IZRKRT DA v =V HERT DI
X, 27 4=V RIZASLET,

RES IL— TR —D AnyConnect 7 S A 7> FH R B LEMHDETE

N7 N—7 KU —0 [FEMEEE (Advanced) ]>[AnyConnect 7 T4 7 > N >[F A X LR
P (Custom Attributes) ]34 E, ZOR YU —IZHHAEED L TOHNTWD I AX LAEPEE R
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FIE

ATy

ATy T2
ATvT3

ATvT4
ATy T5

RERS IL— TR & —@ AnyConnect ¥ S A 7> FH A Z LBHDHRTE .

LET, ZOFATal Ry 7 ATIE, T TICERFLADHAZ L@EMNE ZORY o— |
150, WAZLBHEEZEZRLTZORY —ICBEfT L2 N TEET,

1 A5 NJEMEIX AnyConnect 7 74 7 2 MIEE S, 7 v 77 L— ROEH 72 & O RE A 5%
ETHEDIHEHINET, ZAXLBMECIIY A T AR EOERHY £3, FTRED
A THEFRLILIE, ZOZA TOLARIMTE DA 1 DL EERTE £, BBl L THRE
T LHEE DAL NEHEOFEMIZOWTIEL, LTS AnyConnect 7 7 A4 72 U U —2X
@ [Cisco AnyConnect Secure Mobility Client Administrator Guide] # &R L T 7230y,

T AL KA@ML, [RE (Configuration) ]>[V E— K7 27 & A VPN (Remote Access VPN) ]>
[ry NU—2 (54T ) 727 A (Network (Client) Access) ]>[FEAlIEXE (Advanced) ]
>[AnyConnect 77 7 A 7 > N 3 A% LJgEME (Custom Attributes) ] 35 & OV [AnyConnect 7 7 A 7
v b AL LEM4 (Custom Attribute Names) | THANCEFRT DI EHTEXET, FaCE
BLEIAZLBML, A4 T30 7 778 ARI =T N0—TF KU o —OM M S
ET,

ZOFMEEZEH LT, AAZ L@ BMEITHE L ET, REFHDON A Z LEME4 kR
FTHZLHTEETN, BOIZA—TRY —ICBEEMT STV D 5E 1 3RE £ 72 3HIBR T
S FEE A,

[E%% (Configuration) ]1>[')E— k7% £AVPN (RemoteAccessVPN) |> [y kT—%H

(95472 k) 7UEX (Network (Client) Access) >[4 IL— TR 1) — (Group Policies) |>

[EBr/fRE (Add/Edit) |>[E##E%%E (Advanced) ]> [AnyConnect 7 7 A 7 ] >[ARA L

Bt (Custom Attributes) [\ZB®E) L 97,

[Add] %7 U w2 L T [Create Custom Attribute] ~1( > Bl & £,

Ry 7Zy o UANPLHRANCERSNTCBIEY A T2 RIRT 50, ROFIREZIATL TR

P A T o E LET,

a) [EH (Manage) |27 U7 L., [BAZLEMNSY A 7 DOF%E (Configure Custom Attribute
Types) 1A > CLEM (Add) 122U vr7 LET,

b) [HAX LEMEZ A 7 DVER (Create Custom Attribute Type) ]34 > T, HLWEMD [#
A7 (Type) ] & [#H] (Description) | ZASILET, EHHLD7 4 —/L RHEMHEHAT
D

¢ [OK1ZZ7 Uy 7 LTZDONA %ML, 9 —E[OK] 227V v7 LT, HrILIELRLE
AL DEMED Z A T 2R L E T,

[MEDEER (Select Value) ] 23R L 97,

[MEDER (Selectvalue) | Ky 7F 7 U A M OEFNIEE SN A HIT & OFEZERT

L0, WOTFNAZEFAT L TH LWARI O Z%E L £ 7,

a) [&H (Manage) 1 %#7 VU v 7 L, [BAX LEMOKE (Configure Custom Attributes) ]2
A ThEEM (AdD) 1227 Vv 7 LET,

b) [ A X LJEM4 DOVERL (Create Custom Attribute Name) ]34 > T, AICER F/-I1T5RE L
TEMEZ A 72 @IRL, T LWRMED (4487 (Name) ] & [fE (Value) 12 A LET, &
HHDT =)V R MHEA T,
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B rsec kev) s547 roRBIL—T Ky —

<)

EZEMT 52, BN (Add) 127 Vv 7 LTEEAJIL, [OK]Z27 Y27 LET,

1% 420 XFHMZCTER D A, ERZORIZBZ2561E, BN T oY
HAOBEOEZBIMLET, BREMEIL AnyConnect 7 F 4 7 > b I1Z5E S5 B HERE <
ET,

[OK]Z27 Vw27 LTZOXAL %ML, 9 —FE[OK]Z 27 Yy 7 LT, ZOREDHL
TEFR L4 & DAL £,

ATV T6 [ AZLEMEDIER (Create Custom Attribute) ] ~2A > T[OK] Z 27V v 7 L%,

IPsec (IKEv1) 25472 ORI IL—T R o —
RES IL—TF K1Y —. IPsec (IKEV1) 9S54 7> FO—BEM

[Configuration] > [Remote Access] > [Network (Client) Access]> [Group Policies] > [Advanced] >
[IPsec (IKEv1) Client] T, [Add or Edit Group Policy]>[IPsec] ¥ 7 B /R 7 AZMHHT D &
BMETERT D7 V=T R =D RV 7 Ta bal, T40F, e, —
N—ZfRETEET,

* [Re-Authentication on IKE Re-key] : [Inherit] &= v 7 R v 7 AN A7 ThH H5E1Z, IKE
X —OHERMTONT & EOHRBIEEA X —TNVEIET 1 E—T7 M LET, 22—
Y=, 30BLUNICZ VT oy vE AT 208N DY £, o, K20 TSANR
WIRRGINIZ72D . PR TTHETOMIZ, 3BETANERFRITTEET,

* [Allow entry of authentication credentials until SA expires] : FXEHFH SA DIEKNT A 7 X A L
ECT, 22— —FRFEZ LT v v v L E ZOEBHTEANTEET,

* [IP Compression] : [Inherit] = v 7 7R v 7 AN A7 T H 85412, IP Compression & 1 F—
TNERIFT 4 =T M LET,

» [Perfect Forward Secrecy] : [Inherit] = v 7 &R v 7 ANF 7 THHHAIT. BREREIE
(PFS) A 3 —TNEIET 4 =T NI LET, PFSIE, $FED IPsec SA DX — 3
D=7 by b (OF—72E) PHEHINTCHEDOTRNWI EARFELET, 2F D,
PFSTiX, MBENHLF—%2 BB L TH, ZIhboF—28HT5Z LIXTE RN
ZEPMMREREESNVE T, PFS 3 A R — T T2 o TR WEEA T, IKE SA OFAE F— 3%
WEhd &, ZOREEFIL, IPsec DT X TOR#ET — X% at— L, IKESAD—7
Ly hOAZHA LT, TOIKESAICE > TiRE SN IPsec SA DX = U T 4 %12
TIENTEDLEHNEINET, PFSEMEHT L L, WEENIKE #2420 LT, HEE
IPsec |27 7 B ATXEH A, TOHA, BWEFITH IPsec SA ZHBIIZ 2L T 5 BN
HoE9,

s [Store Passwordon ClientSystem] : 7 7 A 7> b Y AT A TO/NRRAT — ROREE A 2—7
NEZFT =T M LET,
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WS IL—F K S~ IPsec (KEv) 547> ba7 212 L—Lizo0T [

A

GE) NRTU—FKE2753A4T7 2 N AT ATHRET SR L, BENTE

X274 URAIBBELET,

* [IPsec over UDP] : IPsec over UDP O % A R —T NV E /21T 4 B—7MIZLET,
* [IPsec over UDP Port] : IPsec over UDP Cfi 4% UDP " — h & fEE L £,

* [Tunnel Group Lock] : [Inherit] = v 7 78 v 7 A £ 7213/l [None] 2EIR S LTV 72 WIGHE
W2 BRLEE PRV I —T%my 7 LET,

* [IPsec Backup Servers] : [Server Configuration] 7 4 —/V N & [Server IP Addresses] 7+ —/L R
BT 7T 47 LET, ZHUCE T, ThbDEDHMA S WA ITEM T % UDP
Ny 7T o7 == FETEET,

* [Server Configuration] : IPsec /N 7 7w 7 B —"— L UTHEHT 50— —5ES
varik—EFRRLET, HTE 547 3 1E, [Keep Client Configuration] (7
7 4V ) | [Use Backup Servers Below], 5 & O [Clear Client Configuration] C9°,

* [Server Addresses (space delimited) ]: IPsec /N 7 7 v 7 H— =D 1P 7 KL A% f5
ELET, ZDT 14—/ R, [Server Configuration] TiZ&fR L 723 Use Backup Servers
Below Th 55 A2 EHTE £,

RETIL—T R —dD IPsec (IKEV1)) 9S5A T2 rDT7 IR JIL—ILIZDWNT

DA TaZRy 7 AD [Client Access Rules] 7—7 WiZlx, 7947 N T I7&8X Lv—)b
BB ECTERTEET, 79T M TI7BAN—=NEIBINTSEXITFKRDOT 4 —
ERELET,

« [Priority] : Z D JL— L OHEESEIEN 238K L 5,
* [Action] : ZD/L—)UIEESNWTT 7 ¥ AEFFA £ 72 13EE L £,

* [VPN Client Type] : Z DN — Vv %#HTDHVPNZ AT bOXAT (VY7 =T £
FIN—FRo=7) ZHELET, Y7 VT 77472 bOBEEIE, T O Windows
7747 NEREY Ty MEHBREAOT XA N THELET,

* [VPNClient Version] : ZD/V— /L ZEHTHVPN I T4 T hONR—=T g VEIBELET
R ., ZOHTHIZE, ZOI7TAT Y MIEHEIND Y 7 b =T 37 7—
AU =2T AA=VOH <KD VA MPREENET, =2 FVIFHHRBXOTF 2 K
T, *F9_RToONN—TV g —HLET,

D9SATUOMT7IOERRIL—ILDESE

=V EEFR LW S . ASATTRCORRS A 7E2HF T LET, 2720, 2—%—Nn
TI7FHNE TN—T R U —ICHFET D= N EETIGERNH Y £,
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B s —F Ky s— IPsec (KEVI) 95472 bDISATU b T7 AT I4—1L

« ITAT Y FRNTIHDONL— T —F LRSS . ASA T2 A LET, HEL—
NEEZRTDHHEIL. FAL— Vb 12U EERTAILERH Y £, FrAL—ILEER
L72aWn e ASA T R TOERAHELR LET,

FLFIXTAN R —RTT, VAN RI— REHENL— VLV THEEEIANT L2 LR TEE
ﬁqo

o JL—/L &y FARRIZKR L T 255 SCFEOHIENRH D £97,

I ITAT U NDEATERIIN=TVay (BOHWIEIEFOMY) XELRNT TAT b
IZiX, nflaz A1 CcEFET,

RESTIL—T R —, IPsec (IKEV1) 954 T bDISATU N T7ATo4—I

[Add or Edit Group Policy] @ [Client Firewall] %4 A 7 2 7R v 7 AT, IBMEITEHE T L7
N—T R —IZH LTCVPN I TA T U hDT 7 AT T+ — ViR EEITHI ZENTEET,

INHDOT7 7 AT U4+ —NKEREE M H T 5 DlE, Microsoft Windows b TEj{E L T % VPN
74T NETTT, BUE, N—RU =7 7 T47 v MERIE (Windows LISL) oY 7

ho=T7 72747 FTE, ZTRHOHKREIMFEH T EEA,

VPNZ S5A T ML TASAICESE L TWA Y FT— b o—Y—%, @77 AT 74—
NV F T a o EEIRTEET,

YOV ATEH, VE— 2=V —DPC LIZRX—=YF NV T 7 AT T —IVIRNA A F—
NENTWET, VPNZ TA T ME, 0—HL 77 AT U4 — L TERINTWET 7 A
TUA—NR)—%BEH L, ZOT7 7 AT U4 —ABETINTND I L EHERTHDIC
F=H—LET, 77 AT U= VOETHEIET S E, VPN 7 T4 7 2 MME ASA ~D#fE
FRoy 7 LET (D077 AT U —/LiEH A = X.0E Are You There (AYT) & FEIZH
9, VPNZ 4 7> FBEMIIIC Tareyouthere?] A vt —V%EFETHILICL-TT 7
AT T —IVET=H—FT N5 TT, IENRINRWGEE, VPNZ IA4 T M, 774
T —IVRNE T LTTod) ASA ~DEEEN T LIz @Bk LET, ) *y N — 7 EBE
MINGDOPCT 7 AT U+ —/VEMBIZRET 2HE6bH D T, ZOFEEZHEHTIUI,
=P IEHDOREE AT~ A TEET,

H2DYF VA TIE, VPNZ FA T2 FPCONR—YF I T 7 AT 75— h il 7 »
AT TA—NR) T —%EHAT L ENBIRENDZ LR 9, il e LT, X
TV N bRV TEFEHALTIN—=T DV E—RPC~DA L H—Fy N NTT 4T %
Ty 73T HIERFTFONET, TOFEE FUORADBHLINTODLH, A X —F
MEREDORADS PC ZR#ET 20T, PRI A FORESNET, ZOT77 AT U4+ —LD
U AL, v a K'Y r—F 721 Central Protection Policy (CPP) & FEFILET, ASA T
X, VPNZ A4 7 MZEHT2 N7 740 v 7B L—A Oy MEfFRk L, Zhbo—1
T A NVAIEEMIT T, EOTANZ T 7 AT UF— /R —L LTHELET, ASA
XZDORY > —% VPN FA T NETEELET, D%, VPNZ 747 2 MIKRY v—
EO—H)V Ty AT U —MIEL, T TR —n#EH I ET,

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Poalicies] > [Advanced] >
[IPsec (IKEv1) Client] > [Client Firewall]
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W& IL—F K S—. IPsec (KEV) 45472 tDo547 bk 77479+—1 ||

J4—JL K

A

[Inherit] : 7 V—7" RV T —=NBT T4V s T N—T K)o =T IFAT L NDODT 74T
A —NAEEERSETAMNE I DERDET, ZOFT v a LT T4V MRETT, &
ETHE, ZOXATRITRy I ATHDHIEY ODRMENRZOREICL> T EEXIN, 4
RIS 7 L—FRoRIZ D £,

[Client Firewall Attributes] : (RSN TV AHIEA) FEINTNWDLI 77 A T U+ —ILDH
ATRT7 7 AT UA—NRKRY) =T JIAT L NO7 7 AT Ur—VEMEERELE
j‘o

[Firewall Setting] : 7 7 A 7 7 4 —ABFIET HNE I 0E—BERRLET, HET H5HE
WX, FDT7 7 AT U —IVBUENE TV a b anLET, [NoFirewall] (57 41
R ZBIRTDHE, ZOFA TRy 7 ATHLEY DT 4 —L Rix, WFnbL 7
TATERVETA, ZOTN—TDa—Y—2T 747 U+ —/LTIR#ET 251X
[Firewall Required] & 721 [Firewall Optional] % i€ % 3R L £,

[Firewall Required] 28R L 7= HA0%,. 2O —FOa—F—L2ENEESNZT7 74T
TA—NVEERTOIMNERDY T, BESNTEZY R — IR0 T 7 A4 T 74— N1 v
AR =L ENTELT, FTENTWARWEA, ASAITERZRIT LIty v a v i T
TReyZLET, ZOHA. ASAIX, 77 AT U4 —LRENP—ELRWNI &% VPN
7747 MZEmLET,

GE)

IN—TTT 7 AT UF—VEVBEICTAHAEEICIT. DT L—
7IZ Windows VPN 27 7 A4 7 NUSND V7 T A4 T > NBHFIEL 7
W EEHBERLTLLESY, IV—THNHOZDOMD I Z 47 b
(7747 b F— KD ASAS5505 Z&Te) I T £ A,

ZDITN—TNZ, T 7 AT U IHIE L TNRWNWY F— b 2—HF =N 554
I%. [Firewall Optional] % 4R L %9, Firewall Optional sX EZHHT 25 &, Z—THNOD
TARTCOZ—PF =R TEDL LRV ET, 77 AT U+ —MIZxE L TWNDH 2 —
P—lE, 77 AT U —NVEMATEET, 7747 U+ —R L THRT 22 —H—I
X, BEA Y E—URERINET, TOREL. —HO—F—RNT 7 AT U — /L%
PHR—FLTEY, thOZ2—F—=BHR— L TWRWITL—T 2B T 5 & EITHILH
F9, L Z2E BITEFPOINL—T T, —EHOANET 7 AT U — VKRR R E
L. BlOZ2—F—ZFZHEL TRV ERH Y 7,

[Firewall Type] : v A2 GO X —DT7 7 A4 T U4 — N —EFRRLET,
[Custom Firewall] #8&4R 92 &, [CustomFirewall] D FD 7 4 —/LV RNT 7T 4 712730 F
T HRELIET 7 AT U= AR, HHTEL7 74T U4 — R =L TS
ERHYFET, FELTLT AT VA= MIED, Y R—= R ENDT 7 AT VA —I/L R
Vo—FTarPikED 7,

[CustomFirewall] : WAZ LT 7 A4 T 04— /LD X —ID, ®EID, B X O EHEE
Liﬁ‘o
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B s —F Ky s— IPsec (KEVI) 95472 bDISATU b T7 AT I4—1L

«[VendorID] : 2D N—TF R L —=DHAZ N T 7 AT 74 —LDR X —ZIEE
L/ijqo

¢ [ProductID] : 2D 7 N—TF RV —HIZRKETDHAZ L T 74T U4 —/LORL
BETFTET AR ERELET,

o [Description] : ((EE) WAL T 7 AT U d—MIOWTHBALET,

s [Firewall Policy] : # AKX L 77 A T U4 — )V R —DXAT LV —RAERELET,

* [Policy defined by remote firewall (AYT)] : 77 A 7 U4 — VKRV o —%UE— K 77
AT 74—/ (Are YouThere) (2K > TEFKT 5 L I ITHEEL £7, Policy defined by
remote firewall (AYT) (X, ZDIZNV—7DYFT—h 22— —DT7 7 A4 T 7 4 —ILI,
FEHDOPCIAFET HZEHBERLCWET, ZOR—IV 77 AT U4 —/LP,
VPN ATV M7 AT U4 — ) RY —2ilALET, ASAIL, HEI N
T7AT TH=NNA A= EN, FATLTWDERICDOHR, ZOTNV—TD0
VPNZ FA TV FPEERTEDL L DICLET, HESNET 7 A4 7 U+ —ARFETS
NTWRWEE, BT L 3, BT 5L, VPN IA4 T vinT7 74
TUA—NEIOMILICR=V T LT, DT 7 AT U4 —ARFETINTND
CEEMERLET, 77AT VA= VDOETHEILT L E VPN T4 T 2 Mdk
varaefk T LET,

[Policy pushed (CPP)] : RV v —NET BT v a2 Snd X HIHEELET, 204
7va v ERIRT 554 1%, [Inbound Traffic Policy] 3 & OF [Outbound Traffic Policy] Y
A k& [Manage]l R¥ 3T 7T 4 712720 £9, ASA IX. [Policy Pushed (CPP)] K
0y FE T YA RNTERINTETANZICESTERIND N T 7 4 v 7 EHL—
N, ZOTNV—TFDVPNIZ FA T MIERALET, A=a—TERTE DI,
TI7HNVE T4 NEEEDT, ZOASA TERINLTND T 4 /LZTT, ASANZ
NHEDON—NE VPN I TAT VML vadTbHI EICERELTLLEEN, ASA T
T2 VPN 7 AT M LTI DA —VEER L TERT HMENH D F
T, 72 ZE Ting & Tout) IZFNEI, VPN FA TV MIEETDH NI 7 14w
7L VPN IAT VIO RIEESNDH T T 427 TH, VPNZ FA4 T MIr—
HANVT AT IA—VbbOEE, ASANSL T vy ad&hizR) —idua—hL 7y
AT T —VORY —LEHELTHELET, WINIrO7 74T 74 —LD/L—
NTTBR YT INTRTORry R Rey7SnEd,

[Inbound Traffic Policy] : %515 F 7 7 4 v 7 ICH L THEATE L vy v a R v—%—
BERRLET,

[Outbound Traffic Policy] : & 7 7 4 v 71T L THEHATE L vy v a R v —%
—BRRLET,

+ [Manage] : [ACL Manager] ¥ 4 7 0 7Ry 7 A& FRLET, ZOXAT TRy
AT, 77Aarbu—L JXL (ACL) Z&ETEET,
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W& IL—F Ko —. IPsec (KEV) On—Foz7 5547 rEE

REBTIL—TF K1) >—_ IPsec (IKEV1) D/N—FHxT7 95472 REHY

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] > [Advanced] > [IPsec
(IKEv1) Client] > [Hardware Client] %1 7 17 778 »» 7 A C, Easy VPN Remote 77 7 A 7 > NIk
BENdI7N—7 R —@lEELsE LET, ASAIZEKT D Easy VPN O ¥R — k OFEMIZD
WTIX, Easy VPNOEAZ S L T 7EE WY,

\)

GE)  VPN3002 N—Kv=7 7747  MIMHAEEKRHAT, VY FR—F23KTLTHET,

s [Inherit] : (EA v AX LV R) FHET DEEED., T OHRITH S BPIRI72FHE TIlE7e <,
?7%»%7wH7ﬁUVa#%ﬁ%ﬁﬁ¢5_&%Tbi¢o:ﬂm\:@ﬁ%?m
TRy 7 ADBHTXTOT 7 /L FREIR Y F17,

[Require Interactive Client Authentication] : f > X 7 77 47 77 A4 7 > FiRiEDOER % A
X—=TNELEZT A4 =T M LET, TONRTA—=FIITFT 73V FTET 4 =7
o TWET,

TAE=TNMZTDHE N—RT =T I 74TV MIBRFEENTWNDZ LT VU X LR
FEIZfERHENET, 2 LT vy MBI TR WAL, N—RU =T 2947
MAFENCTEIELE T, RESNTWDEI LT Uy VETIIANEINTZI LT v v b
DAENLGA T, N RABHELSNET,

DX T varEAR—TNITBEE, 7TIA4T Y MZa—F—4 LA T— RPMRES
ITWBENE I MIZTERZR S, P RADBBBENDT-CVICN— KT =T 7747 MZ
KLU TCPFE T2 ENAT = RERGET D L ICERTHZLICLH-T, X2V
TANELESNET, ANMLEZ LT oy ARENRGAIE. PRIV SV E
77

X7 2oy FRRETIR, N— R =T 7347 bMERTAER T e T 7 AL
ﬂLTMpﬁ~A~7w~7# RESNTVWDOMENRHY T, 774 ~UASATEFx=
7 2=y FERERRERGEIX, EONRY 7T v = R"—ilb X 2T 2= v MEGE
HRETHMEND Y 7,

GE)  ZOMWREEZ A X—T NI LTESHAIZ VPN R RV ERESLT B IT
1T, 22— P — PN — %EAXU REANTHHERDY F
TO

[Require Individual User Authentication] : {530 = —H —FBFED TR %2 A 21 —T NV E721XT «
=7 M LET, @Bl —F—FEEL. VPN3002 D7 T A X—hk X hT—7 OFFA]
SNBNZ—F—=RBHRY A NMIT 7 ERATERVWEIIRELETS, ZONRTA—HT
TN ETIET 4 =T N> TVET,

AR ——FREE 2 A 2 — T LB AR, P RANT TIFEEL TN TS, N—F
T ITIAT M eN L TERTAIEL—Y—IL, ASADERICHILXY NT—TIT

| —ferarz N EE I}
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B mss—FKyo— IPsec IKEV) DN—FHz7 25472 LRt

T I BATAEDIZ, Web 7 T AW TEFEH THID R —F—Z L 2T — & AS]
THVENRHY F7,

FRREEAIT 9 1ZiE. 77 U ¥ D [Location] 7 « —/V KE 721F [Address] 7 « —/L KiZ, /~»— K
DT ITAT UV NDTTAR— R A HZ—=T 2 ADIPT RLVAZANTHLEND
VET, 7??%:\A~Pvi77?47V&®nﬁ4yﬁ47mﬁf/7xﬁiﬁ
SET, WRFET DI2iE, [Connect/Login Status] 27 U v 7 LEF, ASA DFHD Y E—
FRy hU— &u77jwa L=V N HYE. £121E. ASA OEHO U E— |
Xy hU—27 FiZHDHWeb VA Fa7 7 UHFTHGE, N—Ru=7 27747 MX
a—W—a A HOEN =27 TV CHREET, ERlCe AT 5E, ux
AN L TWER=U R T ZuFIcR RSN ET,

Z—W—FEENA F—T W5 TWDGRIEL, a~vr RIAf v A v F—T = A&
LCrr Ay TCEEtA, 77UV EMHTILERHY £F, ASADBEHDORY hT—
7 FIZH D WebX—ATIER WY V—R (BFA—N77RE) IZT7 7B RAERREDEEIT
TIUWEMHEH L CERAELZTT 5 £ T, #Elc R L 7,

N —%RRTHIZIE, Hx O —WF—FiEE2 A X—7 NVICTHRLERH D EF, 1 AD
a—H—i%, IR K4y varon sl o237 TEET,

TTA <V ASA T—HP —FRENMERIGAEIL, FORY I T v PP — =l —F—
RAEERETHLER DY £,

[User Authentication Idle Timeout] : =——D X A4 A7 7 "M AR ELET, EX=V
TH4 TTITAT AL, ZOMMICE—F— NTFT7 4 v BZELRWE BEAKT
LET, A L7 0 ML LT, FFEDDEETLITELREIEETEET,

s [Unlimited] : #6232 A 57 7 MR OLRWESITHRELET, 2047 v a i,
TI7ANE TN—T R o—F B EINTND T N—T KU v—i BAE &K
L2k 2 LET,

e [Minutes] : %A A7 7 MM ZSHALCTHEEL £, 1 ~35791394 OBE A H L
%9, 7 74/ M#IZ Unlimited T9,

show uauth 2 > RADIEETRENDT A RV A LT T MME, #IZ Cisco Easy VPN
VE—=RFTNAAD P RN EBAELIe2—YF—DT A NV Z A LT 7 MEIZR YD 7,

[Cisco IP Phone Bypass] : Cisco IP Phone |21 > % 7 7 7 ¢ 7B —H —38iE 7 n& X %
NRANRAEHET (f F3—TN7REA) . T 74/ K TliE. Cisco IP Phone Bypass I35 +
=TTl o TV ET,

IPPhone #5fe 2% > N — 7 RiRE— REFHIT L L, "—RU=T7 759347 b &
RETDHLENLY £,

[LEAP Bypass] : [Require Individual User Authentication] 731 % — 7 /L DA D i &
FT, VAADERT NA ZADHDLEAP /T M, fllx Da2—P—FFET 7k X &N
A NASHET, LEAPBypass I, 7T 74/ N TT 4 B—T il > TWET,

IN=RT =T 7 IAT 2 hOHBAIZNS LEAP 21— — 2%, mEIRRERH Y =4, k
VHIVTHIRAY A N TS ZADHAITH D RADIUS —_—|Z 7 LF v L& EET
B ENTERWED, LEAPRifta 3= — FCEFEHA, P AERHETIZ LTV
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547> rLassLvpNon#EsL—F Ky o— [}

VXN EEEFETERVEBE, BRR Yy NU—7 TRIESNTW W= T, ZoORE
TR D722, LEAP A XA, RO 2 — P —F8FAEDOHIIZ LEAP /3%~  (LEAP
Ry RET) & BRIV THERE L, RADIUS Yr— =~ DR 2 BFECTE D5 K 91T
LET, ZhTk- T, 2—%—i%, Alo—V —f8iEctEirZ &N TEE T,

LEAP Bypass |&, RO T CTHEUNIHREL £7,

* [Require Interactive Client Authentication] 237 4 Z—7 /WZ72>TWD, A X T 7T 4
7 2=y FRAEDA X—T NDOEE, bR E R L TLEAP 7 /3 A AN T &
% X917 HANT, FELEAP () THA ABN—RY =7 7547 2 Naidikd
5%%#%@1?0

* [Require Individual User Authentication] 731 R — 7 /W{l72 > T 5, A F—T /I >
TUN72\ & LEAP Bypass 25 H S vk A,

o BERERBED T 7 2 A IRA M3, Cisco Discovery Protocol (CDP) %34T L T\ %
Cisco Aironet Access Point TH 5 Z &, PCDNIC Z— KiZ, o7 Z o FoO®GTY
MEWVWEFA,

» [Allow Network Extension Mode] : Z D7 NV—T DN~ KU =T7 75347 MIELD Ry b

N

U PR — RO HEZIRELET, ZONRTFTA—XIT 74V Tl 40— 1T
o TWET, Xy NI—FET— KRBT 4 B—T TR >TWAEEE, "—KuxT
II3AT Y MIR—F 7 RLAEBRE— R TASA T AVLERLY 9,

Call Manager (ZEFRD IP 7 RLATREFMWETE 572D, N"— KU =7 7747 MR
IP Phone #fit & ¥ AN — b3 2121%, Ry b U —ZHHRE— RBALE T,

GE)

ZDITN—TDONN—RT=T 77T NeRFRICGRET HME
NHYET, Xy NU—JHEE—REHFEHT LI —F

TxT JIAT YV RREREINTEY, #ficd ASA T* v b
T — YRR — RN T 4 E—T s TWAEES, N— R =
TI7IAT Y MIAM T LR AT L. TRTORITAES
SNET, ZOXIRGE. N—Rv=T 7 I747 2 MI. B
JeD ASAICARERABR AR 20T 5 Z L1220 £9, 28—
RO =7 727347 MR ZOXIICHRFEEINTNSE, X =
VF 4 TI7AT 2 ADOY—E RBMREH BB b E 4,

554 F72RLRSSLVPN DRSS IL—T R o —
RESTIL—TF RYS—, 547> kL X SSLVPN — 3B 14

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies] >
[Add/Edit] > [General]
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B wiss—FKUs— 5547 LR SSLVPN — R i

[Add or Edit Group Policy] ¥4 7 a2 7R v 7 ATiX, BMELBFIELTLHI7LV—F K —D

MoV 7 Fa han, 7408 e, Y—A"—ZEETEET, Z0XAMT e
RNy I ADHKT 4 —)L KT, [Inherit] = v 7Ry 7 AERINT DL, e THHEDHEET
TAN KN TN—T R =D RGTE LT, [Inherit]lZ, ZOX AT TRy 7 ADREMET
RTOT 7 4V METT,

[Add Internal Group Policy] > [General] # 1 7 1 77K v 7 X121, WORBMERERSNET,

«Name] : ZDOTN—TRY O —DARIZRK6ALFTHEELET (AX—XDHEHT) .
Edit BERED Y. T D7 ¢ —/b RIEFAHR Y BEH T,

* [Banner] : B 7 A VR —H—ZX LTERTHNNT—TFRAMNERELET, 20
7o N — DR TR 4000 SCFTT, T 740 MEIZH D FH A,

7L, 7747 RV AR—=Z B XN AnyConnect 7 7 A 7 > N ITERSrH972 HTML %
PAR=FLTWET, NP —RNVE— 2P —THUNCRFEND L DITTDHITIE, &
DA KT A ANPENET,

I TAT U RV A =W —DAEIL, <BR> XV EHEHLET,

* [Tunneling Protocols] : Z D7 /—7MEHTEL b x V7 7 haLziEELET,
=P, BRENTWDE 70 har 2 2 TE £, ROBRENH Y £5,

« [Clientless SSL VPN] : SSL/TLS (2 & 5 VPN Ofifi##5E L£4, Zd VPN TlE, v
TRy =2TRN—=RT=2T D7 FA47T 2 MILERL, Web7 7 U¥F&HH L TASA
ANDEXF2TRIE—NT 7R FURAPHESLENEST, VI 47 ML A SSL
VPN 245 &, HTTPS 4 > Z—x > N A FEFIHTEZ A1 A ETXTo=
Y a—H D, ABRHED Web A b, Web XI5 T 7V r—3 a3 NT/AD 7 7 A )b
HH (WebXhs) . BFA—Ib, BIORFOMDTCP R—A 7 7Y r— g7 8,
MEIANEZEY VY —RHHICT 7 B ATE D517 £77,

*[SSLVPNZ 7 A 7> L (SSL VPN Client) ] : Cisco AnyConnect VPN Client & 721X L %
2 —SSL VPN 7 7 A 7 > b ® AnyConnect VPN £ ¥ = — /L OER ZE L £,
AnyConnect 7 7 A 7 2 b2 L TWA5HEIE, 207 1 bz zER LT MUS 2
PR—= R ENDEHCTHHERDHY T,

o [IPsec IKEvl] : IPEFX = V7T ¢ 7m haji, IPsecidfcbtFxaT727m hare s
NTEY, VPN R RVDIRIFRERRT —FT7 7 F v 42t L9, Site-to-Site (£
T —ET) i, 3L W Cisco VPN 7 7 A4 7> b & LAN B OHEGE D [ )7 C IPsec
IKEvl Z#ffH T £,

s [IPsec IKEV2] : AnyConnect E¥ =7 EE VT 4 7 74T MZEkoTHHR— S
TWET, IKEv2 Zff ] L7z IPsec 24 % AnyConnect 7 7 A 7 > hEf Tl
T T T I TN 24T NI Ty A0 GUIOR—H ) E—Ta

(BIER) & RAH~A+E— 3>, Cisco Secure Desktop. SCEP 7' 1 % 273 & DYLIE
HRE Rt S E 7,

* [L2TP over IPsec] : —#fiD— %) PC ROFE /A )L PC DA RV —T 4 VT VAT A TH
HENDB VPN IA4 T bEFEHAL TS Y £ — k —H—{%, L2TP over IPSec |
FoT, X7V I PRy NU—IRBRATEX 2T 4 T T IATVART T A _—
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A

W IL—F Ky v—, 5547 kL ssLveN —El [

%ﬁ%*yFU%?A@?#;?&%&%%&T%&?}LHP@\?%&wkyi
Y272 PPPover UDP (AR— bk 1701) 2 LET, EX=2V 74 T7I9A4T R
1%, IPsec Rt E— NAIICERET HDHLELRH D £,

« [Web ACL] : (ClientlessSSLVPN 8f) ~T7 7 4 w727 4 NZ ) 7T D881F, R

Oy ATy DA RNNLETZ7EA a3y ha—L AR~ (ACL) BN LUET, BINT S
AN ACL ZF&Kx, 2%, BN, EFLEHIRT 2546815, U X NORIZH 5 [Manage] % 7
Vw27 LET,

* [AccessHours] : ZD2—H—(ZJi@f SNABMAFEOT 7 & AEEMAR Y =0 H 558132 D

HTEBIRT 5700, ERIEH LT 7 B ABBRY o —2 Bk LEd, T 741 M
[Inherit] T9°, F7z. [Inherit] T = v 7 7R v 7 ANA T OG5 DT 7 4V N [--Unrestricted--]
TV, R A 7V =7 NERREITBEMNT 5121E, U A FOB{IZH % [Manage] %
70w LET,

« [Simultaneous Logins] : = D —W —(ZFFa[ T B[R0 74 v O REERELET, 7

74N MEIZ3TY, R/MEIZOT, ZOBER A UNEIRY, a—YF—T kX
EEEIELET,

GE)

A

BREOHIREILDH U EHADD, HEORNEGOHFAINEX 2V
TADIKRTERE, N7 —<v R IEEEZRETEENLRHY
*9,

* [Restrict Accessto VLAN] : (A7 >3 >) [VLAN<=v B> 7] LEHMENET, D

FGA=HIZED, ZOTN—F R —NEHIND Yy a o OHJ] VLAN A & —
T ARAEEELET, ASAIX., 2O NA—TDTRTORNT 7 4 v 7 HEEINE
VLAN ([Z#t LEd, ZOBEMEEZHH L TVLAN 270 —7 R —ZE Y, 77
TR ar b= EH{FELET, ZOBMICHEEZEIY Y THHEIL, ACL ZH LT
Yo alrDONTI T4 I T ANE Y TTHREORBELEETT, Kry XXyl
A NMZIE, 77 4/ ME (Unrestricted) OfftiZ, 2 ASA TiXE 4L TV 5 VLAN 721F
NERRINET,

GE)

Z OEEREIT. HTTP 55 OB ICITER TT A, FTP 38 L O CIFS
R CIMFEHTEERA,

» [Connection Profile (Tunnel Group) Lock] : = D/3T7 A —H 3% & @IS iz 7

a7y AN (b3 IV —7) 42 VPN T 7 ADOLEFTR L, BlOBER 7 7
ANEHERTHT 78 AZBBETEET, 7 7 4L hOMIAEIL [None] T,

* Maximum Connect Time : [Inherit] = > 7 7R v 7 ANRA 71272 > TV DEE, ZTD/NT A—

H TR — W —HEe ] & 0 AL TR E L £ 7
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B rss—THRus— 55470 FLRSSLVPN 75 £2 K—4 L

T CHRE LR SRER T D & AT AT %Tbiﬁ e/ M B KA
1535791394 43 T4, HIFR72 L OHER ] 2 3 7] 45 12 ummma%ﬁ/ Li#(
TR

Idle Timeout : [Inherit] = v 7 7R v 7 A& A 72 LT=hG. ZO/RT A—XTT A KILVE
% s B Cak e LET

ZOWIMICERE CIBET 77 4 ET 4 WNRWEA, SRR T LET, R/ 5
BRERRIZ 10080 43 TH Y . F 7 /0 MI 30 40 T, B 2 EHIRICT 5121
[Unlimited] 4 12 L £ 7,

Maximum Connection Time Alert Interval : = —% — (2 A v —TU 2 FRT D, KRR
\ZEET D F CTORFRM R,

[Inherit] = v 7 7R v 7 A% A4 712 LizFA, [Default] F = v 778 v 7 ZZEEIMIC
IRV ET, ZICEY, By ary 7TI7— FEENI0SICERESINET, ﬁbwﬁ%
FeET 28%A1%, [Default] #4712, 1 ~3050kyiar 77— MUlgAEEECL %

j—O

» Idle Timeout AlertInterval : 74 K/ XA AT U NMIETDHE, 22—V —IZX vEB—UNE
rENET,
[Inherit] = v 7 7R v 7 A% A4 712 LizFE ., [Default] F= v 778 » 7 ZZEHERIIC

t@@ifo:mmimx74%w77w%WM#m ICRRESNET, ﬁbwﬁ%h
ETHE1E, [Default] #4712, 1~3000t vy ar 77— bEREZETCLE7,

Periodic Certificate Authentication Interval : FIEBAEFRFEN EHAYICHEIEIT I D £ TORERY]
Mk (RERIHAL)

[Inherit] = v 7 7R v 7 ANF 7 |Z72 > TV LG, BRI 72 iE I ERRGE D F T bR % 5%
ETEET, FPHIL L~ 168 R T, 77 4 /L MIERI /2> TWET, EHIROMEEE
FFAl4 5 121%, [Unlimited] Z 4 12 L £ 9,

REIIN—T RYS—, 95472 RLASSLVWPN 7O R R—4 )L

[Portal] BMEIZ LD, 7T A4T7 > MU ASSLYVPNERZMNS.THZOINV—T KR T —D A
NDOR—=H ) R=VIWIRREINDI AT UYPREDVEST, ZOXAL T, Ty o~—7
JARELEURLZY MU, 77 AN P —=R—=T ¥R KR—pipkds A~v—h h R,
ActiveX U L—, BIXOHTTP DR EE A X — 7 /I TE £,
s [BookmarkList] : & L2 UORREINIZT v 7 ~—27 U A M &ERT 570>, £ 721X [Manage]
7V LTHLWIAMEERLEST, Ty r7~—2713) 7 L LTERIN, 22—
P—1ZZDV I EEAL TR—=Z L R=UNLBEI T 9,

« [URL Entry] : VE&— K =—H#—3 URL Z#4A—# /L URL 7 4 —/L RICHE#EA ) TZ 5 X
T HHEEITA R —T NI LET,

* [File Access Control] : el A % —F > N 77 A /LT AT L (CIFS) 77 A VD [IERR
HH | ORFIRE %ﬂﬁbi# FFRRLEFIL, ALOKRED FLELE (§) THIIS
zhi@“o Tl zlE, RIA7CIECS & LTIAEESNET, FERFILFTE, BET7+ L
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WETL—T K o—, 5547 bLRSSLWPN 7o 2z K—5 0 [

ZIIFERINT, 2= PFIEINODIIRRY Y —RE2BRETIIT 7B AT 52 L 250k
SNET,

o [File Server Entry] : U E— h Z2—HF—RT7 7 A )V b —R_R—DLZFIEANTEEH LI
TOHEITA F—T M LET,

« [File Server Browsing] : U E&— b =% —=NEHFIRER 7 7 A L F—"—Z BT
5ENTTDEBICA R—=T NI LET,

* [Hidden Share Access] : 36 7 4+ V¥ ZIERRICT D5 HITA R—T VT LET,

* [Port Forwarding Control] : Java Applet (Z L2527 74 7 > kLA SSL VPN #felc LV, =—
P—WTCP R—ADT 7V r—a AT 7 ®ATEDH LI LET,

* [Port Forwarding List] : =D 7 /L—7" R U 3 —(ZBEAF T 25 FRIREH A TCP 7 7'V
r—arOUARNEBRLET, HLWU R REERLEY, BEfFO Y X N &Rk
L7293 5I2i%, [Managel #27 U v 27 LET,

s [Auto Applet Download] : = —H —thd TR I A F 5 & ZIZFEITEN D, JavaApplet
DEBEA A P—AVBIOEEHZ A 2—7 VT LET,

s [Applet Name] : [Applet] ¥ A 7 2 VAR > 7 ADX A NSR—D4RTE, F8ET D45
WCEHRLET, T 74/ b DAHIIE [Application Access] T,

e [SmartTunnel] : A~— K hRATHEHINDZ AT ML A (7T 7H~R—2X) SSL
VPNt g BT, ASANRNRNAT A, EX2 VT 4 TTITAT VAR T axv
P—=R—=THIEHEIZ, Av—bF hURADETT v arEBHRELET,

o [Smart Tunnel Policy] : *> b7 —2 U X M BEIRL, WTn 120 h 3L A
7 aEHEE LET ([use smart tunnel for the specified network], [do not use smart
tunnel for the specified network], = 7213 [use tunnel for all network trafﬁc]) o A¥—bh bk
VRN Ry NI = I N—T R v—F i da—F—LIEIV Y THE, DT
w—f%)/~itin~%~% k//a/#%@Hf%nfw L _RTHL—
P—DLHIZAST— b bRV T 7 EARA X =TI £F3, U A M THE
éﬁ’tfb‘577 Vir—yar~DA<v—h bRV T 7 BRAEFHIBEINEST, Av—
M hoxrn VX NEFRR, GBI, 2, F3HIBRT AI120E, [Managel %7 VU v 7
LET,

[Smart Tunnel Application] : K2 > 77X 7 URXRNLERL, = K A7 — 3
IZA VA R—LENTND TCPRX—ADT 7V r—3 2 Winsock2 1 > b7 F v
FEOY—_R—=IZHHLET, A~v—F PR T TV = a s EFROR, B,

R, EFHIBRT AL, [Managel 27 U v 7 LET,

[Smart Tunnel all Applications] : X TDT7 SV r—Ta & bR 73 51I20F
IOF =y IRy 7 AeF AT LET, Fy b= URRPLERLEZY, =K
2—PF=DHNBT TV r—a VHICEE T A RN S D FET T 7 A VAR LT
WL, IXTOT TV r—varBhrrY v r7shET,

« [Auto Start] : L —H—Dnr J A VI, A~— bk bR T 7k A& HEICEMS
THNE, 20T =2y IRy I RAEF N LET, 2—F—DuJ A I A<— |k
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B nso—TRys—omE. 95472 FLRSSLPN OR—ZLDHRETA X

NV T 72 ABBMAET D ZOA4 7 3 2% Windows 721HICHEA S Ed, =—
Y= A URIZA~—F PRV T 7 EREZA X =T NI LT, =P —ITF
BTG T 2 KO ICERTHLGEILIZDOT 2w /Ry 7 A% A 7ICLET, 2—HF—
IZ. [Clientless SSL VPN Portal] ~— 3" ® [Application Access] > [Start Smart Tunnels] 7R
ZUERBEALTT 78 A %A TEET,

» [Auto Sign-on Server List] : Z—H —RP—R—~DRAv— ~ N RNVEREMLT D

L= I LT U VEREITT LG, Fry XU VXA RNLY R
FMiaBRLET, FAY— K bURVEEBIP A U F L VA MDD YR, 22—
Y= LT vy VOB T Iy varEHEMET 2 — =& R LET, Av—h
Mo VEENMA A U R MEFRR, B, 2F, F3HIRT 51213, [Manage]
RN mE7 V7 LET,

+ [Windows Domain Name (Optional)] : 34 #iHI (domain\username) 723FEREIC M EE 72
WA, BEY A Ay Tk —Y—Z 2B % Windows O R A A 2 E L £T,
7ol 21X, =—Y—4 qu_team OFRFEET 2 %5, CISCO & AJJ LT CISCO\qa_team
ZEEELET, BEW A oA ==V X NTCR#T L= ) ZRIET D55
[Use Windows domain name with user name] 47> 3 U b A T HHNERH D £,

s [ActiveXRelay] : 7 74 7 k LA —H —7 Microsoft Office 7 7'V r—>a %2777
POHEREBTEHEICLET, 77— a it By a &ML T Microsoft
Office FF =2 A FDF Y u— LT v 77— RFE{TWET, ActiveX DU L—(T, 7
FAT U FLUASSLVPN ¥ v a v 2T HETHENREETT,

FoMDOA T g v

« [HTTP Proxy] : 7 74 7> h~OHTTP 7 7L v b 7a X v Ofiiiks A F—7 LV E£ 721X
TA4E—=TMILET, 2o aXE, @A T oY ERICTWT AT rY—
(Java, ActiveX, Flash 72 &) X LCHATY, 207X ili-»T, BX=2VU 74
TTITAT U ADHEREMRGE L2 S, v~ 7 ) o T EERECE ET, BBET ¥ 0,
TIOFOHRNT a X UREEHBIEELE L, 9T HTTP 8 X O HTTPS E3K % 37
LW adUiEIc) #4127 b LE9T, HTML, CSS. JavaScript, VBScript, ActiveX,
JavaZp & IZEAETRTOIZIA T MIlT 27 7 ay—nHdR—hIhTnEd, ¥
A—hFSNTWBH T Z 7HIE, Microsoft Internet Explorer 721F T3,

* [Auto Start (HTTP Proxy)] : =—#—D 1 7 A VKFIZ HTTP 7'1= ¥ v % HEIIZA R—T7 b
T DA A T LET, 2= — A VICA~—F PRV T I B AEZA F—
TMZL T, 22—V —ZFB T T 2 L 2 ICERTH5HI1TA7ICLET,

« [HTTP Compression] : 7 7 A 7> F L ASSLVPN & v ¥ g > COHTTP 7 — ¥ OJEHi & A
X—T M LET,

REITIN—T R)—DHBE. 754AF72FLASSLVWPN DER—FI)LDODHAREZTA X

IN—T R —DHAF<A B —2 3 VERET DI, BRREFHLDR—F I AR
A VB—var ATVl VBRI, £2ET 740 IA—F KU —TEZIN
TWABNAEwA = a a2 ANET, Rr-TDHURLEFRETHIEHTEET,
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WETIL—T KU s—, 25472 kLR ssLVPNon s 1 vi&E

JT7AT 2 MUASSLVPN 77 R AERRIZT 7 BA R—FNEIAZAXTHT2DDFIR
I, Xy MU= T8R4 7 MEREERILTT, TR A—T R >— 774
7 ML AKR—=H)L®D AnyConnect 7 7 A 7 b h AL ~A X (38X—) | #HMMLTL

720,

REIIL—TK)S— 95472 FLXSSLVWPN DR YT A VERE

JE— h2—H—|Z AnyConnect 7 7 A 7> FDX v ua— R&ERDLZ T 7 FeRRr LTz
W, 7547 FLASSLVPN ODR—Z L_N—JICBEIT 5 & 912 ASA #RETE 7,
TR 7 V—"7 7 o —, AnyConnect 7 747 ka7 A4 Vi&iE (B1~X—Y) | 2L T
CTEENWY,

REIIN—TFT RY)S—, 9S5SAFFLASSLVWPN 7O 2RBO V5L YA oA
Y—NR—EBBYA UF Y H——

TN A T = R— L HEY A U P R— R RET BT, NS —T R
= IIFAT L RLASSLVPN 7 7B X R—&Z )L (50 —) B LTI E,

A4 FREIRETIL—T R o —

P ME VPN DO 7 V—T7 R —Tik, hoxV 7 7abanr, 740, B0
BIREEZRELET, ZOXATaT Ry 7 ADK T 4—)L KT, [Inherit] F=v 7 KRy 7 A
BBRIRT D &, ST HREDMET 74NV~ Z—7 KR = b5 TE £9, [Inherit]
. ZOXA Tl Ry 7 ADOREMETXTOT 7 4L METT,

J4—ILF

[Add Internal Group Policy] > [General] % A 7 2 77K v 7 ZZ1E, ROBERFRINET, =
NEHDOBMEIE, SSLVPN & IPsec by v a s Ed, 207d, WL 200 BT,
1 ODIAT DRy a  AIFREh, lOXA TITFFETFESNEE A,

*Name] : 2O NV—TF R > —DA4HIZEELE T, BlitdieDOHE&. 207 4 —/L RiX
FEAHL Y BT,

« [Tunneling Protocols] : 2D 7 /V—7NeFr[ 45 o 7 7Fa haLziEE L ET,
—PF—iF, BRENTWD 70 ha B 2EHTE T, ROBRERH £7,

* [Clientless SSL VPN] : SSL VPN (SSL/TLS ##|f4 5 VPN) #4252 L &L
¥4, TOVPNTIE, V7 hy=zTRN—Ry=T D7 747 MILERL, Web
TV EFEHLTASA~DEXF 2T RV E— T 78 A MU RIUPHELSINET,
7747 MU ASSLVPN #3425 &, HTTPS A > % —% v b+ A NEFIHTX
BIELALETRTOa L Ba—0nb, EDOWebYA b, Webkbhin7 7V 7r—3 3
v, NT/AD 7 7 A VIEH (Web xfi&) . 1A —, BLRZDOMD TCP <—R 7
TV = a il BIRWRZEY = RCEICT 7B ATEDL L HITR £9,

*[SSLVPNZ 7 A 7> L (SSL VPN Client) ] : Cisco AnyConnect VPN Client & 7213 L %
3 —SSL VPN 7 A 7 > b ® AnyConnect VPN £ ¥ = — /L OER & L £,

| —ferarz N EE I}
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AnyConnect 7 7 A4 7 > FEfEH L TWAEEIL, 2071 haLziER LT MUS »
YR—FEINDEITTHMERHY T,

e [IPsec IKEvI] : IPEF¥ =2 U7 ¢ a haji, IPsecidfigbF¥aT727m hare s
NTEY, VPN R RV DIRIFERRT —X 7 7 F v 24t L ¥ 9, Site-to-Site (£
T —¥ET) ., B3I Cisco VPN 7 74 7> k& LAN B O Dl 5 C IPsec
IKEvl Zffi [l T& £,

* [IPsec IKEV2] : AnyConnect ¥ ¥ =7 EE VT 4 7 74T MZE-o»THHR—FSh
TWET, IKEv2 Zfii /] L7z IPsec Z 4 %5 AnyConnect 7 7 4 7 & MMERETIL, Y
TN =TT T T—b IIAT R TRT AN, GUIOR—H =T

(FER) &AL~ AE—3 3 Cisco Secure Desktop, SCEP 7' 12 % L7 K DYLAE
BRE et S E 7,

* [L2TP over IPsec] : —#iD— % PC RE /A /L PC DA X VL—T 4 7 T AT L TH
HENB VPN I T4 T "R L TWA Y £—  —H% —%, L2TP over IPSec IZ
FoT, XT VI PRy NU—IRETEX2 VT 4 T T ITATVART T A RX—
MeERy NI =7 ~OEeX 27 REf ML CEET, L2TPIX, T—F¥D hox
Y ZIZPPPoverUDP (AR— K 1701) Z#fEHLET, EX=2VT7 4 777347 X
%, IPsec HREE— NHICERET HHENRH Y £,

o [7 4% — (Filter) ]: (Network (Client) Access /) FEHTA7 78X ar ta—
UARNERET DN, BTN —TRY =D EEMHRETINE D »ERELET,
T A NBNFEBONL— VB SNTWET, ThbD/—E, ASAZITLTHEREL
TR XV 7 F—=2 Xy N T 50 ESRT 200%, BELT RUA, 58kE7 R
VA, 78 han g Bl S0CRELE T, VPN 7 ¢ L X 3Rk IC oA S E
T, TTVr—var A ATy arDT 7y a Allo THANTZSIP AT « 7 ki
BREDEH ZYERIITEA SNE v, 74NV ZBIOV— IV EZRET D TTIEIZOND
TiX, [Group Policy] #A 7 v /Ry 7 AL TSV, ACL 2R RBLORET
& % [ACL Manager] % B < 1Z1%, [Manage] &7 V v 7 LET,

Idle Timeout : [Inherit] F = > 7R v 7 A& F 7 LTa, ZO/RT A =X TT A RKVE

% o AL TROE L 97

ZOHIBICHEE CIBIET 7T 4 ©T 4 BRWEEA . BT T LET, /R 4.
BRIFRENE 10080 23 TH Y . 7 7 4/ ME 30 23 T, R 2 EEHIBRIC 4 5121,
[Unlimited] 412 L %7,

« Maximum Connect Time : [Inherit] 7= > 7 R v 7 ANF 7> TWDgH, ZO/3T7 A—
H CRR o — W —HEfge e ] & 4 B TRk e L £,

-
—

CCHRE LIRS RE 2 &0 AT MR A T LET, So/MEIEZ14, RKXE
=

1335791394 53 T, ilFR72 L D45 R # 2 7 7] 3 2121, [Unlimited] 2 A4 12 LE T (
T xR,

» Periodic Certificate Authentication Interval : FIFFA EFRFEN EMIHIICH ST I 5 F TORFH
bR (BRERTELLD)
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n—ni 1—4—nveN Ry o —EionE [

[Inherit] F = v 7 R v 7 Z3A 722> TV 2 58 EWIHRREI EMGE D F217 IR 2 7%
ETEET, FPHIL 1~ 168 KT, 77 4 /v NI > T E T, HEHIROMREE
FFAl45121%, [Unlimited] Z 4 12 L9,

A=A 1—F—O VPN R & —RBIEORE

FIE

ATy T
ATy T2

ATv73
ATv74

ATy TH

ZOFIETIE, BEFEO2—F—%2RET 5 HECHOVWTHALET, 2—F—%2BIN7T 512
IZ. [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users] Z3i&R L. [Add]
27V 7 LEY, FFZOVWTIE, —RIEBEH= 7 s Fab—ra A FeBsRLT
<&,

4r & SRS

FI7HIN T, =P =T HhU o MIT 7 4/ b Z)v—7 KU 2 — DfltGrpPolicy 7> 5 #% EfE
KL 9, FRENEE LEEXT25A1E, [Inherit) F= v 7Ry 7 A% 4712, #HL
VMEZ A LET,

ASDM % B4 L. [Configuration] > [Remote AccessVPN] > [AAA/Local Users] > [Local Users]
DIEICEIN L F7,

BETHZ——Z@®INL, [Edit) 227V v 7 LET,

FEAO~2A T, [VPNPolicy] #7 U v 7 L%,

=P =DIN—=T R V—ZHELET, 2—F =RV =i, ZO7V—=T R =D
BIEEMALET, ZOBEEICT 74V IA—T R U —OREEMERTDHEOIRESN
TWABMD T 4 — IV ERBHDEHEE. ZOTN—TF R —TTHRESNTZBERT 74+~ 7
N—T R —TCHRESNTBELVELEEINET,

2P —DEHTEDL bRV 7 7 havERET L0, Zv—7 R —h bk
KT DMEIDERELET,

H B9 [Tunneling Protocols] 7= v 7 R > 7 A% A AL, RO MRV 7 7Fa haiton
FTHNEEINL £,

e (SSL/TLS ZF|H4% VPN) 7547 FL A SSLVPN Tik, Web 77 U H &M LT
VPN 2ot hb—H D F a7 E—F TI7®A MU RIEMLL, Y7 by x
T IITAT I oN—RU=T 7I7A4AT Mo EE LEFA, 7747 ML A SSL
VPN Z{fifH9 % &, HTTPS £ > #—x > ks A MEFIHTE DT LA ETRTDa
Ea—2n6, BFED Web ¥4 b, WebxfJs7 7'V r—3 3 NT/AD 7 7 A VAL
(Web %fI5) . BB A—/. BIORFOMOD TCP X—RA 77U r— g 7328 IEEN
DY Y —RHEILT 7 BATEDL )10 7,

*SSLVPN 7 74 7 ~N&E, AnyConnect 7 7A 7 N 77XV r—a DXy ua— K
\Ca—P =g TcExs LI cLET, =2 —VF—1F, &YICYZ 747 F L& SSL VPN
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B o 1—v—ownky o —REiEoRE

ATvT6

ATy T1

ATvT8

PrfiHLCzoTr YV r—yarviEFurae—RNLET, 2= =03+ 5720
W, BBIG LT 94T N 7Ty 77— MR EEBMIITOIVET,

e [IPsecIKEv1] : IP ¥ = U7 ¢ v haj, PsecidigbtEF=aT v harsiT
BO., VPN b RVDIFERERT —F 7 7 F v 2t LFE 7, Site-to-Site (B 7V —F
7)) Bigi. BIX O Cisco VPN 7 74 7+ k& LAN [ DO#EEE D J7 T IPsec IKEv] & T
%7,

* [IPsecIKEv2] : AnyConnect 7 7 A 7 MZ X > THAR— SN TWET, IKEV2EZfEHL
72 IPsec #1395 AnyConnect 7 74 7> M@ TIX, Y7 hv=T7 T v 7T —h, 7
TAT v R TaTZrA0, GUIOu =YV E—var (FR) A~ AB—Ta v,
Cisco Secure Desktop, SCEP 7’1 & o 7¢ O ILIRIESRE N IRt S v E 5,

o —EDO—fRH)PCRTNRA NVPCDFT XL —T 4 T VAT LA TREEND VPN 4T
VhEHEALTWAY E— b 22— —F, L2TPoverIPSec ik > T, X7V v 7 IP Ry
N —JHETASABL O T4 RXR—= b RERY NU—T ~D® X =2 7 2Pk A2 WL T
%i‘é‘o

GE)
7u b anaBRR Lo e ElE, =7 — Ay kE—URFRINET,

EHT27 4% (IPvd F73XIPv6) ZHET DM, ERF I NV—7 KU o —DfEZ AT
HNEIMERTELET,

T 4 NBFEBEON— B ENTWET, ZNHD—E, ASAEZLTEE L B
YRV T T Ry NEFATANEST D0 E, BELT RUA kT LA
7 ka7 BIZESWTIRELET, VPN 7 4 A X I3HiERIcOAEH I ET, 77V
= a A VAR a DTV a Al o THPNTESIP AT « TR v &
UECITEA S ET A,

a) T ANEEN—VERRET HITIL, [Configuration] > [Remote Access VPN] > [Network
(Client) Access| > [Group Policies] > [Add/Edit] > [General] > [MoreOptions] > [Filter]
DIEIZEIR L E T,

b) [Manage] #7 U v 27 LC, ACL & ACE #iBJl, e, B X OHIBRTE % [ACL Manager]
A EFRRLET,

BT T AN (bR Ih—=T 1y 7)) BbHEE. TUEMWKT L0 E 5 £z
HER L b =Ty 7 2T 0 E S ERELET,

FEOR v 7 BRIRTHE, 2—F—DVE— K TI7HBRAIZOIZNA—THICHIIR SN E
9, [Tunnel Group Lock] TiZ, VPN 7 74 7 F CTRHEINTZIN—T L ZTOa—H =13 E|
DETHENTWDEIN—TBRRILNEIDETF =y 7 3T5ZLICE-T, a—F=0FIREN
T3, —HL TV ARWEAE, ASA T2 —P =2 #HE TE WL 9 LET, [Inherit] F= v 7
Ry 7 ANA 7 OEE. 7 7 4V MElE [None] TT,

[Store Password on Client System] i% &% 7 /L— T INHHET M E I hEREL T,

[Inherit) = v 7 R 7 2% A4 72T DL, [Yes] BEO [No]l DA T v 3 v RE U BNFEITK
DET, [Yes]Z2Z Vw7 FhHE, al Ay RAT—RRIIFGAT v b VAT MARFESNE
T (EF2 VT A DK TFTEIBENOHHAE T a0 TYT) , #FlLica—PF =AU —
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ATvT9

ATy 710

ATvIN

n—ni 1—4—nveN Ry o —EionE [

ROANZERDD LT HITIE, NolZ2Z U7 LET (T74410) . EXa VT 1%k
KIRIZHEPRT D 72012, NAT— RORGFEHF A LN L2 HELE L F9,

[Connection Settings] Z &% E L £9°,

a) ZOa—W—ITHATHT 7B ARMARY —E2BETSH. TOa—F—DHLWT 7k
AWFREIARY > —Z2E% T 5. £720% [Inherit] F= v 7Ry 7 A OfFICLET, T
7 %V M [Inherit] T¥, F7-. [Inherit] F= v 7 Rv 7 ANRAT7DEGEDT 7 /4 M
[Unrestricted] T3,

[Manage] #7 Y v~ 7 LC, [Add Time Range] ¥4 TRV HRy 7 A%MEEd, ZOXAT
Ry 7 ATTY 72 AR OFHHE Y NERRETEXET,

by Z—W—IZLDFFFr 71 5% E L £, Simultaneous Logins /37 A —H X, ZD=x—
P—IHETEDRKER R 7 A U BERELET, 774/ MEIZ3 T, H&/MEIZO
T, ZOHHEu A UNEHZR), 22— — T 7RI L ET,
GE)
e KAE 2 5% E CHIIR L TIRNRWRERHCZE DR AT SN DS720, BX 2 U T ¢ &
T4V ADRTERLSBEARH Y £,

¢) VPN #t? [Maximum Connect Time] % 77 B CHRE L £ 3, 2 2 THRE L 2R3
THE, VAT AFEREK T LET,
[Inherit] = v 7 R > 7 ANF 7T o> TWDIGE, ZO/RT A—F ThrRka—¥—H
IRf] 22 0 B CHRE L E 97, I/ MBI 1 20, FeORfEIE 35791394 45 (4000 4Ei#8) T4, il
[R73 L ek 2 37 7] 4 % (21Z. [Unlimited] 24 1L £ (F 740 F)

d) VPN 56t ® [Idle Timeout] Z /37 AL CHE L £9, ZOMMICER CRIET 7 74 BT «
DIRWIGE . BT LET,
[Inherit] = v 7 R v 7 ANA 7o > TWDEGE, ZO/NTA—=XTHT A KV XA A
7O NESGEATHEELET, RO 70, RREFEfIZ 10080 73 TH Y, 7 7 4L b
1% 30 43T, HERCRRR] A2 SEHIPR I3 2 121X, [Unlimited] 4 2 LE T,

[Timeout Alerts] & 3% & L £,
a) [Maximum Connection Time Alert Interval] Z 5T L £,

[Inherit] = v 7 R 7 A% A 72 LTz8E . [Default] T = v 7 AR v 7 AXHBJICA

W70 ET, UKD RRERT 7 — MERIZ 30 2R ESNE T, HLWEEE

ET DAL, [Default) 24712, 1~300Dyar 77— MiREEELET,
b) [Idle Alert Interval] Z5E L £ 7,

[Inherit] = v 7R v 7 A% F 7|2 LI, [Default]) 7= v 7 R v 7 ZAXAERICA
WD ET, ZHCEY, T4 MV 77— MERES 30 JICRESNET, FrLVWELTE
ETDHEEX, [Default] #4712 L, 1~300DEyvary 77— NiREEELET,

ZOa—W—Zxt L THHADIPVE T KLU RAEZFRET 555 1%, [Dedicated [Pv4 Address (Optional)]
ST, IPVA T RLALH TRy v A7 B AN LET,

—ferarz N EE I}
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ATV T2 ZOa2—HF—ICEHEHDIPv6 7 KL A% ET HI2I1E, [Dedicated IPv6 Address (Optional)] &1k
WZIPV6 7'V 7 4 w7 A EieIPv6 7 RLAZ AN LET, IPv6 'L 7 4 v 7 AL, IPv6 7 K
VANFET LY 7 xy bERLET,

ATYT13 FEEDAnyConnect 7 7 A 7> hERELE T, Zhud, £/ Tinbot7rva vk
IV w735 LICEVITVET, ERENEL FEEXT L5513, [Inherit] T =y 7Ry 7
AR&EF 7L, FILWEEZ AT LET,

ATy T Efiar 74 Xal—va AR EEATSIE, [OK]E227 U v 7 LET,

GO D74

JU

Bfio a7 7 A0 (b ZA—7L HEENS) Tk, VPN EOEREZHE L $
T, ZHHOEMEIEL, AnyConnect VPN 27 7 A 77 k@ AnyConnect VPN E¥ = —/L 7 T A
7 v b LA SSL VPN £, # L IKEv] & IKEV2 DY — R/3—F f VPN 7 T A 7 > NI
HEnEd,

AnyConnect 7 SA 7 M EHREITOT 7ML, AL URL Y

AnyConnect 7 A T > M Bt 70 7 7 A NDAAL XL LTI, A VB =T =24 A LD T
AT RT 7 BAERMILTC, HE7 v 7 7 A V52BN, e, BLOHIBRTEET, v

A VBRI

AP RNREOHEHZRIRTE L L IICTO2NE I bIEETE £,

* [Access Interfaces] : 77 ERAZA RX—TNITHA U H—T oA AT —T AN HERT
EET, ZOT—TNADT 4=V RITE, AV F =T A AT = v 7 Ry 7 ZARER
S, T EBERETAToME I MEfRELET,

7 VPN B

[ % —7xAA (Interface) ]7 —7 /L AnyConnect 7 7 1 7 > s BEGE iR T 5
A UE=T 2 A ADITT, A VB =T 2 ATA X =TT D70 ha)Lizt |l
LET, SSLT7TZ & A, IPSec 77 H A, £/ 0Ol 27T 7,

SSL #4295 &, DTLS (Datagram Transport Layer Security) 737 7 # /L k CTA F—
TR £F, DTLSIC LY, —#o> SSL#56E CH AT 2 BT F5 J OVl oo [H1
MEBESI, Ty NEEOEELZZTRTWITAEZAL T T r— 3 0N
T A=~ ANMELET,

IPsec (IKEv2) 727 B R&ANIT DL, 7747 b P—ERANRT T4 /L FTA
R—=T MRV ES, 794 T b —ERE, VI MY =T EH, 24T b
Tn7y A, GULOu—hY¥—ar (BR) LW AL~ ¥ —3 a3, Cisco
Secure Desktop, SCEP 7' 17 %72 ¥ O3 AnyConnect 7 7 A 7 >k HERENNE T
WET, 774 T h—EREBEHITLTH, AnyConnect 7 7 A 7 > h TILIKEV2
& DIEARR 72 IPsec HERENTHENL SAVE T,

[Device Certificate] : RSA ¥ —F 7213 ECDSA ¥ —OF8iEOFEHEZEECEET, 7
SNA AFEHEORE (60 2—) LT EEN,



| —meears veN s

AnyConnect 7 SA 7V M EHET AT 7 AL, ALURLY .

« [Port Setting] : HTTPS 3 L UXDTLS (RAZ T4 7> FDFH) HkDR— hF B ZHE
LET, #Ei7Tm 77 A0, A— FE (60 X—) 2R L TN,

* [Bypass interface access lists for inbound VPN sessions] : [Enable inbound VPN sessions to
bypass interface ACLs] 287 7 4 /L b TH N> TCWET, ¥X2 VT4 77747
VAR, TRTDOVPN N T 7 4w 7 DA v Z—T7 = A AACL DA FFAI L E T,
Tl Z2E AMBA 2 —T = A A ACL NEFILESNIZ ST 7 4 v 7 Oz 7F e L
BROWEAETH, ¥Xa VT4 TTIAT VATV E—F TITA4 =K Xy hU—7
ZEHEL, BobEnie Ty hOBREFFAILET, 20T 74V FOBELERE
T&EFET, A ¥ =7 =14 AACLIC VPNIREXR N T 7 1 v 7 OREEITOE D72
WIZIE, ZOF 2w IRy 7 A7 LET,

* Login Page Setting

c AP FEOTA YT A TR SNBHEET 17 7 A N E T A R U TRRT
EET, ZOF v IRy I AEF VI LRWEA, T4 NERT R T 7 A T
DefaultWebVPNGroup ¢,

* [Shutdown portal login page.] : 27 A > 3T 4 B—T NV DOHFEIT Web _X— TV % HRKR L
ij‘o

* [Connection Profiles] : ##¢t (h o v Z—7) O7n haVEFBREEZHELET,
* [Add/Edit] : B 7 0 7 7 AV (R v Z0—7) ZBINEITmE L ET,
* [Name] : #f5t 7' 1 7 7 A L D4 i,
* [Aliases] : #5710 7 7 A L DRI4,

* [SSL VPN Client Protocol] : SSLVPN 27 A 7 > MIT 7B AR H-2 58 9 0k fg
ELET,

« [GroupPolicy] : Z Dkt 70 7 7 A NDFT 7 )V h I NN—T R —%F R LET,

* [Allow user to choose connection, identified by alias in the table above, at login page] : [Login]
N=UTOBRTn 7 7 A (b RNV T N—T) A VT ADOFEREA —T VT
THHAITA T LET,

* [Let group URL take precedence if group URL and certificate map match different connection profiles.

Otherwise, the connection profile matches the certificate map will be used.] : Z DA 7T 5 T
X, B 7 1 7 7 A L OBR T 1 ARFIZ /L — 7 URL 36 K OGEBI OB O 7 )
Ty LUAEELET, ASAT, HEESNDE L BT 2EB RO L RNEGEIE. B
DIEIZ—BT 28k 70 7 7 A VPERESNES, VPNT U RRA & P THRELZZ v —
ZURL %, [AI L7 /=7 URL Z48ET D8/ 7T 0 7 7 A )V EMET D0, 2RO
WASA Y7 ho =T VY —ATHAEND TV 7 7 L AEFIAT 25 EICOHR, 20
FFvaruedATLET, ZOFTvaid, TNV ITIEAZICRoTWET, &
TN U a . ASAITERE T 1 7 7 A NV THIE LICREE 7 o — /L Mz, =2 FaRA
NCEHEHAT DREHED Y 4 — /W MELRAE LT, 7o 7 7 A 12850 4 TET,
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TINA RFEAEDIEE

FIE

ATy T

ATy T2

ATvT3

ATy T4

[Specify Device Certificate] ~A1 ' ZfiHT 5 & | #iakAlo L EI2, 7747 MIkLT
ASA ZiRT AREEEZ R E CEET, ZOMEAEIL, AnyConnect 7 74 7 K B 7'm 7 7
ANBIOI T4 T MU AT 0 7 7 A )V TY, Alway-on IPsec/IKEvV2 72 & DRfE D

AnyConnect 7 71 7 > MMERETIX, A TEBETE 2731 ADiEHEL ASA TR TE %
MERH Y ET,

ASA U U —294.1 LIFETiX, ECDSA iE¥EF% (AnyConnect 7 7 A 7 h &7 747 b
Z SSL O /6 0) SSLEfilcE & £, 2DV U —ALHiEL, AnyConnect 7 71 7
> b IPsec #tH @ ECDSA FGEHEZZ TN AR — FEh, RESINFE L,

(VPN 2D #) [Certificate with RSA Key] fHIk T, IROWT IO X A7 #FATLE T,

c 1OOFEHEEZRIRL T, WFO7 e baLvzflL<Ts 747 v FaRET 556, [Use
the same device certificate for SSL and IPsec IKEV2] = v 7 R v 7 A4 DEFICLET,
UARN Ry 7 ACHEHTEHAELRNLZY ., [Managel 7 Vv 27 LT, FHT5
IDAEAEZER LY TEET,

» [Use the same device certificate for SSL and IPsec IKEV2] F = > 7 /R v 7 A% A4 7|2 LT, SSL
FEfot % 7213 IPSec 2t DBIME DFEHFEZHEE L £7,

[Device Certificate] U A b AR > 7 A HEEAEZEIR L £,
WMERRFEHENFRINRVEEIL, [Manage] R ¥ %227 U v 7 LT, ASA D IDFHERZE
HLET,

(VPN #%¢D #) [ECDSA key] 7 4 —/L KO [Certificate] T, U A k R 7 25 ECDSA O
FEAAE ARG 5 )y, [Manage] 7 U >~ 27 LT, ECDSA @ ID FERIEA/ERR L £ 9,
[OK] %227 Vv Z LET,

EHJAJD7A4I)L, R"— FERE

ASDM O#ife 71 7 7 A )L ~4 L TCSSLEB L ODTLS #ift (VE—F 727 B RADRHR) DOR—
FEBERELET,

[%%E (Configuration) ]>['JE— F7 42t AVPN (RemoteAccessVPN) |>[Ry kT—% (4
SA4 T2 k) 71X (Network (Client) Access) ] >[AnyConnect ¥ 54 7> MMEKE TR 77
4 JL (Connection Profiles) ]

7 VPN B
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AnyConnect 7 54 7> M IO 77 (L. EXER .

Z14—ILF
 [HTTPS Port] : HTTPS (77 7 _X—2R) SSL #kHicA X —7 Mz T DR — b, #FHIX

1 ~ 65535 CT9, T 74V MIAR— |k 443 T9,

« [DTLS Port] : DTLS #&ft HIZA *r—7/LIZT % UDP A— b, #iHi% 1 ~ 65535 T, 7

T F IV MR — |k 443 T,

AnyConnect 7 S A 7> b #EHRTIO 7714 IL, EXREMH

Cisco Secure Client ##5% ® AnyConnect VPN & ¥ = — /L D FEAJBVE 2 3% 4 5 121%. [AnyConnect
AT v MERE7 2 7 7 4 /L (Connection Profiles) |27 2 a > CLEM (Add) ] F721E R
£ (Edit) 1 Z2®R L FE 9, [AnyConnect 7 74 7 > M7 1 7 7 A L OBM/FRE (Add/Edit
Connection Profile) ]>[J&A (Basic) 1A 7 1Ry 7 ANRE £,

* [Name] : [Add] DIFA. BINT 58k 70 7 7 A VOL4RIZRE L £7, [Edit] DFAE. 2

D7 4 —)v RIIfRETETEHA,

e [Aliases] : ((EE) ZoO#EHOREALE 1 DL EASLET, ARNE, AN—XF 23]

MR TREID Z LN TEET,

* [Authentication] : 3k D HiEZ . WROHFNE 1 DFER L, FBALI THEH T2 AAA F—

N— T N—TEELET,

« [Method] : BEGEAERED DD 70 b a VAR EZER L, WMFDO® vy ar XA
TTCINERATS7ZOICERFET 1 b 2 M EE STV E 9, AnyConnect 7 7 A
T hSSLZTA T v 7a haVtIKEV2 7 74T > h7a harvaEfiA LT,
oy va D EICEEORGEEREECE £, FHTOWRREY A &, AAA, AAA
LREE, FEEDO A, SAML, HHGEHERL LUAAA, BHOGEHE, 22H&ERL
F9, BRIZIEU T, BT 27 OICGENEARIET HILER S L5403 H 0 7,

s [AAA Server Group] : FR Y 77X URKMND AAA—1_— F—T %@L E
o 774V POBREIFLOCAL TT, ZDYE. ASANRRIEL LT 2 X 5 ITHE
SNFET, BIRNTHHEC, [Manage] #27 Vv 7 LT, ZOXATaTRy 7 A0 LI
MOEZAT TRy 7 AfE, AAAY— "= T L—TDASA 27 4 Fal—
VaraFRRLEVERT LI ENTEET,

* LOCAL LA D 7' )V —7" %8R $ 5 &, [Use LOCAL if Server Group Fails] 7 =
IRy 7 AMBRTEDL L HITRY £,

* [Use LOCAL if Server Group fails] : Authentication Server Group J& %2 L - THE I
NI T N—TIEEPRHE LT L &I, LOCAL 7—F RX—R % A X—7 LI
DEHEIEA T LET,

* [SAML ID 7' &2 /34 % — (SAML Identity Provider) ]: 3> Z /LA > 4> (SSO) FBAEH

@ SAML IdP ¥ — _—Z IR L £9°,

—ferarz N EE I}
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. AnyConnect 7 S A 7> F EHETO T 74 /L. EXEHE

s [SAML#—/3— (SAML Server) ]: AnyConnect 7 7 A4 7 > b T NH A AR

7 VPN B

AEANC Re v 722G SAML Y — " —2&IRT 57, [EE (Manage) 127 U »
7 L TSSO r—_"—=%BIML, RONTFA—=ZEFELET,

*[IDPZ>7 4T 41D (IDPEntityID) ] : SAMLIdp D~>7 47 « 1D,

* [Sign In URL] : IdP {ZHA > A >+ 572 URL, url value 1 4 ~ 500 LT D#i
FCTHRELET,

*[SignOut URL] (7' v ay) (1P oA A THEEZOI XA LT N
URL, url value I% 4 ~ 500 SCFO#FHTHEELET,

*[BaseURL] (A7 v av) =y Ra—H—%ASAICY XA L7 T 57201,
e RN —F B dP IRt S E T,

base-url 23 E SN TV 5H5E. €D URL i& show saml metadata O
AssertionConsumerService & SingleLogoutService JEED~~—2Z URL & LT &
nET,

base-url 23 FXE AL TN WA, URLIZASADK A M E RAAL UADDIRTE
SNFET, & 2E. RA M ssl-vpn, KA A 478 cisco.com DGH
X, https://ssl-vpn.cisco.com MEAIINET,

base-url HAR A M/ KA A U4 HERTE I N TWRWEGATL, show saml metadata
EANNTDHEDT—RELET,

+ [Identity Provider Certificate] : ASA 7% SAML 74— = V' ZHGET 5 72 D 1dP
FEEZEG RN I AMKRA Y FEHEELET, TTICRESNTND F T A MR
A FEBRLET,

* [Service Provider Certificate] (473 2 >) :1dP 2% ASA (SP) DEL K51k
SAML 7% —v 3 VA RGET 572D ASA (SP) GEHIEE T b7 A haARA v K
EHRELET, TTIERESNTWVWDS T A MRAV FERIRLET,

[BREA LTI (Request Timeout) ]: (A7 3 ) SAMLERDZ A LT
vk (F) . #PHIZ 1~ 7200 T,

FEE L7234 . NotBefore & timeout-in-seconds DA 51725 NotOnOrAfter L 0 &
WAL, 2 OFRED NotOnOrAfter |28 L £,

FBELZWEAIZ, v 3 O NotBefore & NotOnOrAfter 25 A ZhH [ OFEERIC
fERENET,

[REBARY FT—U TT7 VL XAAREGIZEEDHIDPZEHERME (Enable! DP only
accessibleoninternal network) | : W&k >y U —27 TT 7 & XA A[RERIGEITD I
IDP ZHNCT DI, ZOF v IRy 7 At it LET,

«[B5 4 UBEICIDPEEIIZER (Request IDP reauthentication at login) 1: = 2
A VIO IDPHEFEEZ AT DI, ZOF =y IRy 7 A% A I LET,

[ B8v9 XFa1— (Clock-skew) ] : NotBefore 7 —3 3 > & NotOnOrAfter
SAML7 Y—>a v aiff/d 2570y 7 A% a—, 77FNV TR, Z7ry 7R
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AnyConnect 7 54 7> M IO 77 (L. EXER .

X o — | TEICTAMERDHY F, T4 MEIZ 1R T, &1~ 1808
‘/C“ﬁqo

* [Client Address Assignment] : {725 DHCP %—/— 7547 K 7 KL A 7 —)1,
54T MIPV6 T RLA F— L2 @R LET,

* [Client Address Assignment] : {725 DHCP %—/— 7547 K 7 KL A 7 —)1,
AT RIPV6 T FLA F— L 2R L £,

« [DHCP Servers] : /192 DHCP %— S— DA ETIZIP 7 RLAZ AL LET,

* [Client Address Pools] : 7 7 A4 7> b 7 RLAE D Y TTHEHT S, SR ATRERERE
BHDIPvE T KL A F— L DOLA4FIZATILET, BIRT DRI, [Select] 27 YV v 7
LT, ZOXAT TRy 7 RAZEHRTHATRI RNy 7 A%[E, T RLA =1
EFRARLIZY, BEREREMZIZDTHIENTEET, IPvd 7 FLRA P —LaBIE
TR T 2 HIEOFEMIZOW T 2B L T E &0,

[Client IPv6 Address Pools] : 7 74 7> b 7 KL AE D Y CTTHEMT D, BIRATHER
REFERHFDIPV6 T R A F =)L DI Z AT LET, BIRT DA, [Select] & 7
Vo7 LT, ZOXAT R Ry 7 AZERTHAT IRy 7 A&, 7T R A
T NERRLIZY, BEEEMZIZ0TH5ZENTEES, IPV6 7 KL R F— L%
BINE T IIRET 2 FIEOFEMIC OV T 22 LT 7E a0,

s [Default Group Policy] : T 57 NV —7" R o —%TIRL £,

s [Group Policy] : Z D DT 7 4/ k ZN—T KUY —L LTHYH TS VPN 7/
N—T KU —%FRLET, VPN 7 —7 KU —iF, —HF—f5HEEED <
T OEAT, T/ ATHENC, E72IXRADIUS — —THNICRIF CE ET, T
7 # /v MEIZ DAitGrpPolicy T4, [Manage] #7 U v 7 LCHIOX A T TRy 7 A
EERCHE, V=T RV v—ar74Xalb—ra B EEMx5 I ENRT

xFET,
* [Enable SSL VPN client protocol] : VPN #2520 SSL & A R — 7 /WZ T H5HICA 1T L
iﬁ‘o

* [Enable IPsec (IKEv2) client protocol] : #i C IKEv2 Z {4 % IPsec & A 1 —7 /LI
THGEAICA I LET,

« [DNS Servers] : IR U 2 —®D DNS H—_—D P 7 KL 2Z AN LET (1 >F-I13E

5 .
* [WINS Servers] : R Y =@ WINS —_—DIP 7 RLAZ AN LET (1 >F7iF
B .

* [Domain] : 77 4/ "D RAAL A E AT LET,

—ferarz N EE I}
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« [Find] : BB X7H & L CTHEAT2 GUI 7L £ 7213 CLI =~ > K& A L. [Next] £7=
L [Previous] 27 U v 7 L CHEEZBMBLET,

BHEJOJ274)0.

e

[Advanced] A == —THBH L EDX A TR TRy 7 ATIE, ZOEGIZET RO EZFZET

TET,

- i
cIFAT R T KL AR

)

AR
Frany e

TR T 4 v TR
R 2y N

(GE)  SSL VPN @Mt L OV 2 kidit/@itix, SSL VPN ' a7 7 A VI S hvE 4,

AnyConnect 7 S A 7> b #EHEITO I 74 I, —fEMH

* [Enable Simple Certificate Enrollment (SCEP) for this Connection Profile]

* [Strip the realm from username before passing it on to the AAA server]

* [Strip the group from username before passing it on to the AAA server]

* [Group Delimiter]

* [Enable Password Management] : =— —~D/ 32T — RGBT 5 /3T A —4

g5

ETEET,

* [Notify user __ days prior to password expiration] : /XA U — R2HARYIIIZ 72 5 F TORE

FEOREEZREL., TOREETEIOR DT 7 A T ASDM A —H — (i@ %4
HEIEELET, T 74N MTIE, NRATU— KRHREINIC/725 L0 14 BRI —
P ~OWEHZBIIE L. DR, 2— =32 T— RELEFET 5% O HEaT 5 &
INIERE STV ET, #PHix 1 ~ 180 H T,

» [Notify user on the day password expires] : /XA U — RABHREINIC/ B Y HIC2—W—

7 VPN B

Wi L E T,

WITNDOEETH, BEINTIIANRAT — RBHIRYINIZ 272 & &, ASA Tidz—
P —ICLD/NAT — ROEENAHETT, BHAED/ AT — ROMRAGII T 72T
X, 2= —ZZDORT— Rl &fEu s/ o TEET,
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w7740, 15470 7rLREE [

ZDMFUZ L > THRAT— FOHIRPTIND ETOHENEDL DD TIE/RL, BN
A X =T MR DBIETTHDHE VI HICHERB L TLEZE N, ZOF T a v EiEIRY
L8600, BELEETLOILERL D 77,

* [Translate Assigned IP Address to Public IP Address] : £4UZ, WEir v kT —27 T, &Y
Thbhfer—H/VIP T RLATEZRL, VPNETOEBEOIP T KL RAZHHT 2560
HYFEJ, VPN TIHER, NEF Y T =217 782§ 570z, Y Tonin—
ANIPT RUARETIHESNET, L, N —_"BLU0Ry hU—7 ¥ =a
VT 4 BETOREDIP T KL RS GRS LI, a—=A/VIPT FLAZLEHLT
ET DFEEONRTY v 7 IPT RVAIZRTGENH Y £, ZOERIL, horxr7n—

TZEZI DDA =T 2 AA ATA R =TT H LN TEET,
* [Enable the address translation on interface] : 7 R L AZH#AZ A[FEIZ L, 7 KL ADRER
SINDAUH—T oA AT 52 LN TEEJ, outsde L AnyConnect 7 7 A 7
VR DBET oA =T A ATHY , insidelTH LW bR T —TIZFEA D

A =T A ATT,

N

CE)  W—TF 4 7 ORER XOMOFIREHDO D, Z OBEEN ML
TRWEEIE, ZOMRBOBEHITHREL A,

« [Find] : BB X7H & L CTHEAT 2 GUI 7L £ 721X CLI =~ > K& A L. [Next] £7=
Id [Previous] 27 U v 7 L CHREEZBMBLET,

EHRIJOJD74A4IL, 953A4AF72 7 KLRIEE

i 7 v 7 7 A /L@ [Client Addressing] XA > TiL, ZOER T2 7 7 A L THHAT D701
BEDA U H—TxzA AZIPT RVA F—)L&EI) BTEJ, [Client Addressing] 21 > 1E 7
NTCDIITAT v MR T 1 T 7 A TIET, RO ASDM SANLT 78 A TE LT,

 [(XE (Configuration) 1>[V E— F7 27 &£ AVPN (Remote Access VPN) |>[R> kT —7
(7747 ) 727 %A (Network (Client) Access) ]> Secure ClientAnyConnect Connection
Profiles) ]

» [Configuration] >[Remote AccessVPN] > [Network (Client) Access] >[I Psec (IK Ev1) Connection
Profiles]

« [Configuration] >[Remote AccessVPN] > [Network (Client) Access] >[I Psec (IK Ev2) Connection
Profileg]

CITRETHT FL A F—uid, #7077 A 1D [Basic] A > ThHHETEE7,

AnyConnect 7 7 A4 7 M7 0 7 7 A VT, IPvAT RLAT— V72T TR IPV6 7 R
AT =N bEIDETHZLRTEET,

—ferarz N EE I}
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B =6707740. s5470 r 7RLRER

JI7A TN T RUVAREEHRETDHICNE, VE—NT IV RVARA I IAT MNEf T 7 7 A
)b (AnyConnect 7 7 A 7 > b, IKEvl £7-1XIKEv2) Z P&, [FEHIERXE (Advanced) 1>[7 7
A7 M7 Kby (Client Addressing) ] Z 3R L E 9,

7T RLAT—NDar7 4 Xalb—raraFRE3EERTLHINE, #4707 Ky 7
AD [Add] £721X [Edit]) #27 V v 27 L'ET, [Assign Address Pools to Interface] 41 7 1 7
Ry ZARAEET, ZOXATaT Ry 7 ATIL, ASATHESNZA X —T A A
WCIPT RLA =N EEDYTHZENTEET, [Select] #7 Vw7 LET, ZOXA
TRIRy I AEFERLT, 7TRLVAT—Lr0ar7 4 Falb—varzFrLET, 7
RLA F—=Lpary7 4 Xal—yar2E8451203, ROFIEEZETLET,

*ASAIZT RL A ZF— L ZBIN4 5121%, [Add] %227 Y v 27 LE7, [AddIP Pool] ¥ A
TRIRy 7 AREEET,

rMA@?FVXf—W®:V74¥1V~VaV%Wﬁﬁé’\[Mm%ﬁ)/ﬂ
LEd, 7—VHROT RLABMERA S TOZRWEAIZIE, [EditIP Pool] # 4 71 7/
Ry 7 ZANAE £,

FERHPDOGEILT FLUA =V BT TEERA, [Bdit) 27V v LIz EIZT R
VX7*%%%®%¢T%Oﬁﬁn\A$M“i TT— Aybk—UbLlHiz, S
WOZDOT RLAZBH L T ERAB LN 2— -4 00— EE2FRLET,

*ASA EOT RV AT =NV ZHIBRT 51X, 7—7 A TEOTY MY ZERIRL, [Delete]
7 Vv 7 LET,

AP OHEIEXT RU A F— L EHIRTEERH A, [Delete] #7 U v 7 Lick X7
FL A F— MR CTho7-8E8. ASDM L, =5 — Ayt —I L L hlc, F—
NADFDT RLAZMEH L TWAERLD— L2 EK R LET,

c T RUR T v B —T =4 AICEID ST HICIE, [Add]E 2 ) 2 LEF. [Assign
Address Pools to Interface] 4% 1 7 12 77K > 7 A3 & iTo 7 RVRA = zE) Y ThH
A B —T oA A%ER L ET, [AddressPools] 7 4 —/L RORIZH % [Select] 22 V v 7
L £, [Select Address Pools] # A 7R 7Ry 7 ANFHEET, A X —7 A XZEHID
BTHMEx DRENOY T —NEHTNANT Y v 7T 50 E7iTfilx ORED {TT—
IR L ClAssign| %27 U7 LET, EOT 4 — /L RIZT—VEID Y TO—FENRFRRE
nNEJ4, [OK] 227V v 7 LT, ZhHDT KL A 7 —)LD4Hi% [Address Pools] 7 4 —
JVRIZEY AR, 9 —E[OK]| %27 Y v 7 LTHEIDYTOar 74 X2l —a UESE
TLET,

A UH =T 2 AA AZEID Y THNTNDET RLA F— V2 EHETHITIL, Z20A 24—
T2 A RELTNI VT THN, A F—TxAAZREIRLTCI[Bit) %27V v 27 LE
9, [Assign Address Pools to Interface] Z 4 7R 7R v 7 ANREEET, 7 LR F— %
HIBRT 212X, &7 —NLEX TN Y v 7 L, F—HKR— RO [Delete] F—% L F7,
AUH—=T 2 A RAEDOMO 7 4 —)v REEID YK THEEIX, [Address Pools] 7 4 —/L F
DHEIZH 5 [Select] 27 V w7 LET, [Select Address Pools] ¥4 712 7R v 7 AN F
7, [Assign] 7 4 — /L FIZIE, A v X —T = ZAZHEV B THENTWDET RLA 7 —)L4
MBERINET, A F—T7 A ATENT DL DRENV Y TS —VELTNT Y w7
L. [Assign] 7 4 —/ ROT—LEI0 4T - ERAEHRSNET, [OK] %22V v 2 L

7 VPN B
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BHETOT7AN, 1547k 7 ELREE. BmEraEme ]

T, ZRHDOT RL A F—/L DA T [Address Pools] 7 4 —/L RZFER L. © 9 —E [0K]
Vw7 L CEVY a7 4 Xalb—rara5E8 T LET,
ey MY EHIRTDICIE, ZOx 2 N Z®RINL T [Delete] #7 U v 27 LET,
EENEYD
Pl a7y AN, 74T T RURERE, BINERIImE (67 2—)
Pfe T a7y A, T RLA T—)L (67 X—)
s a7y AL, B, IP S— L OBMNMEFITHE (67 2—)

EHEITOI7A4IL, 954727 RLREE. EBMELITEE

P 7 a7 7 AT RV A 7 —L &% D 4T 5HI21E, [Advanced] > [Client Addressing] % i5&{R
L. [Add] 7= 1% [Edif] %3840 L £,

s [Interface] : 7 RL A T — L DEID B THA L H—T oA AEBTIRLET, T 740 ME
DMZ T,

* [Address Pools] : R EL72A » H—T = A RZEIN U TEHT KL R F—LEEELET,

* [Select] : [Select Address Pools] # 4 7 0 7Ry 7 ANRAEET, ZOXATarlRy 7 A
T, ZOA U H =T oA AZEVYTHT RLA T — L& 1O EBIRTE £7, 3R
WNZ¥1E. [Assign Address Pools to Interface] % 4 7 1 277~ »» 27 A @D [Address Pools] 7 1 —/V
RIZRRSNET,

EHEJOJ274IL, TELR T—)L

[Connection Profile] > [Advanced] @ [Select Address Pools] # A 7 a7 KR 7 A2, 7547 kK
T RVUVAE D M THEAATRER T RV A =V DF =4, BET RLALKTT RL A, B
FOH TRy FvRAIPERINET, OV R Mo THE T v 7 7 A VA8, k.
FEIFHIBRCTE £,

* [Add] : [AddIPPoOl]| XA TR VR 7 ANPEET, ZOXATRITRY 7 ATIEH, HL
WIP 7 RLA F— L aRETEET,

« [Edit] : [EditIPPool] A 72 7Ry 7 AMAE ET, ZOXAT TRy 7 ATiE, B8R
L7ZIPT7 RLVA F— LB ERTE£7,

¢ [Delete] : BR L7727 FL A F— v ZHIBRLET, RINT, PHVELLTEETA,

*[Assign] : A U HX—T 2 A AZHEID S THENTNWDLT RLA F— A E2RRLET, A
H—T A RGBT A2 ORENY L TT—NVEHTNr ) v 7 LET, [Assign] 7 A —
NV ROT—VENY B TR INET,

EHEIOJ7A4)L, M. IP T—I)LOEMFE=IEHFESE

[Connection Profile] > [Advanced] @ [Add or Edit IP Pool] %4 7 & /7K v 7 A& HTIE., 7
FAT R T RLAEOYTHOIP 7 RLADOFM AR E /2 ITEAETEET,

| —ferarz N EE I}
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B anvcomect 5547 MEGTO T 700, REIER

*[Name] : IP 7 KL A F—/LZEID B THONTWDAFTIZFRELET,

* [Starting IP Address] : 7 —/VDRAIDIP T R AZ$EE L ET,

* [En

ding IP Address] : 7 —/VDRHEDIP 7 RLAZ4EEL £ T,

* [Subnet Mask] : 7 —/VINDOT FLAIZHEHT 27 %y b v~ A7 @R L E7,

AnyConnect 7 54 7> bERITO 771U, BRELEM

[Connection Profile] > [Advanced] > [Authentication] # 7 C, KD 7 4 —/V RERETEET,

* [Interface-specific Authentication Server Groups] : 8 EDA ' Z — 7 = A ATk HABREY—
N—= TN =T DENY B TEEHLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle # 1 7 & 77K v 7 A 3B

XET, ZOXATRIRY I AT, A v F—T 2 ALY —N— T V—T%RE
ToHEEHIT, BRIV —— L — T TRENREA LA LOCAL 7—4
Re=ANDT =Ny VT EFFRITHENEINERETEET, Z0XATalRy
27 AD [Manage] NZ %7 U > 7§ % &, [Configure AAA Server Groups] % A 7 = 2
RNy 7 AN E £, [Interface/Server Group] 7 — 7 /WITIBIRNENFR RSN ET,

s [Delete] : IR LIcY— "= L —T %27 =T ANLHIRLES, LT, 0

ELHTEEEA,

* [Username Mapping from Certificate] : = —% —% Z i7" 5 HEB LOT ¥ X Vit ED
T4V REEETEET,

N

G

-—

COMREIIALTF arTEFA N E— R TR AR—FENER A,

* [Pre-fill Username from Certificate] : 8& L7AEED 7 4 —/L Kb o2 —H —4 & il
ML, ZORRLD%ZITKES AT v a yifiE-> T, 2—HF—4 /AT — REEFEB L O
AL £,

* [Hide username from end user] : flit L7z —H —Zid=> K 2—F—CFE RSN FEH
AJO

» [Use script to choose username] : 7 ¥ % JLREB &) b 2 —H —4 2 3R T 2 55126
THAZ VT NAERRELET, 7 74/ M [None] T,

* [Add or Edit] : [Opens the Add or Edit Script Content] % A 7 & 77K v 7 AXBA & | FEH
BEO—P Oy B TIMHEHT LA VT M E2ERTEET,

*[Delete] : BHR L7227 U7 FaHIBRLE T, fERSNT. RVELLTEEEA,

» [Use the entire DN as the username] : IEBAE ? [Distinguished Name] 7 « —/L K &{k%
=P LTHEAT 2GR ELET,

7 VPN B
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AnyConnect 7 54 7 MEHRE IO 77 1)L, FELEME .

» [Specify the certificate fields to be used as the username] : = —% —ZIHEET 5 1 DL E
D7 44—V REHRELET,

T4V R LU 2 Y REOAMEIL, RO LBV T,

Bt EE

C Country ([EH4) :2 XFOEAMGE, [E4 22— RiE, 1SO 3166 [EHA4
FEICHERLL CTWET,

CN Common Name (—f%4) : A, VAT AL, TOMOT T 45 4D
A, BV EHEE LCIIEHTE EEA,

DNQ KA A e T

EA E-mail Address (BT A—/L 7 RLX)

GENQ Generational Qualifier (H:AREART)

GN Given Name (%) .

I Initials (f =< v /L) ,

L Locality (#147) @ $AARANE DAL TN D 1 FE 721X,

N e

O Organization (i) : &tk HHE, #EB. #E, Zofox 7 17
DA,

ou Organizational Unit (flffk—~=v F) : #fk (0) NWOY T 7 L—7,

SER Serial Number (> U 7 V&) |

SN Surname () .

SP State/Province (M & 72 (ZHBIEFIY) MRS E DI TV DM E 71 3H
JF U

T Title (¥ A FV)

UID User Identifier (=-—%'ID) ,

UPN User Principal Name (=— 7"V >3 /0L4)

* [Primary Field] : = ——£ AT 25 EHEORYIDO T 4 —/L FEZRIRLET, Z0
ERFEE SN TV 54, [Secondary Field] XM S v E T,

* [Secondary Field] : [Primary Field] 235 S TWWGEE, HT 57 1+ —/L K&
RLUET,

| —ferarz N EE I}



— iz VPN B |
B 570070 2nzaEn

« [Find] : BB X7H & L CTHEAT2 GUI 7L £ 7213 CLI =~ > K& A L. [Next] £7=
L [Previous] 27 U v 7 L CHEEZBMBLET,

EHJOJ74IL, 2RB5EHE

[Connection Profile] > [Advanced] ® F @ [Secondary Authentication] Zffi i 9-ALiX, " EHZFEE L

THHHID 2WRIAEARET HZ LN TEET, 2 KERIER AT @ofméﬁAi Ty

Ra—P—Ra 435 LI VT vy a2ty NANTHMERS D £

7. sEAEO—Y—4 @$HU7\77 k 2/)/2»% AEEMA DY THEHTEES, 20X Tr s

T/7X@74~w% I N REFFECRET D7 4 =V REBPTWETR, ZNUbDT7 4 —/b
RIE 2 RERFEIC 72 B L £ 9,

THBIERA X —T NV TV DAGE, b ORMITa—Y—4 L LTHEMT L1200
DT 4 —)V REFEAENLERLET, sEHERENO B XY 22— —H{EHRET D &
X2 VT4 TTITAT VAL, BESNTAEHET 4 — L RE 2IR2—F—£4//)S AT —
RERREALERZ 2 D H O —YF—Z &2 HHT 5 & H5sfl S E T,

\)

GE)  GFFAEZEO® I LAY a—P—4 L L B2 KRB —— FIL—FHIETLHHEETH.
FFLBRICIZ T A <) a—F =LA T BEH I ET,

=1
2a}

o>

« [Secondary Authorization Server Group] : T4 > Z U 7 L5 o v )L 2Rt 4 2 BFEY)— /3 —
IN—TEEELET,

s [Server Group] : B & U H— "— AAA 7 V—T L L THERT 2585 —N— 7
N—THRINLET, 774V MInone TF, SDI H—— 7 —T 13 h &
P R— TN =TI TEERA,

* [Manage] : [Configure AAA Server Group] # A 7 B V7R v 7 AR & £7,

* [Use LOCAL if Server Group fails] : §7& L7z % —/N— Z ) —FIZENFELE L5 E
D LOCAL 77— X RX—=A~D 7 4 — NN 7 Hf{E L ET,

s [Use primary username] : 22 A > XA 7 a3 —HF—4% | DT ERTH L O
ELET,

* [Attributes Server] : 77 A < U J@MEY— N—nh U F Y BHES— =B BRI E
D

Y

GE) OB T O T 7 A NMZLRRIEY— =& RET B L. FOE
'H‘*‘/\*‘@ Eﬁ‘{a%éﬂi—a«o ASAIEH /& U3 oy nE'}j‘“‘/\*‘
AL E T,

* [Session Username Server] : 77 A4 < By a v a—HF—ZH— =l &Y
tyvarya—YP—HY—"—D0rfEELET,

7 VPN B |
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* [Interface-Specific Authorization Server Groups] : fREDA ¥ — 7 = A AZxIT DB AP —
N—= T N—TDENY B TEEHLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle # 1 7 & 7' 7R v 7 A M35
TET, TOXAT ORI Ry I ATE, A v F—T oA AP == T N—TEE
ToHEEBIT, BIRLE— = T —T7 TRENFKE L725E1Z LOCAL 7 —#
N=ANDT =Ny I AT oM EINERETCEET, ZOXATRITRY
7 A®D [Manage] ™% &7 V> 7325 L, [Configure AAA Server Groups] ¥ A 7 a7
RNy 7 AN E £, [Interface/Server Group] 7 — 7 /WTIBIRNAE N R RSN E T,

s [Delete] : IR L7V —"— TN —T %7 —T L0 OHIRLET, RINT, 0
BHLHTEEREA,

« [Username Mapping from Certificate] : = ——Z & HiHi T 57 O X LGEHED 7 4 —/V K&
RETEET,

s [Pre-fill Username from Certificate] : Z D/S RV THEIN TWARMD 7 4 —/L RBI O
2FEBOT 40—V b, 2WERARCEH S A4 RT AT 25 8IcF v icLET, 2
DREMEE A T HENC. AAA BRUGENFEORIAES X ERET 2L ERHY 3, 2
NEITHITIE, WU Y 4> RO [Basic] 7% /MIZR Y . [Method] DD [Both] % 4 1T
LET,

[Hlde username from end user] : 2 FRAEIZAEH S D = —HF —4 % VPN = — W — TR R
T BHAICA I LET,

* [Fallback when a certificate is unavailable] : Z @ JE{1X, [Hide username from end user] 234>
DO EICOIHEHFTRE T, FEBEMEH R 72354 1%, HostScan  (BifE1L Secure Firewall
RAF ¥ LIHINTWET) T—Z 2L T, 2REFED 22— L 2 HATAT L E
‘j‘o

e [Password] : 2 RFBFEICHH EN B2 T — FOREGHTRE LTHROWT N EEIR L F
—a_o

s [Prompt] : =—HF—|ZRXAT—=REZANTLHLI T a7 "eRRrLET,
N [USC Prlmary] j—j\f@ 2 /kmuu Z1 {kptu HLE@/\X U — ]\ ffﬁ*”ﬁﬁ Liﬁ—
«[Use] : TXRTDO2RFBIEDIHEE I 2 ) NAT—REAHLET,
» [Specify the certificate fields to be used as the username] : = —H¥—4 & L CT— ﬁ(‘fé 128k
D7 4=V RERELET, B F Y a2—F =4/ U“* RERGEE 7o 13ER mTIC R &

Da—P—LERATEE T O —F —LH 2T 5120, l“"'ﬁ‘“‘%%ﬁﬂ]\jﬂ‘ﬁif)“
v HH) - —LZHAATbE ET%M%#%@ET

* [Primary Field] : =—% =2 AT 25EAFEOHRA D7 4 —/V FZEIRLET, Z0D
EAFEE SN TWDE4E . [Secondary Field] I3 EMHA S E T,

* [Secondary Field] : [Primary Field] 235 E S AV CTWRWEA, HT57 4 — L R& ik
RLET,

— 48075 VPN B
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BADT7 4 — IV RBLO2EZBHDOT 4 —V RORBMEIZIZ, ROFT T arNH0 x£9,

Bt

EE

C

Country (E4) 2 XFOEAMEE, E4 = — i, 1SO 3166 E4 %
FRICHERLL TV ET,

CN

Common Name (—#%4) : A, VAT LA, FOMOZT 0T 4 D4
i, EH A V@S LTI TE 8 A,

DNQ

R A A A ZAERT-

EA

E-mail Address (B A—/L 7 KL X) |

GENQ

Generational Qualifier (U EART) .

GN

Given Name (%) .

Initials (f =3 % V)

Locality (Hi44) : #HERANE 2L TV D 1 E 72 130T,

Ean|

Organization (REf%) : =fh. K, #B, #E&, Zoto=r7 47 ¢
OD%E-ILJ.O

ou

Organizational Unit (k== ) : &k (O) WOV 77 L—7,

SER

Serial Number (VU 7 /L& 5)

SN

Surname (i) .

SP

State/Province (M & 721TALERFIR) - MRS E LTV BN E 72 I13H58E
H:j_:/E\O

T

Title (¥ A k)

UID

User Identifier (= —%1D)

UPN

User Principal Name (==—# 7"U 2300 4)

+ [Use the entire DN as the username] : 56472 % 7Y =2 h DN (RFC1779) #fHLC, T

ZIVIEHEN LR 7 = U — DA Z TG L £9,

» [Use script to select username] : 7 ¥ ¥ JLRERAE b 2 —WF —Z 2 i3 %
ELET, 7 74/ hX [None] TT,

* [Add or Edit] : [Opens the Add or Edit Script Content] %1 7 2 778 v 7
BEOZ—P DO~y U TIMEHT A7) S MNEERTEET,

* [Delete] : IR LA U7 FE2HIBRLET, g, LOEL

7 VPN B
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AnyConnect 7 S A4 7> M i TO 77 ()L, FAIEE .

AnyConnect 7 S A4 7> bR TO 774 )L, BRBalEH

AnyConnect 7 74 7 > b ¥t 70 7 7 A VD [F&FE (Authorization) | A 7 2 VR v 7 A%
FERHTIE, A —T7 2 AEFORAV—N"—T N —T%FoRw, B, WE. E73HIBR
TAHZLENTEET, ZOXATRITRY 7 ADT—TNLNDOEATIZIE, A 2 —T = A AEA
P NR—= T N—=T DAT—=ZANEKRENET, BRINDLDIX, A F—T A 2%, £
BT D e — R — 7 —T BRI ONER Lo —N— VL —T CREENRKE L &
TR —H)I T —=HR—=ADT =Ny I B, X—T NI 5 TNDINE I INTT,

DA DT 4 —/v RiE, AnyConnect 7 71 7 > b, IKEvl, IKEv2, BL O/ 7147k
VA SSL #fi7n 7 7 A )BT,

* [Authorization Server Group] : A A[/NT A — X Z ik T 5B Al —"— 7L —T 2 f5E L E

R

[Server Group] : T 25— _— N —T%BRINLET, 774 /v M none T
‘g—c

[Manage] : [Configure AAA Server Group] % A 7 12 778 v 7 AR E £,

[Users must exist in the authorization database to connect] : L— W —73 Z D FLHE A 729
VENRHDLGEIL, ZOFT =y IRy I RAEeF NI LET,

* [Interface-specific Authorization Server Groups] : 8 EDA > ¥ — 7 = A AT T B8P —
N— TN—TDEI) Y TEEHRLET,

[Add or Edit] : [Assign Authentication Server Group to Interfacle %A 7 & 277K v 7 A H3BH
TET, ZOXATRITRY I ATHE, A v F—T A AP == TN —TEHE
THELBIC, BIRLIZY—— Z—T TREENEA L8412 LOCAL 7— %
Re=ANDT 3=y T EZFATONEINERETEET, ZOXA TRy
7 AD [Manage] ™ ¥ &7 Vw7325 L. [Configure AAA Server Groups] ¥ 7 a7
AR 7 AHBE £9, [Interface/Server Group] 7 — 7 /WZRINNENRE RS NET,

[Delete] : IR L7V —_"— 7N —T% T —TANHHIBRLET, RIS, 0
BELHTEEHA,

« [Username Mapping from Certificate] : =—H—H 2T 57 P X AGEHEDO 7 4 — /L &
RETEET,

[Use script to select username] : 7 ¥ # /LA E) S 2 —H —4 2 3R T 2 55126
THAZ VS M EFRELET, 7 7 4/b MM [None] TY, FFHET 4 —/L R
=P ERINT D A7 VT N EERT 2 FEICONTIE, 22 LT EEN,

[Add or Edit] : [Opens the Add or Edit Script Content] % A 7 &2 7' 7R v 7 AN &, FEA
EO2—HF LD~y B TIHEHT LA VT M EERTEET,

[Delete] : R L7227 U7 FaHIBRLE T, fERSNT. RVELLTEEREA,

[Use the entire DN as the username] : RERAE @ [Distinguished Name] 7 ¢ —/L K&K %
a—P— L LTHHATLIHGEICHRELET,

—eonvensz [l
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» [Specify the certificate fields to be used as the username] : = —% —ZIHEET 5 1 L E
D7 44—V REHRELET,

* [Primary Field] : =—% =2 IR T DFEHAEOHRAI D7 4 —/V REZBTIRLET, Z0D
AT SN TWDH4E . [Secondary Field] XA S E 5,

* [Secondary Field] : [Primary Field] 23487 SAVCTWRWEA, fEHT 257 0 —/L Ra ik
RLET,

« [Find] : B XFHNE L CTHEHAT D GUI 7V E 721 CLI =~ > R& AL, [Next] £7-
1L [Previous] 27 U v 7 L CHEEZBMBLET,

AnyConnect”y SA 7> FMERTO 77 ()L, BBA[, A—H—LFEIRT EH-bDRY )
7 FORBEDEN
AnyConnect 7 74 7 > h® [83E (Authorization) ]XA > T [Z2—W—LBIRICAZ VT b &

4 (use ascript to select username) ] Z IR L, BN (Add) | E-IT[RE Edit) | RA¥ %
IV I THE ROT 44—V RBRRSINET,

A7 VT RTlE o~y B 7 47 a r TlIFERENRWERAHAOIEAE Y —/L K& fE
HATxx,

)

GE)  AZ VT REEHLZGEAENS 02—V —ZHEFATTY 74 7T > MEIEO 2 —F—£4 08
AOMNBRWEE, AnyConnect 7 74 7 > b B8O 747 b LA WebVPN (2 [RH]
(Unknown) | EFRREINFET,

* [ScriptName] : A2 U 7 NOARTEZFRE LT, BaEB L OFRADORA 7 U7 "4 IEFR LT
RTERY EFEA, T2 TRIZ U hEERL, CLIX, ZOWREELETT H7-DICH
CAZ VT hEFEHALET,

* [Select script parameters] : A2 U 7 M DOEMHE L ONEEZHBELE T,

s [Value for Username] : =—H—4 & L CTHEHT 2 B2 DNJEED Re vy 77X o U &
I (Subject DN) 76 JBMEZBRINL £,

* [No Filtering] : f8& L7 DN AREEZEHT L2 L 0B EL 7,

« [Filterby substring] : BiisA > 7 v 7 A2 (—E T 2 HA) DL FOLFHNOALE) 8 LOHE

TAYT v 7 A (RBETHXTINE) ZEELET, 2047 a r28INT 555, M
WA T v 7 AL, BHIKIETEERA, RTA VT v 7 RAEZBAICTHET 740 ME
-1 &Y SUFHNEEN T HNE I DRBINET,

7o & 212, AR Ma—H—0DfE% 5T DNJEED CommonName (CN) Z&ERL7- & LE
T, WOEIL, SESERREVMEEEAT LM LFINEEHLCIOMEE 7 4 NVET D
FEERLET, EOMEIT, 22—V -4 L& L TEBICERAIINDMETT,

7 VPN B |
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AnyConnect 7 5 A 7> k S TO 77 A L, B, 1—¥—2EBRT 50024y T ronznen [

R2EHAXFIZEDZTa4LEY Y

IR A Ty (BRTAUTYIR RYE
9 R

1 5 host/

6 10 user

6 -1 user

ZDORDITADEICTAFTADA T v 7 A&fEH LT, UFEFNDEE D S ERSY LF
FNOB%BET (ZOFETEL Tuser] @ ) ) AU T AL2FBELET,

W SLTFINCE DT 4 NE U o T RMRT 256, MBRTLE0 LTINOR I N> T
WD ZENRETT, ROFITIEL, EHRBREELI I Lva BXOT AL L 27 YT |
A LET,

* #5111 : [Regular Expression Matching] : [Regular Expression] 7 « —/V R 3E 1236 H 92 15
KBEEZATLET, —MORERARBOEFE T2 HEH S ET, [Email Address (EA))
DNED @il B ETOTRXTOXLTFINE T ANE Y 7T HDICEREREZEMNT 2 &
LET, V@ DINEFATTEHIEREID 1 5T, ZOHITIE, DNEIC
user1234@example.com N EFFEN TV DA, EHRBELOZOR Y fHIX user1234 L 720 F
R

« 5] 2 : [Use custom script in LUA format] : #8587 1 —/V R& T3 572912, LUA 7 Rr T F
LEBTCRBRSNIZAAZ LA VT MR ELET, ZOFTva 2@ RT5E &
AL LLUAAZ VT b7 4=V FICANTELE 91800 E4, A7 VT MIRO &
TR ET,

return cert.subject.cn..'/'..cert.subject.l

1202 —H—Z L LTHHATH22ODN 7 —/L K, 22— —4 (cn) BLOHIE (1
BRHEAL. 29007 4— IV FMIcAT v 2 () XEEHBALET,

WDFKIZLUA A7 V7 N CHErRE7 e @ttE4 LA Z R L ET,

A

GE)  LUA Tid, RXFE/NLCFREBISNET,

® 3Bt LA

B4 B!

cert.subject.c Country
cert.subject.cn Common Name
cert.subject.dnq DN f&ffi+
cert.subject.ea FFA—IL T RLA

| —ferarz N EE I}



—i%#I7%5 VPN

B anvcomect 55470 F BETO T AL, RA. 1—Y—BERRT HLHDORY Y T FOREDEM

E)
ax JE I

cert.subject.genq HH-ARAE i 7
cert.subject.gn %
cert.subject.i A =¥V
cert.subject.l H4
cert.subject.n A

cert.subject.o

~ = 7 IVORERK

cert.subject.ou

R BT

cert.subject.ser

VTV NI TNAEE

cert.subject.sn 1
cert.subject.sp AT
cert.subject.t Title
cert.subject.uid a—H—1ID
cert.issuer.c Country

cert.issuer.cn

Common Name

cert.issuer.dnq

DN f&ffi+

cert.issuer.ea

B AL T KL A

cert.issuer.genq HEAE A1
cert.issuer.gn 4
cert.issuer.i A= %)L
cert.issuer.l Hi4%
cert.issuer.n Al

cert.issuer.o

~ =2 T IVOFERL

cert.issuer.ou

R B

cert.issuer.ser

AT U TS

cert.issuer.sn i
cert.issuer.sp /1B
cert.issuer.t Title

7 VPN B
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cert.issuer.uid —H¥F— 1D
cert.serialnumber SEES Y TLE S
cert.subjectaltname.upn a—H— FY L

Fo XV IN—TF 27V F 2T 7T 4TI L TNAEXICZT—0nEL, 27U 7R
TITF 4TI oRhoT8Ee, BHEDa L ) — I T— A v —UNEKRENET,

554FYRLASSLVPNEH TOT 7 AL, 4 V8 —T 14 A~DQRAY—/1N— 4
L—FDEY BT

IDEATaT Ry 7 AT, AV F—T 2 A% AAA Y —— F ) —F\ZBEM T b E
9, fEFIE. [Authorization] ¥ A 72 7Ry 7 ADT —T MIRKRINET,

s [Interface] : / v X —7 = A AZFIRLET, 774/ ML DMZ TT,

* [ServerGroup] : R L7oA > ¥ —T = A AZHEIV Y TH— = TN —T %R L ET,
7 7 # /L M LOCAL T,

* [Manage] : [Configure AAA Server Group] A 7 2 7R v 7 ANRBE £,

EHEIJOID7AIL, THhOooT409

[Connection Profile] > [Advanced] @ [Accounting] ~%A1 > TiX, ASA &EKOT o T 47 F
TvarERELET,

* [Accounting Server Group] : 7 7 T 4 U ZVMERT 5T TICERBE LD —N— 7 )L—
TERIERLET,

* [Manage] : AAA H—/N— 7L — 7 % Epk T & % [Configure AAA Server Groups] % A 7 & 2
Ny 7 ANHEET,

EHEJOID7AIL, JIL—T T4 ) F7RESIL—T URL

[Connection Profile] > [Advanced] @ [GroupAlias/Group Group URL] %A 7 2 7R > 7 AT, U
F—ha—F—Dul A VIR REINDINFICHEL HE 2 DB EZRELET,

B0 7 7 A NVD X T DAL, AnyConnect 7 74 7 2 hTlk, [/ /V—7URL/Z /L —7 =
A Y 7 A (Group URL/Group Alias) ] T3,

* [Login and Logout (Portal) Page Customization (Clientless SSL VPN only)] : 1 9~ 2% FRilE% E
SNTeH ARG A XBMEERETHZLICLY, 22— — a2l (v X—=VOANBlZHRE
LEd, 7 74 /V MEDfltCustomization T, HILWHAF~v A B—2a ATV b
ZAERT HI1ZiX, [Managel 27 U v 7 LET,

| —ferarz N EE I}
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» [Enable the display of Radius Reject-Message on the login screen] : 3FEMES S/ & &izm
TA v HATal Ry 7 A2 RADIUS-reject A v —V 2 RKRT DT, ZOF=v”
RNy 7 A F AT LET,

» [Enable the display of Securld message on the login screen] : 227 A o XA T 0 7R v 7 AT
SecurD A v tE—VEFRRTHIZIE, ZOFTF =y IRy I RAeF NI LET,

* [Connection Aliases] : #fii =+ UV 7 AL ZDAT —H R, v /A VR —F =D FFED
Bt (bR 7T N—"7) ZIEINTE D L) ICHHNRE SN TWDHEEIE, 2—F—D
0 Ay R=UH A VT ARKREINET, =AU T RAEBMEZITHIERT 5
%, [Add] £721 [Deletel R ¥ %27 Vw7 LET, =4 VT AEmETHIZIE. 77—
NTCEDZA YT AELTLI Y v L, = b ERELET, A 32— N> T
DBAT—HAEERTTBHIZE, 7T—TNANNOTF = IRy I At ElidA7icLE
R

* [Group URLs] : Z/L—7 URL L ZDAT—HX A, 0l A VBFZ2—F —RNEEED 7 )L—

TEBNTED LH)ICERPRESNTODIHAIE, 2—F—0r s A X=IZ 7 N—
ZURL BFRRENFE T, URL ZBINEZITHIBRT 2121E, [Add] F 7213 [Delete] R ¥ > %
7 U w27 LET, URLZfwE ([Edit]) 325121, 7—7AANDOURLEZX 7L Y v 7 L
Ty M) ERELET, A FX—T MR TVWDAT—H AEERTHITIE, T—T v
NOF =y VR Aed rE3A7ICLET,

EHEIJOIT7AIL, V547> L X SSLVPN

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles] % -{
TRuZRy 7 A, BUEERSNTND 2 FA T MU ASSLVPN #fit 71 7 7 A )L K
Uym—nw®7747/bvx%fyayﬁ~%%ﬁém1ﬁo

* [Access Interfaces] : 77 EATA R—T/WIZTHA v X —T oA AZEINTEET, 20D
T—=TNDT 4=V RIZF, A F =T 2 AA AT =y IV Ry I ANKRREN, T/ &
AT HNE I MEBELET,

* [Device Certificate] : RSA & —F 721X ECDSA ¥ —F 721X F 7 A FARA > F OFRGFEDFIE
AELIRETEET, 220D T AMKRA LV VERETDHATVarndbEd, 7
547ykﬁ\&yﬁwny<4D%PmiéEaBA®%£~%%%Li#omm
X, BELEZRIARMKRA U NIV RARNEAFY L, 794 T B AR— T D5
WD 1 >%FRL E T, ECDSA ZEHT 2541%. RSA 7 X FARA » FOHIIZ
ZDOKRTA hT%/k%E&TE@“éM%#&‘;Di?o

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANHEET, ZOX AT 1
TRy 7 AT, R UGENEOREMZIBM, Wk, Bk, =7 2R—F, 723
FORTEET,

s [Port Setting] : 7 7 A 7> b LA SSL B L W IPsec (IKEvV2) ##HiDHR— MEHERTE
LE, #PHIX 1 ~65535 T3, 7 74/ MIAR— bk 443 T,

* Login Page Setting

7 VPN B
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5547 LR sSLVPN TR 77 4 L, 24EE [

s A UT ATHASNAEER T 77 AN EO T A X—UTEINTEET, BRL
72WE X, DefaultWebVPNGroup 23kt 7' 2 7 7 A /W22 0 £4, 22— —pa s/
AL N=VZ, =P THERT 28ED F RV T —TEBIRT 5720
DRy TR JAIBERREIND LOITHELET,

* [Allow user to enter internal password on the login page] : PN —/3—~D 7 7 & AKFIZ
RIgH AT = R AT ATV arzBMLET,

* [Shutdown portal loginpage] : 2 27 A V3T 4 B—T IV DLHEIZ Web N— V2 FoR L E
‘g—O

« [Connection Profiles] : = D#fe (b2 kL ZV—7) OEEFFERY o —&RETHLa— R

ARLTCER T — 7NV eFRR LET, HLa—RIZEoT, ZOERDOT 74V k7 L—
TRV =R S ET, La— RiZiE, T b a Bl O T A =2 RS ENT
WET,

* [Add] : B8R L7285t D [Add Clientless SSL VPN] % 4 7 2 7R v 7 A& £9,
« [Edit] : #8R L 7=$%%¢ D [Edit Clientless SSL VPN] ¥ A 7 2 77K v 7 AN & £,

* [Delete] : BR L7cBifii e 7 — 7 A DHIBRL £7, fEESHh T, LPVELL TS EE
/1/0

* [Name] : 8t 7' 10 7 7 A /L DA i,

s [Enabled] : £ X—T7 MR TWAGAICT = v 7 ~v— I BEET,
s [Aliases] : Bt 7' 12 7 7 A VL DRI4,

* [Authentication Method] : i3 2F8GE XA FEE L 7,

* [GroupPolicy] : Z D72 7 7 A NDT 7 4/~ TN—T KR v—%F£ R LET,

* [Let group URL take precedence if group URL and certificate map match different connection profiles.

Otherwise, the connection profile matches the certificate map will be used.] : ZD A7 3 > T
X, BT 07 7 A NV OBRT 1 AREZ /L —7 URL 3 L OGEHAEOEO M7 )
77 VU AERELET, ASAT, =V RARA V ML o THREShHR IS,
i 7 m 7 7 A VI Ko THRESNTHERE SN HEE BE TERWIEEIT, BIDEE —
THEER T 0T 7y A VPEIRENET, VPNV RAA > M CHRE LT/ V—7URL %,
U7 V—7URL Z4EET D7 0 7 7 A NV ERET 72012, ZEDOEVASA Y 7
P27 VY —=ATHEHEINLGTY 77 LU RZRMT 2580, ZOF T a %z
FUZLET, ZOFTvad, 774N M TEA TR THET, A7l
By ASAITHERE 7 0 7 7 AV THRE LICRE & 7 o« — /L BMEZ . =2 FaRA > b THEMT
DREAED 7 4 —/V MEEMRE LT, #ii7n 7 7 A Lz2H 0 4 TET,

DS5A4AF7 2 FLUASSLVPNEHR IO 7ML, EREH

[Clientless SSL VPN Connection Profile] > [Advanced] > [Basic] # 4 7 2 7 7R v 7 A Tix, KEAR

wRELET,

—ferarz N EE I}
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B /s 7 riassivengToor 4L, —REE

* [Name] : #fi4 2f5E L Ed, MEMEDEE. 07 4 —/L NIEFAHY HFHTY,

« [Aliases] : ((EE) ZOHEHONEL % 1| DLLEfRE L E9, [Clientless SSL VPN Access
Connections] ¥ A 7B ARy J ATEDA T2 a b EZHRELTVBIHAEIL, vrAr X—

g

MAPFTRSNET,

* [Authentication] : F8FE/NT A —X ZfFE L £7,

[Method] : Z D#&kt T, AAAGRGE, RERAERRGE. E7ITTOMG LM 508 5 0
ZELET, 774/ ML AAAGRIETT,

[AAA server Group] : & Ot OFRFEALEE CHEH T 25 AAA — 13— 7))L — T %8R L
¥9, 774/ MMILOCAL T,

[Manage] : [Configure AAA Server Group] % A 7 2 7 7R v 7 ANRBAE E 7,

* [DNS Server Group] : & O#%#i0 DNS —/"— 7 )L—TF L U THEHT 50— —Z @I L
$£79. 7 74 /L MiX DefaultDNS T,

* [Default Group Policy] : Z D#fE CHEHT 2T 740 b Z—T RY L —DNRF A —H %

faiE

LET,

[Group Policy] : ZDEH CHEMAT 5T 74/ b ZN—T RV v—%RIRLET, 7
7 # )V M & DfltGrpPolicy T,

[Clientless SSL VPN Protocol] : Z Dt CD 2V 747 ML ASSLVPN 7’1 h 2L %
AF—=TNELET 4 B—T NI LET,

D54F72FLASSLVPNESHE O 74 )L, —BEHE

[Clientless SSL VPN Connection Profile] > [Advanced] > [General] ¥ A 7 &2 7' 7R v 7 A& LT,
AAA H— R— | ZETHNC = =S LV A E T —T 2 RETLEINE I nEREL,
AU — REHA T a VEBRELET,
* [Password Management] : AAA t—/N—725 D account-disabled { 27— % O L E X |2
THNT A= L a2—P— kT DA T — RHIRYIAEENCE T 5 /8T A — X 2% E
TEET,

7 VPN B

[Enable notification password management] : ZDF = v 7 KRy 7 A& FNZTHE, R
D2ODNRTA=ZPHMTEL LT 9, NAT—= FRHREINICRLET
DOREDOAEREL, TORBIZTRIOR DR 7 A VBRI —HF —(T@AT 50,
FLIANRAT— RBRHIRTINICR DY BRI —F =Tl T 50 ZRELET, T
7 AV F TR NAT— FRBIREINIC 5 L0 14 BRI —F— 0@z [ilih
L, g, 2= =D AT = FELHETLETHEAHBEMT S5 LI ICRESNTNE
J, HPAIX 1~ 180 H T,
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5547 rLRSSLVPNEGETO 740, R [

A\

GE)  ZOWFIZL > TR — ROHBER TN 2 L TORERIEDL S

DTIE7R L, BEHNA X —TNVZRDHIPTTHD LV I EICHER
LTLFEEN, 2047y 3 VAERTAEAIT. ARLIEET
HVENRH D F£9,

WTHOBETEH, ZEINTITNAT — ROAHROINIC AR >7- & &, ASA Tlda—
P LD RAT— ROEFENAGETT, BFITO/RAT — KRR L TR WEE,
AP ZEORRT— REFEAL TR AV LTS LR TE ET,

ZDNRTA—=HE, ZDOX D i@ AEEE L YR — h 35 RADIUS., RADIUS %fits NT

P — 33— LDAP — =72 D AAA — X—THZ T, RADIUS 721X LDAP
SREENHE SN TWVRWES, ASA TlXo oo~y RREH I ET,

254 F72FLRASSLVPN S TO 7 74 )L, FREE

[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication] # 1 7 & 7 7R v 7 A T,
A B =T A AEFOEAY— = TN —TEFKax, BN, wWE. FLEFEBRTEET, 2
DEAT AT Ry 7 ADT =T NDEATITNE, A F—T = AEFY—/— Z/L—T DA
T HAANFERINET, BRSINDDIX, A F—T A A4, FHUCEHET T Y —
W= T N—T BIOBEIRL 72— =N —T TREENEE LI &I =P T —F_X—
AND T F =Ny T PA R—=T T2 TWNDHIE I T,

[72FE (Authentication) ] XA > D7  —/L X, AnyConnect 7 74 7 > b OFBFELF L CTT
(AnyConnect 7 7 A4 7 MEfi 71 7 7 A )L, BebEtE (68 ~—) %#ZM) |

D954 TF7 2 MLASSLVPNEHm IO T 7A )L, BB5F. H—/\— JIL—TDEM

[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication] ¥ 1 7 1 77K v 7 A D
[Add] RZ v &7 Vw7 TDHE, A F—T A A% AAA — 13— FT—F AT 5 2
ENRTEET,

COREEITI T A=V KRIZOWTIE, V794 T FLASSLVPN R Va7 7 A, AV
=T 2 f ASOBA[Y— = T )—TDEY BT (77 =) LTI EE,

D5A4F72FLASSLVPNESH O T 74 )L, 2 REBEE

7747 MV ASSL O 2 RGEBRERE 7 4 —/v NI, #7127 7 A b, 2 KEEAERME (70
~N—=) IZR#H STV D AnyConnect 7 7 A 72 T 7R L[EBETT,

—ferarz N EE I}
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B /57 riassiveniggroor (L. 29

9S5A4AF72MLURXSSLVPNEHTO T 7 A )L, 327

72247

~

-~

7747 ML A SSL OFBAIERET 4 —/V FiX, AnyConnect 7 71 7 >, IKEvl, IV
IKEV2 DA LR LT, ThHD7 4 —L ROFEMIZOWTIEL, AnyConnect 7 74 7 2 K
Vi T a7 A, RAJEME (73 %—) ZBRLTIEE N,

L X SSLVPN ###: 707 7 1 JL. NetBIOS H—/\—

7747~ ASSLVPN i 7' 1 7 7 A /L ® [Advanced] > [NetBIOS Servers] %1 7 2 7' 78 v
7 ANiE, BREF D NetBIOS Y— N—D @M FR S E T, [Add or Edit Tunnel Group dialog
box for Clientless SSL VPN access] > [NetBIOS] # A 7 v /'R v 7 A&fEHATIUL, bz 7

N—TDNetBIOS BHELRETHZ LN TEET, 7747 F L ASSLVPN Tid, NetBIOS
& Common Internet File System (LA % —xy b 77 A/ VAT L) Fu havzffL
T VE— RNV AT ALEDT 7 AMIT 7 8ALIZD, 77 A NVEIA L2 LET, Windows
A2 —HIZEDA Ea— AR LT ANV RAE LE D L5 L, BESH
77 AN ==y FU—7 LDV Y — A %5013 555 E D NetBIOS 44 & ki L E 3,

ASA IE, NetBIOS4 % IP 7 KL R {Z< v 7T 572D NetBIOS F— 5 S —_"—Z 7 2 —%
FEELET, V54T FLASSLVPN Tid, VE— K VAT LD T 7 AINET I EAET-
1349 % 728 D NetBIOS 78 BT,

NBNSHEREZBEIMESE D 12IE, D72 &L H 1 HDNetBIOS —/3— (KA R) ZRET HME
NHYET, TEMEERTHZOICNBNS $— =% 3 OETRETEET, ASA L, VU
A N DD Y —3—% NetBIOS/CIFS 4 RifEiRIZHERH L ES, 72V —nKK325L, ko
P N—MEH I E T,

[NetBIOS Servers] X4 D7 4 —JL K

* [IP Address] : 8%/ 4172 NetBIOS — N—D P 7 FL AZ R R L E T,

* [Master Browser] : % —/3—73 WINS #—/X—T&H 57>, H5HWE CIFS —— (DF Y
VAL TITUY) ILb b= —=ThoLNERLET,

* [Timeout (seconds)] : —/3—73 NBNS 7 = U —|Zk}F D I0E 2 5D e 0] O IR§ ] & FY AT
THERLET, ZORMEZBED L, ROV —A"—IZ7 ) —%2XELET,

* [Retries] : B E S 7=V — 3—Z%f9 5 NBNS 7 = U —DEFEZNAFIZY kT4 T 5E%k
EHRALET, WXL, =7 —%2ETETH— =D U X M EKETDHEEE VD
ZLETY, ANV MTAEIZOTT, T 74N NOFERITEEIZ2ETY, KU FTA
Hix 10 T,

* [Add/Edit] : NetBIOS #— 3—Z% B/ L £, [Add or Edit NetBIOS Server] %A 7 & 77K v
7 AP EET,

s [Delete] : &R L 7= NetBIOS /7% U A F 22 G HIBRL £77,

« [Move Up/Move Down] : ASA1E, Z DR v 7 AZFE/RENZIEFE T, NetBIOS —/3—|Z
NBNSZ =V —%XELET, ZORy 7 RAZMEHLT, 7= —% U X AT L FIZH)
M LIk BEIEM A ZE LET,

7 VPN B
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5547V FLASSLVPN#EHTOT7 4L, 547> Lz ssLveN [

54T RLRSSLVPNIES: O 7ML, V54 F7 > LR SSL
VPN

74T b UAREE T v 7 7 A /LD [Advanced] > [Clientless SSL VPN] XA > Clif, v/ A
KRC Y B— N 22— —CRRENDHINFICHET I REERETEET,

ZDOFATur & AnyConnect 7 7 A 7 TR T 7 ANDT 4 —/L RIFE T D720,
FECOWTIIER T 0 7 7 AV, TN—T A YT AL T N—TURL (77 3—2) =5
LTL7EENY,

IKEVI O 27741

IKEV1 #f5¢ 7' 1 7 7 A V&, L2TPIPsec 2R EDRA T 4 7VPN I TA T > b & — =T 4
VPN 7 747 FOFRRER Y > —%EF LET, IKEvI #7127 7 A /LI, [Configuration]
> [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection Profiles] ~1 > C
HELET,
* [Access Interfaces] : IPsec 77 T A TA F—TWMITHA v A —T = A AZRBRIRLET, T
7N hTIE, T EAFRIIMEBERE N TV ER A,

+ [Connection Profiles] : EETF D IPsec #2fit DR EHF /3T A — X R TERLET,
[Connections] 7 — 7 /WZIE, BHeAR U o —ZRETH L a— KREREINET, 1 DD L
a—RIZEoT, ZOEGDOT 74N~ TA—T R —n@ilSnEd, La— R
X700 b aVER O NT A—ENEENTWET, T—7 ML, IROHD T LR3H Y
£

s [Name] : IPsec IKEv1 e DA FTE 721X IP 7 RV AZFREL £ 7,

* [IPsec Enabled] : IPsec 7’1 F /LA R —T T2 5 TWENE I DERLET, 2
D7 v ka/id, [AddorEditIPsec Remote Access Connection] @ [Basic] # A 7 & 7 7K v
JATA F—TMILET,

* [L2TP/IPsec Enabled] : L2TP/IPsec 7' & ks /L3 A R—T /U2 > TNB N E D IEIR
LEd, ZD7 v ka/liL, [Add or Edit IPsec Remote Access Connection] @ [Basic] &
AT TRy I AT, FZ =TI LET,

* [Authentication Server Group] : F@FEZ 2t T X B — — Z L — 7 D4,

s [Group Policy] : = ® IPsec #fc D 7 NV—"7 KRV o —D4 AT E R LET,

)

GE)  [Delete] : IR L7cH—— Z V=T %7 =T ANOHIRLET, EEIhT, RVELLT
TEHEA

| —ferarz N EE I}
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B orsecvE—r7oerBETOT7 A0, [Basic] 4 T

IPsec ) E— 7O REHEITOT74)L, [Basicl Z T

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[IPSec (IKEvl) Connection
Profiles] > [Add/Edit] > [Basic] @ [Add or Edit IPsec Remote Access Connection Profile Basic] # A 7
BNy 7 AuMT 5 L L2TP-IPsec % & T, IPsec IKEv] VPN #5i H] 0 4 J& % 2 5%
TEET,

* [Name] : $&f5i 7 0 7 7 A L DA,
* [IKE Peer Authentication] : IKE B 7 5% E L £,

* [Pre-shared key] : ##i H OFRTLAXF—DOEZEE L E T, FILA X —DHERKEIX
128 L5 T,

* [Identity Certificate] : ID REFIFENRIE S 4L, BES N TV D51, IDAEAFEOA I
Z 3R L £, [Manage] : [Manage Identity Certificates] %1 7 12 778 v 7 AP & F
T TOXATRI Ry 7 AT, ERUGENEOTEMA BN, WE. Bk, =2
AR—=F, FRTEET,

« [User Authentication] : == — ' —8ZE T4 5 — N— OISR A H5E LET, 37
THRIX [Advanced] 7 v a V CRETEET,

s [Server Group] : = —H —FBAECHEAT 59— "— J L —TERINLET, 77 4/L
NME LOCAL T, LOCAL LISADH— — F)L—T % 8IR$ 5 & [Fallback] F = v
TRy I ANFINTE D LR ET, == —T%BMT 5I21E, [Manage]
NIy LET,

« [Fallback] : 87 L 72—/ 3— 7 —T7 CRENBLE LHAIL, 22— —§8FET
LOCAL =T 2 E I MERELET,

* [Client Address Assignment] : 7 71 7 > M @EMHEDOEI Y 24 TICEET L JEMELZEE L £7,

« [DHCP Servers] : /4% DHCP y—_X—D P 7 FLAZFELET, AKTI0H
FTCOF—N—% ZA_R—ZATRY) > TEMTX F T,

* [Client Address Pools] : FHIERFEADT RL A F— & 6 HETHELET, 7R
VA = )VEEFRT DL, [Select] RZ &7V w7 LET,
» [Default Group Policy] : 7 7 4 /L b Z/u—"7" R > —(ZBHd T 2 BIHEZIEE L 7,

* [Group Policy] : ZOHER CHEMAT 5T 74V b ZN—T R o—%RIRLET, 7
7 # /v b iE DfltGrpPolicy T, Z D7 L—7 KU > —|ZBER T 28 LW —7
RV —%2FFRTHIZIE, [Manage]l 7 V v 7 LET,

» [Enable IPsec protocol] & [Enable L2TP over IPsec protocol] : ~ Ot CHEHAT 27 1 b
ANEEIRL £,

7 VPN B
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[Add/Edit Remote Access Connections] > [Advanced] > [General] .

[Add/Edit Remote Access Connections] > [Advanced] > [General]

TDEATa TRy 7 AEMH LT, AAAV— _—[CETHIIC 22— =& b LA L T —
FHEEETANEINEREL, SAU— REEHAT A —F52EBELET,

A

* [Strip the realm from the username before passing it on to the AAA server] : = ——% % AAA

P R—ZPET R, VL (FERAAL YY) 22—V —ANDRETIUEHE A x—
WELBT 4 =T M LET, BRERHC 2 —F =4O LL MMERT T 2 HIFR T 21213

[StripRealm]| F = v 7 R v 7 A& F NI LET, LILLAK, AAA GRRE. §Fr]. 7TH ¥
VT4 UT) OZ—P—ZHIBMTEET, LAAICHLTERRT YR 5i@tTT
9, L, username@realm T3, 7= & Zi ‘\ JaneDoe@example.com T9, Z O [Strip
Realm]?‘z/ﬁ‘f/?%%ﬂ‘/ T 5 &, BT —F =B ORIZESNTTOILET,
F 71 LT 5A 1%, username@realm SCF-FIRRICEE DWW TR THOIVE T, —1—T
?)\&%%ﬁfgﬁw HlX, ZOF 2w IRy I AeF T HMERS D 7,

GE)

VIV E T N—T Dl i 22— —AIBEINTE ET, 205
By ASA L. AAABEREICKR L T —TH & LV A HICERGE &
NIRRT A= LES, 20X 7V a o, =—
P —L[@realm][<# 721X 1>7 V—7] &2 0 £9 (1 -
JaneDoe@example.com#VPNGroup) , ZDA 7T a » ZRIN LT
BlE, INV—TFTVIFLELTHERIL ZHEHTILERD
DET, 2, @BV ATYIXELTHHEHINTWSE
BASAN@EIN—T TV IXEEIRNTE 72005 TT,

ASA 121X, user@grouppolicy DH R — MIFENEH A,
L2TP/IPsec 7 7 A 7 > MIZ1F A3, user@tunnelgroup %1 L7= k&
FN AL v F o T aYR—FLTWET,

* [Strip the group from the username before passing it on to the AAA server] : = ——% % AAA

P N—ZHET R, VLA (BERAAL V) 22— DRETHUHE A R —
NETTT 4 =7 M LET, RARFIC2—F = D7V —T 4 %2 HIbRT 5121E, [Strip
Group] F = » 7 7~ /7%75:21‘/ LET, ZDOA 7T =3 %, [Enable Group Lookup] 7~ v
JAEF AT LGB EN T, TV I XM L“C?/l/—7% oa—H—4I8
ML, Group Lookup 75:/1’7\ TMZTHE, ASAIL, T Y I X OEMCH D LFE T
Ta—HF =L LU, AUOLFE2TXTIN—THEMRNLET, BRI NV—T7F
UIXiF @, #. BELO! T, @2 Group Lookup D7 7 4 /b h TF, —H—£4<F7TV I
2> N—T DT N—T % a—PF—ZIZEMLET (5 : JaneDoe@VPNGroup,
JaneDoe#VPNGroup <° JaneDoe! VPNGroup) .

* [Password Management] : AAA H—/X—7>5 D account-disabled 1 > 27— &% O LE X (2R

FTHNTG A= L =P =TT 53R T — RHIIRGIEMICBE T 5 /37 A — X 23 E
TEET,
* [Enable notification upon password expiration to allow user to change password] : Z D F =
IRy I A%F AT DHE RO2OORT A= BFIATEL LIV ET, 2
AU — FRBIREINICR 2 F TORED ABEEEL., TOREZTHIOR DR 7 A

—ferarz N EE I}
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B e s5070 7 rLRERE

VRIS TR D, 38R T — ROAHIREIIC /R DY A — (T
BHTANEERTEET, T 74/ FTIE, NRAT— RRBRYREINIZ/AR D LD 14
HEMC 22— —~omamz s L, D%, 22— =N AU — RE2ZEH$5E THHA
WHT AL ISR ESNTWET, &L 1~ 180 HTY,

A\

G ZOWBIZL>TIAT— ROHRPYIND ETOREREDD
DTIE7R L, BENA X —TNVICRDHIETTHDH LV ) EICHER
LT &, ZoOFTvar#RIRT 254815, BELETT
HRENH Y 9,

WTFNDFETEH, ZEINTICAARAT — RBR#RONIC /o7& &, ASA Clidz—
P —IZLDNAT — ROEENRARETT, BUTO/NAT — KRR L T2 WA,
A=Y= IFDONRRAT—REFH LT A v LA 2 N TEET,

ZONRTA—=HF, ZD XD IEmERE A YR — 95 RADIUS. RADIUS %)t~ NT
P —/3—_ LDAP Y — =72 D AAA — X—THZ T, RADIUS % 7-i% LDAP
FAENREINTWARWGES, ASA TlXZoa~y RpaEH I E T,

Z OHERETIX. MS-CHAPV2 29T A 0ENH D £9°,

IKEV1 V9S4 7>k 7 FLRIEE

IIGAT U R T RLAREDREIITRXTOI IA T v M7 a7 7 A icdm <, M
WIZOWTIE, B 7 77 A, 7 I9AT T RUVATRE (653—) Z2&2BLTLEE
W,

IKEV1 8- 02 74 )L, ZBEE

ZDEATa Ry 7 AL, IPsec on Remote Access 1 & O Site-to-Site b > /v 7 L—T D
BIFRENET, ZOXA TR TRy 7 ATOREIX, ASARKIZES TZ O Tn 7 7
AN (R TN—T) ICHEHENET, A ¥ —T =2 AT LRI —— T —TF
EERETHICTIE, [Advanced| 227 Vv 7 LET, TOXATarRy 7 AT, ROBHEEZZH
ETEET,

« [Authentication Server Group] : LOCAL 7' /b —=7" (57 )V ) 72 EOF|H ARE72 #8GEY—
N TN —T%—HFRLET, None bR AEETI, None 7213 Local LASh 2 344
% &, [Use LOCAL if Server Group Fails] = v 7 Ry 7 ARFHTE DL 912220 5,

» [Use LOCAL if Server Group fails] : Authentication Server Group JB:(Z X - THRE Sz
N—T THEENRFEELICEEIC, LOCAL 7 — S XN—=A~DT 5 =Ny J e A{ X—T )b
FET =TI LET,
[Enable Group Lookup] R 7 A& A 712§ 5H L a—HF —ADORIZHE IS FIEEZRETE
%9, [Enable Group Lookup] 7~ »» 77 A & [Strip Group] Dli & A 123 5D &, AAA Y—

7 VPN B



| —feeazs VPN
ket 707740, 2 [

N=TIN—=THZPMIMEN 2= —DT —FZ X—=2AZMFF LR S| R —%—
DRI ASNTA—YF —ZFRAET D LN TEET,

IKEV1 670 274 )L, 3BT

RBAOBREITTXTCOI TA T v b7 0 7 7 A W@ T, FEIC OV TIE. AnyConnect
U IAT v MNERT R T 7 A, REEEN (68 X—) ZZMLTIEEN,

IKEV1 R D7 AL, ThooTa429

THI T 4 TOREITTRTOISAT v N T a 7 7 A VL@ T, ZEfz oV T
WX, T e T AN, THO T 47 (7TT3—) #BRLTLIEEN,

IKEV1 %70 27 74 JL. IPsec

[Configuration] > [Remote Access VPN] > [Network (Client) Access] >[I Psec(IK Ev1) Connection
Profiles] > [Add/Edi] > [Advanced] >[I Psec]

* [Send certificate chain] : GEBlET = —V RIKOEFEE A X—TNVELIXT 4 B—TMICL
£, ZOT 7 v a A, — FEHEBS LOBENOTRTO AL CAGEHENE
ET,

* [IKE Peer ID Validation] : IKE 7 ID fGEZ AL 57, MHET D00, HDHWITREHHE
WCE S THR—=FENTWDBHRICTETTF =y 7 THNERIRLET,

* [IKEKeep Alive] : ISAKMP ¥ —77 74 7 £=4 ) T A F—T VL THELET,

* [Disable Keep Alives] : ISAKMP ¥ — 77 7 A 7% A F—7NVEET =7 L
ij‘o

* [Monitor Keep Alives] : ISAKMP ¥ —7"7 74 7 E=% U 7 A X—T NVETIXT «
=T M LET, TOF T a U EEIRT H & [Confidence Interval] 7  —/L K &
[Retry Interval] 7 4 —/V RBFIHATZ AL 512720 77,

+ [Confidence Interval] : ISAKMP & —7"7 7 4 7 OEfEMEEZfHEE L E 7, T, ASA
WX —TT I T =XV T ERET S ETIZ, ET0NT7 A RVREZkETE 5
B4, R/ 10R, K300 T, VE—KT VBRI L—TDFT 7 4L M
300 T,

« [Retry Interval] : ISAKMP & —7"7 A4 7DV b7 A MO ERELET, T
7 4V MEIX 2 BT,

* [Head end will never initiate keepalive monitoring] : &4+ ~D ASA BX—T7T 7 A 7
TV TG LRV I ITRELET,

| —ferarz N EE I}
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B oxevEGET0o7 000, IPsec. IKERIT

IKEVI1 #7027 7 4 )L, IPsec. IKE Z23E

[Configuration] > [Remote Access VPN] > [Network (Client) Access] >[I Psec(IK Ev1) Connection
Profiles] > [Add/Edi] > [Advanced] >[I Psec] > [ KE Authentication]

* [Default Mode] : =520 none, xauth, F721% hybrid 7°57 7 4 /L F OFBGEE— R &R T
TET,

* [Interface-Specific Mode] : FRGEE— K& A v H—T = A AT LIZHRELE T,

* [Add/Edit/Delete] : [Interface/Authentication Modes] 7 — 7 /WiZ%k} LC, R L7z A >
S —7 = A A LRRFEE— FOXT ZBN/HREHIR L £7,

« [Interface] : LRIMTEA L X —T =2 A ZABRIRLET, T 741 %@4 VHE—=T A
AlZinside & outside T2, BIDA v F—T = A AL HRELTBEITIT. FO4F]
NY R MIFERENET,

* [Authentication Mode] : _EF2 none, xauth, F 7213 hybrid 7> 5F8GEE— R& @I TX
i ﬁ—o

IKEVI 70277 4J)L, IPsec. 9534 F7 MY T RO T7DEH

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [ Psec(IK Ev1) Connection
Profiles] > [Add/Edi] > [Advanced] >[I Psec] > [Client Software Update]

[Client VPN Software Update Table] : f > A h— /LI TWBEK 7 FA T FNVPN Y7 hU =
TR —=UNZOWT, VAT MEAT, VPNIZ AT D) EYay, BIUOA A—
VURLEZ —EFRRLET, 7 IA T M EA T, FRIENDI2TA4T N7 o=
TUVEYVard, BREUSLT, Y7 U7 Ty —REX U a— RT%URL £z
IXIP 7 RLVAZRETEET, 7747 8T v 77—k AH=X2A (Client Update ¥ 1 7
0 R Y 7 AN H Y £97) X, ZoEREFHL T, £ VPN 7 T4 7 2 hANEY)
BRYEY a2 LALTIEITIN TN AN E 9 2, @MU ThIUL, BHA vy E—T LT v 7T —
MAD=A2%, HRKOY 7 b =T H2FITLTNWDET T4 T 2 MIRMT 2008 5 0% Al
LET,

* [Client Type] : VPN 7 A4 7 > & ¥ A T %A L E 7,
* [VPN ClientRevisions] : fFASND VPN T4 7 bV EY 3> LULERELET,

* [Location URL] : #8172 VPN 7 S A4 T M V7 b2 T A A=V XU a—RKT&D
URLEZIIIPT RLAZBELET, X470 TRy I ARX—ADVPNI 747 ~OD
Ftr. URLIZ http:// 7213 https:// LW HIBXTT, 7T 47> b F— KD ASA 5505 T
L. URL (L thp:// B THHMLENH Y 7,

IKEv1 #8702 7 4 JL. PPP

Z D IKEv] #6i7' v 7 7 A b 2R L C PPP #4565 CREAT SIVDORMET B b L2 BET D1C
¥, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection
Profiles] > [Add/Edit] > [Advanced] > [PPP] % [ & £ 97,

—f&#975 VPN 5% 5
88
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KeziEgETno 740 ]

TOXATa Ry 7 AE, IPsec IKEvl U E— NT 782w a7 v A U FEA SN
F7,

« [CHAP] : PPP 845 C CHAP 7' 12 b 2L D% A F—7 M LE T,

« [MS-CHAP-V1] : PPP ##¢ C MS-CHAP-V1 7' h 2 /LD %2 A 2 —7 /LI L £ 7,
« [MS-CHAP-V2] : PPP ##¢ T MS-CHAP-V2 711 b 2 )LD %2 A 2 — 7 /LI L £7,
« [PAP] : PPP ### CPAP 711 F LD & A F— 7 M2 L ¥ T,

« [EAP-PROXY] : PPP #4f¢ C EAP-PROXY 7’12 h 2L DA% A 2 —7 M2 L %%, EAP
I%. Extensible Authentication protocol (JEIEFEFET 7 h=/L) ZEHRL ET,

IKEV2 i 7O 74 )L

IKEV2 #5f5t 7' 1 7 7 A JL"Cid, Cisco Secure Client ™ AnyConnect VPN <€ ¥ = —/L{Z %95 EAP,
AEHENR—Z . BLOHEFEA T — N—2ORFEZ EFR LT, ASDM DORE/ SRV,
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connection
Profiles] T3,

s [Access Interfaces] : IPsec 7 7 B A TA R—T WM T DA H—T = AZERLET, T
AN RTIE, 77 EAFRIMLBNS N TWERA,

* [Bypass interface access lists for inbound VPN sessions] : {5 VPNt v a > DA ¥ —7 =

AAT 7 HBAVRANENSANRZATLHINE, ZOF 2y IRy 7 A%F AT LET, F—
TRV —BLOP2—HF =K —DT 7 A VANMITRTORNT 7 4 v ZITHIH
MEhE7d,

* [Connection Profiles] : BEAF D IPsec #Efit DX EWHF H#/3T A — 2 R IEATRRLET,
[Connection Profiles] 7— 7 /WZi%, BN Y v —2RET DL a— FRERENET, |
DD aA—RICE->T, ZOHERHDOT 74/ N T N—T R o—nllshEd, La—
RiZix7 e b avBA ORI T A= PG EATOET, T—7MZiE, ROT T L3
b0 ET,

* [Name] : IPsec ##i DARTE /21X IP 7 RLAZREL £,

s [IKEV2 Enabled] : A 272> T 541X, IKEV2 7’1 b 2L 2 —T )LiZ72 > T
WHZEERLET,

* [Authentication Server Group] : #RE\ZfEH T 5 —/"— Z L —T D4 ZEE L £T,
* [Group Policy] : Z @ IPsec #fi D 7 —7" 7R > —DAHiZ R~ LET,

N

GE)  [Delete] : IR LIt — = F N —T %7 =T LINGHIBRLET,
RS, PCHELLTEEHA,
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IPsec IKEv2 #Z%5 707 7 4 JL : [Basic] & T

[Add or Edit IPsec Remote Access Connection Profile Basic] %1 7 17 778 v 7 AT, IPsec IKEv2
o LBEEELZRE LET,

* [Name] : #&fish 2 FFE L £ 7
» [IKE Peer Authentication] : IKE E°7 2% E L £7°,

* [Pre-shared key] : ##i H OFRTILAXF—DOEZFE L E T, FILAF—DHRRKEIX
128 L5 T

* [Enable Certificate Authentication] : A2 F % & ARIZGEAZFZEH TE £,

+ [Enable peer authentication using EAP] : 29D &, PBAEICEAP AfETEE£T,
DF =y IRy 7 AeF AT LT ;t 1 — A VESREICRE & & 9 % B E N D
DET,

[Send an EAP identity request to the client] : V- E— F 77 A VPN 7 71 7 MZ EAP
POREELR 2 HME TE X T,

* [User Authentication] : = —% —FBFECHEHTH—\—DHERAFEE L E T, iEMR585
fE#IL [Advanced) £ 7 > a V CRETE £,

* [Server Group] : =—HW —FHFECHEHT L —— TV —T%ERIRLET, 7741
FMZLOCAL T, LOCAL LAt DH—/3— J)L— 7 %8R9 5 & | [Fallback] 7 = v
IRy I APEIRTE HEH1T70 £77,

* [Manage] : [Configure AAA Server Group] % A 7 B 7R v 7 AN E £,
s [Fallback] : $§7€ L 7= —"— 7 —F TRENBAE LA, 2 —F—§8RET
LOCAL #2028 9 hEEEL £7.
* [Client Address Assignment] : 27 7 A 7 > MEMEOEI Y 4 TIZRHET 5 @ELZEE L £,

« [DHCP Servers] : f#ifil4% DHCP —X—D P 7 FL AZHEEL£7, HKTI0H
FTCOP—NRN—% AR—ATRY]> CTBEINTE £,

* [Client Address Pools] : SFRIEFKFHDT R LA F—/L & 6l E THEL 7, [Select]
7V w7325 L, [Address Pools] A 71 VAR v 7 ANHEET,
* [Default Group Policy] : 77 4 /L~ Z/b—7" R —ICBET 2 BIEELRRE LT,

* [Group Policy] : ZOHE CHEMAT 5T 74/ b ZN—T RV o—%RIRLET, 7
7 # )V N & DfltGrpPolicy T,

* [Manage] : [Configure Group Policies]| % 4 7 02 /R v 7 ABRAEES, XA Ta s
RNy 7 AT, 7= KU —ziBM, e, EFHIBRTE X,

* [Client Protocols] : Z Ot CHEHAT 71 ha vz &RLET, T 740 F TR
IPsec & L2TP over IPsec Dl J7 D3I XL TUVVE T,
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IPsec ') E— + 79 £ RA#E#H 07 7 1 JL : [Advanced] > [IPsec] 7 7 .

* [Enable IKEv2 Protocol] : UE—k 727 A7 07 7 A VAT 5 IKEv2 7 1
MarzAf x—7 M LET, THE, BEEERLEZIA—TFY —DEMET
‘a_O

IPsec ') E— b 7Y R T 0T 7 1)L : [Advanced] > [IPsec] & 7'

IPsec (IKEv2) #f5i7 17 7 A LD [IPsec] 7 — 7 /VIZIRD 7 4 —/V R’ D £97,

* [Send certificate chain] : FEFHET = — L BIEDREFEEZ A X —T NV E1IET 4 =T MITT
DHEICA N LET, ZOT 7 v a iliE, — FEEIFEB KORENO T X TO T
CAGEHEN G ENET,

* [IKE Peer ID Validation] : IKE ©'7 ID OF&MMEEF = v 7 Ligunn, BHET D0, HD
WITREEIC L o THR— FENTWAHEICTF = v 7 50 Ray FZ 7 U A )
LB L ET,

O —
IPsec 7= SSLVPNIEHE T O T 7 4 ILADIEBAZED < v
E>Y
ASA X, 7T A7 > PAEBERGEC X D IPsec ¥t ERE2ZET D L. RESNTWVDHRY
It CEERICESR T e 7 s AN EE D Y CTET, TORY —iF, RELIA—L A
HTx, SFHEOU 74—V K, IKEID (FA R4, IPT RL A, ¥—IDAY) . E7TIPT

RUVA, 3T 74V MMEi T 0 7 7 A VESH CTEX E7, SSLEFRDOLA. ASAITRE S
NTWBIL— LT 2R L £,

J— )V 2 5 IPsec #aft £ 721X SSLEEE DIBA . ASAIZ—H T2 HLDONAO0D £ T/L—
Mk U CREEDORBMEZFHME L £ 9, — 8T DV —ANREOND & ZDON—/ VBT
bR 0 7 7 A VEBRRICEID Y TET, —HET DL AREAONLRVEE, ASA
X, T4 OB v 7 7 AL (IPsec D54 1T DefaultRAGroup, SSL VPN DA 1T
DefaultWEBVPNGroup) Z##ElCHID M TET, 2—H—L, a7 7 A LnA x—7 L
W2 TWIUE, R—=F L XR=VIZRRIND Ray 7 Xy VA ML LZOE R TR 7 7
ANEBIRTEET, 0w T 7 7 A VOEER & 1 FRAT-BEOR L. EHENER)
MEIIM, FLTHER T 0 7 7 A VORIFREICL > TR 7,

RY =BT DREHE V=718, GEAEL =P —DOMER I N — T 2K E T D T DI
TLhEEERLET,

[Policy] XA > CHET LRI U —%HELET, BMET L — L E2RIRT 58413, [Rules]
R ANBE L TL—LEHEELET,

SfBREAERETA D 7AIL Iy T, RY o —

IPsec FEfEICHN T, RNY =2 BT DEHE S L—T713, FSEAEL—Y — DRI LV—7
ERETHEODIHERT A HEEZERLET, ZRHORY —0OREHHIX, [Configuration]
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> [Remote Access VPN] > [Network (Client) Access]> [Advanced] > [IPsec] > [Certificate to
Connection Profile Maps] > [Policy] Ti% & L £

» [Use the configured rules to match a certificate to a group] : [Rules] TEF L7z — /L &2 T
% i ﬂ—o

* [Use the certificate OU field to determine the group] : fff—>~=~ ~ 7+ —/L R&MEH L T,
AEAEIC BT 27— 2 IRETEET, ZOREF, 774/ b TEHAAIR>THE
j—O

* [Use the IKE identity to determine the group] : [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Advanced] > [IPsec] > [IKE Parameters] T L7= ID 2 T& £,
IKEID/Z, IP7 FL A, ¥—IDICkV, $-I3HBTIHEEESNET,

« [Use the peer IP address to determine the group] : E7 D IP 7 L AZEATE £4, Z O
ElX, T 74NV R THUACR o TVET,

* [Default to Connection Profile] : EDHFIEIZ S —H L 22> G EIERT 5, FEE—
V=DT T4V b TN—TZ@RTEET, TOREL, 774V b THUTR>TNE
T [Default)lZHDT 74N IN—T%27 )27 LT, YA V—T{LLET, &
ENNZZ N—TBDRETT, U A MNIZT —T 37204 1E, [Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Group Policies] T/ /N —7 % EFT D LE N H Y
£

SIBEESE T D 7A4IL Ty TDIL—IL

IPsec R IC BN T, AU P —IZ BT DFEHEI NV —T13, GEHEL—Y —DHERI V—7
ERPET DDA T 2 HEEZERLES, 7277 AV~ > 71X, [Configuration]>[Remote
Access VPN] > [Network (Client) Access] > [Advanced] > [IPsec] > [Certificate to Connection Profile
Maps] > [Rules] CTYERK L £79°,

TS, NTIE, FFRAEE T 0 T AN~y T DY A Ny B SRR ENE T,

RERAEMEZ IO I 7ML Ty T, SIREREIL—ILEEDIENM
B o7 s ANV ET o BT NIy T T~y T T Ty AV EERLET,
* [Map] : IROWFTIERIRL £,
* [Bxisting] : W —/VE GO DL~y T OLFTEZENL £,
o [New] : L—DF LW~y T84 EASLET,
* [Priority] : 10 ¥t AJ) LT, #ERZ 2T - 7c & T ASA B3~ v 7 &7 Hi 4 5 IH

FaEELET, ERINTWARENDOL—ALDOT 74 7344V F 4110 T,
ASA T B 2 FE T A BRI, EBAREM R BN R /NS W~y T BRI L £,

« [Mapped to Connection Profile] : LAR{IX [ > Z—7 ) LA TCW e 70 7 7 A
NEBBRLT, ZOAL— vy B 7 LET,
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WOETHAT D~ v T ~D/— VEEREDOE| ) Y TEITDORWVEE, ASAIFED~y S =
MY IR L ET,

#= Add Certificate Matching Ru x|
Configure a certificake matching rule criterion
Rule Prioriky: 30
Mapped ko Group: DefaultRAGroup
Field omponent Operakor Walue
Subject LI I-- Whole Field -- LI IEquaIs ;I I
[n)
(84 I Cancel | Help | Fl
o
% Edit Certificate Matching Rule Crite = - x|
Configure a certificate matching rule criterion
Rule Priority; 30
Mapped to Group: DefaultRAGroup
Field Companent Cperakor Walue
Subject ;I I Whole Figld -- ;I IEquaIs ;I ItestEEIEI
=
K I Zancel | Help | F-
m

SERAEEE L —ILEEDEBN/MRSE

ZDFAT TRy 7 AL, T 0T 7 A NI~y B T AR E RS L — VIR 2 R
ET DDA LET,

s [Rule Priority] : (GEAREH) BHERkE2Z T -7 & ZITASAD~ v T & il DA,
ASA 1T 2 Rl DB, BRIEME SN R /NS W~y TRl L £,

* [Mapped to Group] :  (FREHH) L—ARED Y THENTWDLER T 77 71 /L,
e [Field] : kmry 7 &7y UR D, 3T 2REAEDOH S 2RI L £,

* [Subject] : FEHEAZEHT 22— —F /X AT A, CAD/NL— MEHZEDOLEA L,
Subject & TIssuer 23[F U T,

* [Alternative Subject] : Y7 2 =7 MUEAILRIZK Y, BINT 5 ID ZREHEOY T
YVl NMINA U RTEET,

o [Issuer] : REAAEZRIT L7 CA E2i3to=>T 47« (EfET)
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* [Extended Key Usage] :

— iz VPN B |

—BofAii L LTBIRTE 5, L mEREERRIEtT527 7

AT v MRERAEOILIR,

* [Component] :  ([Subject of Issuer] NN I TWELLEHICOAEHSNET) , L—T
AT 284 2 v R —F 2 FEROF ML L F 7,

DN2+—ILF

E&E

Whole Field

DN 214,

Country (C)

2 LFOEAMEEE, [E4 2— KX, 1SO 3166 [EABEFEICHEIL L TV E
KR

Common Name (CN)

a—PF— TRF LA FOMOTUT 4T 4 DLART, ThUL, ID EE
O FAL b BEAEDOE) LV TT,

DN Qualifier (DNQ)

F¢7E D DN @M,

E-mail Address (EA)

HAHELZFTAT 2= —, VAT LA, ERETUT 4T 4 DEFA—
T RV A,

Generational Qualifier
(GENQ)

Jr. Sr.. 70T U1 72 & O HEAUER T,

Given Name (GN)

EEFTAE 04T (B) .

Initials (1) RERSERTA F O & 4 DA O CF,
Locality (L) KRR PTE S B THETHS,
Name (N) AEREITE E D4,

Organization (O)

=tk Bk, BB, e, £ofiox T 17 4 D4,

Organizational Unit
(ouv)

FEEN OV T T —F

Serial Number (SER)

SEHED U T AE S,

Surname (SN)

AL E AT A A DL,

State/Province (S/P)

FARDSFTET D NI,

Title (T)

AEAERTAH O (D 72 E)

User ID (UID)

FEAEFTAEE O 1D F 5,

Unstructured Name
(UNAME)

unstructuredName JBIEZ A 71X, 72 =7 N DOLRI%E IR ASCII
NEFIE L CTHRELET,

IP Address (IP)

IP7 FVA 74—V,
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« [Operator] : /L— /L CHEHT DA 2841 L £ 7,
* [Equals] : FBEF4 7 4 — /v RIMEIZZE S BT 20ERH Y £7,
* [Contains] : WBEEL 7 A —/V RIMEREENTODHLERH D 77,
s [Does Not Equal] : fREE4 7 4 —/V RBME L —F LK oIl LET,
* [Does Not Contain] : 38EE4 7 4 —/V FIZEDREENRNE I LET,
* [Value] : %51?&?@%“?@%%@ﬁ7917F%%Ebi?oEmmmKwUmg

KREDG A, Fuy Xy A NTHEAIER SNIZHEOWT N ERIRT 50, ok
EOOID #ANTEET, FRIERSINTMEIRDO LB TH,

EREE F—ERADEM 0ID X7l
clientauth 547 MBS 1.3.6.1.5.5.7.3.2
codesigning a— NEA4 1.3.6.1.5.5.7.33
emailprotection LERTIRE A A — LR 1.3.6.1.5.5.7.3.4
ocspsigning OCSP £4 1.3.6.1.5.5.7.3.9
serverauth H— N —FH3 1.3.6.1.5.5.7.3.1
timestamping HANAR T 1.3.6.1.5.5.7.3.8

Site-to-Site iIEfE 7O T 71 JL

[Connectlon Profiles] A 7 1 778 v 7 ZZ1&, BITERRE 4T 5 Site-to-Site #fic 7' 2 7 7 A

vV (horrv 7 —>7) @%rﬁ@%réni% ZDXEAT TRy 7 AP T UL, B
7°11’77’/l’/1/% BT 2 & ZIHHT LTV I BRI, #7077 A L2800,
EH, ETIFHIBRLZD T2 TEET,

ASA Ti. IPv4 F 7213 IPv6 @ IPsec LAN-to-LAN VPN #5613 IKEv1 F£ 7213 IKEv2 214 H LT
PR—FEN, ARy FT—7 ARy b U —Z I3EBRB L OB IP ~» X — & L
THR—brENFET,

[Site to Site Connection Profile] R4 > D7 4 —IL F

s [AccessInterfaces] : f > X —7 = A ADVE— KM ET TRA RAZLSTT 7 ®ATEHT
NRAAAVHE—=T 2 ADT—TNVINEREINET,

o [Interface] : 77 A A X —TNELIFZT 4 E—TNICTET A A AL F—T =
/(Xo

* [Allow IKEv1 Access] : BT 7 /34 R X 5 IPsecIKEVl 77 B A% A X —T WIZT 5
Al T LET,

| —ferarz N EE I}



— iz VPN B |
B sicosiezmToo 7 LoBEMELHEE

s [Allow IKEV2 Access] : BT 7 /34 AIZX 5 IPsecIKEV2 77 B A% A X —T WIZT D
BHICA I LET,

« [Connection Profiles] : 7'v 7 7 A /L& BN, Mte., F/ITHIBRTE 2487 v 7 7 A LD
T=TNERRLET,
* [Add] : [Add IPsec Site-to-Site connection profile] %A 7 1 77K v 7 AP & £,
+ [Edit] : [Edit IPsec Site-to-Site connection profile] %A 7 1 77K v 7 AR & £7,

* [Delete] : BR L7z 7' m 7 7 A V2 HIBR L £9, MRS T, PYVELLTEEYE
Poe

* [Name] : 8t 7' 10 7 7 A L DA,

* [Interface] : #7127 7 A VDA R—=T IR > TNDHA U H—T = A A,
* [Local Network] : =2 — /v x>y NI —ZDIP T RLVAERELET,

* [Remote Network] : VE— kK xv hT—7DIP 7 RLAZRELE T,

* [IKEv1 Enabled] : 8kt 7" 1 7 7 A LTk L TA R — 7 725 T D IKEVI KR L
E3e

* [IKEv2 Enabled] : #6571 7 7 A WIZx L TA F—T7 Wl > T D IKEV2 23R L
i—g—o

* [Group Policy] : #7027 7 A VDT 7 )V ks T —TF KR —%2FoRLET,

Site-to-Site IEfE O J 7 A JLDEME = ITHEE

[Add or Edit IPsec Site-to-Site Connection] % f 7 1 7 7R v 7 A Tl&, IPsec Site-to-Site #fi¢ & 1k
FIFELRTEET, ZOXA TR TRy 7 ATHE, IPT R R (IPv4 £721L1IPv6) DFEIE.
Pl DFRE, A v ¥ —7 = A ADEPR | IKEvl BT BRI WIKE2 E7 & a—HF —FHFE 7
A—ZDOIFE., RSNy N =7 DIRE, BLUOW LT VT Y XLDIEEZITI Z &
NTEET,

2ODET OWNEE LUSMNT R v b U —2 3 IPvA DG (NER L OWNEA v 4 —T7 =4 2 |E
DT RLARIPVE DEE) . ASATIX, Y AaEiIV— K X—F 4 DO T & D LAN-to-LAN
VPN #5f3 hAR— b &g,

IPva7 KLy 7L IPv6e 7 Ry v U IRNRIELTE, £ T_XCIPV6 7T KLy v 7%
i -9~ % LAN-to-LAN #5212 DWW T, MO E T 28 ASA DA, BLXOMGTONE R > -
=7 DT Ry FANR—FHLTWDIES (W50 IPv4 F 721X 55 IPve DIGA)
X, ¥ 2V 4 T7FI9A4A T ATVPN b2 AN R—rENET,

BAREIZIE, MFOET N ASA ORAE, RO MR RN R—hEnET,

* ASA DINIERF v b U —27 23 1Pv4 T, SR > B U —27 3 IPv6 (NEA 5 —7 = A A |E
DT RLAWIPvA T, SA > H—T7 =A A DT KL A IPV6)
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Site-to-Site 16 70 7 7 A LoemErEE ]

* ASA ODHNEFR Y hT—Z N IPv6 T, AExry hT—27 N IPvd (NEA v X —7 = A A L
DT RLUANRIPV6 T, A v H—T =2 A A EDT KL A7) 1Pv4)

* ASA ODNERF v BT —27 D3 1Pv6 T, AR v BT —27 B IPv6 (NERE K USNERA > & —
T A A LEDOT KL A7) IPv6)

[Basic] /SRIJLD T 4 —)L F

* [Peer IP Address] : IP 7 K LA (IPv4 £721XIPv6) ZFEEL., TDOT KL AEZAXT 1 v
TIZTHMEIMERETEET,

* [Connection Name] : Z D7 1 7 7 A MZHID B THNARIZHEE LET, Bdit #HE
DYE. D7 4 —)v RITFE RGN TT, #4038, [Peer IP Address] 7 1 —/L N CTHE
SNDIPT FLRERUICRD L) ITHETEET,

s [Interface] : ZDOEHZETHHTH A 0 —T 24 ZAETIRLET,

« [Protected Networks] : Z D ClR#ESNTWAe—ILBI RNV E—hF Xy NU—7 %
BIREITEEL £,

o [IP Address Type] : 7 KL AW IPvA 7 KL AE721XIPv6 7 KL ADWTNTH D00 %
fEELET,

 [Local Network] : ©=—H/V %> hU—Z7DIP 7 RLVAZEELET,

s [...] : [Browse Local Network] %A 70 7Ry 7 ANAEET, ZOXATalRKy s
ATIE, B—H Xy N —7 2R T ET,

* [Remote Network] : YE— K Ry NV =7 DIP T RLAZRELET,
s [IPsec Enabling] : Z D72 7 7 A VDI NV—T KR — BIOZEORY —THRE
Ll =7 b avzfiELET,

* [Group Policy Name] : = D#ii 7' 12 7 7 A MZBE T BTV 7 —T KU o—
ZHEELET,

* [Manage] : [Browse Remote Network] 4 4 7 02 7R v 7 ABRAEET, ZoXA 7w
RNy 7 ZATE, VE—F Ry MU= ZBIRTEET,

* [Enable IKEv1] : 8 E L7/ V—7 R o —CTH—%H7 1 b a/)L IKEvl A F—7
Mz LET,

* [Enable IKEV2] : fRE L7/ N—7 R o —THF—xfa~7 v h 2L IKEV2 &A1 1—7
Mz LET,
* [IKEv1 Settings] Z 7 : IKEvl DR DFEFER ER L O 5L EZHRE L £7,

s [Pre-sharedKey] : ~ >RV 7 —7 OFFHA X —DELEE LET, Fafdax—
DI RENL 128 LFETT,

» [Device Certificate] : #8:E CHEH T2 IDFERENH 2GEIT. TOLEIZHEELE T,
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* [Manage] : [Manage Identity Certificates] % 4 7 2 7R v 7 ANRPE £, ZDOXA TR
TRy 7 AT, TCICHEINTWDHIEAEOR R, H LWVGEAFEOBEN, FEHE
DFEMDOFRR, BLOGEHFEORE L ITHIREZIT) 2L TEET,

* [IKE Policy] : IKE 7’ m AR —H /L THEHT 2057 V3 ) X L% 1 DL ERREL
‘g—O

* [Manage] : [Configure IKEv1 Proposals] % 1 7 1 77K > 7 ZA3B & 77,
s [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CEHT LR 5/ALT7T VT Y X 8% 12
BELET,
* [IKEv2 Settings] # 7 : IKEv2 DX DFRFERE S L O oAbk E 4R E L £ 7

s [Local Pre-shared Key] : k> /v Z—T7 OFFFAF—DELZIEELET, Faidk
AX—ORKEIT 128 LFTT,

* [Local Device Certificate] : 784l CHEM T2 IDFEERH LA 1. TOA4RITEIEE L
EJspe

* [Manage] : [Manage Identity Certificates] % 4 7 12 7R v 7 ANPE T, ZOXA TR
IRy 7 AT, TTICRESNTWDIEHEFEOLR R, B LWVGEHFEOBEN, EE
DFFMOFRR, B LOGEHEORE L 2 ITHIBRZIT ) Z LB TEET,

* [Remote Peer Pre-shared Key] : h > %)L ZL—7 DY £— h 7 FRiHAF—DEE
fRELET, FALEF—0RAREIT 128 XFTT,

[Remote Peer Certiﬁcate Authentication] : Z D857 11 7 7 A /LD IKEvV2 82f5¢ F O FEH
EFEEZFF AT 51T, [Allowed] EA AT LET,

* [Manage] : FEIE DR RCHIRFEI E DB % 5547 C X 5 [Manage CA Certificates] %

AT nREEET,
[RSA%Z a / v a AT 5 (EnableRSA Signature Hash) | : RSAEA /Ny v a2 %
AN i\_w%l/af/ﬂx%ﬁ/ LEJ., RSAFHES{LO—FETT,

* [IKE Policy] : IKE 7' m AR —H /L CTHEHT LR 5T T U X L8% 1 DL EREL
‘j‘o

* [Manage] : [Configure IKEv1 Proposals] # A 7 2 7R v 7 AN E £,

* [IPsec Proposal] : IPsec IKEvl 'R AR —H /L CHEHT DK SLT7 LT Y X A% 128k
RELET,

s [Select] : IKEV2 #ft Dl 70 7 7 A MZ T B R—F L EZED B TH ENTED
[Select IPsec Proposals (Transform Sets)] % 4 7 12 7 7R v 7 AN X 97,

ORI T 7 A NI, RONRT A= HH D FT,

o [F£/0 (Advanced) 1>[Z7 V7 h~v 7= U (Crypto Map Entry) ], #EMIICDWTIE,
Site-to-Site e 7 7 7 A /L, e~y = b (101 X—) 2L TIEEN,
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Site-to-Site k> RJL FIL—T

ASDM <A @ [ 7E (Configuration) ]> [t K] VPN (Site-to-Site VPN) |> [F£#H
(Advanced) ]>[h > %/ 7L —7" (Tunnel Groups) ] Ti&, IPsec "1 hMEHEH 7 v~ 7 A L
(bW I N—7) ORMEEFRELET, /o, IKEET L a—WF—BGE T A —X Dk

RIKEF—TTIA4T7 F=4 ) TORE, BEIOT 74/ b Z—T K) —DERY

1TOZENTEET,

« [Name] : 2D b Z—TZE 0 B COHNTARTERTE LET, EBdtHiEDLE, =
D7 4 —)v RIFFRTRFEHTT,

* [IKE Authentication] : IKE &7 OFGE T T 2 FATIHAF —FB L O IDGEHE T A —%
HRELET,

s [Pre-sharedKey] : bRV 7V —7 OHEFEHEAF—OELFRE L T, FaiLAx—
DI RKENX 128 LFETT,

* [Identity Certificate] : 7k CHEH T 2 IDFEENH L551E. ZOARIZIHEELET,

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANRHEET, ZDOX AT 1
TRy 7 AT, $TICHRESNTOLAEEORR, B LWIEREOBMN, FEYE
DFMOETR, BLOGEAFEORE L TZITHIREZIT I 2N TEET,

* [IKE Peer ID Validation] : IKE 7 ID DFMWELZF = v 7 T 50 E S 0EHEELET,
7 7 # )V M X Required T3,
s [IPsec Enabling] : Z D72 7 7 A VDI NV—T KR — BIOZEORY —THE
Lo —"M7 e haLziRELET,

* [Group Policy Name] : Z D87 1 7 7 A VICEHEST T 6N TWD 7L —TF R Y o—
EHEELET,

* [Manage] : [Browse Remote Network] % 4 7 2 7R v 7 ABRAEET, XA 7w
RNy 7 ZATE, VE—F Ry MU= ZBIRTEET,

* [Enable IKEv1] : 8 E L7/ V—7 R o —CTH—%H7 1 b a/)L IKEvl A F—7
Mz LET,

* [Enable IKEV2] : fEE L=/ —7F R ) L —TH—Ha7 0 b =)L IKEV2 A F—7
Mz LET,

« [IKEvI Settings] # 7 : IKEvl DR OFEFERER L O SR EEHE L £,

s [Pre-sharedKey] : F RV Z—7 OFFHAFT—DMELZEE LET, FELAF—
DI RENL 128 LFTT,

* [Device Certificate] : #8:E CHEMH T2 IDFEHENH HGEIT. TOLRIZHEELE T,
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B sitetosite ro s—7

A

G¥) —@WoTa 7 A NI, T RRA IR IE— T I EAET
IZLAN-22E D MZHBTERWZ ERH Y 9, b7 i—
TERHABITE WG AE, T 74NV RT

tunnel-group-map default-group <tunnel-group-name>

ICRESNET (77 4/ MElT DefaultRAGroup T9)

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANRHEET, ZDOX AT 1
IRy 7 AT, TTICHRESNTWDIEHEFEOERR, B LWGEHEOBEMN, EHE
DFMOFTR, BRLOGEAZFORE L TZITHIREZITO) 2N TEET,

* [IKE Policy] : IKE 7' m AR —H /L CTHEHT LH 5T VT ) X L% 1 DL ERREL
R

* [Manage] : [Configure IKEv1 Proposals] % A 7 7 7R v 7 AN E £,
* [IPsec Proposal] : IPsec IKEvl 7' R —H )V CHERT AR BT VI Y X A% 1 2L E
BELET,
* [IKEv2 Settings] Z 7 : IKEv2 DR DFERER ER L O 5L EZHRE L £7,

* [Local Pre-shared Key] : k> R/ 7 —T7 OFFiHAF—DEEZEE L ET, Fardk
X —DRKRET 128 LFTT,

* [Local Device Certificate] : 38alE CHEH T 5 IDFEENH H5E1L. EO4RTEZFRE L
i—é—o

» [Manage] : [Manage Identity Certificates] ¥ 1 7 2 7R v 7 ANRAE £, ZOXA T
TRy 7 ATIE, T CICHE SN TWAHAEAZEOR R, Hr LWGEAZEOBN, FEIHE
DFFMIDFRIR, BILOGEHAFORE L IIHIRETT) Z LB TEET,

» [Remote Peer Pre-shared Key] : b > %/ 7 /—7 DU E— k €7 FHaiFF—DEE
FBELEYT, FREAF—DORKEIL 128 XF T,

+ [Remote Peer Certificate Authentication] : = D~ 1 7 7 A /LD IKEvV2 #&#5¢ FH O FEA
FRAA AT HITHL, [Allowed] &4 12 LET,

* [Manage] : REBIEDORRLHBIGEI FE DB %A 51T T X % [Manage CA Certificates] %
AT TBHEET,

* [IKE Policy] : IKE 7 m AR —V /L TCHEHT LB 5T V3 ) X% 1 DL ERREL
R

* [Manage] : [Configure IKEv1 Proposals] % 1 7 2 77K > 7 A3 & 97,

* [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHEHTLEE/ALT VT Y X A8% 1 2L
BELET,
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Site-to-Site T 7O T 7 AL, SRV T IV LY .

s [Select] : IKEV2 #ft DR 70 7 7 A MZ T B R—F L EZED B TH ENTED
[Select IPsec Proposals (Transform Sets)] % 4 7 12 778 v 7 AN & 97,

* [IKE Keepalive] : IKE ¥ —7"7 54 7 E=X2 J v Th A F—T ML, REZITVET,
WDBIEDOT S 1 SRR TE £,

* [Disable Keep Alives] : IKE X —7 7 74 75 A X —T7NVEIIT 48— MICLE
‘a—c

* [MonitorKeep Alives] : IKE X —7"7 74 7 =4V T A X—TNVEIIIT 4 E—
TMIZLET, ZOF T arEERT B L, [Confidence Interval] 7 ¢ — /L K & [Retry
Interval] 7 4 —/V FBFIHATE L XL 912720 £7,

* [Confidence Interval] : IKE &% —7"7 7 A 7 OEHEMREEHEE LEd, Ziuid, ASA N
X—TTIATE=F Y T EBMT HETIZ, ETHBT A RVIREZAkE CE 581
e, mAh10F, K300 TY, VUE—FT 78R ITNN—TDT 740 ME10
BT,

o [RetryInterval] : IKEX—7"7 747DV T A HOHEREEEELET, T 741
MEIZ 2 BT,

* [Head end will never initiate keepalive monitoring] : 44 A ~D ASA BNX—7T 7 A 7
F=H VTG LRV I ITRELET,

Site-to-Site IEfE A 77 A )L, EEET v T T K

ZOEATa s Ry 7 AT, BUED Site-to-Site ks 71 7 7 A L DIEE T A—H BHEEL
F7,

* [Priority] : ~EO7T7AA VT 4 (1~65543, 1 BIREDT 744V T 1) o IKERTY
T arpBthENS L, XAV — a VEBBTAE T REDORY —F_TE Y
E—FMETIWZERFLES, VE—F ETIE, —HTLHRY =RV E S0, AT
DRV =T TAX YT A MAITHRE L ET,

* [Perfect Forward Secrecy] : HiiE D IPsec SA D F — MO FEFE R (thoxF—72 L) »HE
HENTHDOTRNWZ EEFFELE T, PFSICL D, WBEENX—E2 I c&mL LT
b, ZOF—bMOF—EEHTERNEIICLET, PRS2 X—7/LIIT 5L,
Diffie-Hellman Group Y A "3 7 7 7 4 712720 £,

« [Diffie-Hellman Group] : 2 2@ IPsec £'7 25, fHAICHAREF R L iRET 5 2 &7 <
HHMEEREZEHT H7-DIEHT 5 ID, Group1 (768 £ k) | Group2 (1024
By b)) . BEOGroup5 (1536 B k) OHFMNLERLET,

« [Enable NAT-T] : Z ™7 U 2 —® NAT Traversal (NAT-T) %A x—7/LiZ L9, ZHhiZ

X0 IPsec 7 1E, NAT T /34 A% S LTV E— bk 77 ¥ &L LAN-to-LAN D i )7 D#EEfE
AR TEET,
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« [Enable Reverse Route Injection] : U E—hF R RALDTZ L RKRA U ML THR#EINT

WHFXY NT—T EARANDONV—TFT 47 TakvRZ, A¥T 4 v 7 L— MBRHBBIC
FHASND LT DI ENTEET,

* [Security Association Lifetime] : ¥ =2 U7 4 7Y m— 3 (SA) OWIMZHRE L E

T, ZONRFGA—=FIZLD, IPsecSAF—DT A T7EZA LOWEBRMNEIEELET, 71
7 Z A ML, IPsec SA BHIREINIC /2 5 F TOEFSHMA TR L, FILnF—LFHXx I
T— T HMLERDHY £,

¢ [Time] : ¢ (hh) | %3 (mm) . BROK (ss) BALTSADTA 7 XA LEtiELE
R
* [Traffic Volume] : ¥ 2/ NA NEALDO T 7 4 v 7 TSATAT7FA LEERLET,

PsecSADHIRYINIC R D ETONA B— RF—2DF (4 NEE AN LET, &
/JMEIX 100 KB, T 7 4/ MEIX 10000 KB, HRMEIX 2147483647 KB T,

» [Static Crypto Map Entry Parameters] : £°7 IP 7 K L A 73 Static {ZHE STV B HAEIT,

WROBIMANT A—Z Z2fHELET,

* [Connection Type] : #F Al S DR T =—3 = % bidirectional, answer-only, F7=
I% originate-only & L CHEE L £,

* [Send ID Cert. Chain] : fEFAETF = — B2IEDOEEFEZ A X —T M LET,

* [IKE Negotiation Mode] : SA, Main, F721% Aggressive DHF G, By N7 v 7 TH—
HHRELRTHLEOF—NERELET, XIv=—a VORGAPIEHRT 2
E—RFbREINET, WEAITZAEIR T — 3 0 LET, Aggressive T— NI
T, T 27y MBI E DR THZENTEETH, B —7 «
O ID IR SN EH A, Main E— RIEHT, 7y b EZHBREENR L 20 £
P, EEN—T 4 OID ZRELET, Z0F— FELVREMERELS. T 741 b
TSN TWET, [Aggressive] 83 % & | [Diffie-Hellman Group] U 2 R 237 7
T4 IR ET,

« [Diffie-Hellman Group] : 2 2@ IPsec £'7 25, fHAICHAREF R L iRET H 2 &7 <
HHWMEE RGN T D72 DIfEMAT 5 ID, Group1 (768 £~ k) | Group2 (1024
By h) . BEOGroup5 (1536 £ k) OFMNHEINL £,

CAGIFAE D EE

CAFFAZDEMIZ, VE— K 727 EBAVPN &3 MU VPN ICEHA S E T,

» Site-to_site DA : [IKE Peer Authentication] ® [Manage] 27 U v 7 9% &, [Manage CA
Certificates] Z A 7 12 7R v 7 AN & 77,

e UE— bk 77 A VPN TiX, [Certificate Management] > [CA Certificates] 7 U » 7 L
iﬁ‘O
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Site-to-Site IEHR T O 77 A L. SEHEDA VX =)L .

ZOEAT TRy 7 A LT, IKE BT RAETH M ATRE7 CAREHED Y A hox |
Uz, For, B, WE. BILOHIERLE 3, [Manage CA Certificates] Z A 7 1 77K v 7 A |Z
I, FERAZEORITIE, REHEORITIT, IEAZEOAIIR, BLXORHT—# 72, BIERE
SNTWHIEHFEDOHE RS — BRI RINET,
* [Add or Edit] : [Install Certificate] &1 7 & 7' 78 v 7 A % 7= 1% [Edit Certificate] % 1 7 &2 77~ v
JANRREET, ZNHbDX ATl Ry 7 AT, FEHEOFREREE L., iFHELZ A
YA R—VTEET

* [Show Details] : 7 — 7 /L Ci&IRT HFEHEOFEMEHRZ R L E T,

* [Delete] : R LZREAEZ T —7 L 6HIBRLET, MBS, RVELLTEEY
/\Jo

Site-to-Site iIZft O T 7 M I, SEBAZDA VX —IL
COEATa Ry 7 AERFEHALTC, BTLWCATFHELZ A VA =L LE T, ROWTHN
DHETIEHELZREGE T £,
GERET s ANVESRLTCT 7 ANADDEAL A =L LET,
« HHTHESHE A D PEM EROEAET XA M2 ZOX A T Ry 7 ANDOR v 7 AZAE
DAHTET,

» [Use SCEP] : Simple Certificate Enrollment Protocol (SCEP) DA fEE L £7, fEIE
PF—EADT KA 1%, Windows Server 2003 7 7 X U THEITS £ 9, SCEP 71 k2L
OV HR—FERMEL, 2RIV 23D —FZBIOMOFRIF Y hT—27 T34 2
%, AEREAES TE LT,

* [SCEP URL: http://] : SCEP fF#D ¥ 7 > m— KJtd URL Z45E L £,
« [Retry Period] : SCEP 7 =V — [ D MZEF B A2 5% CHE L £7°,
* [Retry Count] : U T A O KFAEEEFRE L X7,

+ [More Options] : [Configure Options for CA Certificate] % A 7 12 7' 7R v 7 AN E £,

ZOEAT TRy 7 AEFEHLT, 20 1IPsec VE—h 77 & AEHED CA FGEHEDOIFIC
BT 23MAfRELET, ZOXAMTRIRy J RCEENDLFAT 0T Ry 7 AL,
[Revocation Check], [CRL Retrieval Policy]., [CRL Retrieval Method], [OCSP Rules], X
[Advanced] T,

[Revocation Check] % A 7 v 778 v 7 A1, CAGEAZEIIMERICET 2 MAfRET 5729012
FERLES,
e F T ar REATKY | KRB OWCGEREE T = 7T EI N ERELE
77, [Do not check certificates for revocation] & 72 1% [Check Certificates for revocation] % @R L
\i—a—(}
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. Cisco Secure Client 1 A — > AnyConnect VPN £ 1 —)L

* [Revocation Methods area] : JzhT = v 7 23 5 515 (CRL £721£ OCSP) | B L%
NODHEEMEPTDIEFEEETCEET, WIhh—HEEImFOEZERNTE
R

Cisco Secure Client £ A — < AnyConnect VPN £ 21—

JL

[f%E (Configuration) 1>[VE— K7 27 & AVPN (Remote Access VPN) ]>[F v hT—2 (7
FA4 7 ) 727 A (Network (Client) Access) ]>[AnyConnect 7 7 A 7> Y7 U =7

(Client Software) ]XA (2, ASDM T iE Z417= AnyConnect 7 74 7 2 b A A—U N —&
KRSINFET,

[AnyConnect 7 7 A 7 b4 A— (AnyConnect Client Image) ] 7 —7 /L : ASDM T E S 4L
Tl =TT 7 ANVRFERINET, ASABIVE—IPCIZA A=V EF Y1 — KT 5A
FaETEET,

« GBI (Add) ]: [AnyConnect 7 7 A 7 > A A—DENN (Add AnyConnect Client Image) ]
FAT TRy I ARFRENES, ZOXAT IRy 7 AT, 77 vvarAEIW
DT7ANEITFTAT UV MA A=V T7ANVELTHRELREYD, 77 v a ATV N,
ITIAT UV MMA—TELTRET DI 7ANESRLIZY TEXET, £, 77 A%
B—H) A Ea—INET7 Ty a AEVIZT vy Fe—RKT52 b T&EET,

* [i&#: (Replace) ]: [AnyConnect” 74 7 2 hA A —TDiEH: (ReplaceImage) |41 7 1
TRy I APKRRINET, ZOFXATRIRy I ATIE, 7792 AEINDT 7 A
Nl TAT Y MM A=V ELTHEELT, [SSLVPNZ 747 A A— (SSL VPN
Client Image) |1 7 — 7V TR L72A A—VLBERTEET, /2, 7740 ER—D)L
AL 2= ENB T Ty va AEVICT vy I —RT52 b TEET,

* [Delete] : 7—TNInbA A=V EHIRLET, £ A—TVEHIRLTH, Ny Fr—Y 77
AMIT T v aPbHIBRSIVERE A,

* [Move Up] 35 & ¥ [Move Down] : ERHIE FRETZEH LT, ASANYE—RKPCIZZ T
ATV M A=V EFET = RTLEFAELLET, 7T—7NO—FLEICHDHA A—
VERINIA U n—RLET, Z0), BEbIHEHT LAV —T 4 7 VAT L
THHINDGA A=V K LICBET20ER’H Y 7,

Cisco Secure Client £ X — <M AnyConnect VPN € 1 —)L., BII/E#H:

TDONAL VTR, ASA 7T vV aAEY EOT A NDLEIERIEELT, FDOT7 7 A V%
AnyConnect 7 7 A4 7 hA A=V L LTEMLIZY , 7—7 M TICHRH I AL TND A A—
VEBEBTHIENTEET, o, BT 7 ANET T v AEUNLERLZY,
O—H A a—INnLT7 7 AN ET v e— KLY TH2 L8 TEET,

* [Flash SVC Image] : SSLVPN 7 7 A4 7 b A A=V L LB+ 5, 77 v a AEY
NOT7 7 A NVERRELET,
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AnyConnect 7 5 1 7 > VPN 5 DEXE .

e [BrowseFlash] : 77 v ¥ 2 AEVIZKMNINTNDLTXTOT 7 A VA2 ZHTE 5 [Browse
Flash Dialog] # 4 70 7R v 7 AxFRLET,

s [Upload] : [UploadImage] ¥4 7 R VAR v 7 ANKRINET, ZOXATrRITRYy 7 AT
I, 2I9AT VM A A=V ELTHRETD 77 A V20— PCInGT v a— RT&
\i‘g_c

* [Regular expression to match user-agent] : ASA 23, 7 7 U WL I H17- User-Agent 374
EOBRSIHRT AT EEELET, EAS N 2—F—DHA. ZOEERHH LT
ENA N TN, ADEGR R 2 EME CE £3, 77 UFIXASAICERET H & &2, HTTP
~w X —|Z User-Agent LTH &G FET, ASA NLTFHNEZE L. TDOXTFHNNRNT
MDA A=V RITHRESNTRNE BT DL, DI FAT U M A A—=VIET A SN
T, —E LA A=V EEbICF Y e — REnET,

Cisco Secure Client £ * —<°® AnyConnectVPN € 1—J)L, A A —SD7 v 7A—FK

TORA T, =N A Ea—XFERdeXa2 VT 4T T IAT UV ADT T v a AT
VKNI N TWAD, AnyComnect 7 7 AT b A A=V L LTCHINT B 7 7 A VDR %R
ETEET, o—H arva—FEdtXa VT4 TTIAT U ADT T vy a A€
Mo, WAl T 77 ANESRTEET,

s [LocalFilePath] : = —W/L 2> B a—Z MM I TWS, SSLVPNZ FA4 7 K A A —
TELTHEAT L7 A NOARIERELET,

* [Browse Local Files] : [Select File Path] A 7 0 /'R v 7 ANFREINET, ZOX AT 1
TRy 7 ATIE, = ava—F FEOFT_RTOT7 7 AV EFz R L, Z7I9A4T7 2k
AA=TELTHBT D7 7 A NVERINTEET,

s [Flash File System Path] : X = U7 4 T I7A T L ADT T v ra AEVITHEMHINT
W5, SSLVPN 7 74 7 b A A=V L LTHANT 27 7 A VOARTEFEE L E7

* [Browse Flash] : [Browse Flash] # 4 7 2 7Ry 7 AMBRINET, ZOXA T2l Ry
TATIE, X2 VT4 TTI9AT L ADT Ty va ARVIEHIN TS TRTO
TrANERRL, VIAT UM A A=V ELTHEBTH7 7 A NVEBIRTEET,

*[Upload File] : 7 7 A VDT v ua— K& L 7,

AnyConnect 7 5 4 7 > FVPN & D% E

AnyConnect V S A 7> b 7O T 74 IILDEKRTE

ASA X, 3_T® AnyConnect 7 7 A 7+ b = —H —{(Z 7 = —,3L{Z AnyConnect 7 71 7
FNTa T A NEREHT 0, 2= —D 7L —T K —ITESWTREHT 5 L O IRET
XFET, @BE., 22— —1F, A A =L EHTWD AnyConnect 7 7 A 7> h BV 22— /LT
1D IAT o b T T 7 ANV eRbEd, 2=V =IO T 07 7 A L EED YT
HLTEHTEET, exd, BB TEET - =TT, BEOT w7 7 A ViR
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. AnyConnect 7 5S4 7> k 7O 71 LORTE

BIIRDBIERDHVET, —HOTa 77 A NEE (SBLZ2E) 1f, Zu— Vb LU TH
AL ES, FOMOFREIL., FFEDKRA MIEATHY, EIRENTZAA MX v B
Di‘é—o

AnyConnect 7 7 A4 T > N7 a 7 7 A )VOIER LB, B XY T4 7 MEREOHIE OFEH
\Z2WWTIE, [AnyConnect VPN Client Administrator Guidel]] Z#Z M L T 723\,

74T a7 A niE, [RE (Configuration] > [V E— 7 27 £ AVPN (Remote Access
VPN) [>[*y NU—2 (7 T4 T ) 7T27&A (Network (Client) Access) ]>[AnyConnect
74T a7 7 A (Profile) | THELET,

GE/A AR — 1 (Add/Import) ] : [AnyConnect 7 7 A 7 7w 7 7 A /LDEN (Add
AnyConnect Profiles] # A 7 0 VR 7 ANEKREINET, ZOXAT TRy 7 AT, 7
TV a AR INDT 7 ANET AT 7 A NVELTIHRELLY, 77 vy aAEVESRLT
TRT7rANE LUTHRETDA 7 7 ANERRLIZD TEET, o, Iy A vEn—hLay
Ba—dnb7Tyva ARVIET vy 7a—RT52 L6 TEET,

s [Ty AN (Profile Name) ]: Z/b—7KRY 2 —® AnyConnect 7 7 A4 7 > ks 71
TrANERELET,

* [Profile Usage] : S AIZIER STz & X7 a7 7 A MZEI 0 Y ToHHiE (VPN R v
KND—0 7R ~F—Vx, WebtX=aUT 4, ISERAF ¥, AMP A F—7 7,
Fv U — 7 AAEME ¥ = —/b, F 7213 Umbrella Roaming Security) %3/~ L $£9, ASDM
B, XML 7 7 A VTHRESNERER#HR L 2WEHEE, Fry 720 r U R gEie]
BEIZ72 0, HdAA 72 TFEHCRINTE £,

« [Profile Location] : ASAD 7T v 2 AEVHNDT T T 7 A )b T 7 A L~D/RAEFRE L
FT, ZOT7 7 ANABTFELRNGES, ASAIZTT a7 7 AV T T L— MZHESWTT 7
ANEERR L ET,

* [Group Policy] : 7R 7 7 A ND I N—T KRI) o—%EELET, 71771 /VZ
AnyConnect 7 7 A 7 h L2 HICZDOITNA—TRY =B L TWVWDHZ—HF—tFZ T
r—RENET,

[fW£E (Edit) 1: [SSLVPNZ A4 7 v 77 7 A4 LOfFEs#E (Edit SSL VPN Client Profiles) |
R ?ﬁ‘i@ﬁéﬂiﬁ—o ZOU 4 RUTIE, 7B 774 WICHm £ TS AnyConnect
7IAT 2 MMRREOREEZELTEET,

[T RAR—F (Export) ]
* [Device Profile Path] : 72 7 7 A /v 77 A NVDNRABIONT7 7 A NAEFRRLET,
e [LocalPath] : /SA L 77 A VA ERELCTR T 7 AN T 7 A VT AR—FLET,

« [BrowseLocal] : T—H /L T4 A T 7 A )L VAT LEBRTHIZE, chas ) vs L
Ty FoziE#LET,

[Delete] : 7—7 A b7 a7 7 A VEHIBRLET, 70774 L ZHIFRLTH, XML 7 7 A
IET7 T v vanbilfrSivER A,
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AnyComnect 5 SA 7> b b5 74 v oIz T B4y bo—s7 FLzzosk |

[AnyConnect 7 7 A 7 > 717 7 A4 /L (AnyConnect Profiles) ] 7 —7/V : AnyConnect 77 7 A
Ty 7uT7r A LTRESNIZ XML 7 7 A VEFRLET,

AnyConnecty SA 72 b bS5 T74 v DI2R0THRY FT—UF7 LR

EIRD FRR

FIE

Xy NT—=27 T RURAZE#H (NAT) ZFEITT 2D X912 ASA #3%E L7=%E1%,. AnyConnect 7
TFAT b, WEBR Y b —27  BIXUDMZ O3 V—ANMHAEICER ARG TEL XD
2, UE— K727 A AnyConnect 7 74 7 N N7 7 4 v 7 BEBOXNBINCT HMERH
Y E£7, AnyConnect 7 7 A7 > s 8T 7 4 v 7 BEHOXGIMNITE 72 & AnyConnect 7
TAT VP BIOMOMBRHEY YV —ARBETE {2 £7,

(TAT 7 47 4 NAT) ( INAT %BR] &I TND) ICLD T RLAEZHBIZEH#H
TEFET, ZNCK VBRI NAT RS NE T, 7AT T 47 4 NAT X2 5D7 R
AT—=), TRVA TN W TRy N7 FF 2000 7%y hU—27 M THEHT
xFET,

ZOFNEZ, FHDHFRY FT—7 RFRBYDROIREDHR Y NI —2 77 RETT
AT T 4T 4 NAT 2% ET D HEEZRLTCWET, £i5H1E, Engineering VPN 7 K L &
7 —), SalessVPN 7 KL A 7—/L X hT—Z7WHN, DMZ %> hU—7 BLOA ¥ —
F v N CTT, TAT T 47 4 NAT FETIEZNEI, NAT BHIN 1 DHEETH,

RAYGWNI AT rDTATUTAT4 NATEERET HFRY FIT—9 FRLRA T RLyP Uy

FYMIT=DFLETFLR |2y D=V RFRET LR |7 FLREHE

T—n T—IL&

NEL >y NT—7 inside-network 10.50.50.0 - 10.50.50.255
Engineering VPN 7 K L 2 —"— | Engineering-VPN 10.60.60.1 - 10.60.60.254
V%

Sales VPN 7 KL A 7 — )L Sales-VPN 10.70.70.1 - 10.70.70.254
DMZ X R T—7 DMZ-network 192.168.1.0 - 192.168.1.255

ATv 71 ASDM Zu 7' A > L. [Configuration] > [Firewall] > [NAT Rules] (248 L £,
AT 72 Engineering VPN 7 KL A2 77— )L DR A 8 Sales VPN 7 R LA 7 —/LDR A MIEERHTE 5

X 9. NAT HAIZ1ER L £9, ASA 7 Unified NAT 7 — 7 /L OO AL 0 & 50612 Z o FH]
ZEii4% L 912, [NAT Rules] ~2 > C, [Add]>[Add NAT Rule Before "Network Object" NAT
rules] I8 L £,

GE)
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B anvcomect 55472k 5T v oIERHT BRY FI—H T KLAZHRORE

— iz VPN B |

NAT V= VT b v 7 HE T VR TR B L7z — A BEICEH SN ET, ASAIZLD
Wo o ANy RISEETED NAT JRANE —309 5 &, L EFHIIIE T A, ASA A
NAT HH %2 B F - TR/ NAT HHNZ—F L7220 X 9. Unified NAT 57— 7 /L OSETEIZEKR b

EH O NAT HAIZ B ET 2 2 ENEETT,

1:[Add NAT Rule] A4 705 Ry 7 R

B Add NAT Rule

Match Criteria: Original Packet

Action: Translated Packet

Source MAT Type: !Et_atic W |
Source Address: i—— Ciriginal - E]|
Fall through o interface PAT Service:
Options —
Enable rule
Translake DMS replies Ehat mateh Ehis ruls

Direction: |Both v |

Source Interface: ! v-i Destination Interfacs:
Source Address: iEngineering-VPN E]! Destination Address:
Setvice:

Destination Address:

!-- Ay -- b |
|5 ales-yrm !
L

I 1
|amy |
i—— Original -- E]!
l—— Criginal --

Description: |

I [9] 4 l [ Cancel

J1

Help

l

a) [Match criteria: Original Packet] =V 7 T, IRD 7 4 —/L R %&

* [Source Interface:] Any

* [Destination Interface:] Any

240512

WELET,

* [Source Address:] [Source Address] 77 7 A 7R ¥ > % 7 ) v 7 L. Engineering VPN 7
VAT Na2RT Xy NT—2 ATVl Vel LET, A7 V27 N XA 7%
7 KLU AD[Range] &£ LTERZLET, HEIZT FLA T AL — 3 b— VLB

L2V TL 7ZE0,

* [Destination Address:] [Destination Address] 77 7 X R % %27V v 7 L, Sales VPN 7
RLA P—aEdTFy NIT—0 707 VEERLET, 77 V=7 b XA
7 RUAD[Range]l £ LTERLET, HEIZ RLA T AL —T 3 v b— LT

BIAMLZRWNWTL FEN,

7 VPN B
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AnyConnect 7 S A 7> b b5 7490w T B4y bT—0F7 RLRAZEBRDO KR .

B2:VWPN7 FLR T—LDry cT—9 AT ) DR

B8 Add Network Object

Marne: IEngineering-VPN |

Type: i:Range V_I

Start Addre... |10.60.60.1

End Address: |10,60,60,254

Description: ii—:ngineering WP address pool

[NAT £y

[] Add Automatic Address Translation Rules

I [w]'d H Cancel H Help l

240513

b) [Action Translated Packet] =U 7 C, IRD7 4 —/V REHRELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

¢) [Options] =V 7T, ROV 4 —)L REHFELET,
* [Enable rule] 4 12 LET,
* [Translate DNS replies that match this rule] 24 723 575, ZEZ L THEE £,
* [Direction:] Both
* [Description:] BLAIDFZ AT LET,
d [OK]Z7VUvZ LET,
e) [Applyl 7 U v 7 LET,
CLI D -

nat source static Engineering-VPN Engineering-VPN destination static Sales-VPN
Sales-VPN

f) [Send] %7V v/ LET,

| —ferarz N EE I}
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B anvcomect 55470k 5T v oIEHT BRY FT—5 T FLAZHEORE

ATvT3

ATv74

ATy TH

ASA NAT Z#FATL TS L E(Z, [A U VPN 7 —/LIND 2 DDA A MR EWIHERTE 5
T, FIFENDHDHRA RS VPN b RIVEH TA 2 —Ry MCHERTE 5 & 912,
[Enable traffic between two or more hosts connected to the same interface] 7'+ a > & A F— 7 /V|Z
TOHOMENRDHY £T, ZH%EITHIZIL,. ASDM T [Configuration] > [Device Setup] > [Interface
Settings] > [Interfaces] % & L £ 7, [Interface] /X% /LD F @ [Enable traffic between two or more
hosts connected to the same interface] 4 /2 LT, [Applyl &2 U v 27 LT,

CLI Of :

same-security-traffic permit inter-interface

Engineering VPN 7 R L' 2 7"—/L DR A |73 Engineering VPN 7 R L A 7 — )L DD R A M T
R TE D L9, NAT HUHIAERL L £97, ERETHIAIZ/ER L7z & & L RERIC Z O FAI A 1F
% L $9, 7272 L. [Match criteria: Original Packet] = U 7 C. Engineering VPN 7 K L A 7'— /L
ZIREITLEFIEDOW DT RL AL LTRELET,
Engineering VPN UE— h 77 ERX 7 747 b3 TNER) Xy NU—ZIZBETEH LD
NAT HHIZ Bk L E 9, ZOHAIRLOFA L v BICB EX5 K 912, [NAT Rules] A
> "C. [Add] > [Add NAT Rule Before "Network Object" NAT rules] % &R L £,
a) [Match criteria: Original Packet] =V 7 C, IRD 7 4 — /L FEFHRELE T,

* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address] 77 VX RZ %7 Vw7 L, Nty NU—2 %
FT Xy NI~ 7027 "EERLET, 7027 N XA 7T FLAD
[Network] & L CEFKLET, HEIT FL XA M7 AL —3 3 > b—LFBEM LW
TLIEEWY,

* [Destination Address:] [Destination Address] 77 7 X AR % > % 27 U > 7 L. Engineering
VPNT7 RVA F—=LVEZ2RKT Ry NT—F A7V =7 MEBIRLET,

7 VPN B
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el
B

b)

d)

AnyConnect 7 S A 7> b b5 7490w T B4y bT—0F7 RLRAZEBRDO KR .

3:inside-network 7 - DB

B8 Add Network Object

Marne: iinside-network !

Type: E-Netwnrk V_i

IP Address:  |10,50.50.0

Metmask:  |255.255.255.0 v
Description: :Enside niebwark,
{NAT ey

[] Add Automatic Address Translation Rules

I [w]'d H Cancel H Help l

245511

[Action Translated Packet] =V 7 C, IRD 7 4 —/L REHELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

[Options] =V 7 C, DT 4 —)L RERELET,
* [Enable rule] A4 12 LET,
+ [Translate DNS replies that match this rule] 24 723 57, ZElZLTBE£T,
« [Direction:] Both
* [Description:] HLHIOFL A2 AT L E T,
[OK1 %27 U v Z LET,
[Applyl #7 U v 7 LET,
CLI O

nat source static inside-network inside-network destination static Engineering-VPN
Engineering-VPN

—ferarz N EE I}
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B anvcomect 55470k 5T v oIEHT BRY FT—5 T FLAZHEORE

ATV T6 ATV TEDHEINES TH LWHIRIAZER L. Engineering VPN 7 KL X 7' —/L' & DMZ % v
NI —=ZROEFRDT AT T 47 4 NAT ZELET, DMZRy V=27 Z%(FEILT R
A Engineering VPN 7 KL A F— v Z5ie7 RL AL LT L £,

AT 97T HLUWNAT HHI%/ER L, Engineering VPN 7 KL 2 7 — /L ko RILIEH CTA VX —F v b
T 7 BATEDEIICLET, ZOHE. TAT VT 47 4 NATIHMER L EHA, #E5C
T RVAETFAN= | T RUAMBA LS —F oy b =T 4 L 7 WHERT FLAILLES
LT, ZORAZERT 51T, ROFIRICHENE T,
a) ZOBANMUOKAIL Y I S5 K 51T, [NAT Rules] < > T, [Add] > [Add

NAT Rule Before "Network Object" NAT rules] Z %R L £ 7,

b) [Match criteria: Original Packet] =V 7 C, IRD 7 4 —/L RZREL ET,

* [Source Interface:] Any

* [Destination Interface:] Any, [Action: Translated Packet] = U 7 @ [Source Address] T
[outside] ZBIRT H &, Z D7 ¢ —/L RICHBIMIZ loutside] BATTSHET,

» [Source Address] : [Source Address] 77 7 X AR ¥ > %~ U » 7 L. Engineering VPN 7
RLRA =N aRT Ry NUV—0 A7 V=7 FEBRIRLET,

* [Destination Address:] Any

c) [Action Translated Packet] =V 7 C, IRD 7 4 —/L REFHELET,
* [Source NAT Type:] Dynamic PAT (Hide)

* [Source Address:] [Source Address] 77 WV X RZ %7 Y 2 LT, outside £ > ¥ —
Tz A AEERLET,

* [Destination Address:] Original

* [Service:] Original

d) [Options] =V 7 C, KDV 4 —/L RZHFELET,
* [Enable rule] #4112 LET,
* [Translate DNS replies that match this rule] 4712352y, Tl LT X ET,
« [Direction:] Both
* [Description:] BRI DRI Z AT) L £,
o) [OK]%#72V vz LET,
) [Applyl 227 V27 LET,
CLI O

nat (any,outside) source dynamic Engineering-VPN interface

7 VPN B
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B

X JE

4: Unified NAT 7— 7 )L

AnyConnect 7 5 4 7 >  HostScan .

File  Wiew Tools wizards ‘Window Help Laak For:
70 Home | 2 configrain| ] ontorn | [, (O peck ()| D ek
@ Home Gié} Canfiguration | | Mnnltnrlng| o) 3ave @-Refresh Back. \_;] 3) Help
_Firewall o R X Configuration = Firewall = NAT Rules
| sl 4 i Add H & Edit Delete 4 & & - qFind Diagram U Packet Tra
----- QL Service Policy Rules Match Criteria: Original Packet Ac
""" ﬁ 'q';j"q R”'Ts source Intf | Dest Intf | Source Destination Service S0
------ = Filker Rules -
= 1 & A eeking: B ~0
,,,,, (& Public Servers ny my :ﬁ Engineering-¥FM 5‘,5 Sales-yPH @ any t
5L |0y Filkering Servers Ay Any s Sales-vPH af Enginesring-wPM & any - O
Threat Detection 2 Any Ay @ Engineering-vPM  @f Engineering-¥PM & any - O
I Objects w Any Anry af Enginesring-wPM @@ Enginesring-wPM & any - On
— . 3 Any Aniy @8 inside-netwark, @ Engineering-vPM @@ any - On
5‘%) Device Setup Any Any af Enginesring-vPM @ inside-retwork @ any - On
@. Firevwall 4 Any Arey mf DMZ-network B Engineering-¥PN & any - O
?} i Ay Ay = Engineering-¥PH @B DMZ-network @ any - O
"7’ Remote Access VP ﬂn'-.-' O Engineeting-¥PN I E

any

o |2 "Metwork Object” MAT (Rule 63
* 28 Site-to-Site YR

6 management outside = asdm_cuma @@ any e 5443 (-1 5
outside manage... &P any 8222z Tk 5443 - On

&?5 Trend Micro Content Security

&
[jﬂ) Device Managenent —
% Ackive docs 15 E

Configuration changes saved successfully,

AT w 78 Engineering VPN 7 K L A 7 —)LinZE D7 —/)VEHIK, Sales VPN 7 KL A 7 —)L WNElx > b

ATvT9

J—27  DMZ Ay NU—7 BIOA &2 —Fy MIEFET D XD ITRE LIZZIZ, Sales
VPN7 RL R T —=ZOWCTR L7 BB A Z M0 IRTVLERHY ET, TAT 747 4
NAT Z{EfH L C, Sales VPN 7 KL A 7—)L T 7 v 73, Sales VPN 7 KL A 7' —/)L
Wity hU—2  DMZ %y hU—27 BIOA ¥ —F vy MOFR Y NU—2 7 KL A%
ORI D L HITLET,

ASA @ [File] * = = — T [Save Running Configuration to Flash] Z3& L, 717 > 7 17 1 NAT
HAIZ =L £,

AnyConnect 7 5 4 7 >  HostScan

AnyConnect 77 74 7 > | HostScan (BL{EIX Cisco Secure Firewall /8 A F v L FEEINL TV ET)
WXV, AnyConnect EX o7 EEUT 4 77347 F) FARANMIA VA =L ENTND
ARV =T W T VAT A, TANARR, 77AT A= VDK 7 Ny =T &ilfBlc&xE
T, ZOFEIZX. Cisco Secure Firewall 78 A F ¥ /HostScan 7 7 U r—3 g 2 X > TE S
F9, RAF ¥ T HBAAL FTIX, A& MZ Secure Firewall 8 A F % /HostScan 23 A > A b —/L
SNTWDLRERHY £77,

—ferarz N EE I}
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. HostScan/Secure Firewall 78 X F ¥ DHTIR &4

ASDM UILIZEITH U, HostScan 2312 — K LTV 55415 HostScan 23 M X #1E 9, Secure
Firewall R A F ¥R — KZi 5 &, Secure Firewall ‘J‘X:‘f'ﬂﬁf)’}iﬁﬂ%éﬂi'ﬁ“o EITLTWD
NV g N K> TARINTRR Y 97,

HostScan/Secure Firewall 78 X F v D RIE &

AnyConnect 7 7 A 7 > b % Secure Firewall Posture/HostScan & ¥ = —/L & & 12 32 (21X
BIKTHRD L 972 ASA 2 R—FK > MK TT,

* ASA 84

* ASDM 6.4

SCEP ZR:FHERE 21 4~ 5 121%. Secure Firewall Posture/HostScan % A > 2 b —/L4 B LB &
D E7,

Secure Firewall Posture/HostScan D1 > A h— /L TCHR— N ENBAFRVL—TFT 4 VT AT AT
DWW TIL,  [Supported VPN Platforms, Cisco ASA Series] ZZ&f LT Z &V,

AnyConnect 7 5 4 7 > kHostScan/Secure Firewall RXF v DS54 >
A

Secure Firewall 78 2 F % /HostScan O 7 A & o AZM IR DO L FB 0 T,
« JEAI) 72 HostScan/Secure Firewall 78 2 5+ M AnyConnect 7 7 A 7 > b OF|A (Apex) .

 {&15121%. Advanced Endpoint Assessment 7 A & > A DS MLEE T,

HostScan /\ v 5 —

HostScan /X 77— % ASA IZA X R7 a v /3w /- —3 hostscan-version.pkg & L CTr— R
THZENRTEET, ZO7 74 MTIL, HostScan Y 7 b7 =7 & & H1Z, HostScan 7 A 7 7
VJEBIOYR—FRPEFENLTHET,

HostScan/Secure Firewall KX Fv DA X F—ILET=IE
O N >
TvITTL—Fk

ZOFNETIEL. ASDM ZfEfH L T. HostScan/Secure Firewall R AF ¥ /Ny r—T% A A h—

WNERIZT v 77 —FKL, AN LET, ASDM UL IZERITH Y . HostScan 282 — K&

TUW 5 4A 13 HostScan 28 s 31 E 4, Secure Firewall R AF vy 3im— K& 5 &, Secure
Firewall RAF ¥ NI NF T, FEITLTWEINR—=T 9 Sk TARNTEZARY 17,

B s veN EE
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FIE

HostScan/Secure Firewall RAF ¥ DA VA F—ILEEEFT7 Vv TS5 L—F .

1R BHHIIZ

\}

GE)

HostScan /3X—3 3 V43 x LARID D 4.6 x AT v 77 L — R L L H & LTWABIBA., LIRTC
feST UT-BETE D AV/AS/FW DAP AR Y 2 —RB LN LUA 22 U 7 F 39 _T HostScan 4.6.x DL
CIEABMTHDLEWVI FHEIERTIHI T T — A v —UNEREINET,

REZE WIS SEDLTZOICETTIMLERS DT XA BT FIENGFELET, ZOFIAT
X, 2OXA TRy 7 2% LT, ZOREZRTT DAIIC HostScan 4.4.x & A#IZ72 %
KOICREEBITLET, ZOFIAEZFIEL, [AnyConnect 7 7 A 7 > b HostScan 4.3.x to
4.6.x Migration Guide] TFEfiZ2 FIEZ ML T &, DF D, BITT 521X ASDM DAP
DORY 2 —_—=VITBE LT, HHMED 720 AV/ASFW B 8 L CTREICHIBR L Th b,

ATy T

ATvT2

ATvT3

ATv74

ATvTh

ATvT6

ATvT17

ATvT8

2ATFvT9
ATy 710

LUA A7 U7 Nt L, EXMIHOLERH D £,

W= g U5 EHHLTWDHEETE, secure-firewall-posture-version-k9.pkg 7 7 1 /L& 2 B 2 —
HiZHFra—RLET, N—Ta4x DA, 7 7 A Vi hostscan_version-k9.pkg T,
[7 w7 m—K (Upload) 1% U v LT, HostScan/Secure Firewall I8N A F ¥ /X 7 — D =
E—Zarta—XF0nb ASA D T A 7R T 52TV ET,
(A A—=YDT v 7 r—K (UploadImage) | ¥ A 7 0 VR 7 AT[R—ANT 7 A VOZH
(Browse Local Files) |%#7 U v 7 LT, @—#/L2 >t =—4# L ® HostScan/Secure Firewall 7~
AF X N\ r—VERRLET,
FelF E# v — R L7z hostscan version-k9.pkg 7 7 A /b, F721%
secure-firewall-posture-version-k9.pkg 7 7 1 /L & ER L, [[BIN (Select) 127 UV v 7 LET,
[m—H/NT 7AW/ A (Local FilePath) | 7 A —/V FE [T T v aT 7 A/ AT LA/RA
(Flash File System Path) ] 7  —/L R T&R L7277 A /LD, AL, HostScan/Secure Firewall
N r—DT v 7 a— REORAZNBLTWET, ASAICEEO 7T v a RTI4TN
HHGEX. DT T va K747 %759 L 91T [Flash File System Path] & e T& £ 97,
[UploadFile] %7 U v 7 LE¥, ASDMIZL - T, 77 A VDab—RN7 T v a 1— RiZiE
EENET, FRIAAT IRy 7 A, T ANVNBT Ty v allEFICF v ra— REhik
ZENRREINET,
[OK]Z7 Vv 7 LET,
[7v7a—KLiA A=Y O H (Use Uploaded Image) | #4712/ C[OK] %227 Vv 7 L
T, BEDOA A— L LTT v 71— K L7 HostScan/Secure Firewall IR A T v /X r— 7 7
ANEHHLET,

[HostScan% A %{l. (Enable HostScan) | £721% [RATF ¥ A A —%H%h (Enable Posture
Image) | BA N2> TOWARWEAITA T L ET,

[Applyl 27 UV v 7 LET,
[File] # == —7>5 [Save Running Configuration To Flash] % 3R L £,

—ferarz N EE I}
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B x5 rsxommn

RAF v R E DB
THAAAZ L, RATF Y RECHERTE LT,

1R BHEIIZ
HostScan/Secure Firewall Posture /X v 77— 03855 Z & HHER L £,

FIE

AT 1 [#K (Configuration) 1>['JE—k 72X VPN (RemoteAccessVPN) |>[RRXF+ (Secure
Firewall /) (Posture (for SecureFirewall) ) 1> [/RRXF v E&%E (Posture Settings) ] % &R
Li‘é‘@

RAT9 T2 EOSAL DT NRA A YA IND, T8 ZE@RLET,

FNRA AT LI, [BRARRRAF+ (BasicPosture) 1@ L [RRAF v 5k (PostureExtensions) ]
EEEFRRTEET,

RATw 73 7744 hTiX, Endpoint Detection and Response (EDR) X = U7 4 Y7 v =T M, i
ENOP—"—L@E L CTHERA TG LE T, EDREFNIIK L CIRORE LR T 5 Z LT
TET.

VPN h RANT 7T 4 772 L EITIXEDRICA VX —F vy "G TF = v 7 2 A% v 7
HEINSHIWGEAIL, [EDREFH T, VPNBIT I T4 TIZHoz&IEFA o8 —F v k
EBHF vy &R+ Y T3 (For EDR update, Skip Internet Check after VPN isactive) ]
Frv IRy T AEF T LET,

X2 UT 4 VT N2 TREHNE I DEHERETICHR Y hAX v/ 2XaT 774
T U=V IRATF v li A A NICT 5121, [EDRE#H T, VPN TV T4 TITHEBHEIT
AU —3y MERF T v ERXFX v T$ % (For EDR update, Skip Internet Check
beforeVPNisactive) | = v/ Ry 7 A4 LET, TOF=v IRy I RAEeA7
2T 5 L&, BRPFAE LR WD R AT ¥l kgL, RY =l koTiExRy hU—
T I EAPEEINDLGERH Y 9, RAF¥iHMliORNIIX, A > % —% v Mgk

BITHZ LWL ET,

HostScan/Secure Firewall RAF v D7 o4 X F—JL

HostScan/Secure Firewall RAF ¥ /X r— %7 A VA =T 5L, ASDMA VX —7 =
A A EDOE 2= bHIRENET, ULV, HostScan/Secure Firewall I8 A F ¥ DNEZNI 78 -
TWAEAETY ASA IZ L 5 HostScan/Secure Firewall 8 A F v /v 77—V DOREBINEIRE S L E

B s veN EE
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FIE

&

ATy T2
ATvT3

JI—TFR1) o—~®D AnyConnect 7 54 7> h BEEE S 1 —ILDEIY LT .

9, HostScan/Secure Firewall IR AF ¥ %7 A A h—/L L%, HostScan/Secure Firewall 7~
AF R —F 7T a2 RIATHOHIBRENERE A,

ASDM T, [E%%E (Configuration) ]>["JE— ;7% AXVPN (RemoteAccessVPN) |>[RX
F+ (SecureFirewall) (Posture (for SecureFirewall)) ]>[[RRAF ¥ A4 A — (Posture
Image) ] (I #) L T, Secure Firewall RAF ¥ &7 > A X h—/L L EJ, AnyConnect /3—
VaraxEHEHALTWT, HostScan 27 A A h—/ L3 B41%, [ERE (Configuration) ]
>[JE—FF7YEAVPN (RemoteAccessVPN) ] >[SecureDesktop Manager] >[7RRX kX & v
A *—2 (Host Scan Image) | (ZBE) L 9,

[Uninstall] 227 U v 7 L, #ERDI=OIZ[Yes] 227V v 7 LE T,
[Uninstall] 227 U v 7 LE 7,

FIL—THR) o —~®D AnyConnect 7 514 7 > b+ #HEETE
Ta—ILOEYHET

FIE

&

ATy T2

WOTFNET, AnyConnect 7 74 7 > N HEBEE Y 2 — L & I N—T R U o —& BT £,
VPN =—H—78 ASA (#5545 & X2, ASA X245 AnyConnect 7 74 7 > b HERET
Va—lET U RRA v hara—H Ay ra—KLTA VA M=V LET,

1R BRI

ASAZm 7 F v L, = ar 74 X¥al—varE—RefaLEd, Fr—ryLb o
Y74 Fa2lb— 3 F— FTIX, ASA L hostname(configif 7' > 7 F AR LET,

Iy NI—2 7547 N T RARONEBI N—T RY >—%&BMLET,

group-policy name internal

i :

hostname (config) # group-policy PostureModuleGroup internal

LW NL—F R o —EfRELET, Z0avr FE AN LEEIZ, JA—F RY)—a
Y7 4F¥alb—arE—ROT LT b hostname(config-group-policy)# M Frm L E T,
group-policy name attributes

1 -

—ferarz N EE I}



— iz VPN B |

. JIL—TRY) —~® AnyConnect ¥ 54 7> b BWEEE S 2 —ILDEIY BT

ATvT3

ATy T4

ATy TH

7 VPN B

hostname (config) # group-policy PostureModuleGroup attributes
IN—THKY) —webvpn T T 4 Fab—a - FEBLET, ZOavr FEAl
L7c#&iE, ISR ASA D7’ r 7 FidFRSVE T, hostname(config-group-webvpn)#
webvpn

ITN—THNOFTXTO2—H—|Z AnyConnect 7 74 7> M BEREE Y 2 — AR FX 7 m— KX
nN5E21, INV—TRY v—ERELET,

anyconnect modules value AnyConnect & = — /L 44

anyconnect module =~ > R value (21X, IROED 1 DU LEZFRET HZ LN TEET, HH
DEY 2—VERETLD2HEIL. BE o~ TRED £,

ES AnyConnect € ¥ 21— /L/##E4

dart AnyConnect DART (Wi LN LAR— hY—1)

vpngina AnyConnect SBL (71 7' >/ Hij D )

RAF ¥ Secure Firewall 7~ A 9 % /HostScan

nam AnyConnect * v NV —2 T/ A v —T%

none T N—"" R =5 XTOD AnyConnect E ¥ = — /L % HIlR
TOHAITHER L £,

1 -

hostname (config-group-webvpn) # anyconnect modules value websecurity, telemetry,posture

EVa— D1 OFEIBRT AT, RELEVWEY 2 — VOEFE T EIEE Lo~y REF®E
BLET, 222, Z20oa~ FiEZWebtxF=2T 0 TP a2—VEHIBRLET,

hostname (config-group-webvpn) # anyconnect modules value telemetry,posture

FIFAL T4 Fal—varETTyia AEVICEELET,

FLnar 74 Xalb—varPEFICT T yia AFVIRFESND L, [OK] &£V ) Ay
T—URERIN, RITRTASAD T 1 7 NRFRRZHLET, hostname(config-group-webvpn)#

write memory
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HostScan/Secure Firewall 78 X F + B5&E & .

HostScan/Secure Firewall 7R X F + B ;@ & i

AnyConnect

=

HostScan/Secure Firewall R AF ¥ X RiRA > ba L B a—EZnbLHRAF ¥ 7 LT v
EUAE L7221, BHAETEH T2, A4 71y 778 AR —0OFE, Lua D
DERREDS TV FEBERETLILERHY 7,

INHD Ny 7 OOV TIE,  [Cisco Adaptive Security Device Manager Configuration
Guides] &M LT 7Z &V, F£72, AnyConnect 7 A 7 > b T® HostScan/Secure Firewall
RAF % OEEDFEMIZ DUV TIL,  [Cisco AnyConnect Secure Mobility Client Administrator Guide!
HZMRL T30,

X217 EEVTA VATV ) a—

AnyConnect EF¥ =7 EE VT 4 7747 ME, HEEBOBERIZAEEORIE E EEL A
2 —3y NOBEN O L E T, AnyConnectt X =7 EE YT 4 7 T4 7T > MM LD Cisco
IronPort S 'V —AWebtF¥=2VU7 477747 A X AnyConnect X =27 EE VT 47 7
ATV EAFY L TE, 7 IAT 2 MeBEEDHD Y7 MU =T RAEY 2V A GRS
R#ELET, 7747 M, CiscolronPort S 'V —AWeb&X = V7T 4 77747 2 AR
HENA =T N2 o TV D ERIICHER L ET,

\)

6=

Z OKEREIZIX. AnyConnect £F¥% =7 EE YT 1 7T 47> h® AnyConnect £F¥ =7 EEY
T4 TA B A PR — FERMT B CiscolronPort Web ¥ X = VT 4 T T F7A T ADY I —
AMNMMEETT, F£72. AnyConnect ¥ ¥ =7 EE VT 4 7 T4 T MEREE Y R— 175
AnyConnect 7 7 A 7~ U U —ARMETY, AnyConnect 3.1 LARRIZ Z OBEREZ Y AR— K L
TWEHA,

X7 EEVT 4 VU a—Ta rERET HITIE, [Configuration] > [Remote Access VPN] >
[Network (Client) Access] > [Secure Mobility Solution] D JIEIZEI L F 7,

—ferarz N EE I}
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B Avcomect %27 £EEUF 4 4547 R YAy

5: [Mobile User Security] 7 4 > K™

— iz VPN B |

@ Home

G,ﬂ} Configuration

D IMonitoring | G Save @Refreshl e Back. d

| D heb| J cisco

Remote Access YPN

Introduction
bwork (Client) Access
b} AnyConnect Cannection Profiles
E >--h [ AnyConnect CustomizationfLocalization
- AnyCannect Clisnt Profile
[T@ AryConnect Client Settings
i}- Dynamic Access Policies
&% Group Policies
sec(lKEvl) Connectlon Prafiles

i olutio
P Address Asslgnment
-1, Advanced

Clientless S5L YPM Access
adafLocal Users
Host Scan Image
Secure Desktop Manager
Certificabe Management

ol
-~

ﬁ Device Setup
| g_a Firewall

| g{g Remoke Access YRR
g{-j Site-ta-Site VPN

&5 Trend Micro Content Security

o |, Device Management

4%

Configuration > Remote Access WPN > Network (Client) Access > Secure Mobility Solution [

The Mobile User Security service lets Cisco IronPort 5-Series Web Security appliances protect Cisco
AnyConnect secure mobility clients From malicious software and inappropriate sites,

Service Arcess Control

Specify the addresses of the hosts/networks From where WShAs can communicate with this security
appliance.

& add| @

Inkerface IP Address Mask

Service Sekup

[ Enable Mobile User Security Service

[] Change Passward
& active  [dors 15 =) 12{20/10 5:24:50 PM UTC

* [Service Access Control] :
L/jzj‘o

* [Add] : %

P& £

* [Edit] :

P& £,

* [Delete] :
Ao

* [Enable Mobile User Security Service] :
TINZT D& ASA ~DHEEHERFIZ WSAIZ K > TEA SN D SR T — REANT D

£

VERSH D F9, WSA BIEIE LR WIS, AT —# A1 disabled

* [Service Port] :

BER Lo 2 7 — 7 Vi bHIBR L E T, MERShT, LVE

WSA DIBEIL LR DR A FEITR Yy U —2 T RLAZHEE

LU 72854t D [Add MUS Access Control Configuration] # A 7 & 77K v 7 A M

BRI L 728261 O [Edit MUS Access Control Configuration] Z 4 7 & 778 » 7 A8

LHbTEEE

VPN 2N Lm0 54T v h&OEELBRE L F9,

2720 £,

P —ERE A FZ—TNICTDEES. = ADLEDOR—  E242FEHT 2

MERRELET, A— FO#FPHIT 1 ~ 65535 T, BHI AT ALY WSAIZ7oEY 3
ST ENTHINT AEE B ESEHZLERHY T, T 744 ME 11999 T,

* [Change Password] :

* [WSA Access Password] :
NZfEE LET,

WSA 7 7 EBRA RRAU— REBETXET,

ASA & WSA DEORFECTHE L b —7 Ly b 2RRAT —
TONRAT— R, BHURATACEY WSAICT oY a = &N

T 2R — e —HSEDLBENRDH D 77,

* [Confirm Password] : &

7 VPN B

ELTZRAT—REFANLET,

FTT60
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Add or Edit MUS Access Control [JJ]

* [Show WSA Sessions] : ASA IZHft S 472 WSA D& v v UIFRAEFRTE 7, #Hs
NTW5D (F7zid#Ek Siz) WSA OFRA MNP T KL AR L ORI N4 A 71 s
Ry 7 AZRENET,

Add or Edit MUS Access Control

[(%E (Configuration) ]1>[VE— F7 7 AVPN (Remote Access VPN) |>[x* v hU—7 (7

FA T ) 77 A (Network (Client) Access) |>[EF=aT7EEV T4V Va—ay
(Secure Mobility Solution) ] ™ F® [MUS 7 7 & A DB E 72 13#4E (Add or Edit MUS

Access Control) | %A 7 v 2/ 7Ry 7 AT, AnyConnect 7 71 7 >k ® Mobile User Security
MUS) 77t R2%2HELET,

s [Interface Name] : Ry 77X YA MEFEH LT, BINMELERELTWDHA ¥ —
T oA AL BEIRL £,

* [IP Address] : IPv4 7 RLUAE 72X IPv6 7 KL A& AN TE £,
eMask] : Fry ¥y URXAMNEMHLT, 4O~ A7 ZRIRLET,

AnyConnect 7 SA 7V FDHRATARXEO—D)E—
vav
AnyConnect VPN 77 7 A 7 > F ®AnyConnect VPN £ 2 — /v EZ W AX <A A LT, UE— |
a—P—|Z, DDA A—TERRTEET, [AnyComnect 7 74 T NOH AL <A X/v—

7174 X (AnyConnect Client Customization/Localization) | D7 ¢ —/L RZ&HHT I, RO HZ
ATDORAR~A REINTZT 7ANEA L R— b TDHIENTETET,

* Resources : AnyConnect 7 74 7> hOER SN/ GUI 7 A 22>,

* Binary : AnyConnect 7 74 7> b 4 VA M—FIZRODLFATHRET 7 1 /b, ZHUTIL,
GUI 77 ANVDIEN, VPN TA T M TaTdrAN, AU~ ZOMDI TA47T
VNI rANBEERET,

« Script : AnyConnect 7 74 7 > b 73 VPN 455t 2 ML T DATE 72T RICFATT 227 VT
]\O

« GUI Text and Messages : AnyConnect 7 7 A 7 > "MEHT 2524 bLE X vE—T,

« Customized Installer : 7 A4 72 bDA LA M—=NVEEFTTDH T AT —254,

s Localized Ingtaller : 7547 N TCHEHINDIEEEELEETH N T VAT +— 24,
KEATa T TIIRDOT 7 a v wEZTTEET,

e[ A—="F (Import) 1227V v 27 3%&, [AnyConnect 7 7 A 7 hDHAZ <A XFT
Yz h%&A >R — b (Import AnyConnect Client Customization Objects) ] 4 4 7 1 7 A3

| —ferarz N EE I}
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B anvcomect 55470 b orrgTARED—HYE—v s, YY—R

HLES, ZOXA 7RI TIE, A7V FEeLTAVR— D77 A VEIRETE
\i‘g_(]

e [=27 AAR—1 (Export) 1227 Vv 7 F5&, [AnyConnect 7 7 AT KD AL <A XF
7Yz h&Ex 7 AFR— bk (Export Customization Objects) 1 %4 7 ZNE#LF94, =
DHEALTaTTE, A7V hELTZI AR T D77 A NVERETEET,

*[Delete] 27 Vv 7 425&, BRLIEAT V=7 FBHIBRSIVET,

N

GE) ORI AT 2T AN BT— RTIEYAR—FFShEE A,

AnyConnect 7 S A 7>k DARZATAXEO—A)E—3 0, V)
\J_X

AVR= T OHAZ LA K= DT 7 A N41E, AnyConnect 7 7 A 7 >k GUI Tl
MEND7 7 AN E—BLTVWLRERHY £¥, ZHIETARL—T 4 VTV AT AL -
THE2Y | Mac B LU Linux TIERICF &/PCFREAISVET, 72& 21X, Windows 7 7 A
Ty MO I EEEWZ DI, ME O 2% company logopng & L CA AR — b
TOHMENRDY ET, BIOT7 7 ANVHTA AR —FT5E, AnyConnect 7 747 K A A
F=Z3tDarR—xr baERLERA, ZIEL, MEDOFTY 7 A /L2 R LT GUI
HHNABA RTDHEEE, TEOFATT7 7 ANPOATRED T 7 ANVAHDY Y —A T 7 A )L &I
BT ZenTExET,

AA=THI—AT 7 A)E LT (72L& 1L, company logo.bmp) £ AR — b D555, >
R=hL7eAA=VIE, A7 7 A NGB EZHEHLTHOA A=V %A VR — T 5ET,
AnyConnect 7 7 A7 N W AZ~A XA LET, =& 2L, company logo.bmp & 71 A % I A
A—VIZEBEH|A T, 2O A=VEHIRTO5E, A7 7 A A2 L TH LA A —
Y (FlFmnovAaunId A A=) EAUR—FTDHET, FIA TV MIZOA A=Y
DFRIR ke L E7,

AnyConnect? S A4 7 FDHREATAXEOA—hA)E— 30, NA
FIERSGY TR

AnyConnect 7 S A 7V bHhRAIRAE—ayv/a—h)E—ar, N4 FY)

Windows, Linux, F72iXMac (PowerPC £721T Intel X—R) =B =2—X DA, AnyConnect
2747 MAPLEERT2MBD Y AT FERETEES, 27747 FONALFY
TrANEBEEHZDZ 12X > T, AnyConnect 7 74 7 > b GUI F & O AnyConnect 7 7 A
T hCLI ZEEHAET,

[Import] A4 77 D7 4 —)L RIFKRD LY TT,
* Name & X #i 2 5 AnyConnect 7 7 A 7 b 77 A VDA HIZATILET,

7 VPN B
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AnyComnect 7 54 7> k DARATA REO—hyt—vav, GUIFFRrEAvE—3 [

e Platform 7 7 A VEFEITTH0S 7Ty b7+ —LBERLET,

*Sdectafile 7 7 A VA4IZ, A VAR =F D7 7 A NVDOAFTERICICT 2L2I3H ) £
}\/o

AnyConnect V S A 7>V b HRARAE—L 3 y/A—hYE—ar, RO9YTh

27 V7 NORERBLIOAZ VT NOHIBRFEHEOFEMIZ OV TIEL,  [AnyConnect VPN module
of Cisco Secure Client Administrators Guidel] ZZM L T 72 & Wy,

[Import] #4717 D7 4 —)L RIFRDO L FBY TT,

*Name: 27 V7 b OA4RTZ AN LET, AANIITELWERFZHBEL T ZIV, f:
myscript.bat.

«Script Type: 227 U NaFATTHH 4 I 7 H2FRLET,

ASATT7 7 ANEART YT NE L THAITED L 912, AnyConnect 7 747 M iZk -
T, V7 47 Ascripts &7 L7 4 v 7 A OnConnect % 7= X OnDisconnect 73— —
D7 7 ANZITBINSNET, 77472 bBRERT DL, ASAIE, VE—Farta—
2 LG —y h T4 L7 RMVIZAZ VT heF T ra— RLET, ZOE,
scripts. 'L 7 ¢ 7 2 FH|FR 41, OnConnect % 72 1% OnDisconnect 7° L/ 7 P
DOFEFHRY F4, /=& Z21E, myscriptbat A7 U7 h & A L AR— kL7284, ASA BTl
A7) 7 N seripts. OnConnect_myscript.bat & 720 £9, UE—F 2 1: 2 —& TR
A7 U 7 MX OnConnect_myscript.bat & 720 £,

27 U7 SOEITOEEMEZERT D701, T_XTDASA TRILAZ Y 7 2R
HIEOOICERELET, A7 VT M2 EEEHITEBRT 2561, BAX—Ta v LR 4R
EHHAL, 22— =087 D AlREED H 5T TO ASA IZEHRA S V7 N &2E D 4T
F, 22—V =PRI HE, HLWAZ VT MIEVFECLIOAZ ) F R EEX S
nET,

s Platform : 77 AV EFEITTH0S 7Ty b7+ —LEBIRLE T,

«Sdectafile: 77 A AAIE, A7 VT MK LTHRE LA EF L THLLEITH Y £
NS

ASDMIZE S TT 7 A MR —RA T 7 A AhbA L F— k&4, [Name] (25 L CHE L7280
LWARTPMERR S E T,

AnyConnect 7 5S4 7> F DHREFIA4AXEO0—AHy¥— 3>, GUI
TEXFAREAYE—D

F I IV N OEBRT =TIV ERET S0, £ LWT —7 & ERL LT, AnyConnect 7/
FTAT LV FGUUZEREINDTFA M A v E—VEERTEXET, D1 i, [Language
Localization] <A > & [Al UHREZ FiH £, KV ®ERFIHELEEIZ OV TIL, [Configuration] >
[Remote Access VPN] > [Language Localization] {28 L ¥,

| —ferarz N EE I}
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B avcomect 55472 L OhRERAREA—HUE—Y a0, DRAERARENIA VR b= FSURTH—L

Y =S DIEE DR FZ AATINZ T, ZONA VEL[A] A FZ & BIIOR %
%z 2.7 [Template] =V 723 % Y £7,

Add : [Add| R HF > %27 ) v 7 FTDHET 740 hOERT —T O a e —NE &, EHERE L
TORGETHZENTEET, RIF7V 7 ANVOSELINL, 77 A LVADTF A NOSFE
BCRETHZENTEET,

BT —TNDA =T HBNAZ A ZXT D56, msgid FEE LRV T ZE VY, msgstr
NOT XA NEEHELET,

FUT L= NOEBEIEELET, T 7L — MIF vy v 2 AE Y NOEHRT — 7 LI
D, BELEARNGEET, 77 UVFOEEAS T v a v E RO S DR ZHEH LT
I, ez, PEEOT T NVEERT HEZICIE ZFH L T H5E1E, IEICk-
TSN zh LW OMREEZM A L £,

[Template] £ > 3 >
« T U7 L— MNEREZ R L TT 7 4V NORGEEWT — 7 /T 72 AT HITIE, [Template]

Vv LET,

« T 7 4V NOYGEEMT —T N EFR L, REIE U TRET I, [View| 227 Y v
LET,

« T 7 A NORFEEBRT — T NV D 3 —E T TIRAT HITIL, [Export]| &2 U > 7
L/iﬁ‘o

AnyConnect? S A 7> FDHREIAXEO—AH)E— 3>, AR
AIARXENIA VAR =5 FT VR TH+—LA

B LA D N T v AT =2, VATV M AV A =T Ful T L& L CTRHA
952 &1L 5T, AnyConnect 7 747 2~ GUI Z KIBICH AZ~A R4 HZ ENTEET
(Windows D&) . F T AT 4 —L% ASAICA VR—b T2HL, AV A —F Tl T L
PHEHALCEMINLET,

NIV AT7 4 —ALDEAEE L TERINTE 5DF Windows 7217 TF, N7 AT 4 —ALDFE
oW Tik,  [Cisco AnyConnect Secure Mobility Client Administration Guide] # & L C< 72
AN

AnyConnect”y S A 72 FDHARAIRARXEO—H)E— a2, O—
NDTGARXREINFA VR MN—F PSR TAH—LA

NTUAT—LBHHLT, 7I7AT U M AVAR—T TR TTAIFERIND A vE—
CERRTEET, NI UVATF—AILE o TA VA ML=V a rBNEREINETRN, TOE
X2 U T 4 BAMSIIIZLLERA, TNHED T VAT 3 —ATIEA VA b—T WmE7ZT
DEERE, 774 7> b GUIEIFFR SN E A,

7 VPN B
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IPsecVPN 251472k V7 koz7 [

IPsecVPN O SA 72 VYT b7

A\

GE)

VPN Y SA 7 MMEITRAEHEKE T, YR— PR TLTWET, VPN T A4 T FOHRTE
WZOWTIE, ASANR—V 3 9212832 ASDM D~ =27 V&S L TL 72 &V, AnyConnect
YX 2T BT 4 IVTAT U MITYTITL—FTBIEEHELES,

Zone Labs Integrity Server

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[Advanced]> [IPsec]>[Zone

==

Labs Integrity Server] /3 /L"ClX, Zone Labs Integrity Server Z ¥R — h 35 X 512 ASA #5XE

TEET, ZOV—N_—%, FYIA X=Xy NT—J T I7ERATHIVE—RFN I TFAT
FTEF =2V T4 R —%wEMT 5 HATHRG ST Integrity System & V9 T AT AD—
HTY, FEMITIE, ASART 7 A T U4 — L= =T 57 74T FPCOT R F Y

& LU THERE L. Integrity 7 7 A 7 > b & Integrity ¥ —/3— [ THE 729X T D Integrity 15 %
U L— Li‘é«o

\

=)

BEOV V=20 Xa2 VT 4 TT 74T 2 ATEFERIC 1 B0 Integrity Y—/3—D &3
AR—=FEINTWETR, 22— — A ¥ —7 = A ATIHEHKS 5O Integrity —/3— DX E D
PAHR—RINTWET, T2 7 4 77— " —CPEENEAE LT-GE1E. ASA _ETHIO Integrity

P NR—ZRELT, 7IA T FVPNE Y g U EABHELL TSN,

* [Server IP address] : Integrity h—/N—®D P 7 FLAZ AN LET, Ry MEx 10 EEZME
)EH L\i—gqo

e [Add] : HrLWH— 3—1P 7 K L A% Integrity ¥ —/N—D VU 2 MZBMLET, ZORH
Ui, ServerIP 7 KL A 74—V RIZT RLABRASIEND ET 7T 4 712720 £,

s [Delete] : HER L 7= —/3—% Integrity V' —/3—D U 2 b HHIFRL 97,

* [Move Up] : &R L 7o h—/3—% Integrity —/3—D U A NNTEIZBEHLET, ZOR
ZoA%, VA MY —="=2 1 BUEFET 2SRRI TE £,

* [Move Down] : B4R L 7= —/3—% Integrity —/"—D U XA NNTFIZBEHLET, 2D
RE AT VA M == 1 B EFET 25T TE £,

* [Server Port] : 7 7 7 « 7 72 Integrity —/N—% U v ZAF 5 ASA DR— FESE AT L
9, ZO7 4 —/L NiE, Integrity Server @ U A NI — =207 &4 1 BLLEFE
TOLBICEIMATEET, 7740 b R— hEFIE 5054, #iPHIZ 10 ~ 10000 TI,
ZD7 4 —)v RIL, Integrity Server U A NAICH — =R FEET H25A I TE £
R

AL |
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* [Interface] : 7 7 7 4 7 73 Integrity —/"— L BET 2D ASA A > ¥ —7 = A A& BN L F
T, ZDA A —T oA A% A== —|F, Integrity Server U A NIV — N—N{FIET 5
AT TE £,

* [Fail Timeout] : ASA 37 7 7 4 772 Integrity ¥ — "—|ZEFETX W LEZESTHET
DB E AT LES, 7740 MI 10 T, #HPHIE, 5~20 TT,

* [SSL Certificate Port] : SSLFRGECTH T2 ASADKR—FE2MELE T, T 74/ hDFR—
~E 80 TI,

* [Enable SSL Authentication] ASAIZEDVE—F 27747 F®D SSL FEEDFREZE A
R2—=T T LHENA NI LET, T 74V T 7747 2 FSSLERGEET « & —
7°/l/617§?0'(b‘i70

« [Close connection on timeout] : % 1 A7 7 MEFIZ ASA & Integrity h—/N—[H OB A& T
TOLGECH T LET, T 740 TR, Bl MR S E

* [Apply] : BXEZFAT L TV D ASA I Integrity ¥ —/N—DO%EZEHH L £,
* [Reset] : F 7258 H S 40TV 720 Integrity Y — S — DR EDEHE 2 HIFR L £,

—MDE A

Cisco Identity Services Engine (ISE) 1%, %= U7 4 AU O —FHEB L OHIE 77 » b7+ —
LATT, Ak, VA VLA, VPNEROT 72 AHHE X2 VT 4 avr 7347 A% H
b, o7z LET, CiscolSE [FFIZ, Cisco TrustSec L HEHEL TEFX a7 7/ R &
TFANT 7 RAZRM L, BMAFTAET A AFEHIAKR (BYOD) 4 =77 4 7 &P AKR— |
L., EARY —%Z@HT DI INET,

ISE Change of Authorization (CoA) #EEIX. F8FE. A, BLOT AU T 17 (AAA) &
var ot By va VIENIRICER T A ODOA D= AL BRI L ET, AAA D2 —
%it I2—H TN —TDORY —%EFT TS L ISENS ASA ~CoA 737 v b & EHEEE

TEREZ AL L, HrLWARY v—2 A TEET, 1T AV RATFT ¥ HEfiiAR A > b
(E@)i‘%ALiofﬁiéﬂt%WWﬁ//a/k77ﬁX3/%&~NJXF
(ACL) ZHWH T 208 TH 0 FHA,

ISE RV > —DFfilE, RO VPN 7 747 P THR—FSHTWET,
* [PSec
 AnyConnect 7 74 7 . b
* L2TP/IPSec

VAT L 7a—IRDOEBY T,
1. =R a—¥—2NVPN#EmALERLET,

2. ASAX, ISEIZKk L Ca——%FiEL, *y NT—T ~DRET 7 A ZMT 52—
H— ACL Z%Z T EY £9°,

7 VPN B
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3. THUUT 4V TBBA Y E—UNISEICEESN, By va URBEESNET,

4. RAF ¥ THARAVFBRNACTZ—V = M EISERICTESTONET, 207 kAL,
ASA 2Bl T,

5. ISENCoAD IRV —TFvi=] ZRNLTASAICKRY V—0FHEEELET, Zh
WZED, Xy NU—7 TR AMREBO D H L a—H% ACL 2535 S E T,

A

GE)  #FHD CoATHEIN L., DT A 7 XA LAFIZIBIMORY > —ifliAd ASA IZFEBBEBHITTH
NHGENRHY £,

= DI 1 —
ISEEFRIZEE DT
ISEZR AR 23R ET 5 121%. ISERADIUS r—_—&&Teh—_— T —TZERL L., U ET—
N7 27HAVPNRETa 7740 (R RV) TED—NR— T N—T%2HEHLET,

FIE

ATy F1 ISE —/3—@ RADIUS AAA —— J L —TZ2HELET,

ROFNEIL, F/DROFRELZRLTOVET, REILUT, ZV—7DOMORELTETE E

T, KEDOERTEITIL, FEAEORY MU= LT=T 740 FiRENH VY £9°, RADIUS

AAA == TN =T OFEDFEMICONTIE, — e 7 s Falb—var U1 Fx

ZRLTIIZEN,

a)  [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [AAA Server Groups] % i
WLET,

b)  [AAA Server Group] #HI T, [Add] %7 V v 27 LT,

¢)  [Server Group] 7 4 —/V RIZZ V—T D4R TH# AT LET,

d)  [Protocol] K7 X7 U A KD RADIUS h— 83— ¥ o 7238 L 7,

e)  [Enableinterim accountingupdate] & [Update Interval] 38R L, RADIUS H{]7H v 7 «
VIRBA U BNEMICAERS NS LI LET,
ISElE, ASAZREDNAST NA ANMBZIET LT AT 47 La— RIZESWT,
TIOTA4TEyvarOT 4V NI ERELET, HEL, By varnrTrT 47
THHEWIEH (THTT 4T Ay —VELEFRAFY bToVPrvay) &
SHMZAE Lo 7258, ISEIXT — 4 R—ANLZD vy rardlba— RaEHIERL
F9, FRRFEOR W VPN EREDSHIBR SN2V E 2 I2T 51, §XCOT7 77147
o a VIZOWTISE ICEMMICHBT AU v T 4 VTR A v =V EREET D L
N, TN—TEFRELET,
INOOEHEZEET HMBERMBMA CER TEET, 7 740 MI24KH T, f5E
T HEPAIE 1 ~ 120 TT,

| —ferarz N EE I}
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f)  [Enable dynamic authorization] % % L £ 9,

ZOF T avit, AAA — 13— JL—T7 7 RADIUS OEIFIZEA] (ISE #Fr] 8
CoA) V—tR%& A X —T7/WIZLET, VPN h U R TH—R— F I —TF %45
L. 95 RADIUS H—/3— ZL—778 CoA @AM S, ASAITISE 726D
CoA RV T —HHFHFA— 2 v 2 LET, BIOR—FEHT5 X HICISE +—
NWe=INRESNTORWREY . A—F (1700) Z2EH L72WTL 7ZEW, Ah7e&pHIX
1024 ~ 65535 T,

g)  FEREIZ ISE = H L7254 1%, [Use authorization only mode] % %R L £ 97,
:@ﬁfya/ %—A—yw—7%m ﬁ%#é&%:\Kﬂmm77thﬁ

%J%*&Lf% b t%ﬁbfwiﬁ mmms%~ﬂ—@£%AxU~%%
ETDHE, ZONRRAT— NTEHEEINET,

7o 2 \ i) FJ-E @ﬂ-‘—/\‘— 7/1/‘—7 < if£ < HE%E%@E}EH‘@_Z)iEA i\ o Tﬁﬁﬁ
FT—FREMEALET, VPN R RV TORAET I T 4 o T2 ZDOY—"— T )—
TERAERT RN S D05 T,

hy [OK]ZZ7 Uy 27 LT, == N—T%2RFLET,

i) P— R — TN — T ETEILUT= 5, [Servers in the Selected Group] V A N C[Add] =7 U v
7 L. ISERADIUS #—"—% 7 L—7ITBML £,
F—BEHEUTIORLET, LBISCT, tMORERIZT 74V M EFRETEET,

* [Interface Name] : ISE — N —(ZB[ZEFT HT-ODA X —T = A A,

El%

* [Server Name or IP Address] : ISE —/3—DHR A M EZIXIP T KL X,

o (fEE) [Server SecretKey] : #fi & 5L 5% —, F—2WE LRV &, HEfIT
EofbSnEEA (FL—r TFAR) o ZOF—IF127 LFF TOEEFI L
E, KXFE/NLTFOXBNH Y, RADIUS —/N— LD F— L [F UEIZ/R D
iﬁ‘o

) [OKIZZ Vw2 LT, ==&l A—F B ET,
P8 Z T IZRID ISE H— 8 —Z BN L £,

VE—h 727EAVPN CISE —_— )L —T%2 AT 57010, RES2 7 7 A /VEFH
L/i‘j‘o

LUFOFNEZ, ISEBEOREA 7> a NZDOHFEE LET, K2R E—F 7 27 A VPN
ZAERT HIZIE, TDOMDOAT v a VERETLOMLERHV ET, VE—F T 7 EAVPND
FEEZHONWTIE, 2O~ =2 T VOMOEFTOFBITHE> TSV,

a) [E%FE (Configuration) 1> >[UJE— 7% AVPN (Remote AccessVPN) [>>[fv k
J—9 (954 F72 k) 7U+EAX (Network (Client) Access) |>[AnyConnect 7 74 7 > b
E# 70277 4JL (Connection Profiles) | Z3&R L £,

b) [Connection Profiles] 7—7 /L C, 707 7 A N&EBINEZIIREL ET,

¢) [Basic] *— T, WBiEFNEREL T,

7 VPN B
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FUREIZ ISE $r— — %l 9~ 55415, [Authentication] > [Method] {Z%f L T [AAA]
ZIEIR L, IKITISE AAA H—— L —T %8R L £ 7,

FFAIC DIISE Y —/N— T N—T % RIET D561%, BORGES A ([Certificate] 72
&) EEIRLET,

d) [Advanced] > [Authorization] ~—""C, [Authorization Server Group] {Z% L C ISE #—/3—
TN—T w2 BRLET,

e) [Advanced] >[Accounting] ~—C, ISE % —/X— Z L —T7 %8I L £7,

) [OK]Z27 Uy 27 LTEREZRFELET,

—meonvenizE [l
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



