LTIV 7oA KR) O—

TOETIE, AATIvI TI/RRARI D —2RETDHHEEZHRHALET,
cHAF IV TIEARY —IZHONT (1 =)
cHAFIvI TIRAR) D —DTFTA LA (3X—=)
cHATF I T EARY —DRE (43—)
* DAP O AAA BMHESEIIEEDORRE (7 X—)
*DAP D= RiRA v MNEM@IEEORE (11 X—)
« LUA Z{# ] L7= DAP (28T 5B DAP EIREHEDOER (26 =*—)
*DAP 7 7B A LFFRIR Y —BEORE (32 2—)
«DAP L —ZADHEFT (37 2—)
* DAP Off] (38 ~<X—)

BAFIVvH THERAER)—IZD\T

VPN 7' — b 7 = A (FE R BREECTEME L £7°, x4 D VPN #2213, BHBEICERIND A
73y FRE., #HENOKF 22— =R 3T IEFhe—, BXOREE X2 T4 L
APULRRRDVE—F T I RBRA YA MnbOu s A i EEROERIEES 5 Al herEn
HVET, VPNRETOZ—F =B DX AT T, AXT 4 v I REBEEDF v NTU—27 TOR
PSR/ s

ASA TIIZAF I v T7EAKRY — (DAP) IZX-> T, ZHbHDSF I FREBHITHHAL
THRAMELRETEET, ¥4 TIv 7 T78ARY —iF, BEDZ—F— F Rl
Frrida—Y— vy ra BEMTE EOT /R ar be— L EEERE L CTERL
T4, TNHOBMEICEY, BEOITV—TF A=y PR RIRA b X2 U T4
ORJEIZHL L ET, DFED, ASATIE, EXLERY U—IlESX, FFEODEY a3 »~D
T 72 AMEPFE D2 —V— T 5 SN FE T, ASA 1T, = —F—3 8 L7-#Ki T, DAP L
aO— R B OBEMEZBRIN E 72138075 2 &1k > TDAP 248 L £9, DAP L =1— RiZ,
VE—FTRAL AT RRA L P X2 7T 4 FERBILORFES N2 —F —D AAA "
FFRICESWTRIRENE T, BIRSNZDAP L a— RiE, 2—H¥— bR Eidkyi g
VICHEASNET,

DAP . wLF arFF A F B— RTIEYAR— FENFEHA,

g4+3v9 792Ky — [}



B oorricszue—+ 7002 T0 AL BEURRF L HHEY—LOYHR—

FAF2v o 7oA RYL— |

DAP VAT AL, HEEMLBELTAROALKR—R L "BH Y 7,

eDAPEBIRa L 7 4 Fal—lar TyA)b: Byl a UHESLFIZDAP L o— REZ IR L
THEHAT H7-DIZ ASABMER T 5, EENTLBRINTZTFA N 774/, ASA EITRTF
SNET, ASDMZHEHL T, ZO77 A NVEEH LD, XML 7 —#EXT ASA I
Ty 7a— KLY T&EET, DAPIBIGEE Y 7 A MZidE, 22— —DHETDHTITO
BN SN TWET, ZhiTid, AAABMSE, = FRA U Mt BX Ry hU—
7 ACL & Web ¥ A 7 ACL D7 4 V%, R— Kk, URLDOY A L LTRHREINZT
TRARY) =72 ENHY 7,

* DfltAccess R Y ' — : HIZDAP ¥~V — T —TNDOEEDOZ NI T, T4 4V T 4
INTF0, T7ANV KT IZEARY —DT 7 AR V—BIEEZRETEETA, AAA

BPEET T FARA V NEHEITZEENTE LT, ZUOLDORMEITRETE EEA,
DfltAccessPolicy IZHIfR CE £ A, Flo, P~V — T —TLDOREOZ MU IZ/->T
WHRENH D ET,

SERIZ SV T,

['Dynamic Access Deployment Guide]
(https://supportforums.cisco.com/docs/DOC-1369) % ZHE L T 72 &\,

DAP [ZLBYE—F 70X 7O FIALEELUVRAF ¥

DY R— b

B 773y 70€RrR)I—

ASA 1T, BHENHKE LR ATF v
ERALET, ZORAF ¥l —/LIZiE, AnyConnect IR AF ¥ £ = —/ b, ML L7z

HostScan/Secure Firewall I8 A F v /3y 77— BIONAC REENFT T,

&Y — L

MY =V EHERA LT RRA v b X2 )T 4 B

WDOFRIZ, DAP NYR—FLTWBEELVE—F TR 7u ban, FOHATHHAARER
RAF ¥ MY —L, BLORFOY — M k> TSN D ERE R LET,
HYHR— bk Eh 5 1) |AnyConnect 7K R | AnyConnect ;KR | NAC CiscoNAC 7 75
E—+FT7O0ER |FY¥ED2I I |[FEDI-IL AT72R
Jakan RA b XF+ > |Hostscan/\v 4 —
nNyhr—=o o
Secure Firewall 7 | Secure Firewall 7~
RAF ¥ RAF ¥
T AMUEHR, L |~ =TI | NAC A7 —H A |VLAN ¥ A 7 &
VAR F—D | L=V F N | BIET VLAN ID %X
. Efr7uetv | 7747 74—/L
A ARL—F 4 | VT Ny =T O
VT VAT A | REIRT
S
IPsec VPN IAAY-4 FEXTIES ELA ELA
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DAP(zk % E—k 7o RN~ 2 [

HR— bk &Eh 3 |AnyConnect R X | AnyConnect 7k X | NAC CiscoNAC 7 75
E—FT79ER |F¥ED2A-IL |[FF¥EDI—I AT7R
7akan KRR b X¥ > |Hostscan/\y 4o —

nNyhr—=o o

Secure Firewall 7 | Secure Firewall 7

RF v RF v
Cisco AnyConnect | |\ A SO EA
VPN
74T FUA| TN A FEXT I FEXT I

(77 7 _—

A) SSL VPN
PIX 7 v b A/b— W\ 2 FEXFIE FEXF I FEXRHIG
Fa¥xy (KA
F v fHMmIX AN
)

DAPIZLB)E—F T ERAEBEHGRD—T R

WD —rr v AT, HEHERR Y B — h 77 v AR 2 ML T DA O EEZ /R L E7,
1. UE—hF 27T A47 2 M VPN Bt ikt

2. ASA %,

iz LET,

3. ASAIE, AAAEZN L Ca—V—%FELE9, AAA Y —1R_—F, =2—P—D

ig]\/ij—()

FRE IN 7= NAC i & HostScan/Secure Firewall A8 A F il 246 H L TR A F v 5F

A AT JEME D

4. ASAIF AAA RBABMHEAZZFZDE Yy g ML, VPN o RV EZHESL L ET,

5. ASA L. AAAZRFER LY T 3 L ORAF ¥ i lifERICIE SV TDAP L 22— RE IR
L/i—a—o

6. ASA [FEIRL72 DAP L 22— K5 DAP BIHEAEN L. ZOEH I N BIED DAP R Y
=2 F9,

7. ASAIZZFDODAPRY L —%Z v g @A LET,

BAFZIVO TFTHOEAR)O—DS/4MEVR

\}

6=

ZOREREIE. A 1 — FEESEHERED Ve 7 LTI TE £ A,

g4+3v9 792Ky — [}
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B srsvr 798z %0—0mE

HAFT Iy 777 EARY — (DAP) IZIE, IROWTNIND T A & ABRKLETT,
* AnyConnect Apex : X T? DAP HEEZHEH T 554,
» AnyConnect Plus : XL —7 4 VTV AT ABI VARV —TFT 4 V7V AT NERIZ
AnyConnect 7 7 A4 7 > h ONX—V a3 F = v 7 HHH,

BErEY Y
DAP ~® AnyConnect 7 74 7k = RARA > MEMEOEMN (13 X—)

BAFTIVY) FTIOEAKR)O—DEE

FIE

1R BRI

o FRIZFRHEHK DR WREY . DAP =2 KA v M@t 4 R E T D i, HostScan/Secure Firewall
RAF v %A AN VTHLERHD T,

* Java Web Start % = U 7 1 ORJED 7=, 7 /31 AT webvpn N—ZA DR EZHEHT 55

BlE. RE LML RERT Y RRA » MEHEICANITERWZ En3d 0 £, ZOME
ERRRT HITIE, ASDMT AY vy 7 77V r—ya w2750, £idlavatF =
U7 4 OfFkE LT AEA Bi#ED URL Z3BM L £7,

s Ty AN, TurEA, LIARMNIDOZY RKRA NERERET DRI, 77AL, IR
TR, LY A YU DOHAHostScan/Secure Firewall '8 A F v B Z R ET A MLENH Y £,
FNEIZ DWW TIE, ASDM N Ciib)7e Ul BmiZBEh L, [~V (Help) 1227V v 27 LT
<TEEW,

* DAP %, ASCII XFDOH I R—FENE T,

ATy 71 ASDM %z i£#Eh L, [E%E (Configuration) ]>>[JE— k74 AXVPN (RemoteAccessVPN) ]

>>[Ry bT—9 (U54TF ) 7YX (Network (Client) Access) |>[FAF VI T
+ 7K1 — (Dynamic Access Policies) | %R L £,

RATFYT2 BEON T2 TREFHIZIN—VF N T AT I+ =D RRA Y NEEEE D AT

1L, XA O EFIT< O [%E (configuration) (V> 27 %227 Uy 7 LET, 2OV 71T,
N OBEREE T TIZA F—TMIZ L TV D EAICIER RS NE T A,

ATY T3 BREFLDODAPDY X MNERRFLET,

T =T NNFKRD T 4 —)V RPNERENET,
* [ACL Priority] : DAP L 22— RO T 74 AV T 4 BFRLET,

ASA T, BEODAP La— RF)xb 3y U —27 ACL & Web Z A 7 ACL #8545 L %
2. ZOfEAMEHA LU TACL Z 3B a BT UEd, ASAL. MO F T4 4V T 4
BN FMNOTITAF )T 4 ZEDIEICL 2 — RE2WR, FFOTIA 4T 4 %

B 773y 70€RrR)I—
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HA4F =

FIE

ATy T4

ATy Th
ATvT6

ATy T17

g4z 7oA Ry v—nemErEE [

T—TNO—FFIEHELET, BELRRKEWIIETITAF T Ao BNEB N EEERLE
T, 22 BN 4DODAP La— RIHMEN 20 L a— REDVLEEWT T4 4V T 4 %
FoZ iz Ed, 7744V T 41d, FEITOW_NEZITTEERA,

* [Name] : DAP L 22— R4 R #F R LET,
* [Network ACLList] : v a VCH#HIND 7 74 7 U+ —/LACLOARTZR R LET,
* [Web-Type ACL List] : &> = U IZHH 4% SSL VPN ACL O£ Ri#F R LET,
* [Description] : DAP L' =2— RO HPY %7 L £ 7,
[Add]) £/ X [Edi) #27 Vv 27 LT, XA F v 7 T7EARY —0BMEIEIMHmE S
R—=V) BEITLET,
[Apply] #7 V v 27 L CDAP & EEXRGFLET,
[Find] 7 4 —/V RZHH LT, ¥4Iy 7 T7EAKY >— (DAP) #HRFELET,

DT 4=V RADASTHBIET B &, DAPT—T7 VD47 ¢ —)b KOYETAERST D LF MR
S, —HITL Lo ENET, VANV KRI— REEHT L. MBEHENLNY £,

72 & zIE, [Find] 7 4 —/V FIZ [sal) & AJILTEGATE. Sales &V I ARID DAP & id—
HLFEI0, Wholesalers EWVIHLRETD DAP i3 —EH L EH A, [Find] 7 ¢4 —/L RiZ *sal

CANTBE, T—TILND sales £7-1F Wholesalers D H b, HANCHI LS DO
HEnE4,
BAFIv 7 TIRARI =T AL (15—V) 2FETLCHRELHERLET,

W TR R)O—DEMELITHFESE

ATy

ATy T2

ATvT3

ASDM % &) L. [Configuration] > [Remote Access VPN] > [Network (Client) Access] & 721
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add] & 7213 [Edit] 2R L £ 7,

DA T Iy TIREAR) =04 (WH) L (v arv) EANLET,

* [Policy Name] I%, 4 ~ 32 SLFOLFH|T, AX—AIEHTEEHA,

* DAP O [Description] 7 4 —/V KiZi£ 80 XFFE TANTEET,
[ACL Priority] 7 4 —/V KT, ZDXAFI v TIRARI O —DT T4 LV T 4 #REL
ij‘o

X2 VT4 TTIAT A, ZZTCRELZEFTT 782 R —2EALET, &K
DREWVNEETTAF VT 13@mL< 720 3, AMMEOFPHIL 0 ~ 2147483647 CT¥, T 7 4
Jb Ml 0 T

g4+3v9 792Ky — [}
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B 5 rz00 7o Ky v—nBmEr3EE

AT T4 ZD DAP OEIREHEEZIEEL £,

a)

b)

¢)

d)

[Selection Criteria] <4 @D R v 7 X7 UA KN (FL7 L) T, 2—HF—=RNZ DX A
FIv I T RAR) =T DI, TRTOT RARA » MEtEae 42 &
WA T, 22 TREEND AAA BHEEOWTA ([ANY]) F£72139 T ([ALL]) 28
VEL2 D00, Tk b—URE (INONE]) ThHLO0EENL 7,

BET L T MVITHFRTENEEA, AAABESS= RARA v MNEME 2 ERE 3712 DAP
La— RERETHE, La— FRTRTOBIREELRWMZLTNDZ LITRDHDT,
ASA ITFIZFDOLa— REBINLET,

[AAA Attributes] 7 4 —/L K [Add] £721% [Edit] 22 U v 27 LT, DAP ® AAA J&PEEIR
EHORE (13—) 2ETLET,

[Endpoint Attributes] fEJ8k C [Add] E£721X [Edit] #2 U v 27 LT, DAP D> KA > N&
PEERIEMEDORE (11 ~—) ZFITLET,

[Advanced] 7 4+ —/V K& 27 U v 7 LC, #unique 1872 FIT L £7, ZOELHHATHIC
X, Lua 7177 IV SEEOMGBNALE T,

« [AND/OR] : AR IL—L L ZZTANTHmEA L OERE TR LET,
DFED, TTICHEESNTND AAA BHEB LT FARA » MEMICH LW EEE
BT 500, FEFENOREFADORBEICEERILONERELET, T 74
JL M X AND T4,

[Logical Expressions] : ZTNEND X A T DT RiRA V NEMEDA VAKX v 2 Z K
METEET, LV AAABIRESE T 1T KR A v FBRREYE (B 0ixzo
i) ZEHFRTH7V RO LUATFA M2 AN LET, ASDM X, ZZTAJ
ENTTHFANERIEET, 7F A M2 DAPXML 7 7 A /LiZa b —34 5720 TY,
SLPRIE ASA IT K » TiTh, MRt RRERUTsE S N E 7,

GE)
DAP XML (DAPxml) 7 7 A WVIFHERK 7 7 A LT, ASDMIE, 77 A4 /LD &
AR—=FEFIFAVAR—FE2YR—FLTWEYA, FEEAIICLIZNA LT T 7 AL
EEFRELIEIT v 77— R LANnTL &N, HloBENEC 2 FREERH D F
j—O

WOFNEZMH LT, ASA [T DAP XML (DAPxml) 7 7 A LV EBITL £,

ATYTES ZODAP DT VB R/FHRRY —EBHEEEELET,

::f%&ﬁ?é%ll\i'fﬁci\ %ﬁ@:l‘—‘]j‘v—‘ 7‘\11/»—-70‘ ]\:/*/1/7“/1/_70\ %‘JZU\*'T‘7j‘/I/]\
DI N—F La—REZD, AAA AT AORAEE EEx LET, DAP 7 7 &% &K
Vo BIEOBRE (24—Y) 2BBL TS,

ATwT6 [OK] &2V v7 LET,

B 773y 70€RrR)I—
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s4+z90 72 RUv—n7Z+ |

BAFZIVD THOEAR)O—DTFR

FIE

ATy T

ATy T2

ZONA TR, BABMEORT ZHEETHZ LIk o T, T34 ATRIESLD DAP
A=Kty hBARGSNLINE I NET AFTEET,

BHAEOT ZHET HI21%. [AAA Attribute] 7 — 7 /L & [Endpoint Attribute] 7 — =7 /L (2 BEE
£} 372 [Add/Edit] R Z &2 L E9,

[AA/Edit) R > &7 Vv 735 LERRINDF AT v 7L, [Add/Edit AAA Attributes] 7 1 >
K7 & [Add/Edit Endpoint Attributes] %A 7 & 77K v 7 A %’E/Téﬁ’b%) AT a7 ] TWE
ﬁ‘o

[Test) R¥ > %27V w7 LET,

FNRAAEODAPH TV AT AL, %L a— ROAAA B IO REA > NI B2 250
THEXIZ, TNHDOEEZLUET, MEFRIL. [Test Results] fEIKIC R R S ET,

DAP O AAA BIEEREEDERTE

FIE

DAP X AAA T —ERAZMELE T, HESN TV LRABEMEOE v MIR G TWET D,
FNHDOBEMIC Lo TAAA TREEES N 5 TE@’EE})J ITEE9, AAABEMEIE. CiscoAAA
JEVEPEE 2> S E T 50>, ASA 78 RADIUS %7213 LDAP Y— 3= 53259 2 & @tk —
MHBIEETEET, ASA L, 22— —D AAAGRAIEH & v ¥ g »OR AT v FEfiEHIC &
SWTDAP L a— RE2EIR L E4, ASAIL, ZOFRICE SN THEEDDAP L =1 — N A E=R
TE, TN L a— RE4EK LT DAP R EMEZER L 7,

DAP L 22— ROOBEIRFEAE L LT AAA BIEZERET 5121, [Add/Edit AAA Attributes] & 1 7 12
TRy 7 AT, T % Cisco. LDAP, F7- iRADIUS)E:@% XELET, ZNHDEMIX
J\ﬁﬁ“éﬁﬁ IRFLT T=) F720% M=) OWFRNCRETE £9, % DAP v:r~b‘¢;»—<7£7

72 AAA BIEOEICHIIRIZH Y A, AAA Efﬁ@#%ﬂﬂ:’)“f&i\ AAA BEDEFE (10
&—y“) EHILTLEEN,

[AAA Attributes Type] : K> 7Z > U R MM LT, Cisco, LDAP, %72/% RADIUS J&
PEZBIN L E T,

* [Cisco] : AAA BEEET VIR FEN TV D 2—Y —Bal @2 2 L E7, DAP L a—
RO AAAEREMEIZ, 26 Da—F—GBAlBHO/ IR 78 > FERETE £,
WDJEHEPREENET,

g4+3v9 792Ky — [}
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s

X E

s [Group Policy] : VPN —H%— & v g VZBEMT LN TWAE 7 —T R —4
PRLET, X2 UTFT 4 TTFI5AT AT — N WZEET S0, IETF 7 T &
(25) J@M: L& LT RADIUS/LDAP " HXE L3, K64 LFTT,

* [Assigned IP Address] : AR Y > —IZHET HIPvA T RLAZ AT LET,
* [Assigned IPv6 Address] : 7R U > —IZFEET D IPv6 7 RLAZ AT LET,
s [ConnectionProfile] : =7 v a U EIE MRV I DT N—T4, kK64 LFTT,

s [Username] : FE SN/ —HF—Da—H—4, KK 64 LFTT, 72— HIILGRAE,
RADIUS F8FE. LDAPFEFEDOWT g, FIXEDOMOFEIEX A 7 (RSA/SDI, NT
Domain 72 EOWT N EFEH L TWAEAICEH S vE T,

c[EN=] EEELVVEZELL 2R

« [LDAP] : LDAP 7 74 7> hME, =—H—D AAA & v ¥ a VZEEfHT b7 —#

N—2| *E%éﬁ"\“f@*%?%fLDAPKS’}QE PEED ST 237 L %9, LDAPZ 747
VAT, ZELEBEOSEBEZ T — 2 R_R—=RACEXIAL T T, TOLFIOERED BT
T RCERESNET, 2—F— La—FE s —7 La— RO 5 LDAP H—/X—
MOLFARIAEND & _03/7”)71‘73>§v§$@“5i757/\73>§>0i‘h 2 —H— L a— FEHEn
BONCHEAEN, Z—F La— Rtk b sl snE+,

Active Directory 7 /V—"7 A N—3y TP iR— b3 D702, AAALDAP 7 747
I Tl%., LDAP memberOf JEZ& BT 2 KR 72508 3T o4 £ T, AD memberOf J& 1
X, ADNDZ/V—7 L a— RO DN XFHZE L £T, 7 Vv—7O4R1E, DN XF
FINDFAD CNETY, LDAP 7 7 A 7 b Tlk, DN UFHINE F N —T 4 &t L
T. AAA memberOf EMEE L THM L, IEBMET — & ~X— 22 LDAP memberOf J& % &
LTHM L ET, LDAPIEE A v — Y WNICIBINO memberOf BIENFAET A, Fh
LORBEMENS TN —TZ N S, 510D AAAmemberOf B L FEE ST, 7 —T74
W~ TRY LN CFHINERSNE T, ZOXFINIISERBET — 2 X—ANTHE
FET,

LDAP fBREFRAI Y —/S—=~D VPN UE— | 77 B R B v a VRO 3 DD Active
Directory 7 /L —7" (memberOf #1|28) DOWFNEZIRTHEIX, IROEBEY L7203,

cn=Engineering,ou=People,dc=company,dc=com
cn=Employees,ou=People,dc=company,dc=com
cn=EastCoastast,ou=People,dc=company,dc=com

ASA 1X. Engineering, Employees, EastCoast @ 3 ->® Active Directory 7/ /L — 7 Z LB L &
T ZNHEDOZN—T1E, asaldap DEFULMEL L TLED L) RMABGDETHRHEMTE
EJ a8

LDAP J&:(Z, DAP L =1 — FADJEMA LJEIEEDO<T TR S LTV ET, LDAP &ML
AlE, WD WBERH Y . RIF, DNCFEXBILES, 72 2iE, AD — 33—
HRH & L CRIEDOR I U IZ, LDAP &% D Department # f5E L7244, DAP L a2— K
FZORMEREICESE—HLETA,

G
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Active Directory &' )L— T DEE .

[Value] 7 4 —/V RICEBOMEEZ AT HI20E, EIany () 270 IF L LTHEAL
T, wIHIERLET,

eng;sale; cn=Audgen VPN,ou=USERS,0=0AG

[RADIUS] : RADIUS 7 7 A 7> NI, =—F—DAAA & v ¥ a ZBEM T BN T —
A R—=2 DT TOXA T 4 7 RADIUS A BMEEDOLT 2112 L £4, RADIUS 7
FA T ME TR LEFCIRERMEE T — 2 RXR—RCEEIARE T, TOLFID%
OB TN CEEINET, :L~47L~— La— FBIOZL—F L a— KON
RADIUS $r— =5 AAE N ZDOvFY 7f7b§§:‘éiﬁ“éTA MPERH D F9,
a—Y— L a— NEMENReIE u%nai\in TNh—7 La— REMELY bEITELIN
i‘d‘o
RADIUS EME1Z, DAP L = — FNORBMUEER S L BIEEO T TR S THET,

GE)
RADIUS Ef:1Z-2 T, DAP 1T Attribute ID = 4096 + RADIUS ID & FE3 L £,
Wiz~ LET,
RADIUS &1 [Access Hours] @ RadiusID %1 TH VY. L7253 -> T DAP JBMHAEIT 4096 +
1=4097 L7200 5,

RADIUS & Member Of| @ Radius ID (X 146 T&H V., L72235 T DAP JEMEAE I 4096 +
146 =4242 L 720 F£F,
« LDAP 35 LU RADIUS BHEIZIE, IROMENRH Y £7,
* [Attribute ID] : BYED A RI/FH, K 64 XFTT,
s [Value] : B4 (LDAP) F7-13%E (RADIUS) .
[Value] 7 4 —/V RIZHEOMEE AT 51201%, BEIzavey () 27UV IX L LT

AL E9, f: eng;sale; cn=Audgen VPN, ou=USERS, 0=0AG
o[=1=]: EELVVEELL

* LDAP (Z1%, [Get AD Groups] R ¥ 3 F £ ET,  [Active Directory 7 /L— 7 OHfE (9
A~V)J%*%Lf<téwo

Active Directory 7 )L— 7 D EF

Active Directory % —/3—(2 7 = U —%FAT L, TDOA » THIHAIHEZR AD 7 /v — 7 iV &
DEDLZENTEET, ZOREREIX. LDAP Z{EH L TV % Active Directory ¥—/N—721F i
AENET, ZORZ 1L, Active Directory LDAP —/3—(Zxt LT, 2—¥F—NET 57
N—T7DYU A K (memberOf ¥12¢) OWEDLEEEITLET, ZOTNA—FIHFREMHEH L,
AT Iy TIEAKRY —0O AAA BPIEHEZFRE L 77,
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AD 7 V—T1%, /Ny 7 /T2 KT CLI ® how-ad-groups =~ > K& 9 5 Z & T LDAP
P R=OEEINET, ASA BV — —DIREZFF2OT 7 4+ /v MR 10 fTF,
aaa-server IR A b 27 ¥ 2 L—31 3 F— R T group-search-timeout =~ > R&fH L.
Rl 2 CcE £,

[Edit AAA Server] ~X~4 > C Group Base DN ZZ5 % L, Active Directory /g O H1 THe 3k 2 BAA 4
HUNNEEETEET, 2OV 42 FUTIE, ASARY— =D& 25 ok b AR T&
F9, IO OEEZ T T 521X, [Configuration] >[Remote Access VPN]>[AAA/Local Users]
> [AAA Server Groups] > [Edit AAA Server] Z 34 L £7°,

\ )

(F)  ActiveDirectory — /X —IZZH D 7 )V—TRIEFET B, — =PI E T MIED

HZEDOTELT—HEDHIRIZHEST, BfF L7 AD 7 V—7 DU X b (7213 show
ad-groups 2~ KO F) UV EED LN ZEnH Y £9, ZOMBEEZERET HITE,. 7«
H BERREEH L, = "R T T — T A D LTS,

[AD Server Group] : AD 7 /L —7 Z G325 AAA H— 3 — 7 L— T DA,

[FilterBy] : #/AREND T N—T8EWW S T2, I N—T /I N—T 4D & FRE
LET,

[Group Name] : H—/N— LGS L7 AD 7 v—7 DU A K,

AAA RTEDTE

WDFIZ, DAP THEHTE 5 AAARIUBMA DERZ R LET, BMHEA 7 +—/L RiZ, LUA
X CORBIES DN EZ R L TE Y, [Add/Edit Dynamic Access Policy] ™A > D
[Advanced] ¥ 7 > a » CHEA L £,

B2 1 |BlER EExT |fE ALY EREA
7 VAL -UN
&
Cisco aaa.cisco.grouppolicy | AAA string 64 ASA FO T L—F R o—

4. F721% RADIUS/LDAP
H—/s3—7>5 IETF-CLass (25)
L LR EE =T v—
7RI =4

aaa.cisco.ipaddress | AAA number |- TN FRIVVPN Y FA TV
MZEIDV S THNZIPT R
A (IPsec. L2TP/IPsec., SSL
VPN Anyconnect &3 = — /L)

aaa.cisco.tunnelgroup | AAA string 64 BHmoa 74 (hrpib
T N—"7) DX HI

B 773y 70€RrR)I—



LTIy FTORRKR) O—
I
DAP DTy K4 v FEHEREE0RE |

B4 |BlES EExT |E ALY 2| EREA
7 VA FN
&
aaa.cisco.username | AAA string 64 AL XN —Y— DL Fi
(v — I NVRBFERR A &M
L TWaIGEIZEH)
LDAP |aaa.ldap.<label> LDAP  |string 128 LDAP J@&MAfE~T
RADIUS |aaa.radius.<number> | RADIUS |string 128 RADIUS BH:AE~RT

DAPD I FiRA Y FEHEIREEDRTE

T RRA Y MBMEICIE, = RBRA U N VAT LB, RAF Y iHlifER., B3LOT7 7Y
= a AT HERNEGE ENTWET, ASAIEL, By a VHENIRRIZ D RARA v Mgk
DESHEEBNTER L, By v a VCEET O TNDE T —F X=X ZZ N5 DRMEZ AT
LEd, £DAPL 22— RIZiZ, ASANE v 3V DODAP L o — REEIRT 572D 7=
EWRHDHT RRA v MERBMESTEESNTWVET, ASAIEL, RESNTWDLERMEZ T T
729 DAP L 2 — R7EF 238N L E 7,

1R BHHIIZ
*DAP Lo — ROBIREUEL LT RRA V FEMZRETDIZ &, AT Iv o 7T
IJHRARY —DFE (4X—) OlbORKE 7270 2AD—ETY, DAP OEREE
YL LT RARA v NeEaRET 2, ZOFIHAMR L ET,
« TV RRA V MRHOFEMIZOWTIX, =y FRA v MEoER Q1 5—Y) | %
ZHRLTL &,
c AFYFERO< LT 2T RE, BLXORR—Y TN T AT O —)L Tl T L%
HostScan/Secure Firewall I8 2 F ¥ 3 F = v 7 5 FIEOFEMIZOWTIL, DAP ¢~y =
TREBIORN—=VF L T AT 0= TFarsh Q0—) 28RBLTLEE
A

FIE

ATYF1 [Add] £/21F[Edit] 227V v 7 LT, IROWTRHRNDOT L RiA > M@k a @t L LB
MmLET,

FERATDT RBRA L FNBHEDA v AR AZBEEIER TEX 3, £ DAP L a— RITRE
WREZR T RARA o MEMEOEICHIRIZH W FH A,

eDAP ~D= L7 = T HRET L RaA v MNEtkoBm (12 <—3)

g4+3v9 792Ky — [}



F4F2v 9 7oA KYv— |

B ore~oxmzRET ke FEEDER

*DAP ~DT 7V r—v g VEEoEN (13 =)

« DAP ~® AnyConnect 7 74 7> k = RikA > F@EMEOEBEN (13 <—)
*DAP ~D7 7 A )b = RiRA » MgtEoBin (15 *X—)

* DAP ~DT /A 2 = RiRA » MNEMEDBI (16 ~—)

* DAP ~® NAC = RiKA v MNatEoem (17 <—)

«DAP ~DARVL—F 4 7 VAT A T RRA LV MEEOBM (17 =*—)
«DAP ~D/X—YF )L T 7 A T U4 —/L x> KA > NathoBm (17 <—)
*DAP ~DARY v — = KRR A v M@tkoiBm (18 ~—)

*DAP ~D 7 kA =y RiRA ¥ MNEEoBEMm (18 <4—)

*DAP ~D LY ALY = RiRA v MgthoBm (19 ~—2)

* DAP ~OBHGERERFEEIEOBMN (20 ~—2)

ATYT2 FRC—ET L DAP R v —ZfELET,

NGOy RKRA Y NEMOZA T T L, 2—HF—RoDHX A TDA L AZ L ADT T
ZEFOLDIZDAP R Y —TER TS Matchall=AND., T 7 #/L k) O», F2iEZEnH
DA VAL A% 1 DT FRDO X D IZERT S (Match Any =OR) ONZERIE L ET,

a) [LogicalOp] %7 Vv 7 LET,

b) TV RKRA > MNatko ¥ (472 LIz, [MatchAny] (57 #/L k) F 7213 [Match All] % 341
LET,

o) [OK]Z=Z7 Vw27 LET,

AFYT3 AT Iy TI7BAR) O —OBMELITHRE 523—) TR-TLLEE N,

DAP ADTILD T T7XERIY FikA4 > MEMDEM

FIE

JR 8O HHIIZ

AT w71 [Endpoint Attribute Type] U A k 7R v 7 AT [Anti-Malware] Z B4R L £ 9,
AT w72 ji#@lY)72 R ¥ > [Enabled], [Disabled], F7-(% [NotInstalled] #7 V v 27 LC, @R L7z K&K

A v MEME ZUSAHRET 2 &A1 ([Enabled]/[Disabled]/[Not Installed] /R % > D FD 7 4 —/L
R) ZAX=TNMIT DM TAE=TMIT D0, FFA A M=V LRVNEIEE L E
—éﬂo

ATV T3 UTNHA L AXY U EANELITEDGO L L LT 50ERELET,
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pAP ~07 7 r—v avEoEm ]

ATy 74 [Vendor] U A bRy 7 2T, T A MKEDS AT = TXFENL X =042 2 ) v 7 LET,

AT w75 [Product Description] = v 7 7R v 7 A% AN LT, TARTHX X —0RL4% Y Ak
Ry 7 ANBERLET,

ATw 76 [Version]| F=v Ry 7 A%t N LT, BIEZ 4 —/L K%, [Version] U Ak Ry 7 AT
RUTZREAN—= g VR FIZFELY (=5 0 FLIRWY (15) | J0/hEn (9 T REW
(>) . UF (<= |, T3 E =) TERELET,
YA LRy 7 ATERRLIZNA=T 5 JTx PN TW L6 (2T 3x) 3. Zoxz ki
BRI V—2AFK S CTEESMZET (& 2135 .

ATwF7T [LastUpdate] F= v 7Ry 7 A% AN LET, REOEHNOLOBEERTLET, EH
., ZZTANLTEEREE Y R (<D 347320, ELS (P]) FATT205HETEE
@—O

ATy T8 [OK] 227 U7 LET,

DAP ~ADT7 TV /r— 3 VDB

FIE

AT w71 [Endpoint Attribute Type] Y A b 7R~ 7 AT [Application] Z %R L F 9,

AT T2 [Client Type] DEAETZ 4 —/L KT, [=] (FELW) FiT[1=] EFELL A2V 2L ET,
AT w73 [Clienttype] YA MRy 7 AT, TAMIREDOY E— K T IV AEHOXA TERELET,
ATy T4 [OK] &7V w7 LET,

DAP ~® AnyConnect 7 S/ 7> b TV KR4 > FEM®DENM

AnyConnect 7 7 A4 7 > b = R A » M@tk (B34 VAR AT ¥ £ 721% AnyConnect 7 1 7 >
T 4T 4 JEiERERE (ACIDex) & HIFEIZAVS) X, AnyConnect VPN 27 7 1 7 > k @ AnyConnect
VPN E ¥ 2 — VR ASA IR AF ¥ HREBA DT ESNET, ¥4 FIv 7 T7EA
RV =T, 2= DGR ZNbDx= Yy RARA » MEMEBSEN SN ET,

ENRANKRAF Y EMEZL AT I TI7RERAR) O—ITHBIATE, =2 RRA > MIZ
HostScan/Secure Firewall R A F ¥ 23 KR A > MIA VA b= 3N TV TH@EHTE
N

—EBDENANVRAF ¥ BYEX, TAA VT NS X ETHEITL TS AnyConnect 7 7 A 7
MZDOHBBEREL T, ZOMDENANVKRATF v BIEIE, TEANA VT AL ZALETEITLTND
AnyConnect 7 7 A 7 > k& AnyConnect 7 7 A T > N T AV hw 77547 ETIEITLT
V% AnyConnect 7 7 A 7 > kD 5 IZ B L £ 9,
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B orr ~o AnyComnect 554 72k T RS L REHEDEMD

FIE

&

ATy T2

ATvT3

ATvT4

ATy TH

1R BHHEIIZ

ENA VIR AT ¥ 2353 5121%,. AnyConnect 7 7 A 7 > k Mobile 7 A 2> A & AnyConnect
77472 K Premium 7 A4 B AN ASAIZA VA =L EINTWDAIUERBD T, Zhb
DIA B RAEA A M—/LT DHEEIT, DAPEMERS JOMOBEFD T R A o NEMIC
SNTHR—=FENTNDENA N TNNA ADODAP R —Z@HATEEd, i, €
WNANTRAANLD ) T— | T AOHFNEIFEENE TN E T,

[=Y RARA > N@EtE# A~ (Endpoint Attribute Type) ] Y A kA8 v 7 AT AnyConnect 7 7 A
Tk BERLET,

[ 747 h3—=T =3 (Client Version) | F = 7Ry 7 A% LT, FELW (5)
FLLLRW (=) Xv/hEwn (), IhREWw () L UTF (=) | EF2EFE =) %
BEZ 4 — VR TEBIRL TS, [Z 747> b3— 3> (Client Version) ] 7 4 —/L KT
AnyConnect 7 7 A4 7 > "=V a V& SEFRELET,

DT 4= IVREHERATDE, TEARALNT AL A HEFEFSCH T Ly N E) OV TAT v
FR=Da VEFITE DIEN, TAI by TRT T v T TRARADIT TAT k73—
YarbifhcTEET,

[Platform]| = v 7 Ry 7 A% A A2 LT, LW (5) F2FELL 2 (=) Z28(E7 ¢ —
U RCEIR LTS, [Platform] Y A Ry 7 ATHRL—FT 4 VT VAT AEBEIRLET,

DT 4=V REFERTDLE, BN TAL A HEHEFESF T Ly M k) OFX1L—
TAYT VAT LEFMTEDIEN, TAZ by TIRT T by T THRAL ADFX L —T 4
VT UATFABIHETEE Y, Ty P74 —LEBIRT L L, BNMOBEMET A — L FThD
[Device Type] & [Device Unique ID] 23 FH AIREIZ 72 0 &9,

[Platform Version] F= v 7Ry 7 A% A AL T, FLW (=) . FLI2W (=) . X0/h
SV () L KV REW () L UTF (=) FREME =) 2EMET 4 — L FTRIRL T
726 [Platform Version] 7 4 —/L RCHANRVL—T 4 VT VAT A N—Va VESEHRELE
R

BT 2 DAP La— RICZ oMb EEN D Lo T 51T, fioFETT T v 7 4 —2L4
HMLTHREL T EIN,

[Platform] = v 7 R v 7 A% A N2 LIz8E 1, [Device Type] = v 7 R v 7 A% A4 T
HZENTEET, HELW (0 FHEELLRY (1=2) 28/E7  — L RTERRL TS,
F /XA A% [Device Type] 7 4 —/L R CIEIRT DA LET,

PR—=RINDET A ZTHDHIZH 0D BT, [DeviceType] 7 4 —/L RO Y A MIERR S
TWRWEATX, [DeviceType] 7 4 —/V RIZANTEET, T30 A2 A TEREAFT D
HHESE 72 F1EIE, AnyConnect 7 74 7 > h& T RiRA ¥ MIA A F—/L LT ASA (Z¥5#t
L. DAP P L—RA%E{TTHZ & TT, DAP F L—RADFERDOP T,
endpoint.anyconnect.devicetype D % i £, Z DfE% [Device Type] 7 « —/V FIZ AT
LMD FT,
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ATvT6

ATy 17

ATvT8

DAP~ADT7 AL T FRa > rEHEDEN [

[Platform] = v 7 7R v 7 A% F 2 LI6 1%, [Device Unique ID] F = v 7 AR 7 A% A
WCTHZENTEET, HFLW (5 FRIFHELIRY (=) ZEE7 4 — /N R TERLTH
5. T/ AO—FE D ID % [Device Unique ID] 7 « —/V RIZAN LE T,

[Device Unique ID] {2 & > Tl # DO F /S A ZRXKFISHLDH DT, FFEDENSA )L T8, ZANT%F
TOHRV O —Z2RETEET, 71 AD—EDID ZBIGFT HITIE, £DOT /31 A% ASA T
Bt L T DAP b L— 2% 3T L., endpoint.anyconnect.deviceuniqueid D% 7 o1F % BN

HYFET, ZDfE%E [Device Unique ID] 7 4 —/L RIZANTHLENH Y £9°,

[Platform] % A 12 L7254 13, [MAC Addresses Pool] 7 4 —/V FIZ MAC 7 R L A ZBINTE
FT, FLW (3 FREFFLIZ2Y (=) Z281F7 4 — /L FTEIRLTHH, MACT RL-Z
ZHEELET, EMACT RLADT 4+ —< 2 MEXX-XX-XX-XX-XX-XX TH D Z & BRMETT,
x (IHE7e 16 EHCOCT (0~9, A~F, Fida~1f) T, MACT FL&RiE, 1 2L ED
ZEHAR—ATREDZLENH Y 5,

MAC 7 RLRIZ X o T A DY AT LARKEHSND DT, FFEDT /3 AKTHHRY v—
ERETEET, YATADMACT RLRAZEIGT HI2IE, £DOT /51 A% ASA IZHH L
TDAP b L— A %34T L, endpoint.anyconnect.macaddress D% o 2 M E R H Y F9°,
Z OfE% [MAC Address Pool] 7 4 —/V RIZ AT HMERH Y 7,

[OK]Z7 Vv 7 LET,

DAP D7 7A4I)L T RikA4 > FEMHEDIEM

FIE

ATy T
ATy T2

ATvT3

48 HHEIIZ

T ATy RIRA v NEMEZRET DRI, EDT7 7 A V& A% % 9 5 )% [HostScan/Secure
Firewall /R A &% (HostScan/Secure Firewall Posture) ] 7 ¢ > KU CTEFHR L £ 7,

HostScan /X— 3 > 4x D¥E . ASDM T [%E (Configuration) ]>[V E— 7 7 & AVPN
(Remote Access VPN) ] > [Secure Desktop Manager] > [HostScan] % 3 L &9, Secure Firewall
AT % /"= a3 5x DA, ASDM T [XiE (Configuration) ]1>[V E— h7 7 & AVPN
(Remote Access VPN) ]>[R AT+ (Secure Firewall/])  (Posture (for Secure Firewall)) ]> [~
AF ¢ % E (Posture Settings) | Z 3R L £,

[Endpoint Attribute Type] U A k 7R v 7 AT [File] Zi&R L 7,

[Exists] & [Does not exist] DA 73 = > ARH¥ U Tldk, BIRL7==> RARA v Ntk s 2t
b9 % f&ffi1 ([Exists]/[Doesnotexist] R ¥ D FIZdH D7 4 —/V K) DFETDHLERH D H
EOMITG LT, 4 T5H0EEIRLET,

[EndpointID] Y A b ARy 7 AT, AF ¥ A ROT 7 AN = FUIZHELOWTZ Y RARA B

D% ey 7 Xy URAMPORRLET,

g4+3v9 792Ky — [}



F4F2v 9 7oA KYv— |

B o ~o7 gz T pRe L rEEDEMD

ATvT4

ATy T5

ATvT6

ATy 17

7 7 A VDIEHH [Endpoint ID] U A kR 7 AD FIZFERENET,

[Last Update] T = v 7 Ry 7 A% A A LT b, BHANLDBEPEEDMEL D /S0
(<) LREW () DELLERMNLT O EEET7 =V FTERLE T, EHEANLOH

% [days] 7 4 —/V RIZATILET,

[Checksum] T = v VR 7 A% A NI LT, TARMNIRTZ 7 ANDTF = 7Y MMEEEL

W (=) EEFELLRY (12) OELLEFGLTINEBIET 4 — L RTEIRLE T,

[Compute CRC32 Checksum] %27 U v 7+ 5L T A MEDT 7 A VDF = v 7 ¥ MEDF

HINET,

[OK]Z27 Vv 7 LET,

DAP ADT/INA R TV RRA > FEMHEDIEN

FIE

ATy T
ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 71

[Endpoint Attribute Type] U A k 7R 7 AT [Device] Z &R L £ 7,

[HostName]| F = v 7 AR > 7 A% A AL TD, TAMFRTNA ADRA M EELW (5)

FITFELLIARY (=) OELLEFMETINEEET 4 —/V RTERLET, E2EM N
AA 4 (FQDN) TR, arEa—FOKRA MNMOAZRELEHLET,

[MAC address] = v 7Ry 7 A% AN LTob, TAMIRORY NT—F £ F—T =
AAI—=ROMACT RLALELW (5) FFHELLRW (=) OELLEEMEET D0
EEET7 =V RTIERLET, 12O FUIZHDEMACT RLAIZ 1 ST, 7R
VADT +—< v MExxxxxxxx.xxxx ThH D I ENMETT, x I 16 EH LT T,

[BIOS Serial Number] F = v 7 iR v 7 ZAZF A LTS, T A PR OTF /A 20D BIOS 'V
TNAEGFEELY (5) ERIFHELLRWY (15 OELLEEMEETINERIEY 4 — /L R T
BIRLET, HE7 +—~ v M, WEEZEATT, 74—~y MEHTIH Y £EA,
[TCP/UDP Port Number] = v 7 /R v 7 A% AN LTHDL, T A MIRO U A= TIREED
TCPAR— R EZELW (5) FHEFELL W (1= OELLEFMETINERIEY 4+ —L K
TERLET,

TCP/UDP 22 AR AR w7 ATIL, T A x4 (TCP (IPv4) . UDP (IPv4) . TCP (IPv6) . =
721X UDP (IPv6) ) OFR— hOFEHEZBINLF4, EHOR— 2T A T 554515, DAP
Ofl % DT RARA V FMEHEDONL—L BN OMER L, TNFIUIIHOR— FERELF
7,

[Version of Secure Desktop (CSD)] = v 7R v 7 A& AN LTHhH, = RARA v b ETHE
1T &% HostScan/Secure Firewall IR A F ¢ f A —T D= g U EHELW (5) F23 5L
W (=) OELLESEELETEINEBRIET 4 — LV R TEHEIRLET,

[Version of Endpoint Assessment] = v 7 /R v 7 A% AN LTHhH, TA RO RAKRA
YR TEARZALR (OPSWAT) ON—Va LW (2) FEFELLRY (=) 0oEbb
ERMETODERIET 4 — LV FTRIRLE T,
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DAP ~® NAC T > K1 > FEHDEM [

ATw T8 [OK] &7V 7 LET,

DAP ~MD NAC T > KR4 > FEMDIEM
FIE

AT 71 [Endpoint Attribute Type] V A b R 7 AT [NAC] 2R L £9°,

AT w72 [Posture Status] F = v 7R v 7 A% F AT LT, ACSICE > TRIEENLIRAF ¥ h—7
VIFHEFELWY (=) EFRIFFELLRY (=) OELLEFELETINEERIEZ 4 — /L R T
BIRLET, RAF ¥ h—72 55 % [Posture Status] 7F A b R 7 AT AN LET,

ATy T3 [OK]Z27 Vw7 LET,

DAP ADARL—T 425 VRTL IV ERRA Y FEHDEM
FE

AT w71 [Endpoint Attribute Type] UV A b 78 v 7 A T [Operating System] & &R L £,

AT wF2 [0S Version]| F= v 7Ry 7 Azd A2 LTH b, [0S Version] U A b Ry 7 ATRET DA
N —F 7 AT A (Windows, Mac, F7213 Linux) LW (=5) FXELL 20
(=) OELLEFRMEETINEEET 4 — /L RTEIRLET,
ATw T3 [0SUpdate] F= v 7Ry 7 AzA 2 LTH 5, [0S Update] 7F A b Ry 7 AZATTDH
Windows, Mac, F72iZ Linux XV —T 4 7 VAT LAOY—ER Ry 7 LEHELW (=) F
TIFELL W (=) OELLEEMETHINERIET 4+ — VW RTEIRLET,
ATy T4 [OK] &7V w7 LET,

DAP AD/IN—YFIL T7AT704—IL T2 FiRkA4 > FEHEDIEM

48 HHEIIZ

FIE

AT w71 [Endpoint Attribute Type] U A k 7R 7 AT [Operating System] % &R L £ 7,

g4+3v9 792Ky — [}



F4F2v 9 7oA KYv— |

B o ~okyo—zo pRe L rEMEDEMD

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

Y] 72 7R # o [Enabled], [Disabled]. F721% [NotInstalled] 22 U v 7 LT, BN L7 KR

A v MEME ZIUTAHRET 2 &A1 7 ([Enabled]/[Disabled]/[Not Installed] /R % > D FD 7 4 — /L
R) A RX—=TMCT D, T4E—=TMTT o0, ElEJA VA M=V LRONEEE L E

D

[Vendor] Y A R iRy 7 AT, TARHNRON—=VF)IV T 7 AT U —/b XU E—DLHIE T
Uy LET,

[Product Description] &= > 7 7R v 7 A% F N LT, TANT AR X —Df 4% U X |
Ny 7 ANBFIRLET,

[Version] = v 7 Ny 7 A% A2 LT, #1E7 4 —/ F%& . [Version] U A k ANy 7 ATy

WUTZRGE A= g VFEFIZELY (5)  FL WY (1=5) . Ibh/hawn () , IhRkEn
(>) . UF (=) . FHEUE 62 KERELET,

[Version] Y A b ARy 7 A TEIR L 72 NN—V 3 VIZx MW TWAES (Exid3x) 1T, 2
D x Z BAERR ) )V —2AFSTES B IS (KL AT35) .

[Last Update] F = v 7Ry 7 A& F N LET, HEOEHNOLOHKREZRELET, BHr
., ZZTANLIEAEEY R (<) E7320, B B ETT205HETEE
D

[OK1 %27 U v 7 LET,

DAP ~DHRY — T2 KR4 2 FEMEDEN

FIE

&
ATy T2

ATvT3

[Endpoint Attribute Type] U A h 78 > 7 2T [Policy] Z IR L £,

[Location] &= v 7 AR v 7 A% A LT 5, Cisco Secure Desktop Microsoft Windows & 77—
var7mrrANEE LY (5) FEFELIRY (15) OB LERMEL T O EEE
74—V R CE#EIN L FE T, Cisco Secure Desktop Microsoft Windows 27— 2> 7Fa~>7 7 A )L
CFH % [Location] 7F A b R v 7 AZ AN LET,

[OK]Z27 VU w7 LET,

DAP~D7HOER TV RRA > FEMDIEM

1R BHHIIZ

Tatv ATy RRA v MERERET DEIC, EDTF kA% A%y 9 5 H % Cisco Secure
Desktop @ [HostScan/Secure FirewallZ/X 2 F %  (HostScan/Secure Firewall Posture) |7 4 > K7 C
ERLET,

B 773y 70€RrR)I—
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FIE

ATy T
ATy T2

ATvT3

ATvT4

DAPADLER kY T k4w rEEDEm [

[Endpoint Attribute Type] U A k 78w 7 A T [Process] Z &R L £ 77,

[Exists] & 72 1% [Doesnotexist] DA X > Tlk, BR L7c= 2 RARA » MEME ZHICAHET &
fifi7- ([Exists]/[Doesnotexist]) N¥ > D FIZH DT 4 — IV K) BDHEETDILENHDNE S DIZ
IGUT, %4 ToH60%27 ) v/ LET,

[EndpointID] U A h ARy 7 AT, AF ¥ UHROTL RRA L FIDZ Fry XXy U b
MOIERL E7,

TV RRA LMD B AERDY AN Ry 7 AD FICFHERINET,
[OK] %27 Vv 7 LET,

DAPADL IR LY TV KRS FEHDENM

FIE

ATy T
ATy T2

ATvT3

ATy T4

ATy TH
ATvT6

LA R = RiRA Vv MEED A% v 1 Windows AL —F 4 7 S AT KM DO B
INET,

1R BRI

VYA RN RARA V MNESEERET D0, EOLVA NI F—%2AF ¥ T 50%
[HostScan/Secure Firewall 78 A 5+ (HostScan/Secure Firewall Posture) ] 7V 4 > KU CEFKR L £
@—O

[Endpoint Attribute Type] U A ~ AR 7 2T [Registry] 23R L £,

[Exists] £ 721% [Does not exist] DR Z > Tlix, LI A MU =2 RiRA > MNEthk & ZIUcfrhEd
D& 1 ([Exists]/[Doesnotexist] R¥ D FIZH DT 4 —/V K) BHEETILERHDNE D
MIETT, 4 TH5b0%27 0 v 7 LET,

[EndpointID] Y A b Ry 7 AT, ZAF ¥ W ROV AR = FUICHFELWVWTZ Y RRA
FID%ZRryZHT URARDPLERLET,

LY A R OEHA [Endpoint ID] U A ks ARy 7 AD FIZERENET,

[Value] F= v 7Ry 7 A AL Tnb, #IE7 4 — /L FTHLW (5) £LEFFELIRWD
(=) ZEIRLET,

PO [Valuel V A kR 7 AT, LV A MY F—0 dword X FHIERHELET,

2 OHD [Value] BAEY A R ARy 7 A2, AF ¥ URBEDOL VAN F—DfEEZ AT LET,

g4+3v9 792Ky — [}
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B orr ~omscimERIEEOEM

ATy 717

ATvT8

Ax ¥ VIV VA Y 2 MY ORILFENLFOENEERT DT, Fey 7Ry 7 X
AA T LET, MERRFICRF L /NCFEXT 2120, Foy 7Ry 7 A% 4712 L TL
TZE,

[OK]ZZ7 Vw7 LET,

DAP ~ DR #GIEBAE SREER £ DB

FIE

ATy T

ATy T2

ATvT3

ATy T4

R LTZiEAEOWT NN EREINTL—/L TR TE L L) ICKIFRAEL A VT v 7 2k
TEET, TNHOEHAET 4 —/L RIZESWT, #EtadfT 270 £7213E457 % DAP L —
IWERETEET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access| > [Dynamic Access Palicies]
>[Add Endpoint Attribute] DIEIZFEEN L £,

[Endpoint Attribute Type] & L C K& v 7*'# 7 A = 2 —@ [Multiple Certificate Authentication] %
EIRLET,

MBS CTROWTNNEITT I TERELE T,
* Subject Name
 RATI
* Subject Alternate Name

* Serial Number

FEBAEA R T 2T 7 4L FDO[None] DEFIZL TWTHD A T 06 OFEHELFFA[ 350,
A—P—DHFEIT~ T DOHREFAT DI HITEIR L FE 9, [User] £ 7-1% [Machine] % E&R
T 5856, itHEOITOARA NTEZANTLHLENRH Y 9, ZOERIZ, v harTr 74
Ty ML TEREINET,

DAP LRIz 7REE LU=V FIL T7ATO+—IL TATS

Ls

X2 VT 4 TTIATRE, =P —RBER REFAHD AAA BB LT FARA
MEMIZ—ET 2HAICDAP R o—2FHLET, YV al A VMt 2 — LB LW

HostScan/Secure Firewall IR A F ¥ (X, X EFATY RARA > NEMEOE#REZ X2V T 47
FAT U RITR L, DAP 7 A7 AT, EOBRICEDSNTERS DBMEEIZ TS
DAP L =— RZEIR L £,

B 773y 70€RrR)I—



| 54+svs 702Ky~

TV RERAY

eIy T |

YA 2T HRBELON=Y TN T 7 AT =N T 0T LDFEAE (TTTIEARL)
3 7T 4T AF X EYR—FLTWET, DF0, ZNb6DTr ST AIAE Y FHE
THY ., WIZEMEL TWWEJ, HostScan/Secure Firewall R AF v, = RRA 2 MeF s
TFEBA LA R—=NLEINTWNEINEI N, BIORZEOT 0 7T AR AE Y FEHANE S E,
WDOEHIZLTTF=v 7 LET,

A VA=A ENTNWDT T TENT VT 4 T AF Yy a2V R—F LWgGA,
HostScan/Secure Firewall R A F v ZZF DY 7 b =T OFFEEZ LA — M LET, DAP &
TLE, FOT0 T T LEFRET HDAP La— RE2@RLE T,

A VAN=NENTND TR T TUNT VT4 T AFY 2 R—FLTEBY, 2071
TITETTIT AT AXY DA R —T W7 > T B4, HostScan/Secure Firewall 78
AFXEEDY 7 N 2T DFEELVAR—NLET, ZOEEL, X2 VT4 T7I4
TR, EOT 0T T LEIEET H DAP L a— REBRIRL £,

A VAR NINTWET AT TEANT VT4 T AF Y 2 R—FLTEBY, 2O
T NTT VT 4T A%y UBNEDT > TWBEE . HostScan/Secure Firewall 8 2 F ¥
ZFDOY T U =T DFEEZERLET, ¥X2 VT4 T FIATURE, FOT TS
LEFRETDHDAP La— REBIRLETA, IHIZ, 78T TABA A P—LENT
WAHEETEH, DAPICET 2 ZHOE#RNE 415 debugtrace 2~ RO IZIZ 7 =
7T LAOHEIENRSNER A,

FRIEDE S

WIZ, DAP CHEHTE 5= RARA o MEREMEEZ R LE T, [Attribute Name] 7 4 — /L i,
LUA #n#i X CoOK B DA k%R L TE Y | [Dynamic Access Policy Selection Criteria] <
A > @ [Advanced] FEIK CEH L £ 9, labd %, 77V r—vay, 7y A N4, Tatk
A, FRIFLVYARNY) = MU ERLET,

B4 T | BHEA EETT | 1B ANYTT |G
DERE
™ A )L %%} | endpoint.av["label"].exists | Hflafiae | true — TUFUANA TR
i Firewall 7T BIHET B
A
endpoint.av["label"].version | -+ string 32 Version
endpoint.av"labe"].description string 128 T T T A IV AD
i
endpoint.av["labd"].lastupdate B — TUFTANAER
ZHH LT D O
wEE (7)
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FAF2v o 7oA RYL— |
B - oo rBrozEs

B4 7 | EHER EET (B ALY | A
DERE
%34 ™ = | endpoint.as["label"].exists | Hflaflae | true — TTFANRA T =T
7 %t Firewall a5 ABEET
A %
F ¥
endpoint.as["label"].version string 32 Version
endpoint.as["labd"].description string 128 TUFANNAL T T
DA
endpoint.as["labd"].lastupdate et — TUVFANRL T =T
EREEH LTI
OfEE ()
Personal endpoint.fw["label"].exists | Host true — NR—=IF VT2 AT
Firewall SenSeare U —IVINFET D
Firewall
endpoint.fw["labd"].version | 74~ 2 string 32 Version
endpoint.fw["lalbd"].description 7 string 128 WR—IFN T AT
U A — v DO
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eIy T |

BtEs 147

B4

ARy
NDEXE

Bl

AnyConnect

(HoSenSeue
Firewall &~
AF v I
%)

endpoint.anyconnect.

clientversion

endpoint.anyconnect.

platform

endpoint.anyconnect.

platformversion

endpoint.anyconnect.

devicetype

endpoint.anyconnect.

deviceuniqueid

endpoint.anyconnect.

macaddress

> | version

AnyConnect 7 714 7T
YhAR=Tay

string

AnyConnect 7 7 A T
VIR A A F—)L
SNTHNLHARL—
T AT VAT A

version

64

AnyConnect 7 74 7
VN A A R—L
SNTVLHARL—
TAT VAT LD
N—= g

string

64

AnyConnect 7 7 A 7
VRN A A R—)L
INTWVBENA L
FRAADEA T

64

AnyConnect 7 7 A 7
Y EBRA A=V
SNTWNDHENA L
TR ZAD—EDID

string

AnyConnect 7 7 A 7
VWA A b
SNTNDLT /A A
D MACT KL A,

74—~ M
XX-XX-XX-XX-XX-XX C
H5HZEPKET
3. xIFALR 161
BLFTY,

TN r—
va

endpoint.application.

clienttype

77

var

string

74T~ 2L

7
CLIENTLESS
ANYCONNECT
IPSEC

L2TP
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F4F3vo 7oA RYL— |
I T

ARY Y | EtEA
NDEXE

BtEs 47 B2 ®

il
dl
=

>/, A |endpoint.device. hostname | — > | |string 64 AR RO,
WA FQDN Tidd v £
N A

endpoint.device. MAC string — oy NT— A
H—T A AH— R
D MACT RUL XA,
1oz MJIZ»D
& MAC 7 FL XX
1 272 TY

74—~ M
XXXX.XXXX.XXXX Cb
DT EMBETT,
x 1 16 HEHCSLFT
7

endpoint.device.id string 64 BIOS ' U 7 L&
T BIET A —~
M, BGEREE A
TY, 74 —~vvh
I H D £EA

endpoint.device.port string — VA= ZAREED
TCP " — b
1EfRZ &2 1 >0
R—hFEERTEE
‘@—

1 ~ 65535 O&PH O
B

endpoint.device. string 64 EITIND
protection_version HostScan/Secure
Firewall 78 2 F ¥ A
A=V D=V g

endpoint.device. string 64 Endpoint Assessment
protection_extension (OPSWAT) D /—
Vay
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BES1 T |EBHEL EET |fE ARY 2T | GHA
DEREK
~7 5% AL |endpoint.file["label"].exists true — T 7 A IVBIFET D
endpoint.file[“label”].
endpointid
endpoint.file["label"]. B — 77 A IVERILITE
lastmodified FENTHH ORI
e (B))
endpoint.file["label"]. g — 77 A I)L® CRC32
crc.32 Ny
NAC endpoint.nac.status NAC |string — a— P —ERAT —
BARXARNY T
#4~21L— | endpoint.os.version string 32 FR—F 4 T
TSI AT A
AT A - -
endpoint.os.servicepack At — Windows D% — B &
N T
AU I — |endpoint.policy.location string 64
(Policy)
“at A endpoint. true — Tat ANGFET S
process["label"].exists
endpoint. string 255 Fat AN TN
process["label"].path
Registry endpoint. dword string | — dword
registry["label"].type
endpoint. string 255 LA RMNY =Y
registry["label"].value DIl
VLAN endoint.vlan.type CNA |string — VLAN Z A 7 -
ACCESS AUTH
ERROR GUEST
QUARANTINE
ERROR STATIC
TIMEOUT
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BAF3v o 7o ARy — |
B a2/ L DAP 514 2580 DAP ERE£D MR

LUAZ{ER L1=DAPIZE (T 51EMD DAP FEIREZEDERL

TR v arTiE, AAA £21Tm 2 RARA v FEMOREEOMERITIEIC OV T L £
T, ZHEITHITIE. LUA ICBT 2 @ERABALETY, LUA DT 1/ J I v 7 O
IOV TIL, http://www.lua.org/manual/5.1/manual.html %2 2/ L T 7280,

[Advanced] 7 4 —/L FiZ, AAA 7213 KA v FBERGHEEA Z X THHBEADO LUA 7
FANEANLET, ASDM i, ZZ TANENTZTFA NERAEET, 7% A % DAP K
Uy— 77 A MIat =451 TT, AHEIT ASA 2L > Tirbi, T ReEZ T &
nEd,

ZOF TV a it EOBICH D AAA BL O RARA v b O JEPERER CHE ol g7 S 1
VS OERIERE R BINT DB ER T, 728 203, BESNEEEOWF o &iT=7,
TRTEWZT., FRIT0TRLMZ S0 AAA BYEZHEMT 5 X 912 ASA ZRETE X
T, TV RFRA Y FNEHIZRBEIN, TOTRNTEWMEZIVLERNHVET, EX=2UT 4 77
TAT VAPMEBRDZ Y RARA v MEEEEATE 5 X 5127 5121%, LUA CEbl 22 iaaE=
ZERL., 22 CTEOXEANTHLERNH Y £,

WD¥ 7 23 TiE, LUA EVAL RAEROFEM E 512 R L £,
« LUA EVAL XA AERKT 28630 (26 =X—)
« DAP EVAL RO (30 ~=2—<3°)

« BN LUA Bd% (27 =—)

LUAEVAL X Z1EfLT 18X
)

GE)  [Advanced] E— RZfEHT 2 LENH LGE1X. 7' 07T A% EHENICHEET 5 2 & 3 ATREIC

720 Bkl ﬁétw\T%étTEMLﬁ%ﬁﬁﬁé_&%k@@Li?o

EVAL(<attribute> , <comparison>, {<value> | <attribute>}, [<type>])

<attribute> AAA JEM: F 7213 Cisco Secure Desktop 7> HiE I L7z @M, BIEOEFRIC
DNWTIE, =2 FRA v MatkoE® 21 ~—) 2ZRL TS
AN
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emo warss i

<comparison> WOSLFHNONT D (SR EE)
“EQ” L
“NE” E PR
“LT” Xo/phEn
“GT” EhREN
“LE” P
“GE” Lk
<value> SIRAFFCHE . B & i Dl % 5 T 3075
<type> RDOLFHNDONT I (B AR AL E)
“string” KILF, NCF2 XRIT 2 LD Lk
RICF-, /NSRRI L 72 W SCF51 0 bk
“integer” KB LT, SCFHIE A BB 28
“hex” 16 R 2 T2 BB ELE C L 16 AR D LT % 16 15K
(22
“version” XYZ A (X, Y. ZI3HTF) ON—Y 3 E g

BN LUA Bi%k

BAFI v TIHAR) S —THEELTWAES., —BIEUEICEE R RN LE L S
HIENREBEZLNET, 728 Z2E, BLFIZIEWEID DAP 23 L 72T iUE e 572 0WiGER" S
0 EJ,

« CheckAndMsg I%, DAP 32—/ 2% K 9 IZEXE ATRE72 LUA BI#C 9, KIS &2 —
P= A=V EBERLET,

cHfkr=> F (OU) EFlld=a—F— A7V x7 hOMOBEREDO L1,

s AIHANCHE S T2 T N—T B S O—BEMN H D56, VAV RA— ROFHPHME
WD BB F9,

ASDM O [DAP] XA >IN ® [Advanced] ¥ 7 ¥ 2 T LUA i Bl A B L. & OF#kit: 4 EH
TEET,

DAP CheckAndMsg 8%

ASA [, LUA CheckAndMsg %% & Te DAP L 22— R2VBIR &, IS ko T T
TORERIZRDGEICDR, 2= —II A v =V ERRLET,
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F4F2v 9 7oA KYv— |

CheckAndMsg BIELOHESILL T 0@ ) T3,

CheckAndMsg (value, “<message string if value is true>”, “<message string if value if
false>")

CheckAndMsg B DERFEIZIZ, DL FORICHER LT E S0,
* CheckAndMsg 1%, FAIOFEE L THESNTELZIKLET,

s CFFIE A LI < Zeniaa . EVAL Bz R0 5 15 E LTHEM L T2 &0, &’
(2Bl R LET

(CheckAndMsg ( (EVAL(...)) , "true msg", "false msg"))

CheckandMsg (% EVAL B OFERZIK L, ¥X 2V T 4 T I7A4 T L AXZOFERZH
FALT, DAPL a— REBERTRENEINDEBHBLE T, L oa— FONER S fER,
H—IRx—vareholtGh, ¥X2 VT4 77 I7A4AT AT R A v — V% FR
L/iﬁ‘o

0U R—ZXDEE DI

DAP %, #@EENT LDAP h— =0 LI N EHORMEEFH TEEd, DAP hL—2RD
T 2SR 50, debugdap L —AEETLTLESN,

LDAP #—"—(Za—H—DBEH4 (DN) ik LEd, Ziud, 7427 RO EDH
DCa—P—=F Tl MR LN ERBRRLET, & 2E, =2—F—D DN R
CN=Example User, OU=Admins, dc=cisco, dc=com T» 5%, Z D2 —H —|k
OU=Admins,dc=cisco,dc=com |Z/FEL £F, TRXRTOFEHEENZOOU (F72ix, 2L~
UTFDar7F) IHET D56, UToLo1ic, ZOEBI 8T omilaflcsE
D

assert (function ()

if ( (type(aaa.ldap.distinguishedName) == "string") and
(string.find (aaa.ldap.distinguishedName, "OU=Admins,dc=cisco,dc=com$") ~= nil)
) then
return true
end
return false
end) ()

ZOFEITIL, string.find B9 CIERERBR A FEH TE E 7, T OICFF% distinguishedName 7 1 —
NV RDERBIZT I —F DITiE, XFFNORKIZS AL ET,

HI—T Ain—9 Tl

AD T N—TF A= o T ORI — U BEDT=DIC, EARGHA A ER CEFET, 22—V —
NEEDITN—T DAL N=THDHI ENEZLNDT2D, DAP L LDAP r— 33— 5 DJis
BErRBNOR 2Dy Y ~EETLET, UUTE2FEITT DI, BEREENMLETT,

s memberOf 7 4 —/V K& LFH| & LCHIET S (22— =R 1207V —F7FICATREL
TWD5HE) .

B 773y 70€RrR)I—



| #4539 702Ky —
emo warss i

IR ENTZT—F M Ttable] ¥ A 7 THBHHE. EINTZENZEND memberOf 7 4 —/L K
i 0 IR UL 5,

FOEOIIZFEIR L, TA M LEBEEZUTFIORLET, ZofTHEH, 22— —» lstu)] THK
DOANTNIOID I N—T DAL N—ThHEE. ZTODAPIC—EHKLE T,

assert (function ()

local pattern = "-stus$"

local attribute = aaa.ldap.memberOf

if ((type (attribute) == "string") and
(string.find(attribute, pattern) ~= nil)) then
return true

elseif (type(attribute) == "table") then

local k, v
for k, v in pairs(attribute) do
if (string.find(v, pattern) ~= nil) then
return true
end
end
end
return false
end) ()

Tt REEOH
TN 2T RRT AT T ENFELIRNVEEDT 7B RS T 572010, ROBEEZHHT
XFET, F—3IF—T g EBETTHEODOT 7 a URNRESNTWDHDAP TEHA L 1,

assert (
function ()
for k,v in pairs(endpoint.am) do
if (EVAL(v.exists, "EQ”, "true", "string")) then
return false
end
end
return CheckAndMsg (true, "Please install antimalware software before connecting.",

nil)
end) ()

2NV 2 TRE T S AR N— = a A LT AL DAPIZIRD A vE—
FFERRLET,

Please install antimalware software before connecting.

T ILFEEBAEREIDH
DAP /L —/L CHEEOFEPAERGEZMFH LT, VAL R — FRRITEDOCN 2 EEZETEX £ T,

2 OO R BHFFER (abe.cisco.com & xyz.cisco.com 72 &) [ZX 5 T2 DDRIR D~ 2 ATHLT
SN2 ODFEAEZRTE LA, DAPV—/UIZIE, HITH CN 2 * cisco.com F 7212 cisco.com
Th 5B DFEAEZFED RN LB TT,
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WO EMFAL T, 22— —BL O~ OFEHAEIZT A /L R4 — K issuer_cn cisco.com %
i L CREED DAP L — /L &2 EHTE E£7,

assert (
function ()

if ((string.find(endpoint.cert[l].issuer.cn[0], "cisco.com") ~= nil) and

(string.find (endpoint.cert[2].issuer.cn[0],

return true;
end
return false;
end) ()

DAP EVAL = 0D 51

LUA CTimE &2 1Bk T 2854613,

"cisco.com") ~= nil)) then

OB ZBEIZ LT TEEN,

Bl

1

Windows XP 7> 9 m&ET A K
THT RARA L,

EVAL (endpoint.os.version, “EQ”, “Windows XP”, “string”)

CLIENTLESS %72 CVC 7 7
AT N EATIC—EF HnE
IINETANTHZ L RARA
2

(EVAL (endpoint.application.clienttype, "EQ”, "CLIENTLESS")
or
EVAL (endpoint.application.clienttype, “EQ”,"CVC"))

Norton Antivirus /¥—37 7 > 10.x
NEIMET A NI BN, 105x
AT RRA v R

(EVAL (endpoint.av[“NortonAV”] .version, “GE”,
"10",”version”) and

EVAL (endpoint.av[“NortonAV”] .version, “LT”, "10.5",
“version”)

or

EVAL (endpoint.av[“NortonAV”] .version, “GE”, "10.6",
“version”)))

BT F A NRAT 0T T A
McAfee 23— —D PCIZA >
AR =)L EZNTWVBENE H D
Frvl, £V AM=LENT
WRWEEITA v =V EFOR
LET,

(CheckAndMsg (EVAL (endpoint.av[“McAfeeAV”] .exists, "NE", "true"),
"McAfee AV was not found on your computer", nil))

McAfee 7 > F 7 A L A TEFE DN 1H
210 H (864000 #0) LIWNIZH
HEINE=ZNEIDLOF =7,
BERMERIGEITA v E—Y
R LET,

( (CheckAndvisg (EVAL (endpoint .av ["McAfeeAV”] . lastupdate, "GI", "864000", "integer™) |
"AV Update needed! Please wait for the McAfee AV till it
loads the latest dat file.",nil) ))
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DAP EVAL =X 0 451 .

B il

debugdap trace TLL TS I 1 , , ,
) ke (CheckAndMsg (EVAL (endpoint .os.windows . hotfix ["KB923414"], "NE", "true") ,
f;fﬁ@\_%ﬂi@/—\h‘y 74T A "The required hotfix is not installed on your PC.",nil))

MHHWEI METF =T,

endpoint.os.windows.hotfix["KB923414"
= "true";

FUOFIAILAR TATSLDODF Y

TANVAKRY 7 b7k, = R a—P—NnEIK SV TEBETEDL LA Y
T—UERETEET,

TANVAKIRY 7 N =2 TR WGE, EREFEATL T ARNWES YL, 2a—V = REICR D
X, BETEXALICAvE—VERETEET, ZHIZXY, 77 EBARERINTGA.
ASA X [H—Ix—var) REDFHNER-T-2TXTORA vE—T% DAP NHINEL T,
TIuoun s Ay R=VIZFRLET, T AR INTZHA. ASA TR —F L RX—
YO DAP i T Bt A TAERSNIZT R TOA v =V EFRLET,

W OHIE. Norton Antivirus 7 2 77 ADF = v 7 TZ OMHEAER T2 HFiEZ R LET,

1. &® LUA X% =2 v°— L. [Add/Edit Dynamic Access Policy] ~<-1 > @ [Advanced] 7 4 —/L R
WA A ET (Blcdh s —ERAEZ27 UV v 7 LT, 74—V REREBALET) .

(CheckAndMsqg (EVAL (endpoint.av[“NortonAV”] .exists, "EQ", "false"), /
"Your Norton AV was found but the active component of it was not enabled", nil) /
or CheckAndMsg (EVAL (endpoint.av[“NortonAV”].exists, "NE", "true"),/

"Norton AV was not found on your computer", nil) )

2. [AU [Advanced] 7 4 —/V RC, [OR] R %27 Vw7 LET,

3. T [Access Attributes] ¥ 7 > 3 > D—FLE D [Action] ¥ 7 T, [Terminate] %7 UV v 7 L

—g—o

4. Norton Antivirus 234 > A b —/L I TNV, NI > TWA PC OO LE T,
FERE L CIIEENTFA ST, MORA v —URNEET A A LTERIINS ETH
SET,

5, Avb—VEFITTLHIUL, RETD1 270 v 7 LET,

FUOFIAIAR TAOTSLEISAULBEBLEEEDF T VY

Z OFITIX, Norton £721EMcAfee DT > F U AINVAR T 7T ABFET H00E 90, Fiz,
TANAREZRN T B (10,000) DINO LD THLHNE D NZHERLET, EFA 1 HAEL
FREBLTHEEHEE, ASAITEYy v a v ZKTL, AveE—VEEBERY Y7 2FRLET,
IDRAT EZETTDHIZIE, WOFIEEZETLET,

1. WOLUARXZ a2 —L, $ITXFEHIBRLTT TR LTI E D L 912 L, [Add/Edit
Dynamic Access Policy] 2 > ® [Advanced] 7 « —/V RIZAE Y T £7,
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(

(EVAL (endpoint.av[“NortonAV”] .exists, "EQ”,"true”, "string”)

and CheckAndMsg (EVAL (endpoint.av[“NortonAV”].lastupdate,”GT”,”10000”, integer”),
To remediate <a href='http://www.symantec.com’>Click this link </a>"”,nil))
or

(EVAL (endpoint.av[“McAfeeAV”] .exists, "EQ”,"true”,”string”)

and CheckAndMsg (EVAL (endpoint.av[“McAfeeAV”].lastupdate,”GT”,”10000”, integer”),
To remediate <a href='"http://www.mcafee.com’>Click this link</a>",nil))

)

2. [A U [Advanced] 7 +—/V KRG, [AND]| %2727 VU v 7 L%,

3. T ® [Access Attributes] £ 27 > a » O—&F /D [Action] ¥ 7 T, [Terminate] #7 V v 7 L F
R

4., N—T g i1 BEELLERTO Norton 721X McAfee DTV F T A NVA T T T BHBA A
F—/LENTND PC bR LET, RE LT, i snd, hoAvk—v
DERT DV RELTERRINDZEDRTHSINET,

5, BEICHTOIA =V LY 7 2RRTDHITE, RIRT D 227 ) v 7 LET,

DAP 77 R EEFR[AR Y O —BIHEDERTE

BTV LT, FTHRDOT7 4 — LV RERELET,

FIE

ATyl BEOERE-IIE Yy v g VTl SN AR B 2 F8 3 5121, [Action] ¥ 7 & EIR L
7,

«[Continue] : (F7#/N 1) Byia il7 72 R v—@lEra@EfLET,

* [Quarantine] : BEAZHHT DL, VPNRE TITIC RV EELL T BEED Y T

A7 v MR CEET, ASAIE, HIBRF& ACLZt v a UICHEAH L CHIRG & 71—
TR LET, ORI DOIE, BINENTZDAP La— KT9, =2 RAA 2 bR
BRI CERINTVDRY U —ZHER L T RWEATH, 22— — 3 —E X177
TALTEETEETR, 2—F—ICHIRANT DN ET, BEE, 2—F—3FERT
TET, ZOFERICED, FLOWKRARAF Yy TERAA LV IBREBIENET, ZOTEAR
VMIEKT D e, s E T, ZONTA—=FEZEHT 512X, AnyConnect & ¥ =
TEEU T A HEEZ VAR — K L TW5D AnyConnect 7 7 A 7> b U U —ARNETH,

o [Terminate] : E>y > a v &2 T LET,

« [UserMessage] : D DAP L a— RABIRE L5 L X0, H—F N R—=JICEKFZTHTF
AR AU E AN LET, BKA0 LFEANTEET, 2P A vb—I,
HEODOA—T L LTERENET, 2=V s A 358, Aye—VF3EMEL T

B 773y 70€RrR)I—



| 54+svs 702Ky~

DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

MHEIELEY, BfFED DAP La— FA@EIREh, Ththila—Y— X vt —U0d
LA, 22—V — A v —UNTRTRRINET,

URL R°ZDMDOMDIALR T F A P& G D I LN TEET, ZOHAEIE, IELV HTML
27 EWEHTAINERNHY T, Fl T_XToOa N F772iE, ZHERHO~LY =7 5K
VY7 U =T OT v 7 L— FRIHRIZONWT, <a
href="http://wwwin.example.com/procedure.html>Instructions</a> # M L T< 72 &),

AT w72 [Network ACL Filters] # 7 &3 L, ZODAP L a— RiZ@fH &by hU—7 ACL &%
Eb\ij—o

DAP @ ACL |Zi%, #FAL— NV ERIHERL— NV E2EHL LN TEETN, MFE2EH5 2
LI TEXFEHA, ACLICHRIL—/L EHERL—L O EREENTWAEE . ASAIZZ D ACL
PHEELET,

[Network ACL] K w7 &7 URA | : Z®DAP L a— RIZBNT 5, T CTICREHFH
DFx v hU—27 ACL Zi#IR L £, ACLI(ZIE, #Fr/L— L HEHEL—LVOEEDOMAE
bE¥ERETCEET, ZO7 4= RiE, IPABIOIPV6 Xy NU—2 T 7 47D
TIEAN—NVEFERTEHME ACL Z R —KFLTWET,

[Manage] : %> hU—2 ACL ZiBH1, Rk, BLOHIFRT & 2127V v 7 LET,
[Network ACL] U Ak : ZODAP L a2— KO Xy U —2 ACL NFERINET,

[Add] : Fey 7 X X MNCTEIRLIZR Yy hU—2 ACL 2410 [Network ACLs] VU
A MZBEMSVET,

[Delete] : 7 VU v 7325 L, HiAFRIN TSRy hU—27 ACL 7 [Network ACLs] U A
B HIBREILET, ASA 75 ACL ZHIBRT 521X, £9 DAP La2— R/ H2E0 ACL
ZHIBRT DMENDH Y 9,

AT 73 [Web-Type ACL Filters (clientless)] % 7 %R L, Z DAP L 22— RIZiEH S5 Web % 1 7
ACL #3%E LE 7, DAP D ACLIZIX, R EITEGL— VI 2505 ENTEET,
ACLZFFA[L— L LRSIV — VO TN E EN TV DA, ASAIZZED ACL ZHESR L E T,

[Web-Type ACL] Rz v FZ 7 U A b 1 ZDODAP L a— RISBEINT 5, REFHLD
Web-type ACL Z IR L £9°, ACL IZiX, FFr/L—/L EHERL— L OLEOMAG DR %
fRETEET,

[Manage] : Web % A 7 ACL ZiEB/, fmf. HIfRT 2 & &7V v 27 LET,
[Web-Type ACL] U A b : Z® DAP L =— K Web-type ACL 2N F RSN FET,

[Add] : Ky Z o U A NTER L7 Web %4 7 ACL 34110 [Web-Type ACLs] U
A MTBEmEnET,

[Delete] : 7 V v 2735 L. Web-type ACL @ 1 D75 [Web-Type ACLs] U A F /B HIER S 1
F7, ASA 5 ACL ZHIBRT 5121, FT DAP La— KnnbZF0 ACL ZHIBRT B M5
N ET,
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AT w74 [Functions] ¥ 7&#EIRL, 77 AP —NR—x2 N LT T30/ HITP 7EF Y, BX
DAP L=2— RO URL > MU ZEELET,
* [File Server Browsing] : 7 7 A /L r— _R—F (3 HEGWED CIFS 7 7 U Vv VA4 X —T
NEFIZT o EB—T I LET,
7 Z R 2%, NBNS (v A X — 7 W E£7=1L WINS) 234FE T3, NBNS ([ZREENF
A LT2HES0, NBNS DNERE STV WEAIX, DNS #fiH LEJ, CIFS 77 7 X
RETIE. EEMER Y R—FENRTWERA,

[File Server Entry] : 'R— % )L RX—=T T —H—NT7 7 A )L h—_R—DRAB L4 HTZ A
NTEDLEITTDINEIDEFRELET, A X —T TR > TWDHGAE, R—F /L ~—
T AN == N O R UREREINET, =—HI% Windows 7 7 1 /LD
WNABHBEBEANNTEET, 2—FF, 774 VvEX U e — R, fHE. Bk, 4R
., BIUOEB#HTEET, £/, V7 ANVEBIRT AT EEBMTHZ L TEET, B
FFTHE7: Windows r— A —Ta—HF—T7 7 2Tk L CEEERETALELH Y £,
Xy NT—=0 OFRIC Lo TE, 22—V —=RT7 7 AV ~DT 7 & AFNIGRGEE =T D E
BNHHZELH ET,

[HTTPProxy] : 7 74 7> h~OHTTP 7 7L v h 7u X  OEXICEEGLET, 207
oL, W a T BRI TS AT 7 /v — (Java, ActiveX. Flash 72 &)
WL THHATY, 207aXUiiioT, X2 0T 4 T 7747V AOERZ/E L
RN, vV 7 EEHBETCEET, kI e XUk, BB 7 v oy
Tuady arZ4Xal—rarEER LT, TXTOHTTP BLOVHTTPS ZRZH L
WwWrafy ar7oX¥al—vaizV XA L7 hLEJ, HTML, CSS, JavaScript,

VBScript, ActiveX, JavaZ2 &, FEAETRTOI T4 T MUlT 7/ a V—RNHHR— |k
SNTWET, AR —FINTWDHT T UHIL, Microsoft Internet Explorer 7217 T,

[URL Entry] : IR—# )b _X— 3 Ca—H —BN HTTP/HTTPSURL 2 A ) TE 5 X 51235,
EIOMERELET, ZOBENS 2—TIZh>TVWEHHA, =2—%—|ZURL = bk
U Ry 7 AZWebT RLAZANTEET,

SSLVPN #ffHH LTt X TOYA FEDBEAILTLHEEX 2705 LIINED 8
lo SSLVPNE, ©8¥xy FU—7 EDVYE—F 22— —DPCRY—7 AT —3 3 & ASA
EDOMDOT— 2O EX 2T 4 ZRFETHHDOTT, Lizdi->T, =—H%—7» HTTPS LA
HDOWeb VY —R2 (S F—Fy h ERPHNEIRY NU—27 BIZHDHY Y —R) 1T 7 8AT
L6, ABFED ASA S BD Web r—_R—F TOBEFIFTEF2T7 TlEdH 0 THA.

7747 b LA VPN T, ASA I K 2—HF—D Web 77 7 & 5 —7 > |~ Web
YP—N—LDOMOT XL UTHIELET, =—3 —2% SSL xhiis Web H—/S— (T8t 9%
ELASA T X AT e AL L, Y —N— 0D SSLAIEARIEL £, = K 2—F—
T U TR SINTAEAEEZZE LW, GEHELZHAEL THRGET S5 Z SIX T EH
Aus SSLVPN OHFED IR TIL, WIRUIIUC /2 S TefEEZ TR T 59 A b & OBEILFFAT S
NWEHEA, £72. ASAIFEETE D CAIEAEFEOHIELFEITLE A, 207D, 22— —
(T, SSL &JED Web H— "= Li@E DN, LDV — =2 X VIR SN REAE 207
THZELIITEEYA,
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ATy TH

DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

a2—P—DA U F—Fy N T 7 EAZHIRT HIZ1E, [Disable for the URL Entry] 7 1 —/L R %
BIRLEY, ZhickD, SSLVPN 22—V —27 F 47 b L A VPN E#HTIZ Web —7 o
YTCERWVWEIIZLET,

*[Unchanged] : (T 74/ 1K) 27V v 35&, Zoyvail@mians sz n—7 K
U= OENMER S ET,

* [Enable/Disable] : #68EZ A X — 7 M T DT 4 B—T VT L0 EHBELET,

« [Auto-start] : 7V v 745 L HTTP 72X U BNA X —T7 W27 0 . Zh 6 OREREIZ B[]
ToHNT=T 7Ly FADAP L a— RIZ K- THERICEEIT 2 X 51220 £,

[Port Forwarding Lists] # 7 ##{R L, = —HF— kv a v OFR— MEE) A MERELET,

A= MEEIZE Y 7V —T7RND ) ET— b 2—%—(3 BEEOFEE TCP/IP A— F CHEfET 257
TAT Y MNP—=R_R—=T TV = a T 7 BATEET, VE— b 2—F—F, v—h1
PCICA VA=V ENTITAT b T TV r—vayafHLT, 2077V r—vay
YV R—bFTBYVE—F P —N—ZZEIT IV EATEET, A2 TiL, Windows Terminal
Services, Telnet, Secure FTP (FTP over SSH) . Perforce, Outlook Express, 33 4T\ Lotus Notes
IZOWTTARLTWET, ZOMD TCP R—ZADT 7V r— a2 O bikiET 5 &5
ZABNETH, VAATIEITAFLTWERA,

GE)
AN— NEREIX, —#BD SSL/TLS N—Y g  TIIFEH T ¥ AL

ZE

R—MEE (T 7V r—var 778R) BROT VX LGRAELZ YR — 572012, Y
E— bk 22 B2 —#|Z Sun Microsystems Java 7 > ¥ A AL (JRE) 234 > A h— /L EF TV
5 MR LET,

« [Port Forwarding] : = DAP L =t— RIZH#M S5 H— MESY 2 hOF T = V& @IR
LET. 207 4 — FOZOMORHE, [Port Forwarding] % [Enable] % /- 13 [Auto-start]
ICBRE LA A R —T o 0 £,

*[Unchanged] : 7V v 27325 &, BUENRFEITar 74 Xalb—ra UhbHIBRENET,
* [Enable/Disable] : N— MEEEZ A R—T MZT DT 4 =T M THNEEBELET,

s [Auto-start] : 7 U v 7§25 LR — MNRENA R —T /720D DAP L 2 — ROKR— Mgk
U Z MIBEAHT bR — MEET 7Ly SR HBIICERT S X o 1cRn 9,

s [Port Forwarding List] K& v 747> U X K : DAP L 2— RITEBMT 5, REHHDKR—
MIZEY 2 M ABHR L E7,

o [New..] : FIHOR— Msk) A MERETHEZWCZ7 Vv 7 LET,
s [PortForwarding Lists] (Z-L72 L) :DAP L 2— RDFR— MEE Y X MRFRRINET,

s[Add]: 7V w795 L, Fuy 77 X NCERIRLIZA— MU X SBAERIOR—
FEEREY 2 MBS ET,
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s[Delete] : 7 Vw795 L, BRENTWVWDR— MRk Y X F23FR— MR U X S B HIER
SINET, ASAPHAR— MEXEY X FEHIFRTHI21E, FTDAPLa—RNLZEDY R
hEHIBRT DMENHY 9,
AT w76 [Bookmarks] ¥ 7 ZIEIR L, HEDZ—HF— vy a URLOT v/ ~v—7 #RELET,

* [Enable bookmarks] : 7 U v 7 325 LA X —TWZRVET, ZOF =y IRy T ANRS
TDEET, BROBR—Z N R=VILT v =T I IERENEE A,

« [Bookmark] R & v F& 7 U A L :DAP La— RZBINT 5, REFHDT v 7 ~—7
EERLET,

«[Manage.] : 7 v 7/ ~—2%BM. A VR—F, =7 ZAR—F, HlETsLEIC7Y v
LET,

« [Bookmarks] (7-L721L) : ZODAP L2— RO URL Y A RFRINET,

c[Add>>]: 7V w7 F5E, Fuay7XEor A NCERLEZT v 7 ~—27 A0 URL
EECBNMEET,

s[Delete] : 7V w7 FBEL, BRENTWBET v 7 ~<—27RNURL U X MEEHHIFR S L
F9, ASAMND T v ~—0 ZHIRTDHICE, T DAPLI— RO EDT v r~—7
ZHIBRT DMENH Y F9,

AT Y FT [Access Method] # 7 #RIRL, FFA[ T2V E—F T2 8ADXA THRELET,

* [Unchanged] : BIEO U E—h 77/ B A FK &5 S ZEHLET,

« AnyConnect ¥ 54 7 > I : Cisco Secure Client AnyConnect VPN 27 7 A 7 > k@ AnyConnect
VPN €V =2 — V&N LT T %

« [Web-Portal] : 77 A 7> b LA VPN THfi L £,

« Both-default-Web-Portal : 7 7 A 7> s L A £ 721X AnyConnect 7 7 1 7 > k&4 L CHERE
LET, 774NV NI TAT U MLATT,

« Both-default-AnyConnect 7 S A4 7> & : 7 747 F LA E 2T AnyConnect 7 7 A 7
NaEr L CHEEL £ 7, AnyConnect 7 74 7> bDT 74NV MNEZ FA T L ATT,

AT w78 [AnyConnect 7 54 72 b ¥ 7 %#3IR L, Always-on VPN 7 7 VD AT — X A &FR L £7,

« Always-On VPN for AnyConnect 7 7 A 7 > & : AnyConnect 7 74 7 > h h—E 2717 7
A JVIND Always-on VPN 7 7 V3R TE & RELIZT D0, T 4 B—7 /WM 57>, AnyConnect
7IAT b TR T 7 ANVBELENT D0 RELET,

ZDONRT A —=HEHHT DI, CiscoWeb EX =2 UT 4 TTT7AT L ADY Y —RAN,

Cisco Secure 77 7 A 7> b ® AnyConnect VPN £V = — /UZxf L CEFXF =27 EEY T ¢
Va—vary 348 7Y R—FLTWAMENRHY £, F72. AnyConnect 7
FATY ROV —=AR, [BXaT7 T VT4 VVa—Tar] OMEER—L
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ATvT9

pap rL—z0Efr ]

TWAMLELHY T, FEHIIC OV TIX,  [Cisco AnyConnect VPN Client Administrator
Guide] ZZM L T 7Z2&W,

[AnyConnect 7 A 7 > b 71 A% AJgME (AnyConnect Client Custom Attributes) | 4 7 % &R
L. EXEHLDOHIAZ LEEER R LT, ZORY =2 ET, o, v A LEMNE
EEHRLTHD, ZNHEZORY —ICBEfIF 52 &b TEET,

T3 AL LJEYEIX AnyConnect 7 7 A 7 2 MIHEE SAL, 7 v 77 L— ROIEH 72 E OBBE A 3%
ETHDIHERHINET, DAY LIS A T L4 EOERHY £3, TTRED
A THEFRLILE, ZOZA TOLARIMTEOMEEZ 1 DL EERTE £7, BBl L TRE
T LHEAE DAL NEHEDOFEMIZOWTIEL, LTS AnyConnect 7 7 A4 72 U U —2X
@ [Cisco AnyConnect Secure Mobility Client Administrator Guide] # &ML T 72 &0,

T AL NgEPEX, [XE (Configuration) 1>[VUE— k7 2 & A VPN (Remote Access VPN) ]>
(x> NU—7 (7547 ) 727 A (Network (Client) Access) ]>[FEAlIEXE (Advanced) ]
>[AnyConnect 77 7 A 7 > N 3 A% L@ (Custom Attributes) ]33 & OV [AnyConnect 7 7 A 7
v b AL LNEMEA (Custom Attribute Names) | CHANCER CTEXET, FRICER LI A
HZLEMET, YATIv 7 TI7RA R =LV —TF K =0l FTHEMINET,

DAP ~ L—RMDET

FIE

ATv T

ATy T2

ATvT3

DAP FL—REFTT DL, TRTOERHRKEALT /SA AD DAP = KA1 > MEMENRFRE
ET,

SSH # — I F/Lnh ASA IZu 74 U THME EXEC E=— RABB L £,
ASA DOFjHE EXEC T— R TlX, #R&N2 727 M hostname# &720 £,

DAP 7Ny oA X —TMILET, By aOFTXTODAP BHERF—IF LT 4 R
IR RINET,

hostname# debug dap trace

endpoint.anyconnect.clientversion="0.16.0021";
endpoint.anyconnect.platform="apple-ios";
endpoint.anyconnect.platformversion="4.1";
endpoint.anyconnect.devicetype="iPhonel, 2";
endpoint.anyconnect.deviceuniqueid="dd13ce3547f2falb2c3d4e5£f6g7h8i9j0£fa03£75";

(LE) DAP b L —ROHNERET HITIE, 2~ FOMNE VAT A v 72k £7°,
ASA TOBRX V7 OFANZOWTIL,  [Cisco ASA Series General Operations ASDM Configuration
Guidel @ [ConfigureLogging] =&ML T 7E &0,
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DAP 051

*DAP L%y hU—2 UV —ADEF (B8 1—)
« DAP Z{#i /Tl L7~ WebVPN ACL O3 (38 X—2)
*DAPIZL D CSD F= v 7 Dl LAY —DiHH (39 ~—)

DAP ZERLERY FT—0 VY —ADEE

ZofNE, 22— —FIZITN—T DRy NU—F VY —REERTDHHEE LT, ¥A4T
w7 TV EARY —EFRET DHHEEZRLTWET, Trusted VPN_Access & V9 A HTD
DAP 7R U > —{X, Cisco Secure Client 7 7 A 7> kLA VPN 7 7 & A & AnyConnect VPN &
Va— N7 7 AT LET, Untrusted VPN Access & WO A FIDORY o —E, 77347~
RV AVPN T 7 2 AT EFFAILET,

FIE

AT w71 ASDM T, [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Dynamic
Access Policies] > [Add/Edit Dynamic Access Policy] > [Endpoint] (2 &) L F= 7,

ATV T2 KBRS —DORDBMEEBRELET,

B Trusted_VPN_Access Untrusted_VPN_Access

Endpoint Attribute Type Policy Trusted Untrusted

Endpoint Attribute Process ieexplore.exe —

Advanced Endpoint Assessment AntiVirus= McAfee Attribute

CSD Location Trusted Untrusted

L DAP member Of Engineering, Managers R B —

ACL Web-Type ACL

TR AnyConnect ¥ 54 7> k |Web Portal
BRI Web R—% )L

DAP % {# FH L 7= WebVPN ACL & FH

DAP Ti. Network ACLs (IPsec 33X T8 AnyConnect 7 74 7> ks ®iE) . URL U X b, B
L QM Functions &8, 77 AR U—@BHOY 7Yy hrEEEHTEET, Z—7 R

B 773y 70€RrR)I—
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FIE

ATvT1

ATy T2

ATvT3

ATy T4

ATy TH
ATvT6

DAP (=% CSD Fx v nusle Ky v —oEm |

U= SN —FF ATV v bbb U R M EICE, BEEEHATE A,
[Add/Edit Dynamic Access Policy] << @ [Access Policy Attributes] Z 7 (Z1%, DAP 73 E.H ik
SNDBHEDFERRA =2 —NERRINET,

Active Directory/LDAP |%, Z—H#'— 7 —T KV — Ao RN—v oy T ra—HF—x NI D
ImemberOf] EM:E L THRIFELET, AD /v —7HNDO 22— — (memberOf) = ASA MR T
# 3 Web % A 7 ACL % i 9% Engineering & 725 X 912, DAP ZE&E L £,

ASDM T, [Add AAA Attributes] ~1 ZF#) L £7 ([Configuration] >[Remote AccessVPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >

[AAA Attributes section] > [Add AAA Attribute]) ,

AAA BMEZ A 7L LTCIE, Fay 7%y URXRNEMEH LT [LDAP] Zi& R L 7,

[Attribute ID] 7 4 —/L RIZ, ZZIRENDHEHBY TmemberOf] & AN LET, KILFL/IXL

FOXPNIEETT,

[Value] 7 4 —/V KT, Ry 7 Xy URXARNEFHLT =] Z&RIRL, BEO7 4 —L R
[Engineering] & AJJLE7,

~XA > ® [Access Policy Attributes] i)k C, [Web-Type ACL Filters] ¥ 7% 7 V v 7 L £,

[Web-Type ACL] K v &7 UZX NZEEH LT, AD Z/L—7" (memberOf) = Engineering

Da—H—ZEH T 5 ACL 23R L £,

DAP (X5 CSD Fx vy Dudfl&ARY) o—miEHA

FIE

ATy T

ATy T2

ZOHITIE, —H =22 DOFFE AD/LDAP 7 /L—7" (Engineering 33 & U Employees) & 1
ODRFE ASA F IV T—TFIBTHZ L B2F = v 795 DAP 2B L9, TDk,
ACL o —H—(Z#H L £7,

DAP A SN D ACLICLEYD, VY —A~DT 7B RX&HBE LET, T 5D ACLIL, ASA
DT N—T K)o —TEHRINDEDACL LV HELEINET, F/ZASAIX, 27U v b
Fo V7 AR, 23— DNS72 &, DAP TiEFE £ 721 ZHIH S W BRI D AAA
TN—F Ry —fEkL— L EBEesEAa L3,

ASDM T, [Add AAA Attributes] <A > |ZF#E) L £ ([Configuration] > [Remote AccessVPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Palicy] >

[AAA Attributes section] > [Add AAA Attribute]) .
AAA BMEX A 7L LTI, Fay ¥y URARNEEH LT [LDAP] Zi&R L 7,
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ATvT3

ATv74

ATy TH

ATvT6

ATy 17
ATvT8

ATvT9

[Attribute ID] 7 4 —/L RIZ, ZZIZRELd LB Y ImemberOf] & AT LET, KILF L/

FOXHNIHEETT,

[Value] 7 4 —/V R T, Ry XU YR NEFEHLT[=] Z&RL, BEO7 44— R
[Engineering] & AJJLET,

[Attribute ID] 7 4 —/L RIZ, ZZITRENDHEHBY TmemberOf] & AN LET, KILFL/NIIL

FOXBNIEETT,

[Value] 7 4 —/V KT, Ry 7 Xy VXA RNEFHL T[] Z&IRL, BEO7 4 —L R
[Employees] & AJJLET,

AAA BMEX A 7L LTI, Fey 7 & o2 U A M&#H LT [Cisco] Zi#IR L 9,

[Tunnel] 7 Vv—7" Ry 7 A4 L, Ky XX UAXARNEERA LT 28R L, Bo
Foy7Zy s JARNTHEEZR brxnr Z7r—>7 (Al —) Z@RLET,

[Access Policy Attributes] i3 ? [Network ACL Filters] # 7 C, RiD AT v 7 TEF L 72 DAP }

Wzl 2 — P —IZEMH T2 ACL &R L £,

DAP #FRH LTty a v b= oDtxa) T4 %2WHERT S

FIE

&

ASA 73AnyConnect 7 74 7 > FnH D VPN it ZR #7855 5 &, ASAlTEYy v a v h—
w7 TAT 2 MR LET, AnyConnect4.9 (MR1) LAFE, ASA & AnyConnect 7 74 7
YRE By v ar b= 0Fa VT 4 2T A=A L EYR—FLET,
AnyConnect 7 7A 7 bRy a bh—27 0 Dx=2 T 42 KR— 135X 95I2, DAP
ERETHDMEND Y £7,

DAP Z > FaRA o MEMERE & —fIH L, LUAXZ U7 R &AL T, h—2tFa
U7 4 &% — h L TWRWAnyConnect 7 7 A 72 hX—2 3 U D OERGRITEHES L
@—O

ASDM T, [ERE (Configuration) ]>>[JE— 7% X VPN (Remote AccessVPN) ]>>
Ry FT—5 (US54 TF7 2 k) 7U+EAX (Network (Client) Access) |>>[F 4TI v o970+t
R7R1) &— (Dynamic AccessPalicies) | > > [# 4+ 3 v o R —DEM/ARSE (Add/Edit
Dynamic Access Policy) &38R L £,
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DAP £fEAL Ty ay b= ontxay 74 28RT5 ||

Add Dynamic Access Policy X
PalicyMame: |dap_ac_token_security_check -
Description: ACL Priority: |0

Selection Criteria

Define the AAA and endpoint attributes used to select this access policy. A policyis used when a user's authorization attributes match the AAA attribute criteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below and/or by expanding the Advanced option to
specify the logical expression text.

User has ANY of the following AAA Attributes values.., and the following endpoint attributes are satisfied.
AAA Attribute Operation/Value Add Endpoint ID Name/Operation/Value Add
Edit dienttype = AnyConnect Edit
Delete Delete
Logical Op.
Advanced ®
(@ao (or
Logical Expressions:
({typelendpoint.anyconnect session_token_security)~="string" or EV AL{endpoint.anyconnect.session_token_security, NE","true”,"string"))
Guide

AccessfAuthorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting WPM authorization policyis an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Port Forwarding Lists Bookmarks Access Method AnyConnect AnyConnect Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

Action: OContinue OQuaranﬁne @Terminahe o

Specify the message that will be displayed when this record is selected.

Connection Rejected - AnyConnect client version not supporhed|

User Message:

ATYT2 =2 FRA 2 MEEOBIRGEE T, B (Add) 1227V v 27 LET,

ATvT3

a) [T RARA > MEVEX A7 (Endpoint Attribute Type) | Ke v 7 X 0T, [7T7V r—

v = (Application) | ZE#IR L E T,

b) [Z7 747 2 A7 (ClientType) | T, 5 (@) HEFZERINL, Fay Xyt

AnyConnect 7 7 A4 7 > M &8RN L £7°,

) [OK]%ZZ YU >7 LET,

[Advanced GGEFMRRTE) | OBPULELZ R TE L £,
a) [AND] HE T 28R L F 7,

b) RERX BN

(type (endpoint.anyconnect.session token security)~="string" or
EVAL (endpoint.anyconnect.session token security,"NE","true","string"))
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ATY T4 [727 3 (Action) |HEH T, [T (Terminate) ] 2R L 9,
RT9TS A7 varpa—Y—Rob—U%BIML, [OK]Z27 VU v7 LET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



