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TUVE—b By a2 LTWHIEE, TNHDT A ATy v a v AMESHET S X
ICRETEET, ZOMREIZ VPN B — RRT v 7 EEEi, &b AMOIEKNT A R
Wty ar b7 4 v I RREESNET, 20D, TXTOF A A TAMASHEH
F9, VPNE—RRZ 72 ED, VAT LAY Y —ARYPRPHER I N, X7 p—<
AL VAT AR AMERE L ET,

VPN 0 — RNNZ oo v TERERTHI20E, I —TNOET N, AT TFE2EITLET,

« HJBD VPN 00— RRT v P N—T R R e+ 52 ik > T, VPN 2— KR F
YIUTIN—TERFEELET, UL, RAEBIP T R A, UDP AR— b (WMEITIG U
T) « BRI A= D Psec HAMENZENET, VAV —TICBMNT 5T XTOTA
A AL, INV—THNTOTNA AOEBFRNAM ZBRE | [F— D7 V—THRERET 54
ERHY ET,

c TNARATVPN B—= RN T o TEGNIL, NTY v 7T RLALTTA_X—7T
RUVAREDTNA REFEDOT AT 4 ZERTDHILITED . BINT L7314 AEHRE
LET, TRHDMEIZTSA RTK o TRARY £,

N
\l
\'l
\/
N
S
Ko
4l

[Wizards] > [High Availability and Scalability] %z 3R L £,

[Configuration Type] Eif T, [Configure VPN Cluster Load Balancing] % 7 U v 7 L T2>5, [Next]
27 )y 7 LET,

VPN 20— KRG U v I N—T 2k RKT 1 OOIP T RLAZRRLET, ZL—7HD
TRTOASAVET L7V v 73 TRy hOT RUAHEHFANT, IPT FLAZEELE
7

ZDOFNRA ANBINTH VPN 0 — RT3 F 7 —7FD UDP R— h&HEELET, 7
7 4L MEIZ 9023 TT, BIOT Uy — 9 o TIOR— FAMEHA I TWAHEA1E. VPN
0— RT3 I % UDP D5 — hESEZ A LET,

IPsec 55tz F—7 MZ LT, T34 A CHEEENDTXTOVPNE— RKNRT v
TEHRMBFE S SN D X 95129 5 I21E, [Enable IPsec Encryption] &= v 7 Ry 7 A%k A N2 L&
7
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ATvT6

ATy T17

ATvT8
ATvT9
2Fv 710

ATy IN
ATvT12

High Availability and Scalability Wizard 2R L=VPN A— F NS VS U T DERE .

IPsec HEMBEAIRE L CHERLE T, AN LR, @57 A% U A7 058 LTER
ShET,

TN—TNTZOT A AZEID Y THEEIEMZHEELET, HOFMAIL 1~ 10 T, &
SElEATIL, B E T IIBEF DT 4 L7 X TRERBELIZLEIL, ZOT A ARTV—
F 4L R L AR ERLET, BRIBEMNEELRTT DL (e xF10) . 20T A
AT 4 L7 BTl b alReENm < e £,

GE)

VPN B — RNZ U T T N—TNOT A ARl 24 I 7 ClRE LTESE, &I
B L72T A AB, T4 L7 EZO&REER-TERBESNET, ZV—TNOET A AT
BT oLF vl BT, =TT A VI ENDHDL I LR LET, M~ A Z =7
WA, TOT AL AR AL —OFKEEZRE-LET, B CEHL, /A —TICBNENET
INA AL, TN—T A R—=Z720 F9, TA—THNOTXTOT A ANFRFIZER Sz
XL, BEOEBRIBMARESNTZT AL ART 4 L7 220 E3, Z—THNOEED
TS ZARFERHCEE S, Wb Em OBEIAM AR E STV D HE, RHIRWIP 7
RURBRFOTNSNA ANRT 4 LT X0 E7,

[Public Interface of This Device] Z R L 9,

[Private Interface of This Device] i8R L £ 9,

VPN 7 FA T MEfi e T HAA AV HA LI b5 Ee&, SMBIP T RLADRDYIZT A
AADFTARGE RAL A EFEALT, T4 L7 ZIC Lo TREER KA A U ARKEE SN
5 £ 9129 5I2iE. [Send FQDN to client instead of an IP address when redirecting] &= v 7 7K v 7
AEA N LET,

[Next] #7 U > 27 LEd, [Summary] Bili T2 7 4 F 2 b—a rZERLET,
[Finish] #7 U v 7 L7,
VPN 0 — RT3 v 77— O ASA IR EENE T,

RDEZRY

BED ASA / — Ri3a— RKNRZ v 7 Oi=bic 7 v—7{b &3, AnyConnect 7 7 A 72 k
BEGEIZ 7 V— 7 URL O L7256, % D ASA J — R TULFZITHRERH Y 7,

KA VE— T VBRI T 7 AT, FVPNR— KT U FRBT LA (IPvd
BILOIPv6) 7 L—FURL #HZHELE T,

¢« ZD/)—FRKDOVPNaE—RKRZT T X7 7 RLAZH LTI L—7URL &%
E[/ij‘o

7 V—7"URL IE, [%& (Configuration) ]>[VE— K7 7 AVPN (Remote Access VPN) ]>
Ry U= (74T ) 727&A (Network (Client) Access) ]>[AnyConnect 77 7 A 7
v MEfkt7 17 7 A /b (Connection Profiles) |>[#&fi~7" = 7 7 A /L4, (connection profile name) ]
> [EMNE 7238w (Add or Edit) 1> [FEMEXE (Advanced) |> [/ NV—T A UT R/ T N—TF
URL (Group Alias / Group URL) ] XA > CTi%E L 7,

INCAYFIVEEE AP |
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B vno—riASU o romE (YP— FERRLELES)

VWNO—F NSO UTDERE (V4 F—FEFERALLENES)

AT w71 [Configuration] > [Remote Access VPN] > [Load Balancing] % i&#R L £,
AT 72 [Participate in Load Balancing] # 4 Z LT, ZTDASANRE— RKRXT 07 75 AXZHM
LTCWAHZEERELET,

B R ATV TILBINT DT RTOASA K LTZDOFETR— R ATy T kA
X =TT HRERNH Y £,

AT w73 [VPN Cluster Configuration] =V 7T, D7 4 —/L REFZRTELET, LML, (K7 Z
AL BERTRILTHLRLERH Y ET, TXCTOT TAZZF—DT T AXFEELT D LN
&) D \i—é—o

* [Cluster IPv4 Address] : IPv4 (K87 T A X K& R TH D IPvd 7 RLAZHBELET,
WY T AZNDOTXRTOASANIEE T L7V v 7 73y hOT KL AN,
IP7 RLRAEEIRLET,

*« [UDP Port] : ZDT A ANSIT 4827 7 A% O UDP R— b EHEELET, 7
7 v MEIE 9023 T, BIOT TV r— a3 TIOR—ERMEASRTW DA
L, B—= RTINS % UDP %6 — bEFE AN LET,

* [Cluster IPv6 Address] : IPv6 (AR T A X &K% /RTH —~D IPv6 7 KL AZHREL 7,
WY T AZNOTXTOASABKETH7 Y v 7 73y hOT KL AFHAND G,
IP7 RLAZRIRLET, IPV6 7 FLRAZEMLTWL 27 747 ME, ASA 7 7 A%
DS TWD IPv6 7 K L AR & 7215 GSS $—/N—#%H T AnyConnect 7 7 1 7 > k
P FATCEET, FERIC, IPv6 7 RLAZEH L TWD 27 747 M, ASAZ Z
AL DA SITND IPvE T R U AR F 7213 GSS $—/3—#& 1 T AnyConnect 7 7 1 7
v N VPN 2 FATTEE T, ELLDOX A TOHHRH ASA Y T AXNTE— R NNT
vy rTEET,

GE)

D7 & H 1 HDDNS —/3—[Z DNS —_— F)L—T R EINTED, ASA A
B =Tz A AD 1 DTDNS Iy 7T v T RARX—=TMIINTWDHEE, [Cluster IPv4
Address] 3 & OY [Cluster IPv6 Address] 7 4 —/L K ClE, (RKIR7 7 A X D52 E/M KA A v
LHIETEET,

* [Enable IPSec Encryption] : IPSec B 5 {ba A X —7 NV E72iET 4 E—T7 ML ET, 2D

Ry 7 A AN LT, AMEERZEEL CHERLET, WIS 72X NDASAIL,
IPsec %/ Fl L C LAN-to-LAN h > XU CEELE T, TS A GRIES DT
TOa— KNRZ U U TERPIESILESND LI DI, 20T = IRy 7 A%kA
N LET,
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* [IPSec Shared Secret] : IPSec I 5L 23 A £ — T /LZ72 > T 5 & X2, IPSec BT MDA
EERERELET, Ay 7 ACANT LML, @ T 27 AZ Y X7 LFE LTHRR
INET,

* [Verify Secret] : IHME WA AT LE T, [IPSec Shared Secret] A 7 AT AT] ST
HHAWEF ROM 2R LET,

AT v T4 FED ASA @ [VPN Server Configuration] =V 7 D7 ¢ —/L REHE L 7,

* [Public Interface] : Z DT XA ADNT Y v J 4 B —T 24 ADLATETZITIP T KL A
ZHELET,

« [Private Interface] : ZDT A ZADT T A X—h f L F—T 2 A4 ADHFTETITIPT N
2afRELET,

« [Priority] : 7 7 AXNTI DT NRA AZEN LB CHTITAF )V T4 &2BELE T, EOH
FHIX1~10 T, T4 VT 1%, EEFRFEZIEIBEFOYRA Y —CREENBELR L
XN, ZOTNA AR Y T AR < AR — |l b alREtE 2R U EJ, EBIAN Z @& < 3%
ETIUL (10728) . ZOT A APRBY T AKX v AX =2 b RN Em< 72 £
T

(6z3))

A8 T AZNDTINA A Bin B2 A4 0 7 CRENLIZEES., ROICEEIL7=T /31 2
MDA FAR < A2 —DFE BT EREINET, (K7 T AXIZiE~AX =)
VETHDH-, BELEE XIS T AZNDOET NA AT = v 7 TV, 7T A
PNNHB~ AL =D Z LR LET, A~ AX =R WGE, ZOT /A AR~
AL —DFENERELET, BTEBIL, 7 7 AXITEBMENTZT NA RX, NI Ty
T TN R T, AR Y T AZNOTXTOT S, APRFRIKHIERE Sz & E i,
B OESENENE DGR E SNTeT NA AR T AR < A X —Z7e ) 9, KHET T A X
WNOEED T 3 ARFERFICEE) S7v, Wb im OB 3R E S LTV D56,
KON IP 7 RLUAZFFOTNA ANMEAE Y T AL v AKX =270 £,

[NAT Assigned IPv4 Address] : Z DT /3A ZAD IP 7 KL A% NAT (2 & » TEH L -5 R
DIPT RURAZBELET, NAT ZH LaWGa (72037 34 ARNAT 2 EHT 2
T7AT U+ OERITITRWIGE) X, 207 4 — LV FEZEAOEFEICZLTES
Uy,

[NAT Assigned IPv6 Address] : ZD7T /S ADIP 7 KL A% NAT IZ K> TEB L =D
IP7 RLRAZEELET, NAT ZEH L2WEE (72037 351 A0 NAT 2T 5
T7AT T A—NVOBFERITITRWIGE) F, 2O7 44—V REZEZADOEFIZLTLES
VN,

[Send FQDN toclient] : ZDF = v 7R 7 A A2t b &, VPN V7 T AH v AHX—)3
VPN 7 T A7 "NEfia 7 T A2 THNA ALY XA VT b5 L&, SMBIP T FLX
DRDOVIZT TAETINA ADKRA ML E RAAL L EFEH L TRAERM KA A 403
FEahsLHrchk £,
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. FADN ALz 5S4 72 FLRSSLVWPNO— K RS2 05D A +—T)LiE

FTT7H/NVET, ASAIIE—RKART T UEAL LI arDIPT RLARETE7 T4
7V MZERFLET, DNSAIZESSFERAENMFH SN TV D5GE. ZOREHEIT NNy 7
ToT TNRA RNV EAL VT FENTZ L EITEMTR 9,

VPN 7 AT 2 NERIEBID 7 T AZ TNRA AR (7T AFZNDBID ASA) [V XA L7
FBEEIZ, ZOASAIZVPN I T AKX v AKX —L LT, DNSWiLy 7T v 7 %A
L. TDITFZAFTINAZAD FMNERIPT RLATIE72<) 22EMi KA A 4 (FQDN)
EEETEET,

JITAENOTE— RKNRT T TN ADTRTONPBLONEFR Y N —7 A v
H—T A AL, AICIP Ry NU—7 FIZFEET A LERD Y £7,

GE)

IPv6 ZfEH L, FQDNS %27 74 7 MIEET D L XIT, THDARFTIEIDNS i U T
ASA THRRCTEZ DMENH Y 7,

RDZRY
D ASA / — KPR —RKNRT v T DdIicr 7 AZ{LE ., AnyConnect 7 7 A 7 > b
Bl 7 )L — 7 URL O RSB 254, s D ASA / — RTUTZTHIMLERNH Y £,
BV E—RNT IR T T AN, 0 — R ARXTGUUTIRIE T TG AH T RLA
(IPv4 B LV IPv6) D7 V—7F URL #HELE T,

2D/ —=FDVPNE—=RNFGU 7 N7 Y v 7 7 RLRICH LT —7 URL &
EL&‘@‘O

7 V—7"URL I%, [%& (Configuration) |>[VE— 7 7 AVPN (Remote Access VPN) ]>
[ry hTO—2 (7747 ) 727&A (Network (Client) Access) ]>[AnyConnect 77 7 A 7
v N 1 7 7 A /L (Connection Profiles) >[5t~ 1 7 7 A /L4 (connection profile name) ]
>BINE 72 1TMm%E (Add or Edit) ]> [FEMlIEXE (Advanced) > [/ V—T A VT R/ N—TF
URL (Group Alias / Group URL) ] XA > CRELE T,

FODN 2L 547 FLRXSSLVPN OA— K NS o504 2—T )Lk

FIE

AT 71 [Send FQDN to client instead of an IP address when redirecting] &= v 7 R v 7 2 & 412 LT,
VPN 11— RNF 20 7 CO FQDN Dl %2 A 2 —7 /LI L £ 7,

ATw T2 DNSH— N2, B ASAIGA v H—T =2 ZADT L MY HRBMLET (2 U DBFEELR
WIEE) o TNEND ASAINTIP 7 RL AL, vy 7T v 7RHIZZEDT L AT ITH
AIZDNS =2 MU BRESNTWALERHY £9, ZHHDODNS= kU IZk LTk, #
N DT T HAF—TMITHMERLY £7°,
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AT w73 [Configuration] > [Device Management] > [DNS] > [DNS Client] # 1 7 1 778 v 7 AT, DNS
P R— D) — " E oA, B —T = A ZIZDOWNWT, ASA TODNS VY I T v T kA F—
TN LET,

ATY T84 ASATDNSH— =D P T RLRAZEHRLET, ZNEZTHITIE, ZOXAT s Ry
ATCT[Add] 7 U >~ 27 LEF, [Add DNS Server Group] ¥ A 7 1 7R v 7 AN E £3, BN
9% DNS —_"—D IPv4 7213 1Pv6 7 RLAZ AN LET, =& 21E, 192.168.1.1 721X
2001:DB8:2000::1 T,

AT9 75 [OK]BL O [Apply] 7 V v 7 LET,

VPN O— KN\S > 0T Di%eeE FE

HRES -2 HEETEER

VPN 27— RRF v 7.2(1) ZOMENBEAINE LT,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



