IKE

« IKE OFEE (1 3—)
« IPsec DFEE (11 X—)

IKE (Z ISAKMP & 1R ., 2 BDEA FTIPsec BX =2 VT 4 7YV vm— a3 o OFEEITE
—HERL-OORIA— g3y Fa halTt, X—F )L FTALA_X—K Xy NT—
7 HIZ ASA ZRET DI, VAT AERICEAT S 70— SV IKE XT A —H R E L,
EHIZ, VPN BT 5720187 NI o— v HIKERY U —H Bk L 7,

FIE

ATy T1 IKEDOAMME (1 2—) ZHEHALTEMIT LI ENTEET,
ATFY T2 VA M VPN D IKE 8T A—4% (23—) #RELET,
ATFY T3 IKERY v— (55—) ZRELET,

IKE DE 1L
FIR

ATy 1 VPN #5iloxt LT IKE #6923 5 )71k
a) ASDM T, [/ (Configuration) ]>[V E— K7 27 & AVPN (Remote Access VPN) ]>[F v
cNo—2 (V547 ) 727 EA (Network (Client) Access) ]>[Secure ClientAnyConnect
¥%i 7 v 7 7 4 /L (AnyConnect Connection Profiles) | ##N L F 7,
b) [Access Interfaces] fHIk T, IKEZfEHT 5 A > & —7 = A ATk LT, [IPsec(IKEv2) Access]
D TFIZH 5 [Allow Access] A4 2 LE T,

| « m



IKE |
B v rraveNo ke <S5 x—4

ATv T2 HA M VPN Ik LT IKE 26302 5 ik
a) ASDM T, [Configuration] > [Site-to-Site VPN] > [Connection Profiles] % &R L %9,
b) IKEvI BLOIKEV2 2T 54 X —7 = A ZZHTIRL £,

YA FREIVPN D IKE /X5 A —4

ASDM . [Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Parameters] Z %R L £ 9,

NAT D &E&E
* [Enable IPsec over NAT-T]

IPsec over NAT-T IZ L Y IPSec B 7. UE— h 77 & 2 & LAN-to-LAN O[5 D
NAT T84 2% N U CHEN. CE X9, NAT-TIZUDP T —4 27T LD IPsec NT7 7 4 v 7
BT L, R— b 4500 2 LT, NAT 731 AZA— ME#RzZRME L E7,
NAT-TIZTXTDONAT 731 A= HEgH L, LB RGEE7E T IPsec T 7 4 v 7 %D
T LET, ZOMREIL. T 74V N TA R—T I ENTWVWET,

cASA VL, T—HRMWEITH 7 T A4 T > MG LT, EHED IPSec. IPSec over TCP,

NAT-T. £ X O IPSec over UDP # [AHFIZY AR — K T&E £9,

« NAT-T & IPsec over UDP Dl ;7754 % — 7 /LT 72 > TWAHEE . NAT-T BMEE SN

\iﬁdo
o £ X =TI o TWBEA . IPsec over TCP (XD X ToOEEG L HER X
nEJ,

ASA IZ X% NAT-T OFELETIZ, ROBFEITIHV T, H—0 NAT/PAT 7 /31 ZADHKIT

»BHIPSec T YV AR—FLFET,
« LAN-to-LAN #5#¢.

¢ LAN-to-LAN B £ 72 13DV T — N T 7B A 7 T4 T hOWT, 72721
W RRESEDZLIXTEEYA,

NAT-T 2T 2121%, ROFIMEZFATTOB8ERH Y £

« R— bk 4500 ZPAL FoDIHEAT DA v F—T = A AD ACL ZEK LT
([Configuration] > [Firewall] > [Access Rules]) .

o« ZDOA T, IPSec over NAT-T %A R —7 /LT LET,

* [Configuration] > [Site-to-Site VPN] > [Advanced] > [IPsec Prefragmentation Policies] ~~
> @ [Fragmentation Policy] /X7 A —#4 "C, [Enable IPsec Pre-fragmentation] Cffi 3 %
A Z=T oA AEHELET, TUPRESNTNDHE, PT7 T 7 AT — g
YEY R =R LTORWNATT A A% b7 7 4 v 7 BBETEET, Zhick-
TCIPT T T AT =2 a ey R— b4 2 NAT 734 ZOEENGF oD 2 &
EH 0 £ A,
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 Enable IPsec over TCP

IPSec over TCP Zfi 1% & | FE4E ESP ARV IKE 23HERE C X W BREE, E 72 13BEF D
T AT T A= =V E BB LTEGAIZR S THIETX 28K T, VPNZ 747 b
DENEFHEIC 72 D £97, IPSec over TCP IX TCP /X%~ RN TIKE 7’12 k22L& [PSec 7' 1
ranvaE el L, NAT & PAT DT OT AL ZABI R T 7 A T o —i2k vt
XaT R bRV 7RFBRLET, ZOMWRBIZT 7 4/ b THEICHRE SN TVET,

N

GE)  ZoOHEEIX, X R_R—2DT7 7 A T U4 — L TITEEL 8
Mo

IPsecover TCPIZ, VE— T8R4 7 FCEIELET, £/, T XTCOYHA
VH—T A AL VLANA UV H—T7 A ZATHEMEL £ 9, L. ASA BEREICK S L
TWBHZ7 747 MBSO ET, LAN-to-LAN B8 TITHERE L =85 A,

cASA X, T—EKHEITH IV TA T > M LT, HERED IPSec, IPSec over TCP,
NAT-Traversal, 3 X OV IPSec over UDP # [RFFICH AR — FTx$£9,

o f X —T NWNTZ7 > TWBEA . IPsec over TCP IIL D3 X ToEm A LD HELS
nEJ,

ASA & F D7 54 7 v kD)7 T IPsec over TCP %A 2 —7 /LI LT,

ERI0EDOR—FE2EEL T, TN HDKR— MM LTIPsecover TCP & A 3% — 7 J/LIZ T
xFJ, K—1bF 80 (HTTP) °AK— bk 443 (HTTPS) 2D =V vy R— e AT
L, FOR—MIBEEMTON TS T T Fa /L EE LR 70D 2 & T G n s
AT MMIFEREINET, ZO/E, 77UV VFEEALTIKE ®hA ¥ —7 =4 A5
ASA ZEHTE < e 7, ZOREEMIT 5121, HTTP/HTTPS EH 4 B AR —
MIFELET,

ASA 72T, V94T FTHLTCP AR— hERETHMLENHVET, 7747
FNOBREICIE, ASA HICHE LR — a2 b 1 OFDHINERHY £,

E7IZEESNSID
IKE X2 x— 3 VCET AT Z#A7 5 [Identity] 23R L £,

Address ISAKMP OFBIE#HR A2 ZH T 5K A RDIP 7 RLUAZHHLET,

Hostname ISAKMP DOFkBIIE#R A2 2 # S DR A FOEREM KA A VL&A LET (F
THIVE) o TOLENE, BRARE RAL VA THERESNET,

Key ID UE— BT NEFIEE X — AT 5 720 fF T 5 [Key Id String] #5573 L
i‘aAo
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IKE |

Automatic B4 A TN L > TIKER A —v g VERELET,

s HEHEAEXF—DOIP 7T KL X

FEBAEZEFED cert DN,

£y

V2= %% kil

* [Disable Inbound Aggressive Mode Connections]

7x2—RX1DOIKE RxF T — 3 »ClE, Main E— K& Aggressive E— ROWT %
fFHTEET, EHLHDE—RLREIC—E AL L E T4, Aggressive T— RDGH
WCET M THE L SN D ZHALE T, 3 D TiEe< 227217 T, Agressive E— ROFH N
IR TT, BEN—T DO IDIFREINETA, TOLD, HHREES (LT LoEx =
TR SAZTESLT HENC, BT HTIDEME KT 2 MLERHY £3, ZOKREIZT 7 4
Vv b THEICRE SN THNET,

* [Alert Peers Before Disconnecting]

cASADT ¥y RET LR T —h, Byl ar TARLVELLT Y N, B KGR
MIOEE, FHEICLIEIERE, WS OPOBETZIA4A T ey a it
LAN-to-LAN v a v Ry 7E3nNs 2 E083H 0 £9,

cASA X, Ui SNDERIOE v a 2oV T (LAN BRTEHND) REINZET
B L, FNOICHBARELET, 77— bEeZEB LT ERE 27947
1. FOEAZEEMLTAR N a S ERERy T T v 7 A IERLET,
ZOMREIXT 7 4V h CEIERTE SN TWET,
-:®&4VT1I%Aﬁ%h%@7§~F%%Ebfﬁﬁ%%@@m%ﬁiélkﬁ
TEx5 ko, WmEREE A RX—T NI TEET,

REINTZI7TAT 2 FEETIZIEIROL DN EENET,
T T — "B AX—T NI TNEEX 2 UT 4 TTITAT R
e NR—=Ta 40D Y T MU =T HFEITLTWAVPNY 74 7 b GREITRE)

* [Wait for All Active Sessions to Voluntarily Terminate Before Rebooting]

TRTCOT 7T 47 Bya X PHBMICKT LELEICRY ASAZY 7— 55K 9
2, ATV a—)LERETEET, ZOHKEE i77¢»%fﬂm:&ﬁénfwi¢o

* [Number of SAs Allowed in Negotiation for IKEv1]

—FETORIT=— g 0 SA ORI AHIIEL £,

IKEv2 358 DEEE
BIMOEy v a siiliEix, A—7 2 SAOKERIET B IKEV2 CHEATEES, 774/ KT

=N

m

ASA I3F4—72 SA ODEEFIREL EH A,
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IKE R o —

ke Ay o— [l

* [Cookie Challenge] : SA \Z X - TRt E T X7 v FA~DIRE L LT, ASABET T34
AT ¥ —Fx I///%:Jié{uf%écl:? LET,

* [% threshold before incoming SAs are cookie challenged] : ASA (2%t L THFR I N D G5
SADO L, RrAVZ— a3 RO SADEIG, ZOBEICET L L, LIBEDOSAxRA
V=Y aVIIRL T v xR —TF X L UMTbvE Y, #®FHIX0~100% T, T
7 v MME 50% T,

* [Number of Allowed SAs in Negotiation] : —fi COR T T — 3 U H SA OfE % il R
LET, Z2ovF—Fx LUV EHT25GAIE. A7 0 X Foy 73 Thbivd L9
2. ZyF—=F XL VDOLIWEZ ZOFIRE Y HES LTI ZS W,

* [Maximum Number of SAs Allowed] : ASA L TFFr] 415 IKEv2 ##c OE & Hi[R L £ 97,
T 7 AN T, T4 B ATHRE ST DR #5878 ERR T,

* [Notify Invalid Selector] : SA TZAZEINTEE Ty NREDSAD NI T 4w LY
B L= LRWEEIC, BHEEIIET ~OIKEBHMDOEEEZADEZITEDCTE ET,
ZOBHMDOERFILT 7 AV F T, BT ET,

IKE v2 8 DEXTEIZ & % DoS WED[fLE

BREEX2VUT 4 TYvxm—ar (SA) #NOF X Lo PEITHIV vFd— F¥ Lo VR
ET D), A—T U7 SADEEHIRT 2 Z LI2X V| IPsec IKEV2 HEfelZ k42— B AR
(DoS) KEZ[GIETE £, T 741 FTlE, ASAITA—7 72 SA DA HIBEET. SA
DI FX—F XL IUEITHIZELDYEFA, FAISNDSAOEEFIRETHZ L TEE
T, ULk T, FRLRIIEEGE ORI — g UMTONRL RH1-0, 7 v¥d—F ¥
Ly UHSRE CIIBHIE CE T HIEE OB A R CX e W afREMER H 5. A E U X CPU ~DH(E
ZBiIECE £,

DoS W TI, WBEHIX, ©T T3, A0 SAR A v b EFE L. ASA BEDIEE &k
FI2EHBELAMLETNL, E7 T AT THULSELEEA, 7 710 AN TH
ZARRERICAT O & INEZFIET D E TASATIH A SN T X TOSATRZMHTE £,

JoFxF—FxLrVOLEVE (%) A F%— 7»’#5& F =T SAF T — g
OENPHIRINET, 72&xIX, T 74/ FRED 50 % TIL, FFr S5 SA D 50 % N =
vr—vars (A—=7r) DL x| “%Ai\ﬁ%btﬁ%@SA@%ﬂ?/F®7/%~
F¥ L PEITWVET, 10,000 {HD IKEV2 SA 23FFA] &415 Cisco ASA 5585-X Tl&. 5,000 1
D SANA—T B e, TRUBRDOERE SAICKH L TY vx— Fx Lo IMrbhEd,

[Number of SAsAllowed in Negotiation] & 7213 [Maximum Number of SAs Allowed] & & & 12 H
TOGEE. AR A Fx2y 7PMTONL LI, 7 yF—TF ¥ L VDOLEVEEZZ
NHDOFRE LY IR LTS EE WY,

[Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options] % ¥ L T, IPsec L'~ /L D
FTARTOSA DI il 5 Z & b TEHT,

[Configuration] > [Site-to-Site VPN] > [Advanced] > [ KE Policies]
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T, F, IKEVI AR Y S — S IKEV2 AR Y o —ZB00, e, E-I38IRT 27201 EH L
\iﬁqo

IKE* Iy =—3a OFMERET D121, WIORTHEHBEZGIKERY >—% 1 DL EfE
E‘Z[/i—g—o

c—BDTIAFT VT 4 (1 ~65543, 1 W@ DTITAFVT 1) ,

« BT O ID R D RRET A

TR ERHEL, TTANT—EFLRE BT

* HMAC i, FEHEOH TEMRIEL, #ETIZA v B —VUREE I TRV D & ZRGE
LET,

« B —¥IB 72U XA %5k 5 Diffie-Hellman 7V —7, ASAIZZ D73 X A
PEALTC, BEF—_tny o F—28HLET,

M —ZEEHZ DA, ASA BZ D5 F — 2 2R 0 LR,

K IKE X T> T —aid, 72— 1 &7 x2—X2 LIHIND 2 DOESITHDIVE T,
Tx—RA 1%, LBEDOIKE XDz —yar A=V R#ET RO b 2V EERL L
FT, 72—X2 T, T—XERETD P RABEREINET,

IKEvl DA, &/XT A=K LTI OOFREL T2 A X —T /W TEE T, IKEV2 DY
EliE, 1 2O7 R —Y I THEHEDZEE ([Encryption]. [D-H Group], [Integrity Hash], 3 X
[PRF Hash]) ZHiETZ £,

IKER Y =N ESNTWARWEA, ASAIZT 74V ORIV —%HLES, T 740
FRY —IZZFENRTA—=FZOT 74V MEPREENTEY, R —DT T4V T 1 13H
Wi FALICRRESNVE T, HED/NT A= DEZIRE LieWia, 7 7 4/0 MEN#EH S
£,

IKEX Iy m—raUnthshns e, 23y —ra 2T 287 0E0ORY —F
TZUVE—FETICERELET, VE—F BT, —BT 2R =000 E 50, irf
THRV =% T TAF VT 4BICHRKELET,

Wb, Ny o, FEE. 3 K UDiffie-Hellman DfEFE U T, SA T A 7% A ARKEE SN
KUY —DFA T EALLUTOBEEICIE, IKERY —RIC—BENFELET, 714 7% A A
NELLRWVEAIFE., (VE—FET RU—050) BNHDOITA 72 L0 HEASNE
T, BT HRY —NRWEA, IKE X RrT v — g %34 L, IKE SA 3. S E
T A,

J4—ILE
* [IKEv1 Policies] : fX E#H # IKE R U > —FNENDRT A —FFZEEFRLET,
o [Priority #] : RV > —DF 74 AV T 0 Zm LET,
* [Encryption] : BF S b AR L ET,

«[Hash] : Ny = 7T AhZRLET,
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+ [D-H Group] : Diffie-Hellman 7' /V—>7" %R L £,
* [Authentication] : FRFES A& R L E T,
s [Lifetime (secs) ]:SA T4 7 XA LEETRLET,
« [IKEV2 Policies] : i E# 7 IKEV2 R Y > —ZFNENDNRT A= FHEEFRLET,
o [Priority #] : RV > —DFF7A4 AV T 4 R LET,
* [Encryption] : Wit T AR L £,
« [Integrity Hash] : /N> ¥ = 743 Y ALz RLET,
* [PRF Hash] : 8&{LlELEB%L (PRF) Ny vz 703 Y AAZRLET,
+ [D-H Group] : Diffie-Hellman 7 /L — 7 %/k L 7,

s [Lifetime (secs) ]:SA T4 7 XA LEETRLET,

IKEv1 K1) o—DEMFEIEHESE
[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies] > [Add/Edit IKE Policy]
[Priority #] : IKE RN Y > —DF T A F VT 4 5 ET HEFEANTLET, #iPHIZ 1 ~ 65535

‘(“\

| MEEmDTTAA VT 4TI,

[Encryption] : BF 5L AR L 9, 24U, 2 OD IPSec E7 M TIREIND T —Z &k
T DR ST AT XATT, ROFNLRIRTE £,

des 56 £~ k DES-CBC, Z&MEIFENTI A, @R L EiE T,
F 7 F Ik,

3des 168 £ |k Triple DES,

aes 128 £ I AES,

aes-192 192 ' I AES,

aes-256 256 £ I AES,

[Hash] : 7 — % OBEAGWARIET DNy v a 7T Y AAEZERLET, N7y b2, 20N
7y MIERSNTWDAREILNORESINTZ L, EFEMERICEEINTWRWT & ZIRGE
L/iﬁ‘o

sha

SHA-1 |57 /L MEIZSHA-1 TY, MD5DZ A V= A FDITH/NEL,

md5

VDS SHA-1 LV 000 & BASHTWET, L, MD5ICHT
DN (ZAUIIEFICINEE) LT, IKEAMEH T 5 HMAC
NRYUT U MBI OKELEFE £,

« m
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B keeky s —oemErEs

[Authentication] : 4 IPSec E'7 D ID & i3 2 72012 ASA 23ME 3 2 58RE T AR L £ 77,
FRHEA X —I3IERT 23y T =TS LTI ERREE T2, /MR » T — 7 TiX
Ty Ty TRELS T, ROBEFERH Y £,

pre-share HAELA F—,

rsa-sig RSA > 7 =F ¢ 7)Y AL Lo THERINZF— (& DT VX IVGEAE,

[D-H Group] : Diffie-Hellman 7 /L—7" ID Z &R L £3, ZDID X, 22D IPSec ' 7 728, 1A
HIZIAREE R EEET 20 TlER<, IWAMEFEREZI M 72OIEHLET,

1 T—71 (768 (7 %)L~ OF)N—72 (1024 ¥ < b Diffie-Hellman)
vy ) WX, JA—7 1 F2135 Lk LT, CPU OFEITRMITE
WH DD, ZEMITELS Y £9,
2 T —72 (1024
By k)
5 TN—75 (1536
By k)

[Lifetime (secs)] : [Unlimited] 24 2320, SATA 7 XA LEBEHTAILEST, T 74V
MiX 86,400 >, DFV 24 EFITY, TA 7 XA LEELTDHIEE, ASA IZLIHE D IPSec =
XalT T Y VT—varBEEVRRNCE Y b v P LET, BRI L
WZH DD, F—OFARMBEZmmICES (K2~340T810) La<TbeFaT 113
RAEENET, T 74NV EZOEFEMEATL L E2HEREL £,

[Time Measure] : RFfHEEABRINL £, ASA TIIROEELHEHTE E£7,

120 ~ 86,400 ¥

2 ~ 1,440 43

1 ~ 24 HEH

1 H

IKEv2 7R —DEBMFE-(LiHFE

m

[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies] > [Add/Edit IKEv2 Palicy]

[Priority #] : IKEV2 R Y o —D 7 I A F VT 4 R ET H2HFH# AT LET, #PHIL 1~ 65535
T, IR E&EDTITAF VT 4T,

[Encryption] : Bf S b AR L £7, 2L, 2 2D IPSec BT Tl S b T — & &k
T DRHIEBAET LT AT, ROFNLRINTE ET,

des 56 £ ~ DES-CBC H551 k% ESP (Zxf L CTHREL £,




| IKE
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3des (F7 4/ ~) FVUZIVDES K5 LT VT U X L% ESP K L CHRE
LE7,

aes AES & 128 B b F—HE{b% ESP IZxf L CTHRE L £7,

aes-192 AES £ 192 &'y b ¥ —W55 k% ESPIZxt L CTHEL £,

aes-256 AES & 256 £ b ¥—HW5{b% ESPIZxF L CTHE L £7,

aes-gcm AES-GCM/GMAC 128 ¥ kDY R — k&% Bl Bk & B A 2% LT
BELET,

aes-gcm-192 | AES-GCM/GMAC 192 £ kDR — k &6t FilF 5k & AP LT
FBEELET,

aes-gcm-256 | AES-GCM/GMAC 256 £ kDR — k Z it Tl 2k & A M6 LT
EELET,

NULL B kM TN nWZ L 2R LET,

[D-H Group] : Diffie-Hellman 7 /L—7" ID Z &R L £9, ZDID X, 22D IPSec BT 238, #H
AIZHEAREFERZEET 20 TR, WAMEFREZID M3 72OIEH L ET,

1 TN—71 (768 | ZNNT 74/ FTY, Group2 (1024 £~ b
v h) Diffie-Hellman) Tid., FEITIZHNEL CPUKEIN D 2< 720
FI0, Group2 F721%5 KV EEMENRELY 97,
2 TN—72 (1024
v h)
5 T—75 (1536
vy bh)

14 T —7 14

19 T—719

20 T —720

21 7 —721

24 T —T7 24

[Integrity Hash] : ESP 7’12 h 2 /L DT — X AW AARGET D7D/ Ny a2 T Y X L%k
WLEF, "7y M, 20Ty MIGRRSNTWDLRETLNOREINTZ &, it
WCEFE SN TWRNT & Z2RFEL £,

| « m
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sha SHA 1 F 74V MEISHA L1 T, MD5S DHFNRF A V= A RB/IEL
5 VDS SHA1 L0 o0 W0 E RS TW0WET, LaL, MDSIZxT
DWENRE) (ZAUIIEEICEREE) L Th, IKEXMEHT 5 HMAC
NYT v MR ZOEEEZLE £,
sha256 |SHA2. 256w R |256 By FOX Az A N TEF 2T Ny o 73U X ASHA
DEAY = A b 2EEELET,
sha384 5$A2%Mm 34 E Y FOFXA P2 A RTEFaT Ny o 73 Y XA SHA
digest 2EEELET,
shaS12 | SHA 2, 512-bit 52y hOFA P2 A RN TEF2T Ny 73 XA SHA
digest 2EEELET,
null AES-GCM £ 721X AES-GMAC BB b7 /LT Y XA E L TRES

NTNWAHZLERLET, AES-GCM IS LT /LT X Ah L L
TREENTWVEHEAR., XNVEAEET LT Y ZLZERT D0
TWARH Y F9,

[Pseudo-Random Function (PRF)] : SA THEH SN DT X TOK ST L TY XLDIZHDF—
BhEE MDA T S5 PRF 248 E L £,

DEA = A B

sha SHA-1 77 L MEIZSHA-1 T, MDSDF A V= X hDOFAIEL
md5 MDS SHA-1 £V 00 & RS TWET, LarL, MDSIZHT
DB (ZAUIIEFICHREE) LTH, IKEA#EHT 5 HMAC
NYT 2V "R ORBEEHEET,
sha256 |SHA2, 256 £ | (256 By hDF A Y= A b TEF 2T Ny a 7A=Y XLSHA
DEAY AL [2EBBELET,
sha384 |SHA?2, 384t v M (384w hDFA VAP TEF 2T Ny o 73 XA SHA
DHEA Yz A b 2EBELET,
shab12 SHA2, 512w h|512E ]\0)57/]):‘/;;;}( }‘TVE'\"?:LT/\/C/:LT/I/:EUX\ASHA

2EfELET,

[Lifetime (secs)] : [Unlimited] 41232520, SATA 7 X A KEBEHTADHLET, T 741
X 86,400F0, ©F D 24MMITY, TA 7 XA bEBELTHIFE, ASAITLIE D [Psec B =
VraT7Yve—varzZl ety 7 v 7 LET, Be{bimEIL o7 L~ULicdh b

728,

- — O A R ] IR 2 Al | 2 4 <

(F2~350T810) L ThbeFxa T 1 1 3RIES

NEd, 774V aZOFEHATH L ZHEEL £T,
ASA TIIROEEFEHTEET,

120 ~ 86,400 ¥

2~ 1,440 %5

1 ~ 24 IKff#]




| ke
IPsec DE&TE .

1 H

IPsec NDEXTE

ASA Ti%. LAN-to-LAN VPN %5 (2 IPsec ﬁxfﬁﬁﬁ SH. client-to-LAN VPN #5521 IPsec % 1
TAHZEHIRTEET, Psec DHGETIX, €T IE VE—RFNT 2R I7IA4T N
3ot X=2T F— U =A &5 Liq‘o ASA L., YAz 7 (IPv4 £721%1Pve) &, 4
HT DT X COREMITHEIL L 72— R/X—TF 1 7 & O LAN-to-LAN IPsec #ft & 48— bk L
£7,

N RNVEESLT HRIZ, 2 DO E TR, FRAE. Bk, ik, F—EFHEZGHIET L
X2 VT4 TV vE—varERrAva—rLET, INbORITZ—T 3 UZiE, bR
NDOfESE (IKESA) &, MU FRAHND T 7 4 w7 Ol (IPsec SA) &V H 25D 7 =—X
DEENET,

LAN-to-LAN VPN | &, HUEEAJICERI D515 D%y MU — 27 455t L £$, IPsec LAN-to-LAN
B Tl ASA ITRGME2ISEM E UCTHREST 5 Z L A TE £9, IPsec client-to-LAN $%
FETIE, ASAIISNEM E LTORBEREL £79°, FEMIXSA ZRE L, ISEMIX, HESNT
SA/RT A—HITHES T, SADTIREZITAND D, HEGTHH, EITREERRLET,
PR A FENLT DX, WO T 47 4 TSADR—HTHHLERH Y 7,

ASA 1%, R®D IPSec J@tt& AR — F L TWET,

nhnfl:“CT VENGEAFEEEMT L LI, T=2—X1ISAKMP E¥ =2V T ¢ 7Y v x—
CarvERITT— FTAEED Main E— R

SREFCHEHLAE X — AT AL X2, 72— X1ISAKMPEF =2 F 4 7/ xm—3 g
v (SA) I vx=— b 55H O Aggressive E— K

EET LT Y X
« ESP-MD5-HMAC-128
* ESP-SHA1-HMAC-160

* it AREE— R
o FHATHLA F—

e X.509 72 & LEFRE

s Diffie-Hellman 7 /L —7>7" 1, 2, BX OS5,
cBEBALT L TY XA

« AES-128, -192, BB L -256

* 3DES-168

* DES-56

| « m
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B ==<.
« ESP-NULL
« JLIEZREE (XAuth)
cE—Rar74¥al—ay MAISAKMP 227 4 Xalb— 3 FR)
e NV T ENMEE—R
« LZS Z{HFH L7- IP JE4E (IPCOMP)
F|i§

ATy T o~y (12°5—Y) ZHELET,
RT9T2 Psec FRIZT T/ AT —varRK)y— Q13—Y) #RELET,
AT w73 IPsec Proposals (Transform Sets) (24 X—3) ZFHELET,

hv =] P
CR=INAVA
[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto M aps]
DA NI, IPSec V—/MICER SN TND, BIEREINTWAHZ U Tk~ 7T RER

éhiﬁo::ﬂilmm»~w%£m\ﬁ%\m%\ﬂwﬁw\kio%wﬁfbt
=4 Ty el /I G- B
Y

GE)  WEROIL— T, fRE. m@ Fldar—T& EHA, ASAIX, FAFI v 7 PURLaR
) VMR EINTWAE VE— I IAT 2 MO T 7 4 v 7 OFIRIERZRFERAYIZ
TAM&TO%E@F774y7%ER¢é:& Lo T, TOREEFESLTEET,

[Interface], [Source], [Destination], [Destination Service], ¥ 7=i% [Rule Query] Z 3R, [is] 7=
IE [contains] Z IR, HHWVET 4 NVE NTA—=FEANTHZ LIZL-T, V—VERER

W= NDORRET A NFWH) 526 TEET, [LE27 Vv 27 LT, ERAMRER T
TOMGFZY NUDBRINTESRIAT IRy 7 ZAEREET, FATIT I LIE, Vv—1%
M CERRTHDITHEHLETS,
IPsec /L—/L CIILA T Z2$EE L E T,

* [Type: Priority] : /L—/L D& A 7 (Static £7-21% Dynamic) &ZD7 T A4V T 4 ZFKRL
£75

* Traffic Selection
c[H#: N—NFETERLET,

* [Source] : N T 7 4 » 7 % [Remote Side Host/Network] 7 7 5D U A NMZHBHIP T KL
A2 TICEET DL &S, OIS IPT FLRAZRLEY, BT —F

12 " I
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z2vv7 |

([Show Detail] K% > % &) TiX., 7 KL A B 722, lany] EWIBENEEN
HA VB =T oA AUMBRINDGENHY 3 (B Tinside:any] ) . any I,
WESA > Z—T 2 A ADTXRTDRA NPV VOFBEZTHZ L 2B LET,

* [Destination] : k< 7 .t 7 3 [Security Appliance Side Host/Network] 77 7 LMD U A KT
HLHIPT RLADPDLEEIND E X, ZOL—UIHED IPT RLAZ—EHRRL
F9, FFME— K ([Show Detail] N¥ > %&M) Tix, 7 KL X BT AT, Tany]
EVIFENETENDA U F =T 2 A A/ DFRENDHER LY 3 (B

loutside:any] ) . any (%, AMA > F—T = A4 ADTXTDHRA NPR/L—) L DOFEL

EZITAHIEEERLET, SOICHEME—RTIE, 7RVA BT AICAD Y2 TH
FNZIPT FLABGENDZ L6 H 0 £ ([209.165.201.1-209.165.201.30] 72 &) .

INHDOT KL AL, BHEHRT RLATT, WA A M X o THMBAR R b~
BEBMERRSND & ASAIINEIAR R DT RLRAEZT—LOT RLAIZvy BT L
FT, RAMRT U AT N A ER L%, ASAIZZDT FL A vy B 7
ZRFFLET, ZOT FL X vy B 7 xlate & PRI, —EHIF A E Y I26k
g7,

* [Service] : —MIZ X o THRESINAY—E AT o harzigE LET (TCP,
UDP. ICMP. F721%1P) .

* [Action] : IPSec /L —/ADZ A7 (IriT 5, EIIRE LRV ZIEELET,

* [Transform Set] : L —VD hT L AT+ —h vy hEERLET,

« [Peer] : IPsec "7 Zakill L £7°,

* [PFS] : L —/VDFEREMER EEE TR L E T,

* [NAT-T Enabled] : 78 U —C NAT Traversal XA N7 > TWEMNE I nERLET,

* [Reverse Route Enabled] : /R Y & —TYU NRN—R b—h A P27 3 (RRD) B R—7
IR TND M E I DERLET, RRUIRE TITOIL, FFNE Ao SET, sKEN
EEEIIHRINDETEDOEEIZRY EF, ASA X, V—T 47 T—TNVIZAH
T4 w7 b— MEHEINIZEML, OSPFAfH L TENLDNL— 2T T A4 X— K Xy
N =7 F23R—F— —X EB L E T,

s [Dynamic] : ¥4 I v ZIZHESNTWDHEA, RRIEIPsec X2V T 4 7V
T—3 3 (SA) DOFELAIIFRFIZIERL S 41, IPsec SADHIBRES D L HIBFRS L E T,

¥ AF v/ RRIZIKEV2 R—AD AR T 4 v I~ v 7121
WA S vE,

s [ConnectionType] : (AF¥T 4 2 b RNKRY —TOHEER) . ZOKRY > —OHH
% A 7% bidirectional, originate-only, ¥ 7213 answer-only & L Calhll L £,

* [SA Lifetime] : /L—/LD SA T A 7 XA haFKRrLET,

« m



IKE |

. [Create/Edit an IPsec Rule] : [Tunnel Policy (Crypto Map) - Basic] % 7

* [CA Certificate] : Y > —D CAGEAFEZFR R LE T, ZHIT. AZT 4 v 7 ERIZTET
WHIIET,

* [IKE Negotiation Mode] : IKE r &+ =—3 3 > C, Main & — R F 7213 Aggressive E— K%
TN EIMEFRLET,

« [Description] : (fE&) ZDO/N—/LOfELRFHAEZEELET, BHELV—ILOBEIT, L—
VOB AT LT3R 72 0 97, BEBROL—Zid,  [Implicitrule] &V 9 Fak 23
BENTWET, BERONL— VLSO — LV OBAERET DI2IF. ZOBT LEL7
U v 7 L [Edit Description] Z3&IRT 50, ZOBTLEXZTNAI VT LET,

[Enable Anti-replay window size] : UV 7' LA BEELH LT ¢ RUDY A X% 64 ~ 1028 D
FPHD 64 DREECTRELE T, MEH QS KRV > —THO I 74 v 7 v=—¥Y 7Tk
HFF7A4F VT 4 F2—A 27 ( [[Rule Actions] >[QoS] ¥ 7| ZHM) DRI E
WX, X7y FNDNEENREDDHZ L TT, IPsec/Nry T, 7ovF Vv A v Ry
PIZ A2 WARERE 7 Mk Y, i syslog A v B —UBNERESNET, ZhboEs
X, TI9AF VT 4 Fa—A U TOGEHRITHRRTT, ToF VLA DR g X%
RIET HE, AT ENTEET,

[Enable IPsec Inner Routing Lookup] : 7 7 4 /b b ClZ, IPSec b v F/LEEH TEE S b8
ey MEREL Ty 27y FITFETENE T A, Ny NEMOBERRL Y 7 7 v 71
SMEESP /N7y Mk L COR TONE T, —HOFXy NV —2 MR TiE, V—7 4
YT DEFNZE S TAHREAT » RONRANER I TE, IPsec b RANERET v IR
OGS, MRV EN LTz Ty MIEFICV—T 4 73T, 5kEICBETE EHE
ho THZEPIET HIZIE, IPSec N7y NONRTy NZTEDAV—FT 4 T NV T T v
TrEA X =T NI LET,

[Create/Edit an IPsec Rule] : [Tunnel Policy (Crypto Map) - Basic] 2 7

m

ZDA T, IPSec L=V DF LW R R R —ZEHRLET, ZZCTEHTDHE
X, [OK] 272 U v 7 L7=#IZ [IPSec Rules] 7 — 7 /WZF RSN FET, T XTO/L—E, T
7 4V T [IPSec Rules] 7 — 7 /MIER R SIND LT IZA R—T7 M7 £,

[Tunnel Policy] XA > CiX, IPSec (7 =—X2) X274 7YV m—Ta (SA) OxA
V= NCHEATLH RV RY =R ERTEET, ASDMIE, 22—V —Dar7 ¢ ¥
L—a URRERRREZ IV IABRE TN, [Applyl 27 V v 7 5 ETIEFEITHDOa L7 4 F 2
L—ya VICRFLER A,

TRTOR RNV RY) =TI, NV A7 —L 2y bEREL, #HTL 222U T«
TITIGAT VAL B =T 2 A ABETIHVLENHY ET, NTU AT+ —AFy FTIE,
1PSec D SALALEL & 18 BALALER &2 AT D5 5L T L TV AAB IOy o TLa Y XA
FREELET, T_CTOIPSec ET7NE LT AT RAEFR— T2 EIEBLR2NTH, %
SORYV—ZBEL T, TNFNCLIODTITAF VT 4 2EDYBTHLIICTHZLEHT
XFET, FOBEX VT4 T TFIAT U AIE, VE—FDIPSec 7 & 3 =— KL T,
WHEOETRYR—THNIFT AT +—Aty Ne—FXEFET,

otV R —id, AT 4o T FERNIFTATIVIICTEIENTEET, AXT 47
MoV R =T, BX2 VT4 77T T L ATIPSec #fe 77 n[ 45 1 DLLEDY
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[Create/Edit an IPsec Rule] : [Tunnel Policy (Crypto Map) - Basic] % 7 .

E— MIPSec T 72TV T Xy NU—V ERFELET, AET 4 v 7 R —%HH LT,

X2 VT 4 T IAT U ATEGREZBRBT 20, £33 VE—F X MO OERERE X
BEToMEIDERETEET, AXT 47 R —TlE, FIENDIFANEITRY b
U — 7 i T o1 OICEREREATHLERNH Y £,

HAFIv 7 bR —F, ¥FX2 VT4 TTIAT U AL OBERAZRETHZ L%
FFArEn2 Y E— b ARR MIOWTOFMAFEE TERWD, EFEELRWEGAITEH L
F9, VE—bF VPNHRY A F TRAL RALOBMERT, ¥X2VT 4 77747 A% VPN
IIAT Y M LTULMERLRZRWGEZ, ¥4Iy PV RY v—45RETDHLE
EHY EHA, FA4FTI 7 PRIV R =R OIEARDIE, VE—FT 278X 2T
AT I, VPNHRY A N TRARE L TEMET DXV T 4 T ITA4 T U AD—
PRy FT—7 ~OFEF A A TE L LOICTAHAETT, 4TI v ho xR o—
. VE—RTI7 BRI ITAT U MIEAFTI v IRV LY TONIZIPT RLARD H5GE,
FREELDVE— T I BRI TAT 2 MIBA DR —%3RE LRNE I ITTIHHAI
BB ET,

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create/ Edit | Psec Rul€e] >
[Tunnél Policy (Crypto Map) - Basic]

* [Interface] : ZDORY > —ZWHT o1 o F—T = A AL ZEIRL ET,

s [Policy Type] : 2D bRV KRU T —DHF A7 & LT, [Static] F721% [Dynamic] % R L
ESr RN

s [Priority] : RV > —DFF3A4F VT 4 B2 ATILET,
« [IKE Proposals (Transform Sets)] : IKEv1 33 X OVIKEv2 @ IPsec 7' 2 AR —H /L2 FE L £,

* [IKEv1 IPsec Proposal] : R U & —D 7 aR—H)L (FTFLAT75—h v ) &R
LCAA) 227 Vv o FH&, TIVT 477 NT AT+ —L&y hOU R MNIBE)
LEJ, [MoveUp] £7ziE [MoveDown] %27 Vv 7 LT, YA RN Ry 7 ARNTOT 1
R—PNLDIEFEE ANEZET, VT N~y 2 NV EREFIFATIv I )
Th vy MU RRTIH O rAR—FLEBIMTEET,

¢ [IKEv2 IPsec Proposal] : R U > —D 7 aR—H L (hTF U AT —A &y b)) ZER
LCIAAd| 227 Vw0 T2DE, TO0TA4TR NIV AT —LEy bOU X MNIBH
L£7, [MoveUp] £7-iX[MoveDown]| %7 U v 27 LT, VAR KRy 7 ANTOT 1
R—PNLDIEEFEE ANEZET, VT N~y 2 NV EREFEATFTIv I 7Y
Thwy 7 MV, RRTHN O rR—PLEBMTEET,

* [Peer Settings - Optional for Dynamic Crypto Map Entries] : /R U ' — DO E TR EMEEZRE L E
R

s [Connection Type] : (RA¥ T 4 v 7 "R/ KRY I —TDOHEZR)) . bidirectional,
originate-only, ¥ 72i%answer-only Z &R L T, ZOKRY o —DwI A THHEL E
9, LAN-to-LAN ###t D& 13, bidirectional & 7213 answer-only (originate-only T %72
V) ZR L E T, LAN-to-LAN TR R DY 513, answer-only 234 L £ 37, originate
only BN L7 HGIEL. RRIOEOTURE T AfETE ¥, HAEMITH L TR,
originate only & 7= (X answeronly #fEECE £9, EHHHT 74/ N TA R—7MIC
o TWERA,

« m
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. [Create/Edit IPsec Rule] : [Tunnel Policy (Crypto Map) - Advanced] 2 7'

* [IP Address of Peer to Be Added] : iB/3 2% IPSec E7 D IP 7 KL AZ AT LET,

* [Enable Perfect Forwarding Secrecy] : 78 U 3 —® PFS % A R — 7 /W T DL EITA I LE
T, PFSIE, HILWHF—3T_C, HH02WEOF—LERLARVE NI Sha
7 hTY, IPSec F T T—3 g9 THDT =—RA2¥—F, PFS ZIFELRVIRYD 7 =—
R NZEESWTAER SN ET,

« [Diffie-Hellman Group] : PFS & 1 X — 7 /UIZT 55618, ASAE v v a v F—DAERKIC
819~ % Diffie-Hellman 7 /L — 7 & &N L ME08H D £, IROBEREDH Y £,

*[Group1 (768 ' k) ]:PFSZ{#iH L. Diffie-Hellman Group 1 % f f§ L C IPSec &
ar X —%ERLET, TOLEDOFEHE generator BT 768 B N T, DA
Tra IRV E R LETN, LV ZOLBA — N—y REXE L LE
‘j‘o

* [Group 2 (1024 &> k) ]: PFS Z{# L. Diffie-Hellman Group 2 % fif f§ L T IPSec
tovard—%AERLET, ZDLEDOFEHL generator £(F 1024 £ T, Z
DAT > a X Group | LV @EWEEMEZRLETN, L0 EZOLBEA—/—~
NEpgEe LET,

 [Group 5 (1536 ¥~ k) ]:PFS Z{#i[ L. Diffie-Hellman Group 5 % fii F§ L C IPSec
tyvard—rAEKLET, Z0OLEDOFEKLE generator HL 1536 B T, =
DA T a1 Group 2 LY EWEEMEEZRLETN, L0 EOLIA—N—~y
FEvEE LET,

* [Group 14 (2048-bits)] : FERHRIEME 2 H L, IKEv2 (Zxf L T Diffie-Hellman 7' /L—
T4 L LS,

« [Group 19] : SE &AL 2l L. IKEv2 2% % Diffie-Hellman 2 /L — 7 19 % fifi
AL T, ECDH #¥%H—FLET,

* [Group 20] : SEEHREFE 2 F L. IKEv2 (Zxf L C Diffie-Hellman 7' /L— 7 20 % {#
AL T, ECDH #%H— K~ LET,

* [Group 21] : SEAHRIEFE 2 F L. IKEv2 (Z%f L C Diffie-Hellman 7' /L — 7 21 Z{#
ALT, ECDH ZH%HR—hFLET,

* [Group 24] : SEEHRIEFE 2 L. IKEv2 (2% L C Diffie-Hellman 7' /L — 7 24 % {#
);H L/ji‘g_o

[Create/Edit IPsec Rule] : [Tunnel Policy (Crypto Map) - Advanced] 2 7

m

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create/ Edit | Psec Rule] >
[Tunnéel Policy (Crypto Map) - Advanced]

* [Enable NAT-T] : Z ™R U 2 —® NAT Traversal (NAT-T) %A % —7 /ML £ 7,

» [Enable Reverse Route Injection] : DR Y —Difi/L— NEAZ A F—T7 VI LET, U
N=AN—=hArV=r7vary RRD F, FATIv 7 V=T 47 v haLzfl
MT2NEHN—FDN—T 4 v T T =TT —F AT DR ESNET, ¥ A
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A

[Create/Edit IPsec Rule] : [Tunnel Policy (Crypto Map) - Advanced] % 7' .

FTIv s —F 7 7a harofl LTiE, OpenShortestPath First (OSPF) | Enhanced
Interior Gateway Routing Protocol (EIGRP) (ASA #5173 5545) . v—T 4 » JiEHRT
2 k=l (RIP) (UE—RVPNZ 747 F°LAN-to-LAN & v ¥ a3 U2 H) 2350
F9, RRILEHETITON, FHELRINET, RENLEEITHBRSND ETED
FFEILRVET, ASA I, V=T 4T T—TIIAET 4 v 7 b— b EHBITEN
L. OSPFEfEH L CENGLDNL— 2T TAX— KRy NU—F FIR—F—L—4
\ZiEFI L E 9, EE0/485E (0.0.0.0/0.0.0.0) ZRER Y MU —27 L LTHRET 55 61E.
RRIZ A =TI LRNTLIZEW, T 74V M— eI NT 7 4 v 71085
LET,

* [Dynamic] : ¥4 F I v ZIZHEESNTWDHHE. RRIIEIPsec Ex 2T 4 TV
T— 3y (SA) OWELFINFFIZVER S 41, IPsecSABHIBR XS EHIBRSILE T,
W, RRIV— R, v— "BFEET. T 74 v 7 WAL T 2 RERH 56
W2, bRV ERBTATEOIERESNET, #1471y 7 RRIBPFR—bhILd
E. RURADPHESLENDETL— IRHFIELEREA, LERST, ¥A4FIv 7
RRI A3F%E SN 72 ASA 1T, VARV AL L TOLEELET,

GE)

HAF w7 RRULIKEV2 R—ADAX T 4 v 7 WiH~ v 7120}
WCEH S ET

[Security Association Lifetime Settings] : Z% = U7 4 7Y T —3 3 (SA) OWIM%EH
ELET, ZTONTA—=HIZED | IPsecSAF—DT A 7 XA LAOWERMEZFE L F
o TA T HA LIE, Psec SARHIREINIC 22D £ TOFRMIEEZ R L, HLnF—LH
XA — b TLHUERH Y T,

¢ [Time] : B¢ (hh) . 43 (mm) . BROF (ss) HALTSADTA 7 XA LEFEL E
TO

s [Traffic Volume] : ¥ 234 NHEALDO T 7 4 v 7 TSATA 7 XA LEERLET,
IPsecSAMHIBUINIZ 2B ETORSM a— RTFT—ZDFa( NgE AN LET, &
/MBI 100 KB, T 7 4/ MEIX 10000 KB, H MBI 2147483647 KB T,

[Static Type Only Settings] : AX 7 4 v 7 R RNV R —DONRIFA—FERELET,

* [Device Certificate] : i3 HREELZ TR L ET, 7 7 4/ h® [None] (FriLA
F—HafH) LSO EZRIRT 55546, [None] IS4 8T 5 & | [Send CA certificate
chain]| = v 7R v 7 ANRA TR0 £,

* [Send CA certificate chain] : h 7 A ks RA vk F=—2R2RDREE A F—TLIZL
i—é—o

* [IKE Negotiation Mode] : IKE ®r Z ¥ =—3 3 > E— K (Main ¥ 7213 Aggressive) % i
WLET, ZONRTA=ZIZLY, F—HFROZHE SA DYy N7 v T 2T 5E
DE—REHRELET, XA =—Ta VORBUNPEHATLIE—RERTEL, X
xR R =— 3 LET, Aggressive T— NI T, T2y &
KPR 2 D72 §H 2 EMTEETH, BENS—7T 4 OIDIFRESNEHE A, Main

« m
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. [Create/Edit IPsec Rule] : [Traffic Selection] 2 7'

= FIIERET, N7y P ERHEENR L 20 323, BE/N—7 1 D ID ki
LET, ZOF— RIIVLZEMENE. 774/ FTEIRSNTWET, [Aggressive]
Zi®INT % & | [Diffie-Hellman Group] U A 37 77 4 712720 £,

+ [Diffie-Hellman Group] : i /9~ % Diffie-Hellman 7 /b — 7 %R L £9°, Group1 (768
Ew k) . Group2 (1024 £~ ) Group5 (1536 £ F) OHF bR L £,

*[ESPV3] : HEICMP =7 — X vt —T % Wb~y e XA v Kb~y 7O
EHLLIZH L THREET A0 AIEL, EX a2V TF BT Vio— g R —%3%
ETHN "TFT7 40 7a—ry heA R2—T NI LET,

* [Validate incoming ICMP error messages] : IPsec b > % /L& L TRZIE SN, 7T A _—
bRy hU—27 EONEARA RDBSEEDO NGO ICMP =7 — A vt — Y ERGEET
HME I MEEIRL T,

* [Enable Do Not Fragment (DF) policy] : IP ~~ % —{Z Do-Not-Fragment (DF) E v k
Ty hERFORE RN Y b & IPSec T VAT AN ED LI ITRIET 50 & EFEL
F9, WOWTNNEZERINLET,

[Clear DF bit] : DF &> R &M L £,
[Copy DF bit] : DF &> M &H#EFF L £77,
[SetDFbit] : DF By h &R E L THEH L 7,

* [Enable Traffic Flow Confidentiality (TFC) packets] : b > R/ ZH@iET 5 T 7 4 v 7
TRTFANETATTDHLI—DTFC N7y b A F—T W LET,

A\

GE)  TFC A X —7/LIZT SHHINZ, [Tunnel Policy (Crypto Map)] @
[Basic] # 7 C IKE v2 IPsec 7" 2 AR —HI/L ISR IE STV T UL
0 FEH A

N—=Zh R —FK P A X, BIOZXALT T RXTA—=2EEHLT, F5EL
72 SA TREMNZ T VA LRESONRry vEARLET,

[Create/Edit IPsec Rule] : [Traffic Selection] % 7

m

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create/ Edit | Psec Rule] >
[Traffic Selection]
ZONA T, RETD FFF) M7y 7 ERIIRELRY ER) T T4 v ERE
RCEET,
s [Action] : ZDON—/VTCEITTAHT 7/ arEEELET, #RKIL, [protect] & [do not
protect] T3,
* [Source] : IHMETLFA NELIFZRY NTV—JDIPT RV A, Ry NT—7 FT7V=7 b
IN—T FTFA B —T 24 ZIPT RLAZIBELET, L—1 Tk, FETis
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[Create/Edit IPsec Rule] : [Traffic Selection] 2 7' .

oM GFTHRUT RLAZEHTEEHA, [L]JEZZY vy 7 LT, RO7 41— REgET
[Browse Source] XA 7 2 7 Hh v 7 AxR & ET,

« [Add/Edit] : XETLT RV A E I N—T 2B 5121, [IP Address] £ 721%
[Network Object Group] % i®&K L £ 9,

o [Delete] : => U ZHIBRL £,
* [Filter] : BRINDFERE T AN Z VL TFTHIPT RLAZASLET,

o [Name] : i< /3T A —F N, EETLARA MEITR Yy MU= DLA4FIZRET D2 &
R LET,

* [IP Address] : fE< 73T A—% 13, FETLAA NETLITIRY NV—FI DA v F—T = A
A IPT RVA, B 7Ry N v AV ERRETHZEERLET,

o [Netmask] : IP7 RURIZH#HT HIEHETF 7Ry b~ A7 2R LET, ZO/NT 2 —
XX, [IP Address]| 7'V a v RE U HBRIRT D L EICRRINET,

* [Description] : st & AJ) LE T,
s [Selected Source] : TR L7z MU ZXEITLE LTEDDITIE[Source] 7 U w7 L
*7,

s [Destination] : S8R A N E/IFR Yy hT—ZDIPT RLVA, Xy NU—7 A7 V= k
TN—TF FTIA L EZ—T 2 A AIPT RLAZIEELES, L—L Tl #ET L5
FHOWMGTRLT RVAEFHTEERA, Z2% . [.]E227 V7 LT, RDT 4 —)v
K&&Te 365602 (Browse Destination) | %4 7 12 7 B & ¥4,

* [Add/Edit] : [IP Address] F 7=1% [Network Object Group] Z3&IR L C, %857 RV 2 E
X7 =T EBMLET,

o [Delete] : =2 U ZHIBRL £9,
o [Filter] : R ESNDERE T ANEZ YV TTHIPT RLAZASLET,

* [Name] : < /8T A—=H 78, FaSeR A FELITR Yy N —27 OARTEZEETHZ L&
ﬁ_\‘bi—a—o

o [IP Address] : HE< /8T A—H 0, S50 HFA NETIIRY NV =0 DA U H—T = A
A IPT RLVA, BROY TRy b A7 E4ETLHZ 2R LET,

* [Netmask] : IP7 R LA IZH# AT 2IBHES 7Ry b~ A7 ZRIRLET, ZO/RT A—
XX, [IP Address] 7'V a vy R HHEIRT S L XICERRINET,

* [Description] : @Bl &Z AT L £,
* [Selected Destination] : &R L7== > kU 505G & L TE %1213 [Destination] & 7 U v
7 LET,

* [Service] : y—ERZANTHh, £F[..]% 2 U v 2 LT [Browse Service] ¥ 7 1 2
Ry /7 A%BE, F—EAD Y X FHLBIRTE ET,

| « m
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. [Create/Edit IPsec Rule] : [Traffic Selection] 2 7'

A\

« [Description] : [Traffic Selection] D> kU Ot A A L £,

* More Options

* [Enable Rule] : ZD/L—/L%& A X —T /L LET,

* [Source Service] : ' —ERAZ AT L0, [.]EZZ7 V7 LTH—ERASRE AT 1
TRy 7 AZRE, Y—EZDY X S GIEIRL ET,

+ [Time Range] : Z D/L—/ L& AT 2 EEMEHEEZ TR L £,

¢ [Group] : #E< /XT A =&, EEILHRANELITHRY NV—T DA X —T A A&
TN—TRHE/ETDHI L EBRLET,

o [Interface] : IP 7 RLADA L F—T =2 A AL EEIRLET, ZTO/RXT A —FL, [IP
Address]) &7 a v ARE UEBRIRT H L IR RSINET,

*[IPaddress] : ZOR IV —NlHEINDHA L H—T 2 A ZADIPT RLAEEELFE
T, ZO/RT A=K E, [IPAddress] A7 v a v RE U EERT S L& ICEREINE
‘é—o

* [Destination] : &5 70, SEEDOHRA M EZITF Yy U —Z1Z2O0WTC, IPT RLA, X
NTD—0 T =7 F TN—T F3A L H—T =2 AIPT RLAZRELE
T, =TI, BEEILESEOW S THRILY RLAEFHTEERA, 26D
T 4=V REOWTNNT[.] 27 Vw7 L, IRDT 4 —)v K&EETe [Browse] XA 7 1
TRy 7 AEREET,

e [Name] : EELE/ZITSEHEDOFA N E TRy hU—2 L L THEATAA ¥ —T =
A AL HETRINLET, ZONT A=, [Name] 47T a v R¥ U ERIRT D L X
WCRRENET, ZhiE. ZOF 72 g CBEMT BN AME—D T A —2 T,

s [Interface] : IP 7 RV ADA o Z—T = A AL ZBIRLE T, ZD/NTA—=HX,
[Group| A 7' v ay RE %27 Vw7 THEXICRRINET,

* [Group] : IE[EILETITSEIEDHR A NEITHRy N —ZIBESNT A v F—T oA
ANFET DI N—TOL4FIERIRLET, UA My U BMTE 20 GE1T, BE
FIN—TDHATEANTTEET, ZO/RTA—H|L, [Group) 7'V a v RF %
IV 7T HEXICRRINET,

* [Protocol and Service] : ZD/L—/VIZBE T 5712 haj NI A= L —E R RXT 2 —
ZafRELET,

m

GE)

[Any-any] IPsec/L—/VIIfEHTEEHAL, ZOX A TDONL—L
2L, TS ZBLIFDOET 3D LAN-to-LAN | > %L
EYVAR— I TER{ 0 ET,

«[TCP] : ZD/—/v% TCP #HRICHM T2 Z L Z2ELET, THERIRT S L&
[Source Port] 7' /L —=" 7R » 77 A & [Destination Port] 7 /L —7 R 7 AHLFRINE
R
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IPsec BRI IS AVT—Ya v RYI— .

+ [UDP] : /L— L% UDPEHCIZHEAT A Z L2 ELET, ZHE®INT 5 &, [Source

Port] 7' /\—7" 7R 77 A & [Destination Port] 7 /L —7" 7R v 7 AL KRS ET,

« [ICMP] : L—/L & ICMPEEGICHEAT A Z L2 MELE T, TNERIRT D5 L. [ICMP

Type]l ZV—"7 Ry 7 AbFERINET,

c[P]: ZDON— L% IPHRICEHAT 52 EE2BELET, ZNEERTH L, [IP

Protocol] Z /v —7" Ry 7 AL FRRSINET,

* [Manage Service Groups] : [Manage Service Groups] A1 > & F /R~ LEF, TD/ XX/ T

1Z. TCP/UDP ¥ — bt R/R— hD I )N—TFZBI. WtE. EI1THIGRTE 1,

» [Source Port] 3 & UF [Destination Port] : [Protocol and Service] 7 /b—7 7R v 7 A TE4R

LA 7 ary RE TS T T, TCP £721X UDP iR— h RXT A= RNFIRENFE
R

* [Service] : il x DY —EADNRT A= EFELLIELTWDHZEERLET, 74
NEOEARCHERT 2 —be 24 L 7= T UEEFEREELE T,

[Boolean operator] (7172 1) [Serv1ce] Ny 7 ATHRELILY—ERAEZMET S
WHERT 27—V T & (S, RNES KRV ARy EdEE) 2 —
ﬁ?‘%ﬁ LET,

s [Service] (7~L7e L) : ARG OV — R (https, 1daps, EDfh) ZHFE L ET,

range*j‘—l:“X?ﬁiw¥%?bﬁ§ﬁ‘ék\ ZDORTA=ZIT2ODR v 7 ALY £,
Wy 7 AT, #HOBRME LK TEZ A LET,

e[] i —ERADY R MBRFERIN, I 2 TIER L2V —E AN [Service] R v 7 AT

RSN ET,

* [Service Group] : IE[EILA— hDY—E X FNA—TDAHFIZBELL S L LTWLZ

LR LET,

e [Service] (T~ 72 L) fEHT L —ER 7 —7 %2R £,
* [ICMP Type] : fEI4 2 ICMP # A 7 Z48E L E T, 7 74 /b MEany TH, []HH

a7y I7THE MHAFRERIATD) A SNERSNET,

* Options
* [Time Range] : BEAFORFHEEFA D4 RIZFEET D7, F 721308 LA Z1ER L £
*[...] : [Add Time Range] A U NE R I4L, T2 TH LWIFH#EHZ ERTEET,

« [Please enter the description below (optional)] : /L — /M- DOWCRIHZRFIH 2 A3 5 7=

DD ANR— AT,

IPsec BRI 75T A VT— 30 R —

[Configuration] > [Site-to-Site VPN] > [Advanced] > [| Psec Prefragmentation Policies]

« m
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B orsecmsiossavs—vavkys—

IPSec Pre-Fragmentation "N Y & —TlX, "7V vV A X —T = A 25N LT T T4 v T %
oV o735 L&, RNMEEHN (MTU) OREEZBX 537 v SO FIEEZREL
EFT, ZOMREIZEY, ASAL 7 T4 7 MOV —F ETINAT T SA ANIP 7T 7 A
FNefEmERIT Re y 7T oRICRHLTE 9, 722X, 7 T4 72 hA ASA DEHZRD
FTP #—/S—{Zxf LT FTP get A~ FEFETT DL LET, FIP b——mbikEFEan s
v ME, B TRMESNTEGEINT ) v A F—T 2 A A LD ASA O MTU %A X%
BT HAREMEN B Y £9°, ASATOZNS D /Ny NOFE LT, BIRENWZF T a
WIS U TIRED F4, FRIT7 T /AL T—2ar R —Id, ASADAT Y w7 A2 —T =
AANPBEHENDI TR TO NI 7 4 v 7 IZHEAINET,

ASA L, PRV T ENTZTRCONRTr Yy b TvMELET, ZOBTEvAALDHE,

ASAIIMTU OREMEBZ D37y v 777 A MELT, R"T YU wI A F—T xR
MHBEELET, ZHBNT 74V FORY —TF, ZOF T avid, 779720 MeEh
7oy B3, BEEZR LT R R VB Z TR SN DRI CHRE L 9, FTP OB Tk, K&
2Ty RINI T EESIVT G, IPLA YT T 7 Ay MeaivEd, HET 1 R,
TITA N Ray T o0 ERIFRE 77 7A N E Rry T LET, m— KA
TV T TR AN, BETITA L NERY AN AREENH Y £,

TR T TAT—va kA RX—TMIT HE, DT EMMEOFNZ, MTU OFKEE % 2
HRRV U TEINTNNTy BT T T A MeasivEd, ZbD/N7y MIDF By bR
WESNTWDHE, ASAIZDFE Y b2 27 U7 L, Xry haT7 772 ML T B h Y
B LET, ZOT 7 a0, NT VI A B —T 2 REBEND 2 ODMNL LT
HETZT T A MEIP Xy MBS L. BT YA B TTEER SN DR Ny MZT T
TAV NEETHZ LK, 2ROy RRET A MIEFIEEIRET, 22
TORITIE, ASAIIMTU 282k L, DFEY 227 U735 LI TTI T T AT —
Ta k@R LET,

\)

m

6=

WTNDA o H—T 2 ATBNTH, MTU £73FRI 7 I 7 A T —v a4 T va v
EELTHE, TNTORGFOERNUMSNET, X, XT Vv s A0 F—Tx AR
TL0 DT 7T 4 T b RABKET L, 20O & ZTHNBA v ¥ —T =4 AT [MTU] £7=
I% [Pre-Fragmentation] = 7> a3 V2 AR T 5L, XTIV I A F—T oA ADTXTDT 7V
TaAT R RN Ry I ET,

ZONA TR, BN VTR LA v F—T = A ZADOBEAFD IPSec FRIT 7 T AT —
v = ARY v—L& Do-Not-Fragment (DF) By b RV v —2 R IRELIIHMEL 7,

J4—ILF

* [Interface] : BIRESNToA X —T 2 A AZHAILET, ZOXAT TRy 7 ZREMEHL
TH, ZORTA—HFIERTETERA,

* [Enable IPsec pre-fragmentation] : IPSec DRl 7 7 /' AT —v a kA4 x—T7 )V E I
T4E—T M LET, ASA L, BT EMET HHENC, MTU OREEZB LD b v
TEINTNRTry Va7 F 72 MELET, 26037y MIDF By RREREINT
WAHHE, ASAIZDFE Y Na&27 VT L, Xry ha 777 A ML Th bl 7l
LET, 20773 aickv, "IV 7 02 =7 A%REND 2 OOMSL LTI
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Ke2 755 4v7—vavA7vavonsz |

7T 7 A MEIP Ny RMERRS L, BT T A P TEER I NS TRy MZT
TR NEERTHZLIZRY, 2D Ty ERET YA MIEFIBEEINE
j—o

« [DF Bit Setting Policy] : Do-Not-Fragment £ > ~ 78U 2»— : [Copy]. [Clear]. 7213 [Set]

IKEV2 2S5 A T—2a AT aVDRE
ASATIX, IKER 777 AT —va kA X —TNEIEIT 48 —T VT HIENTE,

IKEV2 X7y b D7 Z 7 A METHMT 2 MTU (R Rfcikxr=> ) ZHEETEET, £
7o, BHEZIROWEE T, BT 2777 AT —vary TRAERETEET,

[Configuration] > [Site-to-Site VPN] > [Advanced] >[I KE parameter s

FI7 4 F T, TRTCDIKEVR 7T 7 AT —2 9 VIFRBA R —T 272D . MTUIL576
(IPv4 OIFE) F7213 1280 (IPve DIFE) | #4325 H UL IETF 4 RFC-7383 &£ 720 &
S

WOEAZEB LT, MTU ZHEEL T E &,

« 92 MTUEIZIX, IP (IPv4/IPv6) ~~ Z—+UDP ~v # —DW A X% G 5 ME)N
HYET,

EHEIZL > TIHRESNTWARWES., T 74/ O MTU 1576 (IPvd OH4A) £7-1%
1280 (IPv6 D) &7 £,

cIRETAH L. LU MTU 2 IPv4 & IPv6 O F CTHEA S E T,

« HEhEIFHIL 68 ~ 1500 T,

\)

GE)  MTU OFEERFIZ ESP A — —~y REZEBTHLENH Y £9, BELTIZ MTU BN X
% ESP A— 8 —y RIZL Y, BBAbBIC N7 YA AR L £, packet too big]
T T —NEREINTZHEIE, MTU A X2fER L, X0V MTU 2% E L TS0,

WOV R—FENTWB T TS A LT —ar FROWTNNE, IKEV2 DESLE T 57 X
T—varFRA L LTRETEET,
« [ETF RFC-7383 HEHENR— XD IKEV2 7 T T AT —3 3 1,

c ZOHFRUL, MEFOETHRRI T — g FIZHR— AV 77 Lo 2EEET
HEAITHEA SN E T,

c ZOFREMEHTHE, 75T AT — a L OBICK LD FEIT S, FIKEV2 7
FTALR A= RNERNRES N E T,

eV RAAMBDT T T AT — g,

| « m
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. IPsec Proposals (Transform Sets)

FIE

s ZOHAIT, T4 AnyConnect 7 7 A 72 b I EOETIZ Lo TRt SN HMHE—D
FETHHEE, TR FOE TR I o= g VI R—F e AV 7710
AEEETHHEIERINET,

c ZOFKEMATHE, BRALDRIZT T T AT —2a rBRETINET, ZEM
DETIH, TRTCOTFITALMNEZETDHET, Ave—VEEET LI ELEGE
TAHIELTEERA,

c Z U, RSO T L OMAEERMEIIH Y EH A,

4R8O HHEIIZ

e RAMIUT 4 A ANV TP R—FENTWERFA, MTUIZ, Xy hT—27 D=—XTH
DOECTHTHRETDILENLY F7,

s ZORREILT B — L TH Y | BRE DN AR XD SA I EEKIFLET,
VIR SA IFEAZ T EHA, 7T A T—varNT =TIz f;ofu\éiﬂ/\
THRIERTT,

K100 DT T A Mg TEE T,

ATv 71 ASDM T, [Configuration]>[Siteto-SiteVPN] >[Advanced] >[I KE parameters] (&8 L £,
AT 72 [Enable fragmentation] 7 ¢ —/b R & B4R F 72 (L8R L £ 9,

AT 73 [Fragmentation MTU] TH A XZ4/E L £7°,

AT v 74 [Preferred fragmentation method] THEET 25 F XA/ E L E7,

IPsec Proposals (Transform Sets)

m

[Configuration] > [Site-to-Site VPN] > [Advanced] > [ Psec Proposals (Transform Sets)]

]‘?:/X7j‘“—'-&6i\ '3:"—& 7‘:’“—‘(%?7——5“6?7%'“5@12/ }\T\ %‘wynmuﬁ 7*“—&1%%15
M, BIOTF—ZEMfaEHRLET, 220, 120 N7 A7 +—2A00%, 3DES 51k &
HMAC-MD5 Z23E7 /L2 Y X (ESP-3DES-MD5) 12k % ESP 712 k= LT,

T, U, BIRTHIKEVI BEOIKEV2 T A7+ —b By FEAFER, BN, RE.
FIFHIBRT A0 ALET, T —7 ML, REFHLD T AT 3 —hEy D4
A &N E R EINET,

[IKEv1 IPsec Proposals (Transform Sets) ]

* [Mode] : ESPH; b LBGEA M 32— R, Z4uc kv, ESPAEHASNL AV U
DIP /X7y EOEBRIE SAVET,
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IPsec Proposals (Transform Sets) .

* [Tunnelmode] (77 #/V 1) : ESPHESAL EFRREATTDIP X T > MK (IP~y & —
ET—H) [CHEAEIND T, RKROEFITLT RUARLSEET RUANRIEFRRITARD
FT, TDOIPT —H 77 LBENEELII, FLWIP Xy hOXA m— NIk
DET, TOF—KRTIE, V=72 EDRY NT—2 T34 AR [Psec DT B F T &
LCEECTEET, 2F0, LV —FREKA MR- THEELEZITWET, EET
=Ry NERFEA L L, IPsec bRV L THEE L F 9, i —H ik
DI T —E 7T LEEEAL L, 56T AT ACHEEELET, Fr R E—FDOK
TRFRIE, m R VAT AEERE L7 TH IPsec #FIHTE S L0 H Z & TT,
T, b T T4 v I bIR#ET D L TEET, PRl B REFEHTS
L. BBEHEIZEI M RADTY RRA b Lhbibd, bl 7 Eni sy
FOARFDRE T EHRITDOD FEAL (INED RO RIRA M ERT
LETHIAER) .

* [Transport mode] : IP ~<A & — R7IZFB3HE S I, JTTDO P~y X —TEDE LR
WET, ZOE—FIZIE, &7y ML FLBinsnd, A7 Y v 7 Xy b
T—7 EOT A AN, N7y b ORFKIIREE L LS AR TE D &V ) AR
bV FET, BEEE—RFTIE, PRy hT—27 TORBIZRAEE (72 & 21X QoS) %,
[P~y X —DFRICIESWTEITTEDL L ICRV EF, L, LA Va~y ¥ —
B SLEND T2, 7y FORENHIRSET,

« [ESPEncryption] : N7V A7 4 —ALty hOI 7B EXF2 VT 4 7 b= (ESP)
B b7 LY XA, BESPTlX, 7—4 7 I7A N —H—ER AT varor—4iR
AE, BEROY A BRI — e AR RS L E T, ESPIX, RSN TWDLT—F %
7L LET,

« [ESP Authentication] : h 7 > A7 4 —2Ah &t FOESPRFET /LY X A,

[IKEv2 IPsec Proposals]

+ [Mode] : ESP IS 5l & BAEZ T 5% — K. ZAUCED | ESPASHM S DAY Yo
DIP /37y b O IRIE SET,

* [Tunnelmode] (&7 #/v k) : BT BVLE— RN h RV E—RICRDEF, b

L E— KT, ESP B BAL L FBGENTED IP /37 v h&fR ([P~ X — LT —4)
WA SN D720, KRROEFILT RLRELFEET RUARIERRIZRY £, LD
IP 7 =577 LBEPEESLI, HTLWIP ATy hOR_A m— R £,

TOFE—RTI, L—FREDFy KT —27 FNA AN IPsec DT ¥ b LCEIME
T&EET, 2FEV, V—FPHRX MR- THEBLEITONET, EETL—F2 08
v bEEEELL, Psec bR VEMER L Cist LET, 586 — X300 IP 7 —
ZT T LEEFEL, SRV AT MIEELET,

bR BT— ROREARFEIE, = R AT LEEE L2 Th IPsec #HHTE
HEWVWHZLTY, Fle, bI TS v ORET LI LB TEET, b
T REMHEHT DL, WREII N FLOZY KRS 2 LD LT, bR
YT ENTANT y FOARDKFEITL LESKITOND FHEA (IRER RO
RARA v~ ERCHETHRE

« m
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N

IKE |

s [Transport mode] : 7 3% — F L TWARWEE, 72 LE— FiZ, horxb
E—RIZT 4= NNy I T4 T a AFEDEREE— NIV £9, transport E—
RTIELIP A v — R RHSAL SN, TD P~y X —FTOEEMHSNET,

ZOE—RIZIE, K7y ML FLaBmERT, 7Y v s xy hU—7 E
DT NA RN, N7y NORKEHREE I LA ERBETE L LV IHIFLENRH Y F
9, Bt E— R TlE, PRy T —27 TORFIZREE (72L& 21EQo0S) %, IP~v
H—DERIZTESNWTIATTEDL L2 ET, 2L, LA Va~y X =05
fbEns7H, oy NOREDRHIBINLET,

* [TransportRequired] : 77 7 /WbLE— RIFfZEE— NIZ L7 A, b E—
RIZ7 =Ny 7§52 LIETE ERA,

m

GE)

BAEE— RIZ, UEBE— R 727X VPN ICIFHERINE A,

7T — ORI — g3 U OFIEZRO EBY T,
A=V T — ANEEEE— REREL, LARUER PRI E— RTIHEELESA.
A= —R I RNV E—RICT7 =Ny 7 LET,

« FEFHI7S tunnel & — RAHR L, A transport E— R TIE L7285, SEAMIE
tunnel E— NIZ7 4 —A /Ny 7 LET,

o FASMIA tunnel B — R &R L, JSZI2 transport-require & — R DGE ., JEEANL
nR—PNLEEELEEA,
o [AREIC, A =3 = — &) transport-require — KT, VARV ZN h R ET— KD
Alx, VAR 55 NO PROPOSAL CHOSEN M p41E &L E 1,

s [Encryption] : IKEv2 IPsec 7' R R —HLDA 7w fbtx 2V T ¢ v ha) (ESP) K

BTN T ALERLET, ESP T, T—HF T4 NR— WP =LA, A7 3D
T—HBIE, BEOY LA BE I — ARSI E T, ESPIX, fREINTWD
F—R 2T LET,

* [Integrity Hash] : ESP 7' s /L D7 — ZBEEWARFET L7200 Dy 2 Toa Y X b

ZRLET, Ny PARBELERELMLREINLI L, EeEhicEEshTn
LILERFELET, Ty PPELLERE OO RES NI L, A PIcET
SINTWDHZ EERIELET, AES-GCM/GMAC 35T /0T Y AL e L TREINT
WHEEIE, XNVESWET VT ALZRIRT LMLERH Y £,



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



