Microsoft Hyper-V ASAv
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B ASAv  Hyper-V 47
[ ] 0 47
[ | Hyper-V ASAv 50
®  Hyper-V Hyper-V ASAv 51
B Hyper-V 57
[ ] 59
m MAC 60
m SSH 60
Hyper-V ASAvV
Hyper-V Hyper-V Hyper-V Powershell
CLI Hyper-V ASAv
50 Hyper-V Hyper-V
Hyper-V ASAv 51 Hyper-V
SSH ASDM Hyper-V SSH
SSH 60
1 46 ASAv ASAv Hyper-V
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ASAv Hyper-V

1 ASAv

“'ﬂ, Inside Outside h'ﬂ’
Subnet Subnet
Manage ment Subnet
ASAvV Hyper-V
[ ]
— CiscoUCS B
— CiscoUCS C
— Hewlett Packard Proliant DL160 Gen8
] (O8]
— Windows Server 2012
- Hyper-V
ASAv 64
[
Hyper-V ASAv VHDX
[ | 0 Day O
ASA CLI
47
] 0
firewall transparent 0
47

46
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ASAv  Hyper-V

[ |
Hyper-V ASAv /
/
MAC MAC 60
ASAv MAC
/
®  Hyper-V 8 Management 0/0 GigabitEthernet 0/0  0/6
GigabitEthernet
B VLANs
VLAN Set-VMNetworkAdapterVLan Hyper-V Powershell
NativeVlanID VLAN VLAN 0
Hyper-V
[ |
[ ] 2
B Microsoft Azure
ASAv  Hyper-V
B MS Windows 2012  Hyper-V
[ | 0
ASAv 0 0
ASAv write erase 0
47
m  Cisco.com ASAv VHDX
http://www.cisco.com/go/asa-software
Cisco.com
B Hyper-V 3 /VLAN
Hyper-V Cisco ASA Compatibility
ASAv 0 Day 0 ASAv
ASAv dayO-config
dayO.iso dayO.iso
0
SSH
ASA dayO.iso dayO day0.iso
ASAv 0 ASAv
write erase 0
ASAv
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http://software.cisco.com/download/navigator.html?mdfid=279513386
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Hyper-V ASAv
0
ASAv Cisco Smart Software Manager Smart
Licensing Identity ID idtoken 0
ASAv ASA
0
0
Linux Windows
1. dayO-config ASAv CLI 3
ASA day0O-config ASA
day0O-config ASA ASAv
day0-config show run

ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level 0
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

Cisco Smart Software Manager Smart License ID
ID ID

ASAv day0-config
- IP
- SSmart Licensing HTTP
- HTTP tools.cisco.com route
— tools.cisco.com IP DNS
- ASAv Smart Licensing

- CSSM ASAv
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Hyper-V ASAv 0

5. ISO CD-ROM

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ID Smart Licensing ASAv
6. 1 5 ASAv IP

Hyper-V ASAvV 0

47 Hyper-V

1. [Server Manager] > [Tools] > [Hyper-V Manager]

2. Hyper-V [Settings] [Settings]
[Hardware] [IDE Controller 1]
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ASAv

Hyper-V

v 4 » G

ASAv

ASKvtiypes W vinds
4 DVD Drive
AS Aty ik isn
= I 1DE Controller |
{4 OVD Drive
day-v3so
B8 SCS1 Controlier
# § Metwork Adagter

Met comnected

" Some services affered
3 Chedipont File Location
Co¥Progr amOata Maroseftinn,
&4 smart Pagng Fie Location
Ce\Pragramiata Mrasafiiivin,

| £545-100-10-14-22-new
& Hardware 1~} {4 DVD Drive
| Add Hardware
& 8105 Selact the controber and kocation on the controliar to attach the CO/OVD drive.
Boct frem D Controler: Location:
. Merory [€ controler 1 ~| [0 gnuse) -
1024 M
8 £ Wil ot Speify the media to use with your wiual CD/DVD drive.
= W IDE Controler 0 ) Mone
& @ Hard Dreve * mm

|cunuqmunicmanﬁawwwmﬁhﬂqamq. i

yacs TD/ON0 drive

To remove the virtual CO/OVD dive from s wrtual machine, didk Remove.

[ oc | cos [[ aooy

LErELT

3. [Media]

Windows Powershell

1. Windows Powershell

2. ASAv

[Image file] 0
[Apply] ASAv

Hyper-V ASAvV

Hyper-V  ASAv
Hyper-V

ISO

new-vm -name S$fullVMName -MemoryStartupBytes S$memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\$ImageName.vhdx -Verbose

CPU 1

3. ASAv

set-vm -Name $fullVMName -ProcessorCount 4

4.

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter"

mgmt

50

Hyper-V

Rename-vmNetworkAdapter -NewName



Hyper-V ASAv

Hyper-V Hyper-V ASAv

5. VLAN ID
Set-VMNetworkAdapterVlan -VMName S$fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"
6. Hyper-V

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 1151mgmtswitch

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 1151mgmtswitch
Set-VMNetworkAdapterVlan -VMName S$fullVMName -V1lanId 1552 -Access -VMNetworkAdapterName "inside"

Add-VMNetworkAdapter -VMName $fullVMName -name "outside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1553 -Access -VMNetworkAdapterName "outside"

Hyper-V Hyper-V ASAvV
Hyper-V Hyper-V  ASAv

1. [Server Manager] > [Tools] > [Hyper-V Manager]

Server Manage

Tools View Help

Bitwise S5H Server Control Panel
Component Services

Computer Management

Connection Manager Adminsiration Kit
Defragment and Optimize Drives
Embedded Lockdown Manager

Event Viewer

Group Policy Management

Pt Health Registration Autharity
Enabled

Hyper-V Marager

wrELF

Enabled

Z

Internet Infarmation Senaces (I1S) Manager
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ASAv

Hyper-V

Hyper-V ASAv

2. Hyper-V

ww o B
B HypeV Mansge et
1 TGOt e - [ CPUUsage  heigred Memory  Uptome <
l':"‘cm i exsmracsa [ o et v msa | Y
s Vet ASAA NI Biyhed  Rueg " 1 15rs | et Viotual Muching..
ASRA MBI Hivhand  OF | T Wy e
I sasonns o b UL rtad Sk Mansges .
B A I00 A0 yand W R Vit Aot
I?[muuun - . b EdeDaa
S et Dk
Cheuhpuints Lo [P .
Thie ssectad o7 PEVE Pl 0 SO 7K Rermawn Sorver
4 Raivesh
Wi 1]
B vy
il Commen
i [ .
:m!ﬂ:_-l}w @ i
Cwsted LN D% PN sttt B Chectpont
Verses 50 P o
Cnerratin | o Iapert_
Wgten o =] Benae
B Delete
Sy My | S | ghcmer i o
! H v
4t - ] g
3. [New] > [Virtual Machine]

File Action View Help

== ==

33 Hyper-V Manager

| Alirtiaal Aarhi

s orcon gy
II u7icom Hp\"ﬂ?ﬂ[ Mew » Virtual Machine... j
I| U71COTHPYO3D Import Virtual Machine... Hard Disk...
Ba u71C02HPVORD P Floppy Disk...
Virtual Switch Manager... nand Off
Virtual SAN Manager... Ot
e — W Off
Edit Disk... hand off
Inspect Disk... e
THR
Stbp Senvice
Rernowve Server
Refresh
The selected virtual machine has r
Wiew b
Help -%
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Hyper-V Hyper-V ASAv
4. [New Virtual Machine]
‘n
y Before You Begin
Before You Begn Mm&mmﬁhammgwmmvrum h;:lal:eu‘l’;‘.i:wsai:ﬂar||=I
computers for a variety of uses. You can use this wizard to con! virtual machine now,
Speafy Name and Location you can change the configuration later using Hyper -V Manager.
Sy SN To eate 2 virtual machine, do one of the folowng:
Chck Finish to te a virtual machine that is configured with default values.
" eale a ma con 14
Configure Networking » Click Next to oeate a virtual machine with 3 cus tom configuration,
Connect Virtual Hard Disk
Instalation Options
Summary
[] Do not show this page again
= | =
cone | Next> || Finsh ||Cmr:dlns
‘tn
5.
- ASAv
- ASAv
ASAv [Generation 1]
- ASAv ASAvV5 1024 MB ASAv10 2048 MB ASAv30 8192 MB
[Use an existing virtual hard disk] VHDX
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Hyper-V

6. [Finish]

Before You Bagn

Spedfy Name and Location
Spedfy Generaton
Assign Memory

Configure MNetworking
Connect Virtual Hard Disk

Hyper-V

ASAv

ASAv

Completing the New Virtual Machine Wizard

You have successfully completed the New Virtual Machine Wizard, You are about to oeate the
following vir tual machine.

Description:

Hame:
Generabon:
Memary:
Network:
Hard Digk:

ASAv30-100-14-10-22
Generation 1

8192 M8
115Imgmiswitch

C:\Users\dhensal CISCOVASAvHyperViasav100-14-10-22-v 30.vhdx (VHDX, dynamically

<

[ :r B

To create the virtual machine and dose the wizard, dick Finish,
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Hyper-V Hyper-V ASAv
7. ASAv 4 vCPU ASAv vCPU Hyper-V
[Settings] [Settings] [Hardware]
[Processor] [Processor] [Number of virtual processors] 4
ASAvV5 ASAv10 1 vCPU ASAv30 4 vCPU 1

* ASAV30-100-14-10-22 v 4 b» G
& Hardware ~ n Processor
¥ Add Hardware
You can madify the number of virtual processors based on the number of processors on
= plos
Boat fram CD the physical computer. You can also madify other resource control settings.
Bi92MB
# [ Processor Resource control
4 Virtual processors You can use resource controls to balance resources among virtual machines,
= I IDE Contraler 0 ; EI
# & Hard Drive 5
asav 100- 14-10-22-v 30, vhelx Percent of total system resources: l D!
= Bl TDE Controler 1
§* DVO Drive Virtual machine limit (percentage):
Hone 1
Percent of total system resources: 12
# § Network Adapter Relative weight:
115 Impmtewitch B
F com1
MNone
™ com2
None
| Discette Drive
Mo
2 Hanagement
|L| Name

ASAV30-100- 14-10-22
Some services nffered
@l Chedpomt Fle Location
C: WProgramData Mcrosoftiivan,.,

£3 smart Paging Fie Location
C:\ProgramData Wcrosoftan.,. 1=

LevEly
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Hyper-V Hyper-V ASAv
8. [Virtual Machines] ASAv
ASAv
EVir‘tuaI Machines
Mame = State CPU Usage Assigned Memary
i 3 ASAVE100-14-10-16 Off
P ASAVE-100-10-14-22mew Off
= ASAV3DH10D-14-10-16-byhand Off
] 301 1
Connect...
(5 ASAvID-100-14-10-16
P2 ASAVID-00-14-10-164yhe Settings...
;- AC A AR A0 14 40 12 Seait
z Checkpoint
: Checkpoints °
: Move...
Export... rckpoints.
Rename...
Delete...

Enable Replication...

Help

9. [Virtual Machine Connection]

[Connect] ASAv

Uptime -

ASAv

L ASAV30-100-14-10-22 on U71COTHPVO0307 - Virtual Machine Connection | = | © [IEEHN

File Action

o

Media View Help

The virtual machine "ASAv30-100-14-10-22" is turned off

To start the virtual machine, select 'Start’ from the Aclion menu

Status: Off

56
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Hyper-V

10. ASAv

& ASAv30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection [ = (8] X

lipboard View Help

i
[ |

converting
conuverting 'f

: Power—0On Self-Test

Power-0On Self

iz & subordinate CA and holds a non

Status: Running f"{ ih

Hyper-V

ASAv 1 2
H  ASAv
1. Hyper-V [Settings] [Settings]
[Hardware] [Add Hardware] [Network Adapter]
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Hyper-V

ASAv

Hyper-V

Boat from CD
8 [vamory
B192MB
. Processaor
1 Virtual processor
= Wl IDE Controller 0
# (—a Mard Drive
asay 100-14+10-22-v 30, whdx
= [ IDE Controlier 1
% OVD Drive
Mome
B sCsIController
# § Metwork Adapter
115 Imgmiteaiich
¥ ooomMy
Tione
¥ com2
hone
Il Diskette Drive
Hone
2 Manag k

L] Mame
ASAvVZD-100-14-10-22
7| Integration Services
Some services offered
#.| Chadkpont Fie Location
C:\ProgramData Maosaftivin,,
23 smart Pagng File Location
C:\ProgramData Mo osoftWin..
Automatic Start Action
Restart if previously rumming
i) Automatic Stop Acton

4 Add Hardware

You can use this setting to add devices to your virtual machine.
Select the devices you want to add and dick the Add button,

RemotaFX 30 Video Adapter

Anetwork adapter requines drivers that are installed when you install integration
services in the guest operating system,

LErELR
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2. VLAN ID

& Himalisare: ~ | § network adapter
4| Add Hardware |
& Eos Speafy the configuration of the network adapter or remove: the network adapter.
Boat From CD Virtual switch:
. emory [ 118 1mamtswiteh v)
8192 MB
£]] 'l Processor 0
1 Virtisal priscessen [+ Enable virtual LAN identification
Wl 0G Ciityoler s The VLAN identifier specifies the virtual LAN that this vriual machine wil use for al
B (8 Hard Drive retwork communl catbons through this netwerk adaoter.
asay 100-14-1i0-22-4 30, whdw
= 8 IDE Controlier 1 @
& CVD Drive
¢ Moo Bandwidth Management
B SCul Contraller [ ] Enable bandwidth management
@ ¥ Metwork Adapter
11 i Epedfy how this network adanter yilkes network _..lnﬂwdl" _-.a"\'h?wm
H > fregipedich '_! Eanrheitith =nd Mawmom Bardwid
& § Metwork Adapter -
1151 mgmitswitch Menimam banchaid the Q] Mip=
I'? tl:‘g:ei Mawrmm bandwidth; [ 0 ko
"# CoM @) Toleave the mnmum or mavimn unrestricted, speofy 0 29 the value,
Fiore
Ei?ﬁ:?‘nwe To remove the network adapter from this wirtual machine, dick Remove .
& Management
2] N‘T‘ e o i use alegacy network adapter mstead of this netwark adapter to perform a
 ASAII-I00- 11012 network-hased installation of the guest operating system or when integration
%2 Integration Services services are not instaled i the guest operatng system.
Some services offered
% Checkpont Fiks Location
Ct'\ProgramData Woosoft Win.. 1
i Smart Pagng File Location
C:'\ProgramData Woresoftidin..
b Autmatc Start Acton 0
- -
ok || ceed [[ mev | %
&
Hyper-V Network Adapter
Hyper-V

Windows Powershell

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAVVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter SNICRENAME[O] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[1] -newname outside
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MAC

MAC

ASAv HA /
MAC Hyper-V
Powershell
Hyper-V
1. Hyper-V [Settings] [Settings]
[Hardware] [Inside] [Advanced Features] MAC
[Enable MAC address spoofing]
2. 1
Powershell

Set-VMNetworkAdapter -VMName $vm_name\
-ComputerName $computer_name -MacAddressSpoofing On\
-VMNetworkAdapterName S$network_adapter\r"

SSH

Hyper-V [Virtual Machine Connection] SSH ASAv

0 ASAv SSH
0 47

1. RSA

asav# show crypto key mypubkey rsa

2. RSA RSA

asav(conf t)# crypto key generate rsa modulus 2048

asav((conf t)#

username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management

ssh version 2

3. PC SSH ASAv
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