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EtherChannel
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1
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ASA
NAT
. ARP
ARP
ASA
IP
PBR
EtherChannel
IP 1
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. PAT
* PAT IP
xlate
* PAT IP
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. PAT NAT
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NAT
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1
show natpool cluster

. PAT
. NAT xlate xlate
NAT
xlate
xlate
* Per-session PAT Per-session PAT PAT
PAT Multi-Session PAT
TCP UDP DNS per-session PAT xlate
ICMP UDP multi-session
TCP UDP per-session NAT
ICMP  per-session PAT H.323 SIP
Skinny multi-session PAT
TCP per-session PAT H.323
SIP  UDP multi-session per-session
PAT
. PAT
*FTP
* PPTP
* RSH
* SQLNET
* TFTP
+ XDMCP
« SIP
EtherChannel
“
IS-1S EtherChannel

. ASA




| Asa

EtherChannel

1: EtherChannel

Only master unit uses OSPF
with neighboring routers.
Slave units are invisible.

EtherChannel
*._ Load Balancing

Y

Cluster members

285895

OSPF LSA

OSPF IP 1 ID

OSPF

ASA .




ASA |

All units are using OSPF
with neighboring routers

ECMP Load Balancing

Cluster Members

A B 4
1 ASA ECMP 4
ASA 1D
ID ID
EIGRP
~
ASA

ASA
L0 | I


asa-96-general-config_chapter17.pdf#nameddest=unique_442

| Asa

SCTP
SCTP
SIP
TLS
SNMP
SNMP
SNMP
SNMP
STUN
STUN
STUN
syslog NetFlow
* Syslog
syslog
syslog
* NetFlow
ASA
Cisco TrustSec
SGT
SGT

ASA
IP
STUN
syslog
ID
NetFlow
NetFlow

scTp B

IP
IP
ID
STUN
ID
ID
syslog 1
NetFlow
SGT

ASA .




ASA

- Y
VPN
VPN VPN
VPN
pdf
“
VPN
VPN
VPN
VPN
VPN
VPN EtherChannel
PBR ECMP
IP

VPN

ASA
ASA 5585-X 16

10 GE 1/0O/Security Plus
ASA 5585-X  SSP-10
SSP-20

ASA 5516-X 2

. ASA


https://www.cisco.com/c/en/us/td/docs/security/asa/asa910/asdm710/vpn/asdm-710-vpn-config.pdf

| Asa

ASA
ASA 5512-X Security Plus 2
ASA 5515-X ASA 5525-X ASA 5545-X  ASA 5555-X 2
Firepower 4100/9300 Firepower 4100/9300 ASA  ASA
* ASA 5516-x 2
* ASA 5512-X 5515-X 5525-X 5545-X 5555-X 2
* ASA 5585 X 16
ASA5585-X  SSP-10 SSP-20 2 10
* ASAFirePOWER ASAFirePOWER
ASA
FirePOWER
S
ASA FirePOWER
CLI clear configure interface

ASA .



asa-96-general-config_chapter4.pdf#nameddest=unique_109
asa-96-general-config_chapter4.pdf#nameddest=unique_109

B s

. ASA

ASA
. DRAM
* ASA
ASA
* ASA IP

SSL

ASA

ssl encryption

ASA 5585-X 10 GE I/O

Cisco ASA Compatibility [ ]


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| Asa

Data Center Interconnect

# of cluster members per site

2
2
4
2
5 Gbps
DCI =5Gbps 2/2 x5 Gbps
6
6
1 3 2 2
10 Gbps
DCI =15Gbps 3/2 x 10 Gbps
2
2
1
10 Gbps
DCI =10 Gbps 1/2x 10 Gbps =5 Gbps
10 Gbps

ASA B

Data Center Interconnect DCI

¥ cluster control link size per member

DCI

ASA .




B s

ASA

. ASA

IPv6
IPv4
* ASR 9006 MTU
MTU 14
OSPF
. EtherChannel
LACP
LACP
ISSU
. EtherChannel

source-dest-ip-port  Cisco Nexus OS

. EtherChannel
EtherChannel

ASA

ASR MTU
mtu-ignore

MTU ASR IPv4 MTU

PortFast

Cisco I10S

Nexus
ISSU

source-dest-ip
port-channel load-balance

vlan



| Asa

ASA B

. LACP

EtherChannel

L4 L4

« Supervisor 2T EtherChannel
VSS

router(config)# port-channel id hash-distribution fixed

VSS
* Cisco Nexus EtherChannel
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4 ASA
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1
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ASA

cluster interface-mode {individual | spanned} check-details

ciscoasa(config)# cluster interface-mode spanned check-details

cluster interface-mode {individual | spanned} force

ciscoasa(config)# cluster interface-mode spanned force

force

force

check-details

force

n

no cluster interface-mode

EtherChannel
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EtherChannel
IP
1P IP
EtherChannel
EtherChannel
changeto context name
. EtherChannel
» EtherChannel EtherChannel
EtherChannel
1 IP IPv4  IPv6

1
IPv4

ip local pool poolname first-address — last-address [mask mask]
IPv6

ipv6 local pool poolname ipv6-address/prefix-length number_of addresses

ASA
I ]




ASA

ciscoasa(config)# ip local pool ins 192.168.1.2-192.168.1.9
ciscoasa(config-if)# ipv6 local pool insipv6é 2001:DB8::1002/32 8

show ip[v6] local pool poolname
ID
ID IP

interface interface_id

ciscoasa(config)# interface tengigabitethernet 0/8

management-only

nameif name

ciscoasa(config-if)# nameif inside

name 48

IPv4

ip address ip_address [mask] cluster-pool poolname

IPv6

ipv6 address ipv6-address/prefix-length cluster-pool poolname

II ASA
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ciscoasa(config-if)# Ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ciscoasa(config-if)# Ipv6 address 2001:DB8::1002/32 cluster-pool insipv6

IP
IPv4 IPv6

DHCP PPPoE IPv6 IP
6 number 0 100

security-level number

ciscoasa(config-if)# security-level 100
7

no shutdown

0/0 0/1 EtherChannel

EtherChannel

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipv6 2001:DB8:45:1002/64 8
interface management 0/0

channel-group 1 mode active
no shutdown

interface management 0/1

channel-group 1 mode active
no shutdown

interface port-channel 1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8:45:1001/64 cluster-pool mgmtipv6
security-level 100

management-only

ASA
I ]
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EtherChannel
EtherChannel ASA
. EtherChannel
BVI
* EtherChannel
lacp max-bundle
ASA
* ASA
* ASA
load-balance
source-dest-ip-port  Cisco Nexus OS Cisco 10S
* lacp port-priority lacp system-priority
. EtherChannel
1

interface physical_interface

. ASA

ASA

EtherChannel

changeto system

EtherChannel
port-channel min-bundle

ASA

ASA

port-channel
source-dest-ip
port-channel load-balance
ASA
vlan

EtherChannel
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ciscoasa(config)# interface gigabitethernet 0/0

physical_interface ID

EtherChannel

channel-group channel_id mode active [vss-id {1 | 2}]

ciscoasa(config-if)# channel-group 1 mode active

channel_id 1 48 ID

interface port-channel channel_id

active EtherChannel
VSS vPC 2 ASA
vss-id

6  port-channel span-cluster vss-load-balance

no shutdown

EtherChannel

ciscoasa(config)# interface gigabitethernet 0/1
ciscoasa(config-if)# channel-group 1 mode active
ciscoasa(config-if)# no shutdown

EtherChannel
EtherChannel
8
8
clacp static-port-priority
32
ASA ASA 2
EtherChannel 32

EtherChannel .

type slot/port

ASA

VSS vPC
16

16




EtherChannel

II ASA

interface port-channel channel_id

ciscoasa(config)# interface port-channel 1

EtherChannel EtherChannel

port-channel span-cluster [vss-load-balance]

ciscoasa(config-if)# port-channel span-cluster

ASA  VSS vPC 2
VSS
ASA  VSS vPC
vss-id

EtherChannel VLAN

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

changeto context name
interface port-channel channel_id

ciscoasa(config)# context admin
ciscoasa(config)# allocate-interface port-channell
ciscoasa(config)# changeto context admin

vss-load-balance

ASA |

channel-group
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ciscoasa(config-if)# interface port-channel 1

10

nameif name

ciscoasa(config-if)# nameif inside

name 48

11
. IPv4 IPv6
IPv4

ip address ip_address [mask]

IPv6
ipv6 address ipv6-prefix/prefix-length

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# ipv6 address 2001:DB8::1001/32

DHCP PPPoE IPv6

bridge-group number

ciscoasa(config-if)# bridge-group 1
number 1 100

BVI

12

security-level number

EtherChannel .

64

ASA II
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EtherChannel
ciscoasa(config-if)# security-level 50
number 0 100
13 EtherChannel MAC
mac-address mac_address
ciscoasa(config-if)# mac-address 000C.F142_.4CDE
MAC MAC
MAC
MAC
MAC
MAC
MAC
mac_address H.H.H H 16 16 MAC
00-0C-F1-42-4C-DE 000C.F142.4CDE
MAC MAC 2
A2
14 MAC
IP
mac-address mac_address site-id number
ciscoasa(config-if)# mac-address aaaa-1111.1234
ciscoasa(config-if)# mac-address aaaa-1111.aaaa site-id 1 site-ip 10.9.9.1
ciscoasa(config-if)# mac-address aaaa-1111.bbbb site-id 2 site-ip 10.9.9.2
ciscoasa(config-if)# mac-address aaaa-1111.cccc site-id 3 site-ip 10.9.9.3
ciscoasa(config-if)# mac-address aaaa-1111.dddd site-id 4 site-ip 10.9.9.4
IP IP
MAC IP

II ASA
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configure interface

33

Telnet

SSH

changeto system

EtherChannel

clear

ASA .
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1 EtherChannel EtherChannel  ASA
EtherChannel

* VLAN
. X/X

EtherChannel
* ASA FirePOWER ASA 5585-X ASA

FirePOWER ASA
30
ASA
EtherChannel
EtherChannel
ASA 5585-X

a)

interface interface_id

ciscoasa(config)# interface tengigabitethernet 0/6
b) EtherChannel EtherChannel

channel-group channel_id mode on

ciscoasa(config-if)# channel-group 1 mode on

channel id 1 48 ID

interface port-channel channel_id

On
LACP

II ASA



| Asa

EtherChannel  Active

no shutdown

d) EtherChannel EtherChannel

ciscoasa(config)# interface tengigabitethernet 0/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown

mtu cluster bytes

ciscoasa(config)# mtu cluster 9000

MTU 1400 9198 MTU 1500
MTU 1600

ASA

cluster group name

ciscoasa(config)# cluster group podl

1 38 ASCII

local-unit unit_name

1 38 ASCII

ASA
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ASA

ciscoasa(cfg-cluster)# local-unit unitl

5 EtherChannel

cluster-interface interface_id ip ip_address mask

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.1 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel2

IP IPv4 IPv6
nameif

IP

MAC

site-id number

ciscoasa(cfg-cluster)# site-id 1

number 1 8

priority priority_number

ciscoasa(cfg-cluster)# priority 1

1 100 1

key shared_secret

ciscoasa(cfg-cluster)# key chuntheunavoidable

1 63 ASCII

9 LACP

II ASA
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10

11

clacp static-port-priority

9 32
EtherChannel
8 8
cLACP ID
clacp system-mac {mac_address | auto} [system-priority number]
ciscoasa(cfg-cluster)# clacp system-mac 000a.0000.aaaa
EtherChannel ASA CcLACP
EtherChannel cLACP
ASA 1
cLACP 1 ID MAC
ASA ID
H.H.H H
16 16 MAC 00-0A-00-00-AA-AA 000A.0000.AAAA
MAC
MAC
MAC
1 65535
ASA 1

enable [noconfirm]

ciscoasa(cfg-cluster)# enable

INFO: Clustering is not compatible with following commands:
policy-map global_policy

class inspection_default

inspect skinny
policy-map global_policy

class inspection_default

inspect sip
Would you like to remove these commands? [Y]es/[N]o:Y

ASA II




II ASA

INFO: Removing incompatible commands from running configuration...

Cryptochecksum (changed): fl6b7fc2 a742727e e40bcOb0 cd169999
INFO: Done

enable ASA
No
no enable
EtherChannel unitl ASA

ip local pool mgmt 10.1.1.2-10.1.1.9

ipv6 local pool mgmtipv6 2001:DB8::1002/32 8

interface management 0/0
nameif management
ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipv6
security-level 100
management-only
no shutdown

interface tengigabitethernet 0/6
channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7
channel-group 1 mode on
no shutdown

cluster group podl
local-unit unitl
cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1
key chuntheunavoidable
enable noconfirm

ASA |
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Telnet SSH

changeto system

0/0

ciscoasa(config)# interface tengigabitethernet 0/6
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown

ciscoasa(config)# interface tengigabitethernet 0/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown

MTU

ciscoasa(config)# mtu cluster 9000

ASA




ASA

ciscoasa(config)# cluster group podl

4
local-unit unit_name
ciscoasa(cfg-cluster)# local-unit unit2
1 38 ASCII
5
IP
cluster-interface interface_id ip ip_address mask
ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.2 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel2
IP IPv4 IPv6
nameif
6 ID
MAC
site-id number
ciscoasa(cfg-cluster)# site-id 1
number 1 8
7

priority priority_number

ciscoasa(cfg-cluster)# priority 2

1 100 1
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ciscoasa(cfg-cluster)# key chuntheunavoidable

enable as-slave

enable as-slave

no enable

unit2

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on
no shutdown

cluster group podl

local-unit unit2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave

TCP
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ASA

changeto
system

cluster group name

console-replicate

ASA

trace-level level

« critical =1
* warning =2
« informational =3

* debug =4

ID ASA Firepower /
VLAN VNI
BVI

. ASA
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cluster group name

ciscoasa(config)# cluster group test
ciscoasa(cfg-cluster)#

health-check [holdtime timeout] [vss-enabled]

ASA
« holdtime timeout
8 45 3
* vss-enabled EtherChannel
1
EtherChannel VSS vPC
vss-enabled
VSSivPC 1
EtherChannel ASA
ASA holdtime timeout 0.8
ASA ASA
EtherChannel
/ ASA
/ VSS vPC

no health-check monitor-interface

ciscoasa(cfg-cluster)# health-check holdtime 5

no health-check monitor-interface [interface_id | service-module]

ASA
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ASA

ASA
no
« interface_id ID ID ID
VLAN
VNI BVI
« service-module ASA FirePOWER
ASA 5585-X
/ ASA
/ VSS vPC

no health-check

ciscoasa(cfg-cluster)# no health-check monitor-interface management0/0

health-check {data-interface | cluster-interface} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

e unlimited cluster-interface

* auto-rejoin-max 0 65535 0
data-interface 3

e auto_rejoin_interval 2 60

5

14,400
e auto_rejoin_interval_variation 1 3
1 2 2 3 3
5 2 5 2
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TCP B

10 2Xx5 3 20 2x10

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

3 VSS
12

ciscoasa(config)# cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3 vss-enabled
ciscoasa(cfg-cluster)# no health-check monitor-interface ethernetl/2
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

TCP
TCP
12
TCP /
/
TCP TCP
1 TCP

cluster replication delay seconds { http | match tcp {host ip_address | ip_address mask | any | any4 |
any6} [{eq | It | gt} port] { host ip_address | ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

ciscoasa(config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa(config)# cluster replication delay 15 http

ASA
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1 15 http 5

cluster group name

3 TCP

conn-rebalance [frequency seconds]

ciscoasa(cfg-cluster)# conn-rebalance frequency 60
ASA

1 360 5

LISP
LISP

LISP
LISP

VMware VMotion

Cisco Locator/ID Separation Protocol LISP
ID ID EID
RLOC 2
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LISP LISP ETR
MR
ITR
ASA LISP
ASA  LISP
ASA
ASA
LISP ASA
LISP
LISP
« ASA
ASA
SIP
ASA
. 3 4
ASA LISP
1. 1P
ASA
EID
LISP 3
EID

ASA

LISP

ASA LISP

ITR

MS

LISP

EID

ETR

ITR

ASA

ASA

ITR

ETR

EID
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2. LISP ASA ITR
ETR EID UDP 4342 LISP
ASA EID ID EID
IP ITR ETR
LISP LISP
LISP
3.
HTTPS
4, ID ASA ID
5.
/
LISP
LISP
. 55
61 ID
e LISP
LISP
1 LISP IP EID
LISP
a) ACL IP EID
access list eid_acl_name extended permit ip source_address mask destination_address mask
IPv4 ACL IPv6 ACL access-list extended
b) LISP

. ASA
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LISP B

policy-map type inspect lisp inspect_map_name

parameters

c) ACL EID

allowed-eid access-list eid_acl_name

ITRIETR ASA
EID
EID 2
LISP 3
2 EID

d)
validate-key key

ciscoasa(config)# access-list TRACKED_EID_LISP extended permit ip any 10.10.10.0
255.255.255.0

ciscoasa(config)# policy-map type inspect lisp LISP_EID_INSPECT
ciscoasa(config-pmap)# parameters

ciscoasa(config-pmap-p)# allowed-eid access-list TRACKED_EID_LISP
ciscoasa(config-pmap-p)# validate-key MadMaxShinyandChrome

2 4342 ITR ETR UDP LISP
a) ACL LISP
access list inspect_acl_name extended permit udp source_address mask destination_address mask
eq 4342
UDP 4342 IPv4 ACL IPv6 ACL

access-list extended

b) ACL
class-map inspect_class_name

match access-list inspect_acl_name

c) LISP

policy-map policy_map_name
class inspect_class_name
inspect lisp [inspect_map_name]

service-policy policy_map_name {global | interface ifc_name}

ASA
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ASA |

ASA global_policy

1 LISP

ciscoasa(config)# access-list LISP_ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa(config-cmap)# match access-list LISP_ACL

ciscoasa(config-cmap)# policy-map INSIDE_POLICY

ciscoasa(config-pmap)# class LISP_CLASS

ciscoasa(config-pmap-c)# inspect lisp LISP_EID_INSPECT

ciscoasa(config)# service-policy INSIDE_POLICY interface inside

ASA ITR ETR EID
LISP ASA  EID ID EID
a) ACL

b)

c)

access list flow_acl_name extended permit udp source_address mask destination_address mask eq
port

IPv4 ACL IPv6 ACL access-list extended

HTTPS

ACL
class-map flow_map_name

match access-list flow_acl name

LISP

policy-map policy_map_name
class flow_map_name

cluster flow-mobility lisp
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LISP B

ciscoasa(config)# access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0
255.255.255.0 eq https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa(config)# match access-list IMPORTANT-FLOWS

ciscoasa(config-cmap)# policy-map INSIDE_POLICY

ciscoasa(config-pmap)# class IMPORTANT-FLOWS-MAP

ciscoasa(config-pmap-c)# cluster flow-mobility lisp

cluster group name

flow-mobility lisp

/
+EID 10.10.10.0/24 EID
* 192.168.50.89 LISP 192.168.10.8 ASA
ITR ETR LISP UDP 4342
* HTTPS 10.10.10.0/24

access-list TRACKED_EID_LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID_INSPECT
parameters
allowed-eid access-list TRACKED EID_LISP
validate-key MadMaxShinyandChrome
1
access-list LISP_ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP_CLASS
match access-list LISP_ACL
policy-map INSIDE_POLICY
class LISP_CLASS
inspect lisp LISP_EID_INSPECT
service-policy INSIDE_POLICY interface inside
1

access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eq https
class-map IMPORTANT-FLOWS-MAP

match access-list IMPORTANT-FLOWS
policy-map INSIDE_POLICY

class IMPORTANT-FLOWS-MAP

cluster flow-mobility lisp

1
cluster group clusterl

ASA
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flow-mobility lisp

ASA

CLI

changeto system

cluster group name

ciscoasa(config)# cluster group podl
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no enable

ASA

changeto system

cluster remove unit unit_name

cluster remove unit ? show cluster info

ciscoasa(config)# cluster remove unit ?

ASA




ASA

Current active units in the cluster:
asa2

ciscoasa(config)# cluster remove unit asa2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

changeto system

cluster group name

ciscoasa(config)# cluster group podl

enable

II ASA
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CLI

cluster group cluster_name no enable

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

clear configure cluster

ASA

no cluster interface-mode

copy backup_cfg running-config

ciscoasa(config)# copy backup_cluster.cfg running-config
Source filename [backup_cluster.cfg]?

Destination filename [running-config]?
ciscoasa(config)#

ASA
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write memory

changeto system

cluster master unit unit_name

ciscoasa(config)# cluster master unit asa2

IP

cluster master unit ?
show cluster info

show

II ASA
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capture  copy

cluster exec [unit unit_name] command

ciscoasa# cluster exec show xlate

cluster exec unit ?
show cluster info

TFTP

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

PCAP 1 TFTP
capturel asal.pcap
capturel_asa2.pcap asal asa2

cluster exec show port-channel summary
EtherChannel

ciscoasa# cluster exec show port-channel summary
master (LOCAL):
Number of channel-groups in use: 2
Group Port-channel Protocol Span-cluster Ports
------ T T T LT TR
1 Pol LACP Yes Gi0/0(P)
2 Po2 LACP Yes Gi0/1(P)
slave:
Number of channel-groups in use: 2
Group Port-channel Protocol Span-cluster Ports
------ T T T LT TR
1 Pol LACP Yes  Gi0/0(P)
2 Po2 LACP Yes  Gi0/1(P)

ASA
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« show cluster info [health ]

show cluster info
show cluster info health

show cluster info

ciscoasa# show cluster info
Cluster stbu: On
This is "C" in state SLAVE

1D -0
Site ID o1

Version 1 9.4
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.c192

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state SLAVE

1D o1
Site ID o1

Version 1 9.4
Serial No.: P3000000001
CCL IP : 10.0.0.4
CCL MAC : 000b.fcf8.cl162

Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A" in state MASTER

1D -2
Site ID -2

Version 1 9.4
Serial No.: JABO815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000F.f775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state SLAVE

1D 3
Site ID -2

Version 1 9.4
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.c6le

Last join : 19:13:50 UTC Sep 23 2011
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Last leave: 19:13:36 UTC Sep 23 2011

« show cluster info transport{asp |cp}

. asp
. Cp

« show cluster history

cluster exec capture

show cluster {cpu | memory | resource} [options]

« show conn [detail] cluster exec show conn

show conn
cluster exec show conn

ASA

show conn detail

show conn detail

options

cluster exec capture

ASA .




ciscoasa/ASA2/slave# show conn detail
12 in use, 13 most used
Cluster stub connections: 0 in use, 46 most used

ASA |

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, | - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
0 - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, q - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
Z - Scansafe redirection, z - forwarding stub Flow

ESP outside: 10.1.227.1/53744 NP ldentity Ifc: 10.1.226.1/30604, , flags c, idle Os,

uptime

1m21s, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic

received

at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface

NP

Identity Ifc Locally received: 0 (0O byte/s) UDP outside: 10.1.227.1/500 NP Ildentity

1fc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2mOs, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic

received at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface

NP Identity
Ifc Locally received: 716 (8 byte/s)

cluster exec show conn

Y y z
3 ASA 172.18.124.187:22
192.168.103.131:44727 SSH ASAl z
ASA3 Y
ASA2
ASA?2
ASAl ASA3
ASA2 ASA2

ciscoasa/ASAl/master# cluster exec show conn

ASA1(LOCAL):
18 in use, 22 most used
Cluster stub connections: O in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727,

37240828, flags z

II ASA
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ASA2:
12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3:
10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes
0, flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counters]

show cluster info conn-distribution show cluster info packet-distribution

show cluster info loadbalance

show cluster info flow-mobility counters EID
show cluster info flow-mobility counters

ciscoasa# show cluster info flow-mobility counters
EID movement notification received 4
EID movement notification processed : 4
Flow owner moving requested 2

show cluster {access-list | conn | traffic | user-identity | xlate} [options]

options

show cluster access-list

ciscoasa# show cluster access-list

hitcent display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D
access-list cached ACL log flows: total 0, denied O (deny-flow-max 4096) alert-interval
300

access-list 101; 122 elements; name hash: Oxe7d586b5

access-list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www
(hitent=0, 0, 0, 0, 0) Ox207a2b7d

access-list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfe4f4947

access-list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitent=1, 0, 0, 0, 1) Ox7b521307

access-list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitent=0, 0, 0, 0, 0) 0x5795c069

access-list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitent=1, 0, 0, 1, 0) Ox5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitent=0, 0, 0, 0, 0) Ox1e68697c

access-list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitent=2, 0, 0, 1, 1) Oxclce5c49

access-list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
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(hitent=3, 0, 1, 1, 1) Oxb6F59512

ASA

access-list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44

(hitent=0, 0, 0, 0, 0) 0xdc104200

access-list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44

(hitent=429, 109, 107, 109, 104)

Oxce4f281d

access-list 101 line 11 extended permit tcp
(hitent=3, 1, 0, 0, 2) 0x4143a818
access-list 101 line 12 extended permit tcp
(hitent=2, 0, 1, 0, 1) Oxbl8dfeas
access-list 101 line 13 extended permit tcp
(hitent=1, 1, 0, 0, 0) 0x21557d71
access-list 101 line 14 extended permit tcp
(hitent=0, 0, 0, 0, 0) 0x7316e016
access-list 101 line 15 extended permit tcp
(hitcnt=0, 0, 0, 0, 0) 0x013fd5b8
access-list 101 line 16 extended permit tcp
(hitent=0, 0, 0, 0, 0) Ox2c7dbald

ciscoasa# show cluster conn count

Usage Summary In Cluster:

200 in use (cluster-wide aggregated)

cl2(LOCAL):
100 in use, 100 most used

host

host

host

host

host

host

192.

192.

192.

192.

192.

192.

168.

168.

168.

168.

168.

168.

.170

.170

.170

.170

.170

.170

host

host

host

host

host

host

192.

192.

192.

192.

192.

192.

168.43.238

168.43.169

168.43.229

168.43.106

168.43.196

168.43.75

cll:

100 in use, 100 most used

show asp cluster counter

show route cluster

debug route cluster

show lisp eid

EIDs

1D

ASAEID

cluster exec show lisp eid

ciscoasa# cluster exec show lisp eid
L1(LOCAL):

LISP
33.44
33.44
11.22

EID
.33.105
.33.201
111

Site

2
2

1D

4



| Asa

11.22.11.2 4
L2:
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

« show asp table classify domain inspect-lisp

logging device-id

syslog logging device-id
ID syslog

« show cluster interface-mode
« show port-channel

« show lacp cluster {system-mac | system-id}
cLACP ID

« debug lacp cluster [all | ccp | misc | protocol]
cLACP

* show interface

MAC

ciscoasa# show interface port-channell.3151

Interface Port-channell.3151 "inside', is up, line protocol is up
Hardware is EtherChannel/LACP, BW 1000 Mbps, DLY 10 usec

VLAN identifier 3151

MAC address aaaa-1111.1234, MTU 1500

Site Specific MAC address aaaa-1111.aaaa

IP address 10.3.1.1, subnet mask 255.255.255.0

Traffic Statistics for "inside":

132269 packets input, 6483425 bytes

1062 packets output, 110448 bytes

ASA
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98530 packets dropped

« debug cluster [ccp | datapath | fsm | general | hc | license | rpc | transport]

« debug cluster flow-mobility

« debug lisp eid-notify-intercept
EID
« show cluster info trace

show cluster info trace

show cluster info trace

ciscoasa# show cluster info trace
Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD_BALANCE
Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD_BALANCE
Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG_KEEPALIVE from 80-1 at

MASTER
ASA
ASA
ASA
ASA
GigabitEthernet 0/2 GigabitEthernet 1/0/15
GigabitEthernet 0/3 GigabitEthernet 1/0/16
GigabitEthernet 0/4 GigabitEthernet 1/0/17
GigabitEthernet 0/5 GigabitEthernet 1/0/18
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ASA B

ASA

cluster interface-mode spanned force

ASAl

interface GigabitEthernet0/0
channel-group 1 mode on

no shutdown

1

interface GigabitEthernet0/1
channel-group 1 mode on

no shutdown

1

interface Port-channell

description Clustering Interface
1

cluster group Moya

local-unit A

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0
priority 10

key emphyriO

enable noconfirm

ASA2

interface GigabitEthernet0/0
channel-group 1 mode on
no shutdown

interface GigabitEthernet0/1
channel-group 1 mode on
no shutdown

interface Port-channell

description Clustering Interface

1
cluster group Moya

local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0
priority 11

key emphyriO

enable as-slave

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface GigabitEthernet0/2
channel-group 10 mode active

no shutdown
1

ASA
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ASA
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interface GigabitEthernet0/3
channel-group 10 mode active
no shutdown

1

interface GigabitEthernet0/4
channel-group 11 mode active
no shutdown

interface GigabitEthernet0/5

channel-group 11 mode active

no shutdown

1

interface Management0/0

management-only

nameif management

ip address 10.53.195.230 cluster-pool mgmt-pool
security-level 100

no shutdown

interface Port-channell0

port-channel span-cluster

mac-address aaaa.bbbb.cccc

nameif inside

security-level 100

ip address 209.165.200.225 255.255.255.224

interface Port-channelll

port-channel span-cluster

mac-address aaaa.dddd.cccc

nameif outside

security-level 0

ip address 209.165.201.1 255.255.255.224

interface GigabitEthernetl/0/15
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

interface GigabitEthernetl/0/16
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

interface GigabitEthernetl/0/17
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface GigabitEthernetl/0/18
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface Port-channell0
switchport access vlan 201
switchport mode access

ASA
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interface Port-channelll
switchport access vlan 401
switchport mode access

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Pool: 8 IPs)

ten0/8
man0/0
ten0/8

Cluster Control Link
192.168.1.1, .2, and .3

<[__ port-ch1 Spanned | >
port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
| MAG: 000C.F142.4CDE | |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

MAC: 000C.F142.5CDE

|

- 1=
I port-chb [
o VLAN 10, VLAN 20 Trunk o
= (o]
= =
< <
s S
A A

5

0

-

y— g
Client Server
VLAN
VLAN 10 VLAN 20
ASA
802.1q
ASA VLAN 10 VLAN 20
EtherChannel
1 EtherChannel ASA 1
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cluster interface-mode spanned force

ASAl

interface tengigabitethernet 0/8

no shutdown
description CCL

cluster group clusterl

local-unit asal

cluster-interface tengigabitethernet0/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

ASA2

interface tengigabitethernet 0/8

no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface tengigabitethernet0/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave

ASA3

interface tengigabitethernet 0/8

no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface tengigabitethernet0/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-slave

ip local pool mgmt 10.1.1.2-10.1.1.9
ipve local pool mgmtipv6 2001:DB8::1002/64 8

ASA
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interface management 0/0

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipv6
security-level 100

management-only

no shutdown

interface tengigabitethernet 0/9

channel-group 2 mode active

no shutdown

interface port-channel 2
port-channel span-cluster

interface port-channel 2.10

vlan 10

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE
interface port-channel 2.20

vlan 20

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142_.5CDE
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VLAN

cluster interface-mode spanned force

ASA1

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7
channel-group 1 mode on

no shutdown
interface port-channel 1
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description CCL
cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

ASA2

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave

ASA3

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable
enable as-slave

ip local pool mgmt 10.1.1.2-10.1.1.9
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EtherChannel

ipv6 local pool mgmtipv6 2001:DB8::1002/64 8
interface management 0/0

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipv6
security-level 100

management-only

no shutdown

interface tengigabitethernet 0/8

channel-group 2 mode active

no shutdown

interface port-channel 2
port-channel span-cluster

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface tengigabitethernet 0/9

channel-group 3 mode active

no shutdown

interface port-channel 3

port-channel span-cluster

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142_.5CDE

EtherChannel 8
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