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Cisco ASA

Cisco ASA
VPN 1

3
IPsec VPN  SSL VPN SSL VPN

* VPN 1

* VPN 20

* ASA 21

Cisco ASA [ ]

VPN

Supported VPN Platforms, Cisco ASA Series [ ]

CLI 1 Cisco ASA 9.6 CLI
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https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/en/US/docs/security/asa/compatibility/asa-vpn-compatibility.html

ASA

B Asassa
“
syslog syslog
2017 12 13
ASA 9.6(3.1)
2017 4 3
%,
9.6(3) CSCvd78303 Cisco.com
AAA
SSH 9.6(2) ssh authentication
AAA SSH SSH aaa
authentication ssh console LOCAL 9.6(2)
ASA AAASSH
AAA SSH ssh
authentication
AAA SSH
AAA aaa authentication ssh console radius_1
RADIUS
1 Cisco ASA 9.6 CLI
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd78303

| Asa

ASA 9.6(2) B
2016 8 24
Firepower 4150 ASA Firepower 4150 ASA
FX0S 2.0.1
ASAv ASAv  Virtio
ASAv
KVM
Virtio
ASAvV10 Microsoft Azure Microsoft Azure Microsoft Hyper V
ASAv Hyper V Microsoft Azure
Microsoft Azure ASAv 4 vCPU 14
GB 4 Standard D3 1
9.5(2.200)
ASAv 0/0 ASAv 0/0
Microsoft Azure ASAv
ASAv
management-only

CLI 1 Cisco ASA 9.6 CLI .




ASA

B asasse
ASA
+ ASDM ASA SSL
* SSL RFC 6125
. syslog
ID
* ASA
«ASA TLS11 12 TLS
* PKI
* IKEV2  IPsec/ESP
. syslog
TCP DNS DNS over TCP TCP/53
tcp-inspection
MTP3 User Adaptation M3UA M3UA

clear service-policy inspect m3ua {drops
| endpoint [IP_address]} inspect m3ua match dpc match opc match
service-indicator policy-map type inspect m3ua show asp table classify domain
inspect-m3ua show conn detail show service-policy inspect m3ua {drops | endpoint
IP_address} ss7 variant timeout endpoint

Session Traversal Utilities for NAT
STUN

Cisco Spark WebRTC STUN

inspect stun  show conn detail show

service-policy inspect stun

. CLI 1

Cisco ASA

9.6 CLI




| Asa
ASA 956(2) B

Cisco Web Web
Cisco Web
TCP
health-check applicationurl health-check application
timeout
15
timeout conn-holddown
9.4(3)
TCP TCP TCP TCP MSS MD5
MSS
2
2
2
MD5 MSS
TCP
MD5
MD5
MSS TCP
TCP
tcp-options
4 64
64

CLI 1 Cisco ASA 9.6 CLI .




ASA

B asasse
Firepower 4100 NIC
ARP 1 ARP ASA
arp rate-limit  show arp rate-limit
IEEE 802.2 IEEE802.2
LLC Destination Ethertype
Service Access Point DSAP bpdu dsap 0x42
Ethertype bpdu
access-list ethertype
AnyConnect SSL
/
VPN
limit-resource storage storage-url
AnyConnect
AnyConnect ASDM AnyConnect
4.3.03013
Cisco ASA 9.6 CLI

. CLI 1
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ASA 9.56(2) B
AnyConnect
AnyConnect
DAP
VPN
DAP
CoA
VPN CoA
VPN 1
Umbrella VPN DNS
AnyConnect Umbrella
IKEvV2  IPsec/ESP ASAIKEv2
IP
IP
IPSec
IP
crypto map set ikev2 mode
IPsec ESP
IPsec
IPsec
IPsec
crypto ipsec inner-routing-lookup
cLl 1 Cisco ASA 9.6 CLI




ASA

B asasse

ASA syslog [Extended Key Usage]
[ServerAuth ]

ASA TLS11 12 TLS ASA ASA

ssl trust-point

PKI ASA PKI SCEP HTTP
CA ASA PKI
debug crypto ca 5

ASDM ASA SSL ASDM

http authentication-certificate match
syslog TLS RFC 6125 6 ID
ID syslog
ID TLS PKI ID
ID
crypto ca reference-identity logging

host call home profile destination address
ASA

SSH (aaa authentication ssh console
LOCAL) AAASSH SSH (ssh
authentication) AAA
SSH

ssh authentication username
Firepower 4100/9300 Firepower 4100 9300 MTU 9188
ASA MTU 9000 MTU FX0S2.0.1.68
mtu
1 Cisco ASA 9.6 CLI
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ASA 9.56(2) B

Bidirectional Forwarding Detection
BFD

ASA BFD

BFD

bfd map bfd slow-timers

BFD

BGP

authentication bfdecho bfdinterval
bfd template bfd-template clear bfd counters echo

debug bfd neighbor fall-over bfd show bfd drops show bfd map show bfd
neighbors show bfd summary

IPv6 DHCP ASA  IPv6
* DHCPv6 ASA  DHCPv6 IPv6
* DHCPv6 ASA  DHCPv6
ASA
ASA
SLAAC IPv6
. BGP
* DHCPv6 SLAAC ASA IR
ASA SLAAC
ASA IR
clear ipv6 dhcp statistics domain-name
dns-server import ipv6 address autoconfig ipv6 address dhcp ipv6 dhcep client
pd ipv6 dhcp client pd hint ipv6 dhcp pool ipv6 dhcp server network nis
address nisdomain-name nispaddress nisp domain-name show bgp ipv6 unicast
show ipv6 dhcp show ipv6 general-prefix sip address sip domain-name sntp
address
/ AnyConnect
ACL dACL
AnyConnect dACL
ACL

CLI

1 Cisco ASA 9.6 CLI .
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B asasse
ASAv Cisco Smart Software Manager
ASAvV 9.6(2) Amazon Web
ASAv Microsoft Azure
license smart reservation license smart reservation
cancel license smart reservation install license smart reservation request universal
license smart reservation return
9.5(2.200)
ASAvV
VM Smart Software Manager
ASAv 1.6.4

Firepower 4100/9300
ASA

Cisco Smart Software Manager
FirePOWER 9300 FirePOWER 4100 ASA

FX0S 2.0.1
Firepower 4100/9300 ASA

-

1

Cisco ASA 9.6 CLI
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ASA 9.56(2) B
ASAv 1.1 16
v1.6
3DES/AES
9.5 2.200 ASAv

license smart register idtoken id_token force
Smart Software Manager

show license status show license summary show
license udi  show license usage

show license all  show tech-support license

show license cert show license entitlement
show license pool show license registration

9.5(2.200)
type asp-drop asp-drop ACL
ACL
capture type asp-drop
ASA ASA
copy system:text verify system:text crashinfo
force dump process
NetFlow NetFlow 4

CLI 1 Cisco ASA 9.6 CLI .




ASA

B asasen
SNMP ASA  SNMP enginelD
enginelD ASA enginelD enginelD
enginelD enginelD 3
SNMPv3 snmp-server user
ASA  enginelD
enginelD show running config
enginelD 2
snmp-server user
9.4(3)
2016 3 21
S
Microsoft Azure ASAv 9.5.2(200) 9.6(1)
9.6(2)
Firepower 4100 ASA |Firepower 4110 4120 4140 ASA
FX0S1.1.4
ISA3000 SD ISA 3000 SD
ASA 3
2.1
show module
ISA 3000 ISA 3000 ASA OS
1 ASA
ASA
power-supply dual

. CLI 1 Cisco ASA 9.6 CLI
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ASA 9.6(1)

Diameter TCP/TLS Diameter
SCTP Diameter
client clear-text inspect diameter
strict-diameter
SCTP SCTP

SCTP
H.460.18 H.225 |H.225 FACILITY H.225 SETUP
SETUP H.460.18

H.255 FACILITY H.323
H.323

early-message

Security Exchange Protocol
3  Cisco TrustSec

SXP

ASA  Cisco Trustsec SGT

SXPv3

cts sxp mapping network-map
maximum_hosts cts role-based sgt-map show cts sgt-map show cts sxp sgt-map
show asp table cts sgt-map

Firepower 4100 ASA Firepower 4100 NIC
FX0S1.1.4
IKEv2 ASA IKEv2
RFC-7383 Apple Strongswan IKEv2
ASA AnyConnect RFC-7383
IKEv2

crypto ikev2 fragmentation
show crypto ikev2 sa detail

show running-config
crypto ikev2

Firepower 9300  Firepower 4100

VPN

crypto engine accelerator-bias
ASA

Firepower 9300  Firepower 4100

IPSec SSL

crypto engine accelerator-bias

CLI

1 Cisco ASA 9.6 CLI




ASA

B asasen
SSH SSH
HMAC HMAC
ASA  3des-chc aes128-cbc aes192-cbc aes256-chc aes128-ctr aes192-ctr aes256-ctr
3des-cbc
aes128-cbc
ssh cipher encryption custom aes128-chc
ssh cipher encryption ssh cipher integrity
9.1(7) 9.4(3) 9.5(3)
IPv6 HTTP ASDM SSL VPN HTTPS HTTP
IPv6
http redirect
9.1(7) 9.4(3)
IS-IS ASA  Intermediate System to Intermediate System 1S-IS

IS-IS

advertise passive-only, area-password, authentication
key, authentication mode, authentication send-only, clear isis, debug isis, distance,
domain-password, fast-flood, hello padding, hostname dynamic, ignore-Isp-errors, isis
adjacency-filter, isis advertise prefix, isis authentication key, isis authentication mode,
isis authentication send-only, isis circuit-type, isis csnp-interval, isis hello-interval, isis
hello-multiplier, isis hello padding, isis Isp-interval, isis metric, isis password, isis priority,
isis protocol shutdown, isis retransmit-interval, isis retransmit-throttle-interval, isis tag,
is-type, log-adjacency-changes, Isp-full suppress, Isp-gen-interval, Isp-refresh-interval,
max-area-addresses, max-Isp-lifetime, maximum-paths, metric, metric-style, net,
passive-interface, prc-interval, protocol shutdown, redistribute isis, route priority high,
route isis, set-attached-bit, set-overload-bit, show clns, show isis, show router isis,
spf-interval, summary-address.

-

1

Cisco ASA 9.6 CLI
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EtherChannel
EtherChannel MAC IP
IP IP MAC
ARP Data
Center Interconnect DCI
oTVvV ARP MAC
VACL ARP
mac-address show interface
username 127 username enable
enable 32 32 PBKDF2
127 2
MD5
enable username
CISCO-ENHANCED-MEMPOOL-MIB | CISCO-ENHANCED-MEMPOOL-MIB  cempMemPoolTable

cempMemPoolTable

9.1(7)

CISCO-ENHANCED-MEMPOOL-MIB 64
4 GB

9.4(3)

REST API

131

REST API 131

CLI

1

Web FTP
DMZ
DMZ DMZ

URL

Cisco ASA 9.6 CLI .




NAT

IP

.

NAT

ASA

1

EtherType

NAT

NAT

Cisco ASA

9.6 CLI

ASA

ASA

ASA

DMZ
ASA

DMz

ICMP
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HTTP HTTPS FTP
Web
Web
ASA Web
ASACX ASAFirePOWER
ASA Cisco Web
ASA

ASA

QoS

QoS
QoS

TCP

TCP UDP
DoS
TCP

TCP

CLI 1 Cisco ASA 9.6 CLI

HTTP HTTPS FTP

FTP
URL
ASA
WSA
IP
ASA
TCP SYN

DoS

TCP




.

DoS
IP
1
ASA
IPID
ASA
ASA 2
* Transparent
ASA
ASA Bump In The Wire
ASA
EtherType
ASA
1 Cisco ASA 9.6 CLI

ASA

IPS

TCP
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TCP
ASA
ASA
* NAT xlates
ASA TCP
ASA UDP ICMP ICMP
~
SCTP IP ASA
ICMP
7
2 2 1
FTP H.323
SNMP

CLI 1 Cisco ASA 9.6 CLI
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B v

. NAT

HTTP

VPN

VPN TCP/IP
ASA

ASA

ASA

ASA

. CLI 1 Cisco ASA 9.6 CLI
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ASA
ASA
IPS
ASA
ASA
ASA ASA
cL 1 Cisco ASA 9.6 CLI
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Unified Communications

Cisco
Cisco Web
WCCP ASA

e Cisco ASA Botnet Traffic Filter Guide
e Cisco ASA NetFlow Implementation Guide
e Cisco ASA Unified Communications Guide
e Cisco ASA WCCP Traffic Redirection Guide
¢ SNMP Version 3 Tools Implementation Guide

ASA
Cisco ASA Legacy Feature Guide
*RIP
. AAA
«IP ip verify reverse-path

fragment shun TCP

ASDM IPS IP ip audit

. CLI 1 Cisco ASA 9.6 CLI


http://www.cisco.com/c/en/us/td/docs/security/asa/special/botnet/guide/asa-botnet.html
http://www.cisco.com/c/en/us/td/docs/security/asa/special/netflow/guide/asa_netflow.html
http://www.cisco.com/c/en/us/td/docs/security/asa/special/unified-communications/guide/unified-comm.html
http://www.cisco.com/c/en/us/td/docs/security/asa/special/wccp/guide/asa-wccp.html
http://www.cisco.com/c/en/us/td/docs/security/asa/snmp/snmpv3_tools.html
http://www.cisco.com/c/en/us/td/docs/security/asa/legacy/asa-legacy-gd.html

Cisco ASA

. CLI 23
+ ASDM 32
+ ASDM 38
. 40
. 50
. 55
* ASA 56
CLI #unique_35
Telnet SSH
A\
ASAv ASAv
cLl 1 Cisco ASA

9.6 CLI .




ASA

9600 8

ASA

2 Enter

ciscoasa>

EXEC EXEC

3 EXEC

enable

Enter
Telnet 663

ciscoasa> enable
Password:
ciscoasa#

EXEC EXEC

disable exit quit

configure terminal

ciscoasa# configure terminal
ciscoasa(config)#

ASA
exit quit end

. CLI 1 Cisco ASA 9.6 CLI



| Asa
Firepower 4100/9300

Firepower 4100/9300 ASA

Firepower 4100/9300
Telnet SSH
ASA

1 Firepower4100/9300 CLI

connect module slot console

FXOS
ASA

connect asa

Firepower# connect module 1 console
Firepower-modulel> connect asa

asa>

2 EXEC

enable

Enter
Telnet

asa> enable
Password:
asa#

EXEC

disable exit

configure terminal

CLI 1 Cisco ASA 9.6 CLI

ASA B

SSH ASA

CLI

663

EXEC

quit




ASA

B s

asa# configure terminal
asa(config)#

disable exit quit

4 Ctrl-a d FXOS CLI

FXOS CLI

5 FXOSCLI
a) -~
Telnet

b) Telnet

telnet>quit

ASA

Telnet SSH
CLI ASASM
ASASM CLI

CLI ASASM 2

. service-module session ASASM
*« ASASM

* ASASM ROMMON

. 9600

. CLI 1 Cisco ASA 9.6 CLI
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. Ctrl+Shift+6 x

Ctrl+Shift+6 x ASASM

ASASM
ASASM
Cisco I10S
Telnet
session
A\
ASASM
* Telnet session ASASM Telnet
A\
ASASM
ASASM Telnet
passwd

*« ASASM
* Telnet
* Telnet ASASM
* ASASM ASASM

ROMMON
. Telnet
cLl 1 Cisco ASA 9.6 CLI




ASA |

B s

ASA
Telnet SSH
ASASM
ASASM
Telnet SSH ASASM
1
i CLI ASASM
service-module session [switch {1 |2}] slot number
Router# service-module session slot 3
ciscoasa>
VSS switch
show module
EXEC
. CLI
ASASM  Telnet
session [switch {1 | | 2}] slot number processor 1
ciscoasa passwd:
Router# session slot 3 processor 1
ciscoasa passwd: cisco
ciscoasa>
VSS switch
session slot processor 0
ASASM ASASM 0

. CLI 1 Cisco ASA 9.6 CLI
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show module

ASADM passwd
EXEC
2 EXEC
enable
Enter
Telnet 663

ciscoasa> enable
Password:
ciscoasa#

EXEC EXEC
disable exit quit
3
configure terminal
disable exit
quit
Telnet 663

ASASM

ASASM CLI

30

CLI 1 Cisco ASA 9.6 CLI .
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CLI
Ctrl+Shift+6  x

asasm# [Ctrl-Shift-6, x]

Router#
Shift+6 A
N
terminal
escape-character ascii_number default
escape-character ascii_number
Ctrl-w  x
terminal escape-character 23
ASASM
1 CLI show users
con 127.0.0.slot0 slot
show users
2 0 con
Router# show users
Line User Host(s) Idle Location
* 0 con O 127.0.0.20 00:00:02

clear line number

. CLI 1 Cisco ASA 9.6 CLI
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Telnet .

Router# clear line O

Telnet
Telnet CLI
CLI ASASM EXEC exit
Telnet
exit
asasm# exit
Router#
Ctrl+Shift+6  x Telnet
Enter Telnet
Telnet CLI  disconnect
ASASM
ASA5506-X ASAFirePOWER
\}
session ASA CLI

ASA CLI

session {sfr | cxsc | ips} console

CLI 1 Cisco ASA 9.6 CLI .




ASA
B Asassosw-x

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is "CTRL-"X".

Cisco ASA SFR Boot Image 5.3.1
asasfr login: admin
Password: Adminl23

ASA 5506W-X

1 ASACLI

session wlan console

ciscoasa# session wlan console
opening console session with module wlan
connected to module wlan. Escape character sequence is “CTRL-"X~

ap>

2 CLI Cisco 10S Configuration Guide for Autonomous Aironet
Access Points [ ]

ASDM

ASDM

ASDM ASAv

ASDM

. CLI 1 Cisco ASA 9.6 CLI


http://www.cisco.com/c/en/us/td/docs/wireless/access_point/15-3-3/configuration/guide/cg15-3-3.html
http://www.cisco.com/c/en/us/td/docs/wireless/access_point/15-3-3/configuration/guide/cg15-3-3.html

| Asa

ASDM B
ASDM
* Firepower 4100/9300 IP
* ASA5506-X ASA5508-X ASA5516-X GigabitEthernet 1/2 192.168.1.1
ASA 5506W-X Wi-Fi GigabitEthernet 1/9 192.168.10.1
192.168.1.0/24 Wi-Fi 192.168.10.0/24
¢ ASA 5512-X 0/0 192.168.1.1 192.168.1.0/24
* ASA 0/0
* ISA 3000 1/1 192.168.1.1 192.168.1.0/24
ASDM
40
236
ASDM 38
ASA
1
. IP
ASDM

CLI 1 Cisco ASA 9.6 CLI .




ASA

Bl Asom

ASAv
1 CLI
2
firewall transparent
3
interface interface_id
nameif name
security-level level
no shutdown
ip address ip_address mask
ciscoasa(config)# interface management 0/0
ciscoasa(config-if)# nameif management
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# no shutdown
ciscoasa(config-if)# Ip address 192.168.1.1 255.255.255.0
security-level 1 100 100
4 DHCP
dhcpd address ip_address-ip_address interface_name
dhcpd enable interface_name
ciscoasa(config)# dhcpd address 192.168.1.2-192.168.1.254 management
ciscoasa(config)# dhcpd enable management
5

route management_ifc management_host_ip mask gateway _ip 1

. CLI 1 Cisco ASA 9.6 CLI
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ASDM B

ciscoasa(config)# route management 10.1.1.0 255.255.255.0 192.168.1.50 1

6 ASDM HTTP

http server enable

1 ASDM

http ip_address mask interface_name

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

write memory

mode multiple

ASA

Management 0/0 ASDM

firewall transparent
interface management 0/0

ip address 192.168.1.1 255.255.255.0
nameif management

security-level 100

no shutdown

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

http server enable

http 192.168.1.0 255.255.255.0 management

41
204
23

CLI 1 Cisco ASA 9.6 CLI .
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ASA

.

ASDM

ASDM 38

ASDM

ASASM
ASASM  CLI ASDM
ASASM

ASASM

ASASM

firewall transparent

interface vlan number

ip address ip_address [mask]

nameif name
security-level level

ciscoasa(config)# interface vlan 1

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0
ciscoasa(config-if)# nameif inside

ciscoasa(config-if)# security-level 100

security-level 1 100

VLAN

interface bvi number

ip address ip_address [mask]

interface vlan number
bridge-group bvi_number
nameif name
security-level level

1 Cisco ASA 9.6 CLI

ASDM

ASASM  VLAN

100

ASDM

ASA



| Asa
ASA ASDM B

ciscoasa(config)# interface bvi 1
ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0

ciscoasa(config)# interface vlan 1
ciscoasa(config-if)# bridge-group 1
ciscoasa(config-if)# nameif inside
ciscoasa(config-if)# security-level 100

security-level 1 100 100

4 DHCP

dhcpd address ip_address-ip_address interface_name
dhcpd enable interface_name

ciscoasa(config)# dhcpd address 192.168.1.2-192.168.1.254 inside
ciscoasa(config)# dhcpd enable inside

route management_ifc management_host_ip mask gateway_ip 1

ciscoasa(config)# route management 10.1.1.0 255.255.255.0 192.168.1.50

6 ASDM HTTP

http server enable

1 ASDM

http ip_address mask interface_name

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

write memory

mode multiple

CLI 1 Cisco ASA 9.6 CLI .




Bl Asom

ASDM

-

ASASM

VLAN 1
ASDM

interface vlan 1

nameif inside

ip address 192.168.1.1 255.255.255.0
security-level 100

dhcpd address 192.168.1.3-192.168.1.254 inside
dhcpd enable inside

http server enable

http 192.168.1.0 255.255.255.0 inside

1 BVI1 ASDM

firewall transparent
interface bvi 1

ip address 192.168.1.1 255.255.255.0
interface vlan 1

bridge-group 1

nameif inside

security-level 100

dhcpd address 192.168.1.3-192.168.1.254 inside
dhcpd enable inside

http server enable

http 192.168.1.0 255.255.255.0 inside

ASA 26
26

29
30

Telnet 31

204
ASDM 2
1 Cisco ASA 9.6 CLI

ASA

VLAN
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* ASDM-IDM ASA

ASA

« Java Web Start ASA Web

ASA IP

ASDM B

Web
ASA IP

Java Web Start

Web Start Java
Hostscan

ASDM ASA IP

ASDM
ASDM

ASDM \Users\<user_id>\.asdm
Temp

1 ASDM

https://asa_ip_address/admin
ASDM
* Install ASDM Launcher and Run ASDM
* Run ASDM

* Run Startup Wizard

a) [Install ASDM Launcher and Run ASDM]
b)
HTTPS

ASDM

CLI 1 Cisco ASA 9.6 CLI

Java Web Start
ASA ASDM

Java Web Start

AnyConnect

URL

[OK]

ASDM HTTPS




ASA |

c)
ASDM-IDM
d) IP
[OK]
3 Java Web Start
a) [Run ASDM] [Run Startup Wizard]
b)
c) Java Web Start
d) CiscoASDM-IDM
Launcher
e) [OK]
HTTPS
ASDM HTTPS
ASDM
ASA
* ASA5506-X 5508-X 5516-X /
ASA ASDM
* ASA5512-X  ASA5585-X
ASDM
* Firepower4100/9300 ASA
ASDM
* ASAV
ASDM
IP

. CLI 1 Cisco ASA 9.6 CLI
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* ASASM
26
* ISA 3000
ASDM
2
FirePOWER
ASA Firepower
Firepower 4100/9300
ASAvV

N

ASA

ASA

log/
crypto_archive/ coredumpinfo/coredump.cfg
ASAv ASA 5525-X
S
ASASM

Firepower 4100/9300

ASA

ASA

CLI 1 Cisco ASA 9.6 CLI




ASA

configure factory-default [ip_address [mask]]

ciscoasa(config)# configure factory-default 10.1.1.1 255.255.255.0

ip_address IP
IP ip_address

* Firepower 4100/9300

» ASAv IP

» ASA 5506-X IP

» ASA 5508-X 5516-X IP

* ASA5512-X 5515-X 5525-X 5545-X 5555-X IP

* ASA 5585-X IP
* ISA 3000 IP

* ASASM

http dhcpd address

Firepower 2100 boot system
FXOS

boot system
boot system
ASA

write memory

. CLI 1 Cisco ASA 9.6 CLI
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boot config
ASAv
ASAv 0
1
2
write erase
ASAv
bootimage
3 ASAv
reload
4
ASA 5506-X 5508-X 5516-X
ASA 5506-X 5508-X 5516-X
. --> GigabitEthernet 1/1
cLl 1 Cisco ASA 9.6 CLI

ASAv B

GigabitEthernet 1/2

"
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B Asassosx ss08-x 5516-X
« DHCP IP IP 192.168.1.1
e ASA5506W-X WiFi<--> WiFi -->
GigabitEthernet 1/9  WiFi
e« ASA5506W-X  WiFi IP 192.168.10.1
. WiFi DHCP
ASA  DHCP
. 11 ASAFirePOWER
ASA
« ASDM WiFi
* NAT WiFi
PAT

interface Managementl/1
management-only
no nameif
no security-level
no ip address
no shutdown
interface GigabitEthernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown
interface GigabitEthernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
1
object network obj_any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
1
http server enable
http 192.168.1.0 255.255.255.0 inside
1

dhcpd auto_config outside

dhcpd address 192.168.1.5-192.168.1.254 inside
dhcpd enable inside

!

logging asdm informational

ASA 5506W-X

same-security-traffic permit inter-interface
!
interface GigabitEthernet 1/9

security-level 100

nameif wifi

. CLI 1 Cisco ASA 9.6 CLI
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ASA5512-X  ASA 5585-X B

ip address 192.168.10.1 255.255.255.0
no shutdown

1

http 192.168.10.0 255.255.255.0 wifi

1

dhcpd address 192.168.10.2-192.168.10.254 wifi
dhcpd enable wifi

ASA5512-X  ASA 5585-X

ASA 5512-X  ASA 5585-X

. Management 0/0
«IP 192.168.1.1/24
« DHCP DHCP
192.168.1.2 192.168.1.254
« ASDM

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
1
asdm logging informational

asdm history enable
1

http server enable
http 192.168.1.0 255.255.255.0 management
1

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

Firepower 4100/9300

Firepower 4100/9300 ASA ASDM

* Firepower 4100/9300

. management

. IP

CLI 1 Cisco ASA 9.6 CLI .



B 1sa3000

ISA 3000

-

* ASDM

ASA 485

interface <management_ifc>
management-only
ip address <ip_address> <mask>
ipv6 address <ipv6_address>
ipv6 enable
nameif management
security-level 0
no shutdown

1

http server enable

http 0.0.0.0 0.0.0.0 management

http ::/70 management

1

route management 0.0.0.0 0.0.0.0 <gateway_ip> 1
ipv6 route management ::/0 <gateway_ipv6>

ISA 3000

Bump In The Wire

IP
GigabitEthernet 1/1  outsidel
insidel GigabitEthernet 1/3  outside2 GigabitEthernet 1/4

. 11 ASDM 192.168.1.1/24
. DHCP
« ASDM

GigabitEthernet 1/1 1/2 GigabitEthernet 1/3 1/4
1 Cisco ASA 9.6 CLI

ASA

GigabitEthernet 1/2
inside2
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ISA 3000 |

N

ISA 3000

insidel inside2 outsidel  outside2

ASA

* ASA Firepower Inline Tap Monitor-Only

ASA Firepower

firewall transparent

interface GigabitEthernetl/1
bridge-group 1
nameif outsidel
security-level 0
no shutdown
interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown
interface GigabitEthernetl/3
bridge-group 1
nameif outside2
security-level 0
no shutdown
interface GigabitEthernetl/4
bridge-group 1
nameif inside2
security-level 100
no shutdown
interface Managementl/1
management-only
no shutdown
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
interface BVI1
no ip address

access-list allowAll extended permit ip any any
access-group allowAll in interface outsidel
access-group allowAll in interface outside2

same-security-traffic permit inter-interface

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable
http 192.168.1.0 255.255.255.0 management
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ASAv

.

dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management

access-list sfrAccessList extended permit ip any any
class-map sfrclass
match access-list sfrAccesslList
policy-map global_policy
class sfrclass
sfr fail-open monitor-only
service-policy global_policy global

ASAv ASA ASDM 0/0

« Management 0/0

. management
«IP DHCP
. 0
. IP
« HTTP
. IP HTTP
. GigabitEthernet 0/8 IP
IP
* DNS
. ID
. Smart Call Home HTTP URL
. SSH
. IP
. SSH
. REST API
1 Cisco ASA 9.6 CLI
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ASAv

Cisco ASAv

interface Management0/0
nameif management
security-level 0
ip address ip_address

no shutdown
http server enable
http managemment_host_IP mask management
route management management_host_IP mask gateway_ip 1
dns server-group DefaultDNS
name-server ip_address
call-home
http-proxy ip_address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id_token
aaa authentication ssh console LOCAL
username username password password
ssh source_IP_address mask management
rest-api image boot:/path
rest-api agent

nameif management
security-level 0
ip address ip_address standby standby_ip

no shutdown
route management management_host_IP mask gateway_ip 1
http server enable
http managemment_host_IP mask management
dns server-group DefaultDNS
name-server ip_address
call-home
http-proxy ip_address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id_token
aaa authentication ssh console LOCAL
username username password password
ssh source_IP_address mask management
rest-api image boot:/path
rest-api agent
failover
failover lan unit primary
failover lan interface fover gigabitethernet0/8
failover link fover gigabitethernet0/8
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ASA

failover interface ip fover primary_ip mask standby standby_ip

ASA

write memory

copy running-config startup-config write memory

. CLI 1 Cisco ASA 9.6 CLI
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write memory

ASA
HTTP URL
copy running-config startup-config write memory
write memory all [/noconfirm]
/noconfirm
Are you sure [Y/N]:
Y ASA
ASA URL
HTTP URL HTTPS URL
ASA
“Saving context “b” ... ( 1/3 contexts saved ) ~
cLl 1 Cisco ASA 9.6 CLI
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ASA |

The context "context a® could not be saved due to Unavailability of resources

The context "context a® could not be saved due to non-reachability of destination

Unable to save the configuration for the following contexts as these contexts are
locked.
context “a’ , context “x” , context “z” .

. HTTP

Unable to save the configuration for the following contexts as these contexts have
read-only config-urls:
context “a” , context “b” , context “c’

The context "context a® could not be saved due to Unknown errors

« copy startup-config running-config

. CLI 1 Cisco ASA 9.6 CLI



ASA

* reload

ASA

« clear configure all thencopy startup-config running-config

* show running-config
« show running-config command

* show startup-config

* clear configure configurationcommand [level2configurationcommand]
level2configurationcommand

aaa

ciscoasa(config)# clear configure aaa

aaa authentication

ciscoasa(config)# clear configure aaa authentication

« no configurationcommand [level2configurationcommand] qualifier

CLI 1 Cisco ASA 9.6 CLI .
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no
qualifier

access-list

ciscoasa(config)# no access-list abc extended permit icmp any any object-group
obj_icmp_1

* Write erase

N

ASAv
clear configure
all
« clear configure all
S
clear configure all
)
Firepower 2100 boot system
FXOS
boot system boot
system
ASA
ASA
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CLI ASA
CLI
1
ASA ASA
1171
CLI
ciscoasa(config)#
ciscoasa(config)# context a
context a
1379
show

QoS service-policy
show service-policy
QoS

* clear local-host [ip_address] [all]

show local-host
all

CLI 1 Cisco ASA 9.6 CLI .
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through-the-box
to-the-box all
IP IP
ip_address

« clear connlall] [protocol {tcp Judp}] [ address src_ip [-src_ip] [ netmask mask] [ port src_port
[-src_port] [ address dest_ip [-dest_ip] [ netmask mask] [ port dest_port [-dest_port]
show conn

through-the-box
to-the-box all

ASA

ASA

ASA

reload

. CLI 1 Cisco ASA 9.6 CLI
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ASA PAK
ASAv ASAv  ASAon Firepower
133

* PAK 57

* PAK 73

* PAK 75

. AnyConnect 3 80

* PAK 109
* PAK 120

PAK

ASA
160 32 5 20
1

ASA

PAK 109
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1
1
ASA 1
59
SSLVPN
AnyConnect Premium 1
S
ASA 5506-X ASA 5506W-X
1
1
1000 AnyConnect Premium 2500
AnyConnect Premium
1
1000
AnyConnect Premium 2500
AnyConnect Premium
ASA
ASA

.

1

Cisco ASA

9.6 CLI

ASA
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ASA
)
1:
AnyConnect Premium
1000
2500
2500
Unified Communications Proxy
2500
1000
3500
10
20

30

CLI 1 Cisco ASA
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ASA

Botnet Traffic Filter

PAK 109
ASA
1. 52
25 27
2 52 2
79 52+27
1. 8 1000 AnyConnect Premium 2
6
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AnyConnect Plus

2. 8 1000
14 8+6 1000

1000 AnyConnect Premium
2500 1

ASA

78
61

ASA

ASA

ASA

2500 AnyConnect Premium 1000
AnyConnectPremium 500
AnyConnect Premium 2500
ASA 1000 1000
ASA 500

78

Apex

AnyConnect Plus Apex
ASA https://www.cisco.com/go/license [
] ASA PAK ASA
VPN
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https://www.cisco.com/go/license

ASA

B VPN
ASA
e Cisco AnyConnect Ordering Guide
» AnyConnect Licensing Frequently Asked Questions (FAQ)
S
AnyConnect Apex
VPN
VPN VPN
e IKEV1 IPsec VPN
* IKEV1 IPsec VPN
* IKEV2 IPsec VPN
VPN
* VPN VPN AnyConnect VPN
VPN
VPN ASA
. SSL VPN AnyConnect
1
AnyConnect
SSLVPN 2
VPN
VPN 3DES/AES
VPN
AnyConnect

Supplemental end User License Agreement for AnyConnect

. CLI 1 Cisco ASA 9.6 CLI
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| Asa

AnyConnect Apex
DES 3DES
DES DES

* Diameter

* GTP/GPRS

« SCTP

TLS
Encrypted Voice Inspection TLS TLS
TLS Mobility
Advantage Proxy TLS
1
Cisco Unified Communications Manager
TLS 2

TLS tls-proxy maximum-sessions ASDM  [Configuration]

> [Firewall] > [Unified Communications] > [TLS Proxy]
tls-proxy maximume-sessions ?
TLS TLS ASA
TLS
TLS TLS
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B v
S
K8 250 TLS
1000 K9
250 TLS
K8 K9
K8 K9
clear configureall
TLS
tls-proxy maximum-sessions
ASDM  [TLS Proxy]
write standby ASDM
[File] > [Save Running Configuration to Standby Unit]
clear configure all
TLS
SRTP
* K8 SRTP 250
* K9
S
/ SRTP
SRTP SRTP
VLAN
VLAN VLAN
interface gigabitethernet 0/0.100
vlan 100
3DES/AES
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IPS B
IPS
IPS ASA IPS
IPS IPS
* IPS IPS ASA
ASA5515-1PS-K9 IPS
IPS ASA IPS
. IPS
ASA
. IPS
IPS ASA IPS
IPS
IPS
AnyConnect Premium AnyConnect 3
S
ASA AnyConnect4
AnyConnect
AnyConnect Premium
ASA ASA
cLl 1 Cisco ASA 96 CLI
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ASA 5506-X ASA 5506W-X . / Security Plus
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ASA 5512-X  ASA 5555-X

¢ ASA 5512 Security Plus

AnyConnect Apex

. IPS
IPS IPS

* IPS
IPS
ASA
ASA5525-IPS-K9
IPS
IPS ASA IPS

. IPS

ASA

* IPS
IPS
ASA
IPS

IPS

IPS

ASAv

ASAv 143

9.6 CLI .




ASA

B s
Firepower 4100/9300 Firepower 4100/9300 ASA
143
AnyConnect Apex
S
PAK
0
ASA
ASA
ASA 5585-X 16
10 GE 1/0O/Security Plus
ASA 5585-X  SSP-10
SSP-20
ASA 5516-X 2
ASA 5512-X Security Plus 2
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ASA B
ASA 5515-X  ASA5525-X ASA 5545-X  ASA 5555-X 2
Firepower 4100/9300 Firepower 4100/9300 ASA ASA
144
ASA
ASA 1
2 ASA 10 TLS
20 TLS
1000 TLS ASA 5545-X 2000
ASA 5545-X 2000
2000 TLS
2 ASA 5545-X ASA 20 10
30
/ 2
18 12
30

ASA

. 2 2 ASA 5516-X ASA
5 4
4
4
4 ASA 5516-X ASA 5 3
2 1
5 5
5
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ASA

48

PAK

ASA

30

30

1 Cisco ASA

109

30
30

30

94
52

9.6 CLI

IASA

104

ASA

10
42

94
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* 30 /
4
90
38 52
* 30
6 /
84
36 / 46
78
ASA ASA
* [VPN]
3DES/AES
ASDM HTTPS/SSL SSHv2 Telnet SNMPv3
SSL
VPN
PAK 109
cLl 1 Cisco ASA 9.6 CLI
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ASA |
FAQ

FAQ

AnyConnect Premium

1 1
1000 AnyConnect
Premium 2500 ASA
2
8.3(1)
8.3
AnyConnect Premium AnyConnect

Premium

A

AnyConnect Premium

AnyConnect
Premium
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PAK B
ASA 65
. ASAv
. ASAv  ASAB506-X ASA5508-X ASA5516-X
* ASA 5506-X ASA 5506W-X
. 8.1 8.2
8.2
. ASA
8.2
. 8.2 8.3
8.3
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PAK

25
75

25

AnyConnect Essentials

anyconnect-essentials

. CLI 1 Cisco ASA 9.6 CLI

show version

2
SSL VPN

75

AnyConnect Essentials
AnyConnect Premium
Advanced Endpoint Assessment

ASA |

8.3

Cisco TAC

50
50

AnyConnect Premium

webvpn no

AnyConnect Essentials
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PAK B

PAK

PAK

ASA Cisco.com
ASA
PAK 1
PAK ASA
Security Plus Strong
Encryption 3DES/AES Strong Encryption
http://www.cisco.com/go/license
1 Cisco Smart Software Manager
https://software.cisco.com/#module/SmartLicensing
Smart Software Manager
1 http://www.cisco.com/go/ccw
AnyConnect FAQ
e Cisco AnyConnect Ordering Guide
« AnyConnect Licensing Frequently Asked Questions (FAQ)
PAK
AnyConnect ASA
PAK PAK
ASA FirePOWER ASA
2 ASA

show version | grep Serial

CLI 1 Cisco ASA 9.6 CLI .
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https://software.cisco.com/smartaccounts/setup#accountcreation-account
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http://www.cisco.com/go/ccw
http://www.cisco.com/c/dam/en/us/products/security/anyconnect-og.pdf
http://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html

ASA

3 Web

http://www.cisco.com/go/license

* Product Authorization Key 1

* ASA

Product Authorization Key

ASDM 3DES/AES
ASA

1 ASA

show version | grep Serial

2 Https://lwww.cisco.com/go/license [Get Other Licenses]

. CLI 1 Cisco ASA 9.6 CLI
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| Asa

Tools & Resources

Product License Registration

1_ Helia

View in French  ContactlUs ™ Feedback

ﬂ. Did You Know? a System Messages E‘, Suppornted Browsars

Eulfill Get Other Licenses *

Get New Licenses

Enter 1 to 10 PAKs or token IDs, separated by commas

Manage

PAKs/Tokens Licenses Devices Transactions History

3 [IPS, Crypto, Other]

2:IPS Crypto

Get Other Licenses v

Demo and Evaluation..

TelePresence Software Release Key..
TelePresence License o Resend...

are LICense Frocess,

Main to Backup
Register ROSA HA as Pair..

Migration...

4 [Search by Keyword] asa

3: Cisco ASA 3DES/AES

Request Crypto, IPS and Other Licenses

1. Select Product | 2. Specify Target and Options

Search by Keyword [ asa |
Make a salection from this st of products

Product Family Product
MNetwork Mgmt Products e 3 e
Security Products iCisco ASA IDES/AES License
Wirgless

5 [Smart Acfcount] [Virtual Account]

CLI 1 Cisco ASA 9.6 CLI

[Cisco ASA 3DES/AES License]

Review and Submit

Cisco ASA 5500 series AIP-SSM

ASA

[Serial Number]

Help

[Next]

gls

My Profie  Red




ASA |

Request Crypto, IPS and Other Licenses

1. Select Product | 2. Specify Target and Options
Smart Accoun
Vir 4 oun

Selectone... ¥ equired With Smant Account

Cisco ASA 3DES/AES License

« Serial Numbes L FCH1714J6HA ] L7}

[I Agree] [Submit]
5:
Request Crypto, IPS and Other Licenses
1. Select Product | 2. Specify Target and Options | 3. Review and Submit

Recipient and Owner Information

Enter multiple email addresses saparalad by commas Your License Key will be emailed within the hour to the specified email addresses,

= Sand To: Add...

« End User: «| Edit

License Request

SerialMumber
FCHIT14J6HP
Smart Account SKU Name aty
¥ Cisco Internal ASASS00-ENCR-KS 1
[Manage] > [Licenses]
78
1 Cisco ASA 9.6 CLI
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. ASA

ASA

activation-key key [activate | deactivate]

ciscoasa# activation-key 0xd11b3d48 0xa80ad4cOa 0x48e0fdlc 0xb0443480 0x843fc490

5 16 1
0x 16
1
activate deactivate
activate
deactivate deactivate
ASA
ASA
reload

ASA

WARNING: The running activation key was not updated with the requested key.
The flash activation key was updated with the requested key, and will become
active after the next reload.

CLI 1 Cisco ASA 9.6 CLI .
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AnyConnect 3
58
AnyConnect 3
S
ASA AnyConnect4
AnyConnect
AnyConnect Premium
ASA ASA
1. ASA
2. ASA
3. ASA
1
S
4.
5. ASA
S
IP
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6.
7.
50
8.
1.
2.
9.
ASA SsL
24
.24
. 24
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30

10

30 30

30

syslog

ASA

15

30

20
10
20

30

ASA

VPN

.

1
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/
2
#2
#1
#2
#1 #2
#1
#2
6:
Key
Blue=Shared license
SErVer in use Failover Pair#1

(Active)=Active
failever unit

1. Normal "2 |
operation:

—

-

L
-~
|

ctlive) Main (Standby) -~ .

2. Primary main Main (Failed)

server fails over:

Failover Pair#1

Main (Active) —

3. Both main Main (Failed)
|

servers fail:

Failover Pair#1

il
il
R

Main (Failed) —
-
Failover Pair #1 :
s I e I
- - -T-"

4. Both main servers and Main (Failed)

primary backup fail: |
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Main (Failed) .~ Backup (Failed)

#1

#2

_i:ailmrer Pair #2
|.l:rl.|='- ulrﬂ-’r

Backup (Active) Backup (Standby)

Failover Pair #2

]
+ ey
o o

|
...x..x_.Ba:hupll:k:tiue] Backup tiStandbyr:l

Failover Pair #2

I I
-, Backup (Active) Backup (Standby)
) | |

Failover Pair #2

i ]
) s

Backup {Active)
| |

251358




ASA

81

ASA

ASA

license-server secret secret

ciscoasa(config)# license-server secret farscape

secret 4 128 ASCII

license-server refresh-interval seconds

ciscoasa(config)# license-server refresh-interval 100
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10 300
30

SSL

license-server port port

ciscoasa(config)# license-server port 40000

port 1 65535 TCP 50554

IP

license-server backup address backup-id serial_number [ha-backup-id ha_serial_number]

ciscoasa(config)# license-server backup 10.1.1.2 backup-id JMX0916L0Z4 ha-backup-id
JMX1378NOW3

license-server enable interface_name

ciscoasa(config)# license-server enable inside

inside dmz

ciscoasa(config)# license-server secret farscape

ciscoasa(config)# license-server refresh-interval 100

ciscoasa(config)# license-server port 40000

ciscoasa(config)# license-server backup 10.1.1.2 backup-id JMX0916L0Z4 ha-backup-id
JMX1378NOW3

ciscoasa(config)# license-server enable inside

ciscoasa(config)# license-server enable dmz
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ASA

1 IP

license-server address address secret secret [port port]

ciscoasa(config)# license-server address 10.1.1.1 secret farscape

license-server backup enable interface_name

ciscoasa(config)# license-server backup enable inside

dmz

ciscoasa(config)# license-server address 10.1.1.1 secret farscape
ciscoasa(config)# license-server backup enable inside
ciscoasa(config)# license-server backup enable dmz
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1 IP

license-server address address secret secret [port port]

ciscoasa(config)# license-server address 10.1.1.1 secret farscape

license-server backup address address

ciscoasa(config)# license-server backup address 10.1.1.2

IP

ciscoasa(config)# license-server address 10.1.1.1 secret farscape
ciscoasa(config)# license-server backup address 10.1.1.2

CLI 1 Cisco ASA 9.6 CLI .
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Security Plus
“
71
61
ASA 5506-X ASA 5506W-X
ASA 5506-X ASA 5506W-X
Security Plus
Botnet
Traffic
Filter
20,000 50,000
160 160
TLS
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ASA 5506H-X B
Security Plus
VPN
AnCaret AnyConnect Plus AnyConnect Plus
Apex 50 Apex 50
10 50
VPN
50 50
VPN
VPN
DES DES
3DES/AES 3DES/AES
/
VLAN |5 30
ASA 5506H-X
ASA 5506H-X
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Bl Asassosn-x

ASA

Botnet Traffic
Filter
50,000
uc 160
VPN
AnyConnect Plus | 50
Apex
VPN 50
VPN |50
VPN
DES 3DES/AES
Active/Standby Active/Active
VLAN 30
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ASA 5508-X B
ASA 5508-X
ASA 5508-X
Botnet Traffic
Filter
100,000
TLS 320
VPN
AnyConnect AnyConnect Plus Apex 100
VPN 100
VPN |100
VPN
DES 3DES/AES
Active/Standby Active/Active
2 5
VLAN 50
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B Asassix
ASA 5512-X
ASA 5512-X
Security Plus
Botnet
Traffic
Filter
100,000 250,000
2 2
TLS
24 50 100 250 500 24 50 100 250 500
VPN
AnyCamet AnyConnect Plus AnyConnect Plus
Apex 250 Apex 250
250 250
VPN
250 250
VPN
VPN
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ASA 5515-X
Security Plus
DES DES
3DES/AES 3DES/AES
Active/Standby Active/Active
2 5
2
IPS
VLAN |50 100
ASA 5515-X
ASA 5515-X
Botnet
Traffic
Filter
250,000
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Bl Asassisx
2 24 50 100 250 500
TLS
VPN
AnyCoret AnyConnect Plus Apex 250
250
VPN
250
VPN
VPN
DES 3DES/AES
Active/Standby Active/Active
2 5
2
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ASA 5516-X B
IPS
VLAN |100
ASA 5516-X
ASA 5516-X
Botnet Traffic
Filter
250,000

TLS 1000
VPN
AnyConnect AnyConnect Plus Apex 300

VPN |300

VPN 300

VPN
DES 3DES/AES
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Bl Asasssx

ASA

Active/Standby Active/Active

VLAN 150

ASA 5525-X

ASA 5525-X

Botnet
Traffic
Filter

500,000

TLS

100

250

500

750

1000

VPN

AnyGamed AnyConnect Plus

Apex

750

750
VPN
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ASA 5545-X B

750
VPN
VPN
DES 3DES/AES
Active/Standby Active/Active
2 5 10 20
2
IPS
VLAN |200
ASA 5545-X
ASA 5545-X
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Bl Asasssx
Botnet
Traffic
Filter
750,000
2 24 50 100 250 500 750 1000 2000
TLS
VPN
AnCoret AnyConnect Plus Apex 2500
2500
VPN
2500
VPN
VPN
DES 3DES/AES
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ASA 5555-X B

Active/Standby Active/Active
2 5 10 20 50
2

IPS

VLAN 300

ASA 5555-X

ASA 5555-X

Botnet

Traffic

Filter
1,000,000
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B Asassssx
2
TLS
24 50 100 250 500 750 1000 2000 3000
VPN
AnCoret AnyConnect Plus Apex 5000
5000
VPN
5000
VPN
VPN
DES 3DES/AES
Active/Standby Active/Active
2 5 10 20 50 100
2
IPS
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ASA5585-X  SSP-10 B
VLAN [500
ASA 5585-X SSP-10
ASA 5585-X SSP-10
2 SSP SSP
SSP-10  SSP-20
SSP
2 SSP
Security Plus

Botnet
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Traffic
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2
TLS
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ASA

Security Plus
VPN
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DES 3DES/AES
Active/Standby Active/Active
2 5 10 20 50 100 250
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ASA 5585-X SSP-40 -60
ASA 5585-X SSP-40 -60
2 SSP SSP
SSP-40  SSP-60
SSP
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5000
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Filter
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show activation-key [detail]
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detail

1 show activation-key

show
activation-key

ciscoasa# show activation-key

Serial Number: JMX1232L11M

Running Permanent Activation Key: Oxce06dc6b Ox8a7b5ab7 Oxale21dd4 0xd2c4b8b8 0xc4594f9c
Running Timebased Activation Key: 0xa821d549 0x35725fe4 0xc918b97b 0xce0b987b 0x47c7c285
Running Timebased Activation Key: Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad?2

Licensed features for this platform

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 10 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Enabled perpetual
Shared AnyConnect Premium Peers : 12000 perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions 12 62 days
Total UC Proxy Sessions 12 62 days
Botnet Traffic Filter : Enabled 646 days
Intercompany Media Engine : Disabled perpetual

This platform has a Base license.

The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

0xa821d549 0x35725fe4 0xc918b97b OxceOb987b 0x47c7c285

Botnet Traffic Filter : Enabled 646 days

Oxyadayad2 Oxyadayad? Oxyadayadz Oxyadayad2 Oxyadayad?

Total UC Proxy Sessions : 10 62 days

2 show activation-key detail
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ciscoasa# show activation-key detail

Serial Number: 88810093382

show activation-key detail

Running Permanent Activation Key: Oxce06dc6b 0x8a7b5ab7 Oxale21dd4 0xd2c4b8b8 0xc4594f9c
Running Timebased Activation Key: 0xa821d549 0x35725fe4 0xc918b97b OxceOb987b 0x47c7c285

Licensed features for this platform:

Maximum Physical Interfaces
VLANs

Dual ISPs

VLAN Trunk Ports

Inside Hosts

Failover

VPN-DES

VPN-3DES-AES

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine

: 8
1 20
: Ena
: 8

: Unl
: Active/Standby
: Ena
: Ena

bled

imited

bled
bled

-2

: Disabled
: 25

: 25

: Disabled
: Disabled
: Disabled

: 2
: 2
: Ena
: Dis

bled
abled

perpetual
DMZ Unrestricted
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
39 days
perpetual

This platform has an ASA 5512-X Security Plus license.

Running Permanent Activation Key: Oxce06dc6b 0x8a7b5ab7 Oxale21dd4 0xd2c4b8b8 0xc4594f9c

Licensed features for this platform:

Maximum Physical Interfaces
VLANs

Dual ISPs

VLAN Trunk Ports

Inside Hosts

Failover

VPN-DES

VPN-3DES-AES

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine

: 8
- 20
: Ena
: 8

: Unl
: Active/Standby
: Ena
: Ena

bled

imited

bled
bled

-2

: Disabled
: 25

- 25

: Disabled
: Disabled
: Disabled

: 2
: 2
: Ena
: Dis

bled
abled

perpetual
DMZ Unrestricted
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
39 days
perpetual

The flash permanent activation key is the SAME as the running permanent key.

Active Timebased Activation Key:
0xa821d549 0x35725fe4 0xc918b97b OxceO0b987b 0x47c7c285

Botnet Traffic Filter

CLI 1 Cisco ASA
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Inactive Timebased Activation Key:
Oxyadayada3 Oxyadayada3 Oxyadayada3 Oxyadayada3 Oxyadayada3
AnyConnect Premium Peers : 25 7 days

3 show activation-key detail

show activation-key detail

ASA

ciscoasa# show activation-key detail

Serial Number: P3000000171

Running Permanent Activation Key: Oxce06dc6b 0x8a7b5ab7 Oxale21dd4 0xd2c4b8b8 0xc4594f9c
Running Timebased Activation Key: 0xa821d549 0x35725fe4 0xc918b97b OxceOb987b 0x47c7c285

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts 12 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.

Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
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Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts 12 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers : 4 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions 4 perpetual
Total UC Proxy Sessions 4 perpetual
Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.
Running Permanent Activation Key: Oxce06dc6b Ox8a7b5ab7 Oxale21dd4 0xd2c4b8b8 0xc4594f9c

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Disabled perpetual
Security Contexts 2 perpetual
GTP/GPRS : Disabled perpetual
AnyConnect Premium Peers 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions 2 perpetual
Total UC Proxy Sessions 2 perpetual
Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual

The flash permanent activation key is the SAME as the running permanent key.

Active Timebased Activation Key:
0xa821d549 0x35725fe4 0xc918b97b 0OxceOb987b 0x47c7c285
Botnet Traffic Filter : Enabled 33 days

Inactive Timebased Activation Key:

Oxyadayad3 Oxyadayad3 Oxyadayad3 0xyadayad3 Oxyadayad3
Security Contexts 7 days
AnyConnect Premium Peers : 100 7 days
Oxyadayad4 Oxyadayad4 Oxyadayad4 Oxyadayad4 Oxyadayad4

Total UC Proxy Sessions : 100 14 days

4 show activation-key detail
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show activation-key detail

ASA

ciscoasa# show activation-key detail

Serial Number: P3000000011
Running Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Disabled perpetual
Security Contexts : 2 perpetual
GTP/GPRS : Disabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.

Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 10 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers 4 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
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Shared License

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions

Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine

: Disabled
: Disabled
: Disabled
: Disabled

-4
: 4
: Ena
: Dis

bled
abled

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
33 days
perpetual

This platform has an ASA 5520 VPN Plus license.

Running Permanent Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl

Licensed features for this platform:

Maximum Physical Interfaces
Maximum VLANs

Inside Hosts

Failover

VPN-DES

VPN-3DES-AES

Security Contexts

GTP/GPRS

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

Shared License

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine

: Unlimited perpetual

: 150 perpetual

: Unlimited perpetual

: Active/Active perpetual

: Enabled perpetual

: Disabled perpetual

2 perpetual

: Disabled perpetual
2 perpetual
: Disabled perpetual
: 750 perpetual
: 750 perpetual
: Disabled perpetual
: Disabled perpetual
: Disabled perpetual
: Disabled perpetual

2 perpetual

2 perpetual

: Disabled perpetual

: Disabled perpetual

The flash permanent activation key is the SAME as the running permanent key.

5 showactivation-key

ciscoasa# show activation-key

erial Number: SAL144705BF

ASA

show activation-key

ASA

Running Permanent Activation Key: 0x4dled752 Oxc8cfeb37 O0xf4c38198 0x93c04c28 0x4alc049a

CLI 1 Cisco ASA
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Running Timebased Activation Key: Oxbc07bbd7 0xb15591e0 0Oxed68c013 0xd79374ff 0x44f87880

Licensed features for this platform

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 25 perpetual
GTP/GPRS : Enabled perpetual
Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.

Failover cluster licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 50 perpetual

GTP/GPRS : Enabled perpetual
Botnet Traffic Filter Enabled 330 days

This platform has an WS-SVC-ASA- SMl No Payload Encryption license.
The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

Oxbc07bbd7 0xb15591e0 0xed68c013 0xd79374ff 0x44F87880
Botnet Traffic Filter : Enabled 330 days

6 show activation-key ASA

show activation-key

ASA

ciscoasa# show activation-key detail

Serial Number: SAD143502E3
Running Permanent Activation Key: 0xf404c46a Oxb8e5bd84 0x28cl1lb900 0x92ecal9c 0x4e2a0683

Licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
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Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 25 perpetual
GTP/GPRS : Disabled perpetual
Botnet Traffic Filter : Disabled perpetual

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.

Failover cluster licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 50 perpetual

GTP/GPRS : Enabled perpetual

Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.

The flash permanent activation key is the SAME as the running permanent key.

7 show activation-key

ciscoasa# show activation-key
Serial Number: JMX1504L2TD
Running Permanent Activation Key: Ox4a3eea7b O0x54b9f6la 0x4143a90c 0xe5849088 0x4412d4a9

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 100 perpetual

Inside Hosts : Unlimited perpetual

Failover : Active/Active perpetual

Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual

Security Contexts : 2 perpetual

GTP/GPRS : Disabled perpetual

AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual

Other VPN Peers : 250 perpetual

Total VPN Peers : 250 perpetual

Shared License : Disabled perpetual

AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual

Total UC Proxy Sessions : 2 perpetual

Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Enabled perpetual

This platform has an ASA 5585-X base license.

Failover cluster licensed features for this platform:
Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 100 perpetual

Inside Hosts : Unlimited perpetual

Failover : Active/Active perpetual

Encryption-DES : Enabled perpetual

CLI 1 Cisco ASA 9.6 CLI .
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Encryption-3DES-AES : Enabled perpetual

Security Contexts : 4 perpetual

GTP/GPRS : Disabled perpetual

AnyConnect Premium Peers : 4 perpetual

AnyConnect Essentials : Disabled perpetual

Other VPN Peers : 250 perpetual

Total VPN Peers : 250 perpetual

Shared License : Disabled perpetual

AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 4 perpetual

Total UC Proxy Sessions : 4 perpetual

Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Enabled perpetual

This platform has an ASA 5585-X base license.

The flash permanent activation key is the SAME as the running permanent key.

« show shared license [detail | client [hostname] | backup]

detail
1 client
backup

clear shared license

show shared license

ciscoasa> show shared license
Primary License Server : 10.3.32.20
Version -1
Status : Inactive

Shared license utilization:

SSLVPN:
Total for network : 5000
Available : 5000
Utilized : 0
This device:
Platform limit : 250
Current usage : 0
High usage : 0
Messages Tx/Rx/Error:
Registration 0/70/70
Get 0/70/70
Release 0/70/70
Transfer 0/70/70

show shared license detail

ciscoasa> show shared license detail

1 Cisco ASA 9.6 CLI
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Backup License Server Info:

Device ID - ABCD
Address :10.1.1.2
Registered - NO
HA peer 1D : EFGH
Registered - NO
Messages Tx/Rx/Error:
Hello :
Sync :
Update

[eNeoNe]
NN N
[eNoNe]
NN N
[eNeoNe]

Shared license utilization:
SSLVPN:
Total for network : 500
Available : 500
Utilized N 0
This device:
Platform limit N 250
Current usage : 0
High usage : 0
Messages Tx/Rx/Error:
Registration
Get
Release
Transfer

NNNN
[cNeoNeoNe)
NNNN
[cNeoNoNe)

0
-0
-0

0

Client Info:

Hostname - 5540-A
Device ID O XXXXXXXXXXX
SSLVPN:
Current usage
High :
Messages Tx/Rx/Error:
Registration 1
Get -0
Release -0
Transfer -0

o o

NNNN
[cNeoNeN
NNNN
[cNeoNoNe)

« show activation-key

ASA show version

* show vpn-sessiondb

VPN
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PAK

ASA

VLAN 7.0(5)
* ASA5510 Base
32000 5000 VLAN 0
10
¢ ASA5510 Security Plus
64000 130000
VLAN 10 25
« ASA5520 130000
280000 VLAN 25 100
« ASA5540 280000
400000 VLAN 100 200
SSL VPN 7.1(1) SSL VPN
SSL VPN 7.2(1) 5000 SSL VPN
ASA 5550
ASA 5510 7.2(2) ASA 5510
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PAK

VLAN

7.2(2)

ASA 5505 Security Plus
VLAN 5 3
1

20

20
ISP
backup interface

ISP

backup interface
Easy VPN

VLAN

ASA 5510 10
50 Security Plus

25 100 ASA 5520 100

150 ASA 5550 200 250
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ASA 5510 Security Plus 7.2(3) ASA 5510 Security Plus
Ethernet 0/0 0/1
1000
Mbps
100
Mbps
Ethernet
0/2 0/3 0/4
Ethernet 0/0 Ethernet
0/1
speed
show
interface
1 Cisco ASA 9.6 CLI
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PAK B

Advanced Endpoint Assessment 8.0(2) Advanced Endpoint Assessment
Cisco AnyConnect
SSL VPN
ASA ASA
DAP
Advanced Endpoint Assessment
Host Scan
Host Scan
Cisco Secure Desktop
ASA5510 VPN 8.0(2) VPN ASA 5510
Security Plus
AnyConnect for Mobile 8.0(3) AnyConnect for Mobile

Windows
AnyConnect
ASA

8.0(4)/8.1(2)
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ASA

ASA 5580 VLAN 8.1(2) ASA 5580 VLAN
100 250
Unified Communications Proxy 8.0(4) UC Proxy
Presence
Federation Proxy Encrypted
\oice Inspection
TLS
TLS
ucC
ucC
Proxy
8.1
8.2(1)
IP
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AnyConnect Essentials

8.2(1)

AnyConnect Essentials

AnyConnect VPN
ASA

SSL VPN
Cisco Secure Desktop

AnyConnect Essentials
AnyConnect Premium

AnyConnect Essentials
VPN
Web
AnyConnect

WebLaunch

AnyConnect Premium

AnyConnect

ASA AnyConnect Premium

Advanced Endpoint Assessment
AnyConnect Essentials

ASA AnyConnect
Essentials AnyConnect
Premium

ASA  AnyConnect
Essentials
webvpn no
anyconnect-essentials
AnyConnect Essentials
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SSL VPN AnyConnect  |8.2(1) SSL VPN
Premium SSL VPN Edition AnyConnect Premium SSL VPN Edition
SSL VPN 8.2(1) SSL VPN

ASA SSL VPN

8.2(2) UC Proxy
Unified Communications Proxy
ASA 5585-X SSP-20 10GE /O 8.2(3) ASA 5585-X SSP-20 10GE /O
10
SSP-60
10

ASA 5585-X  8.3(X)

ASA 5585-X SSP-10 10GE /O 8.2(4) ASA 5585-X  SSP-10 10GEI/O
10

SSP-40
10

ASA 5585-X  8.3(X)

8.3(1)

show activation-key show version
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PAK B

8.3(1)
ASA
Intercompany Media Engine 8.3(1) IME
8.3(1)
1
show activation-key show version
8.3(1)
activation-key [activate | deactivate]
AnyConnect Premium SSL VPN Edition |8.3(1) AnyConnect Premium SSL VPN Edition
AnyConnect Premium SSL AnyConnect
VPN Premium SSL VPN
CLI 1 Cisco ASA
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8.3(2)

ASA 5505 5550

Unified Communications
VPN

8.3(x)
8.4(1)

ASA

ASA 5550 5580 5585-X

8.4(1)

ASA 5550 ASA 5585-X
SSP-10
50 100
ASA 5580 5585-X
SSP-20
50 250

ASA 5580 5585-X VLAN

8.4(1)

ASA 5580 ASA 5585-X
VLAN 250 1024

ASA 5580 5585-X

8.4(1)

* ASA 5580-20 1,000,000
2,000,000

* ASA 5580-40 2,000,000
4,000,000

* ASA 5585-X with SSP-10 750,000
1,000,000

* ASA 5585-X with SSP-20 1,000,000
2,000,000

* ASA 5585-X with SSP-40 2,000,000
4,000,000

* ASA 5585-X with SSP-60 2,000,000
10,000,000
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AnyConnect Premium SSL VPN 8.4(1) AnyConnect Premium SSL VPN
AnyConnect Premium AnyConnect Premium
SSL VPN
AnyConnect Premium
ASA 5580 AnyConnect VPN 8.4(1) AnyConnect VPN
5,000 10,000
ASA 5580 AnyConnect VPN | 8.4(1) AnyConnect VPN
5,000 10,000
IKEv2 IPsec 8.4(1) AnyConnect Essentials
AnyConnect Premium
IKEv2 IPsec
VPN
ASA IKEv2
Other VPN IPsec
VPN IKEv2
Other
VPN
8.4(1)
ASA 5585-X
ASA ASA
VPN
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SSP  SSP-20 SSP-40 [8.4(2) SSP-40 SSP-60
2 SSP
SSP
SSP-40  SSP-60
SSP
2 SSP
2 SSP
VPN
VPN
ASA5512-X  ASA 5555-X IPS [8.6(1) ASA 5512-X ASA 5515-X ASA
5525-X  ASA 5545-X ASA
5555-X IPS SSP
IPS
ASA 5580 ASA 5585-X 9.0(1) ASA5580
ASA 5585-X
ASASM VPN 9.0(2) ASASM VPN
ASASM 9.0(2) ASASM
SSP-10 SSP-20 ASA |9.0(1) ASA 5585-X SSP
5585-X SSP SSP-40 SSP
SSP-60
SSP VPN SSP 2
SSP VPN
9.6 CLI
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PAK

ASA 5500-X 9.1(4) ASA 5512-X ASA5515-X ASA
5525-X  ASA 5545-X ASA
5555-X 2
2
ASA5512-X Security Plus
ASA5585-X 16 9.2(2) ASA5585-X 16
ASAV4 ASAV30 9.2(1) ASAV
ASAV4 ASAV30
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q

ASA on Firepower

PAK
ASA
S
ASAv ASA Firepower
PAK PAK 57

. 133
. 145
. 146
. 147
« ASAv 147
* Firepower 4100/9300 157
. 160
» Smart Software Licensing 164
. 168
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B Firepower 4100/9300 ASA
Firepower 4100/9300 ASA
Firepower 4100/9300 ASA
Firepower 4100/9300 ASA
« Firepower 4100/9300 License Authority
Firepower 4100/9300
S
* ASA ASA

Smart Software Manager

1 Cisco Smart Software Manager

https://software.cisco.com/#module/SmartLicensing

Smart Software Manager

\}

Smart Software Manager

License Authority

ASA License Authority
PAK ASA

. CLI 1 Cisco ASA 9.6 CLI


https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account

| Asa

PAK
Smart Software Manager

ASAv

* ASAVS
* ASAv10
* ASAv30

ASAv

ASAv
vCPU DRAM ASAv

ASAv Smart Software

Manager

Azure

Firepower 4100/9300

Firepower 4100/9300

ASA ASA

Firepower 4100/9300
Smart Software Manager

VM Smart Software Manager
Smart Software Manager

License Authority

CLI 1 Cisco ASA 9.6 CLI .




Smart Software Manager satellite

ASA

Firepower 4100/9300 ASA
ASA
3 Firepower 9300
1 3
ASAv
ASAv Licensing Authority ASAv
Firepower 4100/9300
Firepower 4100/9300 2
. Firepower 4100/9300 Licensing Authority
90 ASA
Firepower4100/9300
. Firepower 4100/9300 Licensing Authority
ASA ASA
S
3DES/AES
3DES/AES

License Authority

. CLI 1 Cisco ASA 9.6 CLI
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| Asa
Smart Software Manager .

Smart Software Manager

Smart Software Manager

30

)

Firepower 4100/9300 ASA

Cisco License Authority

License Authority

30 License Authority Smart Software Manager

HTTP

ASAv

ASAv HTTP 90
30
Call Home 90 Licensing
Authority ASAvV

Firepower 4100/9300

Firepower 4100/9300 90 HTTP
30
Call Home 90 Licensing
Authority

CLI 1 Cisco ASA 9.6 CLI




ASA |

. Licensing Authority

* ASAv  ASAv
* Firepower 4100/9300

Smart Call Home

Licensing Authority ~ URL Smart Call Home
License Authority URL
Cisco TAC License Authority ~ URL
S
Firepower 4100/9300 Smart Call Home  ASA Firepower

4100/9300

Smart Call Home
no service call-home Smart Call Home

Smart Call Home

ASA  Smart Call Home CA

trustpool auto-update

. CLI 1 Cisco ASA 9.6 CLI
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ServAuth

AnyConnect Plus

AnyConnect Plus
ASA

Apex

Apex

» Cisco AnyConnect Ordering Guide

AnyConnect

Cisco.com ID

« AnyConnect Licensing Frequently Asked Questions (FAQ)

VPN

VPN

* IKEvl
* IKEvl

* IKEv2

VPN
* VPN

CLI

1

VPN
IPsec VPN
IPsec VPN
IPsec VPN
VPN AnyConnect
VPN
SSL VPN
1
AnyConnect
SSL VPN
Cisco ASA 9.6 CLI

[Extended Key Usage]

VPN
VPN
ASA

AnyConnect



http://www.cisco.com/c/dam/en/us/products/security/anyconnect-og.pdf
http://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html

.

ASA

ASAv
3DES/AES
ASDM
through-the-box License Authority
ASAv
[Allow export-controlled functionality on the products registered with this token]
3DES/AES
ASAv
ASAv
ASAv
ASAv
ASAv
ASAvV
2.3.0 ASA
ASAv
Firepower 4100/9300
Firepower
[Allow export-controlled functionality on the products registered with this token]
3DES/AES
ASA
ASDM ASA
ASA through the box
ASA
2.3.0
ASDM 3DES CLlI ASA
ASA
1 Cisco ASA 9.6 CLI
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TLS

DES

DES 3DES
DES DES

* Diameter
* GTP/GPRS
* SCTP

Encrypted Voice Inspection TLS TLS

TLS Mobility
Advantage Proxy TLS

Cisco Unified Communications Manager
TLS 2

TLS tls-proxy maximum-sessions ASDM  [Configuration]
> [Firewall] > [Unified Communications] > [TLS Proxy]
tls-proxy maximum-sessions ?
TLS TLS ASA
TLS
TLS TLS
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ASA

B v
S
K8 250 TLS
1000 K9
250 TLS
K8 K9
K8 K9
clear configureall
TLS
tls-proxy maximum-sessions
ASDM  [TLS Proxy]
write standby ASDM
[File] > [Save Running Configuration to Standby Unit]
clear configure all
TLS
SRTP
* K8 SRTP 250
* K9
S
/ SRTP
SRTP SRTP
VLAN
VLAN VLAN
interface gigabitethernet 0/0.100
vlan 100
3DES/AES

. CLI 1 Cisco ASA 9.6 CLI
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AsA B
ASAv
Firepower 4100/9300 ASA
Firepower 4100/9300 License Authority
ASA Smart Software Manager SSM
Firepower 4100/9300
Cisco Smart Software Manager
ASA
* Standard Standard
2
* Context Context
Standard 10
Standard Context
* Standard 10 2 20
250  Context /
270
250 250
Context 230
» Standard 10 2
20 /
10 Context 10 Context
40
22
18 40
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ASA

. Firepower 4100/9300 ASA ASA
250 250
40
. 3DES 2.3.0 Cisco Smart Software Manager
ASDM
ASA CLI
3DES
Firepower 4100/9300 ASA ASA
Firepower 4100/9300 License Authority
ASA 3DES/AES
ASA
1
10
. 6 Firepower9300
10 6 60
20
80
250

. CLI 1 Cisco ASA 9.6 CLI
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250
. Firepower4110 3
3
250
250
280
250
. S2S VPN
. 3DES 23.0
* ASAv
* ASAV License Authority
* ASAv
cLl 1 Cisco ASA 9.6 CLI

80
80
80

10

30

280
250
250
220
Cisco Smart Software Manager
30

12

HTTP

DNS




ASA |

* ASA Azure

* Firepower 4100/9300 ASA Firepower 4100/9300

« Cisco Smart Software Manager

https://software.cisco.com/#module/SmartLicensing

Smart Software Manager

Cisco Commerce Workspace  [Find Products and Solutions]
PID

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

ASAv PID
* ASAVS L-ASAV5S-K9=
* ASAv10 L-ASAV10S-K9=
* ASAV30 L-ASAV30S-K9=

* ASAV50 L-ASAV50S-K9=

Firepower 4100 PID
Firepower 9300 PID

. ASAv
PAK ASAv

ASAv

. CLI 1 Cisco ASA 9.6 CLI
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https://apps.cisco.com/Commerce/home

| Asa

ASAv

* ASAv URL Smart Call Home

call-home
profile License
destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

* ASAv

license smart
feature tier standard
throughput level {100M | 1G | 2G}

. HTTP

call-home
http-proxy ip_address port port

Firepower 4100/9300 ASA
ASAv
ASAv
1
1 ASAv 148
2 ASAv 151
3 ASAv 153
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ASA
B asa

ASAv

ASAv License Authority
HTTP ASAvV
Day0 ID
)
ASAv HTTP

ASAv Day0

1 Smart Software Manager Cisco Smart Software Manager

a) [Inventory]
8:

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) [General] [New Token]
9:
General Licenses Product Instances Event Log

Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

he registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

. CLI 1 Cisco ASA 9.6 CLI
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| Asa

ASAv .

¢) [Create Registration Token] [Create
Token]

o[ Description ]
* Expire After 30

« Allow export-controlled functionaility on the products registered with this token

10:

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

\firtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

d) [Token]
ID ASA

11:

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
M]MaZJIhYTITZGO4OSOOYjK2L@ 2017-Aug-16 19:41.53 (in 30 days) ASAFP 21101 Allowed Actions

CLI 1 Cisco ASA 9.6 CLI .




ASA

B asa

12:

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press cirl + ¢ to copy selected text to clipboard.

2 ASAv HTTP URL
call-home

http-proxy ip_address port port
HTTP

Smart Call Home

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

3

a)
license smart
ciscoasa(config)# license smart
ciscoasa(config-smart-lic)#

b)
feature tier standard

c)
throughput level {100M | 1G | 2G}
ciscoasa(config-smart-lic)# throughput level 2G

a)

exit

. CLI 1 Cisco ASA 9.6 CLI
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ASAv .

exit end

ciscoasa(config-smart-lic)# exit
ciscoasa(config)#

4 ASAv License Authority
License Authority ~ ASAv ASAv  License Authority ID
ASAv
ASAv
a) ASAv

license smart register idtoken id_token [force]

force License Authority
ASAv Smart Software Manager ASAv
force

ASAv License Authority

ciscoasa# license smart register idtoken YjE3Njc5MzYtMGQzMiOOOTA4
LWJIhOD 1tNzBhMGQ5NGR 1Y jUXL TEOMTQ5NDAY%0A0DQzNz I 8BNXk2bzV3SDEOZKkgwQk
dYRmZINTNCNGIVRnBHUFpj cmO2WTB4TU4w%0ACc2NNMDO%3D%0A

ASAv

ASAv

Smart Software Manager OVA Cisco.com VMwareESXi
Smart Software Manager satellite

CLI 1 Cisco ASA 9.6 CLI
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https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html

B asa

-

ASA |

ASA HTTP URL
call-home
http-proxy ip_address port port
HTTP

Smart Call Home

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

URL
call-home
profile License

destination address http https://satellite_ip_address/Transportgateway/services/DeviceRequestHandler

ciscoasa(config)# call-home

ciscoasa(cfg-call-home)# profile License
ciscoasa(cfg-call-home-profile) destination address http
https://10.1.5.5/Transportgateway/services/DeviceRequestHandler

1 ASA

license smart register idtoken id_token

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOOOTA4
LWJIhOD 1tNzBhMGQ5NGRIY jJUXLTEOMTQ5NDAY%0A0DQzNz 1 8NXk2bzV3SDEOZkgwQk
dYRMZAINTNCNGIVRNBHUFp j cmO2WTB4TU4w%0ACc2NnNMDO%3D%0A

ASA

3DES/AES
show license summary

ciscoasa# show license summary

Smart Licensing is ENABLED

1 Cisco ASA 9.6 CLI
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ASAv B

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:

License Entitlement tag Count Status
regid.2014-08.com.ci... (FP2110-ASA-Stdy 1 AUTHORIZED
ASAv
ASAvV ASAv
1 ASAv 153
2 ASAv 156
ASAv
ASAvs Smart Software Manager
“
ASAv
ASAv ASAv 156
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B asa

ASA

writeerase
1 license smart reservation
. Smart Software Manager
* ASAv 0

1 ASAv CLI

.

license smart reservation

ciscoasa (config)# license smart reservation
ciscoasa (config)#

license smart
feature tier standard
throughput level {100M | 1G | 2G}

no
Smart Call Home

Smart Software Manager

license smart reservation request universal

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
ABP:ASAv, S:9AUSET6UQHD{A8ug5/1jRDaSp3w8uG I feQ{53C13E

ciscoasa#

1 Cisco ASA 9.6 CLI
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5

ASAv B

ASAv ASAV5/ASAV10/ASAV30

ASAv
vCPU DRAM
ASAv
show vm

Smart Software Manager
license smart reservation cancel

Smart Software Manager
ASAv
ASAv 156

Smart Software Manager [Instances]

https://software.cisco.com/#SmartLicensing-Inventory

[Licenses]

[License Reservation] ASAv [Reserve License]

Smart Software Manager
Smart Software Manager

[License Reservation]

ASAv

license smart reservation install code

ciscoasa# license smart reservation install AAu3431rGRS001g5HQI2vpzg{MEYCIQCBwWS$
ciscoasa#

ASAv

CLI 1 Cisco ASA 9.6 CLI .



https://software.cisco.com/#SmartLicensing-Inventory

ASAv

ASAv

ASAvV ASAv

Smart Software Manager

1 ASAv

license smart reservation return

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS001g5HQI2vpcg{uXiTRFVrp7M/zDpirLwYCag80Sv60yZJuFDVBS2Q1iQ=

ASAv

license smart reservation request universal ASAv
VvCPU/RAM

2 ASAv uDI Smart Software Manager

show license udi

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJIBEKE
ciscoasa#

3 Smart Software Manager [Product Instances]

https://software.cisco.com/#SmartLicensing-Inventory

[Product Instances] uDI

4 ASAv [Actions] > [Remove] ASAvV
[Remove Product Instance]

. CLI 1 Cisco ASA 9.6 CLI
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| Asa

ASAv
ASAv
ASAv ASAv ASAv
ASAvV
Smart Software Manager SSM ASAv
ASAv
license smart deregister
ASAv
ASAv ID
6 30

Smart Software
Manager

license smart renew id

2 Renew the license entitlement:

license smart renew auth

Firepower 4100/9300

License Authority
FXOS

CLI 1 Cisco ASA 9.6 CLI .




B Firepower 1009300

ASA

ASA
ASA
“
2.3.0 Smart Software Manager 3DES/AES
ASACLI
ASA ASDM VPN
ASA
Firepower Chassis Manager ASA CLI
Firepower 4100/9300 CLI SSH ASA
connect module slot console connect asa
Firepower> connect module 1 console
Firepower-modulel> connect asa
asa>
ASA ASA connect asa
ASA
ASACLI

.

enable configure terminal

asa> enable

Password:
asa# configure terminal
asa(config)#

1 Cisco ASA 9.6 CLI
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3 ASA

show cluster info

asa(config)# show cluster info
Cluster stbu: On
This is "unit-1-1" in state SLAVE
ID:0
Version : 9.5(2)
Serial No.: P3000000025
CCL IP : 127.2.1.1
CCL MAC : 000b.fcf8.c192
Last join : 17:08:59 UTC Sep 26 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-2" in state SLAVE
ID - 1
Version : 9.5(2)
Serial No.: P3000000001
CCL IP : 127.2.1.2
CCL MAC : 000b.fcf8.cl62
Last join : 19:13:11 UTC Sep 23 2015
Last leave: N/A
Unit "unit-1-3" in state MASTER
ID : 2
Version : 9.5(2)
Serial No.: JABO815R0JY
CCL IP : 127.2.1.3
CCL MAC : 000f.f775.541e
Last join : 19:13:20 UTC Sep 23 2015
Last leave: N/A

license smart

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)#

feature tier standard

. GTP/GPRS Diameter SCTP

feature carrier

CLI 1 Cisco ASA 9.6 CLI .



ASA

feature context <1-248>

248
«2.3.0 3DES/AES
feature strong-encryption
ciscoasa(config-smart-lic)# feature carrier
ciscoasa(config-smart-lic)# feature context 50
71 ASA Telnet ~
CLI quit
ASAvV Firepower 4100/9300 ASA
ASAv
ASAv
Standard

Botnet Traffic Filter

ASAV5 50,000
ASAv10 100,000
ASAv30 500,000

TLS ASAvV5: 500
ASAv10 500
ASAv30 1000

VPN

. CLI 1 Cisco ASA 9.6 CLI
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asav i

Standard

AnyConnect AnyConnect Plus
Apex

ASAVS: 50
ASAv10 250
ASAv30 750

VPN ASAV5 50
ASAv10 250
ASAv30 1000

VPN ASAV5 50
ASAv10 250
ASAv30 1000

ASAv5 100 Mbps
ASAv10 1 Gbps
ASAv30 2 Gbps

Base DES Strong 3DES/AES

VLAN ASAV5 25
ASAv10 50
ASAv30 200

RAM VvCPUs ASAV5 1GB 1vCPU
ASAv10 2GB 1vCPU
ASAv30 8GB 4vCPU

CLI 1 Cisco ASA 9.6 CLI .
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ASA

Firepower 4100

Firepower 4100

ASA

ASA

Standard

Botnet Traffic Filter

Firepower 4110 10,000,000
Firepower 4120 15,000,000
Firepower 4140 25,000,000
Firepower 4150 35,000,000

TLS Firepower 4110 10,000
15,000
VPN
AnyConnect AnyConnect Plus
Apex
Firepower 4110 10,000
20,000
VPN Firepower 4110 10,000
20,000
VPN Firepower 4110 10,000
20,000
Base DES Strong 3DES/AES
10
250 10
VLAN 1024
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Firepower 9300 ASA

Firepower 9300 ASA
Firepower 9300 ASA
Standard
Botnet Traffic Filter
Firepower 9300 SM-44 60,000,000 70,000,000 3
Firepower 9300 SM-36 60,000,000 70,000,000 3
Firepower 9300 SM-24 55,000,000 70,000,000 3
TLS 15,000
VPN
AnyConnect AnyConnect Plus
Apex
20,000
VPN 20,000
VPN 20,000
Base DES Strong 3DES/AES
10
250 10
VLAN 1024
cLl 1 Cisco ASA 9.6 CLI




. Smart Software Licensing

Smart Software Licensing

.

« show license features

ASAv

Serial Number: 9AAHGX8514R

ASAv Platform License State: Unlicensed
No active entitlement: no feature tier configured

Licensed features for this platform:

Maximum Physical Interfaces
Maximum VLANs

Inside Hosts

Failover

Encryption-DES
Encryption-3DES-AES
Security Contexts

GTP/GPRS

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

Shared License

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine
Cluster

ASAv

Cisco ASA 9.6 CLI

10

50
Unlimited
Active/Standby
Enabled
Enabled
0
Disabled
2
Disabled
250

250
Disabled
Disabled
Disabled
Disabled
2

2
Enabled
Disabled
Disabled

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual

ASA

UDlI
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ciscoasa# show license all
Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Initial Registration: SUCCEEDED on Sep 21 20:26:29 2015 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:28 2016 UTC
Registration Expires: Sep 20 20:23:25 2016 UTC

License Authorization:
Status: AUTHORIZED on Sep 21 21:17:35 2015 UTC
Last Communication Attempt: SUCCEEDED on Sep 21 21:17:35 2015 UTC
Next Communication Attempt: Sep 24 00:44:10 2015 UTC
Communication Deadline: Dec 20 21:14:33 2015 UTC

License Usage

regid.2014-08.com.cisco.ASAv-STD-1G,1.0_4fd3bdbd-29ae-4cce-ad82-45ad3db1070c
(ASAV-STD-1G):
Description: This entitlement tag was created via Alpha Extension application
Count: 1
Version: 1.0
Status: AUTHORIZED

Product Information

UDI: PID:ASAv,SN:9AHV3KJIBEKE

Agent Version

Smart Agent for Licensing: 1.6_reservation/36

show license status
ASAv

ciscoasa# show license status
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Initial Registration: SUCCEEDED on Sep 21 20:26:29 2015 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:28 2016 UTC
Registration Expires: Sep 20 20:23:25 2016 UTC
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License Authorization:
Status: AUTHORIZED on Sep 23 01:41:26 2015 UTC
Last Communication Attempt: SUCCEEDED on Sep 23 01:41:26 2015 UTC
Next Communication Attempt: Oct 23 01:41:26 2015 UTC
Communication Deadline: Dec 22 01:38:25 2015 UTC

ASAv

ciscoasa# show license status

Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jan 28 16:42:45 2016 UTC

License Authorization:
Status: AUTHORIZED - RESERVED on Jan 28 16:42:45 2016 UTC

Licensing HA configuration error:
No Reservation Ha config error

show license summary

ASAvV
ciscoasa# show license summary
Smart Licensing is ENABLED
Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2016 UTC
License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2015 UTC
License Usage:
License Entitlement tag Count Status
regid.2014-08.com.ci... (ASAv-STD-1G) 1 AUTHORIZED

ASAv

ciscoasa# show license summary

Smart Licensing is ENABLED
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Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION
Export-Controlled Functionality: Allowed

License Authorization:
Status: AUTHORIZED - RESERVED

« show license usage

ASAv

ciscoasa# show license usage

License Authorization:
Status: AUTHORIZED on Sep 23 01:41:26 2015 UTC

regid.2014-08.com.cisco.ASAv-STD-1G,1.0_4fd3bdbd-29ae-4cce-ad82-45ad3db1070c
(ASAV-STD-1G):
Description: This entitlement tag was created via Alpha Extension application
Count: 1

Version: 1.0
Status: AUTHORIZED

uDI

uDl

show license udi

ASAv  UDI

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJIBEKE
ciscoasa#

« debug license agent {error | trace | debug | all}

« debug license level

Smart Software Licensing Manager
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-

ASAv 9.6(2) 1.6.4
ASAv 9.6(2)
VM
Smart Software Manager
Firepower 4100/9300 ASA |9.6(2) Cisco Smart Software Manager
FirePOWER 9300
FirePOWER 4100 ASA
FX0S 2.0.1
Firepower 4100/9300
ASA
1 Cisco ASA 9.6 CLI
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ASAv

9.5(2.200)
9.6(2)

Cisco Smart Software Manager

ASAv
9.6(2) Amazon
Web ASAvV

Microsoft Azure

license smart reservation license smart
reservation cancel license smart
reservation install license smart

reservation request universal license
smart reservation return

v1.6

9.5(2.200)
9.6(2)

11 1.6

3DES/AES

9.5 2200

ASAv

license
smart register idtoken id_token
force

Smart Software Manager
ID

show
license status show license summary
show license udi  show license usage

show
license all show tech-support license

show license cert show license

entitlement show license pool show
license registration

CLI

1 Cisco ASA

9.6 CLI
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ASA

FirePOWER 9300 ASA 9.5(2.1) Cisco Smart Software Manager
3DES SSM FirePOWER
9300
ASDM
ASA ASA
CLI
FX0S1.1.3
feature
strong-encryption
9.5(2) Smart Call
Smart Call Home/ Home
ASA
Smart Call Home
Call Home
CA
ASA
auto-import
1 Cisco ASA 9.6 CLI
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9.5(2)
GTP/GPRS
SCTP  Diameter
Firepower 9300
ASA feature mobile-sp
feature carrier
feature carrier show

activation-key show license show
tech-support show version

FirePOWER 9300  ASA 9.4(1.150) FirePOWER 9300  ASA
feature strong-encryption feature
mobile-sp feature context

ASAvV 9.3(2) Smart Software Licensing

PAK
ASAv
clear configure license debug license
agent featuretier http-proxy license
smart license smart deregister license
smart register license smart renew
show license  show running-config
license throughput level
CLI 1 Cisco ASA
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Firepower

Firepower 4100/9300
Firepower Chassis Manager

4100/9300 ASA
FXOS CLI

* Firepower

Firepower 4100/9300

CLI 1 Cisco ASA

5

Firepower 4100/9300

1
Firepower
461 FXOS CLI
FXOS
FXOS
173
175
175
176
178
182
193
EtherChannel
EtherChannel
16
SSH Firepower Chassis Manager FXO0S
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FXOSCLI
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FirePOWER connect local-mgmt

firepower(local-mgmt) # show mgmt-port

SFP mgmt-port shut

* Data

* Mgmt

* Firepower-eventing FTD
FTDCLI IP
Web
Firepower Management Center
Firepower-eventing

¢ Cluster
48
EtherChannel
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1 ASA Firepower Threat Defense
1 Radware DefensePro
S
Firepower 9300
ASA FTD
Firepower 9300
ASA FTD

Firepower 9300
Firepower 9300

Firepower 4100/9300
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Firepower 9300
Firepower 9300 3
. Firepower 9300
1 2 SM-36 2 3 SM-36
. Firepower 9300
* ASA FTD ASA FTD
* ASA FTD
1 FTD6.3
2 FTD6.4 3 FTD65
Firepower 4100
Firepower 4100
* ASA FTD Firepower 4100 1
Firepower
FTD
*FTD ASA
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«FTD

MAC

MAC

« EtherChannel

MAC

FTD
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CLI

1

EtherChannel
MAC

ASA

Cisco ASA

ASA

9.6 CLI

EtherChannel
EtherChannel

Burned-in MAC Address

EtherChannel

MAC




ASA

FXOS

. 278

* ASA
. ASA

. TLS

EtherChannels

\}

FXO0S
EtherChannel EtherChannel
ASA
ASA 0S

FXOS

. EtherChannel
EtherChannel

scope eth-uplink

scope fabric a
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enter interface interface_id

enable

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

enter interface
scope interface
enter interface

set port-type {data | mgmt | firepower-eventing | cluster}

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data cluster
48

set auto-negotiation {on | off}
Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

set admin-speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

set admin-duplex {fullduplex | halfduplex}

Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex

CLI 1 Cisco ASA 9.6 CLI .
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set flow-control-policy name

ASA |

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

commit-buffer

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

EtherChannel

EtherChannel

Etherchannel

LACP

Firepower 4100/9300
Suspended ]

EtherChannel

» EtherChannel
» EtherChannel

Control Link

» EtherChannel

. CLI 1 Cisco ASA

9.6 CLI

16
LACP 2
LACPDU
LACP Firepower 4100/9300
LACP EtherChannel
EtherChannel LACP
EtherChannel
EtherChannel EtherChannel [
[Suspended]
Cluster
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EtherChannel .

EtherChannel EtherChannel

EtherChannel [

Suspended ]

scope eth-uplink

scope fabric a

create port-channel ID

enable

create member-port interface_id

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
/eth-uplink/fabric/port-channel/member-port* # exit

set port-type {data | mgmt | firepower-eventing | cluster}

Firepower

data

/eth-uplink/fabric/port-channel # set port-type data

cluster

set speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}

Firepower

CLI

/eth-uplink/fabric/port-channel* # set speed lgbps

1 Cisco ASA 9.6 CLI .
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set duplex {fullduplex | halfduplex}

Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex

set auto-negotiation {on | off}

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

set flow-control-policy name

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

commit-buffer

Firepower 4100/9300

#unique_214

ASA

Firepower 9300

Firepower 4100/9300 ASA
ASA ASA
189
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ASA B

ASA
. Cisco.com
Firepower 4100/9300
S

Firepower 9300

ASA FTD
Firepower 9300

ASA FTD

FXOS MGMT management0

SCOpe ssa

Firepower# scope ssa
Firepower /ssa #

CLI 1 Cisco ASA 9.6 CLI .
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a)

show app

Firepower /ssa # show app
Name Version Author
Default App

ASA

Supported Deploy Types CSP Type Is

9.9.1 cisco
asa 9.10.1 cisco
6.2.3 cisco
b) /
scope slot slot_id

slot_id Firepower 4100

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

c)

enter app-instance asa

Native
Native
Native

1 Firepower 9300

Firepower /ssa/slot # enter app-instance asa

Firepower /ssa/slot/app-instance* #

d) ASA

set startup-version version

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

exit

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* #

f) ssa

exit

1 Cisco ASA 9.6 CLI

Application No
Application Yes
Application Yes
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ASA B

Firepower /ssa/slot* # exit
Firepower /ssa* #

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

enter logical-device device_name asa slot_id standalone

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

create external-port-link name interface_id asa
set description description
exit

e name Firepower 4100/9300
ASA

« description

ASA

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l1 asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link™
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

CLI 1 Cisco ASA 9.6 CLI
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ASA

a)

create mgmt-bootstrap asa

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) admin
create bootstrap-key-secret PASSWORD

set value
password

password

exit

ASA FXOS

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

c) IPv4
create ipv4 slot_id default
set ip ip_address mask network_mask
set gateway gateway address

exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d) IPv6
create ipv6 slot_id default

set ip ip_address prefix-length prefix

. CLI 1 Cisco ASA 9.6 CLI
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set gateway gateway address

exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

6
commit-buffer
show app-instance
[Admin State]  [Enabled] [Oper State]  [Online]
Firepower /ssa/logical-device* # commit-buffer
Firepower /ssa/logical-device # exit
Firepower /ssa # show app-instance
App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role
asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49
Container Default-Small Not Applicable None
7 ASA

Firepower# scope ssa
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Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

ASA FXOS

FXOS

. 278

CLI 1 Cisco ASA 9.6 CLI




| Asa

ASA .
1 Firepower 9300
1 2
2
10GB
4
277
5
ASA FXOS
EtherChannel EtherChannel
ASA
ASA OS
Firepower 4100/9300 ASA
ASA
ASA CLI ASA
Firepower 4100/9300
ASA
ASA
FXOS
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192

enable

configure terminal

firewall transparent

write memory

asa(config)# firewall transparent

asa(config)# write memory

Building configuration...

Cryptochecksum: 9f831dfb 60dffa8c 1d939884 74735b69
3791 bytes copied in 0.160 secs

[OK]

asa(config)#

Beginning configuration replication to Slave unit-1-2
End Configuration Replication to slave.

asa(config)#

Firepower Chassis Manager  [Logical Devices] [Edit]

[Provisioning]

[OK]
1 [Password]

[Yes]

7 ASA

1 Cisco ASA 9.6 CLI
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ASA B
/ ASA
ASA
ASA
ASDM
ASA
FXOS
EtherChannel
EtherChannel
ASA ASA
ASA OS
\}
EtherChannel
. 178 EtherChannel
180 EtherChannel
R EtherChannel
EtherChannel
EtherChannel EtherChannel

Firepower# scope ssa
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Firepower /ssa # scope logical-device device_name

Firepower /ssa/logical-device # delete external-port-link name

show external-port-link

commit-buffer

Firepower /ssa/logical-device* # create external-port-link name interface_id asa

commit-buffer

CLI

connect module slot_number console

slot_number 1

Firepower# connect module 1 console
Telnet escape character is "~".
Trying 127.5.1.1.__.

Connected to 127.5.1.1.

Escape character is "~".

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

connect asa

1 Cisco ASA 9.6 CLI
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connect ftd

connect vdp

Firepower-modulel> connect asa

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[---1
asa>

3 FXOS CLlI

« ASA Citrl-a, d
«FTD

«vDP Citrl-],.

4 FXOSCLI
a) ~

Telnet

b) Telnet

telnet>quit

Firepower 4100 9.6(1) FX0S1.1.4 ASA
Firepower 4100

6 9.5(2.1) FX0S1.1.3
FirePOWER 9300
ASA 6 6
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Firepower 9300 ASA 9.4 1.150 FirePOWER 9300
3
cluster
replication delay debug
service-module management-only
individual show cluster chassis
1 Cisco ASA 9.6 CLI
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. 216

ASA

ASA
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Bump In The Wire

2
ASA
BVI
ASA
13:
T == f
I.’ 1
( Internet )
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104140 o
W
Bridge Virtual Intefface IP
e 10.1.1.2 -5
i II
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\"": I:Ir"
1 II
-y 10115 el S
.
T "
¥ 3 A
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{ Network B ) i
b 3
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ASA
BVI
BVI ASA
BVI IP
BVI IP f
BVI
BVIIP
ASA
ASA ASA
syslog AAA
1
1
203 2
3
2 ASA 2
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[ Interface ]
14:2
P i _x—
r".I L"'.
'\\‘ s -.{-‘!
| T |
10.1.1.1 —-10.2.1.1
BVI 1 BvI 2
10112 10.2.1.2
10.1.1.3 [10.21.3
- |L_ =
[.I jl Ii L:I%
o i by — R
[ Interface ]
BVI IP /
ASA 534
3
. IPv4 IPv6
3
* ARP ARP
ARP
* [Pv6
1 Cisco ASA 9.6 CLI

-



| Asa

MAC B
MAC
MAC
3 198 MAC
e FFFF.FFFF.FFFF  TRUE MAC
« 0100.5E00.0000  0100.5EFE.FFFF IPv4 MAC
« 3333.0000.0000  3333.FFFF.FFFF IPv6 MAC
 0100.0CCC.CCCD BPDU
+ 0900.0700.0000  0900.07FF.FFFF AppleTalk MAC
ASA IP
EtherType IP
«IP
DHCP
DHCP
ACL
« P AppleTalk IPX BPDU MPLS EtherType
S
CDP 0x600 EtherType
BPDU IS-1S
BPDU
BPDU
BPDU EtherType
BPDU
294
MAC
MAC
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_

1

- CTIQBE
«GTP

« H.323

« MGCP

« RTSP

. SIP

ASA

* Skinny SCCP

e SQL*Net

e SUunRPC
* TFTP

* ASA  NAT

Cisco ASA

ASA
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ASA

syslog
/
\oice over IP \VoIP TFTP
ASA
IP
ASA
ASA
NAT \olIP
1P ASA

ASA

DNS

ASA
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15: NAT

NAT

www.example.com

-

Source Addr Translation

10.1.1.75—>209.165.201.15

Internet )

|
{/”/

Management IP <

Y

7
o

Static route on router:
/ Dest: 209.165.201.0/27 send to 10.1.1.1

—__ Static route on ASA:

10.1.11

Dest: 192.168.1.0/24 send to 10.1.1.3

e

Source Addr Translation
192.168.1.2 > 209.165.201.10

192.168.1.2

DNS

DHCPv6

DHCPv4
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DHCP
DHCPv4
DHCP
2 DHCP
DHCP 1
DHCP 1
ASA
ASA
IP
ASA
QoS _
VPN
VPN
ASA
VPN
VPN
ASA
SSL VPN
DHCP DHCP IPITV
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OSPF

- 64

* ASA

. IPv4

* |IPv6

* BVIIP

BVIIP

default

CLI

RIP EIGRP BGP
HSRP  VRRP ASA
ARP
250
BVI
ASA
BVI IP IPv6 BVI
255.255.255.255
1
ASA

1
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IP 1
. PPPoE
* Bidirectional Forwarding Detection BFD
ASA BFD ASA 2
ASA BFD
IP LAND
ASA
204
« firewall transparent
ASA
ASA
ASA
ASA
ASDM 1189
S
ASA
203
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1191
. CLI ASDM
SSH
ASA
S
ASDM

ASDM 32
firewall transparent
ciscoasa(config)# firewall transparent

no firewall transparent
ASA
ASA
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Web

Web
Web

16 :

www.examp le.com

209.165.201.2
Source Addr Translation
10.1.2 27 —» 209 165.201.10 ———
1u.1.2.1T 10.1.1.1
P v
Inside | " DMz
i =
O
g [r—
A o o
User Web Server
101227 10113
ASA
1. www.example.com Web
2. ASA
ASA
3. ASA 10.1.2.27 209.165.201.10
4. ASA
5. www.example.com ASA

ASA
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DMZ  Web B
ASA 10.1.2.27
NAT
6. ASA
DMZ Web
DMZ Web
17: DMZ
User
|
|
( Outside r
‘ 209.165.201.2 Dest Addr Translation
a 209.165.201.3 —>10.1.1.3
104214 |10.1.1.1
C Inside ) C
. : o
Web Server g
10.1.1.3

ASA

1. 209.165.201.3 DMZ Web
Web
2. ASA 10.1.1.3
3. ASA
ASA
4, ASA DMz
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B DMZ  Web

ASA

5. DMZ Web

6. ASA

DMZ

18:

Web

ASA

ASA 209.165.201.3

DMZ  Web

209.185.201.2

y
Lser
101227

Web

2. ASA

3. ASA

Cisco ASA
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ASA

DMZ

9.6 CLI

DMZ Web

ASA
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4. DMZ Web

5. ASA

19:

www.example.com

m |

el
104 2.1 10.1.4.1
" Inside ) DMZ
=
S
User %
10.1.2.27 =
ASA
1
IP
NAT
NAT
2. ASA ASA
3, ASA
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20: DMZ
k Outside
209165201 2
et
10.1.21 101.11

User Web Server
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ASA

1. DMz

2. ASA

ASA
Web
ASA

Web
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ASA
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Web
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Management |P
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9
g
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ASA
1. www.example.com Web
2. ASA MAC MAC
ASA
3. ASA
4. MAC ASA
MAC 209.165.201.2
MAC ASA ASA MAC
ARP ping
5. Web
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NAT Web B

NAT Web
Web

23: NAT

www.example.com

Internet
Static route on router [J
to 209.165.201 .0/27
through security appllano_g_ s Source Addr Translation
i ~_____ [101227-»209.165.201.10

10122

191243

10.1.2.27

ASA
1. www.example.com Web
2. ASA MAC MAC

ASA
3. ASA 10.1.2.27 209.165.201.10
ASA

4. ASA
5. MAC ASA

MAC 10.1.2.1
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Web
MAC ASA ASA MAC
ARP ping
6. Web
7. ASA 10.1.2.27 NAT
Web
Web
24:
Host
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B el U R

Management IP
209.165201 .6

209.165.201 1
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209.165.200.230

Web Server
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o409

ASA
1. Web Web
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3. ASA
4. MAC ASA
MAC
MAC ASA ASA MAC
ARP ping
5. Web
6. ASA
25:
S Management IP
40 209.165.201 .6 i
209.165.201 .3
ASA
1.
2. ASA MAC
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3. ASA

4. ASA

7.0(2)
Bump In The Wire

firewall transparent show
firewall
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8.4(1)
1
8
8
4
ASA 5505
ASA 5505
2
1
interface bvi bridge-group show
bridge-group
8.5(1)/9.0(1)
firewall transparent
cLl 1 Cisco ASA 9.6 CLI




ASA

9.3(1) 8
250 250
250
8
4
interface bvi bridge-group
9.6(2)
4 64
64
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FTP

HTTP S
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ASA B

"admin" admin.cfg
ASA ASA
S
MAC MAC
S
IP
1 ASA
MAC
MAC MAC
MAC
MAC
NAT
MAC ASA NAT
NAT
NAT MAC
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— = = — o -.__l _.- oyt
i) - ;
Cm— — — G
F 4 S P -
Host Host Host
101113 10.1.1.13 101113

B

B
1/0.3 B
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28:

P
r

Internet

GE 1/0.1 GE 1/0.2 GE1/0.3

A Admin L S
% MNetwork

Inside \EH I Inside |
/. CustomerA / . CustomerB
: o £ i S

~ - - r

E— ﬁ
A— -’ ¥
Host Host Haost
101113 101213 10.1.313
“
MAC
MAC
MAC
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29:

Internet

leE o2
Dutside

GE 0/0.1
(Shared Interface)

Cutside Cutside

Admin Context A
Context g
e ==

GE 1/1.8 GE1/1.43
Inside | 3 Inside E

ASA
2 ASA

*« ASA

run-time
» Telnet SSH ASDM
AAA
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Telnet SSH ASDM

VPN
VPN
ASA
1
VPN
VPN
1 Cisco ASA 9.6 CLI

ASA

VPN

VPN

ASA

ASA

ASA

burst
VPN



2%
* Telnet 5
* SSH 5
* |Psec 5
* MAC 65,535
* AnyConnect 0 AnyConnect
* VPN 0 VPN

A C
B Gold
D
30:
Context O
Class Silver
(Some Limits
Set)
Class Gold
(Al Limits
Context A Set)
Context C
B
Context B g
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ASA 100%
VPN
20% Bronze
10 200%
20%
31:
Total Number of System Connections =992.900
Max. 20%
(199.800) T I I (T Maximum connections
16%% allowed.
(159,984) ) )
— — I: Connections in use.
12% 1
(119,988) - Connections denied
8% | because system limit
i79,992) - was reached.
4%
(39 996) -
]
3
1 2 3 4 5 ] i 8 10 3
Contexts in Class
ASA 1
A B C Silver
1% 3%
3 2% Gold
Gold
97% A B C
1% A B C
3% ASA
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MAC B

32:
' P P,
' i P! i’ i
i I o |
5% - Maximum connections
allowed.
4%
:I Connections in use.
3% 1
Connections denied
290 | because system limit
was reached.
A B C 1 2 3 i
Contexts Siver Class Contexts Gold Class 8
MAC
MAC
N
MAC ASA
MAC
MAC
IPv6 MAC
MAC IPv6
ASA
MAC
MAC
MAC
MAC ASASM

MAC
MAC

CLI 1 Cisco ASA 9.6 CLI




B v

MAC
MAC MAC

MAC MAC
MAC

A2
MAC A2

ASA MAC

A2xX.yyzz.2222

XX.YY MAC 2
72.2222  ASA
MAC 1
77 ASA 77
16 004D  yyxx MAC ASA
XXYY
A24D.00zz.zz2z
1009 03F1 MAC

A2F1.03zz.2z2z

MAC
mac-address auto
VPN VPN
VPN
VPN SSL VPN AnyConnect 3.x
IKEV2 AnyConnect
234 ASA
VPN 268
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AnyConnect Apex

ASA 5506-X
ASA 5508-X Security Plus
ASA 5512-X .
« Security Plus 2
5
ASA 5515-X
ASA 5516-X Security Plus
ASA 5525-X
10 20
ASA 5545-X
10 20 50
ASA 5555-X
10 20 50 100
ASA 5585-X  SSP-10
10 20 50 100

CLI

1
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ASA 5585-X SSP-20 -40 -60 2

5 10 20 50 100

250

ASASM

5 10 20 50 100

250

Firepower 4100 10
10
250
Firepower 9300 10
10
250
ISA 3000
ASAv
S
AnyConnect Apex
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IPv6
IPv6

* RIP

* OSPFv3 OSPFv2

* QoS

VPN

« AnyConnect 2.x
e IKEv2

* IKEvV1

» WebLaunch

* VLAN Mapping
* HostScan

* VPN

e L2TP/IPsec

match

ASA5585-X
FAT 16 8.3

512
http://support.microsoft.com/kb/120138/en-us
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.

1

. ASA

. 228

236

238
VPN VPN
VPN
» ASA 5500-X 533
* Firepower 4100/9300— Firepower 4100/9300 173
* ASASM ASASM
243
MAC 248
593
ASA

ASA
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old_running.cfg

ASA

mode multiple

admin.cfg

admin

1191

ciscoasa(config)# mode multiple

ASA

copy disk0:old_running.cfg startup-config

ASA

ciscoasa(config)# copy diskO:old_running.cfg startup-config

CLI

1

Cisco ASA
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mode single

ciscoasa(config)# mode single

ASA

. show resource types

asdm 1 32 SSH

20 ASDM
HTTPS

ASDM
32 HTTPS
64
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conns 2 TCP
UDP 1

87

syslog
xlates conns

xlates 7

conns 9
ASA  syslog
321001

Resource 'xlates' limit
of 7 reached for context
‘ctx1'
321002 Resource ‘conn
rate' limit of 5 reached for
context 'ctx1'

ASA
inspects
/
mac-addresses 65,535
MAC
MAC
routes

CLI 1 Cisco ASA 9.6 CLI .




vpn burst vpn anyconnect
anyconnect AnyConnect Premium
vpnanyconnect | AnyConnect
5000
vpn
anyconnect
4000
1000
vpn burst anyconnect
vpn anyconnect
vpn burst
anyconnect
vpn anyconnect AnyConnect
AnyConnect Premium
87
vpn burst other Other VPN | vpn other
vpn
other VPN
5000
vpn
other
4000
1000 vpn
burst other vpn
other

vpn burst other

. CLI 1



vpn other VPN
Other VPN
87
ikevl Other VPN
in-negotiation Other VPN
IKEv1l SA
vpn other
ssh 1 100 SSH
5
storage MB
MB
storage-url
syslogs Syslog /
Telnet 1 100 Telnet
5
xlates
1
class name
cLl 1 Cisco ASA 9.6 CLI




ciscoasa(config)# class gold
name 20

default

limit-resource [rate] resource_name number[%bo]

ciscoasa(config-class)# limit-resource rate inspects 10

all
* rate
. 0  number
VPN 0
. %
conns 10%
VPN 5 VPN 2

ciscoasa(config)# class default

ciscoasa(config-class)# limit-resource conns 10%
ciscoasa(config-class)# limit-resource vpn other 5
ciscoasa(config-class)# limit-resource vpn burst other 2

gold

ciscoasa(config)# class gold

ciscoasa(config-class)# limit-resource mac-addresses 10000
ciscoasa(config-class)# limit-resource conns 15%
ciscoasa(config-class)# limit-resource rate conns 1000
ciscoasa(config-class)# limit-resource rate inspects 500
ciscoasa(config-class)# limit-resource hosts 9000
ciscoasa(config-class)# limit-resource asdm 5
ciscoasa(config-class)# limit-resource ssh 5
ciscoasa(config-class)# limit-resource rate syslogs 5000
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ciscoasa(config-class)# limit-resource telnet 5
ciscoasa(config-class)# limit-resource xlates 36000
ciscoasa(config-class)# limit-resource routes 5000
ciscoasa(config-class)# limit-resource vpn other 10
ciscoasa(config-class)# limit-resource vpn burst other 5

VPN

AnyConnect Apex

ciscoasa(config)# class vpn

ciscoasa(config-class)# limit-resource vpn anyconnect 10.0%

ciscoasa(config-class)# context test

Creating context “"text"...Done. (3)

ciscoasa(config-ctx)# member vpn

WARNING: Multi-mode remote access VPN support requires an AnyConnect Apex license.
Warning: An Access Context license is required for remote-access VPN support in multi-mode.
ciscoasa(config-ctx)#

URL

» ASA 5500-X 533
* Firepower 4100/9300— Firepower 4100/9300 173

* ASASM  ASASM

ciscoasa(config)# admin-context name

contextname

context name

CLI 1 Cisco ASA 9.6 CLI .




ciscoasa(config)# context admin

name 32
customerA CustomerA 2
System Null

description text

ciscoasa(config-ctx)# description Admin Context

allocate-interface interface_id [mapped_name] [visible | invisible]
1

allocate-interface interface_id.subinterface [-interface_id.subinterface] [mapped_name[-mapped _name]]
[visible | invisible]

ciscoasa(config-ctx)# allocate-interface gigabitethernet0/1.100 intl
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/1.200 int2
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/2.300-gigabitethernet0/2.305
int3-int8

Management slot/port EtherChannel

ASASM
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* mapped_name ID

ID

int0 inta int 0

int0-int10 0ig0/1.1-gig0/1.5
happyl-sad5

100
gigabitethernet0/0.100-gigabitethernet0/0.199 int1-int100
0ig0/0.100-gig0/0.199 int1-int15
. show interface ID

visible invisible

URL
config-url url

ciscoasa(config-ctx)# config-url ftp://userl:passwOrd@10.1.1.1/configlets/test.cfg

AnyConnect VPN
AnyConnect SSL VPN

AnyConnect

mkdir

storage-url {private | shared} [diskn:/]path [context_label]

ciscoasa(config)# mkdir diskl:/private-storage

ciscoasa(config)# mkdir diskl:/shared-storage

ciscoasa(config)# context admin

ciscoasa(config-ctx)# storage-url private diskl:/private-storage context
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ciscoasa(config-ctx)# storage-url shared diskl:/shared-storage shared

private 1
/
disk0
contextA diskl:/private-storage
diskl:/private-storage/contextA/
context_label
context
238
shared
AnyConnect
ASA
member class_name
ciscoasa(config-ctx)# member gold
IPS
allocate-ips sensor_name [mapped_name] [default]
ciscoasa(config-ctx)# allocate-ips sensorl highsec
IPS
. URL
« config-url allocate-interface
ASA
1 Cisco ASA 9.6 CLI

ASA

ASA

IPS

path

context_label

context:

config-url



. .cfg

WARNING: Could not fetch the URL url
INFO: Creating context with default config

*HTTP S URL URL URL
CLI write memory
HTTP S
. URL disknumber ftp
http https tftp
* URL URL  config-url
/

join-failover-group {12}

ciscoasa(config-ctx)# join-failover-group 2

Web
scansafe [license key]

ciscoasa(config-ctx)# scansafe

license
ASA
Web 16
16

ScanSafe
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MAC

administrator administrator
2 FTP

ciscoasa(config)# admin-context admin
ciscoasa(config)# context admin

ciscoasa(config-ctx)#
ciscoasa(config-ctx)#
ciscoasa(config-ctx)#

ciscoasa(config-ctx)#
ciscoasa(config-ctx)#
ciscoasa(config-ctx)#
ciscoasa(config-ctx)#
int3-int8

ciscoasa(config-ctx)#
ciscoasa(config-ctx)#

ciscoasa(config-ctx)#
ciscoasa(config-ctx)#
ciscoasa(config-ctx)#
ciscoasa(config-ctx)#
int3-int8

ciscoasa(config-ctx)#
ciscoasa(config-ctx)#

allocate-interface gigabitethernet0/0.1
allocate-interface gigabitethernet0/1.1
config-url diskO:/admin.cfg

context test

allocate-interface gigabitethernet0/0.100 intl
allocate-interface gigabitethernet0/0.102 int2
allocate-interface gigabitethernet0/0.110-gigabitethernet0/0.115

config-url ftp://userl:passwOrd@10.1.1.1/configlets/test.cfg
member gold

context sample

allocate-interface gigabitethernet0/1.200 intl
allocate-interface gigabitethernet0/1.212 int2
allocate-interface gigabitethernet0/1.230-gigabitethernet0/1.235

config-url ftp://userl:passwOrd@10.1.1.1/configlets/sample.cfg
member silver

MAC

MAC MAC

. nameif MAC

MAC
MAC
MAC GigabitEthernet 0/1
GigabitEthernet 0/1 MAC

. MAC MAC

MAC
1 Cisco ASA 9.6 CLI



MAC

mac-address auto [prefix prefix]

ciscoasa(config)# mac-address auto prefix 19

ASA ASA 5500-X
ASASM  MAC 2

prefix 0 65535 10
4 16 MAC

copy write

show running-config

changeto context name

ciscoasa/name#

changeto system

ciscoasa#

CLI 1 Cisco ASA 9.6 CLI .




clear context

no context name

URL

clear context

URL
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admin-context context_name

ciscoasa(config)# admin-context administrator

Telnet SSH HTTPS

URL

URL
. URL
ASA
. URL
CLI 1 Cisco ASA 9.6 CLI

URL

ntp server

URL




URL

changeto context name

clear configure all

ciscoasa(config)# changeto context ctxl
ciscoasa/ctxl(config)# clear configure all

changeto system

ciscoasa/ctxl(config)# changeto system
ciscoasa(config)#

context name

ciscoasa(config)# context ctxl

. CLI 1 Cisco ASA 9.6 CLI
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URL

config-url new_url

ciscoasa(config)# config-url ftp://userl:passwOrd@10.1.1.1/configlets/ctxl.cfg

NAT

URL

changeto context name

ciscoasa(config)# changeto context ctxl
ciscoasa/ctxl(comfig)#

clear configure all

copy startup-config running-config

CLI 1 Cisco ASA 9.6 CLI .




ciscoasa/ctxl(config)# copy startup-config running-config

ASA URL
URL
1 250
2 243
URL

show context [name | detail| count]
name

detail

count
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show context 3

ciscoasa# show context

Context Name Interfaces URL

*admin GigabitEthernet0/1.100 diskO:/admin.cfg
GigabitEthernet0/1.101

contexta GigabitEthernet0/1.200 diskO:/contexta.cfg
GigabitEthernet0/1.201

contextb GigabitEthernet0/1.300 diskO:/contextb.cfg

GigabitEthernet0/1.301
Total active Security Contexts: 3

6 : show context

Context Name

URL ASA
URL

show context detail

ciscoasa# show context detail

Context "admin", has been created, but initial ACL rules not complete
Config URL: diskO:/admin.cfg
Real Interfaces: Management0/0
Mapped Interfaces: Management0/0
Flags: 0x00000013, ID: 1

Context "ctx", has been created, but initial ACL rules not complete
Config URL: ctx.cfg
Real Interfaces: GigabitEthernet0/0.10, GigabitEthernet0/1.20,
GigabitEthernet0/2.30
Mapped Interfaces: intl, int2, int3
Flags: 0x00000011, ID: 2

Context "system"™, is a system resource
Config URL: startup-config
Real Interfaces:
Mapped Interfaces: Control0/0, GigabitEthernet0/0,
GigabitEthernet0/0.10, GigabitEthernet0/1, GigabitEthernet0/1.10,
GigabitEthernet0/1.20, GigabitEthernet0/2, GigabitEthernet0/2.30,
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GigabitEthernet0/3, Management0/0, Management0/0.1
Flags: 0x00000019, ID: 257

Context "null', is a system resource
Config URL: ... null
Real Interfaces:
Mapped Interfaces:
Flags: 0x00000009, ID: 258

detail

show context count

ciscoasa# show context count
Total active contexts: 2

show resource allocation [detail]

detail

ciscoasa# show resource allocation

Resource Total % of Avail
Conns [rate] 35000 N/A
Inspects [rate] 35000 N/A
Syslogs [rate] 10500 N/A
Conns 305000 30.50%
Hosts 78842 N/A
SSH 35 35.00%
Routes 5000 N/A
Telnet 35 35.00%

1 Cisco ASA 9.6 CLI
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Xlates 91749 N/ZA
AnyConnect 1000 10%
AnyConnectBurst 200 2%
Other VPN Sessions 20 2.66%
Other VPN Burst 20 2.66%
All unlimited

7 : show resource allocation

Resource
Total
1
ASA
% of Avail
N/A
show resource allocation detail
ciscoasa# show resource allocation detail
Resource Origin:
A Value was derived from the resource "all”
C Value set in the definition of this class
D Value set in default class
Resource Class Mmbrs Origin Limit Total Total %
Conns [rate] default all CA unlimited
gold 1 C 34000 34000 N/A
silver 1 CA 17000 17000 N/A
bronze 0 CA 8500
All Contexts: 3 51000 N/A
Inspects [rate] default all CA unlimited
gold 1 DA unlimited
silver 1 CA 10000 10000 N/A
bronze 0 CA 5000
All Contexts: 3 10000 N/A
Syslogs [rate] default all CA unlimited
gold 1 C 6000 6000 N/A
silver 1 CA 3000 3000 N/A
bronze 0 CA 1500
All Contexts: 3 9000 N/A
Conns default all CA unlimited
gold 1 C 200000 200000 20.00%
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Hosts

SSH

Telnet

Routes

Xlates

mac-addresses

silver
bronze

All Contexts:

default
gold
silver
bronze

All Contexts:

default
gold
silver
bronze

All Contexts:

default
gold
silver
bronze

All Contexts:

default
gold
silver
bronze

All Contexts:

default
gold
silver
bronze

All Contexts:

default
gold
silver
bronze

All Contexts:

8: show resource allocation detail

wWoPr

all

WOPrPEFr

all

WOPrPEk

all

WOPrPEkr

all

WORrPEFr

all

WOPrPEFr

all

WOPrPEFr

CA
CA

CA
DA
CA
CA

CA
CA

CA
CA

CA
CA

CA
DA
CA
CA

CA
CA

100000
50000

unlimited
unlimited
26214
13107

unlimited
unlimited
10

5

unlimited
unlimited
23040
11520

65535
65535
6553
3276

100000

300000

26214

26214

20

23040

23040

65535

6553

137623

10.00%

30.00%

N/A
N/A
5.00%
10.00%
20.00%
5.00%
10.00%
20.00%
N/A
N/A
N/A

N/A
N/A

N/A

N/A

100.00%

9.99%

209.99%

Resource

Mmbrs

1 Cisco ASA
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Origin

e A
all
e C
D
ASA C
Limit
ASA
Total
% of Avail
N/A
cLl 1 Cisco ASA 9.6 CLI
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show resource usage [context context_name | top n|all | summary | system] [resource {resource_name
| all} | detail] [counter counter_name [count_threshold]]

. all
. n topn
resource all

1
e summary
* system
* resource resource_name

238 show resource type
all
* detail
TCP

* counter counter_name

e current

e denied Limit

* peak

clear resource usage

e all

« count_threshold 1
all count_threshold

. count_threshold 0

show resource usage context admin
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ciscoasa# show resource usage context admin

Resource Current Peak
Telnet 1 1
Conns 44 55
Hosts 45 56

show resource usage summary

ciscoasa# show resource usage summary

Resource Current Peak
Syslogs [rate] 1743 2132
Conns 584 763
Xlates 8526 8966
Hosts 254 254
Conns [rate] 270 535
Inspects [rate] 270 535
AnyConnect 2 25
AnyConnectBurst 0 0
Other VPN Sessions 0 10
Other VPN Burst 0 10

Limit Denied Context

5 0 admin

N/A 0 admin

N/A 0 admin
Limit Denied Context
N/A 0 Summary
280000(S) 0 Summary
N/A 0 Summary
N/A 0 Summary
N/A 1704 Summary
N/A 0 Summary
1000 0 Summary
200 0 Summary
10 740 Summary
10 730 Summary

S = System: Combined context limits exceed the system limit; the system limit is shown.

show resource usage summary
25 Telnet

100

ciscoasa# show resource usage summary

Resource Current Peak
Telnet 1 1
SSH 2 2
Conns 56 90
Hosts 89 102

SSH

125

Limit Denied Context

100[S]
100[S]
130000(S)
N/A

Summary
Summary
Summary

0
0
0
0  Summary

S = System: Combined context limits exceed the system limit; the system limit is shown.

show resource usage system

counter all 0

Denied

ciscoasa# show resource usage system counter all 0O

Resource Current Peak

Telnet 0 0

SSH 0 0

ASDM 0 0

Routes 0 0
CLI 1 Cisco ASA 9.6 CLI
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100
100

32
N/A

Denied Context
0 System
0 System
0 System
0 System
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SYN

-

I1PSec

Syslogs [rate]
Conns

Xlates

Hosts

Conns [rate]
Inspects [rate]
AnyConnect
AnyConnectBurst
Other VPN Sessions
Other VPN Burst

SYN

ASA TCP

OOONORrPROOORO

SYN

TCP SYN

SYN

ASA
ASA

show perfmon

TCP

show resource usage detail

TCP

IP

show resource usage summary detail

show perfmon
TCP

ciscoasaZadmin# show perfmon

Context:admin

PERFMON STATS: Current Average

Xlates /s /s

Connections /s /s

TCP Conns /s /s
1 Cisco ASA 9.6 CLI

[N

CQOFRPNOPRFR WO

N

2
[eNoNe)

5

N/A
280000
N/A
N/A
N/A
N/A
10000
200
750
750

ACK

0 System
0 System
0 System
0 System
0 System
0 System
0 System
0 System
0 System
740 System
730 System
TCP SYN
SYN
SYN
SYN
SYN
admin

SYN-ACK



UDP Conns

URL Access
URL Server Req
WebSns Req
TCP Fixup
HTTP Fixup
FTP Fixup

AAA Authen
AAA Author
AAA Account
TCP Intercept

0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
322779/s

show resource usage detail

ciscoasa(config)# show resource usage detail

TCP
TCP

Resource Current
memory 843732
chunk:channels 14
chunk: fixup 15
chunk:hole 1
chunk: ip-users 10
chunk:list-elem 21
chunk:list-hdr 3
chunk:route 2
chunk:static 1
tcp-intercepts 328787
np-statics 3
statics 1
ace-rules 1
console-access-rul 2
fixup-rules 14
memory 959872
chunk:channels 15
chunk:dbgtrace 1
chunk:fixup 15
chunk:global 1
chunk:hole 2
chunk: ip-users 10
chunk:udp-ctrl-blk 1
chunk:list-elem 24
chunk: list-hdr 5
chunk:nat 1
chunk:route 2
chunk:static 1
tcp-intercept-rate 16056
globals 1
np-statics 3
statics 1
nats 1
ace-rules 2
console-access-rul 2
fixup-rules 14
memory 232695716
chunk:channels 17
chunk:dbgtrace 3
chunk:fixup 15
chunk: ip-users 4
chunk: list-elem 1014
chunk: list-hdr 1
chunk:route 1
CLI 1 Cisco ASA

0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
322779/s

Peak
847288
15

15

1

10

21

4

2

1
803610
3

1

1

2

15
960000
16

1

15

1

2

10

1

24

6

1

2

1
16254

NNRFPPFPWPRE

15
232020648
20

3

15

4

1014

1

1
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Limit
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited

SYN

Denied

[cNeoNoNeoNoNeNoleNoNeoNoNoNoNoNoloNoNoNoNoNoNeoNoloNoloNoNoNoNoNeoNoNeoNoNoNeoN o oNoNoNoNoNeNe)

Context
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl

cl
system
system
system
system
system
system
system
system




MAC

block:16384 510 885 wunlimited 0 system
block:2048 32 34 unlimited 0 system

TCP
TCP

ciscoasa(config)# show resource usage summary detail

Resource Current Peak Limit Denied Context
memory 238421312 238434336 unlimited 0 Summary
chunk:channels 46 48 unlimited 0 Summary
chunk:dbgtrace 4 4 unlimited 0 Summary
chunk:fixup 45 45 unlimited 0 Summary
chunk:global 1 1 unlimited 0 Summary
chunk:hole 3 3 unlimited 0 Summary
chunk: ip-users 24 24 unlimited 0 Summary
chunk:udp-ctrl-blk 1 1 unlimited 0 Summary
chunk:list-elem 1059 1059 unlimited 0 Summary
chunk: list-hdr 10 11 unlimited 0 Summary
chunk:nat 1 1 unlimited 0 Summary
chunk:route 5 5 unlimited 0 Summary
chunk:static 2 2 unlimited 0 Summary
block:16384 510 885 unlimited 0 Summary
block:2048 32 35 unlimited 0 Summary
tcp-intercept-rate 341306 811579 unlimited 0 Summary
globals 1 1 unlimited 0 Summary
np-statics 6 6 unlimited 0 Summary
statics 2 2 N/A 0 Summary
nats 1 1 N/A 0 Summary
ace-rules 3 3 N/A 0 Summary
console-access-rul 4 4 N/A 0 Summary
Ffixup-rules 43 44 N/A 0 Summary
MAC
MAC
MAC
MAC
MAC
MAC
MAC
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MAC B

MAC
show running-config all context [name]
MAC all mac-address auto
MAC nameif
MAC
show running-config all context admin Management0/0

MAC

ciscoasa# show running-config all context admin

context admin
allocate-interface Management0/0
mac-address auto Management0/0 a24d.0000.1440 a24d.0000.1441
config-url diskO:/admin.cfg

show running-config all context
MAC
GigabitEthernet0/0  GigabitEthernet0/1
nameif
MAC

ciscoasa# show running-config all context

admin-context admin

context admin
allocate-interface Management0/0
mac-address auto Management0/0 a2d2.0400.125a a2d2.0400.125b
config-url diskO:/admin.cfg

1

context CTX1

allocate-interface GigabitEthernet0/0

allocate-interface GigabitEthernet0/0.1-GigabitEthernet0/0.5
mac-address auto GigabitEthernet0/0.1 a2d2.0400.11bc a2d2.0400.11bd
mac-address auto GigabitEthernet0/0.2 a2d2.0400.11cO0 a2d2.0400.11cl
mac-address auto GigabitEthernet0/0.3 a2d2.0400.11c4 a2d2.0400.11c5
mac-address auto GigabitEthernet0/0.4 a2d2.0400.11c8 a2d2.0400.11c9
mac-address auto GigabitEthernet0/0.5 a2d2.0400.11cc a2d2.0400.11cd
allocate-interface GigabitEthernet0/1

allocate-interface GigabitEthernet0/1.1-GigabitEthernet0/1.3
mac-address auto GigabitEthernet0/1.1 a2d2.0400.120c a2d2.0400.120d
mac-address auto GigabitEthernet0/1.2 a2d2.0400.1210 a2d2.0400.1211
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MAC

mac-address auto GigabitEthernet0/1.3 a2d2.0400.1214 a2d2.0400.1215
config-url disk0:/CTX1l.cfg
L
context CTX2
allocate-interface GigabitEthernet0/0
allocate-interface GigabitEthernet0/0.1-GigabitEthernet0/0.5
mac-address auto GigabitEthernet0/0.1 a2d2.0400.11ba a2d2.0400.11bb
mac-address auto GigabitEthernet0/0.2 a2d2.0400.11be a2d2.0400.11bf
mac-address auto GigabitEthernet0/0.3 a2d2.0400.11c2 a2d2.0400.11c3
mac-address auto GigabitEthernet0/0.4 a2d2.0400.11c6 a2d2.0400.11c7
mac-address auto GigabitEthernet0/0.5 a2d2.0400.11ca a2d2.0400.11cb
allocate-interface GigabitEthernet0/1
allocate-interface GigabitEthernet0/1.1-GigabitEthernet0/1.3
mac-address auto GigabitEthernet0/1.1 a2d2.0400.120a a2d2.0400.120b
mac-address auto GigabitEthernet0/1.2 a2d2.0400.120e a2d2.0400.120f
mac-address auto GigabitEthernet0/1.3 a2d2.0400.1212 a2d2.0400.1213
config-url disk0:/CTX2.cfg
L
MAC
MAC
MAC
/context# show interface | include (Interface)|(MAC)
ciscoasa/context# show interface | include (Interface)]|(MAC)
Interface GigabitEthernetl/1.1 **g1/1.1", is down, line protocol is down
MAC address a201.0101.0600, MTU 1500
Interface GigabitEthernetl/1.2 *'gl/1.2", is down, line protocol is down
MAC address a201.0102.0600, MTU 1500
Interface GigabitEthernetl/1.3 *"g1/1.3", is down, line protocol is down
MAC address a201.0103.0600, MTU 1500
S
show interface MAC MAC
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. MAC

e cONNs 10%
10 5

« gold

. administrator

* administrator

« gold FTP 2

ciscoasa(config)# mac-address auto prefix 19

ciscoasa(config)# class
ciscoasa(config-class)#
ciscoasa(config-class)#
ciscoasa(config-class)#

ciscoasa(config)# class
ciscoasa(config-class)#
ciscoasa(config-class)#
ciscoasa(config-class)#
ciscoasa(config-class)#
ciscoasa(config-class)#
ciscoasa(config-class)#
ciscoasa(config-class)#
ciscoasa(config-class)#
ciscoasa(config-class)#
ciscoasa(config-class)#
ciscoasa(config-class)#
ciscoasa(config-class)#
ciscoasa(config-class)#

default

limit-resource
limit-resource
limit-resource

gold

limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource
limit-resource

conns 10%
vpn other 10
vpn burst other 5

mac-addresses 10000
conns 15%

rate conns 1000
rate inspects 500
hosts 9000

asdm 5

ssh 5

rate syslogs 5000
telnet 5

xlates 36000
routes 700

vpn other 100

vpn burst other 50

ciscoasa(config)# admin-context administrator
ciscoasa(config)# context administrator

ciscoasa(config-ctx)# allocate-interface gigabitethernet0/0.1
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/1.1

ciscoasa(config-ctx)# config-url disk0:/admin.cfg

ciscoasa(config-ctx)# context test

ciscoasa(config-ctx)# allocate-interface gigabitethernet0/0.100 intl
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/0.102 int2

VPN other

ciscoasa(config-ctx)# allocate-interface gigabitethernet0/0.110-gigabitethernet0/0.115

int3-int8

ciscoasa(config-ctx)# config-url ftp://userl:passwOrd@10.1.1.1/configlets/test.cfg
ciscoasa(config-ctx)# member gold

ciscoasa(config-ctx)# context sample
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ciscoasa(config-ctx)# allocate-interface gigabitethernet0/1.200 intl
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/1.212 int2
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/1.230-gigabitethernet0/1.235
int3-int8

ciscoasa(config-ctx)# config-url ftp://userl:passwOrd@10.1.1.1/configlets/sample.cfg
ciscoasa(config-ctx)# member gold

9:
7.0(2)
context mode class
MAC 7.2(1)
MAC
mac-address auto
7.2(1)
class limit-resource member
IPS 8.0(2) IPS 6.0
AIPSSM
AIPSSM
ASA 1
allocate-ips
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MAC 8.0(5)/8.2(2) MAC
A2
MAC
MAC
MAC
A2 MAC
mac-address auto prefix
ASA 5550 5580 8.4(1) ASA 5550
50 100
ASA 5580 50
250
MAC 8.5(1) MAC
mac-address auto
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MAC 8.6(1)
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ASA
MAC

ASA
ASA5500-X
ASASM MAC

2

MAC

MAC

show
running-config mac-address

MAC

ASA

MAC

ASASM

ASASM

MAC

CLI

1
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MAC
MAC
mac-address auto
ASASM 9.0(1) MAC
MAC ASASM
mac-address auto
9.0(2) EIGRP  OSPFv2
OSPFv3 RIP
9.0(2) routes
limit-resource show resource types
show resource usage show resource
allocation
9.0(2) VPN
VPN
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VPN

9.0(1)

vpnother  vpn
burst other

VPN

limit-resource show resource types
show resource usage show resource
allocation

IKEvV1 SA

9.1(2)

CPU
IKEV1 SA

ikevl in-negotiation

CRL

limit-resource show resource types
show resource usage show resource
allocation

CLI
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9.5(2)

VPN
* AnyConnect 3.x SSL VPN
IKEv2
. AnyConnect
» AnyConnect
* AnyConnect
AnyConnect Apex
limit-resource vpn anyconnect
limit-resource vpn burst anyconnect
9.6(2) AnyConnect SSL
/
CLI
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VPN 9.6(2)
VPN
/
limit-resource storage storage-url
9.6(2) AnyConnect
AnyConnect
ASDM
AnyConnect
4.2.00748
4.3.03013
9.6(2)
AnyConnect AnyConnect
9.6(2)
VPN DAP
DAP
9.6(2)
VPN CoA CoA
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9.6(2)
VPN

IKEV2 VPN 9.9(2) VPN IKEV2
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ASA

Cisco ASA
/

277
307
310
312

333
340
342

2 ASA

CLI 1 Cisco ASA 9.6 CLI

312
318
324




ASA /
. / ASA

ASA /
ASA 2

ASA
ASA

ASA

Firepower 4100/9300

FXO0S
FXO0S
FXO0S
EtherChannel
EtherChannel
ASA

ASA OS

. RAM
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2

. 2
8.3(1)
8.3(2)
. AnyConnect
SSL VPN
IP IP

« Firepower4100/9300

2

1

1 ethO
ethO
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IPsec
VPN ASA
ASA VPN IPsec
2
« hello
* MAC
EtherChannel

ASA

* 5506-X  5555-X
5506H-X

* 5506H-X 171
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ASA
Firepower

* 5585-X 0/0
* Firepower 4100/9300 10GB

. 1GB

EtherChannel
EtherChannel 1
EtherChannel
EtherChannel

* ASA
VLAN

ASA Auto-MDI/MDIX

MDIX
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EtherChannel
EtherChannel
EtherChannel 1
EtherChannel
2
* ASA
VLAN
ASA Auto-MDI/MDIX
1 MDIX
10 250

10
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ASA

1
2 ASA
ASA
2
33:
outside
Primary el Failover link :é" Failowver link Secondary g
: a8 inside g
34:2

Switth2 o 1side
ISL Failover link

el Secondary
inside

35:

Switch 2

L
Failover link «#_ Failover link
AR

236371

CLI 1 Cisco ASA 9.6 CLI .

2




36 :

ASA
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Switch 1 Switch 2
outside -' . ISL outside
I
Switch 3
Primary Active redundant Active redundant
failover link failover link
Switch 4
Standby redundart Standby redundart
failover link failover link
Switch 5 Switch 6
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39 : Inter-Switch Link ISL

MAC 13 B

Switch 1 Switch 2
outside RN ISL \‘f_. outside
T o i
Switch 3 Switch 4
Primary Active redundant ISL w‘r_ Active redundant Secondary
failover link L failover link
Switch 5 Switch &
Standby redundant ISL *‘{_ Standby redundant
failover link P failover link
Switch 7 Switch 8
inside ISL ‘i{, inside 2
g 3
5
IP
IP
IP MAC
MAC IP
ARP
S
IP
IP MAC
/ IP MAC
/ IP
MAC
1. IP MAC
2. IP MAC
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MAC IP

MAC

MAC
MAC

MAC

MAC

MAC
ASA

1 Cisco ASA

IP
MAC
MAC
MAC
MAC
MAC
ARP ASA MAC
NAT Gratuitous ARP
MAC
IP MAC
IP
1 2
MAC
MAC MAC
IP MAC
1
1
2
IP
MAC
preempt
MAC 1
MAC MAC
mac-address failover mac address
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mac address

MAC

ASA

ASASM

ASASM
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ASA
mac-address auto
/ MAC
/ MAC

MAC

ASASM 2

ASASM
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40:

ASASM

ASASM
ASASM 2 EtherChannel
VLAN
VLAN VLAN
VLAN hello
ASASM 2
ASASM VLAN VLAN10 11
A\
ASASM
ASASM
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