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« permit errors : #5772 GTP /7 v FOBID FIETHrSns & Fa vy 7EnN5 /3 v
FEFFRTLET,

* request-queue max_requests : ¥ = — CINERFHNTE D GTP ERE O KEZ 7R E L
EF, 7740 ME200 TF, ZOLEBRICELIZEHITH LWERBBEE TS L, Kb
ROV F 2 —IZ Ao TWZRDHIBR &4V £, [ErrorIndication] |, [ VersionNot
Supported] &Y [SGSN Context Acknowledge] &9 A vE—U%, HRE RS
NN, INEHFLEROF 2 —IC AN LNERFA,

o tunnel-limit max_tunnels : TR SVDT 77 4 772 GTP b RNV DR RBARE L F
T, ZAUL. PDPa T XA MERITZY RARAV FOBITHY LET, T 741 b
1£500 T9, ZOavr RTHEELZ b3 EIcETH L HILWERII R v
INET,

timeout {endpoint | pdp-context | request | signaling | t3-response | tunnel} time : 5E L 72
4)‘~l:7<0)7/( KV EALTD MesgE LET (hhmm:ss IBR) , A L7 0 M
BRELBWEGAEE, EFIC0ZRBELET, Z0avy NE, ¥4 L5T70 N LI
B2 AT UET,

« endpoint : GTP = RARA & EBHIBRIND ETOIET 77 ¢ 7T D e KAH,

s pdp-context : GTP £~ 2 > ® PDP 27 X X h&HIRT 2 ETOIET 77 «
TR ORKAE, GTPv2 T, ZhUI_T7 77— ar 7% A T,

e request : ZoRF 2 — P HERPHIBRSND ETOIT 77 4 T ORKAE, R
0y P SNTZERA~OBZRDOINE S Ry 7SN ET,

e signaling : GTP 7V U I RHIBRS LD £ TOIET 7 7 1 7RO Fe KA,
* t3-response : #fc & bRE T D AICIGE 2 7663 2 e KIRFfHL,
s tunnel : GTP k> R REIMT &5 ETOIET 7 7 4 7R O e KA,

ATV TS BEIGL T, NI A—H a7 4 X2l — g0 F— RIZASTHWBAREIZ, IMSIZ LT 4 v
JATANEY T HERELET,

mcc country _code mnc network_code

F 7 N TlE. GTP A AT a0, AV EASAAL L B FY a—F (MCC) &EAN
AN Fy hU—27 a—F (MNC) OflAEbLEET =7 LERFA, IMSIZ VT 4 v 7 R
TANE) T EFRETDHE, ZIE/27 >y PO IMSI O MCC & MNC 23, #%7E & 7= MCC &
MNC OifiA G LS, =MLV bDIE e vy 7IinEd,

ENAN A RY a—RIZ0USND IHTOET T, IHEF2HOEO T L7 v 7 AL L
ToOMBEMENET, EAAL)L Xy U —27 a— NI 2 H1E 7213 3 1o T9,

FO Y THNEZTRTOMCC & MNC ODAGDEZBMLET, 774/ FTiE, ASA X
MNC & MCC DA EDEDREFNTHEINE I NET = v 7 Lgn=d, RE LAY
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ATvT6

BDAENTHDINE D DEERT DLERDH Y £, MCC B LT MNC 22— FOFMIZONT
. ITU E.212 45 [Identification Plan for Land Mobile Stations] %2 L T 72 X0,

MBS LT, NI A= a7 4 Falb—vary EF—FIA>TWDHHIZ, GSN £721%
PGW 7'—V UV aBELET,
permit-response to-object-group SGSN-SGW _name from-object-group GSN-PGW pool

ASA X GTP A VAT ¥ a »&FATT DA, 774/ N TASA X, GTP ZRTHESIN
TWARUW GSN £721L PGW 2250 GTP JE&E % Ry 7 LET, ZHud, GSN £721X PGW @
T T — FRTF L PR LT, GPRS DR EAF—F )T 4 ZEmh TS &
TIRALET,

GSN/PGW 7'— U >V HREL, a— KT 7%V HR— T 57202, GSN/PGW T
RRA YV "NEBET DRy NI =0 AT V=7 b 7 —T%Ek L, Z 1% from-object-group
NI A—=HTHRELET, FEEIZ, SGSN/SSGW D7Dty NI—7 A7V =7 b F—7
ZAERC L. to-object-group /X7 A —% L L TEINL £9, I8E%1T 5 GSN/PGW 7% GTP Zik
DFEEFEGSNPGW L RIL ATV 27 b Z—FIZBLTEY ., JEE L TWVWAD GSN/PGW 1T L
% GTPISEDEEVNH A ENTWDHHDA TV =7 + 7 L—T1Z SGSN/ISGW 2 AT,
ASA TILENFFAISNET,

Xy U= AT b T—TF1E, T RRA L MR A R T L AEITT Y REA
VR EEDY TRy b TE £,

&1

RIZ, GSN/PGW 7'— VU » F Dl R LET, 7T ACHy MU—7 2K GSN/PGW 7 —/L
LLTERSNTVETA, Xy MU= 2EEZRET LMD I, EHEOEHOIP T N
2 % network-object =~ R T 1 DT ORETE £, ZOFITIE, KT, 7—nb
SGSN/SgW ~DIGEZFFA T2 X912, GTP A VAT vay v~ v T EERLET,

hostname (config) # object-group network gsnpool32

hostname (config-network) # network-object 192.168.100.0 255.255.255.0
hostname (config) # object-group network sgsn32

hostname (config-network) # network-object host 192.168.50.100

hostname (config) # policy-map type inspect gtp gtp-policy
hostname (config-pmap) # parameters

hostname (config-pmap-p) # permit-response to-object-group sgsn32
from-object-group gsnpool32

451
WOHNE, Fy NT—7 D N R EFIRT A HEEZRLTHVET,

hostname (config) # policy-map type inspect gtp gmap
hostname (config-pmap) # parameters
hostname (config-pmap-p) # tunnel-limit 3000

hostname (config) # policy-map global policy
hostname (config-pmap) # class inspection default
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hostname (config-pmap-c) # inspect gtp gmap

hostname (config) # service-policy global policy global

RDHBERY

<~ T EFEHTHEDODA AR a R = ERETE AL FE L, A
VR NT—T A LA gD —ERRY —DHE (B52—) | 25 LTL
720N,

SCTP 4 VARG 3 RYO—T v TDHETE

)

L— MR EDT 7Y r— g VEADAf a— K7 u ha,ID (PPID) (243 T SCTP
N7 4w PIRET 7 a 2T 51203, —EARY —THEHIINSSCTPA > &
Ny vary R — <=y T EERLET,

GE)

ATy T

ATy T2
ATvT3

PPID (X7 — X D= E 0V OHFIZH Y | FFED/NTr v MIBEOT—% Frx 7 Fl2id 1 DD
HETF v 7 2o N TEET, Xy M1 OOHET v > 7 £3EKZOT —% F
VIMEENTWAEGS, BloSTobnizT7yvarB iRy 7EnThb My Mk vy
SNFEXHA, & 21T, PPID26% Ry 745 SCTP A v AT v ary R — <y a2k
ET D&, PPID26 57— F ¥ 7%, Diameter PPID 7 — % F v > 7 o v MIHES
i, TORTy NI RueyFEnEdA,

FIE

SCTP A > AT va v KR — <y 7 &/ER L ET, policy-map type inspect sctp
policy map name
policy map_name \Z1L, R > —~ vy TOAHIZFHELET, CLIIFARY v—~vvy S a7 g
Xal—rarE—RIAYET,
LR #iHAZRY >— <y AIGEMLUE9, description string
SCTP 7—%# F% 7 DPPID IZHASNT, M7 74 v 27 & Fry 7 L— MR, £/idnm
TIFER L ET,
a) PPIDIZHASWT KT 7 1 v 7 Zi#kBILET,
match[not] ppid ppid [ [ppid 2]
ppid 11X PPID &5 (0 ~ 4294967295) F 7134 mI T (BHAIREZR 4 ANZ DV Tl CLI
VT EZRLUTLIZEW) , PPID OFIMZEET 2121, 2%&AF (LD REW) O

PPID. ppid 2 % &5 Z LB TX %7, match not ppid % L C PPID & 7= | 3#HIZ—
BLARWE T 74 v 7 RBELET,
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TEET,
b) —HELATy MIHLTEITT LT 7 arafmELET,
edrop : T 29T _XTONTry M Ry FEiTu ZICisk L7,
clog: VAT LA BT AyE—VEEEFLET,

s rate-limitrate : A v E—OL— bEFHIBLET, L— NI, FrtE >y M (kbps)
BN T,

c) BINMITAET 53 _TO PPID ikl 45 F T, 7oA Z#EVIRLET,

1

WOHITIE, KED Y TOPPID (Z DOFIOIERFES TREID S T) 2Ry 7L,
PPID 32 ~ 40 % L — MR L. Diameter PPID % 1@ 7|25k T D214 LV A7 v 3 iR
Vo— <o P52 ERLET, 2OV —t2RY T —|T, T XTDOSCTP T 7 4 v 7
Z WA % inspection_default 7 7 AICA VAT Vg &2 LET,

policy-map type inspect sctp sctp-pmap
match ppid 58 4294967295
drop
match ppid 26
drop
match ppid 49
drop
match ppid 32 40
rate-limit 1000
match ppid diameter
log

policy-map global policy
class inspection_default

inspect sctp sctp-pmap
!

service-policy global policy global

RDZRY

< TEFEHTEEODAL AR g R = ERETEL LRV FE L, 'L
Wy NT—7 L AT a3 DY —E R RY o —DFEE 352—) | #WLTL
7230,
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X F &7 Diameter 7’11 NI )VERTT 4 VZ ) TS 57289 Diameter A AT g v
RV — <=y FEERTEET, ZO%, B2 BRI Ne Yy 7E2Te ZICiiekc&E
‘d‘o

Diameter A v & — 7 4 V2 U 7 ERET HITIE, b0 T 0 b a/LEZRIERFC B LD
BIFRR CER SN TWDHDT, ZHHDERIZOWVWTHE LW ZFF > TWDMERH Y £
9, 7=& 21X, IETFIZiX, http://www.iana.org/assignments/aaa-parameters/aaa-parameters.xhtml (2
RTBEE AT TV r—ary, avr Ra—F BXOBMHESTOY A IRHD £75035,
Diameter f > A7 2 g L TIIV A FENTWNWELTRTOEHZYR—F LTWERTA, Hif
fEARIZ DUV TIE, 3GPP Web 1 FAZHL T 7Z2& W,

JR 8O HHEIIZ

—EDO N T T 4 v IREAT T a TR, BEDTEOICERRRAERA LES, b7
=IO 1 OEEATIEHEE. AW ERFREZIZIEREHRO I J X v 7 E2ERLE
7,

FIE

(15 WOTFNEIZHES T, Diameter f > AT a3 D7 T A < FEERLET,

I IGAy TNIBEDO N T 7 4 v EOREE T N—T{ELET, £7201X, match=a~> K%
HER) D — vy FITHBETEET, VI7AYY T ERERT A LA AT a v KR
VoI ThRI T4y LORBEREHEERT DL LOEWT, 7T A vy I TIIEMER
BMERELERTE, /7R 2o 72HAHATES L) Z & TT,

JIA=y T ERELRWNT 7 4 v 7 BEET D21, matchnot =<2 REMFHALET,
72 & 21X, match not =~ > R TXFH| lexample.com| #fEETH L. [lexample.com) 235
FNDBTRTONTI T4 v T3 Ay T EREINEE A,

DI FTARYTTHRETA NI 74 v 7 LTUE, A VATV ary R — <y 7T
N7 4y 7R LTEATT DT 7 arHfRELET,

match 2~ N EICERR LT 72 a 23742056, RIS —~yFCEEN T 7 407
ERFETAMENRH Y 7,

a) 77 A~y 7 E{ERMLET, class-map type inspect diameter [match-all | match-any]
class_map _name

class_map name \Z1%, 7 7 A <y 7 OA4HIZEE L £ 7, match-all ¥ —7U— NI7 7 +
NETY, NI T74 7MW T Ay T e =T IR, TRTOREEE —FT 208N
HHZLEBELET, match-any ¥ —U— RiX, b7 71 v 73 07e< & H 120 match
AF— AV E—B LTI TRy T BT AZELEEELET, CLINY 5 X
vl ar7Z4Xalb—rary =KADY, 1 2L LD match 2~ REZANTEE
7

b) (EE) 77 A~y FITHZBM L £3, description siring
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string (2%, 7 7 A~ O A 200 SCEUNTHRELET,

) WOWTHNrOmatch=a~ > REEHLT, 7273 ar2F 7358770 v 7 2EL
*9, matchnot =~ FA&fHHT 25 L, matchnot 2~ FNOEAEIZ—F L2V XTD
N7 42T aryNEHENE T,

« match [not] application-id app id [app id 2] : 77V rr— a Vil 2 BE L E T,

app_id /% Diameter 7 7"V 7 —3 3 C OARTET2ITES (0 ~4294967295) ¥, W&
THERE ST ENTT ) =2 a COFENH HHEAIT. 2FEBDIDEED D
ZENRTEET, TV =2 a VOARTEIIFESHICHIFAZ ERXRTE, H1IDB
FOF 2D O OTRTOFFICHEHA SN ET,
N7 7Y = a AXIANAILRER SN E T, kOa 7 77—y a Y
A—=FENETH, MOT7FV r—va b7 4 VFUBTEEST, 77V r—3
DY ARMIONWTIEL, CLINV T ZBRLTLEEN,

* 3gpp-rx-ts29214 (16777236)

* 3gpp-s6a (16777251)

* 3gpp-s9 (16777267)

+ common-message (0) . (J&A Diameter 7’2 [ =)L)

match [not] command-code code [code 2] : 2~ K 22— REMAELET, code
Diameter =~ > N = — NOAFTE7213%E S (0~ 4294967295) T, WA Lk
FRMftENT-av s R a— ROFEARSLGAIE. 2BHOa—REEH5Z LR T
TET, A Fa— FOAMELIIFEZIICHBEZERTE, H1a— FBXUEH
23— FOROFTXTORZIZHEHA S NET,

7= & 2iE, ko a2 RiZ, Capability Exchange Request/Answer 2~ > K 22— K% [
ALET
= o

match command-code cer-cea

EHEE~T (AVP) ZHALET,

BYEIC L > TOAH AVP Z AT H121E, ROFIHEZFATLET,
match[not] avp = — K[code_2] [vendor-id id_number]
JBHEDIZ SN T AVP 2 BET D56 ¢

match[not] avp = — K[ vendor-id id_number|{&
ZRNENOHRAITRO LBV TH,

s code : BMEERT OL4RTET213EF S (1 ~ 4294967295) , HAID 32— RIZONT
1L, B AZ L AVP, RFC F 7213 3GPP HATIARIC B ER S LTV D AVP, BV
T RN T7 CHEVR—FEN TS AVP OL4RTEZEE TE £, FrEDOHFH
D AVP AT HHAIL, 2 0BDa—N&HZOATIHRELET, EIck-T
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AVP ZBAT2HAIE. 2 2 HOa— REEETEEE A, AVPLD U Z MMZo
WTIE, CLINV T 2R LT ZE N,

s vendor-id id number : (£EE) XU Z—DIDER (0~4294967295) LA L E
¥, /=& ziE, 3GPP X & —ID % 10415, IETF 1% 0,

°value AVP OEDERSy, ZHUE, AVP O T —% XA TRV R—FINTW5HE

(2D FHEX ”Ef’éi@“ e ZIE, TRVAT—=H2 XA TRHDHAVPOIP T K
1/1755? ETEXET, RIT, PR—=PFPENTWBT—X XA TOEA T a D
FEEDOH L Z TR LET,

+ [Diameter Identity], [Diameter URI], [Octet String] : ZN5H DT —X XA 7D
BRGIITERRREITIERERI S FA A7 V=7 AR LET,

{regex regex name | class regex class}

* [Address] : FRAT 25 IPv4 £7213IPv6 7 FLAEZFREL T, =& 2L,
10.100.10.10 = 721% 2001:DB8::0DB8:800:200C:417A,

* [Time] : BAAGARF L& T HFZFRE L E T, MO ZRET 2L ERH Y £,
WP 24 RpEE A CHRE L £ 7

date year month day time hih:mm:ss date year month day time hh:mm:ss

RITH 2R L ET,

date 2015 feb 5 time 12:00:00 date 2015 mar 9 time 12:00:00

s [Numeric] : FHwO®HZIEE L ET,

range number 1 number 2

BRVeFK T ORHEIL, T—% 24Tk o TRRY £,
* Integer32 : -2147483647 ~ 2147483647
* Integer64 : -9223372036854775807 ~ 9223372036854775807
* Unsigned32 : 0 ~ 4294967295
* Unsigned64 : 0 ~ 18446744073709551615
* Float32 : 8 HTD/INMEm KB
* Float64 : 16 A O /MU AL

d) 79 A~y T ar74¥al—varyET—Ra2KTT5120F, lexit) & A LET,
AT w72 Diameter f > A7 v a v R — <7 %#/EHKLE T, policy-map type inspect diameter

policy map name
policy map name \Z1L, RV T —~ vy TOA4HIZFHRELET, CLIIFARY v—~vvy S a7 ¢
Xal—raryE—RICAYET,
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ATv T3 (LE) #ERY v— <y 7B L ET, description string
AT Tl B LI T 740777y a AT a2, ROFIEEZEITLET,
a) ROWTNOOFIEEFERLT, 773 ava2F 745 8774w 7 2RELET,
* Diameter 7 7 A ~ v T EAEK LIZ8HA1E, ROa~r READLTERERELE

9, class class_map name

e Diameter 7 7 A ~ v 7T EN TW D match 2~ > ROWT 2L T, RN
VoS ICEHEN T T v 7 BRRELET,

b) KOaA~L FOWTNUNEANLT, =BT D774 v 71 L TCEITTEHT 7 v a
EHRELET,

edrop : —HT 5T XCONNTy ME Ry LET,
e drop-connection : /X7 > N& Ru vy L, #EEAMA T £,
clog: VAT LT AyE—VEFELET,

R — <o IZiE, BHED class 2~ REZ(E match =2~ FEFETEXET, class
a2 Rématch 2~ 2 ROIAFIZOWTIE, EEDO N7 7 4 v 7T AW LS
LT EEN,

51

hostname (config) # policy-map type inspect diameter diameter-map
hostname (config-pmap) # class diameter-class-map

hostname (config-pmap-c) # drop

hostname (config-pmap-c) # match command-code cer-cea

hostname (config-pmap-c) # log

ATYTS ALV AR v a v T D UNBOH /N7 A—F ERET DHITE,. ROFNEEFITLET,
a) NI A—HF a7 Xal—ar E— RLBBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

b) 1 DELIFEBDONTA—FERELET, KOF T a v ARETEET, A7V ar
BT AE—=TMCTHICE, avr RO no BREHEH L T EE0,

* unsupported {application-id |command-code |avp} actionlog : = ¥ > 7 & ¥R — F I i
TWRWERERICK LT 2= M LET, ThbDA T a Tk, Y7 b

U7 CHEEYR—- S TWARNWT 7Y r—va D, avy Fa—R BXO
AVPRRESNET, 7740 FTiE, B XU 7R LCHEEPTFTESNTHET, =
<~ FE3EANLT, TR_RTOEZEORX LV E2AMICTE LT,

« strict-diameter {state | session} : Diameter 7’12 k =)L D RFC 6733 ~O i 7¢ el 2 A
F—T M LET, T 74N BTIE, A AT v 3 12K - T, Diameter D7 L —
LSRFCIZHERLL TWAH Z &R ENE T, a2~ RE2EATTHZ LT, state
~ ¥ URRREE 72T session BE A v £ — U DRGEE, HDHVIIZF DM T EBINTE £,
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hostname (config-pmap) # parameters

hostname (config-pmap-p) # unsupported application-id action log

hostname (config-pmap-p) # unsupported command-code action log

hostname (config-pmap-p) # unsupported avp action log

hostname (config-pmap-p) # strict-diameter state

hostname (config-pmap-p) # strict-diameter session
!l
wOBNE, —EOT TV r—varEu ikl FEDIPT RLAzTwy 7§
D HEE TR L TWET,

class-map type inspect diameter match-any log app
match application-id 3gpp-s6a
match application-id 3gpp-s13

class-map type inspect diameter match-all block ip
match command-code cer-cea
match avp host-ip-address 1.1.1.1

policy-map type inspect diameter diameter map
parameters
unsupported application-id log
class log_app
log
class block_ip
drop-connection

policy-map global policy
class inspection default

inspect diameter diameter map

service-policy global policy global

RDEZRY

v T EHERT OO AR v ary R = ERETEHLCR0ELE, £
VX hT—=0 AV AT g DY —E AR —0RE (B54—) | 28RLTL
72 &,

51 X2 L Diameter ETEIE~NT (AVP) DIERK

HLWEMERT (AVP) BNEFRIIN., BEIN D L&, AKX A Diameter AVP % {ERK L T,
Diameter f > AX7 v a R o—<oFFNOLEZER L, HFHITHZ N TExFES, RFC
FIFZAVP ZERTDHEFDOMD Y — 25 AVP OIERIC LB B R A TS L E 5,

B AH NAVP L, AVPBRA @ Diameter f > AT L a v RIS — <o FEFIZT TR~y
FTHERTAEARIC DR, TERRL £,
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1 A % I Diameter AVP #1ERE L FE 9,

diameter avpname code value data-type type [ vendor-id id number] [ description fext]
TNENDOFPFITRD LBV TT,

e name : {EEX LT\ D A A% A AVP D41 (5K 32 3LF) . Diameter f AN 2ra
RV — =7 FERETI T A<y 7 TOmatchavp 2~ RTIOL4RHIZZR L ET,

s code value : 71 A% I AVP 21— R (256 ~ 4294967295) . ¥ AT A TCTERFHD T — K
EXRUH—ID DMAEDEEANTHZ LT TEEEA,

« data-type type : AVP DF —% Z A 7T IROWTHNOTTAVP ZEHETXET, HLW
AVP BRIOTI DB 1E. FORIDH 2% A AVP IZERR TE FH A,

 address : I[P 7 F L 2ADH4,
+ diameter-identity : Diameter D7 A T 7 4 T 4 T —H,
« diameter-uri : Diameter @ Uniform Resource Identifier (URI) .
e float32 : 32 &' MREVNIUR,
- float64 : 64 £ MIFE NS,
«int32 : 32 £y NEH,
+int64 : 64 £ v NEHL,
* octetstring : 47 7 v b LT,
o time : RER OFE,
uint32 : 32 £y F O 572 LI,
s uint64 : 64 £ N DOFF 572 LI
« vendor-id id_number : (fEF) AVP ZEF L1224 —D 0 ~ 4294967295 D ID & &, 7=
& 21X, 3GPP X% —1ID (X 10415, IETF 1% 0,

« descriptionext : (1) AVP O] (JK80XF) , AX—R&ZEZHLH5A1F, %
IR CH AL,

=2 {3 f- Diameter v 3 U DEE

Diameter 7 7'V r—3 a3 S TCP LTSN =T — X 2HHT 256, 1 v AT Vg
VNEIA =T DT A NE N TN RET A DIy NNEWERTAZ LI TEE
i, LIEBoT, ZA4NZ V7 V—EER L, ZNO a5 LN TCP 877 1 v
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TLS 73 FH L LTHRELET, coFuxid, 70 v 7% kL, AL
THhOLEERZL L, BROZmEICEELET, Lieno> T, #EhoOmMl (Diameter r— 3 &
Diameter 7 74 7 > 8) X ASA Z BT HMERH Y . T X TOYFEEFEDLERFEEZ IR
HLTWARERDY £3, TLS /' m X U2 RETHITE, 7TV XNVGEAEE oI BHE L T
BAVERHY 7, ASABREN A ROT P X INVGEREIZET2E LS L T &,

WD, Diameter D7 T A4 7 B L O — 3L ASA OFOREMRE . BHEEHENT A7
DOREFEMZRLET, ZOFTT /AT, Diameter 7 74 7> MIMME (£ YT 4 ~%—
VAUV ZUT 4T 4) THY, U Ra—FTEHY FHA, V7 OKMO CA FEHE

X, V7 ORFUNOGEHEDELIHEH SN HDTY, 72& 21X, ASA7 X U TLS —
/X CA FEFAET, Diameter/TLS 7 74 7 2 FEAEOZBLIHH SN S D TY,

2:Diameter TLS A VAR 3>

= TLS s =]
B < > | | B
- Ees )
‘[ TCP =i
1 Diameter TLS 7 % A 7 > &+ (MME) ASA 7u ¥ TLS —
e 7547 IDGEFAE o P— XD FERRE:
«ASATLS Yu ¥ H— 0 ID « Diameter TLS 7 A 7 > h @D ID
FEEOBAICHEHA NS CA FEEOBAICHEHA NS CA
FERAE FERAE
3 ASA 7u XL TLS 7 94 7 k Diameter TLS %—/3 (7L 7o
IGATL D (REF 4w )
F 7713 LDC) FEBE o — D FFHE
« Diameter TLS ¥-—/X® ID FiFBH & cASAT X TLS FA4 7 k
DELIHHENS CAFEAE DOIDFEHEDEAIHEH SN D
CA FFH &=
5 Diameter TCP #—/3 (TLS 47 1 — —
)

Diameter f > AX7 3 VHD TLS 7 ¥ % F

T AL, ROF T arBbh Ed,
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B oiemeter 55072 F Loy —EEERORE

« 7JLTLS 71 ¥ : ASA B XU Diameter 7 71 7 > + & ASA 1 X O Diameter ¥-—/3[#]
DLTT7 47 EREBLLET, TLSH— L OEHEBGR AT HI2IE, ROA T 3
URHD ET,

CARBT 4w TaXT IITAT N NTANKRA Y FEMHEHLET, ASA X,
Diameter ¥ —/N & ORIFHEFIZ, T-XT? Diameter 7 74 7 > MR UEBAEEZ R L F
9, Diameter V— NI E > T2 TA TV FRREICEIICRZDADT, 77347 b
TLCEINEY — e R ERMET S 2 LI TEER AL, —H, DA T v a3 LT LDC
FRED b @ TY,

m—ANEAF Iy 7#E (LDC) A LET, ZoFTva v EHERHTS L,
ASA (% Diameter ¥—/N & DOIEERFIZ, Diameter 7 74 7> s T LI — B DIEHEL
RLUET, LDC X, AF—L ASADDLOFH LWELERE, ZELII T4 T v
NIDFEAENL DT XTO7 4 —/V FZ2RFLET, Z DL TIL, Diameter % —
INCIITAT N NI 740w 7 OHMENRR EL, 7 T4 7 > FMEHZEORMIZHS
WTCENNE — R TE D L9120 7,

« TLSA 71— R : ASA & Diameter 7 7 A 7> MO N7 7 4 v 7 ZREEL L E T4, ASA
& Diameter h— S T7 U 77X R MERAFEHALET, 207 v a i, 751 A
DKTT7 47 PRESNTGITN OB D Z L0 EREfE LTV AA1Z, Diameter
P— NN ASA LRI LT —F 2o Z—IZHIUXEITRETT, TLS A7 a— R&f35
L. MBERIE S VLBEENRS DT, N7+ —~ L A2M ESELZENTEET, 2N
WX, A7 3 LV OPTERHETYT, Diameter — N, 7747 FDIPT RLADRIT
HEAONWTEINL Y — A Z@EHTE £,

30T _RTDOAT T 3 1%, ASA & Diameter 7 7 A 7 o MMEOEFEBAMRIZ T L Clal Uik E 2 fif
HALET,

GE) TLS 7EF X TLSVIO~12%2HALET, TLSONR—TV a3 VERFAASL — FEaRETEE
7,

WOIETIL, Diameter £ > A7 > g VHD TLS 7 u XL 2R ETDHHEICOWTHAL
-g‘o

Diameter 7 S A4 7 > DY —/NEERERDETE

ASA %, Diameter 7 74 7> MK LT TLS r ¥ — " E UTHRE L 9, tHAEEHEE
RAERESTT DI

o ASA O — RFEREA~DBLIMEH SNZBFER (CA) FEHE % Diameter 7 7 A 7> b
WA VHR— R NTHRERDY T, 2L, 7747 MO CAGEHEAR N T E72137 7
AT NBMERTHMOGFTNRFESNLTWAEENRNH Y £, EHEOFEHOFEMIZ S
WTCIE, 7947V PO RFa2 A FEBBLTLIES N,

cASAN T TA T FEEEEHTE S X 512, DiameterTLS 7 74 7 h DFHFBHE~DE4 |
FEHEINZ CAFFAELZ A VR — T A20ENDH Y F9,
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Diameter 7 51 7 > + L ¥ —sEERFR0RE [

RDOTFNETIL, Diameter 7 71 7 > b DFEHE~OBLIZHEH SN CAFFHERZ A VR — |k
L. ASATLS uxyv —_"THHT D IDEAELZ A VR — b9 5 HECHOWTHALE
T, IDFFHEEZ A VR — 9 5b0IZ, ASA THCEEBLFHEAZERTE E7,

FIE

AT w71 Diameter 7 74 7 FDFEHE~DZBLITHEH S TND CAFEHELZ ASA N T A RiRA v~
MZA A=K LET,

ZDOFEIZ X > T, ASA 78 Diameter 7 74 7 > FER{EETE £,

a)

b)

Diameter 7 7 A4 7> HD T A FARA > M EER L FET,

Z OHITIiX. enrollment terminal (%, FEAAEZ CLIIZEVFHIFDHZ EARLTWVWET, b
T A RIRA » iT diameter-clients & FE{ZALE 4,

ciscoasa(config)# crypto ca trustpoint diameter-clients
ciscoasa(ca-trustpoint)# revocation-check none
ciscoasa(ca-trustpoint)# enrollment terminal

AEAE 2B L £9,

ciscoasa(config)# crypto ca authenticate diameter-clients

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit"™ on a line by itself
MIIDRTCCAu+gAwWIBAgIQKVcqP/KW74VPONZzL+JbRTANBgkghkiGI9wOBAQUFADCR
[certificate data omitted]

/7QEM81izy0EOTSErKu7Nd76jwf5edqttkQ==

quit

INFO: Certificate has the following attributes:
Fingerprint: 24b81433 409b3fd5 e5431699 8d490d34
Do you accept this certificate? [yes/no]: y
Trustpoint CA certificate accepted.

% Certificate successfully imported

AT T2 GFHEEZ A VAR —FL, ASAT XY b —ROIDIFHEB LI OXF—XTHDO T A MRA
M EERRLET,

ZDOFIAIZ X - T, Diameter 7 7 A4 7 F2Y ASA ZEfHTE £,

a)

pkes12 TG CREHEZ A AR — M LET,

OB TIL, tis-proxy-server-tp 28 ~ 7 A hARA > "4 T, “123” NHZ /XA 7 1L—XT
To MED M ARMRA L PABIOANRA 70— %A LET,

ciscoasa (config)# crypto ca import tls-proxy-server-tp pkcsl2 "123"

Enter the base 64 encoded pkcsl2.

End with a blank line or the word "quit" on a line by itself:
[PKCS12 data omitted]
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quit
INFO: Import PKCS12 operation completed successfully

ciscoasa (config)#

b) FTZARKRA LV FEFRELET,

ciscoasa (config)# crypto ca trustpoint tls-proxy-server-tp
ciscoasa (ca-trustpoint)# revocation-check none

Diameter f Y ARYI a3 VHDAETA VI V5472 FEBAZEIZKSTIUTIS 7O+
TDERTE
Diameter —/ SN F_XTCD T T A T MK LTCHRICEEHEEZZITAND Z ENTE B 5E

L. Diameter V— N EBET D EEIHEHT D ASARHDOAZT v 7 7547 bERES
METEET,

ZOHFETIE, ASA L7 T4 T MY (Diameter 7 74 7 v DOV —NEHEZRORTE (
22 =) T EIN TS X H1Z) . BLUASA & Diameter H— /I FH A D15 FEEI R
WL TAMENH D £, ASA & Diameter V— XOSHEEF TR DO & B Y T,

 Diameter ¥—/ D ID GEBHE~OBLIZHEH SN2 CAFEHELZ A VAR — T ALER D
BHDT, ASA L, TLS N> Ry =A 7 HZH— D ID GEAEZBRIETE 7,

e Diameter V" — LB L CWA T T A4 7> baEHEZ A Vi R— M T AMERH D £97,
Diameter " — SN E7ZFEFAEZEHE L TOWRWEAR, TOEAIHEHINS CAFERAE
A=A R — b LET, FEMIZOWTIL, Diameter v — XD RXx 2 X 2SR L
TLIEEW,

FIE

AT 71 Diameter ' — OFERAE~DOZELIHH SN TS CAREHEL ASA h 7 A FARA > MMZA
VIR—hKMLET,

ZDOFEICT Lo T, ASA 2 Diameter V' — R EEETE £9,
a) Diameter —SHD N7 A AL U MR LET,

Z OHITIiX. enrollment terminal [%. FFAAEZ CLIWZEVFIFHZ A2 RLTWVWET, &
#MH URL i LT, CA O HENEEE (SCEP) #{FETHZ L TExEd, T AR
ARNA > MiX diameter-server & FEIEHE 4,

ciscoasa(config)# crypto ca trustpoint diameter-server
ciscoasa(ca-trustpoint)# revocation-check none
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ciscoasa(ca-trustpoint)# enrollment terminal

b) REMEZIBINL £,

ciscoasa(config)# crypto ca authenticate diameter-server

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDRTCCAu+gAwIBAgIQKVcqP/KW74VPONZzL+JbRTANBgkghkiGOwOBAQUFADCE
[certificate data omitted]

/7QEM81izy0EOTSErKu7Nd76jwf5edqttkQ==

quit

INFO: Certificate has the following attributes:

Fingerprint: 24b81433 409b3fd5 5431699 8d490d34

Do you accept this certificate? [yes/no]l: y
Trustpoint CA certificate accepted.

)

% Certificate successfully imported

ATYT2 GEHEEZA R —FL, ASATRXT 75347 FOIDERAELLIOF—<7HD M7 X b
A ERERR L E T,
ZOFNEIZ L > T, Diameter $—/37% ASA ZZFTE £,
a) pkesl2 B TREEZ A AR—FLET,
ROFITIL, ts-proxy-client-tp 25 N 7 A hARA » T, “123” BNMEH /A 7L —XT
To MED 7 A MRA L PABIOANRA 70— 2 LET,
ciscoasa (config)# crypto ca import tls-proxy-client-tp pkcsl2 "123"
Enter the base 64 encoded pkcsl2.
End with a blank line or the word "quit" on a line by itself:
[PKCS12 data omitted]
quit
INFO: Import PKCS12 operation completed successfully

ciscoasa (config)#

b) FIRREAL R ERELET,

ciscoasa(config)# crypto ca trustpoint tls-proxy-client-tp
ciscoasa (ca-trustpoint)# revocation-check none

ATy T3 TLS 7ux v 2R ELET,
a) TLS 7 FINIAHTZMT. TLS 7 nd s a7 4 Xalb— g ®— 2B LET,

tls-proxy name

AR E AN Z SV PEVE |



B oviemcter 12 XRG LI RORETF A VY HSAT L MERBICE B TS TOFLOR

ENALRY bT=ODA VAR Y3y |

b) ASA % Diameter 7 71 7 b L OBHRICE W T T oy — & U THRET 5 L X (12fE

d)

1

HMEND FT7 A MRA - Faahl LET,

server trust-point trustpoint_name

Gx) T A NEHIOGAE., £7-dDiameter 7 7 A 7V MG TE D LHEE LTV D
BlX, ZOFIEEZ2AFY LT, TLS Ve a7 1 Fa2b— 3 I no
server authenticate-client =~ K2 5H D2 N TEET,

ASA 78 Diameter % —/3 L ORI N T T nd > 7747 e LTHRET 5 & XITfli
MEND FT A MRA 2 Ml LET,
client trust-point name
EE) 7747 PRMEATE 55 T2 ERLET,
client cipher-suite cipher-list
Z 2T, cipher-list \IZ1X, ROAEEDOMAEDOEEEZDDH T ENTEET,
* 3des-shal
+ aes128-shal
* aes256-shal
* des-shal
* null-shal

* rc4-shal

DA T a ANFAR—ZA TR F7,

TLS 7eX v CHEHTE A5 A ER LW E, 72X — 3% ssl cipher =~

RIZE o TERSINZ T/ a— U EAL — bl LET, 7740 bTiE, Fr—n
JUBE 5 )7 LU T medium T, 2% W, NULL-SHA. DES-CBC-SHA. ¥ X U'RC4-MD5
ZRLETRCOB S HRMEHATE £, ASATRICHERATRER LD L IXRRD A A —
T 58558120, client cipher-suite =~ > R&ZFEE L £,

ASA FEDOFTRTDSSL 7 T4 7 v MMERITE/ N TLS N— g VA HRET DA 1E, ssl
client-version =~ > FZZMHB 1L T 7Z&\W, 57 4V ML TLS v1.0 T9,

ciscoasa(config)# tls-proxy diameter-tls-static-proxy
ciscoasa(config-tlsp)# server trust-point tls-proxy-server-tp
ciscoasa(config-tlsp)# client trust-point tls-proxy-client-tp
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Diameter 1 VXXV L3 VADA—AN FAFT I v VHAEICLS T TS TOF S DRE .

RDBERY

Diameter f ' AX7 2 a o CTLS Vax v a2 HHTE2 L5120 E L, AL Xy
RND—0 A AR g DO —ERARY O —0FE B53—) | 28RBLTLETEN,

Diameter 1 AR 3 VAOO—AIL ZAAF IV UERAEIZLDTILTIS 70X D

RE

ATy T

Diameter V—/XTV T A TV T LIC—BOFFHENRLERGAIT., v—DIL ZAF I v 73
BiE (LDC) ZAEMTHEIICASAZHETHIENTEET, TNOLOMHET, 774
Tr R L CWARITFAEL, ToRIIMEINE T,

ZORETIL, ASA L7 T4 7 Ml (Diameter 7 7 A 7 > b & OH— MEEEUR DK E  (
228 —Y) THHIN TS L 912) . BIOASA & Diameter Y— I A OIS EEIFR
HHENI T HDMENH Y £, REIX Diameter f VAR v a L HOREZ T 47 V54TV
FEFIFIC LD 7 ATLS 7R X v O E 243—2) THPIT D O LTI, Diameter
74T MEAEE A VR — T HRDVICASA ETILDC 2y N7 v 7958088730
F 9, ASA & Diameter 4 — OEFEHEMHIIKRDO LB Y TT,

* Diameter ¥ —/ 3@ ID FEFE~DEZEL IZHEH Sz CAFERELYZ A VAR — T A5 0E R H
HDT, ASA X, TLS N> Ry =A 7Y — "D ID iEEEZRIETE £ 77,

*LDC F 7 A hARA » FEAERT A HENH Y £9, LDCH— D CAFEIEE =7 AR —
kL. Diameter " —/NZA VR — b TAMLERHY £9°, =7 AR — FREIFTKRDOELBY
TY, AEAEDA AR — b OFEHIZ SOV TIE, Diameter — 30 Ry o A B LT
<TE&EW,

FIE

Diameter Y —/NOFEAE~DOEFELIZHEA INTWD CAFEAEZ ASA F T A MRA > Mo
YIR—hKLET,

ZDOTFIEIZ X > T, ASA 7 Diameter — A {ZETX £,
a) Diameter —/SHD 8T A FARA o FEAERLET,

Z O TIX. enrollment terminal 13, FEBHEZ CLIWZEV T AZ LA/ RLTWVWET, &
FKH URL 2 LC, CA L O HEESE (SCEP) #fRETH b T&Ed, FT7A b
ARA > biX diameter-server & X FE 4,

ciscoasa (config)# crypto ca trustpoint diameter-server
ciscoasa(ca-trustpoint)# revocation-check none
ciscoasa(ca-trustpoint)# enrollment terminal

b) FEBAEEZEMLE T,

ciscoasa(config)# crypto ca authenticate diameter-server
Enter the base 64 encoded CA certificate.
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End with a blank line or the word "quit" on a line by itself
MIIDRTCCAu+gAwIBAgIQKVcqP/KW74VPONZzL+JbRTANBgkghkiGOwOBAQUFADCE
[certificate data omitted]

/7QEM81izy0EOTSErKu7Nd76jwf5edqgttkQ==

quit

INFO: Certificate has the following attributes:
Fingerprint: 24b81433 409b3fd5 5431699 8d490d34
Do you accept this certificate? [yes/no]: y
Trustpoint CA certificate accepted.

% Certificate successfully imported

AT T2 a—hNV FAF vy 7iEHE (LDC) [ZB4T Ha—h/L CA ZERLET,
a) KT ARKAL BHDORSA F—7 ZMER L ET,
ZOHITIE, F—_T 4% lde-signer-key T,

ciscoasa(config) # crypto key generate rsa label ldc-signer-key
INFO: The name for the keys will be: ldc-signer-key

Keypair generation process

ciscoasa (config) #

b) LDCFEITILD b7 A RARA » M EAER L ET,

ZOHFITIE. FT A RKRA 2 R4 iEde-server T, FELTIER SN —T7 2MEH &,
HOBAFEH>DOBGENETE SLET (enrollment self, Z VT METT) , ASA DIE4,
W7 V27 MMELTEENLTWET, Diameter 7 7Y r—a 7= NI
BT 2BBEOEMENHLNE I EMRLET,

proxy-ldc-issuer =~ > RiX, TLS 72X DX A I v ViEAEERITTH N T A MAKRA
vV RT, B—H)L CA OBEEEERZ LT,

ciscoasa(config)# crypto ca trustpoint ldc-server
ciscoasa (ca-trustpoint)# keypair ldc-signer-key
ciscoasa(ca-trustpoint)# subject-name CN=asa3
ciscoasa(ca-trustpoint)# enrollment self
ciscoasa(ca-trustpoint)# proxy-ldc-issuer
ciscoasa (ca-trustpoint)# exit

) MIZANKRA L MNEREELET,
ciscoasa(config)# crypto ca enroll ldc-server

ATy T3 TLS 7uXxv 2R ELET,
a) TLS 7'm ¥ UIZ4HIZMT, TLS Y ed v a7 4 Xalb—ra v E— RERBLET,
tls-proxy name

b) ASA 7 Diameter 7 71 7 > b E OBRICEBNTH — L U THRET 5 L IR IS
N A NRA Y MEHBILET,
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ATy T4

Diameter 1 VXXV L3 VADA—AN FAFT I v VHAEICLS T TS TOF S DRE .

server trust-point trustpoint_name

Gx) T A NEHOSA, £7-iEDiameter 7 7 A 72 FEEETE B LEEL TV D
BlE., ZOFIEEAXFY LT, TLS VXY a7 4 F =2 b— 3 I no
server authenticate-client =~ K2 ZH D2 N TEET,

c) ASAMNH AT v 7iEAELZIIT L, Diameter — & ORRIZBWNTIZ 747 hE L
THERET D L XA ESND LDC F T A2 FaRA > F&E#BIL £,

client Idc issuer name

d) LDC ¥—~_X7 %Zi#kBlLEd, LDC hT7 A FAHRA L P TEREINTWVDHRICF—ZHEEL
£,

client ldc key-pair name
e) (LR 7747 AT oM s Az ERLET,

client cipher-suite cipher-list

Z 2T, cipher-list \IZ1X, ROMEEDOMAGHOEEEZDHZENTEET,
* 3des-shal
* aes128-shal
* aes256-shal
* des-shal
* null-shal

* rc4-shal

BEOF T g T AR—ZTREIY £4,

TLS 7% o THEATE 55 HNEAER LRWE, 7 rF s — N ssl cipher 2~

RiZkoTERINTZ /0 — A BEAL— MR LET, 7740 FTE, Zr—AN
IS HR L~ medium C9, 2F ¥, NULL-SHA, DES-CBC-SHA. i & U'RC4-MD5
ZERS TRCOBEHFANEHACTEE T, ASATRICHEAFEER LD LIXRRD AL —
k& D5AIZ D, client cipher-suite =~ > REZfEE L £,

ASA FDOFTRTDSSL 7 547 > MERICER/NTLS N— a VAR ET DG, ssl
client-version =~ R L T &, 74/ MMI TLSv1.0 TT,

&1

config)# tls-proxy diameter-tls-ldc-proxy
config-tlsp)# server trust-point tls-proxy-server-tp
config-tlsp)# client ldc issuer ldc-server
config-tlsp)# client ldc key-pair ldc-signer-key

ciscoasa
ciscoasa
ciscoasa
ciscoasa

LDC CA iFAE%A = 7 AR— k L. Diameter — T A Vi R— K LFE T,
a) FFHEEZT7 AKR—FLET,
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B viemeter 1 o 2RxY 3L AO TS A TE— RICEBTIS TOF L OBE

WOFITIE, LDC T A haA > ki lde-server T, MEDLDC F T A FARA N E
BEeLEd,

ciscoasa (config) # crypto ca export ldc-server identity-certificate

MIIDbDCCAlSgAWIBAGIQEWOQVGEpj7hCCB49+kS4C)ANBgkghkiGOwOBAQUFADAT
MREwDwWYDVQQDEwWhIdW5ueUJ1ZTAeFw0xMzA2MjUWMTES5MzJaFw00ODA2MIUWMT IS
...[data omitted]...

1JZ48NoI64RgfGC/KHUsOQ==

b) FEEF—FEaC—L, 77 AR LET,

Z U C, Diameter — NMZA VAR — hTEEF, FIRIZOVWTIL, Diameter — 30 R =
AV PEZBLTIESY, T—HEBased TFRTHDH Z LIZERE LT &N, H—n
WA F U E 72 1E DER IS B 70 8551F, OpenSSL Y — /L 2 L TR % 254
THVLENRDY F7,

RDBERY

Diameter f ' AX7 2 a o CTLS Vax v a2 HHTE2 L5120 E Lz, AL Xy
NT—0 A AT g DY —E AR —0ORE (352—) ] 2BRLTIEE N,

Diameter 1 VARSI VHADTIS A T7A—KFIZLBTLS 7AXLDHTE

ATy T

ASA & Diameter Y — SO % v hU—27 RNANELLETHD LHERE LTV DHA1E. ASA &

B —REOF —F BB AT AR T+ —~v 2 A TR MM CXET, TLS A 70— R&f
A9 5L, TLS Fu ¥ id Diameter 7 7 A 7 b & ASA DED¥ v 3 o &#IEE{bAE Sk L
*973, Diameter — _"TiZZ7 V7 TF R &AL ET,

ZOHRETIE. ASA LT TAT 2 MO EDEHEBREHSLTALERH Y, ik
DERENEALINE T, ROFNEEFEITT DR, Diameter 7 71 7 > b & O — MZHEBY
fRORE 22 =) OFEEZETLET,

FIE

TLS A7 u—RIZTLS 7Va ¥ 2R ELET,
a) TLS 7’ X UICARIZMT, TLS7udxy a7 4 Xal—var®— REBLET,

tls-proxy name

b) ASA 73 Diameter 7 74 7 > b E OBRIZEBWNTH — L LTHRET 2 L X IfE SN D
R A RRA Y FEHBHILET,

server trust-point trustpoint_name
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ATvT2

Diameter 1 2<% >3 VAGTNS# 70— FIck 5 Ts 7o+ oz [

G¥) T AMEMOBA. E7-1dDiameter 7 54 7 M A TE 5 LHE L TV 5
BlE. TOFIEEZAF YT LT, TLS 7VeFy a7 4 F a2l — 3 il no
server authenticate-client =7~ RZEH 5 Z LN TE £,

c) ASA & Diameter Y — N OBENRTZ VT THXFANTITONAZ L E2HELET, ZOH
TlX. ASA IX Diameter ' — XD 7 7 A4 T bE L THREL £9,

client clear-text

1

ciscoasa(config)# tls-proxy diameter-tls-offload-proxy
ciscoasa(config-tlsp)# server trust-point tls-proxy-server-tp
ciscoasa(config-tlsp)# client clear-text

Diameter 7K — ;% TCP & TLS TIZE /2 5 7-% . Diameter — X567 T A4 T h~D 5
7 4 v 7% LTI, TCP AR— b % TLS "R — MIZEHAT 5 NAT L— L &5 E L E 7,

£ Diameter 4 — _XHDO AT V=7 F NAT L — A EERLET, ZFA—NVITLL T2 ETT 20
EWRBH Y F9,

e Diameter ' — /X7 RV A\ CAXT (w7 74)7“/7‘45:4’ NAT ZFE(TLET, DFED,
F T FNDOIP T RL AL, NAT L—/LINOEHENT-T FL A LR L Th HMNEE
BHY FJ,

« BEEOR— b 3868 (Z4UiET 7 4 /L b @ Diameter TCP iR — h3FK 5 T9) % 5868 (57 +
JL k@ Diameter TLS " — b & 5) [Z4#LL £97,

o BEIEA X —7 = A AL, Diameter V— NIEEE L TV D O TRITE R 59, 5856
A H—T A AL, Diameter 7 T A 7 2 MIEHE L TWA H O TRITFIVUIRD FH A,

WOHFITIE, 10.29.29.29 Diameter T — SN HHRA > X —T7 = A RIZFEET HHR— b 3868 1
DTCP FF 7 4 v I EHNA v B —T = A ZADF— |k 5868 [ZEH L F7°,

ciscoasa(config)# object network diameter-client
ciscoasa(config-network-object)# host 10.29.29.29
ciscoasa(config-network-object)# nat (outside,inside) static 10.29.29.29
service tcp 3868 5868

RDZRY

Diameter f ' AX7 2 a CTLS 7ax v a2FHTE L5120 ELE, AL Xy
NO—D A AR a DO —EARY —0FRTE (B53—V) | 22 LTI,
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B wuarozxovaskys—<yiomE

M3UAA VAR 3V RYS— Ty TDERTE

ATy T

ATy T2
ATvT3

M3UAA VAR v a vy R r— <72 FEHLT, A2 b a— RZESL T 7 & R2HF#
ERELET, F72, 7 ITARLHATHNIA v E—U% Ry FBLOL— MR TE F9,
T 7 AN ROFRA v b a— FERIITU T, BIOBAZER L THL 5613, K -~y
TTCERENDERERBELET,

KAV F a—=FEFRIEIA v E—Y 7T ACESHNTRY U—%2 A LAaWEAIT. M3UA K
Vo — w7 E2RETHLEITIHY EFHEAL, vV TRLTA VAT v arEAMICTEE
7,

FIE

M3UA A VAT v a v R — <y 7 %2{E L EF, policy-map type inspect m3ua

policy map name

policy_map_name \Z1%, RNV v — <y TOAFAZHMELET, CLLIZRY v —~y T a7

Fal—rarE—RICAYET,

EE) i ERY o— <~ v 7 ITEMLET, deseription string

—H LT T Ty 7T v a rEBEAT IR, ROFIEEZETLET,

a) MOVWTNNOmatech a2~ REFEHALT, 770 a 287358774 v 7 2EEL
F£7, matchnot =~ > R&fHT 5 &, matchnot =~ > ROHEEZ—E LW TD
N7 4w 22T 7 varPlEAShET,

+ match [not] message class class_id [id message_id] : M3UA A vt — DI T AL X AT
ZRELET, ROKIZ, EHAFRBRELRLET, 206D A v E—TVDFEMIZD
WTIE, M3UADRFCEBLIURFa A7 —ra 28R LTIEEN,

M3UA A vy +—L 95 R AytE—IDRAT
0 (BHAYE—) 0~1
1 (A v E—) 1

2 STV T F VT Xy hU—Z7EE |1 ~6
A yt—)

3 (ASPHRIEA VT F o2 AvE—) [1~6

4 (ASP hTT7 407 AUTF A Ay [1~4
—3)

9 =T 47 F—EFHA L) |14
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M3UA £ v 2<5 33y Ky v—yTnEE [

» match [not]opccode : 7—4% A v E—VHORERA L Fa—FK, 2FE0 T 7 4 v
T ORETERELET, &A1 2 b 32— N zone-region-sp T T, FERITHEH AT
REZ2fEIL SST NY T o M ko THARY 7,

ITU : RA Vb 22— FE3-8-3 X 14 £y METY, fEOFPHIL,
[0-7]-[0-255]-[0-7] T,

«ANSI : RA v b 22— R 8-8-8 T 24 By METY, [HOHPHIL,
[0-255]-[0-255]-[0-255] T,

e Japan : A" A b 22— RNE5-4-7 XD 16 €y METT, EOFFHIL,
[0-31]-[0-15]-[0-127] T,

* China : 7RA > b 22— RE8-8-8 B3 D 24 & METT, fEDOHIFHIL,
[0-255]-[0-255]-[0-255] T3,
« match [not]dpccode : 7—4% A v E—VNOSEHARA > Fa—RERAELET, &A1
vk @m— RiE, match ope IZOWTHII LTS EEBY | zone-region-sp THE T,

« match [not] service-indicator number : &—¥Y A A LVl —2FK5ERELET (0~
15) o EHFTRER Y —E R A P —ZFRO LB T, ZNHDOHF—ER £
D= Z OFHHNZONTIE, M3UARFCEB LD RF 2 A FESRLTIES0Y,

c0: 7TV Xy VU= EHA -

VT FV T Ry T TARBIVOA VT T U A A=
2T FVT Ry NT—T TARAMBLIORA T U REERHIA v E—
3 : SCCP

<4 EEE— Y

* 5 : ISDN = —)

«6: 7 —% 2—HH (2— /LB LOEBREED A vE—)

« 7T —% =P EBOBRFEBLOF ¥ L A yE—Y)

«8: MTP 7 A b 2 —HWERIZ THIFE 4

+9: 71— K/ KN ISDN = —Hf

«10: 7 74 b ISDN = —Hf

o 11 PRI

C12:AALZA T2 7 F VT

< 13 0 T T —IERAF 2 — /Ll

4 = U oA HIHTa fhan

< 15 0 PRIV
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B wuarozxovaskys—<yiomE

b)

WKOaA<y ROWTNPEADNLT, —HTDIN T 74 v 7ICH L TCEITTET 7 v a v
FRELET,

edropflog] : —E T 54T _XCONry " Ruy 7 LET, f£ET, VATLABT Ay
‘t%y%%,fg L/jzj—o

s rate-limit message rate : A v £— DL — FEHIRLET, ZOAT T 3 1 match
message class T A ffi ]l AHE T,

AU — =T, D match =2~ > FEZEETEET, match 2~ RDOJEFIZD
WTIE, BEONT 7 4 v 7T ADNHEFE ZBRBL T EE,

a)

b)

1

N?%—&:y74#;v—yay%~F%%%bi¢o

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

1 ODFRITEEDONRTA—FEHBELET, WO T a v a2RECEET, £7var
T 4 =TT A, avr RO JERNEFEHL T &,

* ss7 variant {ITU | ANSI | JAPAN | CHINA} : *v 7 —Z7 N CHEHEI T 5 SS7T D
NUT U MER/BELET, 2047y aitkoT, AoV bk a— ROFHREAR
WELET, A7 a v EZRELTMUVARY —ZBEA LKL, RY —E2HER
L7RWRYD AR T TEEEA, T 74 O 72 MIITU T,

« timeout endpoint time : M3UA = RiRA > b OFEFHEREZHIBRT 57 A4 KV XA L

7o NER Ebiﬁ(Mmm%%ﬁ)o&4A7¢b%ﬁﬁﬁw%ém\o%%ﬁb
TLEEEW, T7 0 ME 304 (0:30:00) TI,

i, M3UARY o— <o 7BIOY—E R RN —DHFIT9,

hostname (config) # policy-map type inspect m3ua m3ua-map
hostname (config-pmap) # match message class 2 id 6

hostname (config-pmap-c
hostname (config-pmap-c
hostname
hostname
hostname (config-pmap-c
hostname (config-pmap-c
hostname (config-pmap-p
hostname (config-pmap-p

drop

match message class 9
drop

match dpc 1-5-1

#
config-pmap-c) #
#
# drop log
#
#
#

config-pmap-c

parameters
ss7 variant ITU

(
(
(
(
(
(
(
(
(
( timeout endpoint 00:45:00

) #
)
)
)
)
)
)
)

hostname (config) # policy-map global policy
hostname (config-pmap) # class inspection default
hostname (config-pmap-c)# inspect m3ua m3ua-map
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EAALRY kD=2 A vZR_Yvavoy—Ex Ky v—oiE I

hostname (config) # service-policy global policy global

RDHBERY

<~ T EFEHT DDA AR v a R = ERETE AT FE L, A
VR NT—T AL AR g DO —ERRY —OHE (B52—) | 25 LTL
720N,

ENAIILLYRT—D L VARG O FUDY—ER KR O—DEHEFE

ATy I

ATy T2

FNANFy NTD—ZTHERAIND T LD AT aidt, T4 DA v AR
73 a v iR U—TIHAEDNI/ > TWRND T, ZNHDA VAT ¥ g PN EITH
NCTDUERH Y ET, TIAANRDTa— b f VAR a2y R —afRET 572
TT, INEDA AR v a rBBINTEET, FF, A ¥ —T =41 AFHD
RY =Y, BREIISUTH LW —ER R O —2ERTA2Z L TEET,

FIE

M IRGAIE, LAY TAy TEER LT, A VAT Va2l TL NI 74 v I %
AL £,

class-map name
match parameter

1 -

hostname (config) # class-map mobile class map
hostname (config-cmap) # match access-list mobile

T 74 N Fa—rUL R Y —@ inspection_default 7 7 A < v FE, TRTOA AT T3
Y AATDT T H b R— b aEURR 72 < 7T (match
default-inspection-traffic) , D~ v 7527 74NV MR —F72FH LV —E R R >—
THEATIHAIE. ZOAT v T EEBTEET,

BERT =AY MZOWTIE, BB N7 74 v 7 HOVA Y 3/4 7 TR <y TOMERK 25
BLTIEEN,

JIANYT NI T4 I TEIATHT /v a v wkET 2R — vy T EBINE I3
£ L EJ, policy-map name

51

hostname (config) # policy-map global policy
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ERAL Y RT=IDA AR vay |

B = rxobo—vaozrsvav09—Ex Ky o—0RE

ATvT3

ATvT4

T 7 F v FERETIE, global_policy KU ¥ — < v FIT_XTHOA U F—T = A AT m—s3L
WZEID Y THET, global policy T 25E1X. AU > —4 & LT global_policy & A7)
L/i‘é—c

A VANRT g NEAT B LINA 7T A~y T RIEELET, class name
B -

hostname (config-pmap) # class inspection default

T 7 AN MR —ERET DG, E03H LR Y o — THERIZR inspection_default 7 7 A
~ v T EERAT 551X, name & LT inspection_default 2 57¢ L 9, TSN DOHEIL,
ZOTFIETT TITIER L7z T AERELET,

A VART v a v EARZ—T M LET,

WDa<wy KT, f AT vary R v—<=v 34 7va T, f VAT av
HHNAL A RXTHIZOIZZNGDY y TONTINEER LTZGEIL, #lea~r R T4
HiZ+E L £9, Diameter CiE., TLS 7 u XL #fEEL T, BEfbENn-AvE—VDA A
Ry varvERPITLHELTEET,

« inspect gtp [map name] : GTP A > A7 v a A F—T M LET,
« inspect sctp[map_name] : SCTP A > AT v a VA X—T I LET,

« inspect diameter [map name] [tls-proxy proxy name] : Diameter { > AT 2 g V& A F—
T LET,

GE) Diameter £ > A7 > g HO TLS 7' v ¥ #f5& L. Diameter V—/N ~J
T4 VIZNAT R— K UEA L7 a v 2EALESRES (e 21, A—F
5868 725 3868 12—/ KT T 4w B VXAV NTHRE) X, Fa—L
W2y FREIANA U E =T 2 A ADIRTA VAR v arwZFELET, KA
VHE =T A ANIA VAR g s EEAT H E . NATedDiameter 87 7 o v 7
WIA v ART g v EAALNZALET,

« inspect m3ua [map _name] : M3UA A L AT v a e F—T M LET,
i

hostname (config-class)# inspect gtp
hostname (config-class)# inspect sctp
hostname (config-class)# inspect diameter
hostname (config-class)# inspect m3ua
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GE) Bl AT vary R v—~y T EHHT7-DCT 74V Za— LR
= (EETRTOMEHFORY v—) ZRET 25E1F. 2~ RO no inspect
N=Da VEFEHLTA VAR v a VERIBRLTOHL, HILWDA VAR g VR
VY — <=y 7OLBITEHBMLET, 2E21E, GTPORY > — < v 72EHET 5
12

hostname (config-class)# no inspect gtp
hostname (config-class)# inspect gtp gtp-map

AT FTE BEHFEOYV—E R KR >— (72& z21E, global policy & WO ARIDT 74/ ks Za—sL R
=) ARELTWLEAIE. U ETKRT T, TSN OGEIE, 1 DEITEHROA 2 —
T2AATCRI =~ T T I T 472 LET,

service-policy policymap name {global | interface interface name}

% -

hostname (config) # service-policy global policy global

global ¥ — 7 — RiZHR Y v — <= v T ETXTOA X —T = A AZJEHA L. interface |73 U

V—E1ODAUE—T oA AZEALET, Fr— L ARY =Tl O LoEATEER
ho AVE—T2AADTO— LR U—iL, ZDA L F—T A A —ERA R —
AT HZE TEEETEET, HFA VX —T 2 AT, R v—~v 7% 1270 HA
T&EET,

— N ~ E |
RADIUS 7H O T A4VT A 2VARY) 3 VDERTE
RADIUST IO T 4 v T A VAT 2 g ALT 7 4V hTIEA X—T MR > TWER A,
RADIUS 7H T T 4 v 7 A LV ART L a URMLERSESITHREL T FE I,

FIE

ATV 1 RADIUS THI VT A4 v T AL ART gy R o— <y 7TORE 373—)
ATV T2 RADIUS TH I T A4 T A VAR a DY —E X R —DF/E (39 2—) |

RADIUS 7 HO VT A4V T A VARSI 3R O— Ty TOHRTE

BEICLER B ERETARADIUS TH Y T A v T A VAR gy R — vy Tk
ERL L £
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B rous7roosr oz as Kyv— <y ToRE

ATy

ATy T2
ATvT3

ATy T4

FIE

RADIUS T AV T 47 A AT vay R — <y FZ2fEf LET, policy-map type
inspect radius-accounting policy map name

policy_ map_name\Z1x, RNV v —~ vy TOLAFIZHEELE T, CLUIRY v —~vy T a7y
Fal—TarE—-RIIADET,

(ER) Wi ERY v— v FZBIM L ET, description string
NRIA—F arvT7 4 Falb—varyx—REMBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

1OFEFEEDONRTA—ZEHRELET, WOF T a v BRECEET, A7 va a7«
=TT AT, av RO BEREHEHL T EE N,

» send response : Accounting-Request @ Start 353 X W' Stop A v &—V %, ENHDA v E—Y
DIEETE (host 7~ RN THAI SN TNET) ~EETHL D ASAITHERLET,

« enable gprs : GPRS RIFEROREL FEHEL L EF, L XY PDP 27 F A b &i#EblIC
WPEEF B 7%, ASA IX. Accounting-Request @ Stop 33 & UF Disconnect A v -&—3"® 3GPP
VSA 26-10415 BMEA T = v 7 LET, ZORMENTFIET D556, ASA X, &XEA ¥ —
T2 A ADIZ—WIP T KL A —ET 5V —RZIP 2R OT_XCOHERZ UM L £,

» validate-attribute number : Accounting-Request Start X v 7 — % ZET B, =2—WF 74
7 NOT =T NEERT DA ICERT 2 BMNERE, b 0RMEIL, ASADREHZ 1Y)
Wrd 2 E 9 mERET DHEITELHET,

WAET 2B MEMEZfRE L WA 1E, FramedIP 7 KL ABMED IP 7 R L ADIHIZIES
WCIRESNE T, BIEMEZRE L, ASANBEBHSNTCWAT RLAEZELN, £
DMOKEET D BN RR DT T 4 o THRBA v —V2ZET5 4. HWEEL
LU CRtAT 2T _RTCo#ERIL, IPT RLARH L2 —FIZHED Y TNzl n)
AR T, UIrSnE 7,

EOFEPHIL 1 ~191 T, Zoa~y NIEERALTE T, BEESBIUHADOY 2
MZ DWW T, http://www.iana.org/assignments/radius-types & S L T 72 &0,

* hostip_address [key secret] : RADIUS " — "NFE72IXIGGSNDIP 7 FLATY, ASANBA v
T—UEFATELLY, EETHEX—ZE5DLI ENTEET, =004, IP
7 RVARETINRF = v 7 &Ed, #5 RADIUS & GGSN DR A k& #H1T 25720,
IOy RITMYIELFETTEET, ASAL, ZNHDKEA NS RADIUS 7H W
FAUT A=V Dab —EZE L ET,

« timeout users time : L—HV DT A KL XA LT 7 bR ELET (hh: mm:ss X)) , #
A LT T S EMTRONEGEIL, 00:00:00 ZFEE L T ZEW, 7740 M 1RRHTY,
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RADIUS 7 Hh9 LT 1 05 A vARY L avmy—ER Ky v—n&E |

il

policy-map type inspect radius-accounting radius-acct-pmap
parameters
send response
enable gprs
validate-attribute 31
host 10.2.2.2 key 123456789
host 10.1.1.1 key 12345
class-map type management radius-class
match port udp eqg radius-acct
policy-map global policy
class radius-class
inspect radius-accounting radius-acct-pmap

RADUS 7HO T AT AVARY I VDY—ERKRY O—DERTE

ATy I

ATy T2

TIHNINDA VAR a3y RY—TlE, RADIUS T AT T 4T A AT 3
ITA R—=T SN TR\, ZOREPMLERGHIEA R —7 /WIZLET, RADIUST
DT AT A ANRT T a T ASAD N T T 4 v 7 HICHERENET O T, EREL— LT
FR<, BHA AR g =L E LTHRELTLLES N,

FIE

BEALEHTDH N T 74y 7 E2HATHEDLINA KA N 7T A~y FRERHRL, —
BITDHNT7 747 EHBILET,

class-map type management name
match {port | access-list} parameter

B -

hostname (config) # class-map type management radius-class-map
hostname (config-cmap) # match port udp eq radius-acct

ZOfFITIE, —#iEradiusacct UDP AR — k (1646) T3, A— FO#iPH (match portudp range
numberl number2) % 721X match access-list ac/ name & ACL Zfli > CHR/p 2R — N2 fHETE
\i j‘o

ITAYT VT T4 TCRITTDHT /v a v 2RETDHRY v— ~ v 7 EBIMNE I3
£ 1L F£7, policy-map name

1 -

hostname (config) # policy-map global policy
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B reows7roo5 05 4 o2RI LI OY—ER KY L—0%

ATvT3

ATv74

ATy TH

77 4 )V REEETIL, global policy RV o — < v S ETXTDOA U H—T = A AT a—3)L
WZEID Y THET, global policy T 25E1X. AU > —4 & LT global_policy & A7)
L/i‘é—c

RADIUS 7H T T A4 v T A AR g NIERTAHLINAEHR I 52~y FEREBELE
9, class name

51

hostname (config-pmap) # class radius-class-map

RADIUS 7D T 4 7 A AR Va2 E LET, inspect
radius-accounting[radius-accounting policy map]

radius_accounting policy map [3RADIUS 7 h VT 4 T A VAR g R or— <o/
DFEGE 37 X—=Y) THERLIZRADIUS T H Y T 4 v T A VAR vayr R v— <y
7T,

1 -

hostname (config-class)# no inspect radius-accounting
hostname (config-class)# inspect radius-accounting radius-class-map

GB) oA r2AxrvarR)yr— <y eI 57-DIHEATORY o —ZmmES
54554 . noinspect radius-accounting =~ K CRADIUS 7 WU T 4 > F A 2 A
Iy arEHIRLTHS, HILDA A7 var R v— <y TOLRTTHEIBN
LET,

BEfFOH—E A KR v— (=& 21X, global policy & W2 4RIDT 7+ /L h Za—s3L K
=) ERELTWDGEIE, ETKRT T, ZRLADEEIE. 1 DETEHO A % —
T2 AATCRY)— w7 %T 7T 47I2LET,

service-policy policymap name {global | interface interface_name}

1 -

hostname (config) # service-policy global policy global

global ¥ — 7 — RiZHR Y o — =T ET_XTOAS ¥ —7 =4 AZHA L. interface (L3 U
V—F1ODAUE—T oA AZHEHALET, Fr— L AR U—lZ 1oL TE R
o A VB —T A ADTa— NV RY —X, ZTOA L F—T oA A —ERXRY —
ZHMHTH2ZETEEETEET, S F—T oA AF, RV —~v 7 & 1272 HHH
TEET,
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ERANFY kT—5 12252 avnE=4yv5 |

ENAILRZY R T—DAL ARG I ODEZR) Y

ZITIE, BRI R NT—T A VAR g U EBEA Y T THHECOWTIRIA L
i—g—o

GTP A VARG I VDE=ZHRY Y

GTP 27 4 Fa b—3 a3 &R T HITIE, KM EXEC E— R T show service-policy inspect
gtp A~V R AN LET,

show service-policy inspect gtp statistics 2~ > RZfEH LT, GTP A > A7 ¥ 3 »OfEHE
WAERTRLET, R TIAVHAZRLET,

firewall (config)# show service-policy inspect gtp statistics

GPRS GTP Statistics:

version not support 0 msg_too_short 0
unknown_msg 0 unexpected sig msg 0
unexpected data msg 0 ie duplicated 0
mandatory ie missing 0 mandatory ie incorrect 0
optional ie incorrect 0 ie unknown 0
ie out of order 0 ie unexpected 0
total forwarded 67 total dropped 1
signalling msg dropped 1 data msg_dropped 0
signalling msg forwarded 67 data msg forwarded 0
total created pdp 33 total deleted pdp 32
total created pdpmcb 31 total deleted pdpmcb 30
total dup_sig mcbinfo 0 total dup_data mcbinfo 0
no _new sgw_sig mcbinfo 0 no new_sgw_data mcbinfo 0
pdp non_existent 1

show service-policy inspect gtp statistics ip _address 2~ > RIZIP 7 KL A&E AT 5 L. FE
D GTP = FiRA > h DfEFHEREZBIF T £,

firewall (config) # show service-policy inspect gtp statistics 10.9.9.9
1 in use, 1 most used, timeout 0:30:00

GTP GSN Statistics for 10.9.9.9, Idle 0:00:34, restart counter 0
Tunnels Active 0
Tunnels Created 1
Tunnels Destroyed 0
Total Messages Received 1
Signalling Messages Data Messages
total received 1 0
dropped 0 0
forwarded 1 0

show service-policy inspect gtp pdp-context =~ > KZ{EfH L C, PDP =27 % X MBI 51
WEFRTLET, GTPV2 DBFE, ZHUIRNT 77— a7 HF A M TT, RICHIZRLET,

ciscoasa(config)# show service-policy inspect gtp pdp-context
4 in use, 5 most used

Version vl, TID 050542012151705f, MS Addr 2005:a00::250:56ff:fe96:eec,
SGSN Addr 10.0.203.22, Idle 0:52:01, Timeout 3:00:00, APN ssenoauthl46
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SCTPDE=#%
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Version v2, TID 0505420121517056, MS Addr 100.100.100.102,

SGW Addr 10.0.203.24, Idle 0:00:05, Timeout 3:00:00, APN ssenoauthl46
Version v2, TID 0505420121517057, MS Addr 100.100.100.103,
SGW Addr 10.0.203.25, Idle 0:00:04, Timeout 3:00:00, APN ssenoauthl4o6
Version v2, TID 0505420121517055, MS Addr 100.100.100.101,
SGW Addr 10.0.203.23, Idle 0:00:06, Timeout 3:00:00, APN ssenoauthl46

ciscoasa(config) # show service-policy inspect gtp pdp-context detail
1 in use, 1 most used

Version vl, TID 050542012151705f, MS Addr 2005:a00::250:56ff:fe9%6:eec,

SGSN Addr 10.0.203.22, Idle 0:06:14, Timeout 3:00:00, APN ssenocauthl4é6
user name (IMSI): 50502410121507 MS address: 2005:a00::250:506ff:fe%96:eec
nsapi: 5 linked nsapi: 5
primary pdp: Y sgsn is Remote
sgsn_addr_signal: 10.0.203.22 sgsn_addr_data: 10.0.203.22
ggsn_addr signal: 10.0.202.22 ggsn_addr data: 10.0.202.22
sgsn control teid: 0x00000001 sgsn data teid: 0x000003e8
ggsn control teid: 0x000£4240 ggsn data teid: 0x001e8480
signal sequence: 18 state: Ready

PDP F£ 72037 77— a7 XA I, IMSI & NSAPI (GTPv0-1) F 721X IMSI & EBI (GTPv2)
DEDOMAEDLETHD PV ID (TID) IZXk-> Tkl EnE 9, GTP Forxd, #h?
AUBIHME D GSN 721X SGW/PGW / — RIZH D, 2 2OBET a7 F A MIE - TER
N, FrxrIDICE> CEEBIENET, GTP Frrxuld, Ay v b F—4 2y hT—7
EENRAN YT RAT T A48 (MS) 22—V LD Ty N EBRETDEAICKLETT,

2y
WDa<y REFEHLT, SCTP #E=4 TX%7,

* show service-policy inspect sctp

SCTP A V' A7 v 3 OfetEMmEz ~x LE T, sctp-drop-override 77 7 > ¥ (X, PPID 7%
Re w7 77 v a Al—8T 27NN L £33, /37 > MTIZPPID B2 57 —4
DONEFEVRNEENTWZOTRry MIRey7anEEA, RICHlZRLET,

ciscoasa# show service-policy inspect sctp
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: sctp sctp, packet 153302, lock fail 0, drop 20665, reset-drop O,
5-min-pkt-rate 0 pkts/sec, v6-fail-close 0, sctp-drop-override 4910
Match ppid 30 35
rate-limit 1000 kbps, chunk 2354, dropped 10, bytes 21408, dropped-bytes
958
Match: ppid 40
drop, chunk 5849
Match: ppid 55
log, chunk 9546

* show sctp [detail]
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Diameter DE=4 1) >4 .

HIAED SCTP Cookie BL U7 Vo — g aFnrLET, SCTP 7 VI x=— 3 (2
T D EEMIE R A £ T HI21E, detail ¥ — VU — RZBML £9,

ciscoasa# show sctp

AssocID: 2279da7a
Local: 192.168.107.11/20001
Remote: 192.168.108.11/40174

AssocID: 4924£520

Local: 192.168.107.11/20001
Remote: 192.168.108.11/40200

* show conn protocol sctp

(ESTABLISHED)
(ESTABLISHED)

(ESTABLISHED)
(ESTABLISHED)

BILED SCTP Hfse\C B4 D&z Fm L £ T,
* show local-host [connection sctp start[-end]]

A B =T A AT LT, ASA LR L TSCTP i 24T 9 R A MIBT 2 MAERRL
T3, FFEOEE 72 ITFPH O SCTP Bkt 2 Ff o7k A S DA% KR9S5 IZ1%, connection sctp

F—U—FEZBMLET,

 show traffic

sysopt traffic detailed-statistics =~ > FZ AN L TV DL HEIE, A F—T = AT L
D SCTP i & A v AT v a v OMFHERB R RSN E T,

Diameter D E=4 1) >4

WDz~ K& LT, Diameter 2 E =% Tx £,

* show service-policy inspect diameter

Diameter f > A7 L a VOMEFERER S LET, RICHZRLET,

ciscoasa# show service-policy inspect diameter

Global policy:

Service-policy: global policy
Class-map: inspection default
Inspect: Diameter Diameter map, packet 0, lock fail 0, drop 0, -drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0

Class-map: log app
Log: 5849

Class-map: block_ip
drop-connection:

* show diameter

2

£ Diameter BEi D AT — X AMEREF R LET, WIHEZRLET,

ciscoasa# show diameter

Total active diameter sessions: 5

Session 3638

AR E AN Z SV PEVE |



ERAL Y RT=IDA AR vay |
B wuoz-sy29

ref count: 1 val = .; 1096298391; 2461;
Protocol : diameter Context id : O
From inside:211.1.1.10/45169 to outside:212.1.1.10/3868

» show conn detail

HpelEHh A Rm LE T, Diameter ki, Q 77 7 & FHL T~—7 SN FE T,

* show tls-proxy

TLS 7’11 % 2 % Diameter f > A7 ¥ a V CHEHAT B EIE. TOTax U1 51ER
NERINET,

M3UADE=41) 4

KO~y REMEHALT, M3UAZE=FTEET,
* show service-policy inspect m3ua drops
M3UA A U AT v a VIR 5 Fa v 7oRatHime 28 LET,
* show service-policy inspect m3ua endpoint [/P_address]

M3UA = RARA > FOKEHEHREZF TR LET, TV RARA L FOIPT RLVAEZFEL
T, FFED=Z Y RARA » MIBETAHEREERTRTEET, M TXA TV T 1 £137
FAIENTZ Y AT ATIE, FEHERITa =y P LIRS, 2=y FE TR S
NEFA, WIZHEZRLET,

ciscoasa# sh service-policy inspect m3ua endpoint
M3UA Endpoint Statistics for 10.0.0.100, Idle : 0:00:06 :

Forwarded Dropped Total Received
All Messages 21 5 26
DATA Messages 9 5 14
M3UA Endpoint Statistics for 10.0.0.110, Idle : 0:00:06 :
Forwarded Dropped Total Received
All Messages 21 8 29
DATA Messages 9 8 17

» show conn detail

Rl maFoR LEY, M3UABSE, v7 772 L T~—2 ShETd,
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ERALFy rI—0 422202 300BE [

ENAIL XY ST A VAR 3 VDERE

HaE

Y

Yy—2

HAETRER

GTPV2 A LV ART 23 & GTPvO/1 A > AR
v a v DlE

9.5(1)

GTP A VAT 2 3 VL GTPV2 AU TX 5 L H T
NE L, £2. TXTOAR—=T 3 VOGTP A ALY
g TIPV6 7 RUARYR—FEND L2 EL
.

match message id =~ > N7° match message {vl|v2} id
message id \ZZEH SHVE L7z, timeout gsn =1~ > K73
timeout endpoint (ZE X#1 2 H31FE L7z, clear/show
service-policy inspect gtp statistics =~ > K725 gsn % —
U— FRHIERS L, =2 RARA M ID 2 AT 57200
TINOOMHEFMEMREIZZ VT TELLOITR
D ¥ L7, clear/show service-policy inspect gtp request 35
X O'pdpmeb =~ > F|Z version ¥ — 7 — RANEHI X4,
FrED GTP A=V 3 VIZBT ol aZrnTE 5 L )1
7m0 FE L,

SCTP A VAT T a v

9.5(2)

~NAfrn—F7r havID (PPID) (IZESWTT 7 v g
VEMAT O, T = a VA A
@ % Stream Control Transmission Protocol (SCTP) F
T4 v ZICEATEDLE I E L,

clear conn protocol sctp, inspect sctp, match ppid,
policy-map type inspect sctp, show conn protocol sctp,
show local-host connection sctp. show service-policy inspect

setp DE- < RORBMELITEESNE L,

Diameter A > AX7 2 g v

9.5(2)

T Ir— g VEA AT g > % Diameter T

T4 v ZICHATEL LR, TV = a v

ID, 2w Ka—F, BXOEMEST (AVP) O 7 ¢
NWNEY L TICEASNTT 7 a vz ceEs ko
nE L7,

class-map type inspect diameter, diameter, inspect
diameter. match application-id. match avp, match
command-code, policy-map type inspect diameter, show
conn detail, show diameter, show service-policy inspect
diameter. unsupported D4 2~ > RNBINE - IZAE
IINE LT,
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ENALRY bT=ODA VAR Y3y |

HEEER )1)—=x HRETER

Diameter { > A7 ¥ 3 D FE 9.6(1) TCP/TLS ~ 7 7 4 v 7 E® Diameter & fa# L. B2~
AV =y 7 2 L, 7 T XX F— R TSCTP
@ Diameter & TE 5 L 512720 F LT,
client clear-text, inspectdiameter, strict-diameter (D4 =
<~ RBBIELIIETEINE LT,

7 Z AL E—RKTODSCTP A7 — k7 A |9.6(1) SCTP AT —hIN AV ART v a VBRI TAL E— R

VAR g v TEET LRIV EL, F/o, 7 T7AFXE—FT
SCTP AT — RT /L A U ART g v WA NAZRET
HTLEHLTEET,
MAEIEESN-a~<y FEdb ) 8 A,

MTP3 User Adaptation (M3UA) A > A-X7 [9.6(2) M3UARNT 7 4 o 7 ZRBETELL IRV E L,

va v,

oo BAL A= R, PR AT —H . BLO
AvE—=VDIFALEALTIIESNTT 7 v a i
MATE2XocRkVELL,

clear service-policy inspect m3ua {drops | endpoint
[IP_address]}. inspect m3ua, match dpc. match opc,
match service-indicator. policy-map type inspect m3ua,
show asp table classify domain inspect-m3ua, show conn
detail, show service-policy inspect m3ua {drops | endpoint

[IP_address]}. ss7 variant, timeout endpoint D% =1~ >
REMEZITERESNE L,

. ENALRYRT—=IDA VARG 3y



	モバイル ネットワークのインスペクション
	モバイル ネットワーク インスペクションの概要
	GTP インスペクションの概要
	GTP インスペクションの制限事項

	Stream Control Transmission Protocol（SCTP）インスペクションとアクセス制御
	SCTP ステートフル インスペクション
	SCTP アクセス制御
	SCTP NAT
	SCTP アプリケーション レイヤのインスペクション

	Diameter インスペクション
	M3UA インスペクション
	M3UA プロトコル準拠
	M3UA インスペクションの制限事項

	RADIUS アカウンティング インスペクションの概要

	モバイル ネットワーク プロトコル インスペクションのライセンス
	GTP インスペクションのデフォルト
	モバイル ネットワーク インスペクションの設定
	GTP インスペクション ポリシー マップの設定
	SCTP インスペクション ポリシー マップの設定
	Diameter インスペクション ポリシー マップの設定
	カスタム Diameter 属性値ペア（AVP）の作成
	暗号化された Diameter セッションの検査
	Diameter クライアントとのサーバ信頼関係の設定
	Diameter インスペクション用のスタティック クライアント証明書によるフル TLS プロキシの設定
	Diameter インスペクション用のローカル ダイナミック証明書によるフル TLS プロキシの設定
	Diameter インスペクション用の TLS オフロードによる TLS プロキシの設定

	M3UA インスペクション ポリシー マップの設定
	モバイル ネットワーク インスペクションのサービス ポリシーの設定
	RADIUS アカウンティング インスペクションの設定
	RADIUS アカウンティング インスペクション ポリシー マップの設定
	RADIUS アカウンティング インスペクションのサービス ポリシーの設定


	モバイル ネットワーク インスペクションのモニタリング
	GTP インスペクションのモニタリング
	SCTP のモニタリング
	Diameter のモニタリング
	M3UA のモニタリング

	モバイル ネットワーク インスペクションの履歴


