ACL ACL

ACL
ACL ACL
ACL
* ACL ;1
* ACL , 6
* ACL , 7
. ACL , 23
* ACL , 25
* ACL , 25
ACL ACL 1
IP IP EtherType
ACL ACL 1
ACE
ASA ACL
* ACL ACL AAA
WCCP VPN DAP
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ACL ;9
* EtherType ACL IP 2
2 EtherType
EtherType ACL
IP EtherType ACL , 22
* Webtype ACL SSL VPN
ACL URL Webtype ACL
, 17
. ACL ACL
VPN VPN
ACL
ACL , 17
ACL
1 ACL
ACL ACL
IP ASA ACL
ASA
IP
ACL
AAA AAA ACL
IP ACL
AAA RADIUS
ASA ACL
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ACL ACL
VPN VPN
ACL
VPN
ACL
ACL
TCP
EtherType EtherType ACL
IP
IP
ACL IPv4
ACL IPv6 ACL
SSL VPN Webtype Webtype ACL URL
ACL outside_in OUTSIDE_IN 101 ID 241
ACL ASDM
interface-name_purpose_direction
ACL outside_access_in
ACL ID ACL 1 99 1300 1999
ACL 100 199 2000 2699 ASA
10S
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1 ACL 1 ACE ACE
ACL ACE ACL
ACE ASA
ACE ACE
10.1.1.0/24
10.1.1.15 10.1.1.15 ACE 10.1.1.0/24
ACE 10.1.1.0/24 ACE 10.1.1.15
ACE
ACL access-list linenumber
ACL
show access-listname ACL ACL
ASDM ACE
ASA ACL
ACL
ACL
ACL deny
ACL ACL
1
ASA
ACL
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NAT ACL IP B

EtherType ACL ACL IP ARP
EtherType 8037 ACL
ACL
IP
EtherType ACE IP ARP

NAT ACL IP

NAT PAT
ACL
NAT ACL
IP

IP
* access-group ACL
. match access-list
. dynamic-filter enable classify-list
* AAA aaa ... match
* WCCP wccp redirect-list group-list

10.1.1.5 NAT IP

209.165.201.5
209.165.201.5

10.1.1.5
hostname(config)# object network serverl
hostname(config-network-object)# host 10.1.1.5
hostname(config-network-object)# nat (inside,outside) static 209.165.201.5

hostname(config)# access-list OUTSIDE extended permit tcp any host 10.1.1.5 eq www
hostname(config)# access-group OUTSIDE in interface outside
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[l Time-Based ACE

IP
ACL ACL
e [Psec ACL
* capture ACL
. ACL
. ACL
° ACL
Time-Based ACE
ACE  Webtype ACE
)
ACL 80 100
3:50 3:50
3:51:.00 3:51:59

ASA ACL
. ACL ACL
* Webtype ACL
* EtherType ACL
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IPv6
* ACL  Webtype ACL IPv4 IPv6
° ACL IPv6
* EtherType ACL IP
. Cisco 10S access-list
ASA
ClassC 255.255.255.0 Ciscol0S
0.0.0.255
. ACL
access-group
ACL
ACL
ACL
forward-reference enable
. ACL ACL
FQDN Cisco TrustSec
ACL
°VPN  crypto map
°VPN  group-policy vpn-filter
> WCCP
> DAP
ACL ACL
ACL
1 ACL ACL ID ACL 1
ACE ACL ACL ACE
ACE ACL
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ACL

ACL

ACL

ACL show access-listname ACE
ACL
ACE

hostname# show access-list outside_access_in

access-list outside_access_in; 3 elements; name hash: 0x6892a938

access-list outside_access_in line 1 extended permit ip 10.2.2.0 255.255.255.0 any
(hitcnt=0) 0xcc48b55c

access-list outside_access_in line 2 extended permit ip host
2001:DB8::0DB8:800:200C:417A any (hitcnt=0) 0x79797f94

access-list outside_access_in line 3 extended permit ip user-group
LOCAL\\usergroup any any (hitcnt=0) OxbOf5blel

ACE
ACE access-listname [lineline-num] typeparameters
ACL ACE ACL
ACE ACE
ACE ACE
ACE ACL

ACL ACL

ACL Webtype
ACE ACL access-listname [lineline-num]
remarktext ACE

ASDM ACE

ACE 100

ACL ACE

hostname(config)# access-list OUT remark - this is the inside admin address
hostname(config)# access-list OUT extended permit ip host 209.168.200.3 any
hostname(config)# access-list OUT remark - this is the hr admin address

hostname(config)# access-list OUT extended permit ip host 209.168.200.4 any

ACE
ACE
ACE ACE
ACE ACL Webtype
EtherType ACL ACE ACL
ASDM ACL
2 Cisco ASA 9.6 CLl
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ACE
ACE no access-list parameters
show access-list
ACE lineline-num
no access-list
ACL
clear configure access-list name
ASA
ACL
access-list name rename new_name
ACL
ACL ACL
access-group
ACL
ACL ACL ID ACL ACE ACL
ACL ACL
ACL
ACL ACE

ACE TCP/UDP ACE

ACE

ACE IPv4 IPv6 www.example.com
FQDN
ACE
ACE

FQDN FQDN
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IP FQDN ACE

access-listaccess_list_name [lineline_number] extended {deny | permit} protocol_argument
source_address_argument dest_address_argument [log [[level] [intervalsecs] | disable | default]]
[time-rangetime_range_name] [inactive]

hostname(config)# access-list ACL_IN extended permit ip any any
hostname(config)# access-list ACL_IN extended permit object service-obj-http any any

* access_list_name ACL
* lineline_number ACE
ACL
* deny
permit
* protocol_argument IP
° hame number ip

° object-groupprotocol_grp_id object-group protocol

° objectservice_obj_id object service
ICMP

° object-groupservice_grp_id object-group service

. source_address_argument IP
FQDN dest_address_argument IP
FQDN

° host ip_address IPv4
° ip_address mask 10.100.10.0 255.255.255.0 IPv4

° ipv6-address/prefix-length  IPv6

°cany any4 any6 any IPv4d IPv6 any4d  IPv4
anyé  IPv6
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° interfaceinterface_name ASA

° objectnw_obj_id object network

° object-groupnw_grp_id object-group network

ACL

* log ACE access-group
ACL
log syslog 106100 6
300
°level 0 7 6 ACE
° interval secs syslog 1 600
300
° disable ACE
° default 106023
log
. time-rangetime_range_name ACE
ACE
. ACE inactive
inactive ACE
ACE
ACE TCP/80
ACE
ACE tcp udp sctp
ACE

access-listaccess_list_name [lineline_number] extended {deny | permit} {tcp | udp | sctp}
source_address_argument [port_argument] dest_address_argument [port_argument] [log [[level] [intervalsecs]

| disable | default] [time-rangetime-range-name] [inactive]

CLI 2 Cisco ASA 9.6
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hostname(config)# access-list ACL_IN extended deny tcp any host 209.165.201.29 eq www

port_argument
* operatorport port operator

° It
> gt
> eq
° neq

° range 2
range 100 200

A

DNS Discard Echo Ident NTP RPC SUNRPC Talk
TCP UDP TACACS+ 49
1 TCP

* object-groupservice_grp_id—Specifies a service object group created using the object-group service
{tcp | udp | tep-udp}

IP
ACE ;9
IP ACE
, 9
ICMP ACE
ACE ICMP/ICMP6
ICMP ACE ICMP
ICMP ping
ICMP ACE icmp icmp6 ACE
ACE
Il cu 2 CiscoASA 9.6 cLl
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ICMP ICMP6 IP FQDN ACE

access-listaccess_list_name [lineline_number] extended {deny | permit} {icmp | icmp6}
source_address_argument dest_address_argument [icmp_argument] [log [[level] [intervalsecs] | disable |
default]] [time-rangetime_range_name] [inactive]

hostname(config)# access-list abc extended permit icmp any any object-group obj icmp_1
hostname(config)# access-list abc extended permit icmp any any echo

icmp_argument ICMP
* icmp_type [icmp_code] ICMP ICMP
* object-groupicmp_grp_id object-group icmp-type
ICMP/ICMP6
ICMP
IP
ACE , 9
IP
ACE , 9
ACE
ACE
ACE ID
userl
10.100.10.3 192.168.1.5
DHCP
LOCAL\serlany
LOCAL\userl LOCAL\user110.100.1.0 255.255.255.0
10.100.1.0/24
ACE

access-listaccess_list_name [lineline_number] extended {deny | permit} protocol_argument[user_argument]
source_address_argument[port_argument] dest_address_argument [port_argument] [log [[level] [intervalsecs]
| disable | default]] [time-rangetime_range_name] [inactive]
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hostname(config)# access-list vl extended permit ip user LOCAL\idfw
any 10.0.0.0 255.255.255.0

user_argument

* object-group-useruser_obj_grp_id object-group user

* user {[domain_nickname\]lname | any | none}
any
none
access-group  aaa authentication match

* user-group[domain_nickname\\Juser_group_name \\
IP
ACE , 9
ACE Cisco Trustsec
Cisco TrustSec ACE
ACE
ACE
DHCP
ACE Cisco TrustSec
ACE

access-listaccess_list_name [lineline_number] extended {deny | permit} protocol_argument
[security_group_argument] source_address_argument[port_argument] [security_group_argument]
dest_address_argument [port_argument] [log [[level] [intervalsecs] | disable | default]] [inactive |
time-rangetime_range_name]

hostname(config)# access-list INSIDE_IN extended permit ip

security-group name my-group any any
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security_group_argument

* object-group-securitysecurity_obj_grp_id object-group security

* security-group {namesecurity_grp_id| tagsecurity grp_tag}

IP
ACE , 9
ACE Cisco Trustsec
ACL
ACL ASA ACL

hostname(config)# access-list ACL_IN extended permit ip any any

ACL 192.168.1.0/24 TCP 209.165.201.0/27

hostname(config)# access-list ACL_IN extended deny tcp 192.168.1.0 255.255.255.0
209.165.201.0 255.255.255.224
hostname(config)# access-list ACL_IN extended permit ip any any

ACE

hostname(config)# access-list ACL_IN extended permit ip 192.168.1.0 255.255.255.0
209.165.201.0 255.255.255.224

ACL ACL
209.165.201.29  Web

hostname(config)# access-list ACL_IN extended deny tcp any host 209.165.201.29 eq www
hostname(config)# access-list ACL_IN extended permit ip any any

ACL
Web

hostname(config-network)# access-list ACL_IN extended deny tcp object-group denied
object-group web eq www

hostname(config)# access-list ACL_IN extended permit ip any any

hostname(config)# access-group ACL_IN in interface inside
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II CLI

B

ACL

hostname(config)# access-list 104 permit ip host object-group A object-group B inactive

ACE

time-range

access-list extended

Sales ACL ACE

New_York_Minute

1
ACE

hostname(config)# access-list Sales line 1 extended deny tcp host 209.165.200.225 host
209.165.201.1 time-range New_York_ Minute

IPv4/1Pv6

ACL

hostname(config)# access-list demoacl extended permit ip 2001:DB8:1::/64 10.2.2.0

255.255.255.0

hostname(config)# access-list demoacl extended permit ip 2001:DB8:1::/64 2001:DB8:2::/64
hostname(config)# access-list demoacl extended permit ip host 10.3.3.3 host 10.4.4.4

ACL

hostname(config)#
eq www
hostname(config)#
eq www
hostname(config)#
eq www
hostname(config)#
eq www
hostname(config)#
eq www
hostname(config)#
eq www
hostname(config)#
eq www
hostname(config)#
eq www
hostname(config)#
eq www
hostname(config)#
hostname(config)#

2

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

access-list

Web

ACL_IN extended
ACL_IN extended
ACL_IN extended
ACL_IN extended
ACL_IN extended
ACL_IN extended
ACL_IN extended
ACL_IN extended
ACL_IN extended

ACL_IN extended

hostname(config)# object-group network denied
hostname(config-network)# network-object host 10.1.1.4
hostname(config-network)# network-object host 10.1.1.7
hostname(config-network)# network-object host 10.1.1.8

deny
deny
deny
deny
deny
deny
deny
deny
deny

ACL

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

tcp

host
host
host
host
host
host
host
host

host

permit ip any
access-group ACL_IN in interface inside

hostname(config-network)# object-group network web

hostname(config-network)# network-object host 209.165.201.29
hostname(config-network)# network-object host 209.165.201.16

2 Cisco ASA

9.6

CL

1

10.
10.
10.
10.
10.
10.
10.
10.
10.

any

Web

.4 host 209.165.201.29
.78 host 209.165.201.29
.89 host 209.165.201.29
.4 host 209.165.201.16
.78 host 209.165.201.16
.89 host 209.165.201.16
.4 host 209.165.201.78
.78 host 209.165.201.78

-89 host 209.165.201.78



hostname(config-network)# network-object host 209.165.201.78

ACL B

hostname(config)# access-list ACL_IN extended deny tcp object-group denied object-group

web eq www

hostname(config)# access-list ACL_IN extended permit ip any any
hostname(config)# access-group ACL_IN in interface inside

ACL

ACL ACL ID ACL
VPN

ACE

ACL

ACL 1Pv4

access-listaccess_list_namestandard{deny| permit} {any4| hostip_address | ip_address mask}

hostname(config)# access-list OSPF standard permit 192.168.1.0 255.255.255.0

* access_list_name ACL
1 99 1300 1999
ACL
. deny
permit
* any4
IPv4

10.1.1.0 255.255.255.0

Webtype ACL

Webtype ACL SSL VPN
Web
ACE
Webtype ACL URL
ACE

CLI 2 Cisco ASA 9.6
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hostip_address
IPv4
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. Webtype ACL

Webtype ACE
URL

access-listaccess_list_namewebtype {deny | permit} url {url_string | any} [log [[level] [intervalsecs] |
disable | default]] [time_rangetime_range_name] [inactive]

hostname(config)# access-list acl_company webtype deny url http://*_.example.com

URL
® acces
* URL
URL
. CLI 2 Cisco ASA

s_list_name ACL ACL ACL
ACE
deny
permit
url URL URL
urlany URL
URL
URL any
Permit url any Wik IP/ URL
Citrix 1494
ACE
ica smart-tunnel:// ica:/l
permit url any ACL
cifs:// citrix:// citrixs:// ftp:// http:// https:// imap4://
nfs:// pop3:// smart-tunnel:// smtp://
htt* http  https *
*://*.example.com example.com
URL
smart-tunnel:// URL URL
smart-tunnel://www.example.com
smart-tunnel://www.example.com/index.html
* http URL
http://*/*
? 1
9.6 cl



Webtype ACL .

° 1
1 http://www.cisco.com:80/
http://www.cisco.com:81/ http://www.cisco.com:8[01]/
. log ACE
log syslog 106102
6 300
°level 0 7 6
° interval secs syslog 1 600
300
° disable ACL
° default 106103 log
. time-rangetime_range_name ACE
ACE
. ACE inactive
inactive ACE
IP Webtype ACE
Webtype ACL URL IPv4 IPv6
IP Webtype ACE

access-listaccess_list_namewebtype {deny | permit} tcpdest_address_argument [operator port] [log [[level]
[intervalsecs] | disable | default]] [time_rangetime_range_name]] [inactive]]

hostname(config)# access-list acl_company webtype permit tcp any

URL Webtype ACE ,
18 ACE
*tcp TCP Webtype ACL TCP
* dest_address_argument IP
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° host ip_address IPv4
° dest_ip_address mask 10.100.10.0 255.255.255.0 IPv4

° ipv6-address/prefix-length  IPv6

cany any4 any6 any IPv4d IPv6 any4 IPv4
any6  IPv6

* operator port
port TCP operator

° It
> gt
> eq
° neq

° range 2
range 100 200

Webtype ACL
URL

hostname(config)# access-list acl_company webtype deny url http://*_.example.com

Web

hostname(config)# access-list acl_file webtype deny url https://www.example.com/dir/file_html

URL 8080 HTTP

hostname(config)# access-list acl_company webtype deny url http://my-server:8080/*
Webtype ACL

. http://www.example.com/layouts/1033 URL

access-list VPN-Group webtype permit url http://www.example.com/*

B c 2 CiscoASA 9.6 CL
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* http://www.example.com/  http://www.example.net/ URL

access-list test webtype permit url http://www._example.*

. http://www.example.com  ftp://wwz.example.com URL

access-list test webtype permit url *://ww?._.e*co*/

. http://www.cisco.com:80  https://www.cisco.com:81 URL

access-list test webtype permit url *://ww?.c*co*:8[01]/

[] 0 1

. http://www.example.com  http://www.example.net URL

access-list test webtype permit url http://www.[a-z]xample?*/

range 1] a z 1

. cgi http https URL

access-list test webtype permit url htt*://*/*cgi?*

http URL http://* http://*/*
Web-type ACL CIFS
shares Marketing_Reports Sales_Reports
2 shares/Marketing_Reports

access-list CIFS_Avoid webtype deny url cifs://172.16.10.40/shares/Marketing_Reports.

ACL deny all ACL
shares shares/Sales Reports shares/Marketing Reports
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. EtherType ACL

ACL

access-list CIFS_Allow webtype permit url cifs://172.16.10.40/shares*

EtherType ACL

EtherType ACL IP 2
2 EtherType
EtherType ACL ASA IP
802.3 type length
ACL

EtherType ACE

access-listaccess_list_nameethertype{deny| permit} {ipx| bpdu | mpls-unicast| mpls-multicast |isis| any]|
hex_number}

hostname(config)# access-list ETHER ethertype deny ipx

* access_list_name ACL ACL ACL
ACE
. deny
permit

° [ipx] Internetwork Packet Exchange IPX
° [bpdu]

° [mpls-multicast] MPLS

° [mpls-unicast] MPLS

°isis Intermediate System to Intermediate System IS-IS

° [any]
° [hex_number] 16 16 0x600  Oxffff EtherType
EtherType http://lwww.ietf.org/rfc/rfc1700.txt RFC

1700 Assigned Numbers

EtherType ACL
EtherType ACL

B c 2 CiscoASA 9.6 CL
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hostname(config)#
hostname(config)#
hostname(config)#

ACL

hostname(config)#
hostname(config)#
hostname(config)#
hostname(config)#
hostname(config)#

ACL

hostname(config)#
hostname(config)#
hostname(config)#
hostname(config)#

ACL

ACE

* access-group

CLI 2

ACL

access-list ETHER ethertype permit ipx
access-list ETHER ethertype permit mpls-unicast
access-group ETHER in interface inside

EtherType  ASA IPX

access-list ETHER ethertype deny ipx
access-list ETHER ethertype permit 1234
access-list ETHER ethertype permit mpls-unicast
access-group ETHER in interface inside
access-group ETHER in interface outside

EtherType 0x1256

access-list nonlP ethertype deny 1256

access-list nonlP ethertype permit any
access-group ETHER in interface inside
access-group ETHER in interface outside

ACL

ACL

ACE

ACL ACL

Cisco ASA 9.6 CLI
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* access-group ACL
ACL ACL ACL
*ACL forward-reference enable
access-group ACL
ACL
ACL

NAT

1
hostname#configure session session_name
hostname(config-s)#
session_name
show configuration session
3
clear configuration sessionsession_name
clear
sessionsession_nameaccess
2
* access-list
« object
* object-group
3
* exit
* commit[noconfirm [revert-save | config-save]]
revert-save revert
config-save
Il cu 2 Cisco ASA 9.6 cLl
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noconfirm save

* abort
clear sessionsession_nameconfiguration

* revert

* show configuration session [session_name]

ACL

ACL

* show access-list [name] ACE
ACL

* show running-config access-list [name]
ACL

ACL

Webtype ACL 7.0(2) ACL
through-the-box
ACL VPN

Webtype ACL SSL VPN
EtherType ACL IP 2

access-list extended access-list standard  access-list webtype
access-list ethertype
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ACL IP 8.3(1) NAT PAT ACL
NAT
ACL
ACL 8.4(2)
ACL AAA
VPN
access-list extended
EtherType ACL  IS-IS 8.4(5) 9.1(2) ASA
EtherType ACL IS-IS
access-list ethertype{permit | deny} isis
ACL Cisco TrustSec 9.0(2) Cisco TrustSec
ACL
access-list extended
ACL  Webtype ACL IPv4 | 9.0(1) ACL  Webtype ACL  IPv4 IPV6
IPv6
IPv4 IPv6 any
IPv4 IPv6
IPv4 any4
IPv6 any6
IPv6 ACL IPv6 ACL
ACL
access-list extended access-list webtype
ipv6 access-list  ipv6 access-list webtype ipv6-vpn-filter
| c 2 Cisco ASA 9.6 CLI
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ICMP ICMP 9.0(1) ICMP ICMP
ACL access-list extended service-object service
ACL 9.3(2) ACL
ACL
ACL
ACL
clear configuration session clear session configure session
forward-reference show configuration session
Stream Control Transmission Protocol | 9.5(2) sctp ACL
SCTP ACL
access-list extended
cu 2 Cisco ASA 96 cu
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