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FY -2 R —F, ROEZTHRESNET,

1. y—e2X RV —~vv 7, ZNEFINV—LVDIEFE Y FTHY | service-policy =~ > R T
M4 SN FET, ASDM TlE, &Y 2 — < v 7L [Service Policy Rules] ~X— 27 /L4 &
LTERRENET,

2. =, Z—E, =R KU —HND, class T~v > K& class ([ZBHET A~ R
BE Ok SV E T, ASDM TlE, F/b— VIHEBIDITIZFRR SHL, V—I/LDLARNILY T A
4T,

class 2= RiZ, V=D I 7 4 v 7 BEEMELERELET,

inspect < set connection timeout 72 & @ class IO 2= Nif, —EHT5 N7 7 1 v 715
AT 29—t 2 LHE2ERLE T, inspect 2~ Rk, MRESR N7 7 4 v 7 AT
DTV arvEERTHA VAN ary R v— <o TERTHARHVET, 4
AR gy RN v— vy e —E XA R — vy FIEELCTERNZ EIZERELT
CTEENY,

WOFITIE, —EZRU S —2CLI & ASDM TED L HICFERENLINE LT, X
OREH L E CLIOITIE L k1 TRIS LW Z EIZERE L TLE &N,

Contguraton Fireyyal Senvice Pohcy Rubkes (=]
Badd - Fedt Foeete | + & | ¥ Bom - QM:EMM' . <% Packet Trace

Traffic Classification
Nome | # | Enobled| Motch | Source | SrcSecurity Group|  Destnation | Dst Security Group | Senvice || Time |

Rule Actions

1 2l Interface: ingide; Policy: test-inside-policy -
| sipdassin. 1 R CBmatch o 10,100.10,0/24 @ any = sip G, Inspect SIP Map sip-,
inside-class 1 F  @po.. H10.1115 @ any e snmp €4, Inspect SHMP Map .
2 ¥ Dymatch off 10.1.1.0/24 @ any ®e snmp
inside-clossl 1 R 05 Match @ any P any o lcmp Q, Inspect W[
class-default 06 Match @ any @ any * any traffic f5 send reseito TCP e
* class-default 45 Dead Cor[sction Det.

1 maore cona| ction acti..

#, Accourd fo| User sen

= Globa| Policy: global_policy
incspes|ion_... 0y 1| atch @ any @ any Q, default-insp... G Inspect D4 (5 Map pre

Q, Inspect ES|4TP
il

{13 more ms; ot actions ¥
WD CLIE, EOPRUIRT =/ Lo TERINET,

373059

: Access lists used in class maps.
: In ASDM, these map to call-out 3, from the Match to the Time fields.
access-list inside mpc line 1 extended permit tcp 10.100.10.0 255.255.255.0 any eq sip
access-list inside mpc 1 line 1 extended deny udp host 10.1.1.15 any eq snmp
access-list inside mpc 1 line 2 extended permit udp 10.1.1.0 255.255.255.0 any eg snmp
access-list inside mpc 2 line 1 extended permit icmp any any
: SNMP map for SNMP inspection. Denies all but v3.
: In ASDM, this maps to call-out 4, rule actions, for the class-inside policy.
snmp-map snmp-v3only

deny version 1

deny version 2

deny version 2c
: Inspection policy map to define SIP behavior.
: The sip-high inspection policy map must be referred to by an inspect sip command
: in the service policy map.
: In ASDM, this maps to call-out 4, rule actions, for the sip-class-inside policy.
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policy-map type inspect sip sip-high
parameters
rtp-conformance enforce-payloadtype
no traffic-non-sip
software-version action mask log
uri-non-sip action mask log
state-checking action drop-connection log
max-forwards-validation action drop log
strict-header-validation action drop log
Class map to define traffic matching for the inside-class rule.
In ASDM, this maps to call-out 3, from the Match to the Time fields.
class-map inside-class
match access-list inside mpc 1
Class map to define traffic matching for the sip-class-inside rule.
In ASDM, this maps to call-out 3, from the Match to the Time fields.
class-map sip-class-inside
match access-list inside mpc
Class map to define traffic matching for the inside-classl rule.
In ASDM, this maps to call-out 3, from the Match to the Time fields.
class-map inside-classl
match access-list inside mpc 2
Policy map that actually defines the service policy rule set named test-inside-policy.
In ASDM, this corresponds to the folder at call-out 1.
pOlle map test-inside-policy
First rule in test-inside-policy, named sip-class-inside. Inspects SIP traffic.
: The sip-class-inside rule applies the sip-high inspection policy map to SIP inspection.
In ASDM, each rule corresponds to call-out 2.
class sip-class-inside
inspect sip sip-high
Second rule, inside-class. Applies SNMP inspection using an SNMP map.
class inside-class
inspect snmp snmp-v3only
Third rule, inside-classl. Applies ICMP inspection.
class inside-classl
inspect icmp
Fourth rule, class-default. Applies connection settings and enables user statistics.
class class—-default
set connection timeout embryonic 0:00:30 half-closed 0:10:00 idle 1:00:00
reset decd 0:15:00 5
user-statistics accounting
The service-policy command applies the policy map rule set to the inside interface.
This command activates the policies.
service-policy test-inside-policy interface inside
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e 757 KWebt¥=UF 11, ASACX £7-1% ASA FirePOWER & A#MENH D 8/ A,

GE)

T 74/~ Fa—s9L R Y — T & 415 match default-inspection-traffic =~ > K [X, 7
THN N R—= b ETRXTOA L ART v a r ERETHHIZ2CLLYa— sy T, &
Vo—=o 7 THATIHE, 2OV TA~y T T, bTT7 4 v 7 O5ER— MIESWT,
KTy MZIELWA VAR v a R SivET, =& 20E, 5882348 — 69 D UDP h
TT7 47N ASAICEIET D E, ASAIXTFTP A VAT g V&ML, sieiinm— bk 21
DTCP bT7 7 4 v I NBETDHE, ASAIZFIP A VAT v a v 2EALET, FDi2d

ZOBBIR-TRIL Y T A~y FITEEDA LV ART g U ERETEET, @HE. ASA
X, A=’ ESE2HEH L THEATHA AT g VERE LW, BRSO R— k7
CICbTITA v AT g v EEATEET,

CDONITT 4w ITARTIF, VT RWeb X2 T 4 A AR g VDT 7 30 b
R—MIZENFEA (80 BLN443)

o R EFNT, FURY — v FITHEHEDA VAR g v EHFRELTH,
default-inspection-traffic > =2 — F 7 v F&MH L7222 & T, &YIOHITIL, ‘l‘“— k21%8C
DRTFT T4 7M., FTPA LV ART g EHITPA VAT 2 a VOWHIZER> TRES L
TWET, 2FHOHITIE, F—HF80BTDHD T 4 TN, FIP A AT 2 3 & HTTP
A LAY g DM IFIZHES mméhfmiﬁ EL LD TEREFI DL G S, FTP A
VAR v a VETBEASINTWET, ZhuE, EHINA VAT v a COJEF TR
FTP 78 HTTP LV & 5B 5720 TY,

BHI1:FTP /X4y FDBREBETE HTTP A VAR 3 VEHEBEINTIND)

class-map ftp
match port tcp eq 21
class-map http
match port tcp eq 21 [it should be 80]
policy-map test
class ftp
inspect ftp
class http
inspect http

512 : HTTP /345y FDIERETE FIPA VARSI 3 VEBESINTIND)

class-map ftp
match port tcp eq 80 [it should be 21]
class—-map http
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match port tcp eqg 80
policy-map test
class ftp
inspect ftp
class http
inspect http
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TRTOFRRPHT LWRY — 2 MEIHEHT L L 91, BUEOEREZMRL, HrLVAR
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« H323 (RAS)
« RSH

« RTSP

« ESMTP

* SQLnet

« Skinny (SCCP)
* SunRPC

« XDMCP

« SIP

* NetBios

* TFTP
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FIFNVEN RV — a7 4Xalb—g 02, ROoa~<y RREENET,

class-map inspection default
match default-inspection-traffic
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
dns-guard
protocol-enforcement
nat-rewrite
policy-map global policy
class inspection default
inspect dns preset dns map
inspect ftp
inspect h323 h225 default h323 map
inspect h323 ras default h323 map

inspect ip-options default ip options map

inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp default esmtp map
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
service-policy global policy global

FTIANLNEMDOSATYT (FS5T749v9 H5R)

FRIEIZIX, ASA 23 default-inspection-traffic Default Inspection TrafficE W\ 5 7 7 4 /L k 7 —_
NRY)—THERTET 74NV DLV A T34 T TA <~y (MTFTT7 4w 7 7TR) BEE

B y—cxKkys—
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v—ezxxyv—oze I

NET, ZOV TRy TR, TIFNIDA AT vary I T7 4y 7 2RELET,
TI7FNE = R =T END DY FRAIE, T 74N K= b &2dTXTDA
VAR v ary EMET LRy 2 — Ny b TT,

RUV—THHTDLE, 2OV TATIE, T 74 v 7 D5EHR— MIHESNT, £33 v K
WCIELWA AR g URNEHESNET, 728203, 588N AR—F69DUDP vT7 7 4 v 7
2NASAICRET H L. ASAILTFTP A VA7 g &AL, si5esw —F 21 © TCP k
T4 I RBFETHE, ASAIZFTP A VAR U a v @ LET, 200, ZOHA
WR-TRILZ TA oy IO, VAT v a EFRTETEET, BHE. ASA L, KN—
FEFEHEALCTEAT DA AT v a VERE LW, EREDSNOFR— heElob 3
WICA VAR g U ERETATEET,

class-map inspection default
match default-inspection-traffic

FTI7FN s AT 4 X2 =g NIHDRDY T A~ Tl class-default & FEIEIL, FX
TORNTF 747 =K LEST, ZOVTA 2y 7L, TXTOLAFVIAR) — <o
DEFBIRS, JRAIZ, MOTXTO NI T4 v 7 TEDELHIRT 7 a I 7La0
EIICASAICEM L 9, HETHIIE, ME D matchany 7 7 2 < v 7 EEKT 50D
12, class-default 7 7 A ZfEHTXx £9, EBE, —HOMBEIX class-default TLMEH TE £+
Ao

class—-map class-default
match any

H—EXRY—DEHTE

ATvT1

FV2T RV — T =AU =T ZFHL T —E A RY T —2RETHITIE. ROFIEL
FEITLET,

FIE

NT7 740 DRE (LAY347T7A~yT) (153=) OFBICE-T, LAV 3/4
TIAR <y T REKR LT, BIERSZEO NI 7 4 v 7 BFELET,

722X, ASAZBIBT AT R CDO N T T4 w7 TP 7 arw 870770, 10.1.1.024005
EEDRSET FLRAETD NI 74 vV THEDT 7 a P a3 T L0 TEET,
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[ ooo | 000
\.0oa / 0oo/
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ATvT3
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VBN U T, DA AT ay NI T7 4y 7 TBNMOT 7y ar2ETLET,
ETT BT 73 arvDIONT T r—var Ay Ay yvar T, — Moy Asvay
NI 747 TBIMOT 7 varaeFEFTT a8, AVAXTvary R v— <y P EEK
LET, A AT gy RIS —<v I N T T4 I BEEL, DT T 4 v 7 T
BT ERELET,

=& 2, AXDOEEHR 1000 /34 % EADFT_XCTO HTITP ExRk%E Ru v 7T FET,

Inzpection Policy Map Actions

Inzpection Clazs Map/
Match Commands

0

match =~ RCThI 7 4 v 7 ZEERET DM LTcA VAT v ar R v— vy T
ERLLT= 0 . FAIHOT=OIC, £ RV EMERBEDTEDIIA VAT v ay VT A <y
TEER LY TEET, ExE, ERERFRITERREO 7V —7 (EHFRBLY 7 A
~v ) EHEALTRENRO 7y NNOTFA RERAE L, XV IREIZEECE SN
TT77varORBERETEET, & 21X, Texamplecom] EWVWHTFA MR EFENT
URL #FFOF_XTO HTTP ExR% K v 7 T&EE9,

241507

Inspection Policy Map Actions

Inzpection Clazs Map/
Match Commands

241308

Regular Expression Statement/
Regular Expression Class Map

T = ary A TR NI A AT g OREESZR LTSN,

T arvDiEFE (LAY3IMR) Y —~v7)  (19X—) OFHBAICHEST, LAV 3/4
RV =~ T EBERLT, FLAY3MI TA~y T TIEITTDHT Vv arz2ERLET,
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FS749IDRE (LAYVIBIZRAIYT)

Layver 3/ Policy Map

Service Policy
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RFYTG A F—TxA AR (P—ER BT —) ~OTFZ a3 0mEA

21 =—2) OFBICRE-
T, RV V=<7 2BEATAHIA A =T oA ABRET D, K v—<vTm T a—r3L
WA L ET,

S T4V ODEE (LAVIBHISRTY D)

VAY34 7 TA <AL, 772ara@mATd A Y3IBILRN4DNT 7 4 v 7 &4
ELET, 1D AFX34RY— <o FIEBRDOLAYIM 7 TFTA~y FEERTXE
—é—o

BRI IT4YIRDLANIAYI TR ITY TOER

LA¥Y347 A<y TE, Yuaubar, R—r IPT LA, BXORLA Y3 EZIILA
Y4 DOMOBMEICESNTC T 7 4 v 7 ERBELET,

Je

Bk

NG T4 T AVART g, TV r—vay b I7 4 v 0 INBETDHR—REIFT
TH2Z2BEIDOLET, matchany 2 EZFEH LTI _XTO NI 7 4 v 7 Z2HRET5HE. ASA
DINT F—~ L RTHENNLGERH Y £7,
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ATy

ATy T2

ATvT3

FIE

LAY 340 TR~y T EVERLET, class-map class map name
class_map_name 1%, K 40 SLFDLFH|TT,

lclass-default] & WO ABNETHRINTWET, T XTOXA TDr T A < 7 TH UAHI

AR—ADEREIND =D, BOZATDY 5 A~y XTI TIHEH I TV AL
HATXFEHA, CLLIFZ A~y ar 7 4FXalb— 3y B— NIBITLET,

1 -

hostname (config) # class-map all udp

(EE) MR I X <~y A ITBIMLET,

description string

1 -

hostname (config-cmap) # description All UDP traffic

KONWTNNhDOa~wy REFHL TN 70 v 7 #BELET, BRIEER2WESE, 7T X
< I EDDHIENTE D match 2~ Rt 1 D721 T,

ematchany : T XCO LI 7 4 v 7 ZRELET,

hostname (config-cmap) # match any

« match access-list access list name : JEiET 7 B A U A N THRESNTWD N T 7 4 v 7 %
BAELET,

hostname (config-cmap) # match access-1list udp

« match port {tep | udp} {eq port num | range port num port num} : f8E€ I N7=7' 1 k2 /L|C
XL, siseR— b (BH—0R— M Ei3@Epd 28@HOR— ) 2REe L3, HE0H*
HAR— NEEHT 27 7Y r—3 3 2% L CiE, match access-list 2> R&EfFEH L
T, #HHR—=b &+ 5 ACEZELLET,

hostname (config-cmap) # match tcp eqg 80

* match default-inspection-traffic : 1 > A7 > a VHOT 7V K T 7 4 v 7 EREL
£ (ASABBRAFRERT X TCOT Y r—va il ko TERINDT 7 44 D TCP
BLOUDP R— 1) .

hostname (config-cmap) # match default-inspection-traffic
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BBLS T voADLAY ISR Ty Ttk [

T4V Ta— LR —THEHENDZDa~v 2 N, RV v— <y THEHAZ
nodE. N77 4y 7 OMER— MIHESNWTE /Ny MTIELWA Y ARY Vg Vi
AT 285722 CLLIY a— Oy P T, 72& 21E, 505D R—F69DUDP hF 7 4 v 7
7N ASAICEET D L. ASAILTFTP A v AT g &M L, 56588 — K 21 @ TCP
N7 4 IRRETHE, ASAIZFIP A VA7 g HEHLET, Z0-H, =
DEHEIBS>TRIL Y Z A~y SN DA VAT v a VEBRETEET (oA X
Ry g b BICRERER WAAS A L AT v a v HREET, 7273 a v OA
BDOBEDOFHFMIONWTIL, BEDOMRET 7 a v OEEMYE (7 °—) ZBRLTL

EEV) . BE. ASAIX, A—FEEEHEALTEAT I AT v a U ERE LR
7o, LS DR — F 72 IR A VAT g v EEHTEET,

TI7HNVER—=FDYRXAMIOWTIX, 774/~ A AT 23 & NAT IZEHT 5 il
[REFIHZ 2/ L C< 72 &V, match default-inspection-traffic 2~ > RIZHR— "B EENT
WOLTRTOT TV r—varR R =~y TT 74N FTAR—=T TR >TH
LT TIEHY £HA,

match access-list =~ >~ % match default-inspection-traffic =~ > K& L HITIRET D &,
—HTDHRNT 7 4 v 7 BRVIATLZ L3 TE £ 9, match default-inspection-traffic =~ >
FIZE o THRET 2R — L7 ha B EESND T2, ACLONR— e 7 m ks
TRTEAINET,

match dscp valuel [value2] [...] [value8] : IP ~ > % —@ DSCP 1 (fx X 8 ffl?> DSCP fi) &
BELET,

hostname (config-cmap) # match dscp af43 csl ef

match precedence valuel [value2] [value3] [value4] : IP ~ > #—@ TOS /XA MI Lo THKX
N5, K450 Precedence fE% A L £7, Precedence fEIX 0 ~ 7 IZHRETE 7,

hostname (config-cmap) # match precedence 1 4

match rtp starting portrange : RTP N7 7 4 v 7 WA L E T, starting port \Z1X, 2000 ~
65534 O OEELD UDP 56— b & fRE LE T, range (21, starting port LV b LD
B0 UDP AR — F D# % 0~ 16383 THIE L 7,

hostname (config-cmap) # match rtp 4004 100

match tunnel-group name : QoS A3 25 VPN b )V ZJv—7F T 7 4 v 7 BRE L
£

NT T 4y 7 BEEZFIEST D202, match 2~ > REH ) I DFETEET, o=
<~ ROWTNNEZETEX £7 23, match any, match access-list, 35 J UF match
default-inspection-traffic =~ > NXf§E TX £t A, F7-1E. matchflow ip destination-address
avY REANLT, HFIPT RLRAGETHO MRV IA—T D7 —%RETHZ L
TEET,

hostname (config-cmap) # match tunnel-group groupl
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hostname (config-cmap) # match flow ip destination-address

15l
RIZ elass-map 2~ > ROBZRLET,

hostname (config) # access-list udp permit udp any any
hostname (config) # access-list tcp permit tcp any any
hostname (config) # access-list host foo permit ip any 10.1.1.1 255.255.255.255

hostname (config) # class-map all udp
hostname (config-cmap) # description "This class-map matches all UDP traffic"
hostname (config-cmap) # match access-1list udp

hostname (config-cmap) # class-map all tcp
hostname (config-cmap) # description "This class-map matches all TCP traffic"
hostname (config-cmap) # match access-1list tcp

hostname (config-cmap) # class-map all http
hostname (config-cmap) # description "This class-map matches all HTTP traffic"
hostname (config-cmap) # match port tcp eqg http

hostname (config-cmap) # class-map to_ server
hostname (config-cmap) # description "This class-map matches all traffic to server 10.1.1.1"
hostname (config-cmap) # match access-list host foo

EEFS D4 IRADLANIAI TR ITY TOER

ATY

71

ASA~DEELRN T 7 4 w71k LT, ZOMBEO NI 7 4 v VIZFEDOT 7 v a  DOEITHN
T bGANHY 9, BHI T A~y 7 HIEE LT, ACL 72132 TCP X° UDP O — h
EHRAETEET, RV — o7 OEBI TA vy P TREWRERT 7 a DA 71,
EHNT7 74y 78EHTT,

FIE

BWE A <y T H/ER L E T, class-map type management class_map name
class_map_name 1%, K 40 SLFDOLFH|TT,

lclass-default] EWHARHITFREINTWET, T XTOXATDI T A ~ v 7 TR UAH]
AR—ADEREIND =D, BOZATDY 5 A~ P TTTITHEH I TV AL TR
HTXFEHA, CLLIFZ A~y S ar 74 FXalb— 3y B— NIBITLET,

1 -

hostname (config) # class-map management all udp

EE) 3z 7 A~y FIZBMLE T,
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description string

hostname (config-cmap) # description All UDP traffic

ATY T3 KOWVWTrDa~vy REfFALTN 770 v 7 2RBELET,

* match access-list access_list name : JLiE7 78 A VA N THRESNTWDL N T 7 4 v 7 %
BELET,

hostname (config-cmap) # match access-1list udp

« match port {tep | udp} {eq port num | range port num port num} : f8E€ S N7=7' 1 k2 /L(Z
L, siseR— b (BH—0OR— M Ei3@Epd 2@HOR—F) 2REa L3, HE0H*
WA — NI 27 7V r—3 3 2% L CIE, match access-list 7~ > RZfHH L
T, A= & TS5 ACEZELLET,

hostname (config-cmap) # match tcp eq 80

TOOaVOEE (LA4V3IBAR)O—<v D)

N7 4w 7 EBAT ALY T TA~YTERELEL, LA V34AR) V—~v T %
HERLTENDLDZ FRIIT 7Y a w2 £,

EXb KU V=~ TORREIT 64 TTR, FA 0 F =T 2 AE, KU =~y T %1221
WHTEET,

FIE

ATY TN RV v—~<v7%BIMLET, policy-map policy map name

policy map name 1%, FHK 40 LFEORY v — < v FHTT, TRTCOXALTORY v— v
FTRICARIAR—ZANMERA ESNA7-0, BIOXATORY) > —< v P TTTIEHILTY
AELFNIFEFEHATEXERA, CLIERY v —~v 7 ar 74 X¥al—3 3y F—RIZAD
7,

&1

hostname (config) # policy-map global policy

AT9 T2 URNCRELIZLVA Y347 T A~y THIEELET, cass class_ map_name
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class map name \Z1%, 7 7 A~y T OAHIZHRELET,

TIAy T EBMTBITE. VT 74T ORE (LA¥34 7 TR <yT) (15—
V) AL TLIEEN,

51 -

hostname (config-pmap) # class all http

ARTFYT3 TV TRy AT, 12U EOT 7 a v EEELET,
P—E R R —TREINDIHEIE G X—) 22RLTLIEEN,

G¥) 7 7 A <> 7IZ match default-inspection-traffic =~ > R 72WGE, 2027 7 AT
K 1O inspect 2~ > REHRETEET,

ATFYTE ZORV =~ TICEDDHITA~y T LI, ZOFIEEBEYIELET,

1

Pefe R U > — @ policy-map =~ > ROFIZRIZ R LET, ZDa~<wr N, Web¥h—
/310,111 ~OHEREFF A B 2 IR L £ 9

hostname (config) # access-list http-server permit tcp any host 10.1.1.1
hostname (config)# class-map http-server
hostname (config-cmap) # match access-list http-server

hostname (config) # policy-map global-policy

hostname (config-pmap) # description This policy map defines a policy concerning
connection to http server.

hostname (config-pmap) # class http-server

hostname (config-pmap-c) # set connection conn-max 256

ROBNL, RV 2— =y T TOERBOREDOEELRL TWET,

hostname
hostname
hostname
hostname

config) # class-map inspection default
config-cmap) # match default-inspection-traffic
config) # class-map http traffic

config-cmap) # match port tcp eqg 80

hostname
hostname
hostname
hostname
hostname
hostname

config) # policy-map outside policy

config-pmap)# class inspection default
config-pmap-c) # inspect http http map
config-pmap-c)# inspect sip

config-pmap) # class http traffic

config-pmap-c)# set connection timeout idle 0:10:0

WOHNE, T 7 4 v 7 MNVIOFABRER Y T A~y =B LI-GAIC. U
BERAL DT 72 arDRESINTWVWDEIERED I FTA~y T ERAINRNI LR
AL TUVWET,
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hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname

config) # class-map telnet traffic
config-cmap) # match port tcp eq 23
config) # class-map ftp traffic
config-cmap) # match port tcp eq 21
config) # class-map tcp_traffic
config-cmap) # match port tcp range
config) # class-map udp_traffic
config-cmap) # match port udp range
config) # policy-map global policy

1 65535

0 65535

hostname (config-pmap) # class telnet traffic

hostname (config-pmap-c) # set connection timeout idle 0:0:0
hostname (config-pmap-c)# set connection conn-max 100
hostname (config-pmap) # class ftp traffic

hostname
hostname
hostname
hostname
hostname

config-pmap) # class tcp_traffic

config-pmap-c)# set connection timeout idle 0:5:0
config-pmap-c)# set connection conn-max 50

config-pmap-c)# set connection timeout idle 2:0:0
config-pmap-c)# set connection conn-max 2000

Telnet B2f5¢13. BHAAFRFIC class telnet_traffic & —F L £ 3, [FEEIC FTP £5cid. BALARS
\Z class ftp_traffic & —% L 9, Telnet 3 L O FTP LISt TCP Bkt DY 41%. class
tep_traffic & —3 L 9, Telnet #%#5¢ F 721 FTP #£#¢i13 class tep_traffic & —Z L £
B, TTICMD 7 TAL —H LTV DTeD, ASAIZZOREZITVERA,

A= 14 R (B—ERXRKRYI—) ADT7IU L3 DEHA

LAY3AR) =~ T T 7T 471 2FTHI0E, 1 LA 2 —T x4 RZHEHAT 5
P—EAR) —, FHETTRTOA U H—T oA AT —rYVCEAT 52— A R
—%ERLET, kOa<wr REERALET,

service-policy policy map name {global | interface interface name} [fail-close]

TNETNOHPITKRD LBV TT,

« policy_map_name |%, NV > — < v T DHAITTT,
s global %, FFEDRY U —%Fl272 V0T RXRTOA U F—T oA AZHHT 52— AR

A ERC L T,

WHATEA 7 a— UL BV —3 1 D FRDT, Za—UL K)o —2EBHT 84
X, T AN OB —E LT B0 T I AN NORY —%T 4 =TT LTH
LWRY =%l LET, 774V bTHE, TRTCOT 74N TT I r—va v A
VAR ay NI T4y il TAHa— L R v—pnar 7 4 Fal—a v
WZEFEN, TR_RTCODA VAT a VN T 74 w77 e— UV ZEASRET, T
74V b P—E R R U —IZIL, service-policy global_policy global =~ > R)3 & £ E

B

« interface interface_namelx, A % —7 = A AR Y v— v v T BT TH—EX R

Uo—&Ek LET,

v—ezxkys— i
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s fail-close |Z, IPv6 T 7 4 v 7 Y HR—NLEBWT XU r—vay A ART g 0Z
rXoTRe vy 7 ENZIPV6 N7 7 4 v 7 Dsyslog (767001) Z/EKLET, T 74/ T
X, syslog MK SN EHE A,

i
7ol 20X, ko a~r KL, 4MfA > 4 —7 = A A Tinbound policy KU ¥ —~ v 7% A F—
T LET,

hostname (config) # service-policy inbound policy interface outside

RO Rix, 774NV 7= L R o—%27 4 8—7 ML, HILHAY v—
new_global policy %A x— 7 /VIZLET,

hostname (config) # no service-policy global policy global
hostname (config) # service-policy new global policy global

B—EXRYO—DE=ZZ)T
P—bERA RV —%FE=FTHIZE, ROa~v REANTLET,
* show service-policy

Y—b 2 R o —OFatEREFTLET,

N [e] ~ ~ — (o] ~
Y—EXRYo— (BEVaTRY)V—TL—LT—2)
D51
TV arTiE, BEVaT R — T —L T =7 OFEN DR LET,
HTTP kS5 04 YO ADA VARG a3 E QSR ST DER
ZOBEITIE, AN A v —T = A 2 &I LT ASA ZH AV T 59T HTTP ##¢ (R—

F8OMDTCP FF 7 4w 7) MHTTP A L A7 g UGl LTHHEENET, 451 >
B =T 2 A WHBTXTOHTIP hT7 74 v I BRRY o 7% LToBEENET,
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HTTP 157 ¢ v o ~0A v RA5 vavoyn—rsukiEn [

1:HTTPA VARG 30 & SR DUY

| Security :
S— : app liance i
' ort 80 T
= g of
T - H
Host A E inside outside ;

ZOFNZONWT, kOa<wr FESRLTLLIEEN,

hostname (config) # class-map http traffic
hostname (config-cmap) # match port tcp eqg 80

hostname (config) # policy-map http traffic policy
hostname (config-pmap) # class http traffic

hostname (config-pmap-c) # inspect http

hostname (config-pmap-c) # police output 250000

hostname (config) # service-policy http traffic policy interface outside

HTTP F 5 74 v O ADA VAR L3200y B—/N\)LigER

ZOHITIE, EEDA U H—T oA A% iEiE LT ASA IZADT_TO HTTP ## (R— 80
DTCP FF7 4 v7) BWHITP A v AT v arxitB e LTHEERET, Z0ORY —iT
Ta—r )R —72D T, f VAR a UPRETLIDEFEA v HX—T A AT T 4 v
I MWAN-Te L EETTT,

K2:58—/NILHTTPA VARG 3>

,_Eii
———

143414

Host B

ZOFNZHONWT, RO a<wy RESBLTLIEIN,

hostname (config) # class-map http traffic
hostname (config-cmap) # match port tcp eqg 80

hostname (config) # policy-map http traffic policy
hostname (config-pmap) # class http traffic
hostname (config-pmap-c) # inspect http

hostname (config) # service-policy http traffic policy global

F—ER K
|
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B 5509 — 1 ~OHTTP F5 71 v o Ic8T B4 L RRY ¥ 3> L EGHIREDER

BEDY—NADHTIP FS5 T4 v I (Z/T A VAR L av e
5 ] BR fiE 0D 18

ZOBEITIE, AN A X —T = A A& iEIE LT ASA ICA D — N A %ECO HTTP #55 (R —
80D TCP hT 7 4w 7)) MNHTTP A v ALY ¥ a B X O KGR O 4 & LT
SEINET, V= NADDLREINIZHRA N A~OERIL, 77 A~y 7DACL & —%L
RNDT, EEZTEE A,

WNESA v H—T7 =2 A A%i@ LT ASAICADZ Y — 3B THOTTO HTTP #kciL. HTTP A
VAR g E L THEENET, =B OLREESNIZAA N B ~ORERIL, 7
FAw YT DACL &E—EL2WVWDOT, BEL2ZITEEA,

FEDY—NIT B HTTP A Y AR 2 3 U R TIRE

Server A
Real Address: 192.168.1.2
Mapped Address: 209.165.201.1
_d— -

=)

o

=
"=, port 80

o HaTE -
; )@inside i
Host B T T T T T T T T T TTTTTTTTTo Server B

Real Address: 182.168.1.1 209.165.200.227
Mapped Address: 209.165.201.2:parf

143357

ZOHNTHONT, O~y RESBRLTLIEE N,

hostname (config) # object network obj-192.168.1.2

hostname (config-network-object)# host 192.168.1.2

hostname (config-network-object)# nat (inside,outside) static 209.165.201.1

hostname (config) # object network obj-192.168.1.0

hostname (config-network-object)# subnet 192.168.1.0 255.255.255.0

hostname (config-network-object)# nat (inside,outside) dynamic 209.165.201.2

hostname (config) # access-1list serverA extended permit tcp any host 209.165.201.1 eqg 80
hostname (config) # access-1list ServerB extended permit tcp any host 209.165.200.227 eqgq
80

hostname (config) # class-map http serverA
hostname (config-cmap) # match access-list serverA
hostname (config) # class-map http serverB
hostname (config-cmap) # match access-list serverB

hostname
hostname
hostname
hostname
hostname
hostname

config) # policy-map policy serverA
config-pmap) # class http_ serverA
config-pmap-c)# inspect http
config-pmap-c)# set connection conn-max 100
config) # policy-map policy serverB
config-pmap) # class http_ serverB
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hostname (config-pmap-c) # inspect http

hostname (config)# service-policy policy serverB interface inside
hostname (config)# service-policy policy serverA interface outside

NATICEBHTTP b3 T4 v ~NDA VAR L 3 VDER

ZOBEITIE, Ry FT—=ZHNDRAZMI2ODT RLARHY 9, 1291, EEOIPT FL
A2 192.168.1.1 T¥, 9 1 2DiF, WXy NIV —7 THEHT L~y 7 IPT RLAD
209.165.200.225 CF, 7 7 A~y T DACLOEEDOIPT RVRAEMEATHILENHY £77,
outside 1 % —7 = A AZHEHT H5HIC . EROT FLAZMEHLET,

4:NATIZ& B HTTPA VAR a3y

= =
> \Pors0 _i»
‘ﬁ' NS inside outside | 5 o
Q8L ... NeeTmmEmmmmmmmmm e T e ener #
Real IP: 192.168.1.1 ong 1652011 =

Mapped IP: 209.165.200.225

ZOBNZHONT, kOa<wy RESZRLTIEIN,

hostname (config) # object network obj-192.168.1.1
hostname (config-network-object)# host 192.168.1.1
hostname (config-network-object) # nat (VMl,outside) static 209.165.200.225

hostname (config) # access-list http client extended permit tcp host 192.168.1.1 any eq
80

hostname (config) # class-map http client
hostname (config-cmap) # match access-list http client

hostname (config) # policy-map http client
hostname (config-pmap) # class http client
hostname (config-pmap-c) # inspect http

hostname (config) # service-policy http client interface inside
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JCHRHTAEEY 7 A~ 7NEA
SAVE L7z, class-map type
management =~ > N5 X N inspect
radius-accounting =~ > K3 A X
F L7z,
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HASIE L7, class-map typeinspect
av s RPREAIRE LT
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RSN D ERKRBBIORY v —

~y TREANIIE LT, class-map
typeregex =~ N, regex 2T~ K,
X U'match regex =~ > K)VEA X
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match any
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f#i ] 4% match any ¥ — 7 — K3E
ASNELZ, b T 7407 %120
FOREZREL T TAY Y ST
BEgsrZ ENnTEET, LA,
match all 7217 2MEHFRET L 7=,

B y—cxKkys—



	サービス ポリシー
	サービス ポリシーについて
	サービス ポリシーのコンポーネント
	サービス ポリシーで設定される機能
	機能の方向性
	サービス ポリシー内の機能照合
	複数の機能アクションが適用される順序
	特定の機能アクションの非互換性
	複数のサービス ポリシーの機能照合

	サービス ポリシーのガイドライン
	サービス ポリシーのデフォルト
	デフォルトのサービス ポリシー設定
	デフォルトのクラス マップ（トラフィック クラス）

	サービス ポリシーの設定
	トラフィックの特定（レイヤ 3/4 クラス マップ）
	通過トラフィック用のレイヤ 3/4 クラス マップの作成
	管理トラフィック用のレイヤ 3/4 クラス マップの作成

	アクションの定義（レイヤ 3/4 ポリシー マップ）
	インターフェイス（サービス ポリシー）へのアクションの適用

	サービス ポリシーのモニタリング
	サービス ポリシー（モジュラ ポリシー フレームワーク）の例
	HTTP トラフィックへのインスペクションと QoS ポリシングの適用
	HTTP トラフィックへのインスペクションのグローバルな適用
	特定のサーバへの HTTP トラフィックに対するインスペクションと接続制限値の適用
	NAT による HTTP トラフィックへのインスペクションの適用

	サービス ポリシーの履歴


