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I Cisco ASA

1: Web NAT

A
! 20816520112

E—J

1

.—"_P'- -H_'\'
¢ Outside )

Nz

209.165.201 1

Unda Translation MY Security

10.1.2.27 —» 209.165201.10 BN 5 jiance
S———

10.1.2.1

1 Web

hostname(config)# object network myWebServ
hostname(config-network-object)# host 10.1.2.27

2 NAT

hostname(config-network-object)# nat (inside,outside) static 209.165.201.10

3
Web
hostname(config)# access-list outside_access_in line 1 extended
permit tcp any4 object myWebServ eq http
4 access-group

hostname(config)# access-group outside_access_in in interface outside
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Engineering_admins Engineering_hosts

. J@#$%&()-_{} 64
. forward-reference enable
IP
1 1 IP IP
FQDN
NAT FQDN
NAT Network Address Translation NAT
199
1 object

network object_name

hostname(config)# object network email-server

2
no
* host {IPv4_address | IPv6_address} IPv4 IPv6
10.1.1.1 2001:DB8::0DB8:800:200C:417A
« subnet {IPv4_address IPv4_mask | IPv6_address/IPv6_prefix} IPv4
10.0.0.0255.0.0.0 IPv6
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2001:DB8:0:CD30::/60
* range start_address end_address IPv4 IPv6

« fgdn [v4 | v6] fully_qualified_domain_name www.example.com
IPv4 v4d  IPv6 V6
IPv4

hostname(config-network-object)# host 10.2.2.2

description string

IPv4d  IPVv6

IPv4  IPv6 FQODN
NAT

object-group network group_name

hostname(config)# object-group network admin

no

* network-object host {IPv4_address | IPv6_address} IPv4 IPv6
10.1.1.1 2001:DB8::0DB8:800:200C:417A

* network-object {IPv4_address IPv4_mask | IPv6_address/IPv6_prefix}
IPv4 10.0.0.0 255.0.0.0
IPv6 2001:DB8:0:CD30::/60

* network-object object object_name
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* group-object object_group_name

hostname(config-network-object-group)# network-object 10.1.1.0 255.255.255.0
hostname(config-network-object-group)# network-object 2001:db8:0:cd30::/60
hostname(config-network-object-group)# network-object host 10.1.1.1
hostname(config-network-object-group)# network-object host 2001:DB8::0DB8:800:200C:417A
hostname(config-network-object-group)# network-object object existing-object-1
hostname(config-network-object-group)# group-object existing-network-object-group

3 description string

hostname (config)# object-group network admins

hostname (config-protocol)# description Administrator Addresses
hostname (config-protocol)# network-object host 10.2.2.4
hostname (config-protocol)# network-object host 10.2.2.78
hostname (config-protocol)# network-object host 10.2.2.34

hostname (config)# object-group network eng

hostname (config-network)# network-object host 10.1.1.5

hostname (config-network)# network-object host 10.1.1.9

hostname (config-network)# network-object host 10.1.1.89

hostname (config)# object-group network hr
hostname (config-network)# network-object host 10.1.2.8
hostname (config-network)# network-object host 10.1.2.12

hostname (config)# object-group network finance
hostname (config-network)# network-object host 10.1.
hostname (config-network)# network-object host 10.1.

-89
.100

b

hostname (config)# object-group network admin
hostname (config-network)# group-object eng
hostname (config-network)# group-object hr
hostname (config-network)# group-object finance
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object service
object_name

hostname(config)# object service web

no
* service protocol IP 0 255 ip
« service {icmp | icmp6} [icmp-type [icmp_code]] ICMP ICMP 6
ICMP 0 255
1 255 ICMP

« service {tcp | upd | sctp} [source operator port] [destination operator port] TCP UDP
SCTP
operator

oIt
. gt
.eq
* neq

* range 2
range 100 200

hostname(config-service-object)# service tcp destination eq http
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3 description string

ICMP

ASA8.3(1)
TCP/UDP/TCP-UDP
ICMP
ICMP6 ICMP ICMP
object-service Cisco.com

1
object-group service object_name
hostname(config)# object-group service general-services
2 1
no
* service-object protocol IP 0 255 ip
* service-object {icmp | icmp6} [icmp-type [icmp_code]] ICMP ICMP 6
ICMP 0 255
1 255 ICMP

* service-object {tcp | upd | tcp-udp | sctp} [source operator port] [destination operator port]
TCP UDP SCTP
operator
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. gt
. eq
* neq

* range 2
range 100 200

« service-object object object_name

* group-object object_group_name

hostname(config-service-object-group)# service-object ipsec
hostname(config-service-object-group)# service-object tcp destination eq domain
hostname(config-service-object-group)# service-object icmp echo
hostname(config-service-object-group)# service-object object my-service
hostname(config-service-object-group)# group-object Engineering_groups

description string

TCP  UDP

hostname(config)# object-group service CommonApps
hostname(config-service-object-group)# service-object tcp destination eq ftp
hostname(config-service-object-group)# service-object tcp-udp destination eq www
hostname(config-service-object-group)# service-object tcp destination eq h323
hostname(config-service-object-group)# service-object tcp destination eq https
hostname(config-service-object-group)# service-object udp destination eq ntp

hostname(config)# object service SSH

hostname(config-service-object)# service tcp destination eq ssh

hostname(config)# object service EIGRP

hostname(config-service-object)# service eigrp

hostname(config)# object service HTTPS

hostname(config-service-object)# service tcp source range 1 1024 destination eq https
hostname(config)# object-group service Groupl

hostname(config-service-object-group)# service-object object SSH
hostname(config-service-object-group)# service-object object EIGRP
hostname(config-service-object-group)# service-object object HTTPS
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ACL

ASA Active Directory
Active Directory LDAP ASA

ASA
Active Directory
ASA Active Directory

Active Directory

ACL

* AD

object-group user group_name

hostname(config)# object-group user admins

2 1
no
« user [domain_NETBIOS_name\]Jusername
LOCAL
user-identity domain domain_NetBIOS_name aaa-server aaa_server_group_tag
Active Directory AD AD
user_name Common Name

CN Active Directory SAMAccountName

LOCAL
user-identity default-domain
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* user-group [domain_NETBIOS_name\\Jusername

\

« group-object object_group_name

hostname(config-user-object-group)# user EXAMPLE\admin
hostname(config-user-object-group)# user-group EXAMPLE\\managers
hostname(config-user-object-group)# group-object local-admins

description string

Cisco TrustSec

ACL
Cisco TrustSec ASA ISE
ISE Cisco TrustSec
Cisco TrustSec
ACL
ISE
ASA
ISE
ASA
ASA
1 1
ID
ASA
ID
ASA
ASA ISE
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object-group security group_name

hostname(config)# object-group security mktg-sg

1
no
* security-group {tag sgt_number | name sg_name} SGT
1 65533 IEEE 802.1X Web
ISE MAC MAB
ISE
SGT
ISE
* group-object object_group_name
hostname(config-security-object-group)# security-group tag 1
hostname(config-security-object-group)# security-group name mgkt
hostname(config-security-object-group)# group-object local-sg
description string
ACL
S
1
absolute periodic periodic absolute
absolute
2: Cisco ASA 9.6 cu
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time-range name

absolute [start time date] [end time date]

time 24 hh:mm 8 8:00 8 20:00

date  day month year 1 January 2014

periodic days-of-the-week time to [days-of-the-week] time

days-of-the-week 1 2

*« Monday Tuesday Wednesday Thursday Friday Saturday Sunday
days-of-the-week

* daily
» weekdays

» weekend

time 24 hh:mm 8 8:00 8 20:00

2006 1 1 8

hostname(config)# time-range for2006
hostname(config-time-range)# absolute start 8:00 1 january 2006
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hostname(config)# time-range workinghours
hostname(config-time-range)# periodic weekdays 8:00 to 18:00

asa4(config)# time-range contract-A-access

asa4(config-time-range)# absolute end 12:00 1 September 2025
asa4(config-time-range)# periodic weekdays 08:00 to 17:00
asa4(config-time-range)# periodic Monday Wednesday Friday 18:00 to 20:00
asa4(config-time-range)# periodic Tuesday Thursday 17:30 to 18:30

« show access-list
« show running-config object [id object_id]

« show running-config object object_type

« show running-config object-group [id group_id]

« show running-config object-group grp_type
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7.0(2) ACL
object-group protocol object-group network object-group
service object-group icmp_type

7.2(2)

class-map type regex
regex match regex
8.3(1)
object-network
object-service object-group object-group
network object access-listextended access-list webtype

access-list remark

8.4(2)
object-network user user

Cisco TrustSec 8.4(2) Cisco TrustSec
object-network security security
IPv4 IPV6 9.0(1)
IPv4 IPv6
IPv4d  IPv6
NAT
object-group network
CLI 2: Cisco ASA
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ICMP ICMP 9.0(1) ICMP ICMP
ACL access-list extended service-object service
Stream Control Transmission Protocol | 9.5(2) SCTP
SCTP
service-object service
96 CLI
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ACL

ACL

ACL

ACL ACL
53
* ACL 25
* ACL 30
* ACL 31
* ACL 50
* ACL 50
ACL
1
ASA ACL
. ACL
WCCP
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ACL
ACL
ACL
30
ACL 48
ACL 1
IP IP EtherType
ACL ACL
ACE
ACL AAA
VPN DAP
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B

ACL 33
o EtherType ACL EtherType ACL IP
2 2
EtherType EtherType ACL
IP EtherType ACL
46
* Webtype ACL SSL VPN
ACL URL
Webtype ACL 42
. ACL ACL
VPN VPN
ACL
ACL 41
ACL
1:ACL
ACL ACL
IP ASA ACL
ASA
IP
ACL
AAA AAA ACL
IP ACL
AAA RADIUS
ASA ACL
VPN VPN
ACL
VPN
ACL
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IV |

ACL ACL
ACL
TCP
EtherType
IP EtherType
ACL
IP
ACL IPv4
ACL IPv6 ACL
SSL VPN Webtype Webtype ACL URL
ACL outside_in OUTSIDE_IN 101 ID
241
ACL ASDM
interface-name_purpose_direction
ACL outside_access_in
ACLID ACL 1 99 1300 1999
ACL 100 199 2000 2699 ASA
I0S
1 ACL 1 ACE ACE
ACL ACE ACL
ACE ASA
ACE
ACE
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.

10.1.1.0/24
10.1.1.15 10.1.1.15 ACE
10.1.1.0/24 ACE 10.1.1.0/24 ACE
10.1.1.15 ACE
ACL access-list line number
ACL
show access-list name ACL
ACL ASDM ACE
ASA ACL
ACL
ACL
through-the-box ACL deny
ACL ACL
1 ASA
ACL  to-the-box
deny
ACL
EtherType ACL ACL IP ARP
EtherType 8037 ACL
ACL
IP
EtherType ACE IP ARP
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NAT

ACL IP

NAT PAT
NAT
IP

IP
. access-group
* AAA aaa ... match
* WCCP weccp redirect-list group-list

10.1.1.5 NAT

IP 209.165.201.5
209.165.201.5 10.1.1.5

hostname(config)# object network serverl

hostname(config-network-object)# host 10.1.1.5

NAT AcL P B

ACL

ACL

ACL

match access-list

dynamic-filter enable classify-list

hostname(config-network-object)# nat (inside,outside) static 209.165.201.5

hostname(config)# access-list OUTSIDE extended permit tcp any host 10.1.1.5 eq www
hostname(config)# access-group OUTSIDE in interface outside

IP
ACL ACL
e IPsec ACL
* capture ACL
CLI 2: Cisco ASA 9.6
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B ACE

. ACL
. ACL
. ACL
ACE  Webtype ACE
N
ACL 80 100
3:50 3:50
3:51:00 3:51:59
ASA ACL
sctp

ACL

. ACL ACL

» Webtype ACL

* EtherType ACL

. CLI 2: Cisco ASA 9.6 CLI



ACL

IPv6
. ACL  Webtype ACL IPv4 IPv6
. ACL IPv6
* EtherType ACL IP
. Cisco 10S
ASA
ClassC 255.255.255.0 Cisco 10S
0.0.0.255
. ACL
ACL
ACL
forward-reference enable
. ACL ACL
FQDN
ACL

* VPN  crypto map

* VPN  group-policy vpn-filter

* WCCP

* DAP

ACL
CLI 2: Cisco ASA 9.6 cu
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access-list

access-group

ACL

Cisco TrustSec

ACL

ACL




ACL

ACL

1 ACL ACL ID ACL 1
ACE ACL ACL ACE
ACE ACL

ACL

ACL

ACL show access-list name ACE
ACL
ACE

hostname# show access-list outside_access_in

access-list outside_access_in; 3 elements; name hash: 0x6892a938

access-list outside_access_in line 1 extended permit ip 10.2.2.0 255.255.255.0 any
(hitcnt=0) 0Oxcc48b55c

access-list outside_access_in line 2 extended permit ip host
2001:DB8::0DB8:800:200C:417A any (hitcnt=0) 0x79797f94

access-list outside_access_in line 3 extended permit ip user-group
LOCAL\\usergroup any any (hitcnt=0) OxbOf5blel

ACE
ACE access-list name [line line-num] type parameters
ACL ACE ACL
ACE ACE
ACE ACE
ACE ACL
ACL ACL
ACL Webtype
ACE ACL access-list name [line line-num]
remark text ACE
ASDM ACE
ACE 100
ACL ACE

hostname(config)# access-list OUT remark - this is the inside admin address
hostname(config)# access-list OUT extended permit ip host 209.168.200.3 any
hostname(config)# access-list OUT remark - this is the hr admin address

hostname(config)# access-list OUT extended permit ip host 209.168.200.4 any
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IP

AcL B

ACE
ACE
ACE ACE
ACE ACL Webtype
EtherType ACL ACE
ACL ASDM ACL
ACE
ACE no access-list parameters
show access-list
ACE line
line-num no access-list
ACL
clear configure access-list name
ASA
ACL
access-list name rename new_name
ACL
ACL ACL
access-group
ACL
ACL ACL ID ACL ACE ACL
ACL ACL
ACL
ACL ACE

ACE TCP/UDP ACE

ACE IPv4 IPV6
FQDN

CLI 2: Cisco ASA 9.6
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N ACE

ACE
ACE

FQDN FQDN

IP FODN ACE

access-list access_list_name [line line_number] extended {deny | permit} protocol_argument
source_address_argument dest_address_argument [log [[level] [interval secs] | disable | default]]
[time-range time_range_name] [inactive]

hostname(config)# access-list ACL_IN extended permit ip any any
hostname(config)# access-list ACL_IN extended permit object service-obj-http any any

* access_list_name ACL
. lineline line_number ACE
ACL
. deny
permit
. protocol_argument IP
* hame number ip

* object-group protocol_grp_id object-group protocol

* object service_obj_id object service

ICMP
* object-group service_grp_id object-group service
. source_address_argument IP
FQDN dest_address_argument IP

FQDN
* host ip_address IPv4

. CLI 2: Cisco ASA 9.6 CLI



* ip_address mask 10.100.10.0 255.255.255.0 IPv4

* ipv6-address/prefix-length  1Pv6

eany any4 any6 any IPv4d IPv6

IPv4 any6  IPv6

« interface interface_name ASA

* object nw_obj_id object network

* object-group nw_grp_id object-group network

. log ACE
access-group ACL
log syslog
6 300

elevel 0 7 6

e interval secs syslog
300

« disable ACE

ACE B

any4

106100

ACE

1 600

* default 106023

log

. time-range time_range_name ACE

ACE

. ACE
inactive

ACE
ACE

CLI 2: Cisco ASA 9.6 CLI
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ACE

ACE tcp udp sctp
ACE

access-list access_list_name [line line_number] extended {deny | permit} {tcp | udp | sctp}
source_address_argument [port_argument] dest_address_argument [port_argument] [log [[level] [interval
secs] | disable | default] [time-range time-range-name] [inactive]

hostname(config)# access-list ACL_IN extended deny tcp any host 209.165.201.29 eq www

port_argument
« operator port port operator

o It
. gt
. eq
* neq

* range 2
range 100 200

N

DNS Discard Echo Ident NTP RPC SUNRPC Talk
TCP UDP
TACACS+ 49 1 TCP

* object-group service_grp_id object-group service{tcp | udp | tcp-udp}

ACE 33

ACE 33
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IcMP ACE B

ICMP ACE
ACE ICMP/ICMP6
ICMP ACE ICMP
ICMP ping
ICMP ACE icmp icmp6 ACE
ACE
ICMP ICMP6 IP FQDN ACE

access-list access_list_name [line line_number] extended {deny | permit} {icmp | icmp6}
source_address_argument dest_address_argument [icmp_argument] [log [[level] [interval secs] | disable
| default]] [time-range time_range_name] [inactive]

hostname(config)# access-list abc extended permit icmp any any object-group obj_icmp_1
hostname(config)# access-list abc extended permit icmp any any echo

icmp_argument ICMP
* icmp_type [icmp_code] ICMP ICMP
* object-group icmp_grp_id object-group icmp-type
ICMP/ICMP6
ICMP
IP
ACE 33
IP
ACE 33
ACE
ACE
ACE ID
userl
10.100.10.3
192.168.1.5
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Cisco TrustSec ACE

DHCP
LOCAL\userl any
LOCAL\userl LOCAL\user110.100.1.0 255.255.255.0
10.100.1.0/24

ACE

access-list access_list_name [line line_number] extended {deny | permit} protocol_argument
[user_argument] source_address_argument [port_argument] dest_address_argument [port_argument]
[log [[level] [interval secs] | disable | default]] [time-range time_range_name] [inactive]

hostname(config)# access-list vl extended permit ip user LOCAL\idfw
any 10.0.0.0 255.255.255.0

user_argument

* object-group-user user_obj_grp_id object-group user

« user {[domain_nickname\]name | any | none}
any
none
access-group  aaa authentication match

« user-group [domain_nickname\\Juser_group_name \\
IP
ACE 33
ACE Cisco Trustsec
Cisco TrustSec ACE
ACE
ACE
DHCP
2: Cisco ASA 9.6 CLI
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AcL B

ACE Cisco TrustSec

ACE

access-list access_list_name [line line_number] extended {deny | permit} protocol_argument
[security_group_argument] source_address_argument [port_argument] [security_group_argument]
dest_address_argument [port_argument] [log [[level] [interval secs] | disable | default]] [inactive |
time-range time_range_name]

hostname(config)# access-list INSIDE_IN extended permit ip
security-group name my-group any any

security_group_argument

« object-group-security security_obj_grp_id object-group security

* security-group {name security_grp_id | tag security _grp_tag}

IP
ACE 33
ACE Cisco Trustsec
ACL
ACL ASA ACL

hostname(config)# access-list ACL_IN extended permit ip any any

ACL 192.168.1.0/24 TCP 209.165.201.0/27

hostname(config)# access-list ACL_IN extended deny tcp 192.168.1.0 255.255.255.0
209.165.201.0 255.255.255.224
hostname(config)# access-list ACL_IN extended permit ip any any

ACE

hostname(config)# access-list ACL_IN extended permit ip 192.168.1.0 255.255.255.0
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ACL
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209.165.201.0 255.255.255.224

ACL ACL
209.165.201.29  Web

hostname(config)# access-list ACL_IN extended deny tcp any host 209.165.201.29 eq www
hostname(config)# access-list ACL_IN extended permit ip any any

ACL
Web

hostname(config-network)# access-list ACL_IN extended deny tcp object-group denied
object-group web eq www

hostname(config)# access-list ACL_IN extended permit ip any any

hostname(config)# access-group ACL_IN in interface inside

A
B ACL

hostname(config)# access-list 104 permit ip host object-group A object-group B inactive

ACE time-range 1
access-list extended ACE
Sales ACL ACE New_York_Minute

hostname(config)# access-list Sales line 1 extended deny tcp host 209.165.200.225 host
209.165.201.1 time-range New_York Minute

IPv4/IPv6 ACL

hostname(config)# access-list demoacl extended permit ip 2001:DB8:1::/64 10.2.2.0
255.255.255.0

hostname(config)# access-list demoacl extended permit ip 2001:DB8:1::/64 2001:DB8:2::/64
hostname(config)# access-list demoacl extended permit ip host 10.3.3.3 host 10.4.4.4

ACL

ACL
Web

hostname(config)# access-list ACL_IN extended deny tcp host 10.1.1.4 host 209.165.201.29
eq www
hostname(config)# access-list ACL_IN extended deny tcp host 10.1.1.78 host 209.165.201.29
eq www
hostname(config)# access-list ACL_IN extended deny tcp host 10.1.1.89 host 209.165.201.29
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ACL

AcL B

hggtzgxe(config)# access-list ACL_IN extended deny tcp host 10.1.1.4 host 209.165.201.16
hggt:QXe(config)# access-list ACL_IN extended deny tcp host 10.1.1.78 host 209.165.201.16
hggt:QXe(config)# access-list ACL_IN extended deny tcp host 10.1.1.89 host 209.165.201.16
hggtzgxe(config)# access-list ACL_IN extended deny tcp host 10.1.1.4 host 209.165.201.78
hggt:QXe(config)# access-list ACL_IN extended deny tcp host 10.1.1.78 host 209.165.201.78
eq www

hostname(config)# access-list ACL_IN extended deny tcp host 10.1.1.89 host 209.165.201.78
eq www

hostname(config)# access-list ACL_IN extended permit ip any any

hostname(config)# access-group ACL_IN in interface inside

2 1 Web 1

hostname(config)# object-group network denied

hostname(config-network)# network-object host 10.1.1.4

hostname(config-network)# network-object host 10.1.1.7
0.1.1.8

8
hostname(config-network)# network-object host 1 9

hostname(config-network)# object-group network web

hostname(config-network)# network-object host 209.165.201.29

hostname(config-network)# network-object host 209.165.201.16

hostname(config-network)# network-object host 209.165.201.78

hostname(config)# access-list ACL_IN extended deny tcp object-group denied object-group
web eq www

hostname(config)# access-list ACL_IN extended permit ip any any
hostname(config)# access-group ACL_IN in interface inside

ACL ACL ID ACE ACL
VPN ACL IPv4

access-list access_list_name standard {deny | permit} {any4 | host ip_address | ip_address mask}

hostname(config)# access-list OSPF standard permit 192.168.1.0 255.255.255.0

. access_list_ name ACL ACL
1 99 1300 1999 ACL
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B webtype acL

Webtype ACL

URL

.

ACL ACL
ACL
. deny
permit
. any4 IPv4 host ip_address
IPv4 ip_address ip_mask IPv4
10.1.1.0 255.255.255.0
Webtype ACL SSL VPN
Web
Webtype ACL ACL ID
ACL ACE
Webtype ACL URL
ACE
ACE
Webtype ACE
URL

access-list access_list_name webtype {deny | permit} url {url_string | any} [log [[level] [ interval secs]
| disable | default]] [ time_range time_range_name] [inactive]

hostname(config)# access-list acl_company webtype deny url http://*.example.com

« access_list_ name ACL ACL ACL
ACE
. deny
permit
« URL wurl URL URL
url any URL
URL URL
. URL any
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URL Webtype ACE B
e Permit url any Al 1P/ URL
Citrix
1494 ACE
. ica smart-tunnel:// ica://
permit url any ACL
. cifs:// citrix:// citrixs:// ftp:/l http:/[ https://  imap4://
nfs:// pop3:// smart-tunnel:// smtp://
htt*  http https
* *://*.example.com example.com
URL
* smart-tunnel:// URL URL

smart-tunnel://www.example.com

smart-tunnel://www.example.com/index.html

. *
http://*/*
. ? 1
. I
1

http://www.cisco.com:81/

http URL

http://www.cisco.com:80/
http://www.cisco.com:8[01]/

log ACE
log syslog 106102
6 300
elevel 0 7 6
e interval secs syslog 1 600
300
« disable ACL
* default 106103 log
time-range time_range_name ACE
ACE
ACE inactive
inactive ACE
CLI 2: Cisco ASA 9.6

-



IP

-

Webtype ACE
Webtype ACE
Webtype ACL URL IPv4 IPv6
IP Webtype ACE

access-list access_list_name webtype {deny | permit} tcp dest_address_argument [operator port] [log
[[level] [interval secs] | disable | default]] [time_range time_range_name]] [inactive]]

hostname(config)# access-list acl_company webtype permit tcp any

URL Webtype ACE
42 ACE
etcp TCP Webtype ACL TCP
. dest_address_argument IP
* host ip_address IPv4
e dest_ip_addressmask 10.100.10.0 255.255.255.0 IPv4
* ipv6-address/prefix-length  IPv6
eany any4 any6 any IPv4 IPv6 any4
IPv4 any6 IPv6
* operator port
port TCP operator
e lt
. gt
. eq
* neq
* range 2
range 100 200
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Webtype ACL

Webtype ACL B

URL

hostname(config)# access-list acl_company webtype deny url http://*.example.com

Web

hostname(config)# access-list acl_file webtype deny url
https://www.example.com/dir/file_html

URL 8080 HTTP

hostname(config)# access-list acl_company webtype deny url http://my-server:8080/*

Webtype ACL

http://www.example.com/layouts/1033 URL

access-list VPN-Group webtype permit url http://www.example.com/*

http://www.example.com/  http://www.example.net/ URL

access-list test webtype permit url http://www.example.*

. http://www.example.com  ftp://wwz.example.com URL

access-list test webtype permit url *://ww?._.e*co*/

. http://www.cisco.com:80  https://www.cisco.com:81 URL

access-list test webtype permit url *://ww?.c*co*:8[01]/

[] 0 1

http://www.example.com  http://www.example.net URL

access-list test webtype permit url http://www.[a-z]xample?*/

range 1] a z 1
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. EtherType ACL

. cgi http https URL

access-list test webtype permit url htt*://*/*cgi?*

EtherType ACL

-

http URL http://* http://*/*
Web-type ACL CIFS
shares Marketing_Reports
Sales_Reports 2 shares/Marketing_Reports

access-list CIFS_Avoid webtype deny url cifs://172.16.10.40/shares/Marketing_Reports.

ACL deny all ACL
shares shares/Sales Reports shares/Marketing
Reports

ACL

access-list CIFS_Allow webtype permit url cifs://172.16.10.40/shares*

EtherType ACL
IP 2
2 EtherType
EtherType ACL IP
802.3 type length
ACL
EtherType ACE

access-list access_list_name ethertype {deny | permit} {any | bpdu | dsap hex_address | ipx | isis |
mpls-multicast | mpls-unicast | hex_number}

hostname(config)# access-list ETHER ethertype deny mpls-multicast
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EtherType ACL

* access_list_name ACL ACL
ACE
. deny
permit
e any 2
* bpdu
[dsap 0x42]
* dsap hex_address IEEE 802.2

16

* ipx Internetwork Packet Exchange IPX
e isis Intermediate System to Intermediate System IS-IS
* mpls-multicast MPLS
e mpls-unicast MPLS
* [hex_number] 16 16 0x600  Oxffff
EtherType http://www.ietf.org/rfc/rfc1700.txt

1700 Assigned Numbers

EtherType ACL

hostname(config)#
hostname(config)#
hostname(config)#

ASA

hostname(config)#
hostname(config)#
hostname(config)#
hostname(config)#

CLI

ACL

access-list ETHER ethertype permit ipx
access-list ETHER ethertype permit mpls-unicast
access-group ETHER in interface inside

EtherType

access-list ETHER ethertype permit 0x1234
access-list ETHER ethertype permit mpls-unicast
access-group ETHER in interface inside
access-group ETHER in interface outside

2: Cisco ASA 9.6 CLI

EtherType ACL .

ACL

dsap 0x42
BPDU

0x01  Oxff

EtherType
RFC

EtherType




.

ACL

EtherType 0x1256

hostname(config)# access-list nonlP ethertype deny 1256

hostname(config)# access-list nonlP ethertype permit any
hostname(config)# access-group nonlP in interface inside
hostname(config)# access-group nonlP in interface outside

ACL

ACL
ACE
ACL
ACE
* access-group
ACL ACL
. 1
* access-group ACL
ACL ACL ACL
*« ACL forward-reference enable
access-group ACL
ACL
ACL
NAT
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AcL B

hostname#configure session session_name
hostname(config-s)#

session_name

show configuration session
3

clear configuration session session_name

session_name access

* access-list
* object

* object-group

e exit

clear session

« commit [noconfirm [revert-save | config-save]]

revert-save

* abort

configuration

CLI

2: Cisco ASA
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config-save

noconfirm save

clear session session_name
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B

e revert

« show configuration session [session_name]

ACL

ACL

« show access-list [name] ACE
ACL

« show running-config access-list [name]

ACL

ACL

Webtype ACL 7.0(2) ACL

through-the-box

ACL VPN

Webtype ACL SSL VPN

EtherType ACL IP 2

access-list extended access-list standard access-list webtype
access-list ethertype

ACL IP 8.3(1) NAT

PAT ACL

NAT

ACL
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AcL B

ACL 8.4(2)
ACL AAA
VPN
access-list extended
EtherType ACL  IS-IS 8.4(5) 9.1(2) ASA

EtherType ACL I1S-1S
access-list ethertype {permit| deny} isis

ACL Cisco TrustSec 9.0(1) Cisco TrustSec
ACL
access-list extended

ACL  Webtype ACL IPv4 | 9.0(1) ACL  Webtype ACL  IPv4 IPV6

IPv6
IPv4 IPv6 any
IPv4 IPv6
IPv4 any4
IPv6 any6
IPv6 ACL IPv6 ACL
ACL
access-listextended access-list
webtype
ipv6 access-list ipv6 access-list webtype ipv6-vpn-filter
ICMP ICMP 9.0(1) ICMP ICMP
ACL access-list extended  service-object service
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ACL 9.3(2) ACL
ACL
ACL
ACL
clear configuration session clear session configure session
forward-reference show configuration session
Stream Control Transmission Protocol | 9.5(2) sctp ACL
SCTP ACL
access-list extended
Ethertype IEEE 802.2 9.6(2) IEEE 802.2
Ethertype
bpdu
dsap 0x42
bpdu
access-list ethertype
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ASA ASA
3 EtherType 2
D
ASA IP
. 53
. 60
. 60
. 61
. 64
. 66
. 67
ASA
. 3
ACL
cLl 2: Cisco ASA 9.6
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CLI
ICMP

9.6

CLI

EtherType

EtherType
EtherType

EtherType

ICMP

EtherType



ACL
ASA
ACL ASA
ACL
Web
ACL
ACL
ACL 1
ACL
2 : Outbound ACL
Web Server:

209.165.200.225
e
=]
/-) jrl \
ASA Cutside
et N T

ACL Outbound
Permit HTTP from 10.1.1.14, 10.1.2.67,
and 10.1.3.34 to 209.165.200.225
Deny all others

Inside ® HRE \
N

".

Eng@

ACL Inbound
Permit from any te an

ACL Inbound
Permit from any te an

kﬁi N ;i/ Eﬂ)

ACL Inbound
F"errmt from arry te .':m

10.1.1.14-» 2'3'9';'5 5-"’”[‘1;:_"_ 10.1.3.34— 209.165.201.8
tatic :
10.1. 26?-—!-2'09155 201.6 Smtie AT
Static MAT

hostname(config)# access-list OUTSIDE extended permit tcp host 10.1.1.14
host 209.165.200.225 eq www
hostname(config)# access-list OUTSIDE extended permit tcp host 10.1.2.67
host 209.165.200.225 eq www
hostname(config)# access-list OUTSIDE extended permit tcp host 10.1.3.34
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host 209.165.200.225 eq www

hostname(config)# access-group OUTSIDE out interface outside

ASA
ASA
IPv6
IPv6
. ARP ARP
. BPDU
IP
ACL
ACL
EtherType ACL ACL
EtherType 8037
ACL
EtherType
2: Cisco ASA 9.6 CLI

ARP

IPv4

to-the-box

deny

ACL

ACL

IPv6

ASA

IPv4

IPv4

EtherType

ARP



NAT

NAT B

ARP
1.
2.
3.
NAT
IP 10.1.15 NAT
IP 209.165.201.5
209.165.201.5 10.1.15
TCP UDP SCTP
ASA
ICMP ASA
ACL
ICMP ICMP
ICMP ICMP
ping echo-reply 0 ASA
echo 8 ASA
DHCP
DHCP
IP
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2:
DHCP UDP 67 68 DHCP ASA
DHCP
EIGRP 88 _
OSPF 89 _
UDP Class D
224.0.0.0t0 239.X.X.X
RIP vi1 UDP 520 —
V2
ASA to-the-box

http ssh telnet
control-plane

deny
ICMP
ICMP
EtherType
EtherType
2: Cisco ASA 9.6 CLI
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MPLS

EtherType .

EtherType
EtherType
. IPX MPLS 16
16 EtherType
. V2
. BPDU BPDU SNAP ASA
BPDU
. BPDU BPDU VLAN

BPDU ASA VLAN

« Intermediate System to Intermediate System IS-IS

« IEEE 802.2
« 802.3 type length
EtherType
EtherType
MPLS Label Distribution Protocol Tag Distribution Protocol TCP
ASA ASA
IP LDP TDP router-id ASA
MPLS LDP TDP
MPLS
Cisco 10S LDP TDP

interface ASA

mpls Idp router-id interface force

tag-switching tdp router-id interface force
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sctp

IPv6
IPV6 IPv4 IPv6
Per-User ACL
. ACL timeout uauth AAA
. ACL syslog 109025
syslog
ACL log
CPU
object-group-search
access-control
IP
1
A\
ACL
ACL
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asp rule-engine transactional-commit access-group

* ASDM ACL
ASDM
ASDM CLI

. ACL
access-group
ACL
ACL
ACL

forward-reference enable

ACL
ACL

access-group access_list { {in | out} interface interface_name [per-user-override | control-plane] |
global}

. EtherType ACL ACL
1 access-group 1 ACL
ACL ACL Ethertype ACL
«in ACL out
ACL
* interface
* per-user-override ACL
ACL
ACL ACL 10.0.0.0
ACL 10.0.0.0
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B oow

ACL ACL
VPN ACL
no sysopt connection permit-vpn
vpn-filter

per-user-override
e per-user-override vpn-filter ACL
* per-user-override vpn-filter ACL

VPN
e per-user-override vpn-filter VPN

. ACL to-the-box control-plane
deny
global
ACL

access-group

hostname(config)# access-list outside_access permit tcp any host 209.165.201.3 eq 80
hostname(config)# access-group outside_access in interface outside

access-list 80
access-group
access-list
IPv4 IPv6 ICMP
* ASA ICMP
* ASA ICMP

ICMP
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ICMP B

ICMP ICMP
ICMP ICMP
any ICMP ICMP
deny ICMP
ICMP
permit any

ICMP 3 ICMP
ICMP MTU IPsec
PPTP IPv6  ICMP IPv6

ICMP

icmp {permit | deny} {host ip_address | ip_address mask | any} [icmp_type] interface_name

icmp_type
ping echo-reply 0 ASA echo 8
ASA
any host ip_address mask
ICMPv6 IPv6

ipv6 icmp {permit | deny} {host ipv6_address | ipv6-network/prefix-length | any} [icmp_type]
interface_name

icmp_type

any host
ipv6-network/prefix-length

ASA ICMP

icmp unreachable rate-limit rate burst-size size

1 100 1
1 10

ASA 1 ASA
set connection decrement-ttl
ASA
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Time-to-Live TTL;

icmp unreachable rate-limit 50 burst-size 1
class-map global-class

match any
policy-map global_policy

class global-class

set connection decrement-ttl

10.1.1.15 ICMP

hostname(config)# icmp deny host 10.1.1.15 inside
hostname(config)# icmp permit any inside

10.1.1.15 ping

hostname(config)# icmp permit host 10.1.1.15 inside

ping packet-too-big
MTU

hostname(config)# ipv6 icmp deny any echo-reply outside
hostname(config)# ipv6 icmp permit any packet-too-big outside

2000:0:0:4::2 2001::/64
ping

hostname(config)# ipv6 icmp permit host 2000:0:0:4::2 echo-reply outside
hostname(config)# ipv6 icmp permit 2001::/64 echo-reply outside
hostname(config)# ipv6 icmp permit any packet-too-big outside

« clear access-list id counters

. CLI 2: Cisco ASA 9.6 CLI



syslog .

* show access-list [name]

ACE ACL

« show running-config access-group

ACL
syslog
syslog ASDM
syslog
106023 deny
ASA syslog
syslog 106100
syslog
106100 ACE ASA
ASA
syslog
ASA
0 1 ACE
ASA
IP IP
2
ACL

ICMP

syslog
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106100 ACE ASA
ASA
ACE 32K
CPU
ASA

ASA
106101
access-list alert-interval secs
access-list deny-flow-max number

ACL

NAT 1

hostname(config)# object network inside-serverl
hostname(config)# host 10.1.1.1
hostname(config)# nat (inside,outside) static 209.165.201.12

hostname(config)# access-list outside_access extended permit tcp any object inside-serverl
eq www
hostname(config)# access-group outside_access in interface outside

hr

hostname(config)# access-list ANY extended permit ip any any
hostname(config)# access-list OUT extended permit ip host 209.168.200.3 any
hostname(config)# access-list OUT extended permit ip host 209.168.200.4 any

hostname(config)# access-group ANY in interface inside
hostname(config)# access-group ANY in interface hr
hostname(config)# access-group OUT out interface outside

1
hostname (config)# object-group service myaclog

hostname (config-service)# service-object tcp source range 2000 3000

hostname (config-service)# service-object tcp source range 3000 3010 destinatio$
hostname (config-service)# service-object ipsec
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hostname (config-service)# service-object udp destination range 1002 1006
hostname (config-service)# service-object icmp echo

hostname(config)#
inside any

EtherType

hostname(config)#
hostname(config)#
hostname(config)#

ASA

hostname(config)#
hostname(config)#
hostname(config)#
hostname(config)#

hostname(config)#
hostname(config)#
hostname(config)#
hostname(config)#

access-list outsideacl extended permit object-group myaclog interface

ACL EtherType

access-list ETHER ethertype permit ipx
access-list ETHER ethertype permit mpls-unicast
access-group ETHER in interface inside

EtherType

access-list ETHER ethertype permit 0x1234
access-list ETHER ethertype permit mpls-unicast
access-group ETHER in interface inside
access-group ETHER in interface outside

EtherType 0x1256

access-list nonlP ethertype deny 1256

access-list nonlP ethertype permit any
access-group nonlP in interface inside
access-group nonlP in interface outside

7.0(1)

ACL ASA

access-group

8.3(1)

access-group.

CLI
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8.4(2)
ACL AAA
VPN
access-list extended
EtherType ACL  IS-IS 8.4(5) 9.1(2) ASA
EtherType ACL I1S-1S
access-list ethertype {permit | deny} isis
TrustSec 9.0(2) TrustSec
ACL
access-list extended
IPv4 IPV6 ACL 9.0(1) ACL IPv4 IPV6
IPv4 IPv6
any IPv4
IPv6 IPv4
any4 IPv6
any6 IPv6 ACL
IPv6 ACL ACL
access-listextended access-list
webtype
ipv6 access-list ipv6 access-list webtype ipv6-vpn-filter
ICMP ICMP 9.0(1) ICMP ICMP
ACL access-list extended  service-object service
9.1(5)
asp rule-engine transactional-commit  show running-config asp
rule-engine transactional-commit  clear configure asp rule-engine
transactional-commit
2: Cisco ASA 9.6 CLI
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ACL 9.3(2) ACL
ACL
ACL
ACL
clear config-session clear session configure session
forward-reference show config-session
Stream Control Transmission Protocol | 9.5(2) sctp
SCTP
access-list extended
Ethertype IEEE 802.2 9.6(2) IEEE 802.2
Ethertype
bpdu
dsap 0x42
bpdu
access-list ethertype
CLI 2: Cisco ASA
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. 93

ASA

Windows Active Directory
IP

Active Directory AD
IP
Windows Active Directory

CLI 2: Cisco ASA 9.6

ASA

71
79
81
82

94

97
98

Microsoft Active Directory

Active Directory

CLI
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IP
Active Directory AD Microsoft Active Directory
3
* ASA
« Microsoft Active Directory
Active Directory  ASA Active
Directory Active Directory
Windows 2003  Windows Server 2008 Windows
Server 2008 R2
* Active Directory AD
AD Windows Windows
Windows 2003 Windows 2008 Windows 2008 R2

A\

Windows 2003 R2 AD
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3:
LAN
Client ASA
!! NeﬂE!.IDS Probe
—
mikg. exam I CEes
0.1.1
AD Servers AD Agent E
1 ASA 4 <>
ASA
Microsoft Active
Directory
AD
VPN
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.

ASA <-> AD ASA <->
ASA AD ASA
Active
Directory
LDAP
ASA
Active ASA
Directory NetBIOS
ASA <-> AD AD <->
AD AD
ID
ASA IP
IP
IP ASA
AD AD
RADIUS
syslog
ASA AD
Web
VPN
* ASA IP AD
IP
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AD IP

IP
. Fully Qualified Domain
Name FQDN;
*5 ID
* IPS
. VPN AnyConnect VPN L2TP VPN

AD
ASA

« AD 100 ASA ASA 1 AD

. IP 30 Active Directory

. 8 IP

* ASA 5500
IP 64,000

. ASA 512

*« ASA Active Directory AD IP
IP Web

* AD Active Directory ASA
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* ASA AD AD
AD ASA AD
* AD ASA VPN
* AD
* ASA IP /
1
2
Active Directory AD Windows
4:
Scenario 1 Scenario 2
AD Agent
! —
A—E
17|
AD Server ASA
AD Agent
A‘ : .@k!
AD Server ASA g
3
1 Active Directory AD
1 Windows 2
Active Directory AD Windows

2: Cisco ASA 9.6 cLl
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Scenario 1

A—B

Scenario 2

AD Server AD Agent

B9
Aﬂ—ii

AD Server AD Server
LAN
Directory AD
6:LAN
LAM
Client ASA

mikg.example.com

% : 10.1.1.2

AD Servers AD Agent
WAN
AD LAN
WAN
cu 2: Cisco ASA 9.6 cL
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7: WAN

Remaote Site Enterprise Main Site

Client NetBIOS Proba

e ——
g f_'_ Login/Authentication

mkg.example.com

10.1.1.2
- —>
AD Agent AD Serve §
WAN Active Directory
LAN AD
WAN Active Directory
8: AD WAN
Remote Site Enterprise Main Site
Client
B e
=
F mkg.axample.com
/ 10.1.1.2
ﬂ Login/Authentication
AD Agent AD Servers E
WAN AD

Active Directory

Active Directory
Active Directory
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9:AD AD WAN
Remaote Site Enterprise Main Site
Client .-

. RADILS _ [P =
!;?: [oap ~
» mikg.example.com
10.1.1.2
Wi - > 1.
- Directory Sync }‘
AD Agent  AD Servers AD Servers g
IP AD
IP AD
ASA
. ASA AD
ASA
NetBIOS
NetBIOS

. ASA

ASA ASA
. AD

ASA AD ASA

Installation and Setup Guide for the Active Directory Agent
IPv6
* AD IPv6 AD
IPv6 RADIUS

AAA IPv4
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* IPV6 NetBIOS
. URL
* NetBIOS ASA AD
UDP NetBIOS
. MAC
MAC ASA

MAC

* VPN ACL
VPN
ping
ping

. ASA ACL FQDN

* WCCP

* NAT

. VPN

* DAP
« user-identity update active-user-database AD

IP
ASA
IP

user-identity update active-user-database

“ERROR: one update active-user-database is already in progress.”

user-identity

update active-user-database

2: Cisco ASA 9.6
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1 AD ASA
user-identity update active-user-database ASA
IP AD ASA
UDP
ASA
ASA 4 5 user-identity update active-user-database
« ASA Cisco lronport Web Security Appliance  WSA Cisco Context Directory
Agent CDA
« UDP 1645
» UDP 1646
» UDP 3799
CDA ASA WSA

« user-identity action domain-controller-down domain_name disable user-identity-rule
user-identity action

ad-agent-down disable user-identity-rule AD

. Vi*2'<>)|

. V[]:=+*?7"<>|@

. V[]:=+*2"<>

. AD
ASA
on-demand

AD
* AD ASA Windows
AD Active Directory ASA
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. Windows

R2

N

Windows 2003  Windows 2008 Windows 2008

Windows 2003 R2 AD

*AD

Installationand Setup Guide

for the Active Directory Agent

*«ASA AD AD ASA
AD ASA
Microsoft Active Directory
« Microsoft Active Directory Windows ASA
Windows 2003 2008
2008 R2
« ASA  Active Directory Active Directory  ASA
. ASA LDAP SSL
Active Directory Active Directory  SSL
Active Directory  SSL Microsoft
Active Directory
S
AD AD Microsoft
Active Directory Readme First for the Cisco Active Directory Agent
AD
1 ASA  Active Directory
2 ASA AD
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Active Directory .

3

4 ldentity-Based AD AD
ACL

Active Directory

ASA AD IP
Active Directory
ASA Active Directory

* Active Directory IP
* LDAP DN
. Active Directory

Active Directory

Active Directory

1  AAA Active Directory AAA
aaa-server server-tag protocol ldap

ciscoasa(config)# aaa-server adserver protocol ldap

2 AAA AAA Active Directory
AAA
aaa-server server-tag [(interface-name)] host{server-ip | name} [key] [timeoutseconds]

ciscoasa(config-aaa-server-group)# aaa-server adserver (mgmt) host 172.168.224.6

3 LDAP
Idap-base-dn string

ciscoasa(config-aaa-server-host)# ldap-base-dn DC=SAMPLE,DC=com

CLI 2: Cisco ASA 9.6 CLI .




. Active Directory

-

Idap-base-dn
Directory defaultNamingContext DN

LDAP

Idap-scope subtree

ciscoasa(config-aaa-server-host)# ldap-scope subtree

LDAP

Idap-login-password string

ciscoasa(config-aaa-server-host)# ldap-login-password obscurepassword

Idap-login-dn string

ciscoasa(config-aaa-server-host)# ldap-login-dn SAMPLE\userl

ASA DN
DN ASA
string LDAP
Idap-login-dn CN= Oou=
DC= DC=com
Microsoft Active Directory LDAP

server-type microsoft

ciscoasa(config-aaa-server-host)# server-type microsoft

Active Directory Active Directory

Idap-group-base-dn string

ASA  Active

128

Ou=

ciscoasa(config-aaa-server-host)# ldap-group-base-dn OU=Sample Groups,DC=SAMPLE,DC=com
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1"

Idap-group-base-dn

ASA  SSL Active Directory

Idap-over-ssl enable

ciscoasa(config-aaa-server-host)# ldap-over-ssl enable

LDAP over SSL Active Directory

Active Directory  SSL

server-port port-number

ciscoasa(config-aaa-server-host)# server-port 389

ciscoasa(config-aaa-server-host)# server-port 636

Idap-over-ssl
389 Idap-over-ssl
636

LDAP

group-search-timeout seconds

ciscoasa(config-aaa-server-host)# group-search-timeout

Active Directory

AD AD
AD
ASA
AD Active Directory
ASA AD

CLI 2: Cisco ASA 9.6 CLI
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. Active Directory

* AD IP

* ASA  AD
AD

1 AAA AD AAA

aaa-server server-tag protocol radius

ciscoasa(config)# aaa-server adagent protocol radius

2 AD

ad-agent-mode

ciscoasa(config)# ad-agent-mode

3 AAA AAA AD
AAA

aaa-server server-tag [(interface-name)] host {server-ip | name} [key] [timeoutseconds]

ciscoasa(config-aaa-server-group)# aaa-server adagent (inside) host 192.168.1.101

4 AD ASA
key key

ciscoasa(config-aaa-server-host)# key mysecret

5 AD

user-identity ad-agent aaa-server aaa_server_group_tag

ciscoasa(config-aaa-server-hostkey# user-identity ad-agent aaa-server adagent

aaa_server_group_tag AD
AD
2 AD
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AD ASA
AD AD
AAA RADIUS ASA AD

6 ASA AD

test aaa-server ad-agent

ciscoasa(config-aaa-server-host)# test aaa-server ad-agent

user-identity enable

ciscoasa(config)# user-identity enable

user-identity default-domain domain_NetBIOS _name

ciscoasa(config)# user-identity default-domain SAMPLE

domain_NetBIOS_name [a-z] [A-Z] [0-9] ['@#$%"&()-_=+[1{};.]
32 .

LOCAL
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NetBIOS
AD
ASA

VPN

3 AAA

Active Directory
IP

NetBIOS
Active Directory

LOCAL Web
Active Directory
VPN  Active Directory LDAP

Active Directory

LDAP

user-identity domain domain_nickname aaa-server aaa_server_group_tag

ciscoasa(config)# user-identity domain SAMPLE aaa-server ds

domain_nickname

4  NetBIOS

user-identity logout-probe netbios local-system probe-time minutes minutesretry-interval seconds

[a-z] [A-Z] [0-9] ['@#$%"&()-_=+[}:.]

secondsretry-count times user-not-needed [user-not-needed | match-any | exact-match]

ciscoasa(config)# user-identity logout-probe netbios
local-system probe-time minutes 10 retry-interval seconds 10

retry-count 2 user-not-needed

NetBIOS
ASA
NetBIOS

* Exact match NetBIOS

e User-not-needed ASA

2: Cisco ASA 9.6
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NetBIOS ASA
VPN
NetBIOS

ASA
IP

user-identity inactive-user-timer minutes minutes

ciscoasa(config)# user-identity inactive-user-timer minutes 120
IP

IP
ASA IP AD

ASA  NetBIOS
60 VPN

ASA  Active Directory

user-identity poll-import-user-group-timer hours hours

ciscoasa(config)# user-identity poll-import-user-group-timer hoursl

Active Directory ASA
poll-import
user-group-timer hours 8
user-identity update import-user

NetBIOS

user-identity action netbios-response-fail remove-user-ip

ciscoasa(config)# user-identity action netbios-response-fail remove-user-ip

ASA IP
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8  ActiveDirectory

user-identity action domain-controller-down domain_nickname disable-user-identity-rule

ciscoasa(config)# user-identity action domain-controller-down SAMPLE
disable-user-identity-rule

disable-user-identity-rule ASA
IP
show user-identity user
IP

9  user-not-found
user-identity user-not-found enable

ciscoasa(config)# user-identity user-not-found enable

1024 IP

10 AD

user-identity action ad-agent-down disable-user-identity-rule

ciscoasa(config)# user-identity action ad-agent-down disable-user-identity-rule
AD ASA

show user-identity user
IP

1" MAC ASA IP

user-identity actionmac-address-mismatch remove-user-ip

ciscoasa(config)# user-identity actionmac-address-mismatch remove-user-ip

ASA IP
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ASA  remove-user-ip

12 ASA AD IP

user-identity ad-agent active-user-database {on-demand | full-download}

ciscoasa(config)# user-identity ad-agent active-user-database full-download

ASA  full-download

 Full-download ASA ASA 1P/
1P/
AD
2
IP
* On-demand ASA IP
ASA AD
IP
ASA AD AD ASA
13 ASA AD Hello

user-identity ad-agent hello-timer seconds seconds retry-times number

ciscoasa(config)# user-identity ad-agent hello-timer seconds 20 retry-times 3

ASA AD Hello ASA  hello
ASA hello ASA in-sync
out-of-sync up down ASA AD

hello

Hello 30 5

14 ID
ASA 5

ASA

user-identity ad-agent event-timestamp-check

ciscoasa(config)# user-identity ad-agent event-timestamp-check
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. Identity-Based

ASA ASA
5
ASA
NTP ASA Active Directory Active Directory

15 AD

user-identity ad-agent aaa-server aaa_server_group_tag

ciscoasa(config)# user-identity ad-agent aaa-server ad-agent

aaa_server_group_tag aaa-server
Identity-Based
Identity-Based ASA ACL
[Guidelines]
ACL
* AAA
AAA AD
AAA AAA
ACL
AAA None
Any
None
AAA AAA
Any AAA
None AAA

access-list 100 ex permit ip user CISCO\xyz any any
access-list 100 ex deny ip user CISCO\abc any any
access-list 100 ex permit ip user NONE any any
access-list 100 ex deny any any

access-group 100 in interface inside
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access-list 200 ex deny ip user ANY any any
access-list 200 ex permit user NONE any any
aaa authenticate match 200 inside user-identity

. Web Web
Web ASA
Web ScanCenter
* VPN VPN ACL
VPN
ASA VPN
VPN ACL no sysopt
connection permit-vpn
ACL VPN

VPN

user-statistics [accounting | scanning]

ciscoasa(config)# class-map c-identity-example-1

ciscoasa(config-cmap)# match access-list identity-example-1
ciscoasa(config-cmap)# exit

ciscoasa(config)# policy-mapp-identity-example-1

ciscoasa(config-pmap)# class c-identity-example-1
ciscoasa(config-pmap)# user-statistics accounting
ciscoasa(config-pmap)# exit

ciscoasa(config)# service-policy p-identity-example-1 interface outside

accounting ASA
scanning ASA
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AAA

-

ASA

* ASA IP

« Active Directory

ASA

. LDAP

* ASA

user-statistics

172.1.1.118

IP

ASA
accounting scanning
IP 71.1.2.93
172.1.1.118 HTTPS Web

Active Directory

Active Directory

ciscoasa(config)# access-list AUTH extended permit tcp any 172.1.1.118 255.255.255.255

eq http

ciscoasa(config)# access-list AUTH extended permit tcp any 172.1.1.118 255.255.255.255

eq https

ciscoasa(config)# aaa-server LDAP protocol ldap
ciscoasa(config-aaa-server-group)# aaa-server LDAP (inside) host 171.1.2.93
ciscoasa(config-aaa-server-host)# ldap-base-dn DC=cisco,DC=com
ciscoasa(config-aaa-server-host)# ldap-group-base-dn DC=cisco,DC=com
ciscoasa(config-aaa-server-host)# ldap-scope subtree
ciscoasa(config-aaa-server-host)# ldap-login-dn
cn=kao,0OU=Employees,OU=CiscoUsers,DC=cisco,DC=com
ciscoasa(config-aaa-server-host)# ldap-login-password *****
ciscoasa(config-aaa-server-host)# ldap-over-ssl enable
ciscoasa(config-aaa-server-host)# server-type microsoft
ciscoasa(config-aaa-server-host)# aaa authentication match AUTH inside LDAP

ciscoasa(config)#
ciscoasa(config)#
ciscoasa(config)#
ciscoasa(config)#
ciscoasa(config)#
ciscoasa(config)#
ciscoasa(config)#

2: Cisco ASA

http server enable
http 0.0.0.0 0.0.0.0 inside

auth-prompt prompt Enter Your Authentication
auth-prompt accept You are Good
auth-prompt reject Goodbye
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AAA 2 I}

AAA 2

* access-list AAA
access-list 100 ex deny any any permit user NONE

« auth access-list permit user NONE

ciscoasa(config)# access-list listenerAuth extended permit tcp any any
ciscoasa(config)# aaa authentication match listenerAuth inside ldap
ciscoasa(config)# aaa authentication listener http inside port 8888
ciscoasa(config)# access-list 100 ex permit ip user SAMPLE\userl any any
ciscoasa(config)# access-list 100 ex deny ip user SAMPLE\user2 any any
ciscoasa(config)# access-list 100 ex permit ip user NONE any any
ciscoasa(config)# access-list 100 ex deny any any

ciscoasa(config)# access-group 100 in interface inside

ciscoasa(config)# aaa authenticate match 200 inside user-identity

VPN

ASA VPN Web
AD AD
ASA IP
HTTP/HTTPS ASA
ASA VPN LOCAL
VPN 2
VPN
. VPN VPN
VPN
VPN
sysopt connection permit-vpn VPN
VPN
ACL VPN
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VPN

VPN
LOCAL LOCAL LOCAL
1 Apply VPN-Filter with bypassing access-list check disabled
no sysopt connection permit-vpn
access-list vl extended deny ip user LOCAL\idfw any 10.0.0.0 255.255.255.0
access-list vl extended permit ip user LOCAL\idfw any 20.0.0.0 255.255.255.0
access-group v1 in interface outside
VPN
sysopt connection permit-vpn VPN
VPN VPN
VPN
idfw 10.0.00/24
userl 10.0.00/24
VPN
LOCAL LOCAL
LOCAL
S
VPN ACL
VPN
ping

-

ping

! Apply VPN-Filter with bypassing access-list check enabled
sysopt connection permit-vpn
access-list vl extended permit ip user LOCAL\idfw any 10.0.0.0 255.255.255.0
access-list v2 extended deny ip user LOCAL\userl any 10.0.0.0 255.255.255.0
username userl password QkBIIYVi6IFLESYv encrypted privilege O
username userl attributes

vpn-group-policy groupl vpn-filter value v2
username idfw password eEm2dmjMaopcGozT encrypted
username idfw attributes

vpn-group-policy testgroup vpn-filter value vl
sysopt connection permit-vpn
access-list vl extended permit ip user LOCAL\idfw any 10.0.0.0 255.255.255.0
access-list vl extended deny ip user LOCAL\userl any 10.0.0.0 255.255.255.0
group-policy groupl internal
group-policy groupl attributes

vpn-filter value vl

vpn-tunnel-protocol ikevl 12tp-ipsec ssl-client ssl-clientless
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« show user-identity ad-agent
AD

« show user-identity ad-agent statistics
AD

« show user-identity memory

« show user-identity user all list

1P/

« show user-identity user active user domainuser-name\list detail

« show user-identity group
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8.4(2)

user-identity enable user-identity
default-domain user-identity domain
user-identity logout-probe user-identity
inactive-user-timer user-identity
poll-import-user-group-timer
user-identity action
netbios-response-fail user-identity
user-not-found user-identity action
ad-agent-down user-identity action
mac-address-mismatch  user-identity
action domain-controller-down
user-identity ad-agent
active-user-database user-identity
ad-agent hello-timer user-identity
ad-agent aaa-server user-identity
update import-user dns
domain-lookup dns poll-timer dns
expire-entry-timer object-group user,
show user-identity show dns clear
configure user-identity clear dns
debug user-identity

-
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ASA Cisco TrustSec

ASA  Cisco TrustSec

« Cisco TrustSec 99

« Cisco TrustSec 108

« Cisco TrustSec ASA 112

« Cisco TrustSec 127

« Cisco TrustSec AnyConnect VPN 127
« Cisco TrustSec 129

« Cisco TrustSec 131

Cisco TrustSec

Cisco TrustSec ID

1 Cisco TrustSec
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. Cisco TrustSec ~ SGT SXP

Cisco TrustSec

. URL

Cisco TrustSec

Cisco TrustSec

Cisco TrustSec ASA
LAN WLAN

Cisco TrustSec
Cisco TrustSec

Cisco TrustSec  SGT SXP

Cisco TrustSec
RBAC

Cisco TrustSec
SGT
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Cisco TrustSec

SGT SGT ACL
SGT RADIUS IEEE 802.1X Web MAC
MAB SGT IP
SGT
SXP SGT ACL
SGT
IP-to-SGT Cisco TrustSec
SXP IP-SGT
SXP TCP
SXP TCP 64999 SXP
IP
Cisco TrustSec
Cisco TrustSec
. AR
PC MACsec IP
. PDP
PDP 802.1x MAB Web PDP
VLAN DACL Security Group Access SGACL/SXP/SGT
Cisco TrustSec Cisco ldentity Services Engine ISE PDP
CiscoISE
. PIP
LDAP
Session Directory  IPS Communication Manager
. PAP
PAP Cisco TrustSec
Cisco TrustSec
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Cisco TrustSec

AR  PDP
PEP

ASA

Cisco ASA
ASA

mktg-server

2: Cisco ASA 9.6

Cisco Secure Access Control System  802.1x SGT
PAP
PEP
PEP
AR
PEP SXP
IP-SGT
Catalyst Switches
VPN SAN
PEP SXP

mktg-contractor
mktg-corp-user mktg-server corp-server

1 SGT

Cisco TrustSec

CLI
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10:

— I".I'Iktg =TT

- 52 e 2 dl
Ly .i -i\g

Access Access
=';--" Switch Smtch EI
End Points
(Access Requestors) Corp servers
g
"
Cisco TrustSec
Cisco TrustSec
. SGT
* SGT Cisco TrustSec
* ASA Cisco TrustSec IP-SGT
. 802.1x
N
ASA
Cisco TrustSec ASA ISE Protected Access Credential
PAC
PAC ASA ISE
ASA ISE PAC RADIUS
Cisco TrustSec
SGT
ISE
ASA
ASA
cu 2: Cisco ASA 9.6 cu
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11:

mmantlcatlun

End-Paoint
(AR)

4. ASA

ASA

5. ASA

SGT
ASA

2: Cisco ASA

IPv4

SGT

9.6

IPv6

ASA

ASA
syslog

Cisco TrustSec

AD (PIF)

ISE (POP/PAP) |<—» |

ser - [ag

::'— ) 4
>
SKP Data Flow .
Switch \“—“j Firewall
(PEP) ‘\ (FEP)
| Tag —» Policy | | Tag —» Policy
Cisco TrustSec
802.1X Web
SXP
SXP IP-SGT
SGT
ASA IP-SGT
IP-SGT
IP-SGT
SXP IP
IP-SGT
ASA SXP IP-SGT
ASA SGT
ASA
ASA

CLI
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ISE
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ISE B

syslog ISE
ASA
syslog
ASA ISE
ISE
ASA
ISE
ASA
ISE ASA
syslog
* ASA
ASA
* PAP
ASA

CLI 2: Cisco ASA 9.6 CLI .
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* PAP
syslog

* PAP

ASA SXP IP-SGT
SXP
SXP
IP-SGT
ASA
ASA SXP SXP
ASA
. ASA IP-SGT
ASA

. SGT

SXP
SXP
SXP
syslog
SXP IP-SGT
ASA SXP SXP
IP-SGT
SXP
SXP IP-SGT SXP IP-SGT
SXP
IP-SGT
IP SXP IP-SGT
2: Cisco ASA 9.6 CLI
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ISE

ISE

ASA

SXP

ASA  SXP

SXP

ASA  PAC

ASA

ISE

IP-SGT

ISE  ASA B

SXP IP-SGT
SXP
SXP
SXP
ISE Cisco TrustSec
ISE ASA

[Administration] > [Network Devices] > [Network Devices]

[Add]
ASA IP
ISE

ASA  AAA
AAA

ASA

ISE ASA

RADIUS

ISE

[Authentication Settings]

ISE
ISE

ISE

AAA

ASA

ASA

ISE

[Policy] > [Policy Elements] > [Results] > [Security Group Access] > [Security Group]

CLI 2: Cisco ASA

9.6
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3 ASA
ASA
ISE [Security Groups]
4 [Security Group Access] ASA ID
PAC
S
PAC ASA ISE RADIUS
ASA
1 ISE
2 [Administration] > [Network Resources] > [Network Devices]
3 ASA
4 [Security Group Access (SGA)] [Generate PAC]
5 PAC
PAC
ISE
ISE PAC ASA TFTP FTP HTTP HTTPS
SMB PAC PAC
ASA
Cisco TrustSec

Cisco TrustSec

ASA

. CLI 2: Cisco ASA 9.6 CLI



* ASA

* ASA

* ASA ISE

* ISE

* ASA

* ASA

IPv6

ASA
IPv4

IPv6  IPv6

2 SGT

* SAP

* SGT

ASA
SGT

* ASA5585-X

HA

PAC

MACsec

ASA

SGT

CLI 2: Cisco ASA 9.6

Cisco TrustSec .

ASA PAC

ISE
2
Cisco TrustSec
ASA ASA
ASA
PAC
SXP AAA
EtherChannel
BVI
SGT
2

-




. Cisco TrustSec

* ASASM

* ASA

* SXP
ASA

* Cisco TrustSec

* ASA
* ASA

* NAT

* SXP

* SXP

* ASA

. CLI 2: Cisco ASA

ASA 5585-X
ASA
1
IP
SXP
2
SXP 3 ASA
SXP
ASA ISE
Smart Call Home
Cisco TrustSec
SGT
SXP
IP-SGT
IP-SGT
ASA
SXP
SXP
SXP

9.6

CLI

ASA 5585-X

ASA 5585-X

ASA5585-X

SXP

NAT
IP-SGT
ASA

SXP

ASA



Cisco TrustSec .

IP-SGT ASA
SXP
SXP
ASA SXP
SXP
* ASA IP SXP
SXP IP
ASA
. PAC ASA ISE
PAC ASA
* PAC PAC
PAC ASA
ISE PAC ASA
ASA
ASA
. ISE ASA
SGT
ASA ASA
syslog
. ISE 1.0
* SXP ASA 2 SXP
(SXP peer A) - - - - (ASA) - - - (SXP peer B)
Cisco TrustSec ASA SXP
ASA no-NAT no-SEQ-RAND MD5-AUTHENTICATION TCP
SXP SXP TCP 64999
TCP
TCP ASA

access-list SXP-MD5-ACL extended permit tcp host peerA host peerB eq 64999
access-list SXP-MD5-ACL extended permit tcp host peerB host peerA eq 64999

tcp-map SXP-MD5-OPTION-ALLOW
tcp-options range 19 19 allow

class-map SXP-MD5-CLASSMAP
match access-list SXP-MD5-ACL

CLI 2: Cisco ASA 9.6 CLI




. Cisco TrustSec

ASA

policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class SXP-MD5-CLASSMAP
set connection random-sequence-number disable
set connection advanced-options SXP-MD5-OPTION-ALLOW
set connection advanced-options tcp-state-bypass
service-policy global_policy global

Cisco TrustSec ASA
Cisco TrustSec ASA
Cisco TrustSec ASA ISE
* |SE ASA 107
* |SE 107
* PAC 108
1 Cisco TrustSec AAA 112
2 PAC 114
3 Security Exchange Protocol 116
SXP
4 SXP 118
5 120
6 120
7 2 122
Cisco TrustSec AAA
Cisco TrustSec  AAA ASA
AAA
2: Cisco ASA 9.6 cL
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Cisco TrustSec AAA .

. RADIUS
ASA RADIUS
* ISE ISE ASA ISE
ISE
1 AAA ISE ASA  AAA

aaa-server server-tag protocol radius

ciscoasa(config)# aaa-server ISEserver protocol radius

server-tag

2 AAA
exit
ciscoasa(config-aaa-server-group)# exit

3 AAA AAA

ciscoasa(config)# aaa-server server-tag(interface-name) host server-ip

ciscoasa(config)# aaa-server ISEserver (inside) host 192.0.2.1

interface-name ISE
server-tag AAA
server-ip ISE IP

4 ISE ASA
key key

ciscoasa(config-aaa-server-host)# key myexclusivekey

CLI 2: Cisco ASA 9.6 CLI .
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PAC

-

key 127
ISE ISE ASA ISE

AAA

exit

ciscoasa(config-aaa-server-host)# exit

Cisco TrustSec AAA

cts server-group AAA-server-group-name

ciscoasa(config)# cts server-group ISEserver

AAA-server-group-name 1 server-tag AAA
ASA 1 Cisco TrustSec
Cisco TrustSec ISE ASA

ciscoasa(config)#aaa-server ISEserver protocol radius
ciscoasa(config-aaa-server-group)# exit

ciscoasa(config)# aaa-server ISEserver (inside) host 192.0.2.1
ciscoasa(config-aaa-server-host)# key myexclusivemumblekey
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config)# cts server-group ISEserver

PAC

« ASA PAC ISE Cisco TrustSec
ASA

2: Cisco ASA 9.6 CLI



PAC

* ISE PAC PAC
ASA PAC
* ASA ISE PAC ASA
TFTP FTP HTTP HTTPS SMB PAC
PAC ASA

* ASA

PAC

Cisco TrustSec PAC

cts import-pacfilepath password value

ciscoasa(config)# cts import-pac disk0:/xyz._pac password IDFW-pac99

value PAC
ISE

filepath 1

« disk0 disk0

« diskl diskl

« flash

«ftp FTP

e http HTTP

e https HTTPS
*smb SMB
o tftp TFTP

ehttp HTTP
e https HTTPS
esmb SMB

CLI 2: Cisco ASA 9.6 CLI .




. Security Exchange Protocol

«tftp TFTP

PAC ASA

ciscoasa(config)# cts import pac disk0:/pacl23.pac password hideme

PAC file successfully imported

PAC ASA

ciscoasa(config)# cts import-pac terminal password A9875Za551

Enter the PAC file data

in ASCII hex format

End with the word "quit" on a line by itself.

ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#

01002904050000010000000000000000
0000000000000000111112121121111111
11111111111111112222222222222222
222222222222222276d7d64b6be4804b
Ob4fdca3aeeel1950ecd0e47c34157e5
25f4964ed75835cdeOadb7e198e0bcdb
6aa8e363b0e4f9b4ac241be9ab576d0b
alfcd34e5dd05dbel312cbfea072fdb9
ee3561Fh611Fe987d2d8f0ac3ef0467627
7¥8b137da2b840e16da520468b039bae
36a4d844acc85cdefd7cb2cc58787590
ef123882a69b6c37bdbc9320e403024F
354d42f404ec2d67ef3606575014584b
2796e65ccd6e6c8d14d92448a8b24f6e
47015a21f4f66cf6129d352bdfd4520F
3f0c6¥340a80715df4498956efel5dec
c08bb9a58ch6chb83ac91a3c40ce61del
284b743e521d68e848685e2d78c33633
f2b4c5824138fFc7bac9d9b83ac58FFof
1dbc84c416322F1F3c5951¢cf2132994a
a7cf20409df1d0d6621eba2b3af83252
70d0130650122bdb13a83b2dae55533a
4a394121b441el164

quit

PAC Imported Successfully

ciscoasa(config)#

Security Exchange Protocol

-

Cisco TrustSec

Security Exchange Protocol SXP

UP/UP
SXP
SXP

show running-config

2: Cisco ASA 9.6
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Security Exchange Protocol .

“WARNING: SXP configuration in process, please wait for a few moments and try again.”

1 ASA SXP SXP

cts sxp enable

ciscoasa(config)# cts sxp enable

2 SXP IP

cts sxp default source-ip ipaddress

ciscoasa(config)# cts sxp default source-ip 192.168.1.100

ipaddress IPv4 IPv6
SXP IP ASA
IP
SXP
SXP IP ASA route/ARP
SXP SXP IP
ASA  route/ARP SXP IP
3 SXP TCP MD5
SXP

cts sxp default password [0 | 8] password

ciscoasa(config)# cts sxp default password 8 IDFW-TrustSec-99

SXP

*8 162

CLI 2: Cisco ASA 9.6 CLI .
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SXP

.

ASA  SXP SXP

cts sxp retry period timervalue

ciscoasa(config)# cts sxp retry period 60
ASA

0 64000
120 0 ASA  SXP

SXP

cts sxp reconciliation period timervalue

ciscoasa(config)# cts sxp reconciliation period 60

SXP SXP ASA
SXP ASA
ASA SXP
ASA SXP
ASA
ASA
SXP
1 64000 120
SXPv2 IPv4

cts sxp mapping network-map maximum_hosts

SXPv2 SGT
ASA IPv4
IPv6
0 65535 0
SXP
2: Cisco ASA 9.6 CLI



SXP SXP

SXP B

cts sxp connection peer peer_ip_address [source source_ip_address] password {default | none} [mode

{local | peer}] {speaker | listener}

ciscoasa(config)# cts sxp connection peer 192.168.1.100 password default mode peer speaker

SXP IP
peer_ip_address SXP
source_ip_address SXP
ASA
SXP IP
IP
SXP

e default SXP

*none SXP
SXP
* local SXP
* peer SXP
SXP ASA

e speaker ASA  IP-SGT

« listener ASA

ASA  SXP

1Pv4 IPv6

IPv4 IPv6

ASA  route/ARP

IP-SGT

SXP

IP ASA

SXP

ciscoasa(config)# cts sxp connection peer 192.168.1.100 password default

mode peer speaker

ciscoasa(config)# cts sxp connection peer 192.168.1.101 password default

mode peer speaker

CLI 2: Cisco ASA
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ASA ISE SGT

ASA ASA ISE

¢ |SE AAA

* |SE PAC

* Cisco TrustSec ASA AAA

ISE
ISE ASA
ASA ASA
ISE ASA
“
ISE ASA
ASA

ISE
cts refresh environment-data
ciscoasa(config)# cts refresh environment-data
Cisco TrustSec ASA ACL

Cisco TrustSec
ACL

. CLI 2: Cisco ASA 9.6 CLI



. ACL Cisco TrustSec
ACE 38

* ACL
19

Cisco TrustSec
sample_securitygroupl 10.0.0.0 255.0.0.0
10.0.0.0/8 IP

IP IP Active Directory
FQDN

ACL

object-group security objgrp-it-admin
security-group name it-admin-sg-name
security-group tag 1
object-group security objgrp-hr-admin
security-group name hr-admin-sg-name // single sg_name
group-object it-admin // locally defined object-group as nested object
object-group security objgrp-hr-servers
security-group name hr-servers-sg-name
object-group security objgrp-hr-network
security-group tag 2
access-list hr-acl permit ip object-group-security objgrp-hr-admin any
object-group-security objgrp-hr-servers

ACL

Imatch src hr-admin-sg-name from any network to dst host 172.23.59.53
access-list idw-acl permit ip security-group name hr-admin-sg-name any host 172.23.59.53

Imatch src hr-admin-sg-name from host 10.1.1.1 to dst any
access-list idfw-acl permit Ip security-group name hr-admin-sg-name host 10.1.1.1 any

Imatch src tag 22 from any network to dst hr-servers-sg-name any network
access-list idfw-acl permit Ip security-group tag 22 any security-group
name hr-servers-sg-name any

Imatch src user mary from any host to dst hr-servers-sg-name any network

access-list idfw-acl permit Ip user CSCO\mary any security-group
name hr-servers-sg-name any

CLI 2: Cisco ASA 9.6 CLI




Imatch src objgrp-hr-admin from any network to dst objgrp-hr-servers any network
access-list idfw-acl permit ip object-group-security objgrp-hr-admin any
object-group-security objgrp-hr-servers any

Imatch src user Jack from objgrp-hr-network and ip subnet 10.1.1.0/24

! to dst objgrp-hr-servers any network

access-list idfw-acl permit ip user CSCO\Jack object-group-security
objgrp-hr-network 10.1.1.0 255.255.255.0 object-group-security objgrp-hr-servers any

Imatch src user Tom from security-group mktg any google.com
object network net-google

fqdn google.com

access-list sgacl permit ip sec name mktg any object net-google

1 If user Tom or object_group security objgrp-hr-admin needs to be matched,

I multiple ACEs can be defined as follows:

access-list idfw-acl2 permit ip user CSCO\Tom 10.1.1.0 255.255.255.0
object-group-security objgrp-hr-servers any

access-list idfw-acl2 permit ip object-group-security objgrp-hr-admin
10.1.1.0 255.255.255.0 object-group-security objgrp-hr-servers any

Cisco TrustSec

SGT 16 ID
ASA
ID

SGT 2 SGT
ASA EtherType 0x8909
ASA

ID

2SGT
2 SGT

. CLI 2: Cisco ASA 9.6 CLI



12: 2S86GT
Switch Router
q Inline Tagged Inline Tagged
B S5GT100 SGT 100
ASA
Untagged Untagged
SGT 100 = User 1
ACL: Allow User 1
o access server -
| §
Uszer 1 Server 5
4:
SGT IP-SGT
cts manual SGT IP-SGT SGT IP-SGT
cts manual policy static sgt | SGT policy static sgt sgt_number SGT policy static sgt sgt_number
sgt_number
cts manual policy static sgt | SGT SGT |SGT policy static sgt sgt_number
sgt_number trusted
CLI 2: Cisco ASA 9.6 CLI




IP-SGT

IP-SGT
0x0

SGT

cts manual

cts manual

propagate sgt

cts manual

no propagate sgt

6 : to-the-box

to-the-box

from-the-box

from-the-box

to-the-box

to-the-box
cts manual

SGT

ctsmanual
from-the-box

cts manual
propagate sgt

SGT
no

IP-SGT

cts manual
from-the-box

cts manual
sgt

IP-SGT
propagate

SGT

-

IP-SGT
0x0

IP-SGT

SGT

2: Cisco ASA 9.6
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interface id

ciscoasa(config)# interface gigabitethernet 0/0

25GT CTS

cts manual

ciscoasa(config-if)# cts manual

propagate sgt

ciscoasa(config-if-cts-manual)# propagate sgt

CTS
policy static sgt sgt_number [trusted]

ciscoasa(config-if-cts-manual)# policy static sgt 50 trusted

static SGT
sgt sgt_number SGT
2 65519
trusted SGT
SGT untrusted
2SGT

ciscoasa(config)# interface gi0/0

CLI 2: Cisco ASA 9.6 CLI .
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ciscoasa(config-if)# cts manual
ciscoasa(config-if-cts-manual)# propagate sgt
ciscoasa(config-if-cts-manual)# policy static sgt 50 trusted

IP-SGT
IP-SGT

IP-SGT
cts role-based sgt-map {IPv4_addr[/mask] | IPv6_addr[/prefix]} sgt sgt_value

ciscoasa(config)# cts role-based sgt-map 10.2.1.2 sgt 50

IPv4 IPv6 10.100.10.0/24
IPv6
sgt value SGT 2 65519
SGT SGT
IP-SGT SGT policy static
sgt SGT

packet-tracer

packet-tracer
IP

ciscoasa# packet-tracer input inside tcp inline-tag 100
security-group name alpha 30 security-group tag 31 300
Mapping security-group 30:alpha to IP address 10.1.1.2.
Mapping security-group 3l:bravo to IP address 192.168.1.2.

Phase: 1

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 192.168.1.0 255.255.255.0 outside....
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Cisco TrustSec .

SGT Cisco CMD EtherType 0x8909
capture capture-name type inline-tag tag

SGT show capture

ciscoasa# show capture my-inside-capture

: 11:34:42.931012 INLINE-TAG 36 10.0.101.22 > 10.0.101.100: icmp: echo request
11:34:42.931470 INLINE-TAG 48 10.0.101.100 > 10.0.101.22: icmp: echo reply
11:34:43.932553 INLINE-TAG 36 10.0.101.22 > 10.0.101.100: icmp: echo request
11.34.43.933164 INLINE-TAG 48 10.0.101.100 > 10.0.101.22: icmp: echo reply

A WNBE

Cisco TrustSec

Cisco TrustSec ASA

// Import an encrypted CTS PAC file
cts import-pac asa.pac password Cisco
// Configure ISE for environment data download
aaa-server cts-server-list protocol radius
aaa-server cts-server-list host 10.1.1.100 ciscol23
cts server-group cts-server-list
// Configure SXP peers
cts sxp enable
cts sxp connection peer 192.168.1.100 password default mode peer speaker
//Configure security-group based policies
object-group security objgrp-it-admin
security-group name it-admin-sg-name
security-group tag 1

object-group security objgrp-hr-admin
security-group name hr-admin-sg-name
group-object it-admin
object-group security objgrp-hr-servers
security-group name hr-servers-sg-name
access-list hr-acl permit ip object-group-security objgrp-hr-admin any
object-group-security objgrp-hr-servers
//Configure security group tagging plus Ethernet tagging

interface gi0/1

cts manual

propagate sgt

policy static sgt 100 trusted

cts role-based sgt-map 10.1.1.100 sgt 50

Cisco TrustSec AnyConnect VPN

ASA VPN AAA
VPN
SGT VPN
2 Cisco TrustSec
AAA SGT

CLI 2: Cisco ASA 9.6 CLI .




. VPN SGT

VPN SGT
1. ISE AAA VPN
2. ASA ISE AAA SGT
ASA P

3. ASA AAA

4. ASA AAA SGT IP 2
SGT
5. SGT Cisco TrustSec
AAA VPN SGT ASA
SGT SGT
0x0
Y
ISE CoA ISE
VPN
VPN
VPN SGT
SGT
1 VPN SGT
a)

group-policy name

ciscoasa(config)# group policy Grpolicyl

b) SGT
security-group-tag {none | value sgt}

value 2 65519 SGT
none

. CLI 2: Cisco ASA 9.6 CLI



a)

b)

c)

Cisco TrustSec

ciscoasa(config-group-policy# security-group-tag value 101

SGT

username name {nopassword | password password [encrypted]} [privilege priv_level]}

ciscoasa(config)# username newuser password changeme encrypted privilege 15

username name attributes

asa3(config)# username newuser attributes
asa3(config-username)#

SGT

security-group-tag {none | value sgt}

value 2 65519 SGT
none

ciscoasa(config-username)# security-group-tag value 101

Cisco TrustSec

Cisco TrustSec

* show running-config cts
« show running-config [all] cts role-based [sgt-map]
IP-SGT

« show cts sxp connections

ASA  SXP

* show conn security-group

CLI 2: Cisco ASA 9.6 CLI .




. Cisco TrustSec

.

« show cts environment-data

ASA

SXP

* show cts sgt-map

« show asp table cts sgt-map

IP

« show cts pac

ISE

2: Cisco ASA

ASA
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Cisco TrustSec .

Cisco TrustSec

7: Cisco TrustSec

Cisco TrustSec 9.0(1) Cisco TrustSec ID

1 Cisco TrustSec

ASA  Cisco TrustSec

Cisco
TrustSec
IP
ASA
Cisco
TrustSec

access-list extended  cts sxp enable  cts server-group cts sxp
default cts sxp retry period cts sxp reconciliation period cts sxp
connection peer cts import-pac cts refresh environment-data
object-group security security-group show running-config cts
show running-config object-group clear configure cts clear
configure object-group showctspac show cts environment-data
show cts environment-data sg-table  show cts sxp connections  show
object-group show configure security-group clear cts
environment-data debugcts, packet-tracer

CLI 2: Cisco ASA 9.6 CLI .
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9.3(1)

SGT
2SGT
ASA
EtherType 0x8909

cts manual policy static sgt propagate sgt cts role-based
sgt-map showctssgt-map packet-tracer capture show capture
show asp drop show asp table classify show running-config all
clear configure all write memory

Security Exchange Protocol

3 Cisco TrustSec

SXP ]9.6(1)

ASA  Cisco Trustsec
SGT SXPv3

cts sxp mapping network-map cts role-based sgt-map show cts
sgt-map show cts sxp sgt-map show asp table cts sgt-map

-

2: Cisco ASA
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ASA FirePOWER

ASA

* ASA FirePOWER
* ASA FirePOWER
* ASA FirePOWER
* ASA FirePOWER
* ASA FirePOWER
* ASA FirePOWER
* ASA FirePOWER
* ASA FirePOWER
* ASA FirePOWER
* ASA FirePOWER

ASA FirePOWER

ASA FirePOWER
Control AVC URL

ASA FirePOWER
ASA 5585-X

ASA FirePOWER

CLI 2: Cisco ASA
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133
138
138
140
141
150
155
165
168
169
NGIPS Application Visibility and
AMP
ASA
ASA FirePOWER
ASAFirePOWER
96 cLl




B AsariePower

ASA
. ASA
ASA FirePOWER ASA
ASAFirePOWER
ASA
TCP
. FirePOWER
ASA
SPAN
ASA ASAFirePOWER
ASA

ASA

ASA ASAFirePOWER
ASA FirePOWER
ASA
FirePOWER ASA  ASA FirePOWER
ASA

1. ASA
2. VPN
3.
4. ASA FirePOWER
5. ASA FirePOWER
6. ASA ASA FirePOWER

7. VPN
8. ASA
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ASA FirePOWER
ASA FirePOWER
ASA
13: ASA ASA FirePOWER
ASA
Main System

! ¢ Firewall g~ VPN ™

P——— il

Diverted Traffic

ASAFirePOWER

™ inspection

ASA FirePOWER|

i

\, Policy_/ “E‘:'_‘_‘*'_ﬁr!r’lf't_i‘_:f_'_"/' autside

A7 1444

ASA FirePOWER

2 ASA
ASAFirePOWER ASAFirePOWER
ASA FirePOWER
ASA FirePOWER
“
ASA
1
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14 : ASA FirePOWER

ASA

Main System

ﬁl s /Ewewall\‘-/f VPN \—1—@1
¢ inside outside ==

A\, Policy / \Decryption |

Copied Traffic

[ ASAFirePOWER
B ingpection -

- -

ASA FirePOWER

AT145

ASA FirePOWER

ASA FirePOWER
IDS

ASA ASA
FirePOWER

ASA

ASA

ASA FirePOWER
SPAN

15: ASA FirePOWER

= Main System .
- (Firewall VPN
- \_Policy ;F@fc"b’m'

o Forwarded Tra’rhc

~~ ASAFirePOWER i,
~.__ inspection _____,f

|ASA FirePOWER

 Backplane

403423
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ASA FirePOWER
ASA FirePOWER
CLI
ASA FirePOWER
« Firepower/FireSIGHT Management Center Management Center
Management Center
6.0 Firepower
FireSIGHT
*« ASDM / ASDM
ASA
ASA HTTP
ASA FirePOWER ASA HTTP
ASA
» ASA FirePOWER HTTP ASA
* ASA FirePOWER Web
ScanSafe Web
ASA FirePOWER
ASA FirePOWER
» Mobile User Security MUS ASA
FirePOWER
ASA ASA FirePOWER
ASA FirePOWER URL
ASA FirePOWER FirePOWER Management Center HTTP
URL
URL
ASA FirePOWER FirePOWER Management Center
ASAHTTP ASA CX HTTP

CLI 2: Cisco ASA 9.6 CLI
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B AsariePower

ASA FirePOWER
FirePOWER Management Center HTTP GET

ASA FirePOWER ASA  HTTP
« ASA FirePOWER ASA  HTTP
HTTP ASA FirePOWER
ASA HTTP
« ASAHTTP HTTP

policy-map type inspect http http_inspection_policy
parameters
no protocol-violation action drop-connection

. ASA CX ASA FirePOWER FirePOWER
Management Center IP CX

ASA FirePOWER

ASA FirePOWER

Firepower/FireSIGHT Management Center ASA FirePOWER

Management Center

FireSIGHT System User Guide 5.4 Firepower Management Center
Configuration Guide 6.0 FireSIGHT Management Center
ASDM ASA FirePOWER ASA  FirePOWER

ASA

FirePOWER Module User Guide 5.4 ASA FirePOWER Services Local
Management Configuration Guide 6.0 ASDM
ASA

ASA FirePOWER

ASA
ASA FirePOWER ASA ASA  ASA FirePOWER

. CLI 2: Cisco ASA 9.6 CLI



ASA FirePOWER B

ASA ASA
FirePOWER
)
ASA FirePOWER
CLlI clear
configure interface
ASA
ASA FirePOWER
)
ASA FirePOWER
CLI clear configure interface
* ASA ASA FirePOWER
Cisco ASA Compatibility
* ASA5512-X  ASA 5555-X SSD
ASA 5500-X
5506-X 5508-X 5516-X SSD
* ASA5585-X
ASA FirePOWER
» ASA 5585-X ASA FirePOWER
30

ASA FirePOWER ASDM

+ ASDM ASA ASDM ASA FirePOWER

Cisco ASA
Compatibility

CLI 2: Cisco ASA 9.6 CLI .
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. ASA 15
ASAFirePOWER
ASA
FirePOWER

« Java 7 Update 51 Java 8 ASA  ASAFirePOWER
ID Install an Identity Certificate for ASDM

« ASDM  Firepower Management Center

* ASA 137

* ASA.

* ASA  NetFlow flow-export delay flow-create ASA
FirePOWER
ASA
NetFlow

ASA FirePOWER

ASA FirePOWER

8:ASA FirePOWER

IP 192.168.45.45/24
192.168.8.8/24

Gateway

192.168.8.1/24

SSH session admin
Username
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ASA FirePOWER

Password
. 6.0 Admin123
* 6.0 Sourcefire
Adminl23
ASA FirePOWER
ASA FirePOWER
ASA FirePOWER
ASA FirePOWER
ASA
ASA 5585-X
ASA FirePOWER ASA

ASA 5585-X ASA FirePOWER SSP  ASA FirePOWER Management 1/0

)| TeaiEal T

1
ASA Management 0/0
Default IP: 192.168.1.1

ATadE

ASA FirePOWER 1/0
1/1 ASAFirePOWER
1/x ASA
ASA
ASA
ASA FirePOWER  ASA

Management 1/0
Management 1/0 ASA
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ASA 5506-X  ASA 5555-X

Module Gateway
tointernet A28

management _@_
ASA Management 0/0 [ J

C Internet

Y

Module Management 1/0
Sef IP to be on same nelwork as MOD
Management PC

ASA 5506-X  ASA 5555-X

ASA FirePOWER
ASA FirePOWER 0/0 1/1
ASA
ASA FirePOWER
ASA FirePOWER
ASA
ASA
ASA IP
ASA
1. ASA ASA FirePOWER
IP
2. ASA FirePOWER
3. 2
ASAFirePOWER ASA
Management Computer
DHCP from inside ifc: 192.168.1.x ASA FirePOWER Default Gateway
Layer 2 \
Switch .
inside Outside
GigabitEthernet 1/2 GigabitEthernet 1/1 }
192.168.1.1

S
DHCP from outside nw

(May be required)
Firepower Management Center
DHCP from inside ifc: 192.168.1.x

Management 1/1

No ASA IP address
ASA FirePOWER IP address: 192.168.1.2

. CLI 2: Cisco ASA 9.6
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ASA5506-X 5508-X 5516-X
IP ASA

0/0 171  ASA IP

ASA FirePOWER
ASA IP
ASA  ASA FirePOWER

ASA 5585-X
ASA FirePOWER ASA

ASA 5585-X  ASA FirePOWER SSP  ASA FirePOWER Management 1/0

| I_IIIIII
L] =2l

sSSP Astm Management 0/0 E
Default IP: 192.168.1.1 E
ASA FirePOWER 1/0
11 ASAFirePOWER
ASA
ASA
ASA

ASAFirePOWER ASA

ASA FirePOWER Default Gateway

Managarnant Rauter
Computer e

ASA B585-X

™y
{ Internet j

Module Management 140
— Sel IP lo be on same network as MO0

Firepower
Management Center
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ASA5506-X  ASA5555-X ISA 3000

Management 0/0
ASA BVI IP

ASAFirePOWER Default Gateway

ASA 5585-X
BYI IP Address for management

Management
Computer

[mternet i

" Layer 2
Switch

Module Management 10
Sel P o be on same nelwork as BYY

Firepower
Management Center
S
NAT
ASA
ASA 5506-X  ASA 5555-X ISA 3000
ASA FirePOWER
ASA FirePOWER 0/0 171
ASA
ASA FirePOWER
ASA FirePOWER
ASA FirePOWER ASA 5500-X ISA 3000
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Management Center ASA FirePOWER .

ASA FirePOWER Default Gateway

Management Router
Computer

L

Internet ™

= et
! Management 1/1

— ASA |P address: 192.168.1.1

Firepower ASA FirePOWER IP address: 192.168.1.2
Management Center
ASA
ASA BVI IP
Management

Computer ASA FirePOWER Default Gateway

ASA 192.168.1 %

BVI IP Address: 192.168.1.1
S— \ Router
inside —@_ outside 2
=

GigabitEthernat 1/2 JF J GigabitEthernet 11 %{

Ir

=

(May be required)
Firepower Management 1/1
Management Cernter No ASA IP address
ASAFirePOWER IP address: 192.168.1.2

A\

NAT
ASA
Management Center ASA FirePOWER
Firepower/FireSIGHT Management Center ASA FirePOWER
CLI CLlI
Management Center
+ ASDM ASDM

ASA FirePOWER 148
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. ASA FirePOWER CLI

. 1 Management Center Management Center
Management Center
configure manager add Management Center
Management Center

ASA FirePOWER CLI
ASA FirePOWER CLI

* ASA5585-X ASAFirePOWER
DB-9 to RJ-45 USB
. DB-9 to RJ-45 USB
ASA ASA 5506-X/5508-X/5516-X
usSB usB

ASA CLI ASA FirePOWER

session sfr

ASA 164

2 SSH

IP ASA FirePOWER 140
ASA IP SSH

session {1 | sfr} do setup host ip ip_address/mask,gateway _ip

1 sfr
ASA FirePOWER
ASA FirePOWER CLI
ASDM Firepower/FireSight
Management Center
ASAFirePOWER CLI 146 CLI

. CLI 2: Cisco ASA 9.6 CLI
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ASA FirePOWER B

1 ASA FirePOWER CLI admin
ASAFirePOWER
140
2
ASAFirePOWER 141
ASA FirePOWER

. 192.168.1.2

. 255.255.255.0

. IP 192.168.1.1

System initialization in progress. Please stand by.

You must change the password for "admin® to continue.

Enter new password: <new password>

Confirm new password: <repeat password>

You must configure the network to continue.

You must configure at least one of IPv4 or IPV6.

Do you want to configure 1Pv4? (y/n) [yl: vy

Do you want to configure 1Pv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.86.118.3
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.252.0
Enter the I1Pv4 default gateway for the management interface []: 10.86.116.1

Enter a fully qualified hostname for this system [Sourcefire3D]: asasfr.example.com
Enter a comma-separated list of DNS servers or "none® []: 10.100.10.15,
10.120.10.14

Enter a comma-separated list of search domains or "none" [example.net]: example.com
IT your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run “configure network http-proxy®

(Wait for the system to reconfigure itself.)

This sensor must be managed by a Defense Center. A unique alphanumeric
registration key is always required. In most cases, to register a sensor
to a Defense Center, you must provide the hostname or the IP address along
with the registration key.

"configure manager add [hostname | ip address ] [registration key ]°

However, if the sensor and the Defense Center are separated by a NAT device,
you must enter a unique NAT ID, along with the unique registration key.
“configure manager add DONTRESOLVE [registration key ] [ NAT ID ]*

Later, using the web interface on the Defense Center, you must use the same

registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.

3 ASA FirePOWER Management Center
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. ASDM ASA FirePOWER

> configure manager add {hostname | IPv4_address | IPv6_address | DONTRESOLVE} reg_key
[nat_id]

« {hostname | IPv4_address | IPv6_address | DONTRESOLVE} Management Center

IP Management Center
DONTRESOLVE
* reg_key ASA FirePOWER Management Center

e nat_id Management Center ~ ASA FirePOWER
hostname = DONTRESOLVE

4
> exit
ASDM ASA FirePOWER
ASDM ASA ASA FirePOWER IP
ASDM
ASDM ASDM
1 ASA Web
2 [Address] URL https://192.168.1.1/admin Cisco ASDM Web
3 [Install ASDM Launcher] [Run ASDM] [Run Startup Wizard]
4 ASDM Cisco ASDM-IDM Launcher
[Install ASDM Launcher] Install an Identity
Certificate for ASDM ASA ID ASA FirePOWER

. CLI 2: Cisco ASA 9.6 CLI
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http://www.cisco.com/go/asdm-certificate
http://www.cisco.com/go/asdm-certificate

ASDM ASA FirePOWER .

5 [OK] ASDM
6 ASA FirePOWER IP
[Startup Wizard]
IP IP
7  [Wizards] > [Startup Wizard]
8 ASA [ASA Firepower Basic Configuration]
[ Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard [

¢ Startup Wizard ASA FirePOWER Basic Configuration (Step 9 of 12)

In order to establish proper connectivity with the ASA FirePOWER service blade, please enter
all necessary information,

Mote: ASA FirePOWER-related configuration is intended for bootstrapping. Modifying an
existing ASA FirePOWER. configuration may lead to undesired results,

[] Eelect to Bypass ASA FirePOWER Configuration.!

Metwork Settings
IP fddress: | 192.168.1.2 I

Subnet Mask: |255.255.255.0w

Gateway: 192.168.1.1 I

Please read the following license agreement. You must accept the terms of this agreement
before continuing the wizard.

End User License Agreement
| -
IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT

|CAREFULLY. IT IS ¥YERY IMPORTANT THAT YOU CHECK THAT YOU ARE
|PURCHASING CISCO SOFTWARE OR EQUIPMENT FROM AN APPROYED

| SOURCE AND THAT YOU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,

|

i THE "CUSTOMER") HAYE BEEN REGISTERED AS THE END USER FOR THE 1]
|PURPOSES OF THIS CISCO END USER LICENSE AGREEMENT. IF YOU ARE NOT
|REGISTERED AS THE END USER. YOU HAYE NO LICENSE TO USE THE |

| SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE

| AGREEMENT DOES NOT APPLY. ASSUMING YOU HAVE PURCHASED FROM AN
| APPROVED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR

| CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS

i AGREEMENT.

| CISCO SYSTEMS, INC. OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF  ~ i
[« [ b

() I accept the agreement

(<o [oe> | ron ) ‘onel ] (0

* [IP Address] 192.168.1.2
* [Subnet Mask]  255.255.255.0

CLI 2: Cisco ASA 9.6 CLI .




B AsariePower

9

 [Gateway] 192.168.1.1

[I accept the agreement] [Next] [Finish]

10 ASDM ASA Firepower

ASA FirePOWER

ASA FirePOWER

ASA
ASA FirePOWER
Next Generation IPS
ASA FirePOWER
FireSIGHT
Web https://DC_address DC_address ASA FirePOWER

146 DNS IP
https://dc.example.com

ASDM  [Home] > [ASA FirePOWER Status]

ASA FirePOWER Management Center

FireSIGHT System User Guide 5.4 Firepower Management Center Configuration Guide
6.0 http://www.cisco.com/c/en/us/support/security/defense-center/
products-installation-and-configuration-guides-list.ntml

ASDM
ASDM [Configuration] > [ASA FirePOWER Configuration]

ASA FirePOWER ASDM

ASA FirePOWER Module User Guide 5.4 ASA FirePOWER Services Local Management
Configuration Guide 6.0 http://www.cisco.com/c/en/us/support/security/asa-firepower-services/
products-installation-and-configuration-guides-list.ntml

ASA FirePOWER

-
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ASA
ASA
FirePOWER ASA
«  ASAFirePOWER IPS CX
ASA FirePOWER
« ASA ASA FirePOWER

L3/L4

class-map name
match parameter

hostname(config)# class-map firepower_class_map
hostname(config-cmap)# match access-list firepower

3/4 317

policy-map name

hostname(config)# policy-map global_policy
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global_policy
global_policy global_policy

3 class name

hostname(config-pmap)# class firepower_class_map

4 ASA FirePOWER

sfr {fail-close | fail-open} [monitor-only]

« fail-close ASA FirePOWER
ASA
« fail-open
ASA
. monitor-only

ASA FirePOWER
135

hostname(config-pmap-c)# sfr fail-close

5 ASA FirePOWER

sfr
308
6 global_policy
1

service-policy policymap_name {global | interface interface_name}

hostname(config)# service-policy global_policy global

global interface

1 1
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1
ASA
SPAN
ASA FirePOWER 136
* ASA
. 4
ASA
. VLAN BVI
VLAN
. ASA
ASA
. ASA FirePOWER
interface physical_interface
hostname(config)# interface gigabitethernet 0/5
ASA

no nameif

CLI 2: Cisco ASA 9.6 CLI




traffic-forward sfr monitor-only

no shutdown

GigabitEthernet 0/5

interface gigabitethernet 0/5
no nameif
traffic-forward sfr monitor-only
no shutdown

ASA FirePOWER ID
1D
1D
HTTP/HTTPS ID
ASA
ASAFirePOWER
ASA IP /
885
. ASA FirePOWER 6.0+
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ASA FirePOWER B

captive-portal {global | interface name} [port number]

« global

* interface name

ASA FirePOWER

* port number
885 1025

885
ciscoasa(config)# captive-portal global

ciscoasa(config)#

2 ASAFirePOWER

ASA FirePOWER

ASA FirePOWER ASA
SSD
ASA  ASA FirePOWER
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SSD
SSD

ASA FirePOWER

SSD

disk0

ASA FirePOWER

SSD

ASA

ASA 1

ASA CLI

CX

sw-module module ips shutdown sw-module module ips uninstall reload

ASA FirePOWER

module sfr uninstall

* IPS

ASDM

» Cisco.com

* ASDM

ASDM

2: Cisco ASA

CX

no service-policy ips_policy global

ASA FirePOWER

ASA
SSD

FTP TFTP HTTP HTTPS SMB
[Tools] > [File management]

9.6

CLI

3GB
IPS
ASA
ips CXSC
sw-module
CLI

SCP
File Transfer



2

q

5

[Between Local PC and Flash] [Between Remote Server and Flash]
ASA disk0
* ASA CLI TFTP FTP HTTP HTTPS
copy TFTP

ciscoasa# copy tftp://10.1.1.89/asasfr-5500x-boot-5.4.1-58.img
disk0:/asasfr-5500x-boot-5.4_1-58.img

ASA FirePOWER HTTP HTTPS FTP
Cisco.com ASA FirePOWER
ASA disk0
ASA disk0  ASA FirePOWER

sw-module module sfr recover configure image diskO0: file_path

hostname# sw-module module sfr recover configure image diskO:asasfr-5500x-boot-5.4.1-58._1img

ERROR: Another service (cxsc) is running, only one service is allowed to run at any time,

ASA FirePOWER

sw-module module sfr recover boot

ASA FirePOWER 5 15 ASA
FirePOWER
Enter
admin Admin123

hostname# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is "CTRL-"X".

Cisco ASA SFR Boot Image 5.3.1
asasfr login: admin
Password: Adminl23

ttyS1

session

asasfr-boot> setup

CLI 2: Cisco ASA 9.6 CLI .
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asasfr-boot> setup

Welcome to SFR Setup
[hit Ctrl-C to abort]
Default values are inside []

DNS
¢ Host hame 65
» Network address IPv4 IPv6 DHCP IPv4
IPv6
* DNS information 1 DNS
* NTP information NTP NTP
asasfr-boot> system install [noconfirm] url
noconfirm HTTP HTTPS

FTP URL

ASA FirePOWER
10
60 80 show module sfr
Up

asasfr-boot> system install http://upgrades.example.com/packages/asasfr-sys-5.4._1-58.pkg
Verifying
Downloading
Extracting
Package Detail
Description: Cisco ASA-FirePOWER 5.4.1-58 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: vy
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading

Starting upgrade process ...
Populating new system image

2: Cisco ASA 9.6 CLI



5585-X ASA FirePOWER .

Reboot is required to complete the upgrade. Press "Enter” to reboot the system.
(press Enter)
Broadcast message from root (ttySl) (Mon Feb 17 19:28:38 2014):

The system is going down for reboot NOW!
Console session with module sfr terminated.

8 ASA FirePOWER

ciscoasa# session sfr console

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is "CTRL-"X".

Sourcefire ASA5555 v5.4.1 (build 58)
Sourcefire3D login:

ASA FirePOWER 146

5585-X ASA FirePOWER

ASA 5585-X  ASA FirePOWER
ASA FirePOWER SSP  Management-0 TFTP
Management-0 SSP Management1/0
ROMMON Management-0 Management0/1

ASA 5585-X ASA FirePOWER

30
TFTP
. ASA FirePOWER
Management1/0 TFTP
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. 5585-X ASA FirePOWER

-

» Management1/0

TFTP
system reboot
Esc
ROMMON
ROMMON
set
« ADDRESS IP
« SERVER TFTP IP
* GATEWAY TFTP
TFTP IP

TFTP

* IMAGE TFTP
[tftpboot/images/filename.img

ADDRESS=10.5.190.199
SERVER=10.5.11.170
GATEWAY=10.5.1.1
IMAGE=asasfrboot-5.4.1-58.img

sync

tftp

2: Cisco ASA 9.6 CLI

TFTP

IMAGE

GRUB

Management1/0
TFTP

TFTP
images/filename.img



) Adminl23 admin
8
setup
DNS
e Host name 65
» Network address IPv4 IPv6 DHCP IPv4
IPv6

* DNS information 1 DNS

* NTP information NTP NTP
9

system install [noconfirm] url

asasfr-boot> system install http://upgrades.example.com/packages/asasfr-sys-5.4.1-58.pkg

noconfirm
ASA FirePOWER 10
10 admin ASA
FirePOWER 140

11 ASA FirePOWER 146

CLI

ASA
ASAFirePOWER
140
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* ASA  hw-module sw-module password-reset ASA
FirePOWER

admin
session {1 | sfr} do password-reset

1 sfr

ASA

. ASA 5585-X
hw-module module 1 {reload | reset}

ASA 5585-X ASA FirePOWER

30

sw-module module sfr {reload | reset}

. CLI 2: Cisco ASA 9.6 CLI



* ASA ASA

. ASA 5585-X

hw-module module 1 shutdown

sw-module module sfr shutdown

sw-module module sfr uninstall

ciscoasa# sw-module module sfr uninstall

Module sfr will be uninstalled. This will completely remove the disk image
associated with the sw-module including any configuration that existed within it.

Uninstall module sfr? [confirm]

ASA

reload

CLI 2: Cisco ASA 9.6 CLI




B s

ASA

ASA FirePOWER CLI

ASA ASA FirePOWER
5585-X

Telnet

Telnet

FirePOWER

ASA FirePOWER
* Telnet
session sfr

ASA FirePOWER CLI
logout  exit

session sfr console

\}

ASA
CLI ASA
Telnet
admin
140
ASA CLI

Ctrl+Shift+6  x

Ctrl+Shift+6  x

ASA

session sfr console

Ctrl+Shift+6  x

Ctrl+Shift+6  x

ASAFirePOWER ASA
ASA FirePOWER
ASA ASA
FirePOWER ASA
ASA
console session sfr
2: Cisco ASA 9.6 CLI
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ASA
ASA
Management
Center FireSIGHT System User Guide 5.4 Firepower Management
Center Configuration Guide 6.0
ASDM [Configuration] > [ASA FirePOWER Configuration] > [Updates]
[Updates] [Help]
ASA FirePOWER
ASA
FirePOWER syslog syslog
ASA FirePOWER  syslog 434001
 show module [1 | sfr] [details]
ASA FirePOWER
1 sfr
details
« show module sfr recover
ASA 5585-X  ASA FirePOWER
show module
hostname# show module
Mod Card Type Model Serial No.
0 ASA 5585-X Security Services Processor-10 wi ASA5585-SSP-10 JAF1507AMKE
1 ASA 5585-X FirePOWER Security Services Proce ASA5585-SSP-SFR10 JAF1510BLSA
Mod MAC Address Range Hw Version Fw Version Sw Version
0 5475.d05b.1100 to 5475.d05b.110b 1.0 2.0(7)0 100.10(0)8
1 5475.d05b.2450 to 5475.d05b.245b 1.0 2.0(13)0 5.3.1-44
Mod SSM Application Name Status SSM Application Version
1 FirePOWER Up 5.3.1-44
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Mod Status Data Plane Status Compatibility
0 Up Sys Not Applicable
1 Up Up

DC Addr

Management Center

hostname# show module sfr details
Getting details from the Service Module, please wait...

Card Type: FirePOWER Services Software Module
Model : ASA5555

Hardware version: N/ZA

Serial Number: FCH1714J6HP

Firmware version: N/ZA

Software version: 5.3.1-100

MAC Address Range:

bcl16.6520.1dcb to bcl6.6520.1dcbh

App. name: ASA FirePOWER
App. Status: Up

App. Status Desc: Normal Operation
App. version: 5.3.1-100
Data Plane Status: Up

Status: Up

DC addr: 10.89.133.202
Mgmt 1P addr: 10.86.118.7
Mgmt Network mask: 255.255.252.0
Mgmt Gateway: 10.86.116.1
Mgmt web ports: 443

Mgmt TLS enabled: true

FirePOWER

sw-module module sfr recover

hostname# show module sfr recover
Module sfr recover parameters...
Boot Recovery Image: No

Image File Path:

sfr
service-policy sfr

diskO:/asasfr-5500x-boot-5.4.1-58.1img

ASA FirePOWER

ciscoasa# show service-policy sfr

Global policy:

Service-policy: global_policy
Class-map: my-sfr-class
SFR: card status Up, mode fail-close
packet input 2626422041, packet output 2626877967, drop O, reset-drop O, proxied

2: Cisco ASA

9.6 CLI

ASA

show

clear service-policy



ASA FirePOWER

« show asp table classify domain sfr

ASA FirePOWER NP

« show asp drop

« show conn

X - inspected by service module

show asp drop ASA FirePOWER

« sfr-bad-tlv-received ASA  FirePOWER
ID TLV Standy/Active
TLV

« sfr-request FirePOWER FirePOWER
FirePOWER Deny Source
Deny Destination Deny Pkt

» sfr-fail-close
fail-close fail-open

« sfr-fail FirePOWER
FirePOWER

« sfr-malformed-packet FirePOWER

« sfr-ha-request FirePOWER HA

CLI 2: Cisco ASA 9.6 CLI .




B AsariePower

« sfr-invalid-encap
FirePOWER

« sfr-bad-handle-received FirePOWER

ASA FirePOWER

-

FirePOWER
ASA
« sfr-rx-monitor-only FirePOWER
« sfr-request FirePOWER 0
* reset-by-sfr FirePOWER
1
« sfr-fail-close
fail-close
HTTP ASA FirePOWER
HTTP

hostname(config)# access-list ASASFR permit tcp any any eq 80
hostname(config)# class-map my-sfr-class
hostname(config-cmap)# match access-list ASASFR
hostname(config-cmap)# policy-map my-sfr-policy
hostname(config-pmap)# class my-sfr-class
hostname(config-pmap-c)# sfr fail-close
hostname(config-pmap-c)# service-policy my-sfr-policy global

10.1.1.0 10.2.1.0 IP
ASAFirePOWER

hostname(config)# access-list my-sfr-acl permit ip any 10.1.1.0 255.255.255.0
hostname(config)# access-list my-sfr-acl2 permit ip any 10.2.1.0 255.255.255.0
hostname(config)# class-map my-sfr-class

hostname(config-cmap)# match access-list my-sfr-acl

hostname(config)# class-map my-sfr-class2

hostname(config-cmap)# match access-list my-sfr-acl2

hostname(config-cmap)# policy-map my-sfr-policy

hostname(config-pmap)# class my-sfr-class

hostname(config-pmap-c)# sfr fail-open

hostname(config-pmap)# class my-sfr-class2

2: Cisco ASA 9.6 CLI



ASA FirePOWER B

hostname(config-pmap-c)# sfr fail-open
hostname(config-pmap-c)# service-policy my-sfr-policy interface outside

ASA FirePOWER

ASA5585-X ASA9.2(2.4) | ASAFirePOWER IPS NGIPS
ASA FirePOWER SSP ASA AVC
FirePOWER URL AMP
ASA 5512-X  ASA5555-X  ASA 531
FirePOWER
capture interface asa_dataplane debug sfr hw-module
module 1 reload hw-module module 1 reset hw-module
module 1 shutdown session do setup host ip  session do
get-config session do password-reset session sfr  sfr
show asp table classify domain sfr show capture show
conn show module sfr show service-policy sw-module
sfr
ASA5506-X  ASAFirePOWER ASA 9.3(2) ASA 5506-X  ASA FirePOWER
ASDM ASDM 7.3(3) FireSIGHT Management Center
ASDM
ASA
FirePOWER
54.1
ASA 9.3(2)
ASA FirePOWER ASA
FirePOWER
5.4.1 ASA
traffic-forward sfr monitor-only
CLI
5506H-X 5506W-X 5508-X ASA 9.4(1) FireSIGHT Management Center ASDM
5516-X ASDM ASDM 7.4(1)
ASA
FirePOWER
54.1
CLI 2: Cisco ASA 9.6 CLI
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5512-X  5585-X ASDM ASA 9.5.(1.5) | Firepower Management Center FireSIGHT Management
ASDM Center ASDM
7.5(1.112)

ASA
FirePOWER 6.0

ASA FirePOWER 6.0 ASA9.5.(2) ASA FirePOWER 6.0

ASA
FirePOWER 6.0

captive-portal clear configure captive-portal show
running-config captive-portal
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Cisco

ASA Cisco Web

Cisco Web ScanSafe SoftwareasaService SaaS
Web Web
ASA Web
« Cisco Web 171
« Cisco Web 176
. Web 176
« Cisco Web 177
. Web 189
« Cisco Web 190
« Cisco Web 195

Web

ASA Web ASA
HTTP HTTPS Web
Web
Cisco ScanCenter

ASA AAA
ASA
Web
Web

ASA
Web

CLI 2: Cisco ASA 9.6 CLI .
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Web

ASA

Web
Web

* AAA

ASA

ASA
ASA 2

ASA

2: Cisco ASA

Web
Web
Web Web
Web
Web
Web
Web
ASA  Active Directory AD
AD
ACL
ASA AAA
AAA
AAA
Web
Web
Web Web
1
ASA
Web
2 ASA
96 cLI

AAA



ScanCenter .

°1 ASA Web

* ASA ASA ScanCenter

ScanCenter  https://scancenter.scansafe.com/portal/admin/login.jsp
URL Web

http:/Amwwicisco.com/clen/us/support/security/cloud-web-security/products-installation-and-configuration-guides-list.html

ScanCenter
ScanCenter
Web
Web
ASA ScanCenter URL
ScanCenter ASA
ASA
HTTP
Web
ASA
ScanCenter
domain-name\group-name
ASA domain-name\\group-name HTTP
ScanCenter ASA
\ 1
[domain\]group-name
ASA 2 \
ScanCenter ASA

CLI 2: Cisco ASA 9.6 CLI
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.

\ 1

Cisco\\Boulderl ASA Web
\ 1 Cisco\Boulderl
1
» ScanCenter
ASA ASA
. IP IP ASA
IP ASA IP

domain-name\username

* RADIUS TACACS+ AAA
LOCAL\username

 LDAP AAA
domain-name\username
[domain-name\]Jusername

Guest ASA Guest
Cisco\Guest ASA Cisco\Guest
group+group ASA
IP
ASA
IP
2: Cisco ASA 9.6 cL



ASA
America\Management

1. America\Management

3. group+group

4. America\Management

ASA
Cisco Cloud Web Security
5
Web
Web
GET
30
ASA
ASA Web
CLI 2: Cisco ASA 9.6

ASA

Cloud Web Security

ASA
ASA
ASA TCP
ASA
ASA
TCP
Web
URL
Web

ASA

15

-




. Cisco Web

Web
Web

Cisco Web

ASAvV Premium
ASA Web
3DES/AES
Web Cisco Web
ASA ScanCenter
Web
/
Web

Web
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IPv6
IPv6 Web
IPv6
IPv6 NAT 64
. Web ASA
. Web URL
ASA FirePOWER
Web
. SSL VPN
SSL VPN
. Web
scansafe server 15 25
. Web
. Web
PAT
2
IP
Web
IP

Web

Web

Cisco

Cisco Web .
IPv4
Web
IPv6 IPv4
ASACX
Web
Web ASA
show
HTTP
IP
PAT
ASA
ASA
Web
8080
IP/ IP/
Web
80 443
Web

http://www.cisco.com/go/cloudwebsecurity

CLI 2: Cisco ASA 9.6
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. Web

Web

Web

* AAA

www.example.com

1 Web
2

Web
4

5 Web
Web

Web
Web

Web

. CLI 2: Cisco ASA 9.6

Web ASA
ASA
FQODN ASA  DNS
178
181
183
188
188
Web
Web
ASA DNS

CLI



Web II

1 ScanSafe

scansafe general-options

hostname(config)# scansafe general-options

2 Web
server primary {ip ip_address | fqdn fqdn} [port port]
server backup {ip ip_address | fqdn fqdn} [port port]

Cisco Cloud Web Security Web
IP ip
fgdn

Web HTTP  HTTPS
8080

hostname(cfg-scansafe)# server primary ip 192.168.43.10
hostname(cfg-scansafe)# server backup fqdn server.example.com

3 Web

retry-count value

30 2 100 5

hostname(cfg-scansafe)# retry-count 2

Web
Cisco Web
TCP

a)

CLI 2: Cisco ASA 9.6 CLI .




Web

health-check application [url url_string]

Cisco Web URL
URL
URL
http://gs.scansafe.net/goldStandard?type=text&size=10 URL
Cisco URL

hostname(cfg-scansafe)# health-check application

b)
health-check application timeout seconds
URL GET
ASA ASA
15 5 120
hostname(cfg-scansafe)# health-check application timeout 20
5 ASA Web

license hex_key
16 16 16 16

hostname(cfg-scansafe)# license F12A588FE5A0A4AE86C10D222FC658F3

scansafe [license hex_key]

hostname(config)# changeto context one
hostname/one(config)# scansafe

. CLI 2: Cisco ASA 9.6 CLI



scansafe general-options

server primary ip 10.24.0.62 port 8080
server backup ip 10.10.0.7 port 8080
retry-count 7

health-check application

license 366C1D3F5CE67D33D3E9ACEC265261E5

1 Web

Web

I System Context

1

scansafe general-options

server primary ip 180.24.0.62 port 8080
license 366C1D3F5CE67D33D3E9ACEC265261E5
1

context one

allocate-interface GigabitEthernet0/0.1
allocate-interface GigabitEthernet0/1.1
allocate-interface GigabitEthernet0/3.1
scansafe

config-url diskO:/one_ctx.cfg

1

context two

allocate-interface GigabitEthernet0/0.2
allocate-interface GigabitEthernet0/1.2
allocate-interface GigabitEthernet0/3.2
scansafe license 366C1D3F5CE67D33D3E9ACEC26789534
config-url diskO:/two_ctx.cfg

AAA
Web
Web ASA

ScanSafe
AAA 1P
URL

Web
ACL
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class-map type inspect scansafe [match-all | match-any]
class_map_name

class_map_name match-all

match-any 1 match
CLI
1 match

hostname(config)# class-map type inspect scansafe match-any whitelistl

match [not] {[user username] [group groupname]}

match
match not Web
cisco
johncrichton aerynsun
match not
HTTP HTTPS

hostname(config)# class-map type inspect scansafe match-any whitelistl
hostname(config-cmap)# match user userl group cisco
hostname(config-cmap)# match user user2

hostname(config-cmap)# match group groupl

hostname(config-cmap)# match user user3 group group3

hostname(config)# policy-map type inspect scansafe cws_inspect_pmapl
hostname(config-pmap)# parameters

hostname(config-pmap-p)# http

hostname(config-pmap-p)# default group default_group
hostname(config-pmap-p)# class whitelistl

hostname(config-pmap-c)# whitelist

hostname(config)# policy-map type inspect scansafe cws_inspect_pmap2
hostname(config-pmap)# parameters

hostname(config-pmap-p)# https

hostname(config-pmap-p)# default group2 default_group2
hostname(config-pmap-p)# class whitelistl
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Web

hostname(config-pmap-c)# whitelist

Web

Web

Match Web

Do Not Match

ASA

1 ScanSafe

a) ScanSafe
policy_map_name

policy_map_name

b)

hostname(config-pmap)# parameters
hostname(config-pmap-p)#

c) 1
no

* {ip | https}
HTTP  HTTPS

CLI 2: Cisco ASA 9.6

ASA

Web

HTTP  HTTPS
policy-map type inspect scansafe

CLI
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.

Web

« default {[user username] [group groupname]}
ASA

HTTP

d)

hostname(config-pmap-p)# class whitelistl

hostname(config-pmap-c)# whitelist
e) HTTP

2 Web
ACL
match port tcp 443 ACL
a) ACL access-list extended
HTTP HTTPS
Web
ACL
ACE Web
ACE Web
tcp
80 HTTPS 443
ACL
DMZ
DMZ
ACE
FQDN
Web TrustSec
ACL
2: Cisco ASA 9.6 CLI

ASA
Web
ScanCenter
whitelist
HTTPS
HTTP/HTTPS

match port tcp 80

Web
ACL
HTTP/HTTPS
HTTP
Web
ACL

Cisco Trustsec



b)

a)

b)

c)

Web II

2 HTTP
HTTPS ACL 443

hostname(config)# object network ciscol
hostname(config-object-network)# fgdn www.cisco.com

hostname(config)# object network cisco2
hostname(config-object-network)# fgdn tools.cisco.com

hostname(config)# access-list SCANSAFE_HTTP extended deny tcp any4 object ciscol eq
80
hostname(config)# access-list SCANSAFE_HTTP extended deny tcp any4 object cisco2 eq

80
hostname(config)# access-list SCANSAFE_HTTP extended permit tcp any4 any4 eq 80

ACL

hostname(config)# class-map class_name
hostname(config-cmap)# match access-list acl_name

hostname(config)# class-map cws_classl
hostname(config-cmap)# match access-list SCANSAFE_HTTP
hostname(config)# class-map cws_class2
hostname(config-cmap)# match access-list SCANSAFE_HTTPS

Web

policy-map name

global_policy
global_policy global_policy

hostname(config)# policy-map global_policy

Web
1 class name

hostname(config-pmap)# class cws_classl

ScanSafe

CLI 2: Cisco ASA 9.6 CLI .




Web

inspect scansafe scansafe_policy _map [fail-open | fail-close]

« scansafe_policy_map ScanSafe

HTTP/HTTPS
« fail-open Web
ASA
« fail-close Web

fail-close

hostname(config-pmap-c)# inspect scansafe cws_inspect_pmapl fail-open

ScanSafe
no inspect
scansafe ScanSafe
d)
hostname(config-pmap)# class cws_class2
hostname(config-pmap-c)# inspect scansafe cws_inspect_pmap2 fail-open
4 global_policy
1
service-policy policymap_name {global | interface interface_name}
hostname(config)# service-policy global_policy global
global interface
1 1
1
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Web II

2 HTTP 1 HTTPS 1 ACL
www.cisco.com  tools.cisco.com DMZ HTTP HTTPS

Web

hostname(config)# class-map type inspect scansafe match-any whitelistl
hostname(config-cmap)# match user userl group cisco
hostname(config-cmap)# match user user2

hostname(config-cmap)# match group groupl

hostname(config-cmap)# match user user3 group group3

hostname(config)# policy-map type inspect scansafe cws_inspect_pmapl
hostname(config-pmap)# parameters

hostname(config-pmap-p)# http

hostname(config-pmap-p)# default group default_group
hostname(config-pmap-p)# class whitelistl

hostname(config-pmap-c)# whitelist

hostname(config)# policy-map type inspect scansafe cws_inspect_pmap2
hostname(config-pmap)# parameters

hostname(config-pmap-p)# https

hostname(config-pmap-p)# default group2 default_group2
hostname(config-pmap-p)# class whitelistl

hostname(config-pmap-c)# whitelist

hostname(config)# object network ciscol
hostname(config-object-network)# fgdn www.cisco.com
hostname(config)# object network cisco2
hostname(config-object-network)# fgdn tools.cisco.com
hostname(config)# object network dmz_network
hostname(config-object-network)# subnet 10.1.1.0 255.255.255.0

hostname(config)# access-list SCANSAFE_HTTP extended deny tcp any4 object ciscol eq 80
hostname(config)# access-list SCANSAFE_HTTP extended deny tcp any4 object cisco2 eq 80
hostname(config)# access-list SCANSAFE_HTTP extended deny tcp any4 object dmz_network
eqg 80

hostname(config)# access-list SCANSAFE_HTTP extended permit tcp any4 any4 eq 80

hostname(config)# access-list SCANSAFE_HTTPS extended deny tcp any4 object ciscol eq 443
hostname(config)# access-list SCANSAFE_HTTPS extended deny tcp any4 object cisco2 eq 443
hostname(config)# access-list SCANSAFE_HTTP extended deny tcp any4 object dmz_network
eq 443

hostname(config)# access-list SCANSAFE_HTTPS extended permit tcp any4 any4 eq 443

hostname(config)# class-map cws_classl
hostname(config-cmap)# match access-list SCANSAFE_HTTP
hostname(config)# class-map cws_class2
hostname(config-cmap)# match access-list SCANSAFE_HTTPS

hostname(config)# policy-map cws_policy

hostname(config-pmap)# class cws_classl

hostname(config-pmap-c)# inspect scansafe cws_inspect_pmapl fail-open
hostname(config-pmap)# class cws_class?2

hostname(config-pmap-c)# inspect scansafe cws_inspect_pmap2 fail-open
hostname(config)# service-policy cws_policy inside
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ASA ACL

AD
ACL AAA
ACL Web
IP ACL
Web ScanCenter
ACL
AD
Y
ASA ACL
512
1 ACL ScanCenter

2 AD

user-identity monitor {user-group [domain-name\\]group-name | object-group-user object-group-name}

e user-group AD

* object-group-user object-group user

hostname(config)# user-identity monitor user-group CISCO\\Engineering

Web

ASA ScanCenter Web

CLI 2: Cisco ASA 9.6 CLI
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Cisco ScanSafe Cloud Web Security Configuration Guides

Web

http://lwww.cisco.com/en/US/products/ps11720/products_installation_and_configuration_guides_list.html

Web

Web

» show scansafe server

hostname# show scansafe server

hostname# Primary: proxyl97.scansafe.net (72.37.244.115) (REACHABLE)*
hostname# Backup: proxyl37.scansafe.net (80.254.152.99)

show scansafe statistics

hostname# show scansafe statistics

Current HTTP sessions : 0
Current HTTPS sessions :
Total HTTP Sessions : 0
Total HTTPS Sessions : 0

Total Fail HTTP sessions :
Total Fail HTTPS sessions :
Total Bytes In
Total Bytes Out :
HTTP session Connect Latency in ms(min/max/avg) :
HTTPS session Connect Latency in ms(min/max/avg) :

show service policy inspect scansafe

hostname(config)# show service-policy inspect scansafe

- 0 Bytes
0 Bytes

Global policy:
Service-policy: global_policy

Class-map:

Interface

inside:

0
0

inspection_default

Service-policy: scansafe-pmap
Class-map: scansafe-cmap
Inspect: scansafe p-scansafe fail-open, packet 0, drop O, reset-drop O,
v6-fail-close 0

Number of whitelisted connections: 0O

Number of connections allowed without scansafe inspection because of "fail-open"

config: O

CLI

2: Cisco ASA
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. Cisco Web

Number of connections dropped because of "fail-close"™ config: 0
Number of HTTP connections inspected: 0

Number of HTTPS connections inspected: 0

Number of HTTP connections dropped because of errors: 0

Number of HTTPS connections dropped because of errors: 0

« show conn scansafe

Z Web

URL

http://Whoami.scansafe.net

Cisco Web

Web

Web

Cisco Web

1 ASA Web

hostname(config)# scansafe general-options
hostname(cfg-scansafe)# server primary ip 192.168.115.225
hostname(cfg-scansafe)# retry-count 5

hostname(cfg-scansafe)# license 366C1D3F5CE67D33D3E9ACEC265261E5

ScanCenter

Active Directory AD
AD

aaa-server AD protocol Idap
aaa-server AD (inside) host 192.168.116.220
server-port 389
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Web II

lIdap-base-dn DC=ASASCANLAB,DC=local

lIdap-scope subtree

Idap-login-password *****

lIdap-login-dn cn=administrator,cn=Users,dc=asascanlab,dc=1ocal
server-type microsoft
aaa-server adagent protocol radius

ad-agent-mode
aaa-server adagent (inside) host 192.168.116.220
user-identity domain ASASCANLAB aaa-server AD
user-identity default-domain ASASCANLAB
user-identity action netbios-response-fail remove-user-ip
user-identity poll-import-user-group-timer hours 1
user-identity ad-agent aaa-server adagent
user-identity user-not-found enable
user-identity monitor user-group ASASCANLAB\\GROUP1
user-identity monitor user-group ASASCANLAB\\GROUPNAME

3
Web
class-map type inspect scansafe match-any whiteListCmap
match user LOCAL\userl
4 ACL
HTTP HTTPS HTTP HTTPS
HTTP HTTPS
hostname(config)# access-list web extended permit tcp any any eq www
hostname(config)# access-list https extended permit tcp any any eq https
5
hostname(config)# class-map cmap-http
hostname(config-cmap)# match access-list web
hostname(config)# class-map cmap-https
hostname(config-cmap)# match access-list https
6

hostname(config)# policy-map type inspect scansafe http-pmap
hostname(config-pmap)# parameters

hostname(config-pmap-p)# default group httptraffic
hostname(config-pmap-p)# http

hostname(config-pmap-p)# class whiteListCmap
hostname(config-pmap-p)# whitelist
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Active Directory

hostname(config)# policy-map type inspect scansafe https-pmap
hostname(config-pmap)# parameters

hostname(config-pmap-p)# default group httpstraffic
hostname(config-pmap-p)# https

hostname(config-pmap-p)# class whiteListCmap
hostname(config-pmap-p)# whitelist

7
Web
hostname(config)# policy-map pmap-webtraffic
hostname(config-pmap)# class cmap-http
hostname(config-pmap-c)# inspect scansafe http-pmap fail-close
hostname(config-pmap)# class cmap-https
hostname(config-pmap-c)# inspect scansafe https-pmap fail-close
global_policy
global_policy
hostname(config)# policy-map global_policy
hostname(config-pmap)# class cmap-http
hostname(config-pmap-c)# inspect scansafe http-pmap fail-close
hostname(config-pmap)# class cmap-https
hostname(config-pmap-c)# inspect scansafe https-pmap fail-close
8
Web
global_policy
service-policy

hostname(config)# service-policy pmap-webtraffic interface inside

Active Directory

Active Directory
1 LDAP Active Directory
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Active Directory .

LDAP ASA  Active Directory

hostname(config)# aaa-server AD protocol ldap
hostname(config-aaa-server-group)# aaa-server AD (inside) host 192.168.116.220
hostname(config-aaa-server-host)# ldap-base-dn DC=ASASCANLAB,DC=local
hostname(config-aaa-server-host)# ldap-scope subtree
hostname(config-aaa-server-host)# server-type microsoft
hostname(config-aaa-server-host)# server-port 389
hostname(config-aaa-server-host)# ldap-login-dn
cn=administrator,cn=Users,dc=asascanlab,dc=local
hostname(config-aaa-server-host)# ldap-login-password Passwordl

RADIUS Active Directory
RADIUS ASA  Active Directory

hostname(config)# aaa-server adagent protocol radius
hostname(config-aaa-server-group)# ad-agent-mode

hostname(config-aaa-server-group)# aaa-server adagent (inside) host 192.168.116.220
hostname(config-aaa-server-host)# key ciscol23

hostname(config-aaa-server-host)# user-identity ad-agent aaa-server adagent

AD AD ASA

Active Directory ASA

c:\IBF\CLI\adacfg client create -name ASA5520DEVICE -ip 192.168.116.90 -secret ciscol23

AD AD DC
/ Active Directory DC

c:\IBF\CLI\adacfg.exe dc create -name DCSERVER1l -host W2K3DC
-domain W2K3DC.asascanlab.local -user administrator -password Passwordl
c:\IBF\CLI\adacfg.exe dc list

up

AD_Agent /
DC

[Start] > [Administrative Tools] > [Domain Controller Security Policy]

[Local policies] > [Audit Policy] > [Audit account logon events (success and failure)]

ASA AD
ASA Active Directory

CLI 2: Cisco ASA 9.6 CLI .
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Active Directory

hostname# test aaa-server ad-agent adagent

Server IP Address or name: 192.168.116.220

INFO: Attempting Ad-agent test to IP address <192.168.116.220> (timeout: 12 seconds)
INFO: Ad-agent Successful

show user-identity ad-agent

ASA
ASA

hostname(config)# user-identity domain ASASCANLAB aaa-server AD
hostname(config)# user-identity default-domain ASASCANLAB

ASA

hostname(config)# user-identity inactive-user-timer minutes 60
hostname(config)# user-identity action netbios-response-fail remove-user-ip
hostname(config)# user-identity user-not-found enable

hostname(config)# user-identity action mac-address-mismatch remove-user-ip
hostname(config)# user-identity ad-agent active-user-database full-download

. IDFW ASA
ASA 5512-X

. ASA AD

hostname(config)# user-identity domain OTHERDOMAINNAME

Active Directory

Active Directory

hostname(config)# user-identity monitor user-group ASASCANLAB\\GROUPNAME1
hostname(config)# user-identity monitor user-group ASASCANLAB\\GROUPNAME2
hostname(config)# user-identity monitor user-group ASASCANLAB\\GROUPNAME3

Active Directory

2: Cisco ASA 9.6 CLI



Cisco Web .

Active Directory

hostname(config)# user-identity update import-user

10 AD

Active Directory Active
Directory

hostname(config)# user-identity update active-user-database

1"

hostname# show user-identity user active list detail

Cisco Web

Web 9.0(1)

Cisco Web Web

Web

class-map type inspect scansafe  default user group httpl[s]
inspect scansafe license match user
group policy-map type inspect scansafe retry-count
scansafe scansafe general-options server {primary |
backup} showconnscansafe show scansafeserver show
scansafe statistics user-identity monitor whitelist

CLI 2: Cisco ASA 9.6 CLI




. Cisco Web

Cisco Web

9.6(2)

Cisco Web

TCP

health-check application url
timeout

Web

health-check application

-

2: Cisco ASA
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Network Address Translation NAT

NAT
« NAT 199
« NAT 200
« NAT 205
. NAT 213
. PAT 221
. NAT 235
. NAT 247
« NAT 252
« NAT 253

I2 IP
IPv4 P
RFC 1918 I
«10.0.00  10.255.255.255
«172.16.0.0  172.31.255.255
«192.168.0.0  192.168.255.255
NAT 1 1P
NAT 1P IP
NAT
1
NAT

NAT

CLI 2: Cisco ASA 9.6 CLI .
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«|P NAT IP
. IP
IP

*|Pv4 |Pv6 IPv4 IPv6

NAT 2

A\
NAT NAT
NAT
. / / /
NAT

NAT

. / / /
NAT
A
IP

2: Cisco ASA 9.6 cL
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NAT B

. NAT
o NAT 1P IP
NAT 1
NAT
NAT
o NAT IP
IP
NAT 213
o PAT IP 1 IP
IP
PAT 221
o NAT 1P IP
NAT 235
o NAT
NAT
NAT
NAT 247
NAT Twice NAT
NAT twice NAT 2
twice NAT NAT
NAT \Voice over IP  VoIP
VoIP
NAT
NAT
NAT
NAT
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Bl TwiceNAT

IP IP
NAT
IP IP
sourceA/destinationA  sourceA/destinationB
twice NAT
1
Twice NAT
Twice NAT 1
sourceA/destinationA  sourceA/destinationB
\
NAT
NAT Telnet
Telnet 2323 23
23 2323 Telnet
NAT
NAT Twice NAT
2 NAT
. NAT NAT
IP
IP NAT
IP
NAT
2: Cisco ASA 9.6 CLI
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NAT B

» Twice NAT
NAT
NAT
twice NAT
. NAT
. NAT
IP IP 1
2 2 1
/

* TwiceNAT 1 1

1 twice NAT

sourceA/destinationA
sourceA/destinationB

* NAT
. NAT NAT
* Twice NAT NAT NAT
NAT twice NAT 3
1 2
3 1
2 3
9: NAT
1 | Twice NAT
twice
NAT 1
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-

2 1 2
NAT
1.
2.
1. IP
1
10
2.
10.1.1.0 11.1.1.0
3. IP
abracadabra  catwoman
3 | Twice NAT 3

+192.168.1.0/24

+192.168.1.0/24

+10.1.1.0/24

+192.168.1.1/32

*172.16.1.0/24

* 172.16.1.0/24

2: Cisco ASA

9.6
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NAT B

+192.168.1.1/32

+10.1.1.0/24

+192.168.1.0/24

+172.16.1.0/24 abc
*172.16.1.0/24 def
*192.168.1.0/24

NAT

NAT

outside
16 :
r Outsideﬁlr'-
SET
10120—> 2(!9‘.1&5.2D1.1:!xx:i| )
e, SECUTIRY
s Appliance
=
s
10120 101.2.0 101.2.0
f_,_,-' '«._\_L T '\-\._\_\-
any|( Eng ) ((_I"F-"Iktg} ¢ HR O 2
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NAT

NAT

NAT

NAT
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B rsnar

BVI NAT
. NAT
BVI NAT
. NAT
. IP
PAT

. IPv4

IPv6 NAT64/46 NAT/PAT 44/66

NAT44/66 PAT44
PAT66
IPv6 NAT
NAT IPv6
. IPv4d  IPv6
. IPv4d  IPv6
2 IPv6 2 IPv4
. IPV6 PAT
NAT66
. NAT /64 IPv6
*FTP  NAT46 IPv4 FTP IPv6 FTP
EPSV
EPRT PASV PORT IPV6
IPv6 NAT
NAT IPv6 IPv4 IPv6

* NAT66 IPv6-to-IPv6 NAT

NAT PAT IPv6 NAT
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NAT B

NAT twice NAT
* NAT46 IPv4-to-IPv6 NAT IPv6
IPv4
NAT
twice NAT IPv6 /96
IPv4 IPv6
IPv4 32 IPv6
IPv6 /96 IPv4
32 201b::0/96  192.168.1.0/24
192.168.1.4 201b::0.192.168.1.4 164
IPv4
0Os IPv4
IPv6 IPv4 2 IPv6
2 IPv4
* NAT64 IPv6-to-1Pv4 IPv6 IPv4
IPv4 PAT
. NAT 1 NAT
NAT
IP
0bj-10.10.10.1-01
0bj-10.10.10.1-02
* VPN ESP
NAT VPN ESP
ESP UDP 500 4500
. PAT VPN UDP 500 4500
VPN PAT
SA
* NAT
NAT CLI
clear xlate

CLI 2: Cisco ASA 9.6
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.

NAT PAT
clear xlate
* SCTP NAT
NAT/PAT Twice NAT
SCTP
* NAT
IP
o1 IPv4d  IPV6
1
e Twice NAT NAT any any
IPv4  IPV6 ASA
NAT IPv6-to-IPv6 IPv4-to-IPv4
ASA NAT any
any IPv6 IPv4
any IPv6 any any
IPv4
IPv4
any IPv4

. NAT
. IP

. IP any

IP
PAT

. IP

. IP

. NAT VPN

IP

. VPN

2: Cisco ASA 9.6 CLI



NAT B

. NAT
PPTP xlate
PPTP
* NAT VPN
* NAT PAT
NAT 334
. NAT ARP
NAT ARP
NAT 274
* arp permit-nonconnected
NAT any
ARP
NAT
* NAT
NAT
* NAT
asp rule-engine transactional-commit nat
NAT
NAT
IP
object network object-group

network

CLI 2: Cisco ASA 9.6 CLI




.

IPv6

2: Cisco ASA

NAT

PAT

NAT

9.6

NAT

IPv4
IP NAT
NAT
1
PAT
NAT
CLI

NAT

IPv6
IPv4
207
IP
IP PAT
PAT
NAT



Twice NAT B

Twice NAT
NAT 4
any NAT
interface
IP
object
network object-group network
Twice NAT
o1 IPv4 IPv6
IPv4
IPv6 1
. IP NAT 207
. NAT
. IP
NAT IP PAT
. PAT
1 PAT
PAT
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. Twice NAT

. NAT NAT
. 1 1
. NAT
IP
. NAT NAT
» Twice NAT IP
NAT
Twice NAT
Twice NAT
NAT
Twice NAT 202
. NAT
IP
. 1 1
NAT /
interface

Twice NAT

object service
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nat I

Twice NAT
* NAT TCP UDP SCTP
TCP SCTP
Twice NAT SCTP
SCTP
NAT
* notequal neq
. NAT NAT
. PAT PAT
. NAT NAT
NAT
DNS
. NAT NAT
NAT
NAT
NAT
NAT IP
IP
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NAT

NAT

17: NAT

Security
Appliance /

NAT

10.1.1.1 7 2091652011
. »>

10.1.1.2 ; 209.165201.2
>

L

Inside 7 Dutside

18:

Web Server
www. example.com

130032

Outside
N _-'—'}
209.185.2011 .2
: 20916320110
Security
Appliance ?
10.1.2.1
- . s
h
| 7
— H
10.1.2.27
NAT
NAT
CLI

NAT
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NAT B

PAT 1 64,000
PAT PAT
NAT PAT
PAT
* GRE 0 IP
. 1
NAT PAT NAT
334

NAT

NAT NAT

1 object network
object-group network

NAT IP PAT

2 NAT object network obj_name

hostname(config)# object network my-host-objl

CLI 2: Cisco ASA 9.6 CLI




-

NAT

IPv4
IPv6
* host {IPv4_address | IPv6_address} IPv4 IPv6
10.1.1.1 2001:DB8::0DB8:800:200C:417A
« subnet {IPv4_address IPv4_mask | IPv6_address/IPv6_prefix} IPv4
10.0.0.0255.0.0.0 IPv6
2001:DB8:0:CD30::/60
* range start_address end_address IPv4 IPv6
hostname(config-network-object)# host 10.2.2.2
IP NAT 1
NAT
nat [(real_ifc,mapped_ifc)] dynamic mapped_obj [interface [ipv6]] [dns]
real_ifc mapped_ifc
any,outside
any any
. IP IP
. PAT interface
PAT IP
IP ipv6
IPv6 mapped _ifc
interface
* DNS dns DNS DNS
NAT DNS 292
2: Cisco ASA 9.6 CLI



hostname(config-network-object)#

10.2.2.1
NAT

hostname(config)# object network
hostname(config-network-object)#
hostname(config)# object network
hostname(config-network-object)#
hostname(config-network-object)#

NAT

nat (inside,outside) dynamic MAPPED_IPS interface

10.2.2.10 192.168.2.0

my-range-obj

range 10.2.2.1 10.2.2.10

my-inside-net

subnet 192.168.2.0 255.255.255.0

nat (inside,outside) dynamic my-range-obj

PAT NAT
10.76.11.0 nat-rangel 10.10.10.10
10.10.10.20 nat-rangel
pat-ipl 10.10.10.21 PAT
PAT
PAT

hostname(config)# object network
hostname(config-network-object)#

hostname(config-network-object)#
hostname(config-network-object)#

hostname(config-network-object)#
hostname(config-network-object)#
hostname(config-network-object)#

hostname(config-network-object)#
hostname(config-network-object)#
hostname(config-network-object)#

NAT
IPv4
IPv4_NAT_RANGE
IPv4_NAT_RANGE
IPv4_PAT 209.165.201.31

PAT
PAT

hostname(config)# object network
hostname(config-network-object)#

hostname(config-network-object)#
hostname(config-network-object)#

hostname(config-network-object)#

CLI 2: Cisco ASA

nat-rangel
range 10.10.10.10 10.10.10.20

object network pat-ipl
host 10.10.10.21

object-group network nat-pat-grp
network-object object nat-rangel
network-object object pat-ipl

object network my net_obj5
subnet 10.76.11.0 255.255.255.0
nat (inside,outside) dynamic nat-pat-grp interface

PAT IPv6
2001:DB8::/96
209.165.201.30  209.165.201.1

PAT

IPv4_NAT_RANGE
range 209.165.201.1 209.165.201.30

object network 1Pv4_PAT
host 209.165.201.31

object-group network IPv4_GROUP

9.6 CLI




Twice NAT

hostname(config-network-object)# network-object object IPv4_NAT_RANGE
hostname(config-network-object)# network-object object 1Pv4_PAT

hostname(config-network-object)# object network my net_obj5
hostname(config-network-object)# subnet 2001:DB8::/96
hostname(config-network-object)# nat (inside,outside) dynamic IPv4_GROUP interface

Twice NAT

NAT  Twice NAT

1
object network
object-group network
nat any
. NAT
nat interface
. IP
NAT IP PAT
2
NAT

3 NAT

. CLI 2: Cisco ASA 9.6 CLI



Twice NAT B

nat [(real_ifc,mapped_ifc)] [line | {after-auto [line]}] source dynamic {real_obj | any} {mapped_obj
[interface [ipv6]]} [destination static {mapped_obj | interface [ipv6]} real_obj] [service
mapped_dest_svc_obj real_dest_svc_obj] [dns] [unidirectional] [inactive] [description desc]

real_ifc
any,outside
any
1 NAT
3
after-auto
. PAT
PAT
ipvé
mapped_ifc
interface
ipv6
interface
real_ifc
NAT
CLI 2: Cisco ASA 9.6

mapped_ifc
any
NAT NAT
203 1
NAT
line
any
interface
IP
IP
IPv6
NAT interface
IPv6
service
NAT 236

-




Twice NAT

service

* DNS dns DNS

DNS

dns
NAT DNS 292
unidirectional

inactive inactive

. description 200

hostname(config)# nat (inside,outside) source dynamic MylnsNet NAT_POOL
destination static Serverl_mapped Serverl service MAPPED_SVC REAL_SVC

209.165.201.1/27 203.0.113.0/24
10.1.1.0/24 NAT

hostname(config)# object network INSIDE_NW
hostname(config-network-object)# subnet 10.1.1.0 255.255.255.0

hostname(config)# object network MAPPED_1
hostname(config-network-object)# range 209.165.200.225 209.165.200.254

hostname(config)# object network MAPPED_2
hostname(config-network-object)# range 209.165.202.129 209.165.200.158

hostname(config)# object network SERVERS 1
hostname(config-network-object)# subnet 209.165.201.0 255.255.255.224

hostname(config)# object network SERVERS_ 2
hostname(config-network-object)# subnet 203.0.113.0 255.255.255.0

hostname(config)# nat (inside,outside) source dynamic INSIDE_NW MAPPED_1
destination static SERVERS_1 SERVERS_1
hostname(config)# nat (inside,outside) source dynamic INSIDE_NW MAPPED_2
destination static SERVERS_2 SERVERS_2

. CLI 2: Cisco ASA 9.6 CLI



IPv4 209.165.201.1/27

IPv6

NAT

hostname(config)# object network
hostname(config-network-object)#

hostname(config)# object network
hostname(config-network-object)#

hostname(config)# object network
hostname(config-network-object)#

hostname(config)# object network
hostname(config-network-object)#

hostname(config)# object network
hostname(config-network-object)#

203.0.113.0/24
2001:DB8:AAAA::/96

INSIDE_NW
subnet 2001:DB8:AAAA::/96

MAPPED_1
range 209.165.200.225 209.165.200.254

MAPPED_2
range 209.165.202.129 209.165.200.158

SERVERS_1
subnet 209.165.201.0 255.255.255.224

SERVERS_2
subnet 203.0.113.0 255.255.255.0

hostname(config)# nat (inside,outside) source dynamic INSIDE_NW MAPPED_1
destination static SERVERS_1 SERVERS_1
hostname(config)# nat (inside,outside) source dynamic INSIDE_NW MAPPED_2
destination static SERVERS_2 SERVERS_2

PAT

PAT
PAT 1
1
0 511 512 1023

1024 PAT
10.1.1.1:1025 10.1.1.1:1026
PAT

CLI 2: Cisco ASA 9.6 CLI




B PAT

19: PAT
Security
Appliance
10.1.1.1:1025 =~ 209165201 12020 >
10.1.1.1:1026 s 209 .165.201 1:2021 >
10.1.1.2:1025 Z 209 165201 12022
>
4 2
Inside / Outside E
Multi-Session PAT
30 PAT Per-Session PAT xlate
A\
PAT
any
PAT
PAT 1
ASA IP PAT
IPv6 PAT
NAT66
PAT
NAT PAT
NAT 334
PAT IP
DoS
PAT PAT
PAT

PAT

. CLI 2: Cisco ASA 9.6 CLI



PAT
1024
65535
« PAT
1023
. PAT
PAT PAT
NAT
. PAT
PAT
NAT
« PAT
- ICE TURN
TURN
PAT
1P

CLI 2: Cisco ASA

0 511 512

1024 65535

334

PAT

10.1.1.1

\oIP

9.6

PAT B

1023 1024 65535
PAT
3
1024 65535 1
1024 65535
1
22 SSH
1 PAT
PAT
PAT
PAT
NAT  PAT
PAT 10.1.1.1
PAT
PAT ICE
PAT
PAT IP

CLI




.

PAT

* PAT / PAT
IP
PAT PAT
PAT
. PAT
NAT /IP /
NAT
PAT NAT
PAT NAT
1 object network
object-group network
1 PAT
PAT
2 NAT object network obj_name
hostname(config)# object network my-host-objl
3 IPv4
IPv6
* host{IPv4_address | IPv6_address} IPv4 IPv6
10.1.1.1 2001:DB8::0DB8:800:200C:417A
« subnet {IPv4_address IPv4_mask | IPv6_address/1Pv6_prefix} IPv4
10.0.0.0255.0.0.0 IPV6

2: Cisco ASA

2001:DB8:0:CD30::/60

9.6

CLI



PAT B

* range start_address end_address IPv4 IPv6

hostname(config-network-object)# range 10.1.1.1 10.1.1.90

IP PAT 1
NAT

nat [(real_ifc,mapped_ifc)] dynamic {mapped_inline_host_ip | mapped_obj | pat-pool mapped-obj
[round-robin] [extended] [flat [include-reserve]] [block-allocation] | interface [ipv6]} [interface
[lipvé]]

real_ifc mapped_ifc

any,outside
any any

. IP IP
» mapped_inline_host_ip
» mapped_obj
* pat-pool mapped-obj

* interface [ipv6] IP
ipv6 IPv6
mapped_ifc
interface
IP
* PAT 1
* round-robin  PAT
PAT
PAT
2
PAT /

CLI 2: Cisco ASA 9.6 CLI .




PAT

PAT
IP

* extended

PAT
PAT
192.168.1.7:23
10.1.1.1:1027

65535

» flat [include-reserve]

ASA

1023 1024 65535

include-reserve

* block-allocation

PAT NAT

1024
round-robin
[include-reserve]
PAT

. PAT
PAT
PAT

IP ipv6

interface

65535

PAT

192.168.1.7:80

PAT
65535
10.1.1.1:1027
1024
1 65535
1
extended

interface [ipv6]
PAT

mapped_ifc

hostname(config-network-object)# nat (any,outside) dynamic interface

10.2.2.2
PAT

2: Cisco ASA 9.6 CLI
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1

flat

65535

511 512

IPv6



hostname(config)# object network my-inside-net

Twice PAT B

hostname(config-network-object)# subnet 192.168.2.0 255.255.255.0
hostname(config-network-object)# nat (inside,outside) dynamic 10.2.2.2

PAT

hostname(config)# object network my-inside-net

192.168.2.0

hostname(config-network-object)# subnet 192.168.2.0 255.255.255.0
hostname(config-network-object)# nat (inside,outside) dynamic interface

PAT  PAT
IPv4

hostname(config)# object network IPv4_POOL

IPv6

hostname(config-network-object)# range 203.0.113.1 203.0.113.254

hostname(config)# object network IPv6_INSIDE

hostname(config-network-object)# subnet 2001:DB8::/96
hostname(config-network-object)# nat (inside,outside) dynamic pat-pool IPv4_POOL

Twice PAT

PAT  Twice NAT

nat

interface
nat interface
1
PAT
CLI 2: Cisco ASA 9.6
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object-group network

any
nat

NAT

PAT
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B Twice PAT

NAT

3 PAT

nat[(real_ifc,mapped_ifc)][line | after-auto [line]] source dynamic {real-obj | any} {mapped_obj
[interface [ipv6]] | pat-pool mapped-obj [round-robin] [extended] [flat [include-reserve]]
[block-allocation] [interface [ipv6]] | interface [ipv6]} [destination static {mapped_obj | interface
[ipv6]} real_obj] [ service mapped_dest_svc_obj real_dest_svc_obj] [unidirectional] [inactive] [

description description]

real_ifc

any,outside
any

1 NAT
3
after-auto

any
* pat-pool mapped-obj
« interface [ipv6]
ipv6
mapped_ifc
interface PAT

. CLI 2: Cisco ASA 9.6 CLI

mapped_ifc
any
NAT NAT
203 1
NAT
line
any
PAT
IPV6
PAT



PAT

Twice PAT B

PAT IP
IP
1
e round-robin PAT
PAT
PAT
2
PAT /
« extended PAT PAT
IP 65535
PAT
PAT 65535
PAT 192.168.1.7:23 10.1.1.1:1027
192.168.1.7:80 10.1.1.1:1027
« flat [include-reserve] 1024 65535
ASA
1 511 512 1023 1024 65535
1 65535
include-reserve
« block-allocation
PAT NAT 1
1024 65535
round-robin
extended flat [include-reserve]
PAT
NAT
interface ipvé
IPv6 interface
service real_ifc
2: Cisco ASA

CLI
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Twice PAT

NAT 236
NAT
service
unidirectional
inactive inactive
. description 200

hostname(config)# nat (inside,outside) source dynamic MylnsNet interface
destination static Serverl Serverl
description Interface PAT for inside addresses when going to server 1

Telnet 209.165.201.23
192.168.1.0/24 PAT 203.0.113.0/24
PAT PAT

hostname(config)# object network INSIDE_NW
hostname(config-network-object)# subnet 192.168.1.0 255.255.255.0

hostname(config)# object network PAT_POOL
hostname(config-network-object)# range 209.165.200.225 209.165.200.254

hostname(config)# object network TELNET_SVR
hostname(config-network-object)# host 209.165.201.23

hostname(config)# object service TELNET
hostname(config-service-object)# service tcp destination eq 23

hostname(config)# object network SERVERS
hostname(config-network-object)# subnet 203.0.113.0 255.255.255.0

hostname(config)# nat (inside,outside) source dynamic INSIDE_NW interface

destination static TELNET_SVR TELNET_SVR service TELNET TELNET
hostname(config)# nat (inside,outside) source dynamic INSIDE_NW pat-pool PAT_POOL
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PAT B

destination static SERVERS SERVERS

IPv6 Telnet 2001:DB8::23

192.168.1.0/24
PAT

hostname(config)# object network
hostname(config-network-object)#

hostname(config)# object network
hostname(config-network-object)#

hostname(config)# object network
hostname(config-network-object)#

hostname(config)# object service
hostname(config-service-object)#

hostname(config)# object network
hostname(config-network-object)#

PAT 2001:DB8:AAAA::/96

PAT

INSIDE_NW
subnet 192.168.1.0 255.255.255.0

PAT_POOL
range 2001:DB8:AAAA::1 2001:DB8:AAAA::200

TELNET_SVR
host 2001:DB8::23

TELNET
service tcp destination eq 23

SERVERS
subnet 2001:DB8:AAAA::/96

hostname(config)# nat (inside,outside) source dynamic INSIDE_NW interface ipv6
destination static TELNET_SVR TELNET_SVR service TELNET TELNET

hostname(config)# nat (inside,outside) source dynamic INSIDE_NW pat-pool PAT_POOL
destination static SERVERS SERVERS

PAT

PAT NAT 1 1
RFC 6888
xlate
xlate
1024 65535
1 1023
22 SSH 1024 65535
NAT
Twice NAT
NAT
CLI 2: Cisco ASA
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PAT

 round-robin
interface

xlate block-allocation size value

PAT

NAT

32 4096
1024 65535
100

extended
PAT
NAT
1
512
64,512

12

xlate block-allocation maximum-per-host number

3 PAT

nat [(real_ifc,mapped_ifc)] dynamic pat-pool mapped-obj block-allocation

TCP

PAT

4

4 ICMP

object network mapped-pat-pool
range 10.100.10.1 10.100.10.2

object network src_host
host 10.111.10.15
object network src_host

nat (inside,outside) dynamic

2: Cisco ASA
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include-reserve

no
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Per-Session PAT Multi-Session PAT B

pat-pool mapped-pat-pool block-allocation

* Twice PAT

nat [(real_ifc,mapped_ifc)] [line | after-auto [line]] source dynamic real_obj pat-poolmapped-obj
block-allocation

object network mapped-pat-pool
range 10.100.10.1 10.100.10.2
object network src_network
subnet 10.100.10.0 255.255.255.0
nat (inside,outside) 1 source dynamic src_network
pat-pool mapped-pat-pool block-allocation

Per-Session PAT Multi-Session PAT

TCP PAT UDP DNS
Per-Session PAT Multi-Session PAT Per-Session
PAT Per-Session PAT Multi-Session
PAT
Per-Session PAT PAT
PAT Multi-Session PAT
Per-Session PAT
ASA xlate
TIME_WAIT
Multi-Session PAT PAT 30
HTTP  HTTPS Per-Session PAT 1
Per-Session PAT
IP 1 2000/
Per-Session PAT IP 1 65535/
Multi-Session PAT H.323 SIP Skinny
Per-session PAT Per-session
UDP PAT

xlate per-session permit tcp any4 any4
xlate per-session permit tcp any4 any6
xlate per-session permit tcp any6 any4

CLI 2: Cisco ASA 9.6 CLI .




B rersessionpar Multi-Session PAT

xlate per-session permit tcp any6 any6

xlate per-session permit udp any4 any4 eq domain
xlate per-session permit udp any4 any6 eq domain
xlate per-session permit udp any6 any4 eq domain
xlate per-session permit udp any6 any6 eq domain

xlate per-session deny tcp any4 any4
xlate per-session deny tcp any4 any6
xlate per-session deny tcp any6 any4
xlate per-session deny tcp any6 any6
xlate per-session deny udp any4 any4 eq domain
xlate per-session deny udp any4 any6 eq domain
xlate per-session deny udp any6 any4 eq domain
xlate per-session deny udp any6 any6 eq domain

Per-session PAT

xlate per-session {permit | deny} {tcp | udp} source_ip [operator src_port] destination_ip [operator
dest_port]

IP
* host ip_address 1Pv4 IPv6

* ip_address mask IPv4
* ipv6-address/prefix-length  1Pv6

* any4 any6 any4 IPv4 anyé  any6

operator

o lt
ogt
.eq

* neq

. CLI 2: Cisco ASA 9.6 CLI



* range 2
range 100 200

H.323
Multi-Session PAT

hostname(config)# xlate per-session deny tcp any4 209.165.201.7 eq 1720
hostname(config)# xlate per-session deny udp any4 209.165.201.7 range 1718 1719

SIP UDP PAT

SIP SIP TCP
PAT TCP

hostname(config)# xlate per-session permit udp any4 any4 eq sip

NAT

NAT

NAT

NAT
NAT

NAT PAT

NAT

nat I

CLI 2: Cisco ASA 9.6 CLI .




B NAT

20: NAT

Security

Appliance
0111 f 208 1652011
< >

10.1.12 ; 209.165.201.2
«< >

{

Inside ¥ Qutside g
A\
NAT
NAT
NAT IP
NAT
1P
21: NAT
Security
Appliance /
1M0111:23 200 165.201.1:23
- ? »
101128080 § 200 165.201 280
< 2 >
Z 3
Ingide # Qutside E
NAT 1P
NAT IP
twice NAT NAT IP
1P
1P
1P
NAT
CLI
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nat I

FTP
VoIP NAT
NAT
NAT
3 FTP HTTP SMTP
IP
NAT
IP IP
21 80 25
FTP
HTTP SMTP NAT 265
NAT
NAT
Web
8080 80
8080 Web
6785 80
NAT
NAT
Telnet IP /
23 / 23
NAT
NAT 1 1
1 1
NAT
1 NAT
IP/
IP
CLI 2: Cisco ASA 9.6 CLI




22: NAT
Security
Appliance /
101227 :‘- 209165201.3
-« >
*111.1 227 Z 209165201 4
*10.1 227 {, 209 165201.5 "
Z :
Inside / Outside
10.1.2.27 URL
Web
NAT 264
23: NAT
Host
. N
Outsidf?) Undo Translation
Lndo Translation 2091652015 = 101227
209.165201 3 > 101227
& ]
Undo Translation
209.165201.4 == 10.1.2.27 Insie
Load Balancer
10.1.2.27
(
\/\ —5‘ o
e~ ol g
Web Servers i

NAT 1 11
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1
1
A 1 B 2 C 3
A 4 B 5 C 6
1
NAT
24: NAT
Security
Appliance
{10.122? § 209165 201.3
101228 209165 201.4
-« >
{10_1 227 7 209165201.5
{10.1 228 ,_17 209165 201.6 ?j
{10.1 227 ‘{? 209 165 201.7 ﬁ
Inside / Outside
1
IP
5 IP IP
“
1 NAT PAT 2
TCP
IP 5
NAT
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B NAT NAT

25: NAT

Security

Appliance
101227 _f 209165201.3 >
101228 ,7 2091652014 »
101229 ‘? 2131652013 »
1012 .30 ? 2r2.165.201.4 »
1012 31 Z 209.165.201.3 L

Inside / Outside
1 1
NAT NAT
1 object network

object-group network

NAT
2 NAT object network obj_name
hostname(config)# object network my-host-objl
3 IPv4
IPv6
* host {IPv4_address | IPv6_address} IPv4 IPv6
10.1.1.1 2001:DB8::0DB8:800:200C:417A
* subnet {IPv4_address IPv4_mask | IPv6_address/IPv6_prefix} IPv4
10.0.0.0255.0.0.0 IPv6
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2001:DB8:0:CD30::/60

* range start_address end_address

hostname(config-network-object)# subnet 10.2.1.0 255.255.255.0

IP
NAT

NAT

IPv4

NAT

NAT B

IPv6

nat[(real_ifc,mapped_ifc)] static {mapped_inline_host_ip | mapped_obj |interface [ipv6]} [net-to-net]

[dns | service {tcp | udp | sctp} real_port mapped_port] [no-proxy-arp]

real_ifc
any,outside
any any
. IP IP
1 1
» mapped_inline_host_ip IP
1 1
1
10.1.1.1  10.1.1.6
NAT46 NAT66 IPv6
* mapped_obj
1 1
* interface NAT
IP
IPv6
CLI 2: Cisco ASA 9.6 cu

mapped_ifc
NAT 235
172.20.1.1

1722011 172.20.1.6

ipv6
mapped_ifc

g



-

NAT NAT
interface
IP
service
. NAT 46 net-to-net IPv4
IPv6 2 2
IPv4 1 1
* DNS dns DNS DNS
NAT DNS 292
. NAT
service
http
. ARP IP ARP
No-proxy-arp ARP
274

hostname(config-network-object)#

nat (inside,outside) static MAPPED_IPS service tcp 80 8080

10.2.2.2

hostname(config)# object network
hostname(config-network-object)#
hostname(config-network-object)#

10.2.2.2

hostname(config)# object network
hostname(config-network-object)#

hostname(config-network-object)#
hostname(config-network-object)#

2: Cisco ASA 9.6

10.1.11 DNS
NAT

my-host-obj1l
host 10.1.1.1
nat (inside,outside) static 10.2.2.2 dns

10.1.1.1
NAT

my-mapped-obj
host 10.2.2.2

object network my-host-objl
host 10.1.1.1

CLI



hostname(config-network-object)#

10.1.1.1 TCP

hostname(config)# object network
hostname(config-network-object)#
hostname(config-network-object)#
2121

IPv4

hostname(config)# object network
hostname(config-network-object)#
hostname(config-network-object)#

IPv6

hostname(config)# object network
hostname(config-network-object)#
hostname(config-network-object)#

Twice NAT

Twice NAT
nat interface
nat interface
CLI 2: Cisco ASA

Twice NAT NAT B

nat (inside,outside) static my-mapped-obj

21 2121

NAT

my-ftp-server
host 10.1.1.1
nat (inside,outside) static interface service tcp 21

IPv6

inside_v4_v6
subnet 10.1.1.0 255.255.255.0
nat (inside,outside) static 2001:DB8::/96

IPv6

inside_v6
subnet 2001:DB8:AAAA::/96
nat (inside,outside) static 2001:DB8:BBBB::/96

NAT

object network
object-group network

NAT

NAT

9.6 CLI II




Twice NAT NAT

NAT 235

DNS

3 NAT

nat [(real_ifc,mapped_ifc)] [line | {after-object [line]}] source static real_ob [mapped_obj | interface
[ipv6]] [destination static {mapped_obj | interface [ipv6]} real_obj] [service
real_src_mapped_dest_svc_obj mapped_src_real_dest svc_obj] [net-to-net] [dns] [unidirectional |
no-proxy-arp] [inactive] [description desc]

real_ifc mapped_ifc
any,outside
any any
. NAT NAT
1 NAT 203 1
3 NAT
after-auto line
NAT any
NAT interface
ipvé IPv6

. CLI 2: Cisco ASA 9.6 CLI



Twice NAT NAT B
interface service
mapped_ifc
interface
NAT 236
NAT interface
ipv6 IPv6
interface service
real_ifc
interface
NAT
service
service real_obj mapped_obj
service mapped_obj real_obj
/ 2
/
. NAT 46 net-to-net IPv4
IPv6 2 2
IPv4 1 1
* DNS dns DNS
DNS
dns
NAT DNS 292
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Twice NAT NAT

unidirectional

. ARP IP ARP
No-proxy-arp
274

inactive inactive

. description 200

hostname(config)# nat (inside,dmz) source static MylnsNet MylnsNet_mapped
destination static Serverl Serverl service REAL_SRC_SVC MAPPED_SRC_SVC

NAT
65000 65004
IP FTP
192.168.10.100:6500 65004 FTP
any NAT

FTP

hostname(config)# object service FTP_PASV_PORT_RANGE
hostname(config-service-object)# service tcp source range 65000 65004

hostname(config)# object network HOST_FTP_SERVER
hostname(config-network-object)# host 192.168.10.100

hostname(config)# nat (inside,outside) source static HOST_FTP_SERVER interface
service FTP_PASV_PORT_RANGE FTP_PASV_PORT_RANGE

IPv6 IPV6 IPv6

IPv4 IPv4 PAT
PAT

hostname(config)# object network INSIDE_NW

. CLI 2: Cisco ASA 9.6 CLI



nat I

hostname(config-network-object)# subnet 2001:DB8:AAAA::/96

hostname(config)# object network MAPPED_IPv6_NW
hostname(config-network-object)# subnet 2001:DB8:BBBB::/96

hostname(config)# object network OUTSIDE_IPv6_NW
hostname(config-network-object)# subnet 2001:DB8:CCCC::/96

hostname(config)# object network OUTSIDE_IPv4 NW
hostname(config-network-object)# subnet 10.1.1.0 255.255.255.0

hostname(config)# object network MAPPED_IPv4_POOL
hostname(config-network-object)# range 10.1.2.1 10.1.2.254

hostname(config)# nat (inside,outside) source static INSIDE_NW MAPPED_IPv6_NW
destination static OUTSIDE_IPv6_NW OUTSIDE_IPv6_NW

hostname(config)# nat (inside,outside) source dynamic INSIDE_NW pat-pool MAPPED_ IPv4 POOL
destination static OUTSIDE_IPv4_NW OUTSIDE_IPv4_NW

NAT

IP NAT
NAT 1 NAT
NAT
NAT NAT
VPN
NAT
26: NAT
Security
Rpehanceé
< 209165201 1 2091652011 >
209165201 2 ; 2091652012
< > 7 > »
g
Inside f'{Outside A
NAT
NAT NAT
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NAT

1 object network
object-group network

2 NAT object network obj_name

hostname(config)# object network my-host-objl

3 IPv4
IPv6
* host {IPv4_address | IPv6_address} IPv4 IPv6
10.1.1.1 2001:DB8::0DB8:800:200C:417A
« subnet {IPv4_address IPv4_mask | IPv6_address/IPv6_prefix} IPv4
10.0.0.0255.0.0.0 IPv6

2001:DB8:0:CD30::/60

* range start_address end_address IPv4 IPv6

hostname(config-network-object)# subnet 10.2.1.0 255.255.255.0

4 IP NAT
1 NAT

nat [(real_ifc,mapped_ifc)] static {mapped_inline_host_ip | mapped_obj} [no-proxy-arp] [route-lookup]

real_ifc mapped_ifc

any,outside
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NAT B

any any
. 1P 1P

» mapped_inline_host_ip IP

» mapped_obj

. ARP IP ARP
no-proxy-arp ARP
274

* NAT

route-lookup
277

hostname(config-network-object)# nat (inside,outside) static MAPPED_IPS

hostname(config)# object network my-host-objl
hostname(config-network-object)# host 10.1.1.1
hostname(config-network-object)# nat (inside,outside) static 10.1.1.1

hostname(config)# object network my-host-objl-identity
hostname(config-network-object)# host 10.1.1.1

hostname(config-network-object)# object network my-host-objl
hostname(config-network-object)# host 10.1.1.1
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Twice NAT

hostname(config-network-object)# nat (inside,outside) static my-host-objl-identity

Twice NAT

Twice NAT NAT

1
object network
object-group network
. NAT
nat any any
. NAT
nat interface
IP
2
DNS

3 NAT
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Twice NAT B

nat [(real_ifc,mapped_ifc)] [line | {after-object [line]}] source static {nw_obj nw_obj | any any}
[destination static {mapped_obj | interface [ipv6]} real_obj] [service real_src_mapped_dest_svc_obj
mapped_src_real_dest_svc_obj] [no-proxy-arp] [route-lookup] [inactive] [description desc]

real_ifc mapped_ifc
any,outside
any any
. NAT NAT
1 NAT 203 1
3 NAT
after-auto line
any
NAT interface
ipv6 IPv6
interface service
real_ifc
interface
NAT
service

service real_obj mapped_obj

service mapped_obj real_obj
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. ARP IP ARP
no-proxy-arp
274
. NAT
route-lookup
277
inactive inactive
. description 200

hostname(config)# nat (inside,outside) source static MylnsNet MylnsNet
destination static Serverl Serverl

NAT

NAT

* show nat
NAT

« show nat pool

« show running-config nat

NAT
NAT
* show xlate
NAT

. CLI 2: Cisco ASA 9.6

NAT
NAT
show running-config object
show running-config
NAT 2

NAT

NAT
cLl



NAT

NAT

NAT 8.3(1) IP NAT
nat
show nat show xlate show nat pool
Twice NAT 8.3(1) Twice NAT 1
nat shownat show xlate show nat pool
cLl 2: Cisco ASA 96
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NAT
ARP

8.4(2)/8.5(1)

NAT
ARP
8.4(2)
NAT
NAT
ARP NAT
NAT ARP
8.3 8.4(2) NAT
nat 0 access-list
ARP no-proxy-arp
route-lookup 8.3(2) 8.4(1)
unidirectional
8.3(1) 8.3(2) 8.4(1) 8.4(2)
NAT
no-proxy-arp route-lookup
unidirectional
nat static [no-proxy-arp] [route-lookup]

.

2: Cisco ASA

9.6

CLI



NAT B

PAT 8.4(2)/8.5(1) 1 PAT
PAT
PAT
1 PAT
DoS
PAT
nat dynamic [pat-pool mapped_object [round-robin]]
nat source dynamic [pat-pool mapped_object
[round-robin]]
PAT 8.4(3) PAT
IP
PAT
IP
8.5(1) 8.6(1)
PAT PAT 8.4(3)
0 511 512
1023 1024 65535
1024 PAT
PAT
3
1024 65535 1 65535
nat dynamic [pat-pool mapped_object [flat
[include-reserve]]] nat source dynamic
[pat-pool mapped_object [flat [include-reserve]]]
8.5(1) 8.6(1)
CLI 2: Cisco ASA 9.6 cu
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PAT PAT

8.4(3)

PAT IP 65535
65535
PAT PAT
PAT
IP
65535

nat dynamic [pat-pool mapped_object [extended]]
nat source dynamic [pat-pool mapped_object
[extended]]

8.5(1) 8.6(1)

.

2: Cisco ASA

9.6

CLI



NAT B

VPN IP 8.4(3)
IP NAT IP VPN IP
VPN
IP
IP
IP
IP
1
VPN
NAT
show
nat
Cisco TAC
« Cisco IPsec AnyConnect
* NAT VPN
IP
ASA
. IP
nat-assigned-to-public-ip interface
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IPv6 NAT 9.0(1) NAT  IPv6
IPv4  IPv6 IPv4
IPv6
nat (global and object network configuration modes) show
nat show nat pool, show xlate
DNS NAT 9.0(1) NAT DNS
IPv4 NAT IPv6 NAT NAT64
NAT DNS
DNS PTR
Per-Session PAT 9.0(2) Per-session PAT PAT
PAT
Multi-Session PAT
Per-Session PAT ASA
xlate
TIME_WAIT Multi-Session
PAT PAT
30
HTTP HTTPS Per-session
1
Per-session
IP 1
2000/ Per-session
IP 1
65535/
TCP UDP
DNS Per-session PAT xlate
Multi-Session PAT
H.323 SIP Skinny Per-session PAT
Per-session
xlate per-session  show nat pool
2: Cisco ASA 9.6 cL
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NAT B

NAT 9.3(1) NAT
asp rule-engine transactional-commit  show running-config
asp rule-engine transactional-commit clear configure asp
rule-engine transactional-commit nat
[Configuration] > [Device Management] > [Advanced] > [Rule
Engine] NAT
NAT 9.5(1) PAT NAT 1
1
RFC
6888
xlate block-allocation size xlate block-allocation
maximum-per-host
block-allocation nat
SCTP NAT 9.5(2) NAT
SCTP
Twice NAT SCTP
NAT/PAT  SCTP
natstatic
CLI 2: Cisco ASA 9.6
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Web

10

NAT

NAT
. NAT 261
» Twice NAT 267
. NAT 271
« NAT 274
VPN NAT 278
* |Pv6 285
* NAT DNS 292
NAT
Web NAT
NAT
Web
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NAT NAT Web NAT NAT

27: Web NAT

A
! 20816520112

—_—
.—"_P'- -H_'\'
¢ Outside )

. =k

FUB.155.201.1

ndo Translation Sl Sccurity

10.1.2.27 —» 209.165201.10 BN 5 jiance
S———

10.1.2.1

— L\_\
5

1 Web

hostname(config)# object network myWebServ
hostname(config-network-object)# host 10.1.2.27

2 NAT

hostname(config-network-object)# nat (inside,outside) static 209.165.201.10

NAT NAT Web NAT
NAT

NAT Web
Web

. CLI 2: Cisco ASA 9.6 CLI



NAT NAT Web NAT NAT .

28: NAT Web NAT

Web Server

2 208.165.201.12

g

- =
(' Outside )
-\ -,
2091652011
Translation
101210 —»= 209 18520120
Security
LIndo Translation _.' Appliance
209165 201.12 €=— 10.1.2.20

L\ myl naMet
10.1.2.0/24

28773

1 NAT

hostname(config)# object network myNatPool
hostname(config-network-object)# range 209.165.201.20 209.165.201.30

hostname(config)# object network mylnsNet
hostname(config-network-object)# subnet 10.1.2.0 255.255.255.0

3 NAT NAT

hostname(config-network-object)# nat (inside,outside) dynamic myNatPool

4 Web

hostname(config)# object network myWebServ
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NAT

hostname(config-network-object)# host 209.165.201.12

5 Web NAT

hostname(config-network-object)# nat (outside,inside) static 10.1.2.20

NAT

URL Web

29: NAT

l‘mI
[¥]
5]
s —

ol

L

OL.ITSH;) Undo Translation
209165201.5 - 101227

Lndo Transl|ation

2091652013 > 101227
& ]
Lindo Translation
209165201 4 —> 10.1.2.27 ¢ Insde

Load Balancer
10.1.2.27

-—_—F\H‘—pj

———

Web Servers

etE = ]
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FTP HTTP SMTP

1
hostname(config)# object network myPubliclPs
hostname(config-network-object)# range 209.165.201.3 209.265.201.8
2
hostname(config)# object network myLBHost
hostname(config-network-object)# host 10.1.2.27
3 NAT

hostname(config-network-object)# nat (inside,outside) static myPubliclPs

FTP HTTP SMTP
NAT

NAT
FTP HTTP SMTP

NAT IP

CLI 2: Cisco ASA 9.6 CLI
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B e oume

SMTP

NAT
30: NAT
Host
1]
—"
/J'“ﬂ
i b
Undo Translation \Eumdej
209.165201 3:21 = 10.1.2.27 ) e

LIndo Translation
209165.201.3:80 —= 10.1.2.28

1 FTP

FTP

hostname(config)# object network
hostname(config-network-object)#
hostname(config-network-object)#
ftp ftp

HTTP
HTTP

hostname(config)# object network
hostname(config-network-object)#
hostname(config-network-object)#
http http

SMTP
SMTP

hostname(config)# object network

2: Cisco ASA 9.6

Indo Translation
209165.201.3:25 — 10.1.2.29

: )
[ []]

FTP server SMTP s ser'l.er

01227 -l 10.1.2.29

HW_TP server
10.1.2.28

130031

NAT

FTP_SERVER
host 10.1.2.27
nat (inside,outside) static 209.165.201.3 service tcp

NAT

HTTP_SERVER
host 10.1.2.28
nat (inside,outside) static 209.165.201.3 service tcp

NAT

SMTP_SERVER

CLI
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Twice NAT B

hostname(config-network-object)# host 10.1.2.29
hostname(config-network-object)# nat (inside,outside) static 209.165.201.3 service tcp
smtp smtp

Twice NAT

Twice PAT

2 10.1.2.0/24
209.165.201.11 209.165.202.129:
209.165.200.225
209.165.202.130:

31: Twice NAT

Server 1 Server 2
208.165.201. 11 209165200225

5B B2

209.165.201.0/27 |

209.165.200.224/27

Translation i Translation
W01227-»209165202120| | 101227 - 200.165.202 130

Dest. Address:
209165201 11

130039

hostname(config)# object network mylnsideNetwork

CLI 2: Cisco ASA 9.6 CLI .
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PAT

hostname(config-network-object)# subnet 10.1.2.0 255.255.255.0

DMZ 1

hostname(config)# object network DMZnetworkl
hostname(config-network-object)# subnet 209.165.201.0 255.255.255.224

PAT

hostname(config)# object network PATaddressl
hostname(config-network-object)# host 209.165.202.129

Twice NAT
hostname(config)# nat (inside,dmz) source dynamic mylnsideNetwork PATaddressl

destination static DMZnetworkl DMZnetworkl

NAT

DMZ 2

hostname(config)# object network DMZnetwork2
hostname(config-network-object)# subnet 209.165.200.224 255.255.255.224

PAT

hostname(config)# object network PATaddress2
hostname(config-network-object)# host 209.165.202.130

2 Twice NAT

hostname(config)# nat (inside,dmz) source dynamic mylnsideNetwork PATaddress2
destination static DMZnetwork2 DMZnetwork2

PAT

10.1.2.0/24
Web Telnet 1
Telnet 209.165.202.129:port
Web
209.165.202.130:port

2: Cisco ASA 9.6 CLI



32: Twice NAT

Web and Telnet server:
209.185.201.11

/nij;;{‘\
xT)

Translation ‘ m——t, Translation

10.1.2.27:80~ 209.165.202.129

10.1.2.27:23 ~» 209.165.202.130

Web Packet
Dest. Address:

hostname(config)# object network
hostname(config-network-object)#

Telnet/Web

hostname(config)# object network
hostname(config-network-object)#

Telnet PAT

hostname(config)# object network
hostname(config-network-object)#

Telnet

hostname(config)# object service
hostname(config-network-object)#

Twice NAT

CLI 2: Cisco ASA

209.165.201.11:80 [ ===

Telnet Packet
Dest. Address:
209.165.201.11:23

130040

my InsideNetwork
subnet 10.1.2.0 255.255.255.0

TelnetWebServer
host 209.165.201.11

PATaddressl
host 209.165.202.129

TelnetObj
service tcp destination eq telnet

9.6 CLI

PAT




-

Twice NAT

hostname(config)# nat (inside,outside) source dynamic mylnsideNetwork PATaddressl
destination static TelnetWebServer TelnetWebServer service TelnetObj TelnetObj

NAT

HTTP PAT

hostname(config)# object network PATaddress2
hostname(config-network-object)# host 209.165.202.130

HTTP

hostname(config)# object service HTTPObj
hostname(config-network-object)# service tcp destination eq http

2 Twice NAT

hostname(config)# nat (inside,outside) source dynamic mylnsideNetwork PATaddress2
destination static TelnetWebServer TelnetWebServer service HTTPObj HTTPObj

Twice NAT

209.165.201.0/27
Twice NAT 209.165.200.224/27

2: Cisco ASA 9.6 CLI



nat I

33: Twice NAT
209.165.201.11 209.165.200.225
m -
209165.201.0/27 | 209.165.200 224/27
Mo Translation
ndo Translation
209.165.202.128 /J\
<| nide
101.2.027
= )
10.1.2.27 m
NAT

NAT

NAT
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NAT

Responding
Packet

209165 201.10 101227

ndo Translation

34 : NAT
Web Server
WWW.CISCo.Com
(=]
1
T
[:\ Outsi;i;"
iy, = _:-'—"Jr
209.165.201.2
Criginating
Packet Security
Translation E— Hipp Iance
10.1.2.27 —= 209.165 201 10 e
101.21
s
i
.
101227
1. 10.1.2.27 Web
10.1.2.27 209.165.201.10
2. 209.165.201.10
ASA ARP
3. ASA
10.1.2.27
NAT
NAT
. IP
* ARP
ASA ARP
* |Pv4 IPv6
2 IPv4
9.6 cL
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130023

ASA

209.165.201.10

NAT

PAT

ASA

ARP

2 IPv6



nat I

NAT
NAT NAT

35: NAT

www.example.com

{

Static route on router:

SOINCE Adar TEansalian / Dest: 209.165.201.0/27 send to 10.1.1.1

10.1.1.75—>209.165.201.15

—_ Static route on ASA:

,j/Dest: 192.168.1.0/24 send to 10.1.1.3

Management IP .
e

Source Addr Translation
192.168.1.2—>209.165.201.10

192.168.1.2
10.1.1.75  Web
10.1.1.75 209.165.201.15
209.165.201.15 ASA
ASA IP
ASA 209.165.201.15 10.1.1.1.75
ASA
192.168.1.2
ASA 192.168.1.0/24 ASA
10.1.1.3
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NAT

ASA ASA
ASA NAT
IP NAT
207
ASA
ARP ARP
ASA
NAT NAT 11
PAT
PAT IP
“
1
ARP
ARP MAC
arp
ARP
ASA
2: Cisco ASA 9.6 CLI
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IP
ASA
NAT IP 209.165.201.5
255.255.255.255
route inside 209.165.201.5 255.255.255.255 10.1.1.99
IP
NAT
NAT ARP
NAT ARP
NAT ARP
NAT ARP
IP
NAT ARP
ARP NAT
ASA ASA
twice NAT
ARP
ASA
CLI 2: Cisco ASA 9.6 CLI

nar i

10.1.1.0/24
209.165.201.5
10.1.1.99

ASA

ARP
NAT
ARP
ASA ARP




.

36 :

AAA
Telnet

37:

2: Cisco ASA

ARP

NAT

NAT

9.6

ASA

Telnet

NAT

ARP

ASA
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