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[Add Smart Tunnel Auto Sign-on Server List] # f 7 2 7R 7 AT, A<v—k h>RDO& v b
TRl Ly 7 LT v VOEEEHEMET A — D U R N EBEME L ITRETE
9, Av—bF FrRALOBEEYA A4 1%, Internet Explorer 35 2 OX Firefox THIH FHET
7,

FIE

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Smart Tunnels]
DJEIZFEE) L, [Smart Tunnel Auto Sign-on Server List] 2B S TWVWA Z L 2R L 7,
[Add]|#7 Vw27 LT, VE—FH—DYRANO—BOLRIZATLET, FHET D AHENE
W HMDOY A R ERNFELHBZXHTE D & RAFEREL T EEW, CFHNTRK64
LFETHEHATEET, AR—RIEH LN T IZE N,

RDBERY

G¥)

Aw—h bRV OHEYA A VR NEAERLTIRIT, 7T 47 2 h LA SSLVPN 7
N—F R r—BLPe -V R — a7 ¥z b—a O FO [Auto Sign-on Server
List] BHEDOHEIZ, U A MR RINET,

AY—hk FUORIVEEY A VA2 H—/N R bADH—/\DENN

ATy

ATy T2

ATvT3

WOFIATIZ, A~v— bk xR CORENY A VA U 2T 59— DU X Mo —A
ZBEML, 2OV A NI NV—7 KR —Fdn—hL 2—P2E ) Y THHECHONT
FAL £,

FIE

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Smart Tunnels]
WZBEL, WO 2R MERIRL T, [Edi) 227V v 7 LET,

[Add Smart Tunnel Auto Sign-On Server List] 4 72 7 C[Add] R¥ > %7V v 7 L, A<—}h
R =% H 9 1 OBMLET,

HERRGEZIT O B — DA A M EIZIP T FLAEZ AT LET,

* [Hostname] # BRI 256, HERSGEZIT O RA M EIIZTA NV RI— R~ A7 &2 AT
LET, ROTA N RI— RXFEFEHTEET,

F EEBEOBDOL T —HIEDL, FRIEFEOXTFL—HIEEEA,

Kys—o1—7 I}
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B =t roxnanys oty 4= UR by — DB

2 H-OXFE BT ET,
o []: o ZHNICHRESNIZHAND, EED 1 LFa —HIHE5,

o 72 & 21X, *examplecom EASILET, ZOF T arEEHTLHE IPT LA
DEAF Iy I RERNS AL T4 Falb—va e RELET,

* [IP Address] Z®IRT 255, IPT FLAZ AN LET,

(F)  Firefox TlX, VAV KA —REFEHA LKA RN vA27  IPT RLAZERA L
T3y b, FEFRY bR 7 EFR— R L TWERA, EffERFA N ET
TP T RLVAZMEHTAMENHY £9, 72L& 21X, Firefox TiX. *.cisco.com
Z AN L1284, email.cisco.com 2 A M5 HEY A A TR L 9,

AT w74 [WindowsDomain] (47> =) :fBAFCHLEREGE,. 7V v 7 LT Windows KA A V& 2—
PHIBIMLES, 2047 a v E2EHT L5581 1 U EO 7V —7 R v—F72i%
B— a2—PFR) —ZAv—b Frp YR RNEEIDYTHEIZ, RAAL VA ERET
HVERHY FT,

AT 75 [HTTP-based Auto Sign-On] (47> =z V)

* [Authentication Realm] : L /L 2% Web ¥4 N OLRFEGEIIZ BIEAT 1T AL, FERERFIZERGE
myf%itiHﬂ?myﬁ~®meWf7?W%Kﬁﬁﬁéhiﬁo::TE@%%
VAUREEII, VLV LAOLTFHINEEINTE S, 2 —PIX L L ADILFFE Web T
7V r—3 a3 (Outlook Web Access 72 &) TIHEL., Web 77V Fr— g WA 4
VITLHIERL T I BATEET,

A T7Fy PO Web X—TDY—A a— R FTHEHEINDT FLAEXEZHEH L E9,

TV T I EARIIAT—F RV AEBTA VAU ERELTEY ., —HD Web

RV THRAMPMEH S, D Web ~—TIP 7 RLABMER SN TWAEA, &
HNEELLRER SN TWVAEDbNSRNEAE, MGERRDLA~— ] Frx/VHE)
Ao F 2 VY THRELET, ENLSDOEE, Web X—T DU 7 T, fRESN
74—~y NIRRT r—~y bMEHIND E, 2—YRY 2% 7Y v 27 LT
LHE A,

GE) XS TDHUVALARLNLRWGE, BEEFITe A 2 —EFTL, a7k
AT a7 mnsLFHERSET20ERHY £,

[PortNumber] : Xfixd 2R A F DR — MNEFZHEE L ET, Firefox TiX, A— FEZ2E
ESNTWARWES, BEIY A A3 TF 740 FOBR— FES 80 BLN443 TENFE
N7 7 ¥ AEN7- HTTP B L OVHTTPS 2% L TFEITENE T,

XTvT6 [OK]ZZ7 VU 7 LET,

ATy Tl A~v—hk boFAHBYV A A =N U2 DI T 4 Fa2b— g N T, DY
ANET 2T 4 71T 5I20%, IV—7R)o—FiFe—hL a—F R —IZEDY A
NEEID Y CHNENDY £9,

c IN—TRY =2V A FEEIY LB THITIE, ROFINEZFATLET,

B RKue—on—7



| Ruv—on—7

27—t byl 7RO 2—T et T~noyEx

1. [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies] @
Bz A, ZN—T R —ZBRE LT,

2. [Portal] # 7 Z®&f L. [Smart Tunnel] 3855 % Z-21F, [Auto Sign-on Server List] J& D
BRIZHD Rry X0 UARNPLHEY A Ay =N U R NEBRIRLET,
e —HN a—HFRY —IZY A NEEIVYTHIZE, WOFIEEZFIATLET,

1. Configuration > Remote Access VPN > AAA/Local Users > Local Users Z &R L, HE)
YA LA =R VR RV ETEIr—I 22— EfRELET,

2. [VPN Policy] > [Clientless SSL VPN] DJIE(Z 1A, [Smart Tunnel] S8 T ¢ [Auto Sign-on
Server] XEZH L £,

3. [Inherit] #4712 LC. [Auto Sign-on Server List] BIEDORIZH D K v F X J R
B H—sN U R FEEIRLET,

AX— bk FORILTIOERRADA R—TIEEA TADYYEZ

FI7 4 R TlE, Av—hF bW A 7R >THET,

Av—bh bRV T I REA RX=T M LGS, 22— 7747 F LA SSL VPN
R— % )L ~X— D [Application Access] > [Start Smart Tunnels] N % > Z{Ef LT, A~—FhK k
YARNT T A FETHIBT 2L ERDH Y T,

AY—k bSO TA TDHRTE

)

ZIZTE, A— b RN SOEERa S F T FECOWTHBALET, TRTHOT T
YO 4 ROEALEN, BT A arvae G2 )y LTCarl 7y  NetERTHE, Av—F
foxmpbu 747 TEET,

G¥)

R—=2NIHHa T NARE U EEATHEEEIBEID LET, ZOFEE, 77947
Y RFUASSLVPN I THY, A~v—F FURABMEHINTHENE ) NCEFRZRLS v 74
TRMTONET, BET A 2L, T U EEH LA KTy TN =y vk
FHT2GEICRVEHT ILERH Y 7,

BOOLAMNET LEBEDRAT—F FoRILHASOOT A TDHRTE

ZORETIE, v 7 A 75 RTTDICTXTOT I UFEALLZ EBNETT, Av—h b
YARNDTATEA NIBUE, TRERADTA T XA LORBICEOTIT 6N TWET, 72k
Z X, Internet Explorer 2> 5 A~— K kL EBAMG L7285 iexplore.exe 23 AT I LTV
WERAT— b FURABRA TR ES, Av—b Frpud, a—=FRn s 7y IS
TRCOTIUHFEMHULLEAETH, VPN v a UK T Lzl L £,
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B o7 assEALERR—F FuRLALORT A TDRE

LGEllLoTiE, 770 Tn AR T —0fiRE LT, BRIICTEIRIFE-TNDH I E
N0 F9, F7=. Secure Desktop Z i L T\ % & &, =—H 7 Secure Desktop N TJ X
TOZ7 7V EALTCHLT I T ARROT A7 by P TEITESNTOWDIEENRH Y £
T LEBoT, Avw—h hrpid, BUEOT A7 by P TERINTWELY ¥ RUMNRZ
WIBARICTRCOT TP AV AFZ VAR T Lz R LET,

BHT7AAVEFRALERAT—F FoRILOALOAST A TDHETE

Z

.

TIUVEMAL TRy v a R RbIAEWEIIZTEHDIT, T L b et AOK TR
WCa A 7 A7V REZHZ LB TEET, ZOHETIE, VAT A R A OWHT A =
YEFEALCe T N LET, TA a2V, a—FRT M arE 7y LTl Ty N
HETHERFSNE T, 2=Vl 7 v M 201ICE vy v a VORI GE, T2
L, RENCHE 2T T D E CHERFSNE T, By v ary AT —H ANV AT A P A TH
HENDETHEEBMBINDZ ERXHD £9,

DT AN, SSLVPN a7 7 7 M ARI0NETT, Ziud, VPNE®y v a v A7 —
HADA I —2TIEH Y 1A,

FIE

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access| > [Portal] > [Smart Tunnels]
IR E7,

[Click on smart-tunnel logoff > icon in the system tray] =7 > 5 RZ A X —T VIZLE
D

7 4 > K7 @ [Smart Tunnel Networks] 157 C, [Add] ZA4 2L T, T4 a2 &#8H5 %> b
T—JDIPT RLVAERA NOW T EATILET,

CB  TAavELZ7Y /3 5L SSLVPNRLORS T U haka—HF IR HH—0 2
=a—HENRRSNET,

A7>KrLAXASSLVPN ¥ JF ¥ V—JL

27547 kLA SSL VPN CLI IZ1E, WebVPN #5#: TIZIE L < #R EN720 Web V1 M2
THBRETLRTELF Y T F ¥ V= ARNEENTHET, ZOYV—LnNEkd 57— 2L,
RAA P AL —YR— NOEYENREDO T TN 2 —T 4 T ET ORI B £,

7547 NV ASSLVPN % 7F % V— I DOHAIIEKD 25D 7 7 A ANEENFET,

B RKue—on—7



| Ruv—on—7

Y

f—anL 7o ez L—roiE [

e Web X— DT 77 4 EF 11T U T mangled.1,2,34... 72 £, mangle 7 7 A /Wi, 7 A
72 h LA SSL VPN Bt DO_X— TV %5572 VPN a2 ML —F D html OT 7 2 3
VERRERLET,

s Web X—T DT 7T 4 BT 4125 U T original.1,2,3,4... 72 £, 5D 7 7 A /L, URL
VPN 2ot FL—RIZEE LT 7 AL T,

¥ T TF v V=ML o TTZ 7 AN ZBE, 1”7 5113, [Administration] > [File
Management] (ZBEI L9, N7 7 AV EEM L, A2 R — MEYFITEELET,

GE)

54T FUASSLVPN S ¥ 7 F v V—LaFHTHE, VPN M L—FDRT 4 —
T UANEEEZITET, HIIT7 7 ANEAERLTZRIZ, Sy 7T v Y= E2NT AT
Bz E9,

R—ARIL TR IIL—ILDEKE

&

ATy T2

ATvT3

ATy T4

Z OYEEREREIC LD . H A X ~—X, HTTP ~v ¥ —NIZIFET 5T — X 2SN T, 774
7 MUV ASSLVPNEw v a UEAFFAIE I ST 57 v — Vi 7 547 2 L ASSLVPN
TIEAR) —%FHETEET, ASAIFZ 74T FLASSLVPN Y v a v 2HEET 5
A, Bl RRA v M T — a— RF&EIRLET,

ASAVX, ZOT7 78 A R —%, = RARA 2 b2Y ASA IZ% U CRREET D HICEEG L £
T, FOMFRE. EEOEAIL. = RRA » b OBINOEEERITIC L D ASA DWLFLY v —
ADHEEIT IV DR Y £9,

FIE

ASDM % iL#E) L. [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] >
[Portal Access Rule] %341 L £,

[Portal Access Rule] 7« > R 23 BH & 47,

[Add]Z 7 U v 7 LTCHR—=F N T 78 A= )VElERT D0, BEFO/L—/L &R L C [Edit] >
K7V v LET,

[Add Portal Access Rule] & 721 [Edit Portal Access Rule] % A 7 1 77K v 7 AN E £,

1 ~ 65535 ®/L— /L& 5 % [Rule Priority] 7 4 —/V KIZ AT LET,
J—UE 1 ~65535 DT T A A VT 4 DIEFF TR INET,

[User Agent] 7 4 —/L RIZ, HTTP ~» ¥ — TR T 22— =—T = FOARTZ AT L E
jqo
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. DS4F 2 bLRSSLVPN O/37 + —< VU A D&i#{L

Z

=

ATy T5

ATvT6

ATy T17
ATvT8

o YN E R ET A ICIE, XFHNE VANV R — R (*) THAET, =& 2L,
*Thunderbird* TJ~, MBLTFHNITIA N FU— REENT 2L aHRLET, VA LF
A—REMEHLRWE L= B EDFFNE b —H L, THILZLY b RIEIZD
RDLFHNE LB LRGSR H Y £,

s LFINZAN—=ANEENTVDEHA, ASDMIZ L > T, L— VORI TS O Fe )
ERBICHBPCEI AR BMINET, 728 2IE, ny agent E AT LT2HE . ASDMIZ
Lo TZDOXFINL 'my agent” & L TIRFEINE T, ASA Tl my agent D—ERHER X
NE7,

A=A Z G ITIN I A ZBIML 2N T 2SN, 72720, CFFNSEM L =53] H
fq‘% ASA Tﬁgé\éﬁé%é\%@% EE”@‘O =& /%Jj:\ “my agent” &)\ﬁﬁ‘é & . ASDM (%
%@X$§U;}<—L’ "\"my agent\’" Lk L’Cf%ﬁﬁ_éﬁ’_&)\ "my agent” é’*ﬁuﬂ:’u L& 5 L Li‘@—ﬁ\
my agent ERSOND FH5 A,

e AN—RAEEGEL LTI TUA N RA— RefEHT 25613, XTIk z2T A4V R —F
THHIBLTKERTLET, =& 20, *my agent* T9, ASDM |2 X » T, N—ILVOIRTERS
W2, FOXFINIABMBICSI A CHENE T,

[Action] 7 ¢ —/L KT, [Deny] % 72i% [Permit] Z 3R L £ 7,
ASA . ZOREICHE ST, 7547 hL A SSL VPN #f 25 £ 72133 L £,

HTTP # v & —% 22— K% [Returned HTTP Code] 7  —/V KIZ A LT,

HTTP A v E—F 5403037 4 — /L RIZH LM UDATIENTEY, ZhBRR—F LT 7%
A= DT 7 3 ) METT, AvE— a— FOFERREMIL 200 ~ 599 T9,

[OK] %227 U v 7 LET,
[Applyl 27 U v 27 LET,

A7 RLASSLVPN D/N T A —T U XDEFEIL

ASA 21X, 7 FA4 T FLASSLVPN D7 5 —~ A L HEREZ fcitilb T 2 EE DO FIEN H
DET, RT3 —< L ADOWEIIT, WebF 7 V=7 hDOFv v v 7 ERNGENET,
MEEEMEDORRIRIZIE, 2 T oY EBRBIOT 0 Xy A RADHIROBRENGENET, T
filZ, APCF Car 7 oY EMA KT 52 b TEET,

AVTUOYEBDERT

TT7 4R TIE, ASAL, 2T UYEBRBIOYIA F =V ENLTTRTOI T4
7Y FUASSLVPN F 77 ¢ w7 2B L £ 7, ZTAUTIE, JavaScript X Java 72 £ D 70 L
FMLTOXVHTTP~D T 7 4 v 7 bEENETHN, TOXIR T 7 4 v 7 TlE, 22—
PRT 7V r— 3 I SSL VPN T3 ZANENLT 7B AL TNDHDN, TILH DT /3A

B RKue—on—7
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AR |

ZNEIFETICT 7 BEALTONDONUGEL T, Bv v T4 v 77 78A arbr—Lo
= VRERDGEERH 0 ET,

Web U Y —2IZ Ko TiE, SEICERIOUBENERINDEERNH Y £3, ROHETIE, 20
&9 7R 2 R A D REREIC O W TR L £ 97, MECRIMR T Web =2 7 Y D EARIZIR
CTINHDHREDOWNT NN EMAT 25608300 £7,

JOX NANADEA

ATy I

TaX Y NANRZAEEHTDHEIICASAZHETEET, ZOHREIX, T rF T A0
T 280 ea 7Y VoA MEREMH LGN, 770 75— a3 °Web U V— 2R
ZRXVEIENTELDHAITVET, X A R Fa T YoFEZHZIRDLF
EThHY, wOa T Y OERERE/NRICIA ET, £ OGS, BAX LA WebT 7Y Ir—
va vy TInNEEMRTLEREHTT,

TRV AL RANIER O P EARETEET, = MY ERETDIEFIIEETIEH
DNERFA, A F—T A AENATRAY FIA v F—T A ALK =MLY, 7u %
VR NRA = VR —BIREESNET,

PNRASAT TR A= EFEALTT o Xy XA RREHJRETIHE, Fy hU—27 av
T4 X2l —alioTL, ZNHDR—FPASAIZT 7 EATEDL L HIZTHRDHIT,
Tr7AT =N AT 4 X2 b—a VOEERMLBILRDZENHY E£T, ZOHIR%EH]
BT DI, NRX R EERLET, L, SR RAZ BB THIEBnHLHT-0, B
BONRA A7 A7 — A2 R L CELT DAL 70 < 372 L BAREIT R 58560
HoET,

/XA, URL T .com X .org, E/ITFDOMDE A T D RAAL L ZDHRITH L BIKTT, 72k
Z 13X, www.example.com/hrbenefits & VN9 URL TlX, hrbenefits 737X AZ72 0 £9, [FRIERIC,
www.example.com/hrinsurance & V9 URL Tid, hrinsurance 7>/ A T, T _XTD hr % I T
Tuax T N NRREMFHT 55, (VAVRI—NR) Z/hrOLSIEHLT, avy»
REBHEFEH LWL Sz TEET,

ASANRaLT oY VI "RlZFEAEFRITE LS FETLARWVWEAEDL—LERETEE
7,

FIE

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Proxy Bypass]
DIEIZHEA F T,

ATFYT2 Tuxs SAURNZADA o E—T =2 AL ZEEIRLE1T,
ATFY T3 X AU NZAHOR— FELIZURIZHRELET,

e[Port] : (A Fvar REY) Faxs N RAIR— R LET, HRR— &
213 20000 ~ 21000 T9°,

*[Port] (74 —/b ) ASANT BFY NANZHITRITDREREZOR— M2 AT
LEJ,

Kys—o1—7 I}
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«[PathMask] : (A7 ar RH¥y) 7uaFy NARRZURL ZHLET,
e [PathMask] : (7 41—V K) 7% "L XZHDOURLZ AN LET, ZOURLITIE,
IEHREHRAHEHTE £,

RTFyT4 Tuxy XA RADH—4 v NURL #E#RLET,

«[URL]: (Rmy7Z T UZXK) Frbhapt LT, htp £7ciEhttps 227V v 27 LE
R

*[URL] (FF Ak 74—/ R) : Fuaxs A R2%0H$ 5 URL Z# AT LET,
AT9TS VI NT2ar 7o YaEELET, BPURIL, 2oL, FLE XML, V27, B v
F— DA EDLETT,
*[XML] : XML 27 Y% U T4 T 5550 L 7,

* [Hostname] : V> 7 %YV 74 M HEGAITEIRL £,

B RKue—on—7
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