EF A —)L TAX

B AN TaxvERETDHE, VE—FEFA—NVIEREE® Y 7147 N L A SSL VPN @
A—WFIPETEX T, 2—HFRBETFA N T URHATETA— L By v a v aRITT
Hé, BT A—NITIAT U MNRSSL 70 ha L& FERLT N RV ERESLLET,

BEFA—N TR Fu baIROLEY TT,

(0]

POP3S

POP3S X, 7947 FLASSLVPN B3V KR— T 2FEFA /L 7TaFTD1DTI, 'T
TNV EITIE, BX 2 VT4 T IAT U ANRR—1995%2 1) v A L, A— 995 F7=1%
ESToAR— ~ & OB HEIRIZHF T S vE 3, POP3 7 - d, SSL#Eki7-! T%%@T"~
FCRFATLET, SSL b FIVMESL S 1721412 POP3 7' 12 h 2 UABRMG &, §RAEDM T
*4, POP3S 1F. B A—NZEHAOTa ha L Td,

IMAP4S

IMAP4S X, 747> L ASSLVPN RV R— T BHEF AL TrFD1>TT, T
THNETIE, X207 4 T T I9AT U ANRKT—1993 %Y v A L, &— 993 F7/=1H%
JE ST — b & OGN HBMICFHF TS E T, IMAP4S 7' u % 0%, SSL k72220
AR—FTFHFAILET, SSL b RV SFLT-FRITIMAPAS 7' 1 ks L3RG S 4L, FRAEDS
TOET, IMAP4S IE, BT A—NZEHOT 2 haLTT,

SMTPS

SMTPS IZ, 7 747> hLASSLVPN R¥HR— T HE A=/ TaxiD1>TT, 7
TANEITIE, BX2 VT 4 TTITAT U ARKR—1988% U v AL, A~"— k988 F/midik
ESNToAR— b & OB HBEIRIZFF A SALE T, SMTPS 71 % 03, SSL*ﬁf;LﬁT%%@
R— N THFFAILET, SSL b RV I 12 SMTPS 7' 12 b =L Billh S 4, #RREAS
fThEd, SMTPS |Z, EFA— ik EHOT e h=2/LTCT,

cEF A= TOFTVOHRTE 2 —)

s AAA =R T N—TOEE 2 —)

cEBF AN TR EHEHATEHAL o H—T = A ADFRS] (4 2—)

BT A= FaXLOWIOHRE (52—)

e kv Y — Ok (6 —)

Brr—L7oxy I}



BFA—)LFoxy |
B =7 Jox 08z

T U IHZDOFEE (13—)
BEFA—IL TOXLDETE

BFA—IL TEXLDES

cEBF AN TR TERA LT =N E Y T— FOEINLEF A —I/LIZ 77?}#5
a—PF, BFA—N TS TAT, =L TI7EAAEVE—N T 7 ERAHIC
DEFA—IVT T FBVETT,

cEAF AN TR g Ta—YRBIAEINDIMLENDH Y 9,

AAA H—/\N T IL—TDEEHTE
FIE

AT 71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [AAA] Z# 2R L £,

ATw 2 @2 % 7 ([POP3S]. [IMAP4S]. F 721X [SMTPS]) #IEIR L T AAA V— X J)—7 % B
i, 2hbnt vy a  A@mHTL7 74V O NAN—T R o —EFELET,

* [AAA server groups] : [AAA Server Groups] /¥ /L ([Configuration] > [Features] > [Properties]
>[AAA Setup] >[AAA Server Groups]) ([ZBEIT25AIC7 Y v 7 LET, ZZTiE, AAA
Y= T N—THBMETTRETEET,

* [group policies] : [Group Policy] #¥%& /L ([Configuration] > [Features] > [VPN] > [General] >
[Group Policy]) (2R8I 2551227V v 7 LET, ZI Tk, Zv—7 KU r—ziENE
ToIFmETE £,

. [Authentication Server Group] : VR ORME — RN TN —TERIRLET, T 7%
JV N TIE, 78 ﬁ‘—/\ﬁlﬁﬁﬁéﬂfwiﬁ‘h AAA ZREBREG A E L TRE LT SAI2IE
([Configuration] > [Features AAA]>[VPN] > [E-Mail Proxy] [Authentication] /X% /L) | AAA
P—NEREL T ZTHRIRLARWVWE | HISRIECER L £ T,

» [Authorization Server Group] : = —HWFRAHOFEA[ Y — N T )L—TZRINLET, T 74 /b
FCIE, BB —AARREINTWVERA,

* [Accounting Server Group] : =—% 7 H T 4 VI HOT AT T 4 T =X T —
TEBERLES, 774NV TR TAVT 4 07 =R REISNTVERE A,

* [Default Group Policy] : AAA 7% CLASSID B % iR & oW a o2 —FIZEH T 5 71—
TR —FEBRLET, BESE, 4~ 15 LFOFEMT T, 774NV DT NL—T R
U v—MEE SN TORWEEAR, CLASSID 2MF(E LW S, ASA Tt vy a v &hk
NMTEEHR A,

B &74A—1TFoxy
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« [Authorization Settings] : ASA D3RR DT

amas—rnu—70zz |

CHAIT p 2 —FEOMERELET, 204

BilX., T ZVEFHELfEH U TEREE L, LDAP £7-1ZRADIUS A Z M & 4 5 o2 —HF

WA S ET,

* [Use the entire DN as the username] :

* [Specify individual DN fields as the username] :

FRET2HEITRIRL £,

AT OREE A 2T 2 5HE IR L £,

2 — YA HICHED DN 7 —I/L K%

[DN] 74—/ Rid, 754~V e h X VD2 55 @RTx$4, =L 213, EA
PRI L2, AI0E, 2—PITEFA =L T FL R > CTRIEEN £, JohnDoe
LV —fik4 (CN) & johndoe@cisco.com £V 9 FEF A —/L 7 KL A& o2 —H
I%. John Doe %7213 johndoe & L TRAGES AV EH A, 13 johndoe@cisco.com & L T
PAESNDMENH D 7, EAB LU0 2= L7255, John Doe 1%
johndoe@cisco.com ¥ X O Cisco Systems, Inc. & U CERFESNDHMLENRH D £,

[Primary DN Field] : s8] HICERET H 774~V DN 7 4 — /L REZRIRLET, 7

74V ME[CN] TT, A7 a ilidx, ROLONREENET,

DN 7 4—JLF

[—=4
=

Country (C)

ZjC?@ZIEH%HDO E4 22— NiX
3166 [E4 BEFEL _E%Lﬂ\i%

Common Name (CN)

a—Y VAT A, FOMOZUT 4T ¢
DT, Ziu, IDBEEOKR ML (&b
EEMEOE) LT,

DN Qualifier (DNQ)

D DN Bk,

E-mail Address (EA)

FEHEZFTAET D2 —Y, VAT A, F
X T4 T A DEF AN T KL
A,

Generational Qualifier (GENQ)

Jr. Sr.. E7213 10 72 & o M{NERR T

Given Name (GN)

AEHEPTAE 04T () .

Initials (1)

SEAEFTA B OIE & 4 DR D LF,

Locality (L)

HHRE S PTAE S 2 TTHTAS,

Name (N)

REAEFTA A D44 il

Organization (O)

SfE HUA, BB, e, ooz
T AT A DA,

Organizational Unit (OU)

FHEEN O Y7 77—,

Serial Number (SER)

FEFEO VY TAEE,

Brr—L7oxy I}
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EFA—LTaxy |

DN2«—JLF

E&E

Surname (SN)

REFR AT A ORE,

State/Province (S/P)

FRRDSFTET D NI,

Title (T)

AEFERITA A OR# (Dr. 72 L) o

User ID (UID)

AEMAEATA#E O ID #F 5,

* [Secondary DN Field] :

(A7 av)

BAFICRTETHEI X YUDN 74—V %

BIRLET, 7740 MI[OU] TF, A7 v a2, EitoRIGEHIATWDS
HOFTRTUTMA T, [None] BV £F, ZiuL, Bh XY 74— L REHEL

RV IGRIR L E T,

BFA—ILTOFXLEFRT M 02—T 4 XADHA

[Email Proxy Access] B[ Cld, B A—/L 70X T ERETIHA X —T =4 A%iHITX
FT, BFA N TRIVIE, HAOA L F =T oA ATHEBLORETEET, /2.1
DDA B =T 2 A ATEFA—NTaF U EREBLORETIUE, TORELZTXTOA
VE—T A RACHEATEE T, FHHEHAOA T oA AR T A F—T = AITHL

TEFA—IN O UNIRETEET A,

FIE

AT w71 [Configuration] > [VPN] > [E-Mail Proxy] > [Access] %S LT, f L H—T = A ATA 31—

SN2 > TWABFA—)L a2 F R LET,

* [Interface] : FHEINTNLTRTDOA U X —T = A ADLRTEFRLET,

* [POP3S Enabled] : =D A > ¥ —7 = A ATPOP3S 34 F—T NE I nERLET,

* [IMAP4s Enabled] : DA > Z—7 = A ATIMAP4S INA X —T NN E I MERLET,

*« [SMTPS Enabled] : Z DA > Z—7 = A AT SMTPS 31 X —TILinE H naERLET,

ATY T2 [Edit) 27V v 7 L, MAFRRINTNDAS X —T 2 A ADB A=V T UELER

L/\i‘é—o

B &74A—1TFoxy
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g7 4—1L 7oxvoridoiz [

EEQL)L__)L':fE]jFi/o)muﬁEODanH

%%){*‘/V TaxiOHA ST L \—wunEjiJc% Ebi—gq

FIE

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Authentication] 22 L 9,
ATY 702 %E@O)mu nﬁﬁtﬁ) %Jggﬂi:)_\lf% i‘j‘

« [AAA] : AAAFRGEZ MEICT 2B AICEIRLET, 2047 a 2T 5121%, AAA
Y= NEBRETHLENDHY 9, 2—F X, 2—F4, = BIOUIRAT— &2 A
HLFET, 2—HFiF, VPN 2—HFHZ LB A=)V 2—F L OS2 ANTHLERH Y
T, TOLEE, AVO—VFLNEL DA, VPNAT U I XX > TREID &
7T

[Certificate] : REEFRAEZ MHIZT D5 GITIEIR L £7,

GE) BHEDASAY 7 o7 VU —RATIE, FAEFRGHIE A —L 7o 0Tx%f
L CHERE L £ A

SEAESREE AT 24, =2 —Pi%, ASA R SSL Ry o —3 g VERHIMEETX B3
%%%FFOTU\%)ZEZP&)D&# SMTPS7U'3€‘./T \ nft%%gﬁnﬁ%% @wunﬁﬁ_t
LLTHHTEET, TOMDEFA—/L 7o Tk 2 ORI T XN NE T,

RERAERRAEIZIL, T X CHRU CA 1 ORIT I 3 FMEOFEAFENLETT,

- ASA O CA FEHIE,

-7 A7k PCOCAGHE,

-2 747 FPC D Web 77 UHFEE, EAGEAEE 21X Web 7 7 U PREHIE & & IF
X E7,

[Piggyback HTTPS] : &' —/ v 7 BEEZ MZEIZT DA 18RI L 77,

ZORIEAF— LT, 2—VRIT T/ IA4T 2 FLASSLVPN v v a V&N LT
WAHZ L EMAEE LET, 2—VPFEF AN 2—FLETEZANLET, AU — R
ARETT, =P, VPN 2—VL LB A~V 22— Ol &2 AS1T 50N H D
T, TOLE, EVO—PLRRL DA, VPNAT U I XICL > TREIY &
7T

IMAP (%, R —H I K> THIRREN W ZH D'y a v EAEKRLETH, =2—F

AT L THRAEINTWAEIR e 7 A oz Rz F4 A, mMPt/yay@ﬁﬁ’

WKKNEZE A, 7747 b L ASSLVPN DA NYIRN N HE121E, £ Dk —
PFRH LVEEGE A ML CTE FH A, UTFORKRNAH Y 7,

SMTPS BF A —/Uid, RUBBEICEX— "y 7 2ALET, 1TL A LD SMTP H—-
W, =R A T2 LEFFA L TWRNZD T,

EFA—IL TOxS
I



EFA—LTaxy |
B o= v—omn

GE)  IMAPIL, FAFRF—HEIC L > THIBRSNAWEE D' v v a W E AR L ETH,
Z—PZIZK L THFAENTWDRIR 7 A v OBERZ EE A, IMAPE v =
COBINZ DERKRIEERB L. 74T kLA SSL VPN 8kt DA 2RI
TEHEAITIE. EOBRA—FDH LVMER A N, TE £ A, LT ORISR H
E3 AN

Sa—PIIIMAP T 7V r—2a U E K TLTASA DY a2 7T LT
ME, FLWIZ 54T ML A SSL VPN e 2 ST TX B,

SEHE D IMAP 22—V DRI T 7 A & H8>d ([Configuration] > [Features] >
[VPN] > [General] > [Group Policy] > [Edit Group Policy] > [General]) ,

SEBFAN T XD HTTPS/IE X — RNy ViBGEE T 4 B —T W T 5,
* [Mailhost] : (SMTPS D7) A —/LiRk A MRAEA MBI T 25512 L £ 7, POP3S &
IMAP4S (T A — ViR A MRGEE FEITTH2D, ZOA4 7 a0k, SMTPS DA

TEREINET, ZOFEEHFX TR, 2—FOBEBFA— L a—H4, — BLUOUIX
]7 e F‘ﬁ§%‘gf—§<o

O N =l
JOxS H—/\DHE 5
Z @ [Default Server] /S % /L Tlk, ASA DT Xy —_EZi#HHIL, B A—/L 7% 0Txf

LTT7H b= R—b, BLOEREE v v a VHIRERET D2 LN TEET,

FIE

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Default Servers] = =M L £,
ATV T2 ROT7 4 —VREZRELET,

* [Name or IP Address] : 7 7 4 /L hOE A —/L 7o X —/"ODNSKL E/ZILIP T KL
A ANTJLET,

«[Port] : ASADEFA—NTHRXY NTT7 40058 v AT HR—NEFEZANSILE
T REINTAR— MIXT 2ENS BEINICEFRISNE T, B A—/V T XL,
SSLEEG 71T &2 Z DR — F TR LET, SSL h U RAPHESL INT-ZIZE T A—L T 0
FUMBE I, WREEATOIVE T,

T 7 )V MOFREIZRD EBY TT,
« 995 (POP3S DHA)
+ 993 (IMAP4S OHA)

+ 988 (SMTPS DIEE)
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71

7Fuzsaouz [

* [Enable non-authenticated session limit] : FEFRFEE T A —/V 7 XL v a O EH|R
TAHLGAICERLET, BIE7REATOEYy 3 VORIREZHRETE, ZHUCL-T
DOS AP E £, Lk Y a Ui, Eﬁﬁéhtﬁ?%ﬁ%%ﬁfzé L. ASA b
WIERRRERE A # T L E T, FERGEREREMEIE L2 WG, b iV iR & T
LET, ZNIC L > TRARKEADE v T = /ﬁ)n‘\kTﬁ‘é & TH Y EHA,

BT A=/ 7 ax UEERICIE, 3 ODRENRSH Y T,

CFBUCEF A — VR SN D & RBEES TV 2] RRBICZ2 D £,

« ZOER TP ABRIRRIND & TREEET ) IREBICRY £,

« ASA Z)\‘%%’ﬁ};’h mu uIETé & uu niEflﬁﬁJ ’U( 73? D \iﬁ—o

TANHRTE

ZDONRPFNLTIE, BF AN ToXVBiFCHEAT 22 —V4/RATU— K T U I & LH—N
TUVIXEHRELET,

FIE

AT 71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Delimiters] z &/ L %9,
ATYT2 ROT 44—V REHFRELET,

s [Username/Password Delimiter] : VPN . —H 4 L E 1 A — /)L 2—HF L EXY) 572D DTV

IHEBIRLET, BT AL 70X TAA BGE2HEHT 2556, BEL VPN =—
P EBT AN 2—FLARRLLGEICHFOa—YAEZFEHLET, BT AL T
n¥ty g il Dﬁ%/?ékéu\i~$ﬁﬁﬁ®i~f%%lﬁb\::*%E
LT UIZTREIDET, £/, ET ANV =B LA LET,

GE) 74T FLUASSLVPNEFA—/L Faxy a—H o2 — RNz, 5V 3
ZELTHEHENTWDAIX T2 EDH LiIxTEEHA,

s [Server Delimiter] : L—H4 LE T A — I P —_"ZEXYH7-DDOT VU I X ZEIRLET,
ZOTYIZE, VPNAT Y I Z L3NS 28 ERH Y £, BEFA— LTty
vaviiu A T HGHRICE, =L T 4 — L Rila—FH e — Dl 2 AT L
£75

t?:itf VPN TV IZE LT 2 AL, =TIV IXLELTC@EFEHTLIHE
EFAAL TR URBATESF AL TR T AR T HE XIS
Vpn_username.e-mall_usemame@server LWV TCa2—FHEATILET,
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