e P = B - - me

—AH9 7% VPN 5852

VAT AT var 23=Y)

AR VPN vy a VBOEE 34—)

* DTLS OfE (4 =—2)

« DNS $— =T DFRE (5 5—2)

BT DT =L DFRE (5 3—)

*SSLVPN #fefHD 27 747 b 7 RLAFRE (6 3—)

s IN—TFRY v— (8§—Y)

BT R T A (56 X—)

TR T AN, 7T A4T 2 ML ASSLVPN (75 X—7)

« IKEv] #fi 7'm 7 7 A /b (80 ~—2)

IKEV2 TR 77 4L (87 <X—2)

* IPsec £721X SSL VPN 25t 7' 12 7 7 A L ~DFEHEDO~ v B 7 (89 ~X—)
« Site-to-Site #5711 7 7 A /b (93 X—)

* AnyConnect VPN 7 7 A4 7 > ks A4 A—3 (101 ~<—7)

» AnyConnect VPN 7 5 A 7 > MNERORE (103 =X—)

» AnyConnect HostScan (111 ~3—73)

* HostScan DA A h—/V £ 7237 v 77 L—F (112 =)

e HostScan D7 A A h—/L (114 X—)

e JNV—"T" R T —~D AnyConnect 7 4 —F ¥ T a2 —/LDFEID KT (114 X—)
* HostScan DE~ =27/ (116 _X—)

e AnyConnect t¥ =27 EE YT 4 VU a—Tar (116 X—Y)
+ AnyConnect DI AX <A Al —h ¥ -z (118 4—)
* AnyConnect 3.1 [A]\F AnyConnect Essentials (121 ~2—137)

*IPsec VPN 7 7 A4 7 b V7 b =7 (122 3—)

* Zone Labs Integrity Server (123 ~X—2°)

<ISERY »—oiH (124 X—2)
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VATLATUaY
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec] > [System
Options] A1 > (% 721X [Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options] % fiff
ALTEIE) 29 25L, ASA ED IPsec & v a & VPN & v ¥ 3 U [EA OHERES %
ETEET,

» [Limit maximum number of active IPsec VPN sessions] : 727 7 4 7 72 IPsec VPN & v > 3 >
DIERKRBOHIRE A F—TNVEIEZT =7 M LET, ®HIE, N~ KV =T 7T v
N7 —LeY T U=T T4V RIZKSTHRRY 7,

+ [Maximum IPsec Sessions] : 7 27 7 « 772 IPsec VPN & v ¥ 3 > O KiF 5z f8E L
F9, TOT7 =N RiE, EROTF = IRy 7 REF NI LT, T 27T 4 7 72 1Psec
VPN & v v a v OERRBAEGIRLUIZSGEIZIZET T 77 4 71820 £7,

* [L2TP Tunnel Keep-alive Timeout] : ¥—77 74 7 A v —VOMHEZWHEL THE L E
T, FFAIZ 10 ~300FCT, T 74/ ME 60 TT, ZiuL., Network (Client) Access
HHADOEERY AT A AT a T,

* VPN R U RV ORESIRFZ, BEFO 7 e —%FofE L7,

» [Preserve stateful VPN flows when the tunnel drops] : %~ § U — 7 JLiEE— K (NEM) TO
IPsec h o RV 70 —DRFFEA R—T NV ETIET 4 B—7 M LET, K72 Psec
ho v 7o —REE A 3 —T N T B &, [Timeout] XA 7 a2 7R 7 AT kRN
FERSNAIRY , X2 VT 4 T IAT LV ANRAT— MERIZT 7 BATEX 5720,
TRITIEFIC T —ERITLET, 2O T a it 774 FTEYGTT,

N

GE) M RNVTCP 7R —E Ru vy &N, 7 —2T v 7%
TCP XA LT U MUKFELET, 72720, FEDO h v 7m—
DEA LT T IBT 4 =T N> THHEA, FEIFE- Mo
Fik (T MHHDOTCPRST2 E) ICL-oTZ7 VT ENBHET, £
D7 u—FT AT AN THRFEEINET,

* [IPsec Security Association Lifetime] : £F% = U7 1 7V — 3 (SA) O ZHE
LET, ZONRTA=FITED, IPsecSAF—DTA 7 XA LOHIEBRMNEZFRE L ET,
T AT HA LIE, IPsec SABHIRYINIC /2 5 £ COFRMEZ 7R L, L F—LFxT
V=T OMENRDH Y FT,

¢ [Time] : ¢ (hh) . 43 (mm) . BEOR (ss) HALTSADT A 7 XA LEFRELE
TO

s [Traffic Volume] : ¥ 234 NEALDO T 7 4 v 7 TSATA 7 XA LEERLET,

IPsec SA DZHAMREINIZ 72 5 E TOXA B — R T —2DOF A f MgE A LET, £
7213 [unlimited] 2 4 12 LE3, fH/IMEIX 100 KB, 7 7 4 /L MEIX 10000 KB, #x K
E1% 2147483647 KB T,
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* [Enable PMTU (Path Maximum Transmission Unit) Aging] : ‘& EEHE 725 PMTU OD=— > 7 % A
X =TT DB ENTEET,

* [Interval to Reset PMTU of an SA (Security Association)] : PMTU fE2S JLDEIZ Y & » K
SN EATILET,

* [Enable inbound IPSec sessions to bypass interface access-lists], [Group policy and per-user
authorization ACLs still apply to the traffic] : ASAIZ, VPN 77 4 v 7 BN ASAA » F—T =
AATHKTT DL ET 74V P THFAIT 2D T, IKE £72I1TESP (L7232 DD Z A
TDOVPN/ANT b)) &7 78 A V— /L THATLLEIIH ) A, ZOFTvarz
FUAT LT LEAEIE, BEENT VPN ATy b —R/V P 7 KL RICxT 57 2
A= VI RETT, VPN bRV VPN X 2 U T 4 A= X85 L TEFIC
o SO T, ZOWREIZ L - T, MR b S, Ex=2V 70 VA7 Z2A5 2L
R TNA ADNT =< U ANRFREINET, (A=K v—BLOa2—HH
NLOFFF ACL 1L, BlEHiE M7 74 v 7 M INET) |

IOFTarEAZIZTAI LK, TR A= EE—H)VIP T R L R (A
TEHZ L AMEIRNEATEEST, 778 RA A—Tue—B P T RLRIZHEM S,
VPN X7 hEBIL SNSRI SN CWamD 7 47> P 7 LA A
SNFEHA,

[Permit communication between VPN peers connected to the same interface] : Z OHEHEZE A —
TNEREFT =T LET,

FUCA v H—T 2 A AN LTHERY TA T M VPN b T 7 4 v 7 ZRFSLEFIC, £
TR LTV XA LY v 9528 TEET, AILA ¥ —T x4 A% LTVPN
77 4 w7 BB TICEET 2HE81E. TDOA v H—T =4 AZXT 25 NAT 2 A
F—=T ML, TTAR=FIPT RVRENRT Y v 7NV —T 4 VT ARERT R R
BT HVERHY 3 (7277 L, a—BNVIPT RLA =TT TN T Y w7 IPT
RLU2AZBEHLTCWDEAIEREET) |

* [Compression Settings] : JEME & A % —7 /LT T HH%HE (WebVPN 38 K INSSLVPN 7 71 7
VN BRELET, EMET 740 T R—T Mo TWET,

=] > ~ % =L

mAVPN Y 3 VHOKRTE
VPN & v 2 5 > £7-13 AnyConnect 7 74 7> b VPN & v ¥ a U THA SN D RREATE
FTHITE, ROFNEEFITLET,

Fig
AT 71 [Configuration] > [Remote Access VPN] > [Advanced] > [Maximum VPN Sessions] % 3R L £,

AT w72 [Maximum AnyConnect Sessions] 7 4 —/L RiZt v ¥ a VORKFERE AT LET,
ANMEIZ 106D T7A B ATHESNDIE Yy v a VORKEETTT,

— 807 VPN B
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AT w73 [Maximum Other VPN Sessions] 7 4 —/L K C, #FA[ T 5K KO VPN v a a2 AN LE

9, ZHUZIX. CiscoVPN 27 74 7 > k (IPsecIKEvl) & LAN-to-LANVPN & v 3 0N EF
nE7,

HMEIZ, 10D TA B ATHEEIND YV 3 VORKREETTT,

ATy 74 [Applyl 227 Vv 27 LET,

DTLS DEETE

ATy T

Datagram Transport Layer Security (DTLS) Z{#fH 7 % &, SSL VPN ##i % 2. L T\ %
AnyConnect 7 7 A 72 T, 220D k> x/b (SSL b x/b & DTLS b xv) %[RRI A
TEFET, DILS M4 % & . SSL &l THAT DI K OVHHBuE D RIS B8 S 41, /3
ey NBIEOEEZZ TR0 T WY TAEA LT T ) r—2aORT7 p—< ARAELE
7

1R BHHIIZ

ZPD~y R RTDTLS R E L., 32 DILS D/ 3—V 3 U &R T HI2I%, SSLXE
LTSS,

DTLS % TLS $ell 7 +—/b Ny 7 SH521E, 7 v RETHE (DPD) %A 3x—7 /W2
HMLENRHY F9, DPDEZ A R — 7 /WIZ L7256, DTLS #5t CREN AT 5 &, TLSIZ
T A= Ny 7T LR ITERITE T LET, DPD OFFEMIZOWTIE, WEHZL—7" R Y
v —., AnyConnect 7 7 A 7> b, 7 v FETHH (G6<—) 2B L T3,

FIE

AnyConnect VPN ##5il2%f L C DTLS A7 > a Y #HEL 7,
a) [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles] @ [Access Interfaces] 7 * 3 S ZBEI L £9°,
b) [Interface] 7 —7 /L' AnyConnect Bt (X ET H A v H—T = A ADITT, A ¥ —T =
AATAR=TMIT DT a harct Al LET,
* [SSL Access / Allow Access] % 4 NZF DA F—7 WMZ L7254 [Enable DTLS] %
T 74N NCHUEITAR—T VTR ET,

« DTLS % #%h29 % (21X, [Enable DTLS] #4712 L £9, SSL VPN #4#¢/% SSL VPN
RN DIHEE L E T,
c) [Port Settings] #ER L, SSL R—F AR EL 7,

« [HTTPS Port] : HTTPS (7' 7 U #~_—2) SSL ##EHICA R—T7 M 2R — b, #i
PHIZ 1 ~ 65535 T, 5 7 4 /L MIAR— b 443 T,
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« [DTLS Port] : DTLS #&kc I A £ —7 /W29 5 UDP AR — b, #iPHIL 1 ~ 65535 T,
T 7 F /b MEAR— b 443 T,

ATV T2 BEOIN—FRY L —IZ L TDILS A7 a v #EELET,

a) [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit]
> [Advanced] > [AnyConnect Client] (2@ L £ 9,

b) [Datagram Transport Layer Security (DTLS)] @ [Inherit] (7 7 #+/L &) | [Enable], F7zi%
[Disable] 18R L £,

¢) [DTLS Compression] @ [Inherit] (77 #4/L }) | [Enable], %72/ [Disable] Z 3R L, DTLS
DEM 2 E LET,

DNS H—/\ T JL—TDEKRTE

[Configuration] > [Remote Access VPN]>[DNS] ¥4 7 1 J 7R v 7 ATk, H— T V—T74,
T—s, ZALT U NORE, FEY FTAEE, BB RNAL A ZETe, REWHHDDNS
Y= NPT =T IWNIRRSNET, ZOXAT Ry 7 2T, DNSH—/ 7 /L—T"Z580,
e, EIFHIBRTE 7,
* [Add or Edit] : [Add or Edit DNS Server Group] % A 7 2 7 7R v 7 AN & £3, BIOLATIZ
HDH~VT
s [Delete] : HR L2172 7 — 7 OHIBRLET, ERINT, LVELDL TEXERA,

* [DNS Server Group] : & O#Zfi®D DNS H— 3 )L —7 L L THEHT 52— 2RI L F
¥, 7 74 /v biE DefaultDNS T3,

* [Manage] : [Configure DNS Server Group] # A 7 2 7' 7R v 7 AN & £,

BEE{tEa70T—ILOHKRTE

Ml LT Taty s (SMP) 7Ty B 74— A TOR L7 OEID Y TEEEL
T. AnyConnectTLS/DTLS T 7 4 v 7 DANL—TF v "l LEHE 2 ENTEES, ZOF
FIZ X > T, SSLVPN T —# A E#H b S 41, AnyConnect, A~— bk h¥ /b, BIUOKR—
MZEIZBWT, =PRI TE 27 4 —~ A\ EREHLET, KOFIETIZ, v~
TN arsFx¥ANE—RFEAIILF arTF AN E—RTIES L7 —LEaRELE
@—O
WAk a 7 BOEPFIATCE 201F, ROT Ty 7+ —ATT,

* 5585-X

. 5545-X

* 5555-X
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+ ASASM

FIE

AT w71 [Configuration] > [Remote Access VPN] > [Advanced] > [Crypto Engine] Z 3R L 9,

AT w72 [AcceleratorBias] K v 7 X7 U A NG, BET 78T L—% FatydOE ) Bk
ERLET,

G ZDT 4 =)V Ri%, BEREN ASA THEHRERGAICIE TR REINE T,

s [balanced] : FF 5 b N— KD =7 U YV —RZHEITHE L ET (Admin/SSL 3 L (M Psec =
7) o

« [ipsec] : IPsec Z BT 5 L H 1T B b N~ KU =7 U Y —2A%ZE Y Y TEJ (SRTPH;H
{bEF NI 74 v 7 25T

* [ssl] : Admin/SSL #8595 L 2 IS5k — R =7 U Y —2ZED Y TET,

AT T3 [Applyl 27 VU v 7 LET,

SSLVPN =GR D Y 247 7 FLARTEE

IOEATOT Ry I AEFHLT, Za—2L 2547 R T RLAQEI YL TRY 2 —
FHEL, AVEZ—T oA AZEHEDT RLA T —LERELET, ZOXATRTRY 7 A
EHHALT, A =T RAZEEDOT RLA T —LEBI, e, E3HBRT2 280
TEXET, ¥ATRIT Ry I ATFHDOT—T M, RESNTWAAL L Z—T = A AEEFD
7 RV A =N O—ERFRRINET,

* [Global Client Address Assignment Policy] : 3T IPsec #f¢ & SSL VPN Client £t
(AnyConnect 7 74 7 Mt a Gie) [T ET LRI —2RELET, ASAIL. 7
RLAZRDOITLET, #BRINZY —AZIEFITHEHLET,

* [Use authentication server] : 7 7 A4 72 8 7T RLAD Y —AX & LT, ASA DFRFEYT —
NOFEHEZRSLD L OITHELET,

+[Use DHCP]: 7 A4 7> h 7 RLADY—A L LT, ASA 25 DHCP Offi fl %A 5
FOIHRELET,

* [Useaddresspool] : 7 7 A 7> b7 RLADY—AL LT, ASANRT RLA T —/LD
EHEZRALD X OITRELET,

* [Interface-Specific IPv4 Address Pools] : BXESAILTNDHA UV H—T = A AFEFDOT KA
TN D—BERRLET,
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» [Interface-Specific IPv6 Address Pools] : X E SN TWNBA LV H—T = A AEFOT KL A

TNDO—RKEFRRLET,

* [Add] : [Assign Address Pools to Interface] % 1 7 2 VAR > 7 ANRHEET, ZOXATa s

Ry ATHE, A2 =T 2 ABILOCEINYUTEHT FL A FP— LB ERTEET,

c[Edit] : A > Z—T =2A AL T RL A F—LDT 4 —)b FIENBR Y IAENTIRFET,

[Assign Address Pools to Interface] % 1 7 2 7' 7R > 7 ZA3BH & 97,

e [Delete] : IR LIoA v F—T = A AZEEDT FLA T —VEHIBRL £, ERINT

RVELLTEEEA,

Assign Address Pools to Interface

TDORATa TRy I ARFERA LT, AV EZ—T oA ABERL, FOAL L FZ—T A RITT
KL A =& 1 2L EEY B TES,

s [Interface] : 7 LA T — L DEID B THA L H—T oA AEBEIRLET, T 740 ME

DMZ T,

* [Address Pools] : fEEL72A v X —T = A AZEIV Y THT FLA F—L&IEELET,
* [Select] : [Select Address Pools] # 4 70 7Ry 7 ABREET, ZOXATaTRy 7 A

T, 2O F =T oA RZEV Y THT FLA S =& 1 DL EEIRTE £, @R
WZ¥1E. [Assign Address Pools to Interface] % 4 7 1 277~ 27 A @D [Address Pools] 7 1 —/V
NliZFRREINET,

Select Address Pools

[Select Address Pools] # A 71 VAR v 7 AZiX, 7 74T b7 RLUAOEIY YT TR ATHE
T —NE BT RLAERTT RLA, BIOT RLA TP —LDOY TRy <A T BRFRR
S, VAR MU ZBN, fwE, HIfRTEET,

* [Add] : [AddIPPool] ¥ A T 0 VAR > 7 AMAE ET, ZOXAT IRy 7 ATIEL, #HiL
WIP 7 RLA T — )L ERETEET,

« [Edit] : [EditIPPool] ¥ A 7 2 7R v 7 ANME £, ZOXATr TRy 7 2ATiE, R

L7ZIPT7 RLA FP— LV EEETXET,

* [Delete] : IR L7=7 FL R F—AZHIBRLET, BRSALT, RVELLTEEHA,
e [Assign] : £ LV F =T oA AZEIDHBTHNTNDT RLA TS84 5RRLET, 4V

H—T A ABINT B %2 OFREN DL TT—NVEXTTNT ) 7 LET, [Assign] 7 4 —
VDT —VEN) BT ERFHFINET,

Add or Edit an IP Address Pool
IP7 RLA = VR EEIIERELET,
*[Name] : IP 7 RV A F— L ZEID B THNTWDARIERELET,

—ferarz N EE I}
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» [Starting IP Address] : 77—V DHEAIDIP 7 KLV AZRE L ET,
* [Ending IP Address] : 7" —/VDxRHEDIP 7 RLAZHELET,

* [Subnet Mask] : F—/ANDOT RLRAIZHEHT 297Xy b v A7 ZRIRLET,

GN—T Ry —

TNh—7 KU ¥—F, ASA ODER (r—71/L) FIZIFSMHBO RADIUS %7213 LDAP #—/32
SN TS — RO BIE L EOST OF v F T, VPNEF LT Az, 7 —
TRV =TI IAT MZBEEREIV Y TOENET, 7 74/ FTiX, VPN 2 —#
W7 NV—7 R =R T b ERA, 70— KU —fFRIL, VPN#i7 a7 7
AN (bR TN—T) BIORa—F T7hor heERHSET,

ASA 121, DfltGrpPolicy & WO ZHIDT 7 4V kN ZA—TF R v—0nHY £9, T 741k
TN—TRF A —=HF, TRTCOITN—TBILO2—FIIHBEBTHDLEEZEZOND T A—H
AL R a g X RS DR BT, H LN — T DF T 4
TN—TNHRT A —=F% [{fK| T&, 22—V EFIEFGOIN—TEET 74V N T —7
MEHNRTG A—H % K] TXFET, 2NHDORFTA—X T IA—TBLO2—F2HET
LEXIZEFEETEET,

WE I N—T R =T N—T R o — %R ETEET, NI L—T R —jdn—
HIVARTIE S U, M5B 7 )L — 71X RADIUS — N F 72 1L LDAP - — AN IR EE N E T,

[Group Policy] # A 7 0 7R v 7 AT, IROFEFD /T A —F & ELET,

s —f%EM: : LRl NF—, T RVRA T = Frbhan, TaxY T BILOERD

HF— X DNS BLURWINS H— 3, DHCP 22—~ BLOTF 74/ Kk RAA 4,

FEAEME c A7V v N RV VT IET T U ¥k AnyConnect 7 74 7 2 b
BLWIPsec 7 7147 |k,
INEDNRTA=F2BET DN, ROEAEZRET DLERHY 7,

o 77 & A5 ([General] > [More Options] > [Access Hours]) ,

s 7 4 V% ([General] > [More Options] > [Filters]) .

*IPsec ¥ = V7 4 7Y m—3 3 ([Configuration] > [Policy Management] > [Traffic
Management] > [Security Associations])

T UNB IV TBIOAT Yy b bRV 7THOFX >y hT—2 U XL ([Configuration]
> [Policy Management] > [Traffic Management] > [Network Lists]) .

o 2 —YFRFEY — N & NERFRAEY—/Y ([Configuration] > [System] > [Servers] >
[Authentication]) .

WKDEATDITN—T R —HFETEET,
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AN T N—T R — (10 ~—) AT N—T KRV 2 —iX, RADIUS %72/ LDAP
%WN%AMﬁﬁﬂ/W%ﬁw~7ﬁUV~uﬁﬁéﬂT%éi9@TJ/“%ﬁ®k

BEEGTELEIICLET, MBI NAL—T R —iF, Xy " T—2 (I FA4T
b)?&tXWNﬁm\&347beX$LWN%ﬁ\%i@ﬁ%k%wm%ﬁm
R LTCHRUFETHRESNET,

WEZ L—7" R 2— (12 X—=2)  THHOHERIL, =2 RARA 2 MIA VA b=
SNTWDH VPN Z 747 MZEoTRMBENET, AnyConnect EF¥ =27 EE Y 7 4
7 IA47T > hEB LD CiscoIPsec VPN 7 74 7> hME, VPN Z 74 7 > s O BT,
VPN A7 v "RFRiEEND &, AP A bofse, VE—F2—FiEeErRy NU—
JELFT IV = a7 78 ATEET, VE—Fa—HPLhERy NT—JHD
T—H NT7T7 4 v IE, B ICE o TA v ¥ —F v hEERT HBICRES N E T,

AnyConnect 7 74 7 & FOWH Z L —7 RY — (19 <—)

27547 ML ASSLVPN ONE 7 L—7 R 2— (46 <—) : Zhidx, 779 u%
NR—=ZD VPN T7 7 AL BIEENET, ASA DR—H )L X—=VIZIEEICe /A 95
EL VE— B 2—FIEWebX—VICEREIND Y I DB EERY NU—T LT 7Y ir—
AT IV BEATEET, VE—bF 2V LoFEXy NTV—JMOT—% T 7 4 v
71X, SSL v aimimd HBRICRE S IVET,

o A FENE 7 N—T R o— (52 X—)

[Group Policy]l X1 > 74 —JL F

ASDM O [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies]
RANE, REFHDIN—T R o —N—HERRENET, VPN I L—T R —%%E
I 57200 [Add], [Edit], 3L [Delete] R ¥ > & LLFIZRLET,

c[Add] : Fuey 7 Xy JRANRBRERIIL, WEEZIIINBO T N—T K > —Z8N7
HMEIMERINTEET, HIZ[AA 27 U v 7T 28581, 774V ML ONE Y
N—T RV —%ERTHZ LIV ET, [Add] %7 VU v 7§ 5 &, [AddInternal Group
Policy] # A 7 &1 Z/'7KR » 7 A % 7=1% [Add External Group Policy] # A 7 10 7' 7R v 7/ ANBH& £
fo_n%®&47m7f/72%ﬁmbf LW N—T R v—%—EEMNTE
FT, ZOXAT TRy 7 AL, 32D A=a—k 7 arBHY £, FNENO
Ama—HBE7 Vv 35L&, %@IEE@/\C’?%*‘ﬁﬁi'%ﬂ?éﬂi‘?} THH M A BEd
HEx, ASDM TR EERFFLET, TRTOA=a— kI v a V THRIA—ZDRE
DT LT 5, [Apply] 721X [Cancel] 27 U v 27 LET,

« [Edit] : [Edit Group Policy] ¥4 70 /ARy 7 A2 R RLET, ZOXATRITRY I A%
HFHALT, BFEOIN—T R v —afRETEET,

* [Delete] : AAA 7 L—7" R >—% U A RPOHIBRLET, MERINT, LVELLTE
FHEA,

e [Assign] : 1 DL EDOEH T 0 7 7 A T NV—T R —FED Y THENTEET,
» [Name] : FLERESNTWD I NL—T K o —D4RTE —EHRZRLET,
«[Type] : BIERE SN TWDE I N—F R —DF A T —EFERLET,

— 48075 VPN B
|



B ssr—7x0o—

— iz VPN B |

s [Tunneling Protocol] : BIERE SN TWNWAE T N—T R o—0BEAT2 bR 7 7
2 haltid—BmERRLET,

+ [Connection Profiles/Users Assigned to] : Z D 7 /L —=7 7R ¥ —(ZBEAHT 5172 ASA (ZIE
BEREINTHEHRTn T ANV ea—FERLET,

NERSTI—TF R o —

NI N—T KR —iF, B — "B A B LG EORMEZIGELET, 207 1—
THRY —IZ Lo T, ASADEMZ A TE 5 RADIUS £ 721X LDAP Y—/3 7 )L—T7 % KFiE
L. ZN0o0EME2BET s L EIHERAT A RAY—-REFHRELET,

ASA TOINE 7 V—TF41F. RADIUS 4 — D2 —HFL4 2B L TWET, 9F V. ASAIZ
NERTN—T X R E LTZHE. RADIUS — 37 o) —% o2 — X (T D308k &
RaLET, Lizno T, %%7w% I3, ASA T & o THERIZ2 B % £55 RADIUS #—
Eoa—YThY s MITEERA, SNEI NV — T RBIEDNRGET 5 T D= —H & [F] U RADIUS
P —RHFETDHE, THOLOBTLARIZEEIEDLZLIITEEEA,

SEEY— R E T D K 9 IC ASA ZRET HENC., #HI72 ASARFEMZEE L Th— 1%
REL, TNOOBMEDOY Ty MO HELx Oa—P kT DEEDT A 2E Y Y THLEN
HYFET, N —"EZERET DI, [FRAB L ORREEHDINER Y —N) OFBICHE-> T
fiél/\o

ZH O RADIUS BEICIX, 7 — B VEEREED RADIUS, Active Directory/Kerberos Windows DC
@ RADIUS, NT/4.0 K A4 > ® RADIUS, LDAP ® RADIUS 2’ & EiE T,

NEITINL—T RYS—DT4—ILF

o [Name] : IBMEIIET ST H 70— KU v —%55E L £7, [Edit External Group Policy]
DEFE. DT 4=V RIFFRREHTT,

* [Server Group] : ZDHRY > —DiEHE L LTRIHTE A —RN I —T % -ER R L E
‘ﬂ‘o

« [New] : # L\ RADIUS ¥— % Z/b—7"F£ 72138 L\ LDAP ¥ —3 7 L— 7 % E% 3 %
MEIMERIRTELX AT TRy 7 Z%MEET, EHLDEAED [Add AAA Server
Group] ¥ A4 70 Ry 7 ANRAEET,

* [Password] : ZDH—R F)—T R —D/RAT— REFELET,

AAA B — NOERLE KO EIZ DWW TIX, [ Cisco ASA Series General Operations ASDM
Configuration Guide] @ TAAA Servers and Local Database| D&EZZH L T Z3 0,

AAA H—/N[C K B/\RT— N EHE

ASA 1%, RADIUS BLNLDAP 7 u h 2L DA T — REMEZYR— K L TWET,
[password-expire-in-days| 4 7' = »(&, LDAP IZxf L COHAVHR— K ZET, OO
T A—HIL, TOLX D REAEEE R AR — 9% RADIUS, RADIUS xf)i NT #—/3, LDAP
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AAA H—/N\IZ &k B/RT— R EE .

P =72 ED AAA Y — 3 THZI T3, RADIUS £ 7213 LDAP FRAENERE SN TR W
ASA TlZZ D a~vy FRERSNET,

GE)

ﬁf@&’%Msamp%%f~bLwa% MS-CHAPv2 [T R — bbfw@memB
P—_"E B0 FT, ZOMREIZIEIMS-CHAPV2 XN E R T- 6, N A —ICHER LT &0,

ASA TIL, #% . LDAP IZ & ARG £ 7213 MS-CHAPV2 ## 7R — 4% RADIUS = > 7 ¢
F o b— g Nl K DFRFERRC, ROBEHR X A TICRT 2320 — REBEBBPYR— I E
@—o

* AnyConnect VPN 7 7 A4 7/ |
«IPsec VPN 7 7 A 7 |k
eIPsecIKEV2 7 7 A4 7 I

« 7747 k1L ASSL VPN

Kerberos/Active Directory (Windows /XA T — R) F721ENT4.0 KA A 2 TliE, AU — REH
FYR—FShEHEA, —HD RADIUS H—/3 (Cisco ACS 72 &) 1%, FRAEER 2 B OFEF
=T X T 5550860 £, 72720, ASA 2 HIXRADIUS Hr— & 721 @(E LT
WHEIICRAET,

GE)

LMWTAXU REZEETHIZIE, 1RO LDAP #— 3T k| @E@ﬁ&ﬁﬁmémfwi
. BIfE. ASA “Cld Microsoft Active Directory 33 J2 U Sun LDAP H—/NZxt L CO &, HE D
AXU FEHO Yy 7 23 L TVET,

FA T 47 LDAP IZi%. SSL #fENMNE T, LDAP O/RRA U — REH A2 FEIT4 BRI, SSL
ETOLDAP # A X —T T DHMENRSH D FT, 774/ FTiL, LDAP IR — b 636 &1{#
ALET,

AnyConnect TM /XA T — KDY R—

ASA TiE. AnyConnect DIRD/SA Y — REHIEREZ VR —h LET,
e —PNRPHE L LD & LTc & D/ AT — RHREIL OB E,
e N2AY — ROFRAGIN B RTO /AT — REIRGIAD U ~ A 4,

o N2 T — FHIRGINL DL, ASA IX AAA F— 35D N2 T — RHEIFBEIN O @ &
L, 2—VoGRETFTLET,

INAT— REBERTTDHE, ASAL, VE—Fa—¥Ruol A LErELizExic, H
ED/RAT — ROMBENREINTWAZ L FTMBINN TSN TS Z L a@mm L £,
FNDH ASA Y, 22— R ARNRAT—REEFETEXLL5ICLET, BITONRRAT— AR

AL |
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LTWAWES, 2—FIEZFOH WS RAT—REFHLTr 7 A Lt T, % TRAT—F
EEETLHZENTEET,

AnyConnect 7 74 7 & MINAT — ROEEZBBTE T, AAA T — 3025 DEHEERIZ
ASAZN L TUSETHZ L L TEEH A, AAAY—N T, ADIC7 12 %34 % RADIUS H—
N, FET7ZIZLDAP b —RNIZTBMERH Y F5,

ASA IZ, ROEMETTIZRAY — REHEZYR— M LERA,
e a—0)v (NP WEEEFEHT 254
* LDAP L& T 5546

« RADIUS #RiFO B Z A LTk D, —H% 7 RADIUS ¥ —/X F—Z RX— [ (FET 535
AN

=
INAY — REARUIM OB AR ET D & . ASA L AAA T— 3025 @ account-disabled A >
=BT L LR ET, 2L, BEX 2V T4 EOU R 7R DAAREM N H D E
T, 22, BEHEONARAT—REETF LWL IICTIHARHY £7,

NAT — FEBEZA RX—=TMITT D & ASA [T AAA H— /N2 MS-CHAPV2 FBREZSK 23415 L
7%

RETIL—T R S —
RESIL—T R o—, —BEN

[Configuration] > [Remote Access VPN]> [Network (Client) Access]> [Group Policies] <A1 > T,
[Add or Edit Group Policy] # A 7 v 7Ry 7 AT 5L, BMELIIERESTH 70— K
Vo= hrx V7 7abajl. T2 HiEsE,. BEOY—"zfiETEEd, 2o
AT TRy 7 ADKT 4—)L KT, [Inherit] F= v 7Ry 7 AE@IRT DL et 5%
EDMEERT 740 s ZN—T7RY =BG TEET, [Inherit] i, ZOXA TRy
ADBEET XTOT 7 4L METT,

ASDM T [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit] > [General] Zi&IR L T, W7 L—7 KR o—D—kEEsRE LT, ROBEME
¥, SSLVPN v v av b IPsecty va v ililflanEd, 207D, WO @I,
1 ODIAT DRy a AIFREN, OX A TITFFERESNER A,

«Name] : 2DV N—TRY I —DARFTZRK6A LFTHELET (AX—XDHEHTA) .
Edit EEED A, Z D7 ¢ —/L RILFEAEY BHTT,

* [Banner] : B 27 A UIFIZ2—PFITH L TRRTONT—THFAMEHELET, BRI
K 4000 XFTT, T4/ MEIZHY £HA,

IPsec VPN 7 7 A 7> NI, N F—H0O5E27 HIML #%HR— L TWET, 72721, 7
FAT VR LA R—=H LI X AnyConnect 7 7 A 7 > MEIHEIA72 HTML & 7R — kL
TWET, NF—nUE—F 2—FITHEIICRRIND L OIZT DL, ROFTA RTA
NN FE T,
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eIPsec 7 7A T b 2—HFDGHEIX, hZ T EFEHLET,
* AnyConnect 7 74 7 b 2—HDHAIX, <BR> ¥ 7V & L £,

* [SCEP forwarding URL] : CA DT RV A, 7 I7A4 T~ 7a 77 A/LTSCEP 7 r X% %
RET DG EITMNE T,

[Address Pools] : 2D 7 —7 RY =TT 512U EDIPvAT RLA F— L D4

AiZfRE LET, [Inherit] F= v 7 Ry 7 ANA L DBE, FV—F R —XF 7 4 /v
N IN—T R —THESNTWDIPVET RLA F— v LET, IPvd 7 KL

A T =)V EBINE T IMRET 2 FIEOFEMIZ OV TIE, 2L T 7EIW,

N

GE)  WEIN—FRY > —TIPv4 L IPV6 DT RL A F—)Latg
ETEFET,

[Select] —ZDARF L %T 7T 4 72T BT, [Inherit] = v 7Ry 7 A4 72 L FE
9, [Select] 7 U >~ 27 LT, [AddressPools] ¥4 7R VR 7 A& ET, ZOXAT
n7Ry 7 A&, 74T 8T FLAEID L TTRINAGERT RV A T — LD 7 —
W, BIRT RLAEKRTT RLA, BEXOY TRy bR BRFRSN, £V A Rn
by b U AR, GBI, R, BBk, BROHFID S TTEET,

[IPv6 Address Pools] : Z D7 v—7" K Y L —CHEHTS 1 SLLEDIPv6 7 FL A 7—)L
DAFTERRELET,

[Select] —ZDARF L %&T 7T 4 72T BT, [Inherit] = v 7Ry 7 A4 72 L FE
9, [Select] 7 U v 735 &, BIROD X 9 72 [Select Address Pools] XA 7 & 778 v 7 A8
BAEET, IPv6 7 FL A F— /L &8N E 72 ITRE T 2 FIEOFEMIZOWTIE, 23R L
TLIZEW,

* [MoreOptions] : 7 4 —/V ROLFMNZH D TRANEZ Vv 7 FT5H8, ZOTN—T K —
DEDMMORREARERA T ¥ a U IRERREINET,

s [Tunneling Protocols] : Z DV /V—T7 R EHTE D b x> 7a haviEELET,
a—WE, BRI TWAH T a harZid a2l TcEET, ROBIRERH Y £7,

« [Clientless SSL VPN] : SSL/TLS {2 & 5 VPN O Zf8E L £4, Z D VPN Tix, V
TR TRN—=RU =T DI T7AT 2 MIMERL, Web7 7 UH %M L TASA
~DEX 2T R YE— TV EA NURADBMSLSNET, 7 74T ML ASSL
VPN 295 &, HTTPS 4 > Z—3 v Fh A FEFIHTX B3 AL ETRTO=
VB a—Hnnh, B¥ED Web A b, Web xtnT U r— a3 NT/AD 7 7 A /L
HH (Web*fii) . BFA—/L, BEORZFOMDTCPR—R T 7Y r—a 0 |
MEIAWEZED VY — R 7 BATE 512720 £7°,

* [SSL VPN Client] : Cisco AnyConnect VPN 7 Z A 7 > h £ 72X L /72— SSL VPN 7 5
AT hOMHEREE LET, AnyConnect 7 74 7> hEMHA L TWAEHAEIT, =
D7\ k3L % E8I L T Mobile User Security (MUS) M AR—F &b L 92T D
ERdHY £7,

| —ferarz N EE I}
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e [IPsecIKEVI] : IPEX = U7 ¢ 71 hajb, IPsecldfgb a7 o7 m hall X
NTEY, VPN b RV DIFIERERT —FT7 7 F v 2k L £ 7, Site-to-Site (E
TY—¥T) . BIL O Cisco VPN 7 74 7 k& LAN B O#EEGE Dl )7 T IPsec
IKEvl Zffi HH T& £,

e [IPsec IKEv2] : AnyConnect EX =7 EE VT 4 /T4 TV ML THFR—FEN
TWET, IKEV2 Zfii ] L7z IPsec {19 % AnyConnect ##: TlL, Y7 b =7
TTTF—h, IIA4 TN TuT AL, GUIOR—A Y —a > FIFR) &0
AH <A —1 3, Cisco Secure Desktop, SCEP 7' 1 & 72 & DILIEMERE 2 AL &
WET,

* [L2TP over IPsec] : —#D— % PC °E /A )L PC DA XV —T 4 7 T AT L TH
HEND VPN FA4T v bEFERA LTS Y E— F —H|d, L2TP over IPSec (Z
FoT, XTV I PRy V= BRATEXR 2T 4 T IATVART T A _—
NMEERY NI =7 ~OEF a7 R E ML T T, L2TP X, T —X D h 2 *x
Y ZIZPPPover UDP (ARK— K 1701) #MHLET, EX=2VT7 4 77734 T7 X
1%, IPsec 5 — FAICKRETHAILERH Y £9°,

« [Filter] : IPv4 £721X IPVv6 i CHAT A7 7 A av br—)L U R NEIRET DN, 7
N—T R =D EEREAT D20 E I DERELET, 74 VZITEEO L — D
MENTWET, ZNHDOL—LE, ASAZNLTCHEELIZ N RV T T—=% ry
NEFFR T OEST 500, FELT RV A, 58567 RV A, 7'a banzp Bl ksn
THRELET, 7ANMEBLON— IV EZRET HIZIE, [Manage] #7 U v 7 LET,

« [NACPolicy] : ZDOZN—7" RV v —IZ#HT L5y hV—2 T FIviararybu—
IWRY S —DL4HTIEEIRLET, 73 aONACKRY O —2F T N—F R > —|2E
WUTRZENTEET, T 74/ MAIK --None-- T,

* [Manage] : [Configure NAC Policy] # 4 7 0 7R v 7 AN ET, 1 2L ED NACKY
U—ZRET D &L [NAC Policy] BIHEDORID Ko v 7 &7 U R MZ, & L7z NAC &
U —ZNATart LTERENET,

* [AccessHours] : 2D —WIZHH SNOBEAFDOT 7 B ARHAR Y > —RH 255 13E D4
AIZRIRT D0, ETH LT 7B RFHARY O—Z1ER L ET, 7 7 4/ M [Inherit]
T9, F7z. [Inherit) F= v 7 Ry 7 A4 7 OEEDT 7 4 /L Mk [--Unrestricted--] C
7, [Manage] %2 U > 27 LC, [BrowseTimeRange]l| ¥ A 72 /Ry 7 A%&ET, 2D
AT TRy 7 AT, Ref#HEZ BN, e, EITHBRTE £,

« [Simultaneous Logins] : & D —HITH AT H R 7 A O KA ELET, T 7+
v MEIF3 T, R/AMEIZO T, ZORER T A UNEHCRY 2=V T 7 XA R
L\i—gﬂo

N

CB)  HREOMIRIES Y EEAN, EEORSEROTF T2 Y
F A OETFEIE, A7 4L AL RETBZNND Y
ij‘o
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s [Restrict Accessto VLAN] : (7> ar) [VLAN<=v B> 7] EHFEINET, O
TA=ZIZEY, ZOTN—T R —REHInbdty v a>DOHJ] VLAN A X —
T A AEELET, ASAIZ, 2O NAL—TNoDFTRTDO T 7 4 v 7 BHRESHE-
VLAN (Z#zt L E9, ZORMEEZHH L TVLAN 27 v—7 R o—2En4C, 77
TR ar b= EHFELET, ZORBREICEZEID Y THHEF, ACL #H LT
vy alrDONTI T4 I BT AN Y o TTHHEORBEHETT, Rrey Xyl
A M, 77 #/V ME (Unrestricted) DOftlZ, Z @ ASA TREINTW5 VLAN 7217
MFRENET,

N

GE)  ZOREIX. HTTP #5054 213 A 2 TT A, FTP B LU CIFS
Pt A cE £ A,

[Connection Profile (Tunnel Group) Lock] : & D/XT7 A —X i[5 &, BRI N8k
a7y AN (MR TN—") ZHEHTS VPN T 7B RAOREFFRIL, BlOHERE T 7
ANEHHT L7 7 B A% EHRECTEET, 7 7 /L FOMFAAEIL [None] T,

Maximum Connect Time : [Inherit] F = v 7 7R v 7 ANRA 7T > TWDHIGH, ZTD/37 A—
X TR — P HEG R & 0 AL TR E L £ 77

I TCHELLERRIZARIET 5 &, VAT AT E & T LET, R/MEX . RRME
1% 35791394 45 (4000 FEH8) T9, HIFR7: L OFEGEHREM 2 FF 7195 121X, [Unlimited] % 4
SCLET (TR

Idle Timeout : [Inherit] = v 7 R v 7 A& A 72 LI, ZO/NT A —2TT A KL
&AL CRE L £7,
ZOMBNZHER CHIET 77 4 €7 4 BRWIGA, Bhtldk T LET, R/ARERIX1 4.

HRIFRENE 10080 23 TH Y . F 7 /b ML 30 23 T, R 2 MEHIFRIC T 51213,
[Unlimited] 4 12 L £,

[Security Group Tag (SGT)] : Z D7 /)—7 KRV o —THfi§ 5 VPN = — | ZEID ¥ THh
% SGT & 7 D¥fEE ANT) L £ T,

[On smart card removal] : 5 7 4/ b D473 = - [Disconnect] Z iR L7=8A1%. REIC
SN A~— M= BRI ESND L, 7747 > M3 L Ol LE3, #Hio
M, Av—F W= RE2ara—FRjFT25 2L 22— FICERLRVEEIX, [Keep
the connection] #27 U » 27 LE7,

Aw— kK A— ROWYH LIZEHIT D EIL, RSA A~— b 71— R&fEH 7 % Microsoft
Windows T AHERE L £,

Periodic Certificate Authentication Interval : FIFFA EZRFAE E WA ST I 5 F TORFH

fikm (FEREAL)

[Inherit] = v 7 R v 7 AN 727> TV DA, EHIN 72 fEH ERGE D F24 T I % 5%
ECTEFEYd, @AIL1 ~ 168 KT, T 7 /v MIEMT /> CWET, EHIBOMKGEE
FFAl95121%, [Unlimited] #4112 LE T,

| —ferarz N EE I}
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NETIL—T R O—DFRE. Y—/\EHE

ATy I

ATy T2

ATvT3

ATy T4

ATy TH

ATv 76
ATy 71

[Group Policy] > [Servers] 7 « > K7 T, DNS % —,3 WINS %+— RB L ODNS A a—7/ %
ELET, DNSBIUOWINS — NI 70 hoxv 7 Z 47 & (IPsec, AnyConnect, SVC,
L2TP/IPsec) DAIZiEH v, £ RifiERIZHEH SvEJ, DHCP A =2 —7 X, DHCP 7 KL &
Y B TRRESNTOWAEAICHETSNET,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Servers] Z 3R L £ 97,

DefaultGroupPolicy % #ifk L TV 2 R Y | [DNS Servers] @ [Inherit] = v 7 7R > 7 A& 47
ZLET,

[DNS Servers] 7 4 —/L R T, ZDO 7 N—T%Z T %5 DNSH— 3D IPv4 T R L AL 721X IPv6
T RLUAZEBMLET, 2ODIPvd T KL AL 2O IPv6 7 RL AZEETX £7,

WO DNS —RZHRETLHHE. VE—NT 27 EBRA T4 T M, 2DO7 41—V KT
ESNZINEFTDNS U — &AL LY & LET,

T TEEIE, ASDM DO Z DI NA—T KU =% AL T2 74T hD
[Configuration] > [Remote Access VPN]>[DNS] 7 ¢ > KU TERE I N7 DNS HE L W EHL S
i ‘j‘o

[WINS Servers] @ [Inherit] F= v 7 R v 7 A4 712 LET,
wins-server value {ip_address [ip_address] | none}

[WINS Servers] 7 4 —/L RIZ, 774~V WINSH— Lt H &Y WINSH— "DIP 7 KL
A ANNLET, BYNCHEETHIPT RLART T A~ WINS & — D IP 7 KL A TY,
2FH (EE) OIPT RLAiZEh oY WINSH— D IP 7 RL A TT,

wins-server 1~ RZ AT H7-NT, BEEOHRENA—"—F 4 RENnET, =& 213,

WINS =3 xx.x.x ZaXELTHDH WINS r—Nyyyy ZHET H L, 2FDDa~ L NiC

Lo TRAIOBREN EEEX SN, yyyy 23— WINS — 2720 4, b—EHEERE
TOHLAEBRERTY, REFHOY — "% EEEZTLHOTERLS, WINS h—_ZBIT 512
X, Z0a~vwr REANTLHEXIC, TXTOWINS H—"DIPT RLAZEFDET,

11 -
W DB, CLI T FirstGroup & W9 IO 7 —7 KUY 2 —(2, IP 7 KL 2 10.10.10.15 &
10.10.10.30 T D WINS — &R ET 5 HiEZ R L TWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

[More Options] /3—® K% 7 U v 7 LC, [More Options] = U 7 % & L 7,

77 4V kb KA A 7 [Configuration] > [Remote Access VPN] > [DNS] 7 1 > R CTIE S
TV WA E, [Default Domain] 7 4 —/L RCTT 74V N RAAL VERETHIHLERH Y £
9, 7o & 21X, examplecom E\) RAAL 4 E Fy 7 LL RAL UEEHLET,
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ATy T8 [OK]Z7 V7 LET,
ATv 79 [Applyl 227 Vv 7 LET,

NETIL—TRYo—, TS99 Jox

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit]
> [Advanced] > [Browser Proxy]

ZDOHEATr Ry 7 ATiE, Microsoft Internet Explorer D% € & FAEK T 272027 A4 T
YMIT Ay SNOBEERELET,
* [Proxy Server Policy] : 77 7 A 7> k PC ® Microsoft Internet Explorer 7' 7 V¥ D7 a3+ 7
vvay (XY y ) Z&RELET,
* [Do not modify client proxy settings] : Z D2 7 A 7 > ; PC @ Internet Explorer ¢ HTTP
TIUY Tuky Y- "RELLEHELEEA,

* [Do not use proxy] : 7 74 7 >k PC @ Internet Explorer ® HTTP 7' & % LB EE T 4
=TI LET,

» [Select proxy server settings from the following] : BERINZIZ)G U T, [Auto detect proxy].
[Use proxy server settings given below], 35 J T} [Use proxy auto configuration (PAC) given
below] DF = v 7Ry 7 A% A N LET,

» [Auto-detect proxy] : 7 7 A 7 > k PC T, Internet Explorer ® HE)j 7 1 % o ¥ — i
DR EA R —T MIZLET,

* [Use proxy server settings specified below] : [Proxy Server Name or IP Address] 7 4 —/V
TREINT-EEMEHAT 25 X 512, Internet Explorer ® HTTP 7' v & ¥ Y — R EfE
ki LET,

* [Use proxy auto configuration (PAC) given below] : [Proxy Auto Configuration (PAC)] 77 o —
NVNRTHRELLZZ 7 A VE, BElar 7 Fal—var@gEoy—2 & LTHEMAT
HEITHRELET,

» [Proxy Server Settings] : Microsoft Internet Explorer # £ L C, Microsoft 7 7 A 7 > b D
Bxy =N NTGA=F R ELET,
s [Server Addressand Port] : Z 2 74 7> k PC Ciii ] £41%. Microsoft Internet Explorer
Y—=DIP 7 FLAELFAHT, BIOR—-FEHEELET

* [Bypass Proxy Server for Local Addresses] : 7 7 7" b PC T® Microsoft Internet Explorer
T T a— ) N RAREMEEFRELET, [Yes] ZEINT DL m—h

IV INAISAPA X =T T2 Y | [No] ZiEIRT DL a—T N NANANT 48 —7

T2 £,

s [Exception List] : 7 2% $— X 7 7B ZANLERIT D —OL4RTE P T RLA
FBIFORLET, TaXx Y NREOT 7B RAE{TORVWT RLADY A A

| —ferarz N EE I}



— iz VPN B |
B nso—T%&yo— I594 Inxs

HLFET, 2DV R M, [Internet Explorer @ Proxy Settings] # 1 7 & 7' 7R v 7 AT H
% [Exceptions] V A MZFYE L E4,

* [Proxy Auto Configuration Settings] : PAC URL (X H#IFXE~” 7 A /LD URL Zf5E L £ 7,
D77 AL, 7T UIRT X U EFREREDEHARR SN TWEY, T rdy
AEj=> 7 ¥ ab—ar (PAC) #EEZMEMT25A. UV E— b 2—Fid, Cisco
AnyConnect VPN 7 7 A 7 > & 5 LE R H Y £,

2L DFy NT—V8REEN, Web 77 VW EFFED Ry hT—27 U Y —RIZHHiT 5
HTTP 7u X v ZEHR L TWET, HTTP N7 7 4 v 7 B Fxy NU—2 U YV —R|ZH|ZET
XHDIE, X UNRTTUFIHEESN, ZIAT Y NBHTTP N7 7 4 v 7 %7 %
NNV —T 4 T HEATET T, SSLVPN ko RUZ LW HTTP 7' % D EFEN
MR E3, EXY FU—ZIZ MRV 7T 5L EITHERT XTI, Tr—
RNV REERURRHH CA X —F v MRS D L &0, =K =T 4 Xy hU—7
Lz XM BR LD EIFERDIZENHD 2D TT,

Flo, KRy hU—7 2L L D eETIE, #o7Tax v h— 2Rk EL, —
B ZRRBBIC SN T — R ZDO I NS P s = RE@RTE 5 LI THZ N
WBIZRBDGENRHY £F, pac 7 7 ANVEHHATE L, BHFIIESZL OT oo b
EOTax v ELANOTRTOI ITAT v Farva—XIHTLNERETLH—O
AT VTN 77 ANVEERTEET,

WIZ, PAC 7 7 A NVEMHT 520 220wk LET,
O — R RG U TDEHY) A MNSTax 2T 0 A LNIERLET,

= RNDAT T VARV 2= VST D120, B ETITER BN 7 1 %o
AR THEMLET,

e IIAY TuXF U THEENBELLEGAIHA T, TRy 77 ek
VY= RNEREELET,

e m—ANH TRy Femll, n—I v a—PHIRbENT e X U EEELET,

TEXARNZT 4 ZEEHLT, BT 7 IcyadvH# iz 7 Falb—va s
(pac) 77 ANWEERTEET, pac 77 A /L EIL, URLOI T 20N E T, M
TH1OU k0T axy b—REiEET L0 Yy 7 5T JavaScript 7 7 A /LT, [PAC
URL] 7 4 —/V R&EMH LT, pac 7 7 A VOEFSTTURLZHEE L E, 77 WL, pac
TrANEFRH LT X UEL IR LET,

* Proxy Lockdown

* [Allow Proxy Lockdown for Client System] : = DF&REE A F—7 /L1235 &, AnyConnect
VPN & v ¥ 3 »Df#], Microsoft Internet Explorer ? [Connections] % 7 /3 FEFK/RIT72 Y
F7, ZOMEET +E—7 02T D L&, [Connections] ¥ 7 DF/RITEE SLEH
lve TDET DT 74 FNREEL, 2—HFOL YA MNIREIZS U TEREIIIER
AT £,
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AnyConnect 7 514 7> DRI IL—T KR o— .

AnyConnect 7 54 7> DRI T IL—T 7R1) O —
NETIL—T R >— ##l. AnyConnect 7 51 7> b

* [Keep Installer on Client System] : UE— bk 2 Ea—& ETKENRTZ TAT 2 DA v
APR—=NVEAREICLET, INEAX—TCTDHZEICEY, 7947 FOHBINA
T oA AR NIRRT 4 B =T MR T, 7T AT 2 M BROERDIZDIC
VEe—h arbEa—XIIAf AN AVINTEEROT, UVE— b 2—FOEHGRREN
i SAVE T,

[Compression] : JEAEZAIT D &, Rk IND Ty OV A ANRWHOT B0, Bx=V
TATTITAT L ARETTAT > NEOBENT +—~< ARH ELET,

[Datagram TLS] : Datagram Transport Layer Security (2 & ¥V . —#¢ SSL #5ft | BEE 28
SIE L FMEOREA [EEE L, N7y MBIEDORBEELZITRTWI T AEA LT T r—
arONTy—v o ARWELET,

[Ignore Don't Defrag (DF) Bit] : Z ®#%EETiX, DF B FBREIN TV B/ » b & J#H|
HIZT7 77 AT —3ary LT, PR Z@msSEs 2 N TEET, EHAIE LT,

TCPMSS F A x— a NNIEUNRE LRWR Yy b T —27 DY — NS T 7 &
N ET,

[Client Bypass Protocol] : 7 74 7 > k 7'a h b NARSAEREEZEHT 5 & ASA R

IPv6 b7 7 4 v 72T % TH L TW\WDH EZD AnyConnect 7 7 A 7 MZ X2 IPv4 k7

T4 OEBFTES, IPVA N T 7 4 v 7T ETHMILTWALEEDIPVe T T 4w
DEHITELERET D ENTEET,

AnyConnect 7 7 A 7 > M5 ASA IZ VPN 5t 9 % & 12, ASA L IPv4 & IPv6 D— 5%
TEm A O7 RUAZED ¥ TET, ASA D AnyConnect #EEIZ IPv4 7 R L A £ 721X IPv6
7 RUVAR T ZEI0 B CTEGAIZ, ASADNIP T RLAZE D Y Thhotetry hT—7
NTZT7 497220 T, 2747 F7abhalv SRR ESTEDNTI T4 v T %
Ray 7E&ED0, FRIEASAZNNANALTIIA T bbb, 2FD
(707 TF% AL L LTORMEEFHT O ERETEDLLIITRY E LT,

e ZIE, IPv4 7 KL 2D % AnyComnect HFEIZEID 4 THA, =¥ FRA v kR F a7
VAR T EINTWLEHRELTLEEN, ZOT Y FARA 2 FRIPV6 7 KL A~DH|
FEEARLIZLEIZ, 794 T M XA RZ T b a Vi BRENT 4 B—T7 L OBA1L. IPv6
N7 4 MRayPENETN, 7I7A4T 2 8 XA RR Ta havingd x—710
BRI IPV6 8T 7 4 w730 TAT L M7 VT TXFAME L TCERFREINET,
SSL #5¢ Tlx72 < IPsec b2 RIVEFESL L CWDEAIX. 7 74 T > hTIPv6 NN
2o TWNEDE D DD ASA A S 72N 2D ASAITHINZ Y AT R XA RR T
FaViREE T v a XU LET,

[FQDN of This Device] : Z DfE#HiX., VPNt v a V OFEMSLTHEH IS ASAIP 7 R
VAZRRT HT-DIZ, Ry NU—7 0= 7 D% T IA4T > MRS ET, =
DOFEF, SFEFIERIP T bardoRry NI—I O —I 75V FR—FT59 %
THEETT (IPv4 5 IPv6 2 L) .

| —ferarz N EE I}
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. RNEBYIL—T R > —_ 540, AnyConnect ¥ 514 7> k

N

GE) Aw®mw7ﬁ774w’%éA%F@W%@%LTD*iV
JHIZASAIP 7 RLAEEfSTHZ LIXTExERHA, T R
NE— R RT3 o F Y FDELWNT A A (I\/Z\/I/Z’P
LS TNDT NA R) E—FH L2 WEAERHY 7,

TNA ADFQDNIN Y T4 T v MIEE SNBRWIGE. 774 7 > M, BN horxov
DHESLESNTWD IP T R A~OFEERARASLET, B2D5 P 7 v hair (IPvd b
IPv6) OF >y hT—7Rlou— > 7 %% R— FT 521X, AnyConnect!d, k> F/LDF
ESLIZER 325 ASA 7 RLAZIRETEH X 91, v —I U 71&IZT 731 XA FQDN 044
AR ZIT O MERNH Y £, 774 7> MI, WIEEsEFIC T2 7 7 A VICIFEET D
ASAFQDN Z#H LE7, LIED® v g EEEGE TR, HEHTTREZREAITHIC, ASA
ko TFvyrvashi (£, V=7 R —TEHENKE L) T34 AFQDN
ZHEH L ET, FQDN MBEE S LTV RN A . ASA (X, [Device Setup] > [Device
Name/Password and Domain Name] D% ENE D H T /314 A FQDN #Hif5F (8L 747
v MIZEE) LET,

TNNAAZAFQDN BN ASAIZ Ko TTF v va S TWeWgh, 7747 v M, Bied 1P
Tahalrdxy hU—7Bon— 0 JH%ICVPN Yy v a VA FREY. TE £ A,

« [MTU] : SSL ##6¢ MTU ¥ A XZ&i{#& L £, %&wmmﬂ4F®MIT1%lﬁLi
4, T 74 /v b TiL, IP/UDP/DTLS DA —/R—~v R LFl &, B THAT A v
2 —T A AD MTUIZEDSNT, BEIIZ MTU A ARFRE S E T,

« [Keepalive Messages] : [Interval] 7 « —/L RIZ 15 05 600 B E TOHAEATITDHZ LT
X0, EHEBT A RLVORNRT ASA AL > THIREN TWAEHETH, =77 74
T A=V ORREAF—TABLIOTEL T, Trk Ty AT U+, EE
NAT 734 A %58 Uik e IV T o2 R T4, £/, HREEH
FFHZLlizkY, VE—bF 2—32 Microsoft Outlook <> Microsoft Internet Explorer 7
EDY Ty NR=ADT TV r—va vy EEBRECETL TR EETH, 77147 b
DU & R A AT DR W2 E B RFESNVE T,

* [Optional Client Modules to Download] : % 7 o = — R & #2fE 3 5 7212, AnyConnect
74T v ME, BAR— P LTV DEMEEICKNEREY 2 — L2 % (ASADD) Fvv
H— RTL5EIICERLET, KD XD RMOMREE A R—7 /WIZT DEY 2 — /L OAHI
EIRET HMLENH Y £7, AnyConnect 7 7 A 72 ML, ROET 2a— A NEENT
WET (—EDOIHAN—=Y 3 U TIEEY 2=V OEND R0 ET) |

* AnyConnect DART : N T 7V a—F 4 7 IEHREZ B HIZ Cisco TAC IZIE[ETE 5 &
I, VAT L uTDAT Ty ay MBI OTOMOBEFERSF v 7F v S
. zip 77 ANVBT AT by FITERESIVET,

s AnyConnect * > N7 —27 7 7R ~3x— % : LLAIE Cisco Secure Services Client &
PRI TWE LT, ZOEY2—/E, AREVA YL ADOWEOR Yy NI =727
7R AT DD 802.1X (LA T 2) LT A ARIEE A TVET,
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REYIL—TF K1) >—. &40, AnyConnect ¥ 54 7> b+ .

» AnyConnect SBL : Start Before Logon (SBL) <TiX., Windows Du /A > XA 7w/
Ry 7 AINFRRSIFLHANT AnyConnect ZF4aT 5 Z 1LV =—% ) Windows |2
074 T BHENC VPN ##5i2 /L Ca— a2 ¥A > 7 FITmHIIc s L £,

+ AnyConnect Web &% = U 7 1 & =—/b : LLH1IE ScanSafe Hostscan & FFIEH CTU &
L7me ZOFY 2—/LiE, AnyConnect |ZHA I TWET, Fiz, Web X—T D
FESMLUT, FRFCHREREZ O TELLIICLET, TO%, ERINTWHE
FalT 4RI —ITEDNT, ZIFANARER 2T Y EZFFAIL, BERH D =
YTUYRHRTERN AL T UV E Fry T LET,

« AnyConnect 7 L' A MU EV 2— /L EEDOH D a7 Y ORETICHET HE#RE
CiscolronPort Web X =2 U7 4 77747 A (WSA) IZEELE9, WSA Tii.
TOF—=ZEFEHLT, URLDO 7 A NVEZ Y T b— L Z2EwELET,

N

GE) TV ARNY EY 22—/ UL AnyConnect /N—3 3 > 4.0 TIEHHR—
FEREEA,

* ASA ARAF v £ = —/b : LIFII Cisco Secure Desktop HostScan #E8E & IEIEIL TV
L7, ZORAF ¥ E Y2 —/LiE AnyConnect (ZHEE 4L, ZAUZ L Y AnyConnect
3. ASA ~DYUE— b T 7 B ABREMLT DHNCARAT ¥ 7TEAA L DI LT
YU NVENETE DL IR ET,

s ISERAF ¥ : OPSWAT V3 FA4 7 Z VAL CHRAF Yy Fov 7 #FITL, =
RARA > FOBEHEAFIMLE T, ZO%, =2 FRA > PBREET5E TR Y b
J— 7 TIOERAERHBLEY, a—hL 2a—FOMEREZ®RIL LY TXFT,

cAMP A % —7 7 : = RiRA v MATOEE R~ /L w7 = 7B (AMP) %8 A4 2%
FERLLHEAHSNET, N TE =D LA A FERTOE =N RRA
v hOH 7t NMZAMPforEndpoints ¥ 7 N =T &7 v v a L, BEFO—H N—
AIZAMP —E 2% A VA =L LET,

e Xy NU—JHHMEEY a— Ry 0T 4 LY —E RO, Eh 2774
TUA, BIOEX2 VT 4oL T, RENEFHEOERTRDZN LT
T, NVM (R hU—Z AR 2—0) 1T, = RRA U FDOT LA MU 2
LLT, 7ue—FT—FLT77 A4V L EaT— 3 UEsyslogllitdk L, BT, 77
ANDHHTEUIA o Z—T 2 A ZADRMEAITIa L7 Z (h— KX —=F 4 X ¥ —)
b7 — La—RKzx7 AFR—KLET,

* Umbrella Roaming Security €= —/V : 777 4 772 VPN 2372\ & Z[ZDNS LA ¥
X2 VT ¢ 2EA L £ 9, Cisco Umbrella Roaming & OpenDNS Umbrella H— £ A2 D
WINPT DT AT ) T a xR L Intelligent Proxy 38 KL OVP LA i
FHRERE A BN L £ 97, Umbrella Security Roaming 7' &2 7 7 A /WL, xtind 5 —E X
& A REBH A BT 1 T G T O RE LA EZ HEINICAENCLET (2T
TANZV T BBEORY —, §)72 LAR— R, Active Directory #i 5. £ 7135k
ABJZRDNS LAY Ex=2UT 1) ,
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* [Always-On VPN] : AnyConnect #—E X 7’117 7 A L DF KR VPN 7 7 VSR EZT 4
=7 MZT 50, F721F AnyConnect —E R a7 7y A VEREEFHT LIMLERD D
INEPIELET, WG VPN REREIC L Y, 22— ha v va—Ficn st o358,
AnyConnect [T VPN &~ v a & HEIWICHN. LET, VPNt vy a id, =—Fnav
Ea—8nhbu 74745 ETHEFSNET, MBI ADN ThE Yy v a ViTH
FFS 4, AnyConnect I%, WIS YL X =V T 4 TTF T AT A& O 728860 O FHAfENL
2 TRITL, VPN By v a AL ET,

WRFHEGE VPN IC L - T, RERV O —Z2HEH LT, EX2 VT BB OT A A &R
HECEET, W VPN ZEH L T, = RARA & FBEFER Yy UV —Z7 N TR0
BEICWOTH AnyConnect S VPN v ¥ a VAN LT Z L 2R TE £, A X—7
T DL, BERNPHFIELRWSEADOR Y N — 7 OEHEFEEZRET DR —n
WEINET,

N

GE)  FHEERHGE VPN IZ1%, AnyConnect ¥ X =7 £V U 7 ¢ HREL Y
AR— h9 2% AnyConnect U U — AN METT,

[ClientProfilesto Download] : 27 7 A ME 2 7 4 X2 b—2a L RXTA—=FDJ)L—
7 CTHY ., AnyConnect 7 74 7 N CVPN, X NI —27 T 7 EBAF—T %, Webt
Fa2VUT 4, ISERATF ¥, AMPA X—7 7, v U —=7afEEY2—L BLO
Umbrella Roaming Security & ¥ = —/VOREIEH SN E T, [Add] %27 U >~ 2 LT [Select
AnyConnect Client Profiles] 7 « > RV ZE# T2 &, L7 L—7 R Y — /B S
e7m 7y A NVERETEET,

AnyConnect F 5 7 4 Y7 ITRHTHRTUY b bR VT DERTE

\}

A7V b RV 7L, —H# @ AnyConnect % bV —2 "7 7 4 w7 % VPN b F/L
WCHEL GEmSE ek | thoxy hU—2 NT T 4 w7 % VPN b RLOIMIFEE
LET GEmEE{E, 2F0 12707 7% X odREE] )

ATy b bRV T ERETDHICE, A7V v b bRV T R o—%ER L, D
R)o—lZ77k8Rxarbte— L URAMEREL, JV—T K)o —IZA7 V> b
RV —%BNMLET, V=T RKI—%2T7T7A47 2 NMIERFTAHEEC, 77472 MIA
TV b hRYV TR —DACLEFEHLTCEZICRY NU—F T T 4 vV ZIRET
HINERELET,

GE)

A7 Yy b bR o7 TExa VT o TR, N7 0 v 7 EERET T, HRKRO
X2 VT MRS DT ATV v b bR Y T BRI LN e R LE
ﬁ—o
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AnyConnect ~57 4 v 7 <HTHRTYy k rorysiniE [

Windows 7 7 A 7 TlE, mANZASAINPDLD T 7 A4 7 U 4 —)b Jb— LGl S 4v, RIZZ
TAT L DT 7 AT U=V b=V SN ET, MacOSX Tid, 7747 FDT 7
AT U= = VEBILRT 4V F =)V S EHE A, Linux A7 5D AnyConnect
N—3 32 3.1.05149 LIFETlX. circumvent-host-filtering & V9 A RITDO B A 2 KNgtks 7 v—7
TuT7 7 AMTEMLT ue ICRETDHILET, 74T DT 7 AT U —/ )b—/LE

FO7 4 & — N ZFT 5 X 912 AnyConnect X E TE £7,

TI7EA VA NEERTDHE
T A r— A NMIULIIPVE BLIOIPV6 i DT KL AZFRETE £7,
AEUEACL 2T 2L, 1 DOT7 RURERIEIR Yy NU—7 OB MEH S ET,

HEEACLAMHT AL, V=2 Ry NT—INRAFY v h bV 2y hU— (T
0 ET, ZOHE, EXy N7 ITEH I ET,

Sin==

sany DX EINTZT 78 A U R FR, splitinclude F 7213 split exclude 2% 0.0.0.0/0.0.0.0 F 7=

X0 ICRESNTZT 7 EBARA VANMI, 72747 MIERSNEEAL, TXTDO T
T4 w7k MUORIVRBETEET DI, A7 Y v b F RO Policy (2% L T Tunnel
All Networks Z &R L £ 7,

¢ 7 F L 20.0.0.0/255.255.255.255 £7-1% /128 1Z. A7 U v b F L AR YU 32— Exclude
Network List Below DS IC DT FA4 7 MIEEESNET, ZOREX. Frx b
T4 IR —HNV YT Ry M TRWZ R T4 T MamamLET,

« AnyConnect Tlif, A7V v M bRV T R —THREINZTXTOYA b, BX
CASAICE > TEIDV LB TOHNFZIP T RLRLEILY T Xy FRIZHDTXTDOY A hT
N7 4y NESNET, 2L 2, ASAICE o TEIV Y THNIZIP T L AN
10.1.1.1, = A7 33255.0.0.0 DiFHE, = RRA U N TAAL AL, AT Yy b bl
7 RY —ZEfRR <, 10.0.0.0/8 5L THTXTORN I 74 v 7 B ELET, D
e, FOBTHNIIP T RLAR, #iffEshsrn—L 73y ME#EuIcsRT 5
EoiE, xy =R EFEMALET,

1R B
<MWY/ ACE TT 7k U MNEERTALERH Y F7,

e A7 Y b RNV RY =% 1Pvd Xy T =7 HEIPv6 v T —27 FIZIER LT
BaiE, BELER Yy hT—2 UX MBI FOTa ha v THERIET, 207D,

Xy FU—27 JRARIE, IPUBXOIPV6 DB FD T 7 4 v /DT 78 A a3 ha—
Ny hY (ACE) DEENTWVIMENRHY 79, 25D ACL Z/ERK L TV 7R
HlE. —ARER L 7 X2 —ay HA RESRLTLLE &N,

WOTFNETIX, 74—V ROBEIZ [Inherit] F—= v 7 R > 7 AR HTXTOS — AT, [Inherit]
F o IRy I ART L DEFEDEE, BELTWAINA—T R —F, £DO7 44— RIZ
DONWTC, T 74N ITN—T R —LRICEEZFERTHZEE2EW L E7, [Inherit] 7= v
IRy I AEFTICTDHE, =T R —IZEHAEOH LWVEEEETE £,
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ATy

ATy T2

ATFvT3
ATvT4

ATy TH

ATvT6

FIE

ASDM % fiff L C ASA (Z#%6¢ L. [Configuration] > [Remote Access VPN] > [Network (Client)
Access] > [Group Policies] (ZFE) L £7°,

[AdA]Z 27 Y v 7 LTHLWI A=K o—%BINT 250, BEFEOITNV—T R —&ER
LC[Edit] 27 Vv 27 LET,

[Advanced] > [Split Tunneling] % Z&4R L £ 7,

[DNS Names] 7 4 —/L RiZ, k> %% LT AnyConnect CHER T2 KA A VA& AT LE
T, TNHLOLRFNE, FTAX—K Xy hT—7 EOKRA MIxELET, split-include b >
IV UTRREINTODHEAIE, BESNZDNS b — 3%y hU—7 U R MIEENRT
WOMERH Y £, 74—/ FIZIL, BREM NAA 4, IPvdT RV A, £33 1Pv6 7
L AEZ AN TEET,

A7y b bRV T HT 4 E—TMZT HIZIE, [Yes] #27 U v 27 LT [Send All DNS
Lookups Through Tunnel] & A R —7 /M LE T, ZOA T a v ZETDHE, DNS KT 7 4 v
IBRYBT X7 EIRNT, 2 VT TXANCTERIND T T4 v I BESESVET, DNS
RIS 2 &0 7 RV RAIIRBIOE £5% D £9, AnyConnect 7 74 7 > hME, VPN 4+
DT RUAEMRFL LD LI LEEA,

ATV N hoR VT oA F—TMIZTDHIZIE, [No] ZBIRLET (T 7408 ., 20D
BETIE. 794 T MIAFY v b b RY —IZfE>T RV % L TDNS 7 =
VaERELET

A7 Y v b bRV T EFRETHITIE, [Inherit]) F=v 7Ry 7 A4 7L T, A7 Y v
M hox V7 RY —%FRN L ET, [Inherit] =y 7Ry 7 A7 LRWGEA, 7
N—T R —TiX, T 74/ DT )N—7" 7Y 2 — DftGrpPolicy TEFKINT= ATV > K
MoV TRENMIHEINET, T74NVE INA—T RV —DAT Y v b bR
AU —OF 7 4 /v MR E X [Tunnel All Networks] T3,

A7V N hRV TR U—RERTHITIE, Ky 7 ¥ 7 [Policy] 35 L TN [IPv6 Policy]
MBI L F9, [Policy] 74—V RKTlE, IPVAXyY NT—2 T 74T DATY v |k b
FUV 7R —%EFZLET, [IPv6Policy] 7 4 —/L RTIEL, IPv6 * hU—2 FT77 1 v
JDATY v b RV 7 R o—%2RIRLET, £ LIEWVISMNI, ZhbD7 o —
Vv ROBBIZRE T T,

[Inherit] F= > 7 RNy 7 A% A7 LIEGEIE, ROWTADLDORY — A7 a U EBRT
TET,

* [Exclude Network List Below] : 7 U7 7% A N CTHEEIND N T 7 4 v 7 O xry U —
JDYARNEERLET, ZOHRRIL, (ENR Y hT =212 bR ES LT L7223
b, B—=HN Xy NT—=F EDTNA R TV Z2RE) T 7 8ATLHVE—F 22—
FloL o THEILHLET,

* [Tunnel Network List Below] : [Network List] C{EE S L7y N —ZRDOFTXTD ~ 7
TAIB IR TENET, A7 NV—R Xy 8T —27 UAKNNDOT RLA~D
FNIT4 IR bR TENET, EOMTNTOT RLRHT 27 —#1%, 7Y
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AnyConnect ~57 4 v 7 <HTHRTYy k rorysiniE [

T THRAMNTEEEN, VE—Fa2—FDA v F—FXy P —ER T M F—|2L>
Th—FT 4 T ENET,

ASA9.14 LD NN—a o TlE, AV 70— R VR NEBETDHEEIC, A7 0—F
HWEANOY TRy MZZZ A7 L—F VA MLIEETEET, L0 SNTTT
R N = N OIS/ ¥ e BN V70 2l NUBZSE N2 RO SV VAP Ak S NV SURVS74
SNFET, A7 NV—RIURAMDOY TRy NTIERVWZ I AT N—T 3 UARNNOFR Y
NT—21%, 7747 FTEGEINET, Linux DA, V7 3Ry SO EZ S R— K
THIIE, TN—T R = hAZ LEMEEZBINT20ERH Y 3,

Wil 2~ L ET,

Configuration > Remote Access VPN > Network (Client) Access > Advanced > ACL Manager

@Editﬁnelete|f +|$B=®R-|qFrnd

# Enabled Source User Security Group Destination Security Group Service  Action
= TunnelExdude
i1 ¥ R 10.10.10.0/24 @ any ze-ip €Y Deny

[np]
%]
“ B Jrwooos | 1 V| mo | remd

G¥)  SplitInclude % NV —7 B —h)L 7%y FOFER—F (192.168.1.0/24 73
E) OEE, METDNT 74 v 7 E bR 7 ENRTWET, Split-Include
Xy hT—=rBna—H L TRy hORA——F v kb (192.168.0.0/16 72 &) @
LA, MIETDHR T 7470k, v—hA ¥ T xy bERE, brxrY s ER
TWET, e—=INH T Xy b b T 740978 bR 7T 510E T
% Split-Include %~ h 7 —2 (192.168.1.0/24 35 X 1Y 192.168.0.0/16 D i J5 %
Split-Include * v F U —27 & LTHE) BT H0EN H Y £,

Split-Include % v k7 —27 2345 (0.0.0.0/0.0.0.0 72 &) OFE, A7V vk b
XV TFT 4 =T MRV ET (TRTCDORNTF T4 v IR PR 7 ER
£7) .

o [Tunnel AllNetworks] : 2R Y > —f, I _XCOITF 74w I N vorrV o r7a3nd ko

WWHRELET, ZORETIE., EERICAT Y v b bR U o 38R0 £, Y
F— b a—PIIRERY PV EZREALTA v Z—%y NIT 7B ALETHR, n—%h
VR NI —=J T 78 ATEETA, ZUNT 74V DO T 3 T,

ATw 7T [Network List] 7 4 —/L KT, A7V > b bRV T RV v—%ilfflT57 72 a2 b

o—/L U R NEERLE S [Inherit] F= v 7 Ry 7 ABRF L OHE, JA—F K)o —i3T
THANVK TN—T R —TREIN TSRy hT—27 VA MEEHLET,

[Manage] =~ > R ¥ %R L C[ACLManager] ¥ 1 7 R /ARy 7 A& EET, ZDORY
JATIH, Fy hI—27 VAR LTHERATAT7EAa hr— LV VA MNERETEET,
F v hU—27 U R NEERE ZITRET D HIEOTEMC OV T, —REER=a Y 7 4 X2
L—ay A RESRLTIEEN,

JWAEACL Y 2 MTIZIPVA 7 RL AL IPV6 7 RLADM A2 EHDH T ENTEET,

—mrnvensE
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AT w78 [Intercept DHCP Configuration Message from Microsoft Clients] {% DHCP X175 (Z[E A DB <
FA—2 %R LET, DHCPIUTXZIEIZ L - T, MicrosoftXP 7 7 A 7 MEASA TAT Y v
MRV T ERMEHTEL LI £,

S 7

* [Intercept] : DHCP f{ATRAZ ZFF I3 22008 2 0 AFRE L E 7, [Inherit] 28R L7255
T 7 4V bR EIL [No] TT,

* [Subnet Mask] : i3 2V 7%y b =27 @R L E T,

ATy T [OK]Z7 V7 LET,

I3y FOBRNFEHER— T 56D Linux DERTE

A7V » kb b3 VU > 7 FIZ [Tunnel Network List Below] % 7% & L 7234 . Linux Clix¥ 7 % v
N ORI E YR — M T D72 DITEMNOKEN LI/ Y £9°, circumvent-host-filtering & VY 9
ZRION AH NEHEEER L Ctrue ICRRE L, A7V v b R ) U7 RICHRESNIZ 7 L—

TR —IZBEA T 2B ERH Y T,

FIE

AT w71 ASDM [Z#%6¢ L. [Configuration] > [Remote Access VPN] > [Network (Client) Access] >
[Advanced] > [AnyConnect Custom Attributes] [ZF5#E) L 97,

ATw T2 [Add] %7 V v 7 L. circumvent-host-filtering &\ 9 A HIDO I A X LAEPEEVER LT, £ OfE
Z true [T E L E T,

ARTYT3 VIFAT U N T 7 AT U+ — VKL THEATED 7 V—7 R Y v —%fH#E L, [Advanced]>
[AnyConnect Client] > [Custom Attributes] (258 L £,

AT T4 VB LT 2% LJEME circumvent-host-filtering 2 A7) > h b3 U U ZIfEHT 25 70—
7R —BEMLE T,

RES IL—T K1) —_ AnyConnect 7 514 7> FEM

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Advanced] > [AnyConnect Client] {Zi%, Z @27 /L—7" K U I — THIE AIHE7: AnyConnect 7 7 A
TV FORENRERRENET,

* [Keep Installer on Client System] : U E— h 2 Ea—¥ ETKkENR7 74T DA >

AR—NEABRICLET, INEARX—TNMITDHI LR, 7747 hOHEINZ
T oA VA NN T 4 B =T MR ET, 7 T4 T v ME, BROEROTZ9DIC
UE—b 3 a—HIlA A M=V ENLEEROT, UE— b 2—FOHHGERH 2
s S ET,
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RNERS IL—F K1) & —. AnyConnect 7 54 7 > FEME .

A\

(G¥)  [Keep Installer on Client System] %, AnyConnect 7 7 A 7 > h®
N—=Ta 25 UBETHR— S TWEEA,

* [Datagram Transport Layer Security (DTLS)] : — &8¢ SSL $%#5¢ (2 BH3# 9~ 2 B 4E & HyekiE o [
EZEREE L, X7y MBIEOEEBEZITCT WY TAL A LT TV r—a D87 4 —
v AERELET,

[DTLS Compression] : DTLS (Z351F D EME & 54 E L £ 7,

[SSL Compression] : SSL/TLS (28 2 [EfE &% € L £,

[Ignore Don't Defrag (DF) Bit] : = ®#%EETid, DF B FBREIN TV B/ » b & J#H|
N7 F 7 AT —vary LT, brplelists 2 eNTEET, BMHFAE LT,
TCPMSS X AT — g NNZHEENIISE LRWAR Yy NU—27 O¥— N $ 2172 L
N E7,

[Client Bypass Protocol] : 7 7 A 7 > ks 7' kAL /A /XA T, ASADZIPV6 T 7 1 v
7T THILTWS L&D AnyConnect 7 74 7 MZ XD IPvd N7 7 1 v 7 OEHT
BV IPVE R 7 4 v 71202 THILTWDEEDIPVE NT 7 w7 OERHIEEZRE
LET,

AnyConnect 7 7 A 7 > M5 ASA IZ VPN #ft9 % & 12, ASA L IPv4 & IPv6 D— 7%
MG o7 RLAZRVYETET, 7747 b A3 7 haL Tk, ASA S IP
T RLVRAZED Y TRNPSTENT T4y 7% Ry 7350 £71XASA /3 /XA L
T IAT LV MPbOK 2L, 2F0 17UV T7TXA L L LTOREBETAIT 50
ERELET,

7ol 21X, IPv4 7 R L AD I AnyConnect #HEIZHI W 4 Thiv, = RRA VMR T 27
VA 7 ENTNAHEBELTLEE, 2Oy RARA 2 M IPv6 7 KL A~DE|
FEERHIZLEIZ, 74T b XARA T 0 b aVBEENT 4 B—T /VOBAEIL, IPv6
N7 747 R RayXSNETN, 7747 8 XA X2 T harhifx—7/L0D
GalE, IPV6 N7 7 4w 7130 AT M7 U7 TXFAME LTERBEINET,

[FQDN of This Device] : = DIF#HIL. VPN & v a VOFFESL THA S5 ASAIP 7 K
VAERRT D702, Fy hT—=27 0= 7 O% T4 7y MRS ET, =
DOREF, SESERIP Vv harory NI—Jou—I 072 FR—81%59 %
THEHETT (Pv4 25 IPV6 72 L)

A\

(GEX)  AnyConnect 7B 7 7 A MiZH D ASAFQDN Z il L Ce—=3 >
TIRIZASAIP 7 FLAZHSGTHZ LIXTEEFA, T RLA
Na—R RT3 7 U FUFAOELNT A A (F RN
ENLSILTNDT AN, A) =B LW GEERH Y £7,

TSA ZADFQDNNY T A 7 & MIEUGE SN2WGaE, 7 747 > M. LS Frxor
DHESLESINTWD IP T RLASOFERHAZRLET, £25 P 7 v hair (IPvd b

AL |
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. RNERS IL—F K1) & —. AnyConnect 7 54 7 > FEME

IPv6) Oxy U —7on—3 7% AR — 9 5I21X, AnyConnectiX, k> R/LDF
NI T2 ASA 7 RLAZRETE D L HIZ, m—3 U 7 #ITT /31 A FQDN 04
AR 24T D MERH Y £9°, 7 747 > MI, FIERT 71 7 7 A VITFEET D
ASAFQDN Z#fiH L &9, LtcDt v a Ui Clix, ARG S ITEIC, ASA
ko TFvyvashiz (2, V=7 R —TEHENKE L) 731 AFQDN
AL ET, FQDN BERE I N TWWEA, ASA IE, [Device Setup] > [Device
Name/Password and Domain Name] D% EWNE D H T /314 A FQDN #Hifs (8L V7 747
¥ MTEE) LET,

TRAAFQDN R ASA I Lo TT v va SN TWRWEAE, 7747 ME, #7225 1P
Iahardoxry NT—7Houn—I 7%RIZVPN Ey v a U EBMELTE A,

[MTU] : SSL #ft MTU A X4 di#E L £+, 256 ~ 1410 /31 FO#H TEZ AN L E
9, 7 74/ hTiL, IP/UDP/DTLS DA — "—~~y R3Z27E LG & HE TR+
H—T A AD MTUIZHSWT, BEIMIZ MTU o XBHEINE T,

[Keepalive Messages] : [Interval] 7 « —/L NIZ 15 026 600 0 FE TOEEASIT5HZ &1C
X0, BEHERT A RAVORENRT ASA R L > THIR SN TWAHETH, =77 74
T Ay E—VOMBEAR—TNVEBIOHEL T, Tuaxy 7747 Ur—N, £iT
NAT 731 R %5@ Uik e ZICB W Rl encE 4, £/, MEEH
I HZ ik, UEs—F 2—H2 Microsoft Outlook <> Microsoft Internet Explorer 73
EDV 7y hR=2ZADT 7V r—a rEREBRICFATL TN RNWEETH, 77447 b
DY & ATV EMREES NVE T,

[Optional Client Modules to Download] : % 7 > v — REEfi] % #5925 72912, AnyConnect
TI7AT 2 NI, PAR—F L TV ABEREICHIEREY 2— V72T % (ASAND) XU
B—RT5EICHERLET, RO KD RhOBEREEL A X —T VI T HEY 2 — /L DA
ZIEET HDMENBH Y £, AnyConnect 7 74 7 2 FD/X— 3 40121, ROEFY 22—
ABREENTHWET (IBAA—=Va rTIEEY 2a—VOER DR ET) |

* AnyConnect DART : kT 7 /vy a—7 4 » VIERZ B HIZ Cisco TAC IZHETE 5 &
I, VAT AT DAy TV ay hBIXOZOMOBWIHERN T v 7T ¥ &
e zip 77 ANVNBT AT Ry TIHER S ET,

* AnyConnect % v U —27 77 & A v 3x— % : LIHIE Cisco Secure Services Client &
FEENTWE L, ZOEVa—/UE AREVA T LADBT DRy NU—=2127
JEATLHIDD802.1X (LA T 2) ET /A ARGEEM A TWET,

* AnyConnect SBL : Start Before Logon (SBL) TiX, Windows D127 A > XA 7w/
R 7 AMFREINDHAETIC AnyConnect & BAAT 5 Z £I2 LV =—37) Windows (Z
17 A P HENS VPN i 2 /i L Ca—W 2 3EA o7 T ITmiilc Bk L £

+ AnyConnect Web £ = U 7 ¢ ¥ = —/L : LIHjIZ ScanSafe Hostscan & FE{E4LCUVE
L7ze ZOFY 2—/LiE, AnyConnect [IZHEA SN TWET, 72, Web _N—TDEL
FENREL T, RRHCKERE O TELLIICLET, 20K, ERSNTWDHE
Fa2 VT4 R —IZHEDONT, T ANATRER AT Y AL, BERHD =
VTUYRHRTE R ar T Y E ey 7 LET,
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RNERS IL—F K1) & —. AnyConnect 7 54 7 > FEME .

«AnyConnect 7 L' A b U EVa—)b : BEOH LT Y ORETICHET L 1ERE
CiscoIronPort Web v = U7 4 777 A4 7 A (WSA) 2245 L ¥, WSA Tid,
TOF—2EFEHLT, URLOZ 4 NLFZ Y 7 L—L%ELET,

N

GE¥) 71 A FUlE AnyConnect 4.0 Tix¥A— FEhEHA,

ASA TRAF ¥ ¥ =—/ b : LLEINIZ Cisco Secure Desktop HostScan #§5E & FEIEI1L TV E
L7z, ZORAF v £ 2 —/LiL AnyConnect |ZHEA AL, 24U X W AnyConnect
IE. ASA ~D VY E— |k 77 B AR AL T DANCHRATF ¥ TEAA L FOI LT
YUXNVEINETEDLLDICRD ET,

3

ISE-RAF ¥ : OPSWATV3 T4 77 VAL TCHRATF ¥ Fov 7 B2FITL, =
RARA > FOEEHEFMGLES, Dk, = FRA Y MR EATHETHY b
TO— 0 T ERRAEHBLIEY ., a—Hh L 2—FOHEREHRIL LY TXET,

AMP A X—7F : =2 RRA > NAaFTOEE/R~ LY = 7T (AMP) 28 A$ 2%
FERLLEASNET, HNTE—DLIZAEA FERTOE ="M RRA
> hOH 7> MZAMPforEndpoints Y 7 U =T &7 v a L, BEFOL—H N—
AW AMP Y —E R %A VA=V LET,

3

Xy hU—=Z W T 2 =L Ty 80T 4 LY —E RO, BE, oS T4
TUA, BIOEXF2 VT o 0TI LT, BENEHEOE TR EZM ESEE
T NVM (Ry N —Z AT 2 —0) 13, = RRA L FDOTF LA MY &I
ELTC, 7u—F—H L T77 ()L L aT— g syslogllitdk L, &HIZ, 77
ANDHHTEUIA 2 —T 2 A ZADRMEAEITHI AL T & (h— FRX—=F 4 X H—)
Wb 77— La—Razx 7 AR—FLET,

Umbrella Roaming Security & =—/L : 7 7 7 ¢ 772 VPN 2372\ & Z [T DNS LA ¥
X2V 7 4 &M LET, CiscoUmbrellaRoaming & OpenDNS Umbrella — B 2 D
WFNNCKT YT A7 ) Foa a2t L, Intelligent Proxy 38 K OVIP LA Vi
FREREZ BN L £ 9, Umbrella Security Roaming 7' 12 7 7 A /LIE, xfIsd 2% —E A
C A RB A BIEATT T ST AR#EL AL EABIICESICLET (2T
TANE DT EEORY v— )7 LR — b, Active Directory iy, F 721k
ARHJRDNS LAY Ex=2VU7 1) ,

* [Always-On VPN] : AnyConnect #—E 2 7’11 7 7 A LD HEFHERE VPN 7 7 VR EET 4
=TT D h, £720F AnyConnect —E R 707 7 A VEREEH AT OILENDH D
INEPELEY, WEHE VPN RKREIC LY | 2—Yharvta—Ficn st 958,
AnyConnect (X VPNt v ¥ a VA HBEIWIZHESL LET, VPNE Y g id, 2—FnRav
Ea—dnbun 4745 ETHFFSNET, MBS KON ThbE vy v a VT
FFS 4L, AnyConnect 1%, H#ICRIE X2 VT 4 T 7 T4 7 A & OWBER) 72 8245E D PRt
iz TRATL, VPN v a v EFHLET,

W VPN IC L > T, RERY U —Z2@MH LT, X2V T4 BBNOT A 2%k
HTEET, WG VPN 2 LT, = RA&RA v FBMEB X Y N —Z7 N TR
BAICWOTH AnyConnect S VPN v & 3 VAN LT Z L 2R CTE£4, A X—7
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. RNER S )L—F K1) & —. AnyConnect O %5 1A VERTE

MCT D& BERPFAELRWGEDOR Yy NU— 7t OEHTEZIRET 2R Y —0
WESNET,

A\

GE)  EEEEHSE VPN (21X, AnyConnect ¥ X =7 TV U 7 ¢ HREL Y
AN— ~9 % AnyConnect U U —ABMLE T,

[Client Profilesto Download] : 7B 7 7 A /WiIa L7 4 X2 b— 3 U NITA—FZDT)L—
7 THY ., AnyConnect 7 74 7 N TCVPN, Xv hT—2 T 7 A <F—T %, Webt&
Fa2UT 4, ISERAF v, AMPA X—7 7, Xy hU—7 TV 22— BLO
Umbrella Roaming Security &3 = — /VOREREIZFEHA S E T, [Add]Z 27 U v 7 LT [Select
AnyConnect Client Profiles] 7 « & KU ZE#) T2 &, 7V —7 KU > —HICLARNTER S
nhe7u7ry A NVERETCEET,

WNEY IL—T K1) o —_ AnyConnect O % 1 L EX5E

W7 /v—" R U v —® Advanced > AnyConnect Client > Login Setting ~-{ > Ci{X, UE—
Z—IZ AnyConnect 7 74 7> hDF U ua—ReROL T 7 veFoRrLiz0, 774
7V R ASSLVPN DR—H )L X—=DICH A L7 Mg T D LI ICASA A RETEET,

« [Post Login Setting] : = —HIZF BT FE2RRL T, 774/ FORA S v 7 A 3R
BIITTDHI2ODEA LT U NERETHHAEITERIRLET,

* [Default Post Login Selection] : = 7' A Y ZICEITTHT 7 v a y&2ERLET,

YS4FU R I7LT94+—ILIZEB VPN TOO—AJL F/3( R HH— FDHEHIE

Wl 7 v—7" K U 2 —@ [Advanced] > [AnyConnect Client] > [Client Firewall] ~*1 > Cix, 7 7
ATV RTONRTY v 7 Xy NT—=2 LT T4 X=Xy MU —7 OIS D7 T4
TV VAT LEADT 7 AT U —VIEET OV —NVERETEET,

UE— b 2—HRASAICERTLE, TRXTDORNT 74 v 7 NEDOVPNERAZMN LT F X
Vo 7a3nNd0, 2—FEde—DILr 2y NU—7 LDV ) —RIT 7 BATE 2720 F
T, THOLRYY—RAZiF, va—An arva—2 LREATHTY X, AT, Windows
Mobile 7 /314 A (TH— T4 R) ERGENET, ZORMEIT, 77478 7n7y
A JL"C [Local LAN Access] # AT 52 & THIHSIVET, 7272L, =Ry hU—7
DT 7w ANERIRIZ /R 5720, —HOEETIIEX2 U T 4 0RY —IZ oW TER&ENE
CHAREMENH O 3, TV T — TS AR EREXA T Oa—h)L U Y —RZxf
TLT 7 BAERIBTHZ RRA L FDOSDT 7 AT T4 —)b b—LEEATDHIHIT
ASA ZERETEET,

ZFOEOOEEL LT, FIRMHOKER— R MGT2527 4T 8 77 AT 74 —/L L—)L
EHEMILET, 774 T T, FENA—INVERENL—ADXRN S FE T, FIREGEDS
B 7 TAT v FTIIREERICLE R AR — MIBk S ETHS, FRENT 7 4 v 713 TT
Tay s ERET,
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\}

DSLFUR T7A4T 94—k BVPN TOE—HL 734 2 HK— roamit [

G¥)

BHELL RIS v LEEa—PE, ASAICEV 7 94TV F~EBRENET7 7 AT U4 —b
N—NVEBEIETE A Z LIZHEENMLETT, REMBRMHEREZFFO—FIX, L— L EEIETX
FHA, EHELO0—FDLEEL, BHRPK T LERA T/ 74T MIEV 774 T U4 —
v IV— IV REEA SN E T,

PIAT N T AT VA=V ERELTWDHE, —% 7D Active Directory (AD) #—3
TWAESND &, 7 I9A TV FCIEIBIEMEASAD T 7 AT U+ —/L RY —0EH S E
T, 722 L, ADZNV—TRY —TERINTN—ME, V7 ITAT N T 7AT T4 —1D
L= E 0 bEESNET,

UUFOETIE, ROV ZIT S T2 DFNAIC DWW T L £,

=N TN A EYFR=NTBEEODITAT N 77 AT U —VORER (32—
D)

T7AT7 24— ILOEICEYT HFTEFE

Z ZIZEHk L7=DlE, AnyConnect 7 7 A T R TIEXTZ 7 AT UA—ABED LI ITHEH I
DM ONTOEBEFIETT,

c T AT T A= VITITFE L IP IIEH S NERA, 7747 FTIE, ASAND
EEEINTZT7A T U4 — L = LNOEETC IP ERITEE SN ET, EELIP i,

= IVBIRT N I INTTARX—= NG LTI ITA T EREFEELEST, X7 U v o
N—it, 7I79AT 2 b EODTRTOA U H—T7 =24 A ZHEHENET, 774 —F
N—E, T X 7 X EA S E T,

¢« ASA IF, ACLV—/UZH LT DT n baladR—MLTWET, 72720,
AnyConnect D7 7 A 7 7 4+ —/VIERETHAR— h I TW5Di%, TCP, UDP, ICMP,
TP OHLTT, 7I9A4 7 bTlt, 87D 70 barTLr—AnZEInzE4.
DI—INIEEN 2T 7 A T U —/bb—)L e LTS, &E61C8F2U T 0 FOFEH
MHATY b RV TR0, 70 o 7Rl sSnET,
cASA9.0 6, NT Y T Ry NT—7 L—ABIRTIFIAX—K %y NT—27 JL—/L
X, 2=7 74 KK 778X arfr— L URX EYFR—FLTWVWET, ZNHOT 7k
A ayhbe—L YA NI, RUL—LTIPv¥dBLNIPVG FT 7 4 v 7 2EZRTIES
WA TEET,

FELROE S, AR —F 4 7 VAT A L5 CHER R A - DIEENMLETT,

» Windows = >t = — & D45, Windows Firewall TS /L— L3 FF R L— WITHESE L E
T ASAIZE VFFAIL—/L2N AnyConnect 7 74 7 2 b7y a2 S ThH, 2—HF0R%
AL BOFEE N — NV EVER L CTOFUE, AnyConnect /L — UIdiHl S vE A,

e Windows Vista DA, 77 A T 74—V L—LIMERE S5 & . Windows Vista TlEaAs—
NEFZOFHEN D o~ X OCFHE LTSN ET, A— ML, &K T 300
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B /57 974794 —LIz& B VPN TOO—HIL 7134 X HHK— FOEMIE

A— FTF (1~300, 5000~ 530072 L) , f5E€ LI&iFH 300 R — h & B2 5561,
IO 300 R — ML TORT 7 AT U —L b—LREHINET,

« 77 AT U4 —)L P —E AN AnyConnect 7 74 7 > MZ X VBB EINHIMLERH D (v
AT LI X0 BEIICBIE S N2 Y) Windows w—H L, VPN 5 DFESLIZ N2 Y OiF
MEETHHERHY £,

*Mac 2 B2 — % O848 AnyConnect 7 7 4 7 > b Tld, ASA T A S 7=d & [FA LA
FCA—ANERAESNET, 7a— UL b— WIS TREZICRD LI LT EE N,

s —RKRX—=F 4 T AT U —NDEFE, AnyConnect 7 7 AT N 77 AT U4 —/L kL
=K =TFT 4 T7AT T —=NORGTHASNIEAT DT T 4y 7 OHI@EETE
%£7, AnyConnect 7 7 A 7> N THASNTWDFREDHA TDNT 7 4 vV ThHoT
b, V—=FR—=F 4 774 T U=l LoTT a7 &hiuE, TDO T 7 4 v 7137
FAT R TCHT Ry ENET,

O—AIL TY2oEEHR—bTBEODISATUN T7A4T79+—ILOERH

ASA 1T, ASA N— 3 2 83(1) IR L TVASDM /S —2 5 > 6.3(1) A& T, AnyConnect 7 7
AT N T7AT U —NEREESR— N LET, ZOWHTIE, a—IL Y EZ~DT 7
TANHFANEINDEICTITAT Y N 77 AT U —IVERETDHE BLOVPN #ED
KBFIZ 7 7 AT 04— NEFEATHEI 2947 T a7 7 A VERET DHHEIZONT
FHALET,

DS5AT7 2ok T7A4AT7 04— ILOFIREIE

PIAT N T77AT7 U4 —v&EFEHALTr—H/)L LAN 7 7 2 ZHIRT 5581213k Ol
PREIEA A SN ET,

« OS OHFIRFIRIZ LV, Windows XP BNEfTENTWDHL AL Ea—FDII7A4 T~ 77
ATOF—R) =L, BEFN T 74 v 7L CordEHINET, BELV—LBX
W H A — VA S E T, 22X, Ipermitipanyany] 72 ED7 7 A4 T U 4 —)b
=N BEENET,

e ARA RN AXy R DY —RKR—=F ¢ T AT U =L, 774 T U —VEhE
TAHRREEND D £9,

UTOFRIL, EEXAR—-FBIOMER - FOREICIVEELZITDLNT 7 4 v 7 D%
FLOLHLDOTT,

BIETA— K FasEA— h BEERTHLTTAVID
o
FE DR — FEDR— MR HIAB LRI

PHEZIE T~ T) (il (#RE2T 1Ty (T | SRR LURE
0) 0)
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DSLFUR T7A4T 94—k BVPN TOE—HL 734 2 HK— roamit [

EETAR— b 5E K — b BEERHELI T4V
paL
FEEDR— M5 WHEESIT TTNT T B EOR
0)
FPHEIT (92T (I | HEOFR— MRS e ED
0)

O—AJLENRIIZBE9 5 ACL JL— )L D15

ACL AnyConnect Client Local Printi&, 7 7 A4 7~ 77 A4 T U+ — )V ERIE

T BT,

Lod
ASDM Zffi 2 CWE T, Zv—7 &K U 2 —® [Client Firewall] ~<A > ®

NRTY w7 Fy NT—7 L— D=2 ACL i8I+ AE81T. —EIZIRD ACE %5

&)i—a—o

% 1:AnyConnect_Client_Local_Print ® ACL )L—)L

i8R Permission |4 > %4 — 70O ko)L |#E{ETHR— |Destination |gfk— +
T4 R ~ Address
TRTHES |BR AUV 1% v W/ RN a0 2 N RN i /A I VI
(Any) (Any)
LPD =) %7 w2 |TCP F7H [WFh |S15
(Any)
IPP =) %7 w2 | TCP F74N b [WFhay 631
(Any)
AR S | 7Yy |TCP T 74NN |WFhs 9100
(Any)
mDNS ] <7V + 2 |UDP = 40k 22400251 5353
LLMNR =) %7 %~ |UDP F7 4Lk 224.0.0.252 [5355
NetBios e 7Y | TCP F740 b [ WWFThe 137
(Any)
NetBios Zraf X7 Y w2 |UDP F7 408 W 137
(Any)
GE) T 70 FOR— ML 1~ 65535 T,
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B venoo—nimERYR— FoRE

Y

GE)

v — B VEI &2 F N T HI2iE, EFRF A ACL /L—/L Tallow Any Any| (Zxf L. 7
FA T vk 7077 A )LD [Local LAN Access] HEFEZ AT 2 MENRH VD 7,

VPN @ O—AHJLENRIHYR— b DERTE

ATy T

ATy T2

ATvT3

ATy T4

ATy Th

TR =R = P o ZIHNTED LT DL, FA—T KR o —TCiEHE
ACL Z1ERLET, ASAIZZFDACLEZ VPN 7 FA4 T MIEEL, VPN Z IA4 T MIY
FTAT UMD T7 7 AT U F—NEHEEERE LET,

FIE

I N—7"RY =T, AnyConnect 7 7A 7> KN 77 AT U+ —VEFGHILET,
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] % i8R L &
D

TN—T RV —%2@RLT, [Edit) 227 Vv 7 LET,

[Advanced] > [AnyConnect Client] > [Client Firewall] @I L £ ¥, 774 X— K xv hT—7
= UZXFIET 5 [Managel 27 U v 7 LET,

AT L72 ACE 251 ACL 2B LET, ZOACLEZT TAX—K v hU—27 b—)L L L
TEMLET,

WD BB VPNAR Y & —Z2 FZ L, 7o/ e —ARFRY —2EELTWDHHE. VPN
EENEETHE2—PFEIr—I N ) V=R T 7 EATEEEA, ZOTFTIATIE, 7
7 7 A T 4 XD [Preferences (Part 2)] (ZFHE) L. [Apply last local VPN resource rules] % 74 >
T HZLICEkaT, Z7A4T7 U=V =N EHEHATEET,

VPN O TH— T/31 X 7 R— FDERE

T = TN, 2P HR— L ChEFRY N7 B HRHETIHEE. I —T7 K)o —THE
IR ACLEERR L, 7Y — T A A THEHT 2507 FLAORBHZEELE T, 612,
MRV VPN b7 7 4 v I BT 21y hT—27 UARELTAF Y v b bl
MO ACL ZHE LE7, F7o, VPNIEERHIIIR%EDO VPN 2—H/L U Y — 2 JL—/L73
FEHENAEICIZTAT U N a7 7 A NVERETDHI ELMETT,

GE)

AnyConnect Z E{T L TWD A B a—& LEHT 20N H D Windows E /31 LT /31 2T
DWW TIE, ACL TIPV4%E5ET R L A% 169.254.0.0. 721X IPv65iseT KL R % 1e80::/64 L 5
ELET,
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&
2ATFw T2

ATvT3
ATvT4
ATvTh

ATvT6
ATy 717

ATvT8
ATv79
ATv710
ATvIN

ATwT12
ATy 713

RERS IL—F K1) & —, AnyConnect 7 5S4 7> b ¥—DEERK .

FIE

ASDM . [Group Policy] > [Advanced] > [Split Tunneling] Z 3R L £ 79,

[Network List] 7 4 —/V KOBEIZH 5 [Inherit] = v 7 R 7 A% 472, [Manage] &7 U v
7 LET,

[Extended ACL] # 7 %27V v 7 LET,
[Add] > [Add ACL] IR L E3, # LW ACL OA4ARIZEEL £7,

T—T7 N THLWACL ZIR LT, [Add] %27V v 7 L, EHIZ[AAdACEl %7V v 27 LE
o

[Action] {Z%f L C [Permit] A7 * 3 > R¥ AN L £,

SEUESAMET Y 7 C, IPvA3E%ET KL A% 169.254.0.0, FE7/2IX IPV6 58557 K L A% £e80::/64 &
RELET,

[Service] IZxF L CIP 23R L £,

[OK] %2V v 2 LET,

[OK] %7 VU v 27 LT, ACL ##fFL £,

Wi 7 /v—7" 78 U & —@ [Split Tunneling] <A > C, A7 v 77T THRELZIP 7 RLAIZHL
“C [Inherit for the Policy or IPv6 Policy] &= v 7 7R v 7 A% F 712 L C, [Exclude Network List
Below] Zi®R L £9°, [Network List] T, {Ek L7z ACL Zi®R L £,

[OK] %27V v 7 LET,
[Applyl #27 V v 7 LET,

RES IL—T K1) —_ AnyConnect 7 S A 7> b F—DEER

ASA LD ATV FRF—ZWAERL, Bod— L7 bAONnTHERITT— g
LT, FEARR A= a URFETIN, Ot x 2 ) T kS nE T,
W 7 )v—=>" 7R U > —@ [Advanced] > [AnyConnect Client] > [Key Regeneration] X > Tl
F—FERDNT A—FERELET,
* [Renegotiation Interval] : & v > 2  OBRIE O XF—OFHERNFATIN L ETORHE 1
~ 10080 (1) OEPHTHRET HI2IL, [Unlimited] = v 7 Ry 7 24712 LET,
* [Renegotiation Method] : [Inherit] &= v 7 R v 7 A& A4 72 LT, T 74NV DT L—F
R —b i3 hsmrava—yva v HFRERELET, ¥—FERET =TI
T 2ITUE, [None] A7 v a v ARE U EFIN L, F—FAERRFH L b RV ALY
5HIZi%, [SSL] £721% [New Tunnel] 7> a > RA U EBRLET,
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. RE S IL—TF K1)~ —, AnyConnect 7 S A 7> k., Tv FET7RH

N

() [Renegotiation Method] % [SSL] % 72 1% [New Tunnel] |ZEXET 5 &,
F—FHARKICSSLER I o — g VM Thbhd, 7947
K23 — R RRIFICHTIR b o RV B MENL T 5 Z E MR E SN E
9, anyconnect sslrekey 2~ > ROBEREIZHOWTIE, a~v> KU
77 L AeBZRLTIIESN,

RES IL—TF K1) —_ AnyConnect 7 S A 7> b, TV FET7EH

Dead Peer Detection (DPD) (21 V. 7 DA 7 < HEmAKKR L TWAEAITIE. ASA

(F—=hU=A) L7237 747 MUTBRRFCHRIECTEES, 7> FETHE (DPD) &6
2L, AnyConnect 7 7 A 7 > FETIL ASA 7 — b7 = A 73 DPD % FATT L HE 2R ET
D121, UTOFIREZFETLET,

1R BHHEIIZ

« ZOREREIZ. ASA 7 — b7 =1 & AnyConnect SSL VPN 27 A 7 > b R OBt D 2125
SNFET, DPD I/ RT 4 7 & FFa] LIRWERED SZHE |2 ST D 72 IPsec # T
x4 757> L ASSL VPN BHHER— k éﬂi«rm

« DTLS # A X —7 /Wit % & . DeadPeer Detection (DPD) &1 R—7/LIZ/2 Y 4, DPD
W20, KEAU7ZDTLS Bt D TLS ~D 7 4 — /LN T I3 A X—T )7 0 3, ZiLh
NDGE, BT T LET,

« ASA TDPD RN/ > T 5 & &, Optimal MTU (OMTU) #REAEH+ 25 &, 77
AT NISDTLS X7y REZIEFICHET Z LN TELRROT Y RARA s MTU % iLD
FHZENTEET, RRMIU £TRT 4 7 ENTDPD Xy NERETHZ LI
FoT, OMTUZEELET, M e—FOELWZa—%&~y Rz K062 ETH
&L MTU A AR Z i AnsnEd, = j‘]\h%j”bfcﬁﬁ’of_%m\ MTU iF/h& < &4,
7a haVTHAASN TSR/ MTIUICEET HE T, MOBEL e —7R"E G E
7T

FIE

AT HHOIZ V=T R o—IZBE L ET,
» [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] DJIAIZF

L., BROOZ V—7 R —%BM ((Add]) F£7-03#E ([Edit]) L. [Advanced] >
[AnyConnect Client] > [Dead Peer Detection] 21 > & B & F£ 97,

s FIXFFEDO 22— KU > —|ZHBIF#ET 521X, [Configuration] > [Device Management] >
[Users/AAA] > [User Accounts] IZBEI L, BRIO=—F 7T h v b&iBM ([Add]) F7ziF
#m# ([Edit])) L. [VPN Policy] > [AnyConnect Client] > [Dead Peer Detection] 21 > % B &

£7,
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WS IL—F KU S—, 55472 kLR K—% L0 AnyComnect h 2574 X [

ATvT2 F— U= A MO EZRELET,

DPDEEX2 )T 4 TFIAT VA (F—=rTx2A) Lo TEITTBIEEIEET DI,
[Disable] F= v 7Ry 7 A% 471 LET, ¥X=2UT 4 7T 74T ANDPD 2#FE(7T 5
ka4 30 B (T 74/ 8) 205 3600 RO TATI LET, fE300 BHERESNET,

ATV T3 7747 MIOHEERELET,

DPD%# 7 747 "WRFEITTDHZ E&#FEET DI, [Disablel] F= v 7Ry 7 A%k A 7IZLE
T, 7TAT 2 bR DPD #ETTARIMEE 308 (F 740 k) D 3600 O TAS L
F4, il 300 AHEE S ET,

RAETIN—T RY—, 95472 LR R—% )LD AnyConnect h R 2 < A4 X

WEl 7 Vv—"7" 7" U *—® [Advanced]>[AnyConnect Client] > [Customization] 2 > Clx, 7 /L —
TRV —=DITAT YV RV AR=ZLDOUT A2 RX—=Th DAL~ A XA TEET,

» [Portal Customization] : [AnyConnect Client/SSL VPN] 7R — % )L R_X— U\ Z# T2 A 4 <
A=V a v EBRLET, FHREEFLDOR—LNL AAFv AL —var ATV
NIRRT 2, £ET 74V N FA—T R U—TEHRINTNDII AKX~ A B —
varvEZIFANDZENTEET, T 74/ hiT DfltCustomization T3,

* [Manage] : [Configure GUI Customization object]s % A 7 2 7R 7 ANRREET, ZD
FATATHRy 7 ATIE, WA AB—a A7y Mo, k. HIkR,
A UR—b, FT= I AR— M EfRETEET,

s [Homepage URL|(A 7> 2 ) : Z—7 R o—IZB#f T bnfca—FD s 747 0 K
VA R—=Z NIRRT HAR—L X—VO URL ZF5E L £, http:/ F 7213 https:/ DT
NWINTHEDA N V7T DRERDY £T, 7747 2 bR a2—PFE, #IEDRK
Dt I O_N—UNFRENE T, AnyConnect |, VPNEEHGENIEH ML SN D &
ZOURLIZHLTT 74/ hD Web 77 UV ZEE L E7,

A\

(GE)  AnyConnect /%, Linux 77 v 74—, Android E/3A /L 73
A A, BIO AppleiOS ENXA IV T/RA ZATZI DT 4 —/)L REH
FEYR—FLTWERA, BESNTWDHE, ZhbD
AnyConnect 7 7 A4 7 > MZ X o THEAINET,

* [Use Smart Tunnel for Homepage] : 7~ — MRk & 500 0 2R — 2 iz 2 X
~ ]\ ]\ .‘/Z\\/I/%'ﬁzﬁi L/jzj—o

* [AccessDeny Message] : 727 B AZHAET 22— FIZRKRT H A v =V &ERT HITIF,
ZDT7 4=V RIZADLET,
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. RNERS IL—TF K1) & —@ AnyConnect 7 S A4 7> b h A2 LBHEDHRTE

RESIL— T K1) > —D AnyConnect 7 5S4 7> b h R B LBHDERTE

&

ATy T2
ATvT3

ATy T4
ATy TH

WHER 7 L—=7 7R U 3 —® [Advanced] > [AnyConnect Client] > [Custom Attributes] ~2A > 1L, Z D
RY L —IZBUEEID B TON TV DI RS Mgt RLET, ZOXATa s Ry 7 AT,
FTCICEREHLDN AL LNEME ZOR Y —IZBEM T 57, DAZ LBHEAERLTIO
AU —IZHEfHT A Z ENTEET,

73 A B NEPEIL AnyConnect 7 7 A4 7 > MIXE S, 7T v 77 b— ROWEH 72 & ORE 4%
ETAHDIEHEINET, WAZLBMHIZIRZ A T AR EOERHY £9, ETEMED
SATHRERLIE, ZOFA TOAFMTEOEEZ 1L EERTE £9, KBS L TRE
T HEA DAL KABIEOFEHIZ DWW T, fEH L T2 AnyConnect U V —A® [Cisco
AnyConnect Secure Mobility Client Administrator Guidel % 2[R L T 72 &0,

1 AHZ LJEMEIX, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced]
> [AnyConnect Custom Attributes] 35 & U [AnyConnect Custom Attribute Names] CHANIZEFRT D
ZEHLTEFET, FHNCER LIV AZ LRI, XA TFIv 7 T78AKR) O—L 71—

TRY OGRS ET,

COFIREFEHAL T, WAZ LEEEZBINEITMWE L ET, REFLDON AL LEMEEHIFR
THZEHLTEETN, MO NA—T R —ICBERMT BTV DG ITRE £ 721 3HIBRT
TFEHE A

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >

[Advanced] > [AnyConnect Client] > [Custom Attributes] {28 L £ 7,

[Add] % 27 U w2 L T [Create Custom Attribute] ~A > Z Bl & £79,

Fay 72y J A MNORERANCER SNBSS A T Z2IBIRT 50, ROFIAZFETL TR

Mo A T HFEELET,

a) [Manage] %7 Y > 7 L. [Configure Custom Attribute Types] A > T[Add] 227 U v 7 L&
R

b) [ AZLEMS A 7 DVEK (Create Custom Attribute Type) | %A > C, H LWEMED [
A7 (Type) ] & [ (Description) |Z AN LET, EHHDO7 4 — /L FHMHEEA T
@—O

) [OK]%27 Uy 7 LTZDONA %L, 2 —E[OK]Z7 Uy 7 LT, L ERLLE
HNALZ DEMEDZ A T2 @R L £,

[Select Value] %3N L F 77,

[Selectvalue] Kz 7% 7 U A Ry b FRNZETR SV A R E OEAZRINT 50, ROF

8% FEAT L CH LWARITT S DEERE L £T,

a) [Manage] #27 U v 2 L. [Configure Custom Attributes] ™~ > C[Add] %7 UV v 7 L% T,

b) [Create Custom Attribute Name] 21 > C, ANTEIR F 7213 E LIZBMEY A4 7E2 IR L,
LWEMED [Name] & [Valuel x AN LET, EHH07 40—V RHMEEE T,

7 VPN B



| —meears veN s

©)

IPsec (IKEv1) 254 7> konHBITL—T KU s— |

EZEMTHITIE, [Add] 227V vy 27 LTIEAZADL, [OK]Z27 U v 27 LET, fEIE420
XFEBZ IR A, ERZORIZBX 254X, BN 7Y Aotk
DEZBEIM L ET, HEMIX AnyConnect 7 7 4 7 2 MIEE LA RNCHERE S VET,

[OK]Z 27 Vw27 LTZOXAL %ML, 9 —FE[OK]Z 27 Y v 7 LT, ZOREDHL
TEFR L4 & OMEETIR L 9,

ATYT6 [HAZLEMDIERK (Create Custom Attribute) ]34 > CT[OK] #27 VY v 7 LE T,

IPsec (IKEv1) 25472 ORI IL—T R o —
RETIL—T K1) o—, IPsec (IKEV1) 2 S5SA4T7 > FO—EENHE

[Configuration] > [Remote Access] > [Network (Client) Access]> [Group Policies] > [Advanced] >
[IPsec (IKEv1) Client] T, [Add or Edit Group Policy]>[IPsec] ¥ A 7 B /R v 7 A& HT S5 &
BIMERERTLI7NV—T R =D hrx )7 7a bal, 74y e, —
NEWRETEET,

* [Re-Authentication on IKE Re-key] : [Inherit] = v 7 R v 7 AN A7 TH H5HE1Z, IKE

F—OFERPTONTZE EDOHBIELA X—TNETZTT =T M LET, 2—H
X 30BN LT vy Vv EANTDMERS D £, £72. K924 H T SA IR
Tiz2 v, FURADBKETTHETORIZ, 3EIEFTANEZHAITTEET,

» [Allow entry of authentication credentials until SA expires] : FXEHH SA DIEKT A 7 X A I

FT, 2—WERIEZ VT vy L& ZORBHANTEET,

* [IP Compression] : [Inherit] = v 7 7R v 7 AN A7 T D412, IP Compression & 1 F—

TNEIFT 4 E—T M LET,

» [Perfect Forward Secrecy] : [Inherit] = v 7 &R v 7 ANA 7 THHHAIT. ERIREIE

(PFS) %A F—7IVE72137 4 B—7 /2 LE9, PFS %, HFED IPsec SA D ¥ — 7ML
D=7 Ly bk (DX —728) PHEHINTEHLDOTRWI EEZRIELET, DFED .,
PFSTiX, MBEVRHLF—%BWL TH, ZIhbMoF—2E8HT5Z LIETE R0
T EPRIESIVE T, PES 34 X —T T2 5 TWRWEATE, IKE SA OFME - — /3 %%
WEhd &, TOREEFIL, IPsec DT X TOR#ET—FX & at—L, IKESAD—7

Ly hOHEFRAZHEHA LT, TOIKESAICE > TRE SN IPsec SA DEF = U T 4 %12
FTENTELLHEMMINET, PFSEMHTH L, WBEENIKE A28 LT, EHHE
IPsec |27 7 B ATXEH A, TOHA, WEFIIH IPsec SA ZHBINZZEM T 5 BN
HYET,

* [Store Password on ClientSystem] : 27 74 7k Y AT A TO/NRAT — ROREE A X —T

NEFITTF 4= LET,
A\

GE) RNRU—FRZ27I9A4T 2 VATLATIRET D &, BENRE
XaUT 4 URIZBRELET,

—ferarz N EE I}
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* [IPsec over UDP] : IPsec over UDP O A4 A R —T NV ET21ET 4 B—T/MIZLET,
* [IPsec over UDP Port] : IPsec over UDP CfEffl3" % UDP A" — h & F5E L £,

¢ [Tunnel Group Lock] : [Inherit] = v 7 748 v 7 A £ 72 13fl [None] 23BN STV 7R WIGHE
W, BRLE b3y I —T7%my 7 LET,

* [IPsec Backup Servers] : [Server Configuration] 7 1 —/L R & [Server IP Addresses] 7 1 —/L K
ETI7T 47 LET, ZHUCE 2T, TRHDEDMK S RWEEICE M+ %5 UDP
Ny 7T T F—=R"EfRETEET,

s [Server Configuration] : IPsec /X 7 7 w7 H—"E L THERAT B —\GREA T T 3
VE—EFRORLET, MHATE S 47T 3 1E. [Keep Client Configuration] (57 #
JL }) | [Use Backup Servers Below], 3 & UF [Clear Client Configuration] T,

* [Server Addresses (space delimited) ]: IPsec /X 7 7 v 7 H— "D P 7 KL A& 5E
LE9T, TD7 4 —/L KiL, [Server Configuration] TR L 72fE A3 Use Backup Servers
Below THh O5A A TE £ T,

RETIL—T K1) o—D IPsec UKEv1)) 9S54 TF7 2 bDT7HOERX IL—ILIZDINT

DXL T a Ry 7 AD [Client Access Rules] 7—7 WiZid, 7947 b 7T 78A L—b
EUSHECTRRTEEY, 7 I9A4T VN T 7 BANA—NEZBNT D EEIFIROT 4 —/L K
R ELET,

* [Priority] : & DJ/L— L OERIEN 2 B4R L £,

* [Action] : ZDN—WZEHEASNWCTT 7 B AZ A £-I3HEE L ET,

* [VPN Client Type] : ZD/N— 1V %i#HTHVPNZ AT bOXAT (V7 =T &£
FN—FRo=7) ZELET, Y7 =T 7747 FOBEIL. T-3TD Windows
IIAT7 NEREFY Ty hEABREROT XA M THRELET,

* [VPN Client Version] : ZD/L—/VZi#EHTHVPNI A4 72 NONA—Y a U EEELET
BEA) . ZOHT AL, 207 TAT MIEREND Y 7 b =T EET7 7 —
LU =T AA=VOH <KD VA MREENET, = MV IFEHRBEAOT XAk
T, *FT_RTONR—=V a0 —HLET,

D9SATUo N T7IORRIL—ILDESE

=V ETEFLZWEES, ASAITT RN TCORRY A 7E2HF N LET, 2720, 2—RT
THN N TN—T R I AFET DN EWEKT DA RH Y 7,

s ITAT VU EBNTINONL—/UZH—E LW E, ASAIFEERAES LET, HSL—
NEERT DIHEIE, FL—NL b1 DU EERTILERDHY £3, FFa— L EER
LR E . ASA 1T T R TCORBERAZIER LET,

SESCFEVA N FA— FTF, UA L FH— FEBA— AL CHEEAN TS 2 L8 TEF
¥
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W& IL—F K S—. IPsec (KEV) 45472 tDo547 bk 77479+—1 ||

o JL—L &y FARRIZKR L T 255 SLFEOHIRENRH D £97,

I IAT U MNDOEATERIFINR=T gy (BDHVIFDONY) X ELRNWI T4 T b
121X, nfaZ AJJTEET,

RESTIL—T R —, IPsec (IKEV1) 954 T bDISATU N T7AT 04—

[Add or Edit Group Policy] @ [Client Firewall] # A 7 7 7R v 7 A TlX, IBMEITET ST LH 7
N—T RV —IZH LTCVPN I TA T U hDT 7 AT T+ — ViR EEITHI ZENTEET,
INHDT7 7 AT U+ —NKEREE M T 5 DlE, Microsoft Windows - TEI{EL TV % VPN
I 74T NETTT, BUE, N— KU =7 7 TA47 v MERIE (Windows LIS oY 7
ho=7 72747 FTE, ZTRHOBKREIMFEH T EEA,

VPN 27 SAT7 v FafEH L TASAICERSE L TWAY E— F 22—, W77 A7 74—
NV F T a EEIRTEET,

IO FVATIE, VE— b 2= DPC EITRR—=VF VT 7 AT T4 —LHBA A —)L
SNTWET, VPNZIAT L ME, 8—HL 77 AT 74— L TEBESNTWETZ 7 AT
TA—VR)—FHEHAL, ZOT7 7 AT A —IRETEINTWND I &L EHRT HT20IFE
=ZLET, I7AT U= NVOETHMEILT S E, VPN I T4 7 2 MIASA ~DHEEE N
Oy LET (D77 AT U —iH A=A AL AreYouThere (AYT) &REXILE T,
VPN 7 A4 7 > " BEMAIZ Tare you there?] A v E—V A2 FETHZ LTI 74T
VAN EE=HTOENETT, INEPRIN2WEGE, VPN TA T NI, 774 T UA4—
WINE DT LTl ASA ~DOEFGNE T LB LET) . *v NUY—2FHEENR NS
DPCT77AT U+ —VEMAICRET D56 bHV ET0, ZOHFEZFEHTIUL, =2—WF
TEBHORTEE N AL~ A ATEET,

H2DUFVATIE, VPNZ FA T2 FPCONR—YFIL T 7 AT 75— hRtEhAl 7 »
ATUF— VR —%HEATHZENRIRINDZENHY T, —KERHFE LTI, X
Ty b hRVTEERALTCIN—TDYE—RPC~DA L H—Fy N NTFTT 4w T %
Ty THIERNRTONET, TOHFEL FURAREILINTWDLH, A X —Xy
MEREDORADNS PC ZRG#ET 20T, PRI A FORESNET, ZOT77 AT U4+ —LD
U AL, v a RY r—F 721 Central Protection Policy (CPP) & FEXILET, ASA T
X, VPNZ A4 7 MIEHT 5 7 7 4 v 7EBEL— LDy FEfElL, ZThbor—
BT ANZIEEMNT T, EOTANZ 2T 7 AT U= RY =L LTHRELE T, ASA
XZDORV =% VPN I FA T FETEELET, TDH%, VPNZ T4 7 2 MIARY v—
EOo—H)V T AT U —MIEL, T TR —n#EH I ET,

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] > [Advanced] >
[IPsec (IKEv1) Client] > [Client Firewall]

J4—ILF

e [Inherit] : Z—7" RV =BT T ANV KN ITN—T K)o =067 T4 T DT 747
T —NVRELZTSTHNEIDNERDET, 2O T aiIT 74V MRETT, &
ETDHE, TOXATRITHRY 7 AZH DR DBENEOREIZE > T EEEX SN, 4
A7 L —FoRIZ2 0 £,

—ferarz N EE I}
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* [Client Firewall Attributes] : (N TWAHEE) EEINTWEL 77 AT U+ —/LDH
ATRT 7 AT OH—NRI)—RE IJITAT L NOT 7 AT U —VEMEERELE
To

« [Firewall Setting] : 7 7 A 7 U 4 — /A BFAET 20 E D e —EFEKRLET, FFET 256
Wi, TDOT7 7 AT T — VAN E T > a vintborLET, [NoFirewall] (77 4 /b
R 2BRTDE, ZOXAT IRy 7 RAZHDHEV DT 4 —L RiZ, Wb T 7
T4 FE A, ZOTN—T D2~V %T 74T 74—V TIR#ET D54 1% [Firewall
Required] F 721 [Firewall Optional] % € % &R L £ 7,

[Firewall Required] 3R L 725A1E, ZO7NV—TOa—FEERNEESNTZT7 74T
TA—VEERTAINERDY T, HESNTEYR— RO T 7 A4 T U+ —BA
AR=LENTELT, FATIN TV RWGA, ASAIFHEREZRIT LIy v a v a2 T
TReyZLET, ZOHA, ASAIX, 77 AT U —LREN—ELRWI &% VPN
7547 v MZ@EImLET,

A\

GE) AN —TTI77AT7 T+ —ENEICTIEAICIE. 07—
7’2 Windows VPN 7 A 7> NUSND 7 T4 T > RBFEL
WZ L EHERLTLLEENY, JA—THNOEOMD I T4 Tk
(74T b F—FDASA 5505 & 1) (T T A,

ZOTN—T, FET7AT T4+ —MIHE L TORNY E— b 22— RN 5551,
[Firewall Optional] % &R L 3", Firewall Optional i¥ E&HHT 5L, 7 L—THNDOFTX
TOZ—FREFHLTEDLLICRVET, 774 T U4 —/MIHIHE L TN D —H,
T7AT A —NVEFHATEET, 7747 U4 —N72 LT T 5 2—Vioid, &4
Ave—UNRRINET, ZOXEF, —HBOZ—FNT 7 AT U4 —NEFFR—FL
TEY, hoa2—FRPR—F L TWRNWT I —FE2ERT 5 & X TR bET, -& 2
X, BIT@RF O NV—7TiX, —5OA L NE T 7 AT 74— UEREZRE L, Bl —
FILELEHREL TN ERHD T,

* [Firewall Type] : ¥ A aZ G HEHON X —DT7 7 AT U —NE—HERLET,
[Custom Firewall] #3325 & | [CustomFirewall] D FD 7 4 —/V KRBT 77 4 72720 F
T ELILTZ 7 AT U — AN, HHTEL 77 AT U4 — AR —LMHELTND
VERHY FT, RELIEZT7AT U4 =MLY, Y R—=bENDT77AT 74 —LiR
Vo—FTvarBDRED 4,

s [CustomFirewall] : BWAX LT 7 AT U4 — VO F—ID, ®WHID, BLOFAZEE
]\/\ij—o

e[VendorID] : 2D N—TFRY L —DHAZIN T 7A T U5 —/LDOXN X —Z 45
LET,

s [ProductID] : ZDOZN—T KRV —HIZRET DI AZ L 7747 04— /LORLL
HETNTET N EZRELET,

s [Description] : ({EE) AKX L T7 AT T4 —/WIOWTHHLET,
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W& IL—F Ko —. IPsec (KEV) On—Foz7 5547 rEE

« [Firewall Policy] : W AX L 77 AT U r— )V RY o —DX AT LV —2AEF/ELET,

* [Policy defined by remote firewall (AYT)] : 77 A 7 VA — NV KRI v —% UE— K 77
AT 7 4—/v (Are YouThere) IZ& > TEFKT D& IITHEL £J, Policy defined by
remote firewall (AYT) 1X. 2D A—TDVE—F 2—FDT7 74T 74—V,
FHOPCIAFIET D EEBERLTVWET, ZOR—U 77 AT U —/LNR,
VPN ATV M7 AT U+ —n R —ZiH LET, ASA L, fHEINZ
T7ATUA—NABA A=V EN, FITLTOWDLIHREITDHR, ZOTNV—TD
VPNZ AT bR CE LRI LET, FBESNTT 7 AT U+ —LNFTS
NWTWRWES, BT L £, B0 T 2L, VANZ IA T FBR7 74
TUA—NEIORTEIZAR—V T LT, EOT77AT VA —ANFETINTND
TLEMERLET., 77 AT U —NADFETMELTHE VPN TA T 2 MIty
arEETLET,

[Policy pushed (CPP)] : RV > —NRET LSy vadnd Ky ELET, 204
7 a v EEIRT 584 1E. [Inbound Traffic Policy] 3 £ UF [Outbound Traffic Policy] U
A K& [Manage]) N¥ V3T 77 4 712720 £9, ASAIL, [Policy Pushed (CPP)] K
Oy 7 Z 7 VA RNCERINZ T ANVZICEHS>TERIND N T 7 4 v 7 EH L —
Na, ZOTN—TDVPNIZ TAT v MIEHLET, A=a2—CEIRTEX DI,
TITANVE T ANEEEDT, TOASATERINTNDT 4 VETT, ASANT
NHEDONL—LE VPN I TAT v MIT v vat b2 LICEBELTLIEE Y, ASA T
T VPN Z I A4 7 MR LTINS DL — L EER L CTEETHLERNDH D £
T 72 xiE. Ting & Tout) IZFNEN, VPNZ IA T MIERTL NI 74 v
7 EL VPN TA TV IDORIESND N T T 47 TT, VPN TAT > MIr—
HINTFAT U= NEHDIGE, ASANLT v o &R r—idue—ILv 77
AT UH—NDOR) —LHELTHIELET, WITIDLDOT7 74T Ut —LD)L—
NTTay 7 ENETXToOXTry bR Ry 7 EhET,

[Inbound Traffic Policy] : F1E5 F 7 7 4 v ZIZH L THHATE L 7 vy a R v—%—
BRRALET,

[Outbound Traffic Policy] : /3 7 7 4 v 7 I L THEHTE A vy v a R o—%
—HETRLET,

 [Manage] : [ACL Manager] ¥4 7 R Ry 7 AEEXRLET, ZOXATaTRy T
AT, 77%Aarbtr—L JRL (ACL) #&ETEET,

REBTIL—TF K1) >—_ IPsec (IKEV]) DN—F9x7 95472 hEH

Y

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] > [Advanced] > [IPsec
(IKEv1) Client] > [Hardware Client] %1 7 & Z'78 v 7 A C, Easy VPN Remote 77 7 4 7 > ~MZik
BENDI7N—7"R) —BHEEZHELET, ASAIZIIT % Easy VPN O YR — ~ OFEIZD
WX, Basy VPNOEEZZR L TS 7EE VY,

GE)

VPN 3002 N— KT =7 7547 2 MIMAESKRT, ¥R —FBKTLTWET,

AL |


asdm-76-vpn-config_chapter9.pdf#nameddest=unique_65
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B mss—FKyo— IPsec IKEV) DN—FHz7 25472 LRt

o [Inherit] : (A A X L R) KHUET HEREDN, ZOH%ICH < F/RIZREE TiEe <,
TN TN—T R = OEERETHIZ 2R LET, ZHUEL, ZOXAT 1
TRy 7 ZADBMETXTOTFT 7 4L FEEICRY £9,

[Require Interactive Client Authentication] : £ > ¥ 77T 47 7 54 7> FBFEOE R % A
F—=TNEFEFT A =T NMILET, TONRTA=FFITFT 75V FTIET 4 =TI
7o TWET,

TAE=TMITDHE, N—RUxT 7 74T MIURFESNTNDE Y LT ¥ v LR
RECEHESNET, 7 LT U U ABMRESNL T RWESIE, N~ R =T 7747
FRFEICRIELE T, RESNTWEIZ LT Uy LERIIANSREZZ LTy v L
DA AL, PR HESLSNE T,

IOFTvarEA F—TNMITDHE, JTAT LV MIZ—Y4ERRAT— RBMREER
TWDEMNE I MIZERZR S, P RADBBMBENDT-NNCN— T =T 7 747> Mxt
LCFH TP L ERRT = REFIET DI HICERTLLICE T, X2 T o
NfbsnEd, AL LT U AREIRGAIE. MR REL SN ET,

tXaT 2=y MERETIH, N—FRo =T 7747 "BMERT R0 7 7 A Lic
R U CRRFEY — NN TN —TREREINTWIRLERHY £, 7I714~1 ASA TtF=
T 2=y FERGERMERB AL, ORI T v =N FaT 2=y FNEGEE
RETDHVLENRD D £,

N

GCE)  ZOWREEZAX—T NV LEEEAIC VPN MU RV ERESLT 51T
1. 2— R L LSz U l\ AT OHUERHY 7,

[Require Individual User Authentication] : ff5l]0D = —YFREEDE R %2 A F—T N E 21T T «
=7 M LET, @Rl —PFEEEL, VPN 3002 D77 A X— |k Xy T —27 OFF A &
N —FRPRY o NMZT 7 BATERWEIIRELET, ZOXRTA—FEFT
TNV TET 4 =T N> TWVET,

@R —YFEIEE A R —T M LT EIE. FU RN T TIIFEL TV TH, N—F
?177747/%%ﬁbf§ﬁ?5%ﬁ*ﬁi,%A® SRIZHDR Y NT—2I1T
JEATHIZDOIZ, Web7 7 VW EHWTFEICTHE R L—Y 4 ENRT—REATTS
PVERBY £9,

PAEELT O IZIX. 7T U D [Location] 7 4 —/V K £ 721F [Address] 7 4 —/L RIZ, ~"—F
DT IIAT LV MDTTAR= R A Z =T ADIPT RV AEZ AT DHUEND
DET, 770N, N—Ru=T 77347 bpursAy BT TRy 7 ANKR
SNFET, WFET 5HI2iX, [Connect/Login Status] % 27 ) v 7 LET, ASADHHDY £—
bRy hU— 7&7‘721‘/1/]\1‘ LR—UDNHHGE, £2iE. ASA 0RO Y EF— |k
Ty hU— 7L_%5wwﬁ4%%77?ﬁf%<ﬁA\A%%?177747yﬁﬁ

a—Ha A o HOMEE =27 T U TCRHEET, EFIce A58, gix A
L TWIER=URT Ty FICRREINET,

D= PEEENA =T NN TNWDBEAIT, a~ 2 R v A Z—T oA AFEHL
TRJA L TEFEHA, 77UV EMEATIVNERSHD T, ASADEZDOR Y FU—7
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W& IL—F Ko —. IPsec (KEV) On—Foz7 5547 rEE

FIZH D Web X—ATERWNWY V=R (BT A—N7E) T 78 AR RADHEEIT
TV EHEH L CEIEETT O £ T, #Eftic Rl £,

NWh—%FoRkT5120E, lx D2—FEGEE A F—T NWIZTHHERHY F3, 1 AD2—
i, FFICR K4y aron L 0 2FEITTEXET,

77/])’\7) ASA Cz— ‘]j_munEz)“ \Efci 61\ E®/§977‘y7° 'ﬁ-h‘/{a:%)i‘_‘"j_m}gn
HRETLHDMERH Y 7,

[User Authentication Idle Timeout] : =—H D% A A7 7 MM EZRELET, EX=2U T«
TTITAT A, ZOHMICZ—Y N T T 4 v 7 BZELRWE, HERAK T LET,
ZA LT M E LT, BFEODEEITELRAZfRECE £,

s [Unlimited] : #6232 A 57 7 MIROLRWESITHEELET, 2047 v a Ui,
TI7ANE TN—T R —F B EINTND T N—T KU —i BAE &K
LWL oIl LET,

e [Minutes] : &4 A7 0 MM ZHSHALCTHEEL £, 1 ~35791394 OFEE A A L
¥4, ¥ 7+ /L MilZ Unlimited T9,

show uauth 2~ > RADIRETRENDT A RV ZA L7 T MME, #IZ Cisco Easy VPN
UE—F 7L AD P RNVEBIELIZ2—F DT A RV A LT 0 MEIZZRD £,

[Cisco IP Phone Bypass] : Cisco IP Phone |21 > % T 7 7 4 7RI —YFRIET 1 & A &
ANASHET (A FX—T V7)) o 7 74/ K TiL, CiscolP Phone Bypass i37 1 & —
TN o TNET,

IPPhone BEfZIC R v N U —ZHERE— REMEHAT 2 X912, "—KU=T7 7747 &
WETDHLENRDHY 77,

[LEAP Bypass] : [Require Individual User Authentication] 734 % — 7 /L DFEIZ DO A H S
FT, VAIDERT SA AP BDOLEAP /N NI, filx D — #M&7mkx%ﬂ4
AxéﬁiToUMPmm$ﬁ\T7ﬁwaT4t TIN5 TWVET,

IN=RU =T 74T bDH%AIND LEAP 22—V 2L, mfRZMERH Y £, b
FIVTHRY A N TN, ZADHAIZEH D RADIUS — 27 LT U U ¥ LV ERETDH D
ENRTE RV, LEAP#BiEA R v = — hCEFEHA, PURABHETIZ LT Uy
w%%hf%@w@mi MR Y N U — 7 TRIESNTWARWNWHTT, ZOREL R
WF B 72012, LEAP/SA /XA X, HBI O —FFBEEDOHNZLEAP /X7 » & (LEAP /N7
N720F) & b TRk L, RADIUS — " ~D MG 285 CE 5 L oI LE T,
ko T, =%k, Ao —VRFECETR Z LR TEET,

LEAP Bypass |, RO T CTEUNIHRE L £,

* [Require Interactive Client Authentication] 237 « ‘£—"7 /Ll > TWb, A X T 7T 4
T o=y NRAERA F—T VDA, RV EMH L CLEAP T /N A AN T X
5 X917 DA, FELEAP (G#) TA ABN—RY =7 7747 MNaidikd
HILENRH Y F To

* [Require Individual User Authentication] 731 & — 7 /L7 5> T 5, A F—T /Il >
TV & LEAP Bypass 235 H S EH A,
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o MHREREE DT 7 2 A IRA > A3, Cisco Discovery Protocol (CDP) % %E4TL TW\5
Cisco Aironet Access Point TH 5 Z &, PC D NIC — K%, thd7F 2 RO TH

MEWVWEF A,

» [Allow Network ExtensionMode] : ZD 7 /NV—T DO/ N~ KU =T 7547 MILB% v b
D — 7 PEE— FOEHEZRELET, ZONRFA—XIF 74V NTIETF 48— T
o TWET, Xy NT—JIEE— KRBT =T MR TWABELEE, "—FKu=T
I IAT Y MIFR—F 7 RURAZEHE— N TASA ITHHRT D LENH Y £7°,

Call Manager (3EEED IP 7 RLATEITEETE LD, "—FU =T 7747 B
IP Phone #ft & ¥ AN — 4 2I21%, R b U =7 HhkT— RBMLETT,

N

CE) ZoIN—TDON—Kou=xT 77T MERFEC

ERALA S

NV FEI, v NT—THEE— RE2FEHAT L LI —F
TxT JIAT LV MMEREINTEY, B ASA Tx v b

T — JPEEE— RN F 4 B — T N5 TVWALRE.

N— Rz

T I IAT Y MIAR T EICERAERITL, T TORITRES
ShET, ZOXHI%GE. "—Ku=T 7747 ME, B
D ASAICRE R AR AT 5 2 L1cR 0 9, 2D —
Ry =7 727347V ERIOXEICTEFEINTNSLE, X =
VT 4 T7T7A4T v AOY—E A RBMHAE BRIV E T,

HS5A4F7RLRSSLVPN DRERS IL—T R1) o —

REBIIN—TR)—, 953472 FLXSSLVPN — B4

[Configuration] > [Remote Access VPN] > [Clientless SSL. VPN Access] > [Group Policies] >

[Add/Edit] > [General]

[Add or Edit Group Policy] # A 7 v 7R v 7 A Tlid, IBMELIIERT L7 V=T R >—D
Fox VT Ta ban, TanF BEE, Y AZEETEET, T TR Ry
I ADET 4 —/V KT, [Inherit] F= v 7Ry 7 AZERT DL, MSTLHREDMEEZT 7 +
Nk IN—T HY B BRECE £, [Iherit] lX. Z0F AT 0 SRy I ADBMETRT

DT 7 4V METT,

[Add Internal Group Policy] > [General] % A 7 2 77K v 7 ZZ1E, IROBENFRINET,
« [Name] : 2DV N—TRY I —DA4HTZRK64LTFTHRELEST (AN—ADEEHT) .

Edit #EEDLE. 2D 7 ¢ — /v RidHiA R0 #5HTT,

* [Banner] : B 7 A VR —WITH L TERART DT — TF X MEEELET, BN

NP —DF &3 K 4000 XFTT, T 744 MEIXH Y FH A,

7747 LA R—ZLE L AnyConnect 7 7 A 7 > MIFR/HI72 HTML % ¥R — k
LTCWET, NF—2BYE— h 2—FITHEUICEREIND LI T DI, ROTA KT
A NTHENET,
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cVITAT LA A—FDREIT ., <BR>F 7 EEHLET,

s [Tunneling Protocols] : ZD 7 NV—FMMEATE A b x V7 7Fu harziEE LT,
a—HFE, BRENTWA B ha L E T EHTEET, ROBRIERH Y 77,

« [Clientless SSL VPN] : SSL/TLS (2 &k 5 VPN O &5 & L£4, Zd VPN TlE, YV
TR 2TRN—RT=2T DI T7A7T 2 MINERL, Web7 7 U &2fliH L TASA
~DEF 2T RIVE—NTVEA NURARHSLENET, 7747 ML A SSL
VPN 2145 &, HTTPS A > #—% > N A FNEFIHTE AL A LT TD=
VB a—FnG, BED Web A b, Web®ST Y r— a0 NT/AD 7 7 A v
EEH (Webkthy) | A —, BLOZEOMDTCP X—RA T Y Fr—ya il
MEIANEFEY VY — AR T 7B ATE D010 £77,

[SSL VPN Client] : Cisco AnyConnect VPN 77 7 A 7 > &7l L 7 — SSLVPN 7 7
AT hOFEHEEELET, AnyConnect 7 74 7 > hEFEH L TWDHELAIL, 2
D7 hALEBRLTMUS B R—FEND LI ICTHLERD Y £,

[[Psec IKEv1] : IPEF¥ = U7 ¢ 7u h=ajb, IPseciIfkb X727 m hanlx
NTEY, VPN h RVDIFIERERT —%7 7 F v &8t LE 7, Site-to-Site (£’
TY—¥T) $Ei. B8ELWCisco VPN 7 7 A 7> k& LAN OO )7 T IPsec
IKEvl ZfEHTX £,

[IPsec IKEv2] : AnyConnect E¥ =7 EE VT 4 7 74T MIELoTHR—FIN
TWEJ, IKEV2 Zf ] L7z IPsec Zffif19" % AnyConnect #ft Tl&, Y7 b v =7
Ty FTF—=h IIAT T T A0, GUIOT—R ) P—ar (BRR) &F
AL <A B—3 3 Cisco Secure Desktop, SCEP 7' % 72 EDYLEMERE N FE ik
ET,

[L2TP over IPsec] : —HED—fii) PC ROE/NA /L PC DAL —T ( JT VAT L TH
HEND VPN I FA4 T v bEFERA LTS Y E— F —9|L, L2TP over IPSec (Z
FoT,. XTV I PRy V= RATEXR 2T A T IAT UV ART T A _—
ME¥ERY T =T ~DEX 2T o a L CE£9, L2TP X, 7—4 D h X
Y ZIZPPPover UDP (AR— K 1701) #HLET, EX=2V7 4 77734 T7 X
X, IPsec BT — FHICRETHAXLENH VY 7,

3

« [Web ACL] : (Clientless SSLVPN ®8.ff]) N7 7 4 w7 %7 4 NE U 7T 58551, K
Oy X VAN T7®A arba— A (ACL) ZBIRLET, BIRT D
AN ACL ZF&Kx, 2%, B, E£LEHIRT 2561%,. U X SOMIZH 5 [Manage] % 7
Vw7 LET,

* [AccessHours] : ZD—WFIT#H S NWABEFDOT 7 B AR Y =00 55 613F 04
ATZEIRT 57, 71T LWT 7 B AR Y > —Z2E L £ 9, 7 7 4/ b id [Inherit]
T9, F7z. [Inherit] F= v 7R v 7 ABA 7 OEE DT 7 4 /L b X [--Unrestricted--] T
T, BEHEIAA 7 V=2 FEFRELITBNT 512, U A FORIZH D5 [Manage] & 7
Uy 7 LET,

| —ferarz N EE I}
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* [Simultaneous Logins] : & D —|ZFFRIT BRI 7 A » ORKBERELES, 774
v MEIZ3TY, B/MEIZ0T, Z0HEn A URNENIRY =Y T 7 A&k
Liﬂ—o

N

GE)  wREOHIRITIH Y AN, BEORFEROTF AN X2 Y
T A DKRTFTZHE, N7 3=~ AEELZRIITTEBENANHY
iﬁ‘o

[Restrict Accessto VLAN] : (47> 3 ) [VLAN~v B 7| EHEEINET, 2o
TA—ZIZEY, ZOTN—T R —nrREflInhsty v aOHJ] VLAN A X —
TxAAEEELET, ASAIX., ZOITN—TDFTRTDONTFT T 4 v 7 HIBESH-
VLAN [ZHEE L ET, ZOBMEEZMH L TVLAN 270 —7 R —ZE YT, 77
R arte—LE2@HFELET, ZORMEIMHEEZFID M TLHHET, ACL ZEH LT
vy alrDNTI T4 T BT AN ) T TEHEORBFIETT, KayrXFo Y
A MZIE, 77 4/ ME (Unrestricted) OffLiZ, 2 ASA TH%E STV 5 VLAN 720)
DERSINET,

N

GE) ZoOHgR2IZ. HTTP #508-A 1213 ER TT A, FTP B L O CIFS
PR CIIEATE EE AL

[Connection Profile (Tunnel Group) Lock] : & D737 A —X 425 & | @RIk~
77 AN (b Z—="7) 2T 25 VPN T 7L ADRZFFAI L, B0k 7
ANECHERT L7 7 A FMTE E£T, 774 /4 b OfMKIEIL [None] T

Maximum Connect Time : [Inherit] F = v 7 7R v 7 ANA 71T > TWDHGH, TD/3T7 A —
TR — P HEG R 2 0 AL TR E L £ 77

’T‘?’““Ltﬁjﬁ'%“ﬁ’*}:iﬁ?‘ék\ VAT NI AR T LET, R/AMEIR LY. RORE
Li%ww% 7 (4000 FFH8) T, HIFRZR L OEEGERER 27 FI 95 121X, [Unlimited] % 4
YZLET (xR

Idle Timeout : [Inherit] = v 7 R v 7 A& F 72 LIcGhA, ZO/NTA—2TT A KL
& BN CTE LET,

COWIRNCHER CIBIET 7T 4 BT 4 DNRWEA ., HERIIER T LET, R/ 5
HORIFREIIE 10080 43 TdH VW . F 7 44 M 30 4y T, Bk 2 EHIRICT 5 I121%
[Unlimited] &4 12 L £,

Maximum Connection Time Alert Interval : = —H |2 X v B — U2 ERT 5, B REEGEFMIC
HET 5 E TOREIE,

[Inherit] = v 7 R v 7 A% A4 7\Z LtﬁD\D&Mﬂ%I/yf/7XiE@mr
RV ET, 2k, Byvar 7T — MEBRMS 30 pICERESINET, ﬁbwﬁ%
BETH85A1E, [Default] #4712 L, 1 ~3050D vy ar 77— MNEREIEE

R
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« Idle Timeout AlertInterval : 7 A K/ X A AT U MIZETDH E, 22—V A v EB—UNRER
SNET,

[Inherit] &= > 7 R > 7 A& A 712 LIcE . [Default] F = v 7 R v 7 ZIZAEBICA
(2720 ET, ZHSED, TA RV T T — MRS 30 JICRESIVET, B LVMEZTE
ETHELEX, [Default] #4712 L, 1~3030tyar 77— MilRERHRELET,

» Periodic Certificate Authentication Interval : FIEBEFRFEN EHIAYITHIIT I D £ TORER]
bR (BEREELLL)

[Inherit] = v 7 7R v 7 AN 727> TV DG, B 72 i ERMEE D FA T bR % 5%
ETEET, #PAIX 1~ 168K T, 77 4V NI > TOET, EHIROKAEE
FFAl45121%, [Unlimited] Z 4 12 L £,

RETIN—T RK)o—, 954F2FLRASSLVPN 7O R ;R—4 )L

[Portal] JBYEIZ LD, 7 T4 7> MU ASSLVPNEER AT HZ DT NV—T K o —D A
INDOR—=F N RXR=VIZFRREINDI AT Y PREVEST, ZOXAL T, Ty r~—7
UAREURLZY R, 77 AP =T IR KR— Mgkl A~— 1 h /L ActiveX
Jb—, BLOHTTP OREEZ A X —T /WM TEET,

* [Bookmark List] : & 52 UM ESINIZT v/ ~—27 U R RN &EIRT 50, F721% [Manage]
7V LTHLWIRAMEERLES, Ty 7~—271F) 7 L LTHERIN, 22—
PFIFXZD) 7 E2FH L TR=F L R=U LB T £7°,

« [URL Entry] : UE— bk =— N URL ZR—X /L URL 7 4 —/V RICEHEAITEDH LD
T 5B A R—T I LET,

* [File Access Control] : $LiliA % —F% v b 77 A VA7 . (CIFS) 77 A VD [FEERR
HH) OFRFREZHE L ET, IERRLEFZT, BEXOKEO FLFEES (§) TS
NET, LExiE, RIA7CIECs ELTHFINET, FEFRLFETIX, HE 7+ 1
ZIIFREINT, 2—FIEINODOIEFRRY V—REBMELIXT 78 ATHZ L&
SNET,

* [File ServerEntry] : UE— F 2—HWFRT7 7 A L = R"OLAHZ AT TEL LT 5H
B A X—T M LET,

* [File Server Browsing] : U &— k =¥ N FEHAGER 7 7 AV —N"EBHTEx 5 L
T DHEITAR—T VT LET,

+ [Hidden Share Access] : 25 7 4 V¥ % IELRITT D LA, X —T M LET,
* [Port Forwarding Control] : Java Applet IZ X 52 747 > b LA SSLVPN #fl2 LV, =—
PR TCP R—ADT TV r—v a7 78 ATELEHICLET,

s [Port Forwarding List] : & @D 27 /)L —7" 7R U 2 —|ZBHEF 1T A FRiEEF A TCP 77V
r—2arDVARNEBRLET, LU X RZERLED . BEfFO Y X F & fhtk
L7209 %121, [Managel 227V v 7 LET,

| —ferarz N EE I}
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B rss—THRus— 55470 FLRSSLVPN 75 £2 K—4 L

s [Auto Applet Download] : =—F 0 hpH> TR 7 A 35 L XIFEITSN 5, Java Applet

DOHEA A P—LBIOE#EZ A RF—T M LFET,

* [Applet Name] : [Applet] ¥ 1 7 2 7Ry 7 ADZ A M/N—D4HIE, FRET H4HI

WCEFLET, 77 4/L b OAHIT [Application Access] T,

* [SmartTunnel] : A~v—F R FXAVTHEHEINDZ T4 T ML A (7T T7HX—2X) SSL
VPNt v g /BT, ASABRNSNAY =, X2 VT4 TTIAT U ARTuXy
P—=NRTHLBEIT, Av— b o RADF T g ZieELET,

* [Smart Tunnel Policy] : *> FV—2 UZX R GERL, W1 20 b A

7y arEEELET ([use smart tunnel for the specified network], [do not use smart

tunnel for the specified network], = 7213 [use tunnel for all network traffic]) , A~— bk b
VAN NT—=0 &I N—TF R —F T —FHICEIV Y THE, 2D T —
TRV —F I — PRI v Vg A EEA T f‘ozhfb\é‘a“f\fwn—%oﬁﬂ/\
WA —F RRNV T T BARAL RX—=T W20 FETH, UAPFNTHEZINLTWND
TTVr—vara~ODAv—h b T 7 BAFHIBENREST, Av—F b3
b URNEFRR, GBI, ZE, EFHIBRT 512X, [Managel 227 Y v 7 LET,

* [Smart Tunnel Application] : K2 v 77X T JZXA MMHEIRL, = F A7—v 3>

WA VA R— L ENTWATCPR—ZADT F VY r—= 3 Winsock2 %A > N5 R
FEDOY—NZBHR LET, A~v—bF NN T TV r—va 2 RoR, BN, A
B OEITHIBRT 21T, [Managel 227 Y v 7 LET,

s [Smart Tunnel all Applications] : TXTCOT SV r—ra vz hox U 7351001

IDOF 2y IRy I AEF A LET, *y hU—7 VXA IO LEBRLIZY, = F
—WFNHNET TV r— g CHRICEIIT D RN LDEIT T A NETRFER LY
THZLERLS, TRTOT IV r—aryNhrrI v 7EnEd,

s [Auto Start] : = —HFDr I A VIFIZ, Av—F FRAV T IR E ARG T

HITE, ZOF 2y IRy 7 ARFAILET, 22—V Ou s A VRHZAY— bk b
TV T 7w AERMGTH ZOAT T 3 i Windows 72T I EvET, —F D
R URHZASY— b RV T 7B REA X =TI LT, 2—FICFE THAA
THENCERTLILEAIZOF =y IRy 7 A A 712 LET, —FF, [Clientless
SSL VPN Portal] ~X— @ [Application Access] > [Start Smart Tunnels] 78 % > & LT
TR AERMTEET,

* [Auto Sign-on Server List] : L —F 73— " ~DA~— b b RN A ML T D & X

7 VPN B

WZa—H I LTy VERBITTAGE, ey 72 URANNPLU R N %E
BRLES, FA~Y—F bV HBY A A VA MO ML, 22— 7 L
TUVXNDOY T Iy varEAMET O —NERLET, Av—F hRLVAEE
YA A URANERR, GBI, £F, E3HIBRT 5120E, [Manage]l R ¥ %7
Vo7 LET,

* [Windows Domain Name (Optional)] : B4 # Al (domain\username) 723F8AEIZ 42 72
e, BEY A A /)’L(:l—"j‘% ZiENN9 % Windows @D R A A U &FE L E T,
7o & 2R, — 4 qu_team DFEFEATT 9 5. CISCO & AJ) L T CISCO\qa_team %
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HELET, BEA A =" U X NCHE#ET L MY 2RETH5E . [Use
Windows domain name with user name] 47> a ' b A NZT HAMERH D 9,

* [ActiveX Relay] : 7 74 7 > b LA =—H )3 Microsoft Office 7 7'V 7 —v a v &7 7 U
MHREITE DX LET, 7V r—va i, By a &M LT Microsoft Office
R¥xaXA o hF o —RET v 7u— RETW0WET, ActiveX DY L—iL. 7947
YRMUVASSLVPN By v a V&R TTLETHNREETT,

FEOMDOA T g

« [HTTP Proxy] : 7 74 7> h~OHTTP 7 7L v b 7 uXx v Oilinkad A F—7 /L E£721%
TAE—=TMILET, ZOTrXUNL, @k a T oY ERICTWHT LT rY—
(Java, ActiveX, Flash 72 &) IZXH L THHTT, 207 mFilki-oT, X2V T4
TTITAT U AOHEREMKGE L2 S, ~> 7 ) v T RERECE T, kT a % 0,
T3 UFDOH N m R UHREELHBICEEL, 7ToO HTTP 3 L O HTTPS Z:k 25
LW BRUREICYX A L7 NLET, HTTP7 7Ly b 7a % Cid, HTML, CSS,
JavaScript, VBScript, ActiveX, JavaZ2 &, 1FEAETRTOIZIA T MUT 7/ av—
DY R—FINTHET, PAR—FINTWDTZ 7HL, Microsoft Internet Explorer 72

T,

« [Auto Start (HTTP Proxy)] : t—¥ D1 74 VEHZ HTTP 7 1 %3 % HEIRIZ A % — 7 /LI
THGAICA N LET, 22—V a A VRHIA~Y—h NURV T I EREAL X—T )L
LT, 2—WFICFECHMET 2 L ICERTHGEIFA7ICLET,

* [HTTP Compression] : 27 74 7 > F L ASSLVPN & > 5 COHTTP 7 — % OJEAfi % A
F—7 M LET,

NEITIL—T R —DEFE. V7F74T7 2 LASSLVWPN DR—FILDAREZTA X

TN—T R) I —DHAF<A B —a VERET AL, FRIRTEESADR—Z )L I AH
A= ar ATV "ERIRT D, FET AV =T R —TERIN
TWDHAE A= a &2 FANET, BRTHURLEZHRET HI L HTEET,

7 FAT 2 MUASSLVPN 7 7 B AR T VBERA R—FNENAEZ<A AT HT-DDFIE
X, XY NU—2 7O R8A 7547V MR ERI U T, W7 —"" RV v—, 7747
¥ RV A R—%/L® AnyConnect T AX v A X (37X—) SR LTIEIN,

REIIN—TFT RK)S—, 954F72RLASSLVPNDOAOS A VETE

UE—h 2—H|Z AnyConnect 7 74 7> hDX 7 va—ReRpbHr 77 hMefrLic
D, 7947 hLASSLVPN DR—Z )L R—IIZBENTH LI ICASAZRETEEST, N
¥ N—""RVU I —, AnyConnect 2 7 A VF&HE (B0X—) Z#BRLTIZE,

REIIN—T RY)S—, 9S5SATFFLASSLVWPN 7 2RBO VG5 IL YA oA
Y—NEBBY A F Y =

TN A A =R HEY A A =R ERETBITIE, NSV —T R —,
JIA4 T RV ASSLVPN 7 7B A R—H /L (49 2—) ZBRLTLZEN,

| —ferarz N EE I}
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Y4 FEREITIL—T R o—

HA ME VPNER DO 7V —7 R o —TiL, hox Vo7 7abanv, 740y, B0
BIREERELET, 2OXATa IRy 7 ADKT7 4 —/L KT, [Inherit] F= v 7 KRy A
BRINRT D &, ST OIREDMEET 74/ kN Z—T KU =S TE £9, [Inherit]
X, ZOXAT TRy 7 ADORETXTOT 7 44 METT,

TJ4—ILF

[Add Internal Group Policy] > [General] # 1 7 1 77K v 7 X121, WORBMERERENET, Z
nHDEMIE, SSLVPN & IPsec vy ay, £33 747 FUASSLVPN Yy v g
WA SNET, 207D, W OPDRMEZ, 1 2DX A TDE v v a MIRRS N, Mo
A TINIFRRESNEE Ao

s Name] : ZOTNV—TF R > —DARIZIFELE T, BditdieD%HH. 2D 7 14—V RiX
ALY BT,

¢ [Tunneling Protocols] : Z D7 /V—7NFFa] 45 hox ) 7 7Fa harLziEELET,
2—H, BRI TWAH T B ha LB #EHTEET, ROBRIERH Y 77,

* [Clientless SSL VPN] : SSL VPN (SSL/TLS # %3 % VPN) Z#fiHT 5 Z L #fEEL
9, ZOVPNTIL, Y7 Rz TN—KRU=T D7 T7A47 2 MIER, Web
TIUYEFEHLTASA~DEX 2T RV E— T 78X M RIUPELIIVET,
7747 MU ASSLVPN i35 &, HTTPS A > % —Xx > h A FEFHTE
HIFEAETRTOa Ea—2nb, BEOWebY A b, Webkbitn 7 7V 7r— 3
¥, NT/AD 7 7 A )VILH (Web xtis) | EF A —/b, BLOZEDMD TCP X—Z T
TV = a il BIRWRZEY Y —RCEICT 7B ATE D LT £9,

* [SSL VPN Client] : Cisco AnyConnect VPN 7 7 A 7 > h £ 72X L /72— SSL VPN 7 5
AT hOMHERE LET, AnyConnect 7 74 7> hEMH L TWAEHAEIT, =
O7v haLERRLTMUS BV R—FSNDLICTEILERDH Y 7,

e [[Psec IKEVI] : IPEX =2 U T ¢ 71 hajb, IPseclIfgbbtFaT7 7 m halt &
NTEY, VPN b RV DIFIERERT —FT7 7 F v Z2fflk L E7, Site-to-Site (E
T —ET) $Et, 3L Cisco VPN 7 74 7> k& LAN B O D )5 C IPsec
IKEvl Zff HH T& £,

o [IPsec IKEv2] : AnyConnect ¥ =7 EE VT 4 7 74T MILoTHER—MEN
TWET, IKEv2 ZfEH L7z IPsec Z i3 % AnyConnect ##i CTlk, Y7 b =7
ToFTF—=h 24T N TaT A0, GUIOB—R ) B— g (FER) &h
AH~<A¥—3 a3 Cisco Secure Desktop, SCEP 7' 12 % 72 EDOHLIEMERE N fR ik X
NWET,

* [L2TP over IPsec] : —H#BD—f&E) PC °FE/NNA )L PC DA RV —F (o VAT AT
eI D VPN 7 74 7 b EEHLTWAH YU E— b =—H|%, L2TP over IPSec |Z
FoT, XT Vv I PRy NI RATEXF 2T 4 T T ITATUVART T A _—
Me¥ry NT—T ~OEX 27 REfF AL CEET, L2TP I, T—FD hox
U ZIZPPPover UDP (R— K~ 1701) #fEHLET, EX=2 VT4 777347 R
X, IPsec HRit®— RAICRET HDLERH D £,
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* [Filter] : (Network (Client) Access B/H) il 57 7R av br— U X FEiEET
L0, FTFIN—TRY) =l E AT HNEIPERELET, 7 4 ZIFHEEK
DL— AP BRERENTHNET, oD —E, ASAZNLTHEELEZ ) 7
T NTy NEFFRT O0MESR T 50, BEILT RV A, sie7 RLA, Fr han
REICESVTIRELE T, 74X BLON—VERET D TEICOWTIE, [Group
Policy] ¥ A 7R ARy 7 A%HMM LTIV, ACL #FRBILUORETE 5 [ACL
Manager] % B < (21, [Manage] #7 VU v 7 L7,

Idle Timeout : [Inherit] = v 7 7R v 7 A4 72 LT2hG. ZO/RT A—XTT A RKIVE
il % 43 B Cak e LET,

COWMICERCTHET 77 4 7T 4 B3720EE, #3 T LET, R/ERIL 17,
BCRIRFIE 10080 3 TH YV . 7 7 4 /L ME 30 20T, Hfmeisf & #EHBRICT 2 121%,
[Unlimited] Z A4 (2 L £77,

Maximum Connect Time : [Inherit] = v 7 7R v 7 AR A 727> TWDEH, ZD/RNT A—
H Tl R — R 2 AL CRRE L £,
CZTCHRELCRMMARRT D &, VAT MIER AR T LET, RAMEIR 0. RRE
1% 35791394 45 (4000 “F#E) T3, HIFRZR L OERREM 2 7F rl 95 121X, [Unlimited] % 4
NZLET (T 7))

Periodic Certificate Authentication Interval : FIFBAZEZRFENS EHARICFEIT S5 £ TORERH]
fibm (RERIHAL)

[Inherit] F = > 7 7R v 7 ANF 7 T8> TV DHGE, B 72 E ERRGE D F T bR % 5%
ETEET, ®PHIT1~ 168 M T, T 7 /b MBI/ > TWOET, EHIROMAEE
A9 5 I1Z1E, [Unlimited] 4 12 LE T,

HDOVPN R O—EBHEDERTE

ZOFIETIE, BHFO2—FEHET 2 FECHOWTHA LET, 2—F2BIN7 21203,
[Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users] iR L, [Add] & 7
Uo7 LET, #licoONTIE, —RIBIEH=a 7 4 Fab—a b A F22RL TR
SN

1R BHEIIZ

FIHNIT, 2= TH T MITFT 744k Z)b—7F KU 2 — DfltGrpPolicy 7> & & EfE %
WA LET, ERENEZ LEXT A, [Inherit] T= v 7Ry 7 A&+ 7120, FHLW
mEANLET,

FIE

ASDM % B4 L. [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users]
DNEIZEIR L E T,

RETH— AR, [Bdit) 27 Vv 27 LET,
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ATv 73 EO~NA T, [VPNPolicyl #7 U v 27 LET,

ATFTvT4 a2—HFOIN—TF RV —2EELET, 2—F KUV —iF, 207/ V—7 KR v—n@Ehk
A LET, ZOBE@IZT 74N IA—F R Y —DRTELBERT DL OIBTEINTW
HMDT 4=V RNBDIGEE. ZOTN—T KR —TTHREINZEBUERT 74V~ 71—
TR —TREShZBEL VBRI NET,

ATFwTE  a—YRFEHTEXL MRV 7 Fa halzRiEET 50, J0—7F RY —hBIEEZ M
TENE I DERELET,

H#J® [Tunneling Protocols] = v 7 R 7 A% A AL, IRO bRV 7 7a hairon
Tz @IRLET,

« (SSL/TLS ZF|H9 2% VPN) 7 Z 47> F L ASSLVPN Tix, Web 77 U &L T
VPN a2 tBr hL—F DX T RIVE—F TR P RAVERIMYL, Y7 F U=
T IIAT Y M N—RU =T 7747 hbBELELERA, 7 T7A4T 2 ML ASSL
VPN #fiffl 45 &, HTTPS A > Z—x v h A FEFIHTX B AL ETXTOa
Ea—%nb, BFED Web A ~, Webxtia7 7' 7 —3 3 NT/AD 7 7 A /VILH
(Web %fI5) . BB A—/L. BEIORFDOMOD TCP X—R& 77U rr—= 5 7328 TREN
)Y —RAHBICT 7 BATEDLLHICRD 7,

*SSL VPN 7 5 A 7> MiZ, Cisco AnyConnect Client 77U &r—3 3 O F 7 m— Ri&IZ
2—PFREHRTEDH LI LET, 2—ViL, BAIZZ T4 7~ F LA SSL VPN Hife &
FFHLCZOT7 YV r—varviadurue—RLET, 2—VRERT 720N, HEIZ
JIGU T2 IA4 7 N7 vy 7 T — MREEBINICITDILET,

e [[Psec IKEV1] : [P E¥ = U T 71 bajb, IPsecldfgbtFaT7Rrm halbEnT
B9, VPN bR VDIRITHEERT —F7 7 F ¥ 284 U E 9, Site-to-Site (7Y —t
7)) B, BIL O Cisco VPN 7 7 A 7+ + & LAN [ O8O J7 T IPsec IKEv1 Zfif T
=F7,

* [IPsec IKEV2] : AnyConnect EX¥ =7 EE VT 4 7747 MZ Lo THAR— I TW
F9°, IKEV2 # i L7=1Psec Zfli 9 % AnyConnect ##5i ClZ, Y 7 bV =7 7 v 7T —
M 2947 7u7yrAn, GUIOR—H )= a3y (FIR) EhAZ~AE—
= ¥, Cisco Secure Desktop, SCEP 7’1 & 72 EOYLiRRERE N TRIL S vE -,

o« —HDO—HEH) PCRENAJLPC DXL —TFT (7 VAT L TREEND VPN 4T
VREHERALTWS Y E— b —WX, L2TPover [PSec IZ L > T, X7V w7 IP x>y k
U—JRBHTASABL O T T A R— b RERY VT~ ~D X = 7 R AL T
F9,

GE)  TrbanrzBERLA»roTGRE, =7 — Ay —URFREnET,

AT T6 fEHTHT o (APv4 £721L1Pv6) ZHIEET D0, 7237 —7 R ¥ —DfE Z kA9
HNEIMMERELET,

T4 VB IO LR SNTWET, ZhbD—iE, ASAZNLTHEIE LK b
YRV T F—F Ny NEFATAMEGRT A0 e, EETT FLA, 58T LA, 7
o b Sl ESWTHRIELET,
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a) T ANHKENL—IVEFRET HITIL. [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Group Policies] > [Add/Edit] > [General] > [More Options] > [Filter]
DNEZ IR U E

b) [Manage] #7 U v 27 LC, ACL & ACE % B, e, B X OHIERTE % [ACL Manager]
NA L HFRLET,

o740 (bR TA—TF av 7)) BHEDIEE., THEMEATLINE >, Fiz
RIRLZ b I —" ay 7 #ERHTENE DD ERELET,

BEDOu v 7 #BIRTHE, 2—HFDOVE—FNT 7RI ZOIZN—T72FIHIRE N ET,
[Tunnel Group Lock] Tli&, VPNZ A4 7 > FCREINT I/ N—TL | ZOa—FRNE Y {4 T
BNTWBITINV—TREILNEINEeT =y 7 THZ LI T, =2—¥RHIRINET, —
HLTWRWEE, ASAIT2—FNER TE R WL I LET, [Inherit] T = v 7 7R v 7 AN
* 7 Oty T 7 4/ Ml [None] T,

[Store Password on Client System] ¢ &% 7 /L — 7 NIRRT DM E I EfRELE T,

[Inherit] F= v 7Ry 7 A% 4725 L. [Yes] BEW[No] DA T a3 REZ BT
DNET, [Yes] &7 Vw7 35L, vl Ay RRTU—=RKRBRIZFA T K VAT AIRGFEEINE
T (X2 VT A NMMEFTE2RBENDHDLAL T arT7) , Il —PF|RAT—F
DANERDD LT DITE, NolZZ Vw7 LET (T74408) , BF2UT 4 2KK
RICHER T D 72DI12h, RAT— ROBRGFEEZTFA LN 2| L £9,

[Connection Settings] Z & E L £77,

a) ZO2—WZHEHATEHT 7 AR O—%2iEET 5, TO2—VFDOH LT 7 & AKF
MRV > —ZA1ERKT 5. £/ [Inherit] F= v 7Ry 7 2A&2FrDFEFICLET, T 74
JV N [Inherit] T4, 7z, [Inherit] T = > 7R v 7 ANF 7 OEFEOT 7 4V M
[Unrestricted] T3,

[Manage] #7 YV v~ 27 LC, [Add TimeRange] ¥4 7R 7Ry 7 A&MEET, ZOXAT
Ry 7 ATTY 72 AR OFHHE Y NERETEXET,

by =—WICLDFERFR 7 A A E L £7, Simultaneous Logins /X7 A —# (X, Z D21 —
PIHETE DR KRR 7 A U ERELET, 7 74/0 MEIX3 TT., &/MEIZO
T, ZOGHEu A UREHZ), 2a—F T 7R LET,

GH)  RREZHRETHIRL TP RVRERHCZHOBERNTF I SN 5720, EFa)
T ENT =~V ADIKRTERLSBENRH Y 7,
¢) VPN $£#t? [Maximum Connect Time] Z 73 A2 CHIE L £ 77, 2 2 THIE L 2RI 23Rt
THE, VAT AR EA T LET,

[Inherit] 7= > 7 R v 7 ARA T/ > TWDIEE, ZO/RT A —F TRk — Vi
Mz DAL CHRELE T, &/AMEIX 1 50, &KRMEIX 35791394 55 (4000 4F8) <9, iR
72 L OB 2 FF )4 5 12iE, [Unlimited] 24 12 LET (F 7410 F) o

d) VPN £ ® [Idle Timeout] Z 3 AL CHRE L F9, ZOMMICER CRIET 7 T4 BT«
DI WNGE, BT T LET,
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[Inherit]?:/7‘?/717?21‘7&’&0’(%6 ZDNRTA—=ZTHT A RV ZA A
T NESGEMNTHEELET, RRERIZ 1S Wkﬁﬁiw%o YTHY., TTHINB
1% 30 93T, HEfelefA] & IR 3 2121 \wmmmﬂ%ﬁ/;biﬁo

AT v 710 [Timeout Alerts] Z % E L £,
a) [Maximum Connection Time Alert Interval] Z 45 L 9,
[Inherit] F= v 7 R 7 A% 4712 Ltﬁm\mﬁmq%mxﬁf/ﬁziaﬁm’

W0 E7, ZhICKY ., KRBT 7 — MERRIZ 30 plcikE S E T, %ﬁbb‘ﬁ’%h
ET D561, [Default] #4712, 1~300Dyvary 77— NiAREEELET,

b) [Idle Alert Interval] Z48E L £9°,

[Inherit] F= > 7 R v 7 A% 471 Ltﬁm\mwmq%:/ﬁf/ﬁxiaﬁm’
W2 E9, ZhCKY, TA KV T T7— MBS 30 SR ESNET, ﬁbwﬁ%%
ETHEAE. [Default) 24 712 L, 1~300Dkyyar 77— MEREEELET,

ATFYvITN ZOa2—WZxLTHHADIPVE T KL RAEZFET H5%A 1%, [Dedicated IPv4 Address (Optional)]
%ﬂ?\mﬂ?bvxk%7z/k7x7%ﬂﬁbiﬁo
ATV T2 ZOa—WIZHHADIPV6 7 KL AZFRET D1, [Dedicated IPv6 Address (Optional)] fEIEIZ

mmfv74/yx%aﬁmm?bvx%ﬂﬁbiﬁomw7w74y&xﬂ\wm?FV
ANEHET YT 2y NERLET,

AT 7F13  FFED [Clientless SSL VPN] & 7213 [AnyConnect Client] i E Z 5% & L £9°, Zauix, ZEMl~2A1
TINGDA T arvz7 Vvl T52 LI 0ITVET, ERENEZE LEXTHEAIT
[Inherit] F= v 7Ry 7 A4 72, FTLWMEEZ AL LET,

ATV T8 FEfTFar 74 F¥al— g NIEFELEZEMT AT, [OK] 227V v 7 LET,

EHmoJoJ274)0

B an 7740 (bR TA—T7 LB EN5) TlE, VPNEROBEGBELZREL E
T, 2B OJEMEIE, CiscoAnyConnect VPN 7 7 A 7> b 7 Z A 7 > k L A SSL VPN #%#i¢.
BELUIKEV] & IKEV2 DY — F/3—F ¢ VPN 7 A4 7 > M sh 7,

AnyConnect £ 70 77 AL, A RAL Y

AnyConnect it 7 00 7 7 A VD AA v XA VT, AV F—T 2 AALDIFTATL NT
BRAEAMCL T, #EiT T 7 AV aBl, RWE. BIUOHIBRTE E3, nr A R —
PRRFEOHRE A IEINTED L ICT oM EI N BIRETEET,

* [Access Interfaces] : 77 EARAEA RX—T T HA 2 —T 2 A A% T —T /LN HEINT
EFET, TOT—TNDOT 4=V R, A F—T A ALRTF = v 7Ry 7 ANEKR
SN, TV EREFAITONE I DERELET,
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AnyConnect i 7O 77 AL, ALV RAY .

e A B =T xA AT —T D AnyConnect BHIZFRET DA v ¥ —T = A ADITT,
A B =T 2 A ATAF—TNWZTEHTa barkzt iz LEd, SSLT7T7EX,
IPSec 77 B A, FITZOWM T EFF ] TEFE T,

SSL #4129 % &, DTLS (Datagram Transport Layer Security) 737 7 4 /L k TA R —
TR £F, DTLSIC LY, o> SSL #5E TR AT 2 AT Fs J OV kg o> [
WNEES L, Ty MBIEDOE B ZZTXTWI TIVIA LT T r—3a Do
T =~ UABRAELET,

IPsec (IKEv2) 727 B R&ANITDHE, 72 TF7AT b P—ERANRT 74 /L FTA

F=T MRV ET, 74T P Y —ERL, VT 2T Ty FTF—b, 7
FAT v TuaT7rA0, GUIOu—hE—rar (FIfR) L hRZ~vAE—T 3
> . Cisco Secure Desktop. SCEP 7’11 373 ¥ DL Anyconnect FERENE £ TV E
Ty 77AT 2 F Y= R%ET 4 E—T7/MZLTH, AnyConnect 7 74 7 > b TiE
IKEV2 & DIEARN 72 IPsec BEGE ML SNV E T,

3

[Device Certificate] : RSA & —F 721X ECDSA ¥ — OO ELIFETE 3, 7
NA AGEHIEORE (58 X—) 2R LTI EE,

[Port Setting] : HTTPS 38 L UNDTLS (RA 7 7 A 7 FDA) Bt DR — N5 Z 5% E
LET, #7a 7740, A—FEKE (589 =) 22 LTI,

[Bypass interface access lists for inbound VPN sessions] : [Enable inbound VPN sessions to
bypass interface ACLs] 237 7 4 /L R CAH LT/ > TWET, ¥X=2 VT4 77747
VAW, TRTCOVPN T 7 4 v 7 DA ¥ —T x4 AACL DERE TR LET,
o 2E, AMBRA U Z—T = A A ACL MEFALSNT N T 7 v 7 O A FFrl L
BROWHAETH, ¥Xa2 VT4 TTIATUAFIVE—F TITAL =K xv hU—7
ZIEFEL, @ bInN/ Ty hoBBEFH T LET, 20T 74V FOEEEZER
T&ET, AV ¥ —7 A AACLICVPNIRENG T 7 1 v 7 OREEITOE LT
WIZIF, ZOF = IRy 7 A4 71 LET,

* Login Page Setting

s A= PIFEDOTA VT ATHIN SN DR T 0 T 7 A NEn A RV TRRTE
T, COF 2w IRy I AL AT LRWEE, T 74 MERT 1 T 7 A LT
DefaultWebVPNGroup T,

* [Shutdown portal login page.] : @ 7 A V37 4 E—T /L DFEIT Web X— T Z KR L
E3e
« [Connection Profiles] : #f5¢ (> /L Zv—7) OF v b a)VEgREEEZRELET,
« [Add/Edit] : Bt 7 m 7 7 A v (ho v Z—7) ZBRMETIImEL E7,
* [Name] : #6572 7 7 A /L DA AL,
* [Aliases] : #&ft 7' v 7 7 A L D4,

* [SSL VPN Client Protocol] : SSLVPN 27 A 7> NMIT 7B AR G2 589 vk fa
ELET,
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* [GroupPolicy] : ZD¥E TR 7 7 ANDT 74N E T N—T R —%FRKRrLET,

* [Allow user to choose connection, identified by alias in the table above, at login page] : [Login]
N=UTOERTr 7 7 A (R RVTN—T) = VT ADERE A X —T T
THIHEEITIA I LET,

* [Let group URL take precedence if group URL and certificate map match different connection profiles.

Otherwise, the connection profile matches the certificate map will be used.] : 2D A7 3 > T
X, BT 07 7 A NV OBIRT 1 AREIZ /L —7 URL 8 L OGEHEOE O 7 )
Ty L AERELET, ASAT, #REINDHHE L —BT 2R RO L RWIGEIE. ]
DIEIC BT 58k 70 7 7 A VPERENES, VPNT U RBRA & P THRELZZ V—
ZURL %z, [l CZ7 V=7 URL Z45E T 2870 7 7 AV ERET D202, ZHOE
WASA Y7 b =7 VYV —=RATHEAEND T 77 LU REZFIAT 258ICDH, 20
FFarEFACLET, ZOF TV aviE, TIANETIEATICRSTVET, A
TICLTEEE . ASAIFE 7 1 7 7 A )V THRE LICRENE 7 4 — L FEZ, =2 FaRA
FCHEAT HEHED Y 4 =V MELRAEL T, #7 v 7 7 AV EEHI0 L TET,

TINA RFEAEDTEE

[Specify Device Certificate] <A > ZfliHT % & | il Hrlo&lT, 7747 MIXLT

ASA TR HREAE AR E CE £9, ZOMETMEIX. AnyConnect #5870 7 7 A LI LY

TFAT v ML ARG 07 7 A L TT, Alway-onIPsec/IKEV2 72 & OKEE ? AnyConnect HHE
Tk, AOTEETE 27 M 2D EL ASA THHTEZ 2 MNERH Y £7,

ASA U U —294.1LIFETIX, ECDSAFEHI#E% (AnyConnect 7 7 A 7> b7 T4 T ML
A SSL D 56 D) SSL#EERIMEH TE £+, 2DV U —ALUAETIE. AnyConnect IPsec
@ ECDSA GEFAES TRV AR— b, FESNE LT,

FIE

ATv 1 (VPN #kDA) [Certificate with RSA Key] $EI T, RO WD X A7 2 EITLET,

1 ODOFEAFEZBRIRL T, Mo 7m harlZzEiHLTr 747 v MRt d 556, [Use
the same device certificate for SSL and IPsec IKEv2] = v 7/ R v 7 A=A DFEFIZLET,
VAN Ry 7 ATHATEHAELTNLZY ., [Managel 7V v 7 LT, T3
IDGEHFZER LD TE £,

» [Use the same device certificate for SSL and IPsec IKEv2] F = v 7 AR v 7 A% A 712 LT, SSL
Pt £ 7213 1PSec #6E DOBIMEDFEAFEZFEE L £ 77,
AT 72 [Device Certificate] U A » R 7 A HIEHEAEINL £,

VBB FEIAENFOR SN WEEA T, [Manage]l R¥ %27 U w27 LT, ASA @D IDiEHELZE
HLET,
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ATw 73 (VPN EfHidDHA) [ECDSA key] 7 « —/b KD [Certificate] T, Y A k &R 7 A5 5 ECDSA O
AEFAE AN 57>, [Manage] #7 V v 27 LC, ECDSA ® ID fEBAZZ/ER L 9,
ATy T4 [OK] &7 V)7 LET,

EHIO27M4IL, R"— FERTE

ASDM DO#fe 71 7 7 A )L A L TCSSLBLODTLS #f% (VE— K T 7 EADIHR) DOR—
FEEERELET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles]

[Configuration] > [Remote Access VPN] > [Clientless SSL. VPN Access] > [Connection Profiles]

J4—IJLF

* [HTTPS Port] : HTTPS (7 7 U #~_—2R) SSL ##iHIZA x—7 iz T 54— b, #ipHIE
1 ~ 65535 T4, 7 74V MIAR— | 443 TT,

* [DTLS Port] : DTLS #&t HIZ A *—7 /L3 % UDP AR — K, #iPHIL 1 ~ 65535 T3, 7
7 4 v MEER— b 443 T9,

AnyConnect Efr TR 774 L. EXRKEMH

AnyConnect VPN #t D FARJEME A FEET 5 121%. [AnyConnect Connection Profiles] &7 3 = &
T [Add] £721F [Edit] Z84R L ET, [Add/Edlt AnyConnect Connection Profile] > [Basic] %1 7~
Iy Ry 7 ANREEET,

* [Name] : [Add] D5E . BINT 58k 7 v 7 7 A L OLARTZFEE L E T, [Edit) OHE. =
D7 4 —)L RIFETEEEA,

s [Aliases] : ((LE) ZoO#EEHORELE 1 DLLEATILET, ARIE, AX—RXF 213
FRTCREI Z N TEET,

* [Authentication] : Fik D k%, WOHF G 1 OER L, BEFLECHEHT 25 AAA H—
ITN—T%IBELET,

e AAA. Certificate, F7-1% Both : AAA. Certificate., F 721X Both 7> & {# 4 5 ZRAFAL
B O A BN LU E3, Certificate £721% Both Z &R+ 25 L, = —F 3+ 57-0
WCREREEZ AN T HOMERH Y 7,

* [AAAServerGroup] : Ry 7 X7 RSN E AAA Y — N TV —T %R L 7,
T 7 4V EOFEEIXLOCAL TT ., ZDHE. ASANRIEA LT 5 X 5 ITfESh
F9, BIRT BRI, [Managel]z 7 Vw7 LT, ZOXATaZRy 7 ADEIZHIO
=T/ /71%5513\ AAAY— R TNV —TDASAa L 7 4 Falb—T g%
RRLIEVERTHZENTEET,

| —ferarz N EE I}
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. AnyConnect i£#5 70 D 7 1 L, EXE

« LOCAL LIS D 7 )V —TF %384 % & | [Use LOCAL if Server Group Fails] = v 7 78 &
JAPERTED L DI ET,

* [Use LOCAL if Server Group fails] : Authentication Server Group JEE(Z & » THRE Sz
TN—TIBEENFEAE LT & Z12, LOCAL 7 —H R—RA% A X — T /T D461
FAzLET,

s [Client Address Assignment] : fEff9"2% DHCP %—/X, 7 7 A4 T F T KL A F—) 7
FAT U RIPV6 T RL A F— L &R L £,

« [DHCP Servers] : ffifil4% DHCP " — D4 ET£ 721X IP 7 KL AZ AN LE T,

* [Client Address Pools] : 7 7 A4 7> b 7 KL AE D YT CTHEHT L, BIRTRERLE
HHDIPVET KLV A S — D4R AT LUET, #IRTDHA0IZ, [Select] 27 U v 7
LT, TOXAT TRy T R E@T&%TH?T/?X%E%%\ 7 RLVA TS —
%%Tﬂﬁ; EREMZIZVTHIENTEET, IPVET KL A 7 — LB E
ﬁ%#éﬁ@@ﬁﬂ_owfi%ﬁﬁbf<ﬁéwo

[Client IPv6 Address Pools] : 77 74 7> b 7 KL ARV Y CTTHEMHTH, BIRATEER
REFEHFDIPV6 T R A F— VD4R Z AT LET, #TIRT DA, [Select] &7
Vo7 LT, ZOXATalRiy 7 AZERTHEA TRy 7 A&, 7 KL X

T NERRLIZY BEEMATZOTHZENTEES, IPV6 T FLA F—u %
BANE 721 ﬁ%f%ﬁ&@ﬁ@_omf ESRLTIEE N,

* [Default Group Policy] : fEfH3 2 7 —7 KRV o —Z@INL £,

s [Group Policy] : ZDEH DT 7 4/ b Z—T KUY —L L THY Y TS VPN 7
N—T RY T —ZBRLET, VPN 2 L—7 KU —iF, a—FiEmBHED LT
DEAT, T/ ATHEIZ, £/ZITRADIUS — N THBICRIFCE £, 77+
JV M DfltGrpPolicy C97, [Manage]l %7 U v 27 LTCHIOX A TR TRy 7 A%
NCHE, V=T RV —ar 74 Xal—va IEFEEMZADIENTEE

R
* [Enable SSL VPN client protocol] : VPN ##¢® SSL % A x— 7 /M T A4 I L
7,

* [Enable IPsec (IKEv2) client protocol] : ##¢ T IKEv2 Z {7 5 IPsec & A % — 7 /LT
THGEICA I LET,

* [DNS Servers] : IRU & —®D DNS #— "D P 7 KL AZ AN LET (1 >F7213H

%) .
« [WINS Servers] : AR Y & —®D WINS #— "D IP 7 KL AZ AN LET (1 £33
) .

e [Domain] : T 74/ D RAA %NS LET,

o [Find] : R LFHE LCTHEAT 2 GUI 7~V E7213 CLL =~ K& AL, [Next] £7=
& [Previous] 27 U v 7 L CHEEZBMBLET,
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EHRIJOJ74IL, HHENE

[Advanced] A == —THH & Z DX A TRV Ry 7 ATIE, ZOHERICET 2R OFHEZ R ET
=FET,

- —fRJEME

IV TAT VRN T RUARERBRMK
AL

o A B

T AT 4 v TR

o R 2 SR

« 7547 KL A SSL VPN B

)

(GE)  SSL VPN @Ml L2 kEfiEE %, SSL VPN 8 7’ 1 7 7 A M Sk 4,

AnyConnect Efs 7R 774 L. — B
* [Enable Simple Certificate Enrollment (SCEP) for this Connection Profile]
* [Strip the realm from username before passing it on to the AAA server]
* [Strip the group from username before passing it on to the AAA server]

* [Group Delimiter]

« [Enable Password Management] : == —H# ~0D /82 U — FHIREIAEINCET 585 A —F %
RETEET,

* [Notify user __ days prior to password expiration] : /XA U — R2HARYIIIZ 72 5 F TORE
EDORRZHREL., ZTOHEZITHIO B DT 7 A R MDM%J%%_%ﬂTé
EOBELET, 7740 M TR, RRAU— FRHIREINICR 2 XD 14 HAETIZ=
fﬂ@ﬁﬂ%%%b\U%\l“fﬁﬂ%?*F%%%Téi?ﬁH@ﬁ?éi5K
RE STV ET, #PHIE 1~ 180 H T,

[Notify user on the day password expires] : /XA U — RRHAREINIZ /2 2 Y HiIZ=2—HIZ
WL ET,

WTNOEHETH, BEINTICNAT— RBMRYINIC /e -7o & & ASA Tlid=>—
PFICE DAY — ROEENAHRETT, BED/RAT — ROMRBEIN TW T
X, 2—WIZEDORRAT— RTH|&FiZxu s/ (o TEET,

ZOMERZ L 5> TRRAT— ROMIENEIN D £ TOHENEDL DO TIEARL, BHR
AFX—=TNCRDETTHDLENVI RITEBELTLEEY, ZOF TV a v 2BRN
H8%aE. BELIRET A2HERDHD £7°,

| —ferarz N EE I}
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B =6707740. s5470 r 7RLRER

* [Translate Assigned IP Address to Public IP Address] : £4UZ, WEixr v kT —27 T, &Y

THhifer—H/VIP T RLATIEARL, VPNETOEREDIP 7 FL A EZHHT 55460
HYEF, VPN TILEE, WXy N =27 7824 50lc, B4 Tonin—
HVIP T RUANRETIZHRESNET, 2720, N —_"BLOxy hTV—7 %=
VT 4 BETOREDIP T KL RS GRS EIL, v—=A/VIPT FLAZLEHLT
ET OFEEONRTY o 7 IPT RLVAIZRTGENH Y £, ZOERIL, hrxr 7n—
TZEZIODA =T 2 AA ATA R =TT H LN TEET,

* [Enable the address translation on interface] : 7 R L AZHAZ A[FEIZ L, 7 KL ADNER
SINDAUHE—T oA ALBINT 52 LN TEET, outside 1L AnyConnect 7 7 A 7
VNDBEGT DA v H—T 2 A ZATHY | inside [XHT L bRV T —TIZEH O
AU H—=T A ATT,

A\

CE)  N—T 4 7 OMEB I OMOFIREFEO =, = OBENVE
TRWEAIL., T OEREDE A ITHELE L £+ A

* [Find] : REBRLFHNE LCTHAT S GUI 7~V E 721X CLL =2~ K& AL, [Next] £7=
IL [Previous] #7 U v 7 L THRERZHMG L 9,

EHJOI7AIL, 95A4F7 207 FLREEE

i 7 1 7 7 A /L@ [Client Addressing] XA > TiL, ZOEHR T2 7 7 A LV THEHATH 7201
FEEDA X —T oA AP T KL A 7 —)L&E Y Y¥TEJ, [Client Addressing] ~A > %7
RXTCDOIITAT v Mg T 1 7 7 A JVZHE T, IRD ASDM ASANLT 7 B A TEET,

* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles]

* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [[Psec (IKEv1) Connection
Profiles]

* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connection
Profiles]

CITRETHT FLR F—uid, #7077 410 [Basic] %A > ThHETE£7,
AnyConnect #5707 7 A Vi, IPv4 7 RV A F—7ZF TR IPv6 7 LA F—1 g
BN Y THZENTEET,
AT N T RUVRABEEZRET DI, VE—RNT 78R 774 TV MEfRT 07 74
/v (AnyConnect, IKEvl ¥ 721X IKEv2) % B . [Advanced]> [Client Addressing] % 3 L F
ﬁqo
T RLAT—=NDary74FXalb—ra 2R RERITELET DL, 47 rRy s
AD [Add] F721% [Edit] #7 U v 7 L'£7, [Assign Address Pools to Interface] %A 7 2 7
Ry 7 ANMEET, ZOXAT IRy 7 AT, ASATRESNI AT —T xR
WZIP7 FLA P —=nZE DY THZENTEET, [Select] 227 Vv 27 LET, ZOXA

7 VPN B
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w7740, 15470 7rLREE [

TRl Ry AEEHALT, TRLAS—LDar7 4 Xal—yavafRLET, 7
RVA F=nDar7 4 Falb—va 28851203, ROFIHEZFEITLET,

cASAIZT RV A 7— L &BINT5I121E, [Add] %27 Y v 27 LET, [AddIP Pool] %A
TasRy 7 AREE £T,

CASADT RLVA T —)LDar 7 4Xalb—ayaBE4 5203, [Edij227 U v
LET, 7—AHNOT FUARFEHINTWAWEAEIZIE, [EditIP Pool] 4 7w

Ry 7 ANREE ET,
FEHAFOHEET RLRA TV EERTCEXERA, [Bdit] 7 Vv LIz X7
VA =NV PMERATCThHoT25E6. ASDMIZ, =5 — X vk —U L L b, 77—

WNOFDOT RLAZFER L TCWAEHRAB IR —VF40 - EE2F R LET,

s ASA LT RL A= EHIBRT DX, 77— TEDOT MU ZER L, [Delete]
7 Vv LET,

AT OBREET LA F—=LEZHIRTE A, [Delete] 27V v 7 Lic& ZIT
FVX7%Wﬂﬁm*T%0tﬁm ASDM X, =5 — A vk—U bbbz, 7—
ANOFDT RUAZRERA L TWAEGEL D —EE2 TR LET,

c T RLR P =A% A v X —T 2 A ZTEH D U THITIE, [Add] %2 U v 7 LET, [Assign
Address Pools to Interface] %A 7 1 77K v 7 Xi)lﬁlﬂé‘iﬁ—o T RUVAT—=L%&EID Y TS
AV B —T =2 A%ER L ET, [AddressPools] 7 4 —/L ROREIZ&H % [Select] 227 V v 7
L £, [Select Address Pools] # A 7 B ARy 7 ANHEET, £ X4 —T7 A RZHID
BTCHMEA DREID Y TTH—NE XTI Y vy 7T 50, £i3fllxr OKREID 4 TT—v
IR ClAssign| 227 U v 27 LET, BED 7 4 —L FIC7—LVED B THO—ERFRE
NFET, OK] 227 Vv 7 LT, ZNHDT R A P —)LD4H[% [Address Pools] 7 « —
JVRIZEVIAZ, 9 —FE[OK]Z# 27 Uy 7 LTEVYECOary7 4 Falb—a &5
TLET,

e AVHE—T 2 A AZEDHBTHENTNDT LA =V EEETDHITIE, TOA 2 H—
T2 ARBLTNT V7T D0, A X —T x4 A% EINLUT[Edit] %27 Y v/ LE
9, [Assign Address Pools to Interface] ¥4 7R 7R v 7 ANRMEES, 7 LR F—%m
HIBRT 22X, &7 —NEE2X TN Y v 7 L, F—H— RO [Delete] F—% L E7,
AVE—=T oA AZEOMD T 4 —/V REFID YK TLHEEIX, [Address Pools] 7 4 —/L K
DFEIZS 5 [Select] 227 U w7 LE7, [Select Address Pools] Z A 7 11 778 v 7 AHNRBAE £
9, [Assign] 7 4 —/LV RIZIE, A v X —T =24 ZAZEIV L THENTNDET KL A T — L4
MERENET, /1 X —T =2 A REBMTHELZOREVY TS —VE2LTNIY v
LET, [Assign] 7 4 —/V FOT—VEID B T-EREHFINET, [OK] 227 U v L
T, ZRHDOT LA F—/L DA R T [Address Pools] 7 4 —/L RZfEEE L. & 9 —JE[0K]
Vo7 LTEIVECOary7 s Xalb—aryyw T LET,

e MY EHIFRT HITIE, 2O MY Z@®IRL T [Delete] 7 U v 27 LET,

EErEYY
W R T A AT v N T RURIEE, BINEITRE (64 %)
s a7 7 A, T RLA F—/L (64 —2)

| —ferarz N EE I}
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B 6700700, 5470 F 7 RLRER. BMES MRS

s o 7w AL, H, P S— L OBMNMEITRE (64 X—)

EHEIOIJ74A4IL, 95472 7 RLREEE. EBMELITEE

B 7 s AT R A FP— v %&E D Y T5HIZiE, [Advanced] > [Client Addressing] % 38R
L. [Add] % 7= [Edit] %8R L £,

s [Interface] : 7 KL A =L DENN B Tlef X —T = A AERINLET, 774/ M
DMZ T,

* [Address Pools] : fEEL72A v Z—T = A AZEIV Y THT RLA F—L2IEELET,

* [Select] : [Select Address Pools] # 4 7 2 7Ry 7 ANRAEET, ZOXAT TRy 7 A
TIE, 2O F =T 2 RZHID Y TDHT FLRA T =& 1O BERTE E7, BIR
W%, [Assign Address Pools to Interface] %A 7 1 2 7R » 7 A @ [Address Pools] 7 4 — /L
RIZERRESNET,

EHJOJ74IL, TRLR T—)L

[Connection Profile] > [Advanced] ?® [Select Address Pools] 4 7 a2 7Ry 7 AT, 74Tk
7 RURENY Y CIMERAATRER T KL A F— DT —NE, BT RLALRKRTT FLA, B
FOH TRy =R BRERSINET, TOV R Mo TR T 17 7 AV EZIBI, k.
EIITHIRTCEE T,

* [Add] : [AddIPPool] ¥ A T VAR > 7 AMAEET, ZOXAT IRy 7 ATIEL, #L
WIP 7 RLA T — )L ERETEET,

* [Edit] : [EditIPPool] ¥ A 7R VAR v 7 ANHEET, ZOX AT TRy 7 AT, #IR
L7ZIP 7 RLVRA S =V aERTEET,

s [Delete] : FR L7727 RL A F— L ZHIBRLET, RINT, PCOVELLTEEEA,

*[Assign] : A U H—T 2 A AZEID LB THNTNWDET RLVA F— A4 E2RRLET, £
H—T A RGBT B2 OFREN Y L TT—NVEHTNr ) 7 LET, [Assign] 7 A —
NVROT—=NEY YT EREHFINET,

BHEIJOT7A4)L, M. IP T—IILOEMFEITRE

[Connection Profile] > [Advanced] @ [Add or Edit IP Pool] # A 7 v 77K v 7 A &MEHT X, 7
FAT R T RLRAEIOLYTHDOIP 7 RLADOFMEZRE E/ITEETEET,

*[Name] : IP 7 L2 = /UZEID B THNTWDOAFTIZFRELET,

* [Starting IP Address] : 7 —/VORFIIDIP 7 RLAZHFELET,
* [Ending IP Address] : 7 —/VO&HEHEDIP 7 KL AZFRELET,
s [Subnet Mask] : 7 —/VINOT RLRAZH#EATHY 7 %y b R 78R LET,

7 VPN B
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AnyConnect #8700 7 1 /L, RIEEH .

=+ O = = s,
AnyConnect 8§ 70 D 7 1 )L, RIIEMH
[Connection Profile] > [Advanced] > [Authentication] # 7 C, WRD 7 4 —/)L REFRETE FT,
* [Interface-specific Authentication Server Groups] : fEED A & —7 = A ATkET 2 FHFEY—
N ITN—=TDE B TEEHRLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle %4 7 1 7 7R v 77 A 535
EFET, ZOXAT TRy I ATIE, A F =T = R =T N—TEHET
HElbiz, BRULIEY =N 7 —T TEEREE LIS AICLOCAL T —# N— X
SNDT F— NNy T EFATHENEIDERETEET, ZOXAT IRy 7 AD
[Manage] "% > %27 U > 27925 & ., [Configure AAA Server Groups] % 1 7 2 7K > 7
ANBH & £9°, [Interface/Server Group] 7 — 7 /WITIBIRNENF RSN E T,

s [Delete] : BR L= — N T —T %7 —T7 ANHHIBRLET, HERINT, LV E
LbTEEEA,

» [Username Mapping from Certificate] : = —H 4 Z i3 2 LB LT VX LVGEHED 7 4 —
N RERETEET,

A\

GE)  ZoBEE~LFarTHFRAME—RFTIEIR—FESNERA,

* [Pre-fill Username from Certificate] : & L72REBHED 7 4 — /L Kb 2 — W4 & i
L. ZORRNVORIKES AT Y a A>T, 2—F 4R T — RRREER L UREn
(R LETS

* [Hide username from end user] : flifti L7z 2 —HZlT= > F 2 —WFlcFRrEINEHA,

» [Use script to choose username] : 7 ¥ % /VREB &) b 22— 4 238N 255 12 H T
HAZ VT MAEIRELE T, 77 4/ bid [None] T,

* [Add or Edit] : [Opens the Add or Edit Script Content] % A 7 &2 77K v 7 AXBHE | FEH
HEO2—HFHOv U TIMHT A7 VS M2 ERTEET,

s [Delete] : IR L7=AZ U FZHIBRLET, RINT, PYVELLTEEEA,

» [Use the entire DN as the username] : flEBA £ ® [Distinguished Name] 7 « —/L R &{k%
a—HHE L THERT HEICHEELET,

» [Specify the certificate fields to be used as the username] : = —VZIZFEET 5 1 LA ED
T4 =V REEELET,

T4 YRR LU 2 Y RIEOAEMEIT, RO LBV T,

Bt EE

C Country ([E4) : 2 XFOEAL MK,
% a— R, 1SO 3166 [E4 BB HERL L
TWET,

— 48073 VPN B
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Bt

E&E

CN

Common Name (—fi%%) : A, VAT
A, EOMOET 4T 4 DAL, &
VAVBME LTIMEATEEE AL

DNQ

RAA L ERTF

EA

E-mail Address (&1 A—/L 7 KL XA) ,

GENQ

Generational Qualifier ({AERGT)

GN

Given Name (£) .

Initials (f =¥ ¥ /L) ,

Locality (#144) : M E TV DT
EJECIN

Al

Organization (fHffk) : xtt, HUK, B
B, A, ZOMDTUT T 1 DAL

ou

Organizational Unit (fHfk—~=~> ) :
ik (0) NV T I N—TF,

SER

Serial Number (V) 7LE&E =)

SN

Surname (1) .

SP

State/Province (N F 72 IZHEFIR) - #H
FEDE NIV TV DN F 72 1388 E TR,

Title (#A k)

UID

User Identifier (= —% D)

UPN

User Principal Name (=— 7" > 331

) o

* [Primary Field] : =— ¥4I T 2FEHEO RO 7 4 — /L REZRIRL EF, ZDOfE

WHEEIN TV HE.

[Secondary Field] I XL E 7,

* [Secondary Field] : [Primary Field] 2348/ SAVCTWRWEA, BT 257 0 —/ Fa 3

RLES,

o [Find] : M5BT & LTHEMAT S GUI 7V E 72X CLI =2~ RE AL, [Next] £7=

V& [Previous] 27 U v 7 L CHREZBRMBLET,

7 VPN B
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*&ff)bj H 7 7 ’f )l/ Z knru\nIEE'l‘i

[Connection Profile] > [Advanced] @ F @ [Secondary Authentication] Zfli i 9-4LiX, “EHRFEE L

THHOND 2 WBALARET D LN TEET, 2IREFENENC R > TWDLHEE, =

N a—nur4 o350 RBiE7 LT oy Va2 y NMADTHVLERHY £

T sEHEO—FLADFEFIATIE 2 /kuh AEEMAGDETCHERTEES, 20X ATy

T/71®74—WF I IKFRAECRET D7 4 — /L REBTHWETR, ZnbDT7 1 —b
RIZ 2 RERGEIZ 2T BIE L £,

THEBIENA X T Mo T B GE, IRLORMEIF AL LTHERT 5128 ko
74—V REEHENOEIRLE T, iEAERENOE I XY a— PR ERETDHE, &
FXa T4 TTITAT AL, BESNTZFFHEY 4 — LV K&, 2&(1*"&%//\}(‘7*‘ N8
RELBRIZ 2 DH O —V A EME T2 L 5wl S E T,

\}

GE)  FFAZO® I XY a—PH L LI 2 /B —NN T —FHIEETHIHAE TH.
BT 94~ a—FATFTMERHINET,

'E iU

RORIEAL

« [Secondary Authorization Server Group] : ¥ h > &V 7 LT o ¥ v )L i+ 385 E—
IN—TEEELET,

s [ServerGroup] : B H > & U H— NAAA V' V—T L LT T 2585E0— N 7 L—7
FEIRLET, 74/ bidnone T, SDIV—R T =713 &Y F—r3J
N—TITTEER A,

* [Manage] : [Configure AAA Server Group] # A 7 B 7Ry 7 AR E £7,

* [Use LOCAL if Server Group fails] : §& L7z —/ 7L —FIZEENEAE LT-HE D
LOCAL 7 — 4 RXR—=A~D 7 3 — Ny 7 ZHRELET,

* [Use primary username] : 22 A > XA 7 a7 32 —F4% 1 DIZTERT H L HEE
LET,

s [Attributes Server] : 77 A < U @MY — it U F Y BEY— N ERIRLET,
S

GE) ’@Tﬁffi7m774}/l/ %)utunﬁﬁ%/\%j:aﬁz—gﬁék FDONE
P RORENBIESNE T, ASAITE D & U GRGE — %
HLFET,

* [Session Username Server] : 77 A4 < By a v a—FHF— "\t W ¥ £y
vayv a—HPHY— A NERELET,

+ [Interface-Specific Authorization Server Groups] : fEED A ¥ — 7 = A A3 T DB A —
NI N—TDOED Y TEEHLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle %A 7 17 77K v 7 A3
EFET, IOXAT IRy I ATIE, A F =T =2 A= T N—TEHET

—ferarz N EE I}
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HLEbic, BRLIEY— N7 —T7TRENELE LIS EIZLOCAL T —F N — X
NDT F =Ny AT HNEIDERETEET, ZOXATRIRY T AD
[Manage] "% > %27 U v 7§25 &, [Configure AAA Server Groups] ¥ A 7 27K v 7
AP E F£9, [Interface/Server Group] 7 — 7 /WIZEINNANER RSN E T,

o [Delete] : IR L7V — R T N—T %7 —TAnBLHIBELET, ERINT, CYE

LbTEEEA,

* [Username Mapping from Certificate] : =— V4 & ffit 357 X VGEAEDO 7 4 —/ N&fE
ETEET,

* [Pre-
2%

-fill Username from Certificate] : Z D/ /SF /L THRE SN TWARMID 7 4 —/L FB LW
HOZ 4=V Fnb, 2WEFEEA Sh 24013 2561 I LES, o

@El\iffj—/ ‘?"é Gl Z. AAA ?Octo\niEﬁﬂi@mu uﬁﬁﬁ%ﬁﬁﬁﬁ—éz‘gﬁ‘% n \ij—o Z
NEATHIE, FU Y 4> RO [Basic] 7SR /MIZERE Y . [Method] DFED [Both] % A4 12
LET,

* [Hide username from end user] : 2 IRFBAEIZMEH S5 2 — W4 % VPN = —FIZFERRICT

2

BAICA T LET,

* [Fallback when a certificate is unavailable] : Z @ J&M:1%, [Hide username from end user] 734>
DYAENZ DB ATRET T, uE@ﬂiﬁ>fﬁﬁHTTf£iEA . Cisco Secure Desktop D7 A h
AF¥yr T2 EMEHLT, 2RBIAEDO 2 —F L EFHAMATILET,

e [Password] : 2 IFRFEIAEH SN D /XA T — RORSE ST E L TIROWT N EZEIR L F

‘jﬂo

e [Prompt] : 2—WFIZNAT—=REZANTHLITr T FERRLET,
* [Use Primary] : 9T 2 RFHFEIZ 1 IRFEFED/NA T — RZFHAIH L ET,
«[Use] : TXRTD2RFIEDIEE S o # Y RAT—KE2 AN LET,

* [Specify the certificate fields to be used as the username] : = —#4; & LT ﬁ(?‘é 1 2Ll kD

74

—/VRERELET, EH ¥ Y 2a—WH/ AT — RBEEE T TR GEE D 2 —

PLEFASERE T Do —WF 4 2T 51213, :L_*JL%%HIJAﬁiaJ;U\tﬁ/& )
2—PLFEAMANOHET ILERHD 7,

* [Primary Field] : == — %4 AT 2FEHEORM DT 4 —/L RE2RIRL E$, ZOfHE

DEE STV A YA, [Secondary Field] 13 #EM S vk 9,

* [Secondary Field] : [Primary Field] 235 & S AV TWRWIGAE, HT57 1 — L N4

WLET,
BPDT7 4=V FBLO2EFEBDOT 4 —V RORBMIZIZ, ROF T arRnNdH0£9,
B E&E
C Country (E4) :23XFOEAMGE, E4a2—

ik, 1SO 3166 [EHAREFEIZHENL L CTUVWVET,

7 VPN B
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gETnz7 4. 2xRiaEs |

Bt

E&

CN

CommonName (—f%4) : A, VAT L, £
DD T 4T 4 DLREIL, &) gk
ELTIEEHTEEEA,

DNQ

RAA RIERT,

EA

E-mail Address (FFA—/L 7 RLX) |

GENQ

Generational Qualifier (H:AMESfRT) .

GN

Given Name (£) .

Initials (f =3 % /L) ,

Locality (#144) : M E N TWDHTE
zim]-‘o

Al

Organization (i) : &=tk Hfk, BEEA, &
B, FOMOT T 4T 4 DAL

ou

Organizational Unit Glfk==v &) : K&
(0) NV 7 T n—7,

SER

Serial Number (Y 7LV%&5) .

SN

Surname () .

SP

State/Province (N FE 72 IZEERFIR) : ML
BN TWD BN FE 72 138 E R IR,

Title (¥4 FV) .

UID

User Identifier (=—% 1ID) ,

UPN

User Principal Name (=—% 7 > 331

N

» [Use the entire DN as the username] : 584727 =7 DN (RFC1779) =#EHL T, T
HNVGERENGRA 7 = — DL I ZBE L ET,

* [Use script to select username] : 7 ¥ Z VEEEN G 22— ZHiHT 5 A2 U 7 N &2 E

LEd, 577 /b I [None] TI,

* [Add or Edit] : [Opens the Add or Edit Script Content] % A 7 2 77K v 7 AXBAE | FEH
HEO2—VFHOv U TIMHHT A7 VS M2 ERTEET,

¢ [Delete] : IR L7=A2Z U FZHIBRLET, RINAT, POELLTEEEA,

—ferarz N EE I}
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AnyConnect iEfs 7R 7 7 1 )L, RAEM

AnyConnect #%§5¢ 7' 12 7 7 A /L ® [Authorization] ¥ A 7 12 7R v 7 Az HTIUR, A ¥ —
7 A AFEAFORA— AN TN —TEEKR, B, WE, EIFHEIRT LN TEET, Z
DEAT AT Ry I ADT =T VDEATIZNE, A F—T A AFFGY =T N—TDAT—
HAMBRENET, BRINDIDIE, A X —T oA A%, ZIHEEST Y — T

JL—7

BIXOER LV =N TN —FTCEENEAELZEZIIE =D T—HR_R—=ZA~D

T =N TNA X =TI o> TNEHENE S ITT,

ZDRA DT 4—)v RiX, AnyConnect, IKEvl, IKEv2, BXLWY 7147 kL A SSL 5
777 ANTHIETT,

* [Authorization Server Group] : A A[/NT7 A — X ZFRiR T A A — R T —TZHE L

R

[Server Group] : T 2R A — N TN —T%RIN L EI, 7 74 /v Fidnone TT,

[Manage] : [Configure AAA Server Group] A 7 2 77K v 7 AN X £ 9, AAA ¥ —
NROBEIZHDWTIEL, 7 FA4 T L ASSLVPN #5710 7 7 A )L, #BaE, H—
TN—T0EMN (719 =) 2B LTIEE,

[Users must exist in the authorization database to connect] : ~L—H 73 = D HHEZ fiii 72 3~
BERHLGLEIE. COF =2y IRy 7 A% F I LET,

* [Interface-specific Authorization Server Groups] : ¥ EDA > ¥ — 7 = A AZx T B[ —
N ITN—=TDE Y TEEHRLET,

[Add or Edit] : [Assign Authentication Server Group to Interfacle %4 7 & 7' 7R v 7 A 3B
ETFET, TOXATRITRY I ATIE, AV F =Tz A AL —NITN—TERET
DL Lbic, BRLEY— NI N —TFTHEENKEELZSEIZLOCAL T — & N— X
NDT A= NNy T EHATHENEIDERETCEET, ZOXATRITRY T AD
[Manage] "% > % 27 V v 7§ % & [Configure AAA Server Groups] % 1 7 12 77K v 7
AN E 9, [Interface/Server Group] 7 — 7 /WIZEIRNAE N TR RS NE T,

[Delete] : BIR L= — R F—T 2T —TANGHIBRLE T, ERINT, L0 E
L TEEEA,

* [Username Mapping from Certificate] : = — W4 & i3 57 T X VGEAED 7 —/L K& fE
ETEET,

7 VPN B

[Use script to select username] : 7 ¥ # /VAEIE ) b 22— 4 2 RIS L 551 H T
DA VT WA ERELET, T 744 ME[None] TF, AEHET 4 —/L Kb 2—
YL EBRIRT DA 7 V7 MEAERT 2 FIEIZ O T, 22T 7Ea0,

[Add or Edit] : [Opens the Add or Edit Script Content] % A 7 12 77K > 7 AP & | GiEH]
HEOA—YLHO~ BTN THA7 )V T hE2ERTEET,

[Delete] : BHR L7227 U7 FaHIBRLE T, fERSNT. RVELHTEEREA,
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AnyConnect 6 707 7 4 )L, BA. 1—H&EBRT 510022 7 ronsoien [

» [Use the entire DN as the username] : fIEBA £ [Distinguished Name] 7 « —/L R &{k%
a—H4E L THERT 25 ICHEELET,

» [Specify the certificate fields to be used as the username] : = —VZIZFEET 5 1 2LLED
T4V RERELET,

* [Primary Field] : == —¥ 4T 5EHEDORAIDO 7 4 —/L REZRIRLET, ZOHE
DFRE SN TWS A, [Secondary Field] 1R S E 9,

* [Secondary Field] : [Primary Field] 235/ & S AV TWRWIGE, HT57 1 — L R4k
RLET,

« [Find] : B CFHNE L CEHAT D GUI 7V E 721 CLI =~ > R& AL, [Next] £7-
& [Previous] 27 U v 7 L CHEEZBRMBLET,

AnyConnectiZ#i 7R 77 A )L, A, A—HRBZEBERTH-HDODRYV )T FORBENIE

n

N\

AnyConnect #%#it 7 & 7 7 A /L ® [Authorization] -1 >~ C [use a script to select username] % &
L. [Add] £72X [Edit) RF 27 Vv 7T HE, ROT 4 — )V RRERINET,

A7 YT RTE, O~y BT A7y 3 VTCIREFRRINRWVRATHOGERAET 1 —/L R&f
HATEET,

G¥)

A2 VT SR LIREAEN O O — YA HRFIANTY T4 7 & MEHED 2 —FA R RS
MBHRWGE . AnyConnect 7 74 7 hEB LY 747 2 K LA WebVPN IZ [Unknown| &
TRINET,

s [Script Name] : A7 V7' FOLRIEZETELET, BB L OEAIOA 7 U7 MAIEFRELTT
TR ERA, T2 TAZ VT MEERL, CLIL, ZOHMEEZETT H72DICH
CAZ VT MEHEHLET,

* [Select script parameters] : A7 U 7 hDEMEB LONEFEZEELET,

* [Value for Username] : = —%4; & L CTHEHT 2 X007 DN @D ke vy 77X o U A L
(Subject DN) 70 @2 3R L £ 7,

* [No Filtering] : & L7 DNAREREZEHT L L OB EL E7,

« [Filterby substring] : BitGA > 7 v 7 A (—ET D2 HAN DO LF-OLFFHNINOALE) F6 K OHE
TAVT v I A RBETHXFIH) ZEELET, 2O a VERIRT5545, B
WA Ty 7 A, BEHIIETEER A, CTA VT I AEZZEACTHET 740 ME
-l e SCFHNREN BT 0 E ) B INET,
7= 21X, AR Ma—VOfE%E T DN @M Common Name (CN) ZEINL7-L LFE

T WORIZ, SESEREVEZFERT LTSN 2EM LTI oEE 7 4 235
FikaR LET, RVER, 2—F4 L LTERICEFMATISNLOHETT,
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B anvcomectizgTn o7 4L, BA. 1—FEERRT 2EHORY YT FOREDEM

R2EHAXFEIZEDZT4LEY Y

Btas T v o R BTAVTYIR RY1E
1 5 host/
6 10 user
6 -1 user

ZOEDITEHDI AT ADA T v 7 AZFEH LT, UFHNDOEHE NS ERLY ST
Dk ET (ZOGEIX Tuser] @ Ir] ) AU bTBHEH>BBELET,

W SLFINCE DT 4 BV o T aRERT 2568, MBRT D0 LTHNORIBNboT
wé:k#%%fﬁo&@mfi\Eﬁ%ﬁ%AitiLmﬁﬁwﬁx&Azanb
ZHEHAL £,

* #5] 1 : [Regular Expression Matching] : [Regular Expression] 7 « —/V RIZFR 5812 92 15
%ﬁ%kﬁbifo*%%ﬁEﬁ%ﬁ@@%%#@%éhiﬁoF&mmmmm@mj
DNED @7t B E TOTRTCOXLTHNE T 4 NE ) T T DI IEREBEEHT &
LET, @ XZhEFATTE E)IE»*E%%EE@ 1 >Td, ZOFITIL, DNAEIZ
user]1234@example.com 3% FN TV LA, EHRRBELOZOR Y X user1234 L 720 F
R

« %51 2 : [Use custom script in LUA format] : #5387 « —/V R& T+ 572012, LUATZ 07 5

LAERBRCRBSNIEAAZ LA VT MetFELET, ZOFTva v z@BRYLL0 4
AL NLUA AT VT b7 4=V RICAATEDL X RVET, A7 U7 MIKRO K
TR E T,

return cert.subject.cn..'/'..cert.subject.l

1 OD2—HFLELTHATDH2OODN 7 4 —/L K, 2—H4 (ecn) BLOHEE (1) %
AL, 22007 4 — /L RRICAT va () XFEHALET,

WOFIZLUA A2 U7 N CEMREREMES EHE R LET,

A\

GE)  LUA Tix, RIFE/DXFREBISET,

R 3:EER LHH

B4

i

cert.subject.c

Country

cert.subject.cn

Common Name

cert.subject.dnq

DN f&fifi v

cert.subject.ca

EA AL T KL A
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B

X JE

AnyConnect {8 707 7 A JL, 327,

1-—H2EERT o0z Y T ronznen [

cert.subject.genq A&7
cert.subject.gn %
cert.subject.i A =¥V
cert.subject.l 4
cert.subject.n £ HI

cert.subject.o

~ == T I)IVORERK

cert.subject.ou

R HLAL

cert.subject.ser

YT b )T ES

cert.subject.sn I
cert.subject.sp LS
cert.subject.t Title
cert.subject.uid 2 —H ID
cert.issuer.c Country

cert.issuer.cn

Common Name

cert.issuer.dnq

DN f&fifi v

cert.issuer.ea

FE A= T KL A

cert.issuer.genq HARE A
cert.issuer.gn 4
cert.issuer.i A= %)L
cert.issuer.l Hi4%
cert.issuer.n A

cert.issuer.o

~ == T I)VORERK

cert.issuer.ou

R HEAL

cert.issuer.ser

FITI U T NES

cert.issuer.sn ik
cert.issuer.sp /1B
cert.issuer.t Title
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B /57  FLRsSLPNEETO T 7 AL, A2 8—T T4 RADBAH—8 T L—TOHEY 4T

cert.issuer.uid Z—H D
cert.serialnumber FERHE Y T E S
cert.subjectaltname.upn a— Y UL

RV TN—F 27 VT NET 7T 4TI LTV EXIZZT—0NREL, X7 VTR
TITF 4 TR eRhoT8BEe, BHEDa L ) — I T— A v —UNERENET,
954 F7RLASSLVPNEHR 7O 7ML, A 3 —T 124 AANDEAH—/N 5T )L—
TDENYHT
TDEALTa TRy I ATIE, AV FZ—T 21 A% AAA T — 70— ICBEEMT b £
9, fEFIE. [Authorization] ¥ A 72 7Ry 7 ADT —T NMIRKRINET,
s [Interface] : / v X —7 = A AZFEIRLET, 774/ ML DMZ TT,

* [Server Group] : R L72A v F —T = A AZH VY THY—N TN —TZRIR L E7,
7 7 # /L MI LOCAL T,

* [Manage] : [Configure AAA Server Group] ¥ A 7 2 7R v 7 AN & £,

EHEIJOID7AIL, THhOoVT40T

[Connection Profile] > [Advanced] @ [Accounting] ~%A1 > CTiX, ASA &EKOT h o T 47 F
TvarERELET,
* [Accounting Server Group] : 7 A7 2T 4 U ZIMEHT 5T TIZERBEHOY— N T —7
BIRL E7,

* [Manage] : AAA — 3 7 )L —"7 % {ER T X % [Configure AAA Server Groups] % A 7 1 7
RNy 7 ANHEET,

EHEJOID7AIL, JIL—T T4 ) F7RESIL—T URL

[Connection Profile] > [Advanced] @ [GroupAlias/Group Group URL] %A 7 0 7R > 7 AT, U
F—ha—Fon s A VRHIRRSNONEITEEL A D EMEREL T,

ZOXAT DT 4 —/v RiL AnyConnect 7 74 7 B LY 747 h LA SSLVPN T
FRCTIMN, 7 T7A47 2 FLUASSLVPNIZITEMODO T 4 — /L R 12H Y £, #Hi7m 7 7
ANDE T DLHEIIE, AnyConnect Tl [Group URL/Group Alias] C, 7 74 7 > N L A SSLVPN
Tl [Clientless SSL VPN] T3,

* [Login and Logout (Portal) Page Customization (Clientless SSL VPN only)] : i Fl 9~ 2 SFRiFE E
SNTHAZ~A ZABWERET D LICED, 2= g X=UOAMBEREL
7. 7 7 #/L MEDfltCustomization TY, HLWAIAZ A B—var FT7V=7 &
YER T 5 1Z1%, [Managel 27 U v 7 LET,
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gHEInarq, 25147 rLassLven [l

» [Enable the display of Radius Reject-Message on the login screen] : 3iEMES Sz & &izm

TA v BATa Ry 7 AT RADIUS-reject A v —V 2K RT 52T, ZOF=v 7
Ry I A A AT LET,

» [Enable the display of Securld message on the login screen] : 22 A XA T a 7R v 7 AT

SecurlD X v B —CHFIRTHIZIE, ZOF =2 IRy I A A AT LET,

* [Connection Aliases] : #fit =4 V T AL ZDAT—H A, a7 A VRFIZ2—WFREEE DO

e (FoRN T N—T) ZRIRTE L L) IR ARESN TV AEESIE, 2—Fonr s
AL N=UNHE AV T ANRERREINET, =AUV T AZBMNEITHIBRT 512X
[Add] £72 1L [Deletel R¥ > %7V w7 LET, oA VT AERET DI, 7~7w1
ZDTANVTAERE TN Y w7 L, 2 M) ERELET, A X—7MTR->TNDH A
TR AEERTBINE, T NVNOF = VR I A F o F-134 712 LFET,

* [Group URLs] : Z/L—7 URL L ZDAT—H% A, 1A Kl ’:L“—ﬂibi‘fr%f]?@ﬁﬂ/»— g

BINTE D X9 ICERPRE SN TV DAL, :v—*f@n&/]’/«\~“é T N—"
URL ZF RSV E T, URL ZBANEITHIBRT 2121%, [Add] £721% [Delete] A& % 7
Vw27 LET, URLZMRE ([Edit]) T 2I12iE, 77— 7»W®m&%&7w&)/ﬁbf
TNV ERELET, A X—T NS> TWVWDAT —H AZELTTHITIL, T—7 NN
DF v IRy I At E£2347ICLET,

* [Do not run Cisco Secure Desktop (CSD) on client machine when using group URLs defined above

to access the ASA. (If a client connects using a connection alias, this setting is ignored.)] : 7 /L-—
7" URL IZ#%#5i L CW\ % 2 Z A 7 kT Cisco Secure Desktop D7 7'V &r— 3 v #3477
DMEIDEBIRLET, Zhb0A4T v a ik, V7 —7 URL #7255 1204
FREINET, 7 I7AT7 U baefrdde, ¥Xa2 VT4 7T T4 T UANRINL DL —
PinHxZ U FRA v MEMEEZZFE LR RDDT, 2a—PFRVPNIZT 7 ERIZTED &
JIZDAP A 7 4 Fab—ya VOEENBLBEIIRLZENHVET, ROF TS g
MOIEIRL ET,
s [Alwaystun CSD] : 7 /L —7"URL IZ#&t L T\ DT _TD 2 T A 7 b T Hostscan &
FATLET,
« [Disable CSD for both AnyConnect and clientless SSL VPN] : 7 /L— 7" URL |28 L TV
53 _RTCDY F 47T > h® Hostscan LEEZ R L £,

* [Disable CSD for AnyConnect only] : 2 /L— =7 URL {Z#%f5 L CV> % AnyConnect 27 7 A
7 ¥ KO Hostscan LB AR L EF, 72720, 7 74 7 > b L AHHE Tl Hostscan
ZEALET,

EHEIJOIJ7A4IL, V547> L X SSLVPN

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles] 4 -
TRuZRy 7 A, BUEERESNTND 2 FA4 T MU ASSLVPN Bt 71 7 7 A L &
U&D~Aw@&747/]vxjfvayﬁ~%%%éniTo
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EHRIOT 7M. Y 54F 2 L XSSLVPN

* [Access Interfaces] : 77 B ATA R—TIWIZT DA v F—T oA AZEIRNTEET, ZOD
T=TNDT 4=V RIZE, AV F =T oA ALRT = VR J ANREKRSIN, Tk
AZFATHNE I DEEELET,

» [Device Certificate] : RSA ¥ —F 721X ECDSA ¥ —F 721X F 7 X AR A > b OFBFEDFE
HELZIHRETCEET, 22O N TA MRSV FERET DA T a b Ed, 7
FAT v ME, XU —ID XA v— RZL % ECDSA D% R — h&E/r~LET, ASA
IZ, BELIZ N TIARMRA L NV ANERAFT YL, 24T MRV R— M 55
D1 S5%ER L E£d, ECDSA 24 55515, RSA b T A hARA > FORIIZ,
TDRNIFANKA U NER Eﬁ‘ézgﬁ>§>@i?’“

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANRHEET, ZDOX AT 1

* [Port Setting] : 7 7 A 7>k L A SSL B L W' IPsec (IKEv2) #EfiDAR— hFE %

TRy 7 AT, IR UCEEHEOFEM AN, fRE. HIFR, =7 AR — b £
FIRTEET,

£

e

LEd, #PHIE 1~ 65535 T9, 7 74 /L MIA— b 443 TT,

* Login Page Setting

TA VT ATHANSNDBE T m 7 7 AN En T A o R=U TENTEET, BINL
72N E L, DefaultWebVPNGroup 2355 7' 1 7 7 A MZ72 ) £9, 2—HFonr 7 A
VRV, a—PRBHECHERTORED F L T —TEERIRT L7200 D R
nyFE T YA NNREREND LI ELET,

« [Allow user to enter internal password on the login page] : WNH#H— /X ~D T 7 & AHF|Z

IRHNAT = REANNTHAT v a vy 2BIMLET,

* [Shutdown portal login page] : 7 274 3T 4 B—T7 L DOEAEIZ Web X— TV &2 FKR L E

j_o

+ [Connection Profiles] : = ®#%ft (h RNV T —7) OFHAY o —2RETDHLa—FK
BN LT — 7NV ERRLET, £La—Ricko T, ZOEHOT 7 4+/V k7 b—
TRV =R SN ET, La— RidX, 7 b aVER OB IT A —ZNEENT
WET,

« [Add] : IR L 728565 [Add Clientless SSL VPN] %A 7 1 7 R v 7 A 03B & £,

o [Edit] : 4R L 7= 8¢ D [Edit Clientless SSL VPN] # A 71 77K v 7 AN & £,
* [Delete] : IR L=t a7 — 7 A bHIBRLE T, MEEEINT, RVELLTEER

A/O

« [Name] : £t 7' 12 7 7 A L D4R,

* [Enabled] : A X —7 /MR 5> TWDGHICT = v /v — I B EET,

s [Aliases] : B&ft 7' 1 7 7 A L DRI4,
* [Authentication Method] : 3 2F8FE S XA FaE L £ 7

+ [GroupPolicy] : Z D72 7 7 A NDT 7 4 )b b I N—T KU —%FRLET,
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5547 LR sSLVPN TR 77 4 L, 24EE [

* [Let group URL take precedence if group URL and certificate map match different connection profiles.

Otherwise, the connection profile matches the certificate map will be used.] : ZD A7 3 > T
X, BT 07 7 A NV OBIRT 1 AREZZL—7 URL 3 L OGEHAEOEO M7 )
77 VU AERELET, ASAT, =V RARA V ML o THREShHR IS,
i 7 m 7 7 A VI Ko THRESNTHERE SN D E RE TERWIEEIT, BIDEE —
THEE T 0T 7y A VPEIRENET, VPNV RAA > N CHRE LT/ V—7URL %,
U7V —7URL Z4EET D7 0 7 7 A NV ERET 72012, ZEDOEVASA Y 7
P27 VY —=ATHEREINLGTY 77 LU RZRMT 2580, ZOF T a %z
FUZLET, ZOFTvad, 774NV TEA TR THET, A7l
By ASAITEERL 7 0 7 7 AV THRE LICRE & 7 o — /L BMEZ ., =2 FaRA > b THEMT
DREAED 7 4 —/V MEEMRE LT, #ii7n 7 7 A Lz2H 0 4 TET,

D547 FLRASSLVPNEHR IO 74, EXREH

[Clientless SSL VPN Connection Profile] > [Advanced] > [Basic] ¥4 7 7 77K v 7 A Tix, AR
PEAERRELET,
s [Name] : ¥ttt € LE T, WEKIEDYA. 207 4 —/L RIZFAHY BEH T,
« [Aliases] : (fF5E) Z OEEOREL % 1 DL EFEE L £ 4, [Clientless SSL VPN Access

Connections] Z A4 7 2 Ry 7 ATEDE S alEZRELTWDHEARIZ, ol A ~L—
VI RERESNET,

* [Authentication] : FFE/NT A —HF ZFRE L T,

s [Method] : Z D T, AAARRRE, AEAERRGE. FI3F0@BEMHT LN E 50
FRELET, T 74/ ME AAA BFETT,

* [AAA server Group] : = DDA EETHEH T2 AAA T — N 7 —T7 %2 3IR L F
79, 7 74/ MEXLOCAL T,

+ [Manage] : [Configure AAA Server Group] A 7 B 7 7R v 7 ANAE £,

* [DNS Server Group] : & D8O DNS — N F N —T7 L L CHEAT Y — &2 RIN L F

4, 5 7+ /L hiZ DefaultDNS T,

* [Default Group Policy] : Z DG CHEHT LT 74/~ TV —T R —DRT A —2 %

fRELET,

* [Group Policy] : ZO# THMT 27 74/~ Z N —T R v—2RRLES, 7
7 # )V N L DfltGrpPolicy T,

+ [Clientless SSL VPN Protocol] : = D#ft TD 27 A4 7> L ASSLVPN 7’12 h /L%
A X—TNERIFZT A B—T M LET,
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B /s 7 riassivengToor 4L, —REE

D54F72FLASSLVPNESHRE O 74 )L, —BEHE

[Clientless SSL VPN Connection Profile] > [Advanced] > [General] ¥ A 7 &2 7' 7R v 7 A& LT,
AAA T — NIZET RN —FA DD LV A E T N—TERETINEIPEREL, AT —
REHA T g o E2IEELET,

* [Password Management] : AAA Y —/3725 D account-disabled - > 27— & O L EX |27
HNRTG A= L a—PTT H AT — FHIIREIAVBAENICE T 2 /37 A — X R ETE
£75

+ [Enable notification password management] : ZDF = v VR v 7 A&k F AT HE, IR
D2ODNRTA—=ZPFTEDL LR 4, NAT— RRHIREINICRDET
DEFED B EIEE L, TORKLIRIOB DR 7 A VHHc 2 —FIlc@md 50, £
T3 AT — RAWIREIAUC 2 58 BIZa—FIC@md 202 RELE T, 7740
RCiX, 7SR T — RAHIREINIZA2 5 L0 14 AR —F~0mmzta L, Lk,
=N RRAT— REERTHETHABNT DL ICREIINLTWET, F@pHIE1
~ 180 H T,

A

G ZoOWBIZL->T AT = ROHRPYUINDS ETOHEREDD
DOTIE L, BENA R—TNMIRATETTHD E VW) HITESR
LCLESN, 20X T arwz@ NI 55503, BRLEET
DULENBY 4,

WTFNOEFETH, BEINTIZNAT— RR#REINIC /27 & &, ASA Tli=z—
PIZL DR T — ROEFENRARETT, BATO/NRRAT — RBEL L TWORWEA.
=PI FDONRAT—REFH LT /A v LEETDZ ENTEET,

ZDRT A—=HE, ZD XD IpimAgEE A YR — b9 5 RADIUS, RADIUS %fii~ NT
P—/30 LDAP ¥ — 372 & D AAA H—/ 3 THZHTT, RADIUS F72i% LDAP FEAEA
HESNTWRWGS, ASA TlEZoa~vy RAEHINET,

S5A4AF72RLRASSLVPNEHE IO 774 )L, EBEE

[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication] # 1 7 & 7 7R v 7 A T,
A B =T = A REF OB — TN —T IR, B, M. ELAHBRTEET, 2o
AT TRy T ADT =T NVDOEATINE, A v F—T = A AFFGI =T NV—TDAT—X
AMFPREINFET, BRENDIDIE, A F—T =4 R4, TIEEMT SR — T
=T BEOBR LY =N TN =T TEENEELZE ST —IL T —=FX=Z~0D
T —IVNy I IA F—=T AT S TND N E I INTT,

[Authentication] ~A > D7 4 —/L Ri%, AnyConnect DFEFE &[] U T9 (AnyConnect #fi 7" =
Ty AN, AEEE (65 ~—) ZM) .
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5547 FLRASSLVPN G TR 77 4 L, BiE. v—nsu—Toiem [

D547 FLRASSLVPNEHE IO T 74 )L, BBEE. b—/\FIIL—TDIEM

[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication] # A 7 &2 7' 7R v 7 A D
[AdA] RZ %7 ) w7358, A X —T A A% AAA Y —2N T )L—7\CBBfFHT 5 Z &
NTEET,

TORTEEIT) 74—V RIZHOWTIE, 77947 FLASSLVPN BT a7 7 AL, A
BT 2 f ANDRAY— R T)—TDEN YT (743—2) ZBRLTLIEEN,

D92A4F7 2 FLASSLVPN#ZfR TR D 74 )L, 2 REBAE

74T hLASSL D2 REFERTE T 4 —/V Rid, #5707 7 A /v, 2 GRGEBEME (67
A=) IZFEHEH STV D AnyConnect 7 7 A4 7> b 77 B A LFEIELKTT,

954F7 2 MLUASSLVPN 7R 774 )L, 58]

7747 MU ASSL OFBFERE T 4« —/V RiX, AnyConnect, IKEvl, 3L WNIKEv2 D4 &
Hbfﬁo_n%®74~wP@ﬁwmowfmwmwmmm%ﬁ7m774w ﬂTEﬁ
(70 ~—2) Z2ZML TS,

DS54 F7>2FLAXSSLVPN#EH O T 7 14 )L, NetBIOS H—/\

7747 > kL ASSLVPN 85t 7' 11 77 7 A /L [Advanced] > [NetBIOS Servers] Z 1 7 12 7' 7R v
7 AU, BREWE A D NetBIOS — O J@EMENRR R S LE T, [Add or Edit Tunnel Group dialog
box for Clientless SSL VPN access] > [NetBIOS] # A 7 v 7R v 7 A&fEHAT UL, hrxL 7
N—T7DNetBIOS BIHEZRET 2 Z LN TEET, 7747 ML ASSLVPN TiE, NetBIOS
& Common Internet File System (LA % —xy b 77 A/ AT L) Fu havzfL
T VE—= MV AT AEDT7ANMIT 7 8ALIEY, 77 A 0ZHEG L7720 LET, Windows
A2 HICEDA Ea— AR LT 7 AN E LL D) LT L, BBESH
7277 AN P —=NERy T —27 LDV Y — A %557 2 FEE D NetBIOS 44 & k)i L £ 7,

ASA X, NetBIOS4 % IP 7 R L RIZ~ v /T 57-90IZ NetBIOS Fr— 24 H— N2/ =) — %1%
fgLEd, 794 T FPLVASSLVPN T, VE—F VAT LDT7 7 A NET 7 BAEIT
HAH T 572D NetBIOS RSB TT,

NBNSHEEZENMESH 21213, D72< & H 1 BEDNetBIOS —/3 (FRA ) ZRET D LHEN
HOFET, LEMEEZEHRTL7-DIINBNS B — "% 3 OF TRETEET, ASAIL, URA b
DEA DY — 3% NetBIOS/CIFS LRI LET, 7 —RNkd 5L, ROP—
MERENET,
[NetBIOS Servers] XA >D 74 —J)L K

* [IP Address] : g% 4172 NetBIOS #— 3D IP 7 KL A& KR L ET,

s [Master Browser] : —/3723 WINS % — X CTH 570, HDHWILCIFS H—N (DFE Y v A H
TIUW) bbb —"ThILINERLET,
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B /57 rLxssLvenNEGETOTF L. 45472 FLRSSLVPN

* [Timeout (seconds)] : #—/323 NBNS 7 = U —{(Zx} 9 B IE & FF O i W) DIEE] % FL BAAL C
KRLET, ZORMERETLE, ROF—NZ7 ) —%2KELET,

« [Retries] : g%/ E SNz H— 2% 5 NBNS 7 = U —DREZNEFICY T A T 505 %E
KR LET, VI NE, =7 —ZRTETH DY X FEZKETDHEEE NS Z &
T, w/hY R TAHETZ0TT, T 740 hOFREATERUL2[ETY, &KUY N7 AT
10 T9,

* [Add/Edit] : NetBIOS #— 3% B/ L %9, [Add or Edit NetBIOS Server] %4 7 12 7 7R > 7
AP E £

s [Delete] : 4R L 7= NetBIOS 7% U A R B HIBRL £,

* [Move Up/Move Down] : ASA %, T DR v 7 AZERIIZIERF T, NetBIOS ¥—/3Z
NBNSZ =V —Z#ELET, ZORy 7 AZMEMLT, 72V —%2 U X MNTLEFICH
Mz lIick Y BEIEMEZERE L ET,

HS5AF7RLARSSLYVPNESE 7O 7A4IL. 547> L X SSL

VPN

75347 v b VAR 2 7 7 A /LD [Advanced] > [Clientless SSL VPN] XA > Tlif, @74
KFC Y B— N 22— FICR R SNHONFICHET L RMEERETEET,

ZOX AT a7 E AnyConnect #7027 7 A VDT 4 —)L RIFRI TN D728, FEIZOWT
BT 7y AN, IN—T A YT AL T N—TURL (74 2—) 2B LTS
v,

IKEVI & 7022740

IKEv1 £ft 7' 1 7 7 A )&, L2TPIPsec 7R ED XA T 4 7VPNZ T A 7 ¥ — =T 4
VPN 7 747 FOFRFEAR Y > —%EF LET, IKEvI #7127 7 A /LI, [Configuration]
> [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection Profiles] ™= > T
HELET,
* [Access Interfaces] : IPsec 77 ZATA F—TWITDHA LV H—T = A AZRIRLET, T
TN TR, T BRI H BRI TWEREA,

« [Connection Profiles] : BEF D IPsec #fit DRXE W 23T A —F RN TERRLET,
[Connections] 7 — 7 /WZIE, BEeAR U o —ZRETH L a— KRERINET, 1 DD L
a— Rick - T, %@@ﬁ@77fWF7W%7T)/%ﬂﬁ%éﬂif La— R
E7m R a VB OEG T A= NEENTWET, 77 ML, ROT T LR HY
£

* [Name] : IPsec IKEv] ¥t DABIE /21X IP 7 RV AEBEL 7,
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IPsec 1) E— k 75 £ REHETO T 7 A )L, [Basic] 27 [

* [IPsec Enabled] : IPsec 71 ks /LN A R—T W72 5 TNDME I MERLET, T

D7m bk 2id, [Addor Edit IPsec Remote Access Connection] @ [Basic] 1 7 17 77K v
JATAHX—T /v LETS

s [L2TP/IPsec Enabled] : L2TP/IPsec 7' 2 k /L3 A R — T )UZ/2 5> TWDH N E ) MhEIR

LFET, 2072 b aiL, [Addor Edit IPsec Remote Access Connection] > [Basic] %
AT TRy T ATAR— 7» LFET,

* [Authentication Server Group] : FalEZ #&IL TE 5% —/ 7 /L—T DAL,

* [Group Policy] : Z @ IPsec #fie D 7/ V—"7 RV o — D4 Fi%E R LET,

GE)

[Delete] :

FHEA,

BIRL T2V =N T N—T%T7—T VOB LET, ERINT, CVELLTE

IPsec ) E—F 7O REHEITOT74)L, [Basicl 2 T

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[IPSec (IKEvl) Connection

Profiles] > [Add/Edit] > [Basic] ? [Add or Edit IPsec Remote Access Connection Profile Basic] % 7~

IRy ARG S L, L2TP-IPsec 25 T, IPsec IKEvl VPN #5550 M@ B M % 5% E
TEE9,

* [Name] : #&f5i 7 0 7 7 A L D44 i,

* [IKE Peer Authentication] : IKE B 7 % E L £,

* [Pre-shared key] : i H OFRTILA X —OMEZFE L E T, FILA X —DHEREIX

128 37T,

* [Identity Certificate] : ID FEBHEAERE S 4L, BER SN TWDIEEIT. ID GEBEO A AL

%3N L E 9, [Manage] : [Manage Identity Certificates] %1 7 & T v 7 ADE E
T, ZOXA Tl Ry 7 AT, BIRUZGEAEOFEMAZ BN, WE., HIk, =7
AR—F, RTEET,

* [User Authentication] : = —HFBFETHEM T2 — OFREZIEE L 7, Bl 3850EHE #
T [Advanced] &7 >3 V CHRETEE9,

s [Server Group] : = —HWBIETHEHAT 2V — N 7V —T%BIRLET, 7 74/ MME

LOCAL T, LOCAL LIAADH— X F)— 7 %IRRT 5 & | [Fallback] F= v 7 7R v
JAMBIRTE D L1220 £4, =T —T7%BIF 5I121%. [Manage] 78 %
vEIZUv I LET,

« [Fallback] : 87 L7z —R 7 — 7 CRENELE L5 — Y HEAE T LOCAL

TN E I DERELET,

* [Client Address Assignment] : 7 7 A 7 > MEMEOEI Y 4 TIZRHET 5 @ELZEE L £7,

AL |
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. [Add/Edit Remote Access Connections] > [Advanced] > [General]

« [DHCP Servers] : 4% DHCP — "D IP 7 KL AZFHELET, &RKTI0H
TOYP—NEARX—ZTRY]> THEMTE £,

* [Client Address Pools] : FRIERIFEADT RV A F— & 6 HETHELET, 7R
VA T —VEERTHITIL, [Select)] KX %27V v LET,

» [Default Group Policy] : 7 7 4 /L k Z/v—7 KU o —ICB#ET 2 BEE2HBELE T,

* [Group Policy] : ZD# CHMAT L7 74V h Z N —T R o—2RIRLET, 7
7 /v b iZ DfltGrpPolicy T4, ZDZ—F KU 2 —IZBH T 55 L7 r—F
AU v—%EFRT HIZIE, [Manage] =7 VU v 7 LET,

+ [Enable IPsec protocol] & [Enable L2TP over IPsec protocol] : = D#ft CHEMAT 257 1 b
VAR L £,

[Add/Edit Remote Access Connections] > [Advanced] > [General]

IDEATa TRy 7 AEHFER LT, AAA —NETHIIZZ =N DB LA E T L—T
RETENEIDNEREL, XAV —REHERTA—FEZEELET,

+ [Strip the realm from the username before passing it on to the AAA server] : = —'4 % AAA ¥—
ANIZETHNC, Lrs (BERAA V) Za—FEANORET DI E A X —T NV F721F
TAE—=TMILET, AR — Y4 O LV MERGT- A2 HIBR T 5121, [Strip Realm]
Fx2v IRy I AA NI LET, LVAAIE, AAA GREE. 7FRI. T T 4 7))
Da—VZITBEIMTEET, LA LTEYRT Y 2 2@ 20T, B,
username@realm T3, 72 & 2 IL. JaneDoe@example.com T3, Z @ [StripRealm] F = v 7
My I Aud Al DL, BRHIZ— A DORTESNTUThNET, A7 LS
I%. username@realm CFFN BRI EEDWCRRAESM TONE T, Y —TT VU I ¥ 2 ©
ERVWGEE, ZOF 2w IRy 7 AT HMERD Y 7,

7 VPN B
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[Add/Edit Remote Access Connections] > [Advanced] > [General] .

N

G VLI N—TOWMEa—FL4IBNTE £, TDH

ASA 1T, AAABEREICH LT/ AV —7HE LAV LRICRES L
NRIA=Z MR LET, ZoF 7 a oL, =2—94%
[@realm][<# £ 721X 1>/ —T] L2 0 £4 () :

JaneDoe@example.com#VPNGroup) , Z DA 7' a & RN LT
BlE, IN—TFTVIFE LTI 2EHTLILERD
DEF, . @BLALATUIXELTHEAINTHSE
BASAN@EIN—T TV IXEINTE 72005 TT,

Kerberos L /b ATHFERFI] T3, Kerberos L /L LD HiHI & L
C. Kerberos L'/L A & AT T 5L TWADNS R A A 4% K3
FTORLLET, 72& 21, =—¥ ) example.com KA A 2 IZFF
1E3 5 56 121, mmmmva%ExmquDMk%ﬁbi
7

ASA |21, user@grouppolicy D AR — MIEFNEHA,
L2TP/IPsec 7 7 A 7 > h7Z1F A3, user@tunnelgroup %41 L7= k&
TN ALy F TP R—=FLTWET,

» [Strip the group from the username before passing it on to the AAA server] : = —W 4% % AAA

P NZETHNC, L (BERNAAL V) 2a2—VPENORET DU E A X —T L FE
7ET 4 =7 M LET, SRERIC 2 —Y 4 D 7 NV —T A & HIFRT HIZIE. [Strip Group]
Frzv IRy I AF A LET, TDOA 7T a1, [Enable Group Lookup] 78 v 7 A %
FACLEHBBICETAR T, TV I 2L T/ —T 42— RITBMNL,
Group Lookup & 14 X —7/WZT 5 &, ASAIL, 7 VU I ZDEMIZH D Fa2T X Ta—
P MR L, HROLTFH2T XTI N—THERRLET, BRIV —T TV IHXT
@. #., BEL ! T, @» Group Lookup D7 7 + /)L h CTF, 2—¥F4<T U I ¥>T L—F
DIEAR T N—T 22—V HITBMLUET (B : JaneDoe@VPNGroup, JaneDoe#VPNGroup
X° JaneDoe! VPNGroup) .

* [Password Management] : AAA ¥ —/\7>5 D account-disabled - 27— % O LEX|ZEET

HNTG A= b 2= PITT H AT — FHIRUIVBHNCE T 537 A—F R ETE
i‘é—O

* [Enable notification upon password expiration to allow user to change password] : Z DF =

IRy I A NTTHE, WD2ODNRITA=EPFHTE L L9120V ET, ~
AU — RBHIRGINIC A2 2 £ TOREDO HEZHEEL, TOHKIZTHIOA DR 7 A
VIRHC = IBEIT D, E7213 AT — RAHIREINIZ 22 5 Y HIZ e — @
THMERBIRCTEET, 7740 b TR, 2SR T— FBAHIREIILICZR 2 XY 14 HAHT
(Ca—F~O@EmzBa L, U, 2— PR AT— RE2LES 5 E THABMTS
FOCRESNTWEY, #PHIE 1~ 180 H T,

—ferarz N EE I}
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B e s5070 7 rLRERE

A\

GE) oW E > THRRAT— ROHIRNYIND ETOHENEDD
DOTIFRL . WBIRA F—T MR BT THDH E VD RICHEE
LTCLEZEN, 2047V a 2R RT55481F. BERLEET
LDMENRHY £T,

WTHOBETEH, ZEINTICNAT — ROAHROINIC AR >7- & &, ASA Tlda—
PICL DA T — ROEFERAHETT, BITONRRT — RBREG L TWRWEE,
2—WFIIFDONRNAT— REFERH LT A LEEITAZENTEET,

ZDNRTA—=HE, ZDOX D R i@AEEE L YR — h 35 RADIUS., RADIUS %fiis NT
P — 3 LDAP — 372 ED AAA — R THLEITF, RADIUS F 7213 LDAP HAEN
REENTWRWEEES, ASA TlXZ oo~y FAREHR I ET,

Z DOHERETIX. MS-CHAPV2 29 20 ENH Y £9°,

IKEV1 2 547> b7 FLRIERE

IJIAT T RLAEDRTEIZITXTOI AT v MEGETa 7 7 A V@4, £
WIZOWTIE, B 7 77 A, 7 I9AT M T RLRAIEE (62 3—2) 2L L
W,

IKEV1 #7022 74 )L, BEE

DX AT iRy 7 A%, IPsec on Remote Access 18 X OF Site-to-Site + > R/ ZI)L—T D
BIERENET, ZOXATRT Ry 7 ATOREIL, ASARKIZES T OB 7Tn 7 7
AN (b T—") [ZEHSNET, A1 ¥ —T oA AZ LI — N T —T"%
ET DI, [Advanced] %27 YV v 7 LET, ZOXA T TRy 7 ATIE, ROBEERE
TEET,

» [Authentication Server Group] : LOCAL 7' /v —=" (F 7 /v ) 72 EOF| A R[GE/RFEFEY —
NI N—T% R LET, None bFINATHE T, None F721% Local LISt 2 3IRT 2
& . [Use LOCAL if Server Group Fails] = v 7 R v 7 ARFHTE 5 L 512720 77,

* [Use LOCAL if Server Group fails] : Authentication Server Group JEEIZ X » THRE SN/
N—T THEEDPFEAELIZHAEIT. LOCAL 7 —F N—=ZA~D T 4 — )\ J e R—T )L
FRIET 4 =TI LET,

[Enable Group Lookup] R 7 A% A 712§ 5 &, 22—V LHDORIHE DS FBIAEHETX F
9, [Enable Group Lookup] 78 v 77 A & [Strip Group] D i 5% 412 T 5 &, AAA P —/"T
TN—=TH PSS NIe 2= OF —Z N—= 2 2R LN b, R 2 — P4 ORI
DNTa—WERIETH I ENTEET,

7 VPN B
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IKEV1 #8507 74 )L, B0

WA DREITT XTDT TA4T > M7 v 7 7 A )WZE TS, FHMIZ OV TIE, AnyConnect
Pl 7 7 7 AV, RAEEME (65 X—) EZML T EIW,

IKEVI O 274, FHOUT14 2T

T T 4V TOBREILITRCOIIAT v ’MEgT a7 7 A4 0 icds@cd, FEMic oW T
. BT e T AN, T T 4T (745—) BB LTLLE SN,

IKEvl1 %570 2 7 1 JL. IPsec

[Configuration] > [Remote Access VPN] > [Network (Client) Access| > [[Psec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [IPsec]

* [Send certificate chain] : REBlET = — > RIKOEFEEA F—T NV EIXT =T MICL
£, ZOT 7 v allE v— FEREB L URENOT R TO FALCAGERENE £
ET,

* [IKE Peer ID Validation] : IKE 7 ID #E % #3570, MHETHH, HDHWVIFFEHE
WL THR—=FEINTWEGARICE T TF =y 7T 505 RIRLET,

* [IKEKeep Alive] : ISAKMP % —77 74 7 £=4 ) T A F—T VL THELET,
* [Disable Keep Alives] : ISAKMP ¥ — 77 74 7% A 3x—T7 NVEIET =7 ML
ij—o
* [Monitor Keep Alives] : ISAKMP ¥ —7"7 74 7 E£=X U T A X—T NVETIXT «
=TI LET, TOAT v a &ERT D L, [Confidence Interval] 7 4 —/L K &
[Retry Interval] 7 4 —/L RSFIHTE 5 X 912720 £,

+ [Confidence Interval] : ISAKMP & — 77 7 4 7 OEHEMEZfEE L ET, T, ASA
NX—TTITATE=L) T ERGTHETIZ, ET7RT A FVREZGETX 5
BHcd, f/h10B, K300 T, VE—RNT 78R IA—TDFT 74 /L ME
300 T,

* [Retry Interval] : ISAKMP % —7"7 74 7DV b7 A MO AR ELET, T
7 4V MEIX 2 BT,

* [Head end will never initiate keepalive monitoring] : &4+ ~D ASA BX—7T 7 A 7
F=H VTG LRI ITRELET,

IKEV1 %t 70 2 7 1 JL. IPsec. IKEZB5E

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [[Psec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [IPsec] > [IKE Authentication]

* [Default Mode] : EFC none, xauth, F721% hybrid 7067 7 4 /L b OFBFEE — R & @R T
% \iﬁ—o

| —ferarz N EE I}
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. IKEVI 8T 077 A )L, IPsec. V547> b VI b7 DEH

* [Interface-Specific Mode] : FRFEE— K& A VX —T7 =2 A AT LIZHRELE T,

+ [Add/Edit/Delete] : [Interface/Authentication Modes] 7— 7 /WIZ&k LT, BR L7721 >
B—T 2 A A LBFEE— ROLT ZBNAREMIBR L E5,

s [Interface] : ARIfTEA L H —T 2 A AERINLET, T 74NV MDA X —T A
A inside & outside T2, BIDA X —T = A AL ZRE LTEHAITIE. ZD4HI
MY A NMIRRINET,

* [Authentication Mode] : £F20 none, xauth, F 721X hybrid 2> HF8FEE— R &8RN T
E3 AN

IKEVI 70277 4J)L, IPsec., 954 F7 VYT RO T7TDEH

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [[Psec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [IPsec] > [Client Software Update]

[Client VPN Software Update Table] : f > A h— /LI TWN54%47 74T VPN Y 7 h 7 =
TR =IO TC, JIAT LV RNEAT, VPNIZFA T DY EVay, BLOA A—
VURLZ —BERLET, 7I7AT L N AATTLI, FTENDITIAT N Y7 U=
TIVEeVark MEUSLT, Y7 NU=T Ty T —ReXyru— KT 5 URL £7-
IXIP T RLAERECEET, 7747 T v 7T —h A =X2L (Client Update % 1 7
0 7Ry 7 AEEHERANH D £) X, ZOBFHREFEAL T, £ VPN Y T4 7 > i)
BRYEYa s LV TEITIN TSN E 9, MU THIUX, EA Y=V LT v 7T —
MAD=A L%, HROY 7 b =T Z2FETLTWDET T4 7 2 MIRET 2008 5 0% Hllr
LET,

* [Client Type] : VPN 27 Z A4 7 > & A T &ML E7,
* [VPNClientRevisions] : #FASNDH VPN FA T hDY EY a » LV ERRELE T,

* [Location URL] : i#t)72 VPN 7 A4 7> N V7 "N =T A A=V %Xy a— RNTE5
URLEZIIIPT RLAZEELET, X470 TRy I ARX—ADVPNI ZA4 T RO
%A, URL L http:// £7213 https:// &V HTEXTT, 77472 b F— KD ASA 5505 T
%, URL (Z tfp:// B TH D E N H D £,

IKEv1 #£#t 70 27 7 1 JL. PPP

Z O IKEvV] #5717 7 A A& LT PPP #2§t TREFAI SN DRERET 1 b 2V ARET 51
¥, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection
Profiles] > [Add/Edit] > [Advanced] > [PPP] Z B & £,

TOFEATa Ry 7 A, IPsec IKEvl VE— F T 722 a7 v A VICE T SN
F9,

« [CHAP] : PPP 84 C CHAP 7' 12 b 2L D& A F—7 M LE 7,

« [MS-CHAP-V1] : PPP ##t T MS-CHAP-V1 7't h 2 /LD Z A 2 —7 /LI L £7,

7 VPN B
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KeziEgETno 740 ]

« [MS-CHAP-V2] : PPP ##t T MS-CHAP-V2 7’11 h 2L Dl A X —7 /LI L £,

* [PAP] : PPP ##i CPAP 7' 12 b /L D% A X —7 M2 LET,

« [EAP-PROXY] : PPP #4f¢ C EAP-PROXY 7' 11 h /LDl % A % —7 LI L£9, EAP
I%. Extensible Authentication protocol (JLIEFRFET = k=)L) ZEWRL £7,

IKEV2 & O 74 )L

m&a%ﬁ7m774w?mpmwmmaww7?47yh’ﬂ#é&@ RERA AN —
BLOFRHEA X — X—2DOWFEE EFKR L £ T, ASDM OFE/SFK/LiX, [Configuration] >
[Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connectlon Profiles] T3,

* [Access Interfaces] : IPsec 7 7 B ATA R —T M IT DA L F—T =2 A AR LET, T

T b TIE, T BAFRITML BRI N TWERA,

» [Bypass interface access lists for inbound VPN sessions] : %&{g VPN v a DA ¥ —7 =

AATIEHAY A RNESNANRNATHICE, ZOF 2w IRy 7 AT AT LET, FL—
TRV —BIR2—F R —DT7 7 EBA VA NITRXTORNT 7 4 v 7 IFICHEA
SNFET,

« [Connection Profiles] : BEF D IPsec #fit DEXE W 23T A —F RN TR R LET,
[Connection Profiles] 7 — 7 /VZI%, B ARY > —Z2WRETH L a— RBRERINET,
DOV a—RIZLoT, ZOEFEGROT 74NV N T NA—TRY =@l EhEd, La—
NiZiE7 e b2V EA OB ST A =2 PEENTWET, T—7VIZE RO T LB
HET,

* [Name] : IPsec #e DARTE/ILIP 7 RLAZELE T,

« [IKEv2 Enabled] : 12725 TWAESIT. IKEV2 71 Faing x—7 iz o T
b\é_é:%rbiﬁ“o

* [Authentication Server Group] : sSaE(ZfEHT D — L —T DA FIZEE L £,
* [Group Policy] : Z @ IPsec #fie D 7 V—"7 RV o — D4R AR~ LET,

A\

GE)  [Delete] : IR L7V — " 7 —T% T —T VN BHIBRL £,
RSN, LCOVBELLTEERA,

IPsec IKEv2 {47027 7 A JL : [Basic] @ 7

[Add or Edit IPsec Remote Access Connection Profile Basic] %4 7 1 778 v 7 AT, IPsec IKEv2
HepiodmEEERELE T,

* [Name] : it R E LET,

—ferarz N EE I}
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B psecke2 57077 40 : [Basicl 2 T

« [IKE Peer Authentication] : IKE E'7 Z#E L £,
* [Pre-shared key] : #£f5¢/H O FRATLAG X —DEZEE L 9, FalldhhF—DHRAKRIX

128 XF T,

* [Enable Certificate Authentication] : A 129 % & | FRFEICFEIEZ M H TE 77,

+ [Enable peer authentication using EAP] : W5 L, FRARICEAP A CE £, =

@?I‘yﬁfk‘yﬁx%ﬂ“/ L7=% j: o — 7 )VisE LEE%%%{iﬂqﬁ_éﬂ\gﬁ)‘&)
D E£9,

[Send an EAP identity requestto the client] : U E—F 727 A VPN 714 7 FMZ EAP
PRREELR A AfETE T,

s [User Authentication] : PREETHERT 2 — " DOFREEE L ET, FHMRGEEH
IZ [Advanced] 7 > a V CHETETET,

* [Server Group] : = —WFBFECTHEAT 2V — N IV —T %2R L ET, T 74/ MIE

LOCAL T9, LOCAL LISADH— 3 F)—T %8 IR$ 5 & | [Fallback] F = > 7 7K >
JANEINTE D L DIT2 0 £,

* [Manage] : [Configure AAA Server Group] % A 7 B 7R v 7 AN E £,

« [Fallback] : 87 L7z — X 7V —7 CRENELE LT —WERFE T LOCAL

EEMTONE I DERELET,

* [Client Address Assignment] : 7 74 7 NEMEOHEI D Y CICEH#E T B2 E L 7,
« [DHCP Servers] : {4 % DHCP +— "D IP 7 RL A& EELET, RRKTI0EE

TOH—=NEAR—ZATRE > TEBIMTE £7,

* [Client Address Pools] : SRIEFKFHDT R LA F—/L % 6l E THEL 7, [Select]

7 Vw735 L, [Address Pools] A 71 7R v 7 AN &E £9,

» [Default Group Policy] : 7 7 4 /L b Z/L—"7" R > —(CBHd# T 2 BIHEZIEE L 7,
* [Group Policy] : ZOEHTHEHT L2774V~ Z—TF R —%@RLET, 7

7 # )V M & DfltGrpPolicy T,

* [Manage] : [Configure Group Policies]| ¥4 7 2 7/ 7/h v 7 ANRPE E7, ZOXA T s

Ry 7 AT, FV—7 R o—%2BIN, WE. E-FHIRTEET,

* [Client Protocols] : Z O CHEHAT 71 ha vz &INLET, 7 740 F TR

IPsec & L2TP over IPsec D TR S TUVVE T,

« [Enable IKEv2 Protocol] : U E— k 77 R 7 0 7 7 4 LT % IKEV2 7' 1

—f&#975 VPN 5% 5
88

FanEzARX—=T VI LET, ZHiE, BIEEERLIINV—T RY —DRMET
B
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IPsec ') E— + 79 £ RA#E#H 07 7 1 JL : [Advanced] > [IPsec] 7 7 .

IPsec ') E— k 7O REH T O T 7 4 )L : [Advanced] > [IPsec] & 7

IPsec (IKEv2) #f5¢7 17 7 A L ®D [IPsec] 7 — 7 /VIZIRD T 4 —/V R’ Y £97,

* [Send certificate chain] : GEFET = — LV BEDREEFEEZ A X —T NV EIZT 4 =T M
LHEICA NI LET, ZOT 7 v a iZiE, — PEREB LR ENO T TO L
CAGEIENE ENE T,

* [IKE Peer ID Validation] : IKE 7 ID OFMEZT = v 7 LigWin, EHET D0, HD
WTFEFIZ L > THR— F SN TWDIGERICTF =y 7T Ruy 77X U A M)
HIERLET,

(o] _—
IPsec £71=(LSSLVPNIEZEHE T O I 7 A ILADIIBAZEND T v
[o] N
E>J
ASA X, 7 T4 7 > FAEHERGEIZ X D IPsec B ERAZETHE, HEINTWVDLRY
Il THEERICE R 7T e 7 7 A NV EE DS CTET, TORY —id, ZE LI A— %A
ATx, FFHEOU 7 f—/L R, IKEID (KA &, IPT FLA, ¥—IDARY) . ETIPT

RUVA, 3T 74V MMER T 0 7 7 A VEMH TE E7, SSLEROGA. ASAITRES
NTCNWBL— LT 2R L ET,

No— VB AH 5% IPsec #ft £ 721X SSLEEHE DA, ASAIZ—HKT 2L DON RO 5 ETL—
K U CREEDOBMEZFHMG L 9, —8T 2= RN Ro0n5b &, ED/N—/ VI EfT T
DN T 0 7 7 A NVEEGICEID L TES, —HTHL—ARNAONLRNGAE. ASA
X, T 74 O v 7 7 A v (IPsec D54 1% DefaultRAGroup, SSL VPN D513
Default WEBVPNGroup) Z##elZHI 0 M TEJ, 22—k, #ii7rn 7 7 A L3 A 2—T LI
2o TWDUR, R—F L X=VICRREND KayTE T URANPLEOHER T a7 7 A
NWERINTEET, ZOE T 07 7 A VO A 1 AT 56 OFERIX, AEHEIE 2D
o, FLTERE O 7 7 A LVORAHREICL TR ET,

R =T Dt E S NV — 7L, GEHE— ORI N— T 2 RET OIS
LHEEERLET,

[Policy] XA > CHRET LRI —%HELET, BET DL/ — L2 BIRT 58413, [Rules]
RANTBE L TL— L EIEELET,

SIBREMERE IO 7AILIY T, R —

IPsec #EfEIZIB N T, R o —IZ =T HiEHE I NV —71F, GEEHEL—FOMR I V—7 %
FET DD T 2 HEEERLET, ZNUHLDORY —OREHEHE L, [Configuration]
> [Remote Access VPN] > [Network (Client) Access]> [Advanced] > [IPsec] > [Certificate to
Connection Profile Maps] > [Policy] Ti% & L £,

» [Use the configured rules to match a certificate to a group] : [Rules] TEF L7/ — /L &2 T
% \i ﬂ—o
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* [Use the certificate OU field to determine the group] : fffk—~=~ ~ 7+ —/L R&MEH L T,
AEAFIC BT 27 V=72 RETEET., ZORERF, T 74N P THUITR>T0E
j—o

[Use the IKE identity to determine the group] : [Configuration] > [Remote Access VPN] > [Network

(Client) Access] > [Advanced] > [IPsec] > [IKE Parameters] T L7= ID 2 T& £,
IKEIDIZ, IP7 FL A, ¥—IDICLV, FHIFHETIEEISNET,

[Use the peer IP address to determine the group] : E7 D IP 7 RL AZEHA T £4, Z O
ElX, T 74NV R THUACR o TVET,

[Default to Connection Profile] : EDHIEIC S —F L2 2 GEIEHNT 5, FEHE—
POT 74NN IN—TE2RIRNTEET, ZOREFX, 774V N THUZR->TVE
7, [Default] iZ&HHT 74NV K I N—T% 2 Vv 7 LT, VANEIZL—T{bLET, &
ENWX T N—TNRETT, URANNIZZV—T7 07045 1E, [Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Group Policies] T/ NV —7 % EHFT DLENRH Y
*7,

SIBREAEGE AT 7AIL Y TDIL—)L

IPsec #EHEIZIBNT, R =l =T HiEHFE I NV —713, FEHEFL—FOHRI V—7 %
FET DO T 2 HEZERLET, 7277 A/~ v 7%, [Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Advanced] > [IPsec] > [Certificate to Connection Profile

Maps] > [Rules] TYER L £ 7,
ZONA T, FFHERSR T T Ay T DY A vy B S REERFTRENE T,

RERAEMEZE IO I 7ML Ty T, SIAEREIL—ILEEDIEM
BT m 7 AN EY Y BT Iy T T oy S T Ty A VEERLET,
* [Map] : IROWFIZRIR L £,
* [Existing] : V—/VEED D~ v T OLRT TR ET,
o [New] : L—LDFH LW~ v T4 A LET,
o [Priority] : 10 #%¥t2 AJ1 L C, HwEREZZITH -7 & 2T ASA B~ v 7 A7 7 5 IE

FERELET, ERINTWDIRMNON—IVDT 73V~ 7744 VT 41510 TT,
ASA I35 B 2 7l D BRI, BRI R SRR b/hSW ey I BRHE L £,

» [Mapped to Connection Profile] : LARIE [ h o /b 7 —T ) LIFATWEEGR T 07 7 A
NEBEIRL T, ZOL—Mvy B LET,

WOECTHIAT D~ T ~DON— VEHEDOE| ) Y CTERITORWGEA, ASAITZED~ v =
MY BEERLET,
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Ed
Configure a certificate matching rule criterion
Rl Priority: 30
Mapped to Group; DefaultRaGroup
Field Component COperator Yalue
Subject ﬂ I—— ‘Whole Field -- ;I IEquaIs Ll I
oo
OF I Cancel | Help | o
o
|@% Edit Certificate Matching Rule Criterion x|
Configure a certificate matching rule criterion
Rule Priority: 30
Mapped ko Group: DefaultRAGroUpD
Field Componenk Cperator Yalue
Subject ;I I—— Whale Field -- LI IEquaIs LI ItestZDD
&
oF I Cancel | Help | e
o

SFRREREIIL— ILEEDENMRE
IOXATaT Ry 7 AL, #7077 A NI~ v B YRR GE ER A L — VB NE A
ETHDITHERLET,

* [RulePriority] : (RARHH) #EEREZ T -72 & ZITASAD~ v 7 &7l T 5 EfT7,
ASA [FB R 2RI BRI, EERIRMIE S AR /NS W~ v T DEH L £,

* [Mapped to Group] :  (FRRFEH) L—ABED L THENTWHER T 17 71 /b,
e [Field] : Rmy7Z o2 VR RNpb, #FHliT 2AEEOH S 2RI L £,

* [Subject] : REAEZMHH T 22—V 721 L AT A, CA O— FEHEOL AL,
Subject & Issuer 23[F U C9,

* [Alternative Subject] : 72 =7 MUEAILRIZL Y, BNT 5 ID ZFEEO Y7
Vs MRS RTEET,

o [Issuer] : REBAEZRIT L7z CA £t => 7 7 ¢ (FfET)
s [Extended Key Usage] : —EDEffi& L TIBIRTEX 5, KV @EREELZRIET L7 7
AT v NEFEOYLIE,

* [Component] :  ([Subject of Issuer] BN E N TWAGAIZOABHINET) . L—T
AT L84 2 AR—3 0 FEROBNHIRIRL ET,

DN71—JLFK T

Whole Field DN 21{f,
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DN2s—ILF

ik

Country (C)

2 X TFOELMERE, B4 22— Rid, 1S03166
E4 MBI HERL L T ET,

Common Name (CN)

2= VAT A, EOMOZUT 4T ¢
D4R, ZhUE, IDBEEOR FAL (b
HHEOE) LT,

DN Qualifier (DNQ)

E D DN Bk,

E-mail Address (EA)

AEREEZFAT D2V, VAT A FZ
T2 T AT A DES A= T FLA,

Generational Qualifier (GENQ)

Jr. Sr.. F7IT I 72 & oA ERF,

Given Name (GN)

AEEFTAE O4 T (H)

Initials (I)

A E T O & 44 DI IO LT,

Locality (L)

MR ASETAES S HET S,

Name (N)

AEFE BT D4,

Organization (O)

otk R, HE. e, Totoxr T o
T 4 DL R,

Organizational Unit (OU)

RN O T 7 —F,

Serial Number (SER)

REREDO Y T EF,

Surname (SN)

AEERTA A Ok,

State/Province (S/P)

MRS ITE S 2 M0 IR

Title (T)

AEBEFAE ORR (D 22 8)

User ID (UID)

AEAEATAE O ID # 5,

Unstructured Name (UNAME)

unstructuredName JEEZ 1 713, 7P/
k D4 i % FEREE(L ASCIT X745 & LT
T LET,

IP Address (IP)

IP7 RVA 74—V R,

« [Operator] : /b —/L CEHF 2R 2RI L £,
* [Equals] : @EEH 7 4 —/V RMEIZTZE—HT 20BN H Y £,
* [Contains] : BEEL T 4 —/V RIEREENTVHRLERH D F77,
* [Does Not Equal] : f8EH A 7 4 —/V KMEL —E L2 X HicLEd,
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« [Does Not Contain] : FBEHEL 7 4 —/V FIERNEG ENR2VE I ICLET,

* [Value] : 255 L5 COHRPTHEE FOAT V=7 N &4E L £, Extended Key Usage
HWREDHE., ey X0 A N THAERSNIMEOWT NN ZRIRT 570, ok

RO OID Z A TEE£¥, FATERSNIMHIRO LB TH,

ERIER F—ERADEM 0ID X F 51
clientauth 547 FEEE 1.3.6.1.5.5.7.3.2
codesigning o— REA4 1.3.6.1.5.5.7.3.3
emailprotection BRINEA A — N 15# 1.3.6.1.55.7.3.4
ocspsigning OCSP Z4, 1.3.6.1.5.5.7.3.9
serverauth H— 3R 1.3.6.1.5.5.7.3.1
timestamping A ARLTS 1.3.6.1.5.5.73.8

Site-to-Site $IEfE T O 7 7 1 JL

[Connection Profiles] % A 7 1 77K » 7 Z1Z1%, BUERRE S 4L TV 5 Site-to-Site #2fe 7' 10 7 7 A
V(R RNVTN—T) ORUENFRENET, ZOXATar Ry 7 AT, B
TaTrANGHERNTT D EXIERT LTV IZEBIRLY, 87 a7 7 A VBN,
EHE, FEFHBRLEZEDV T L TEET,

ASA TiZ, IPv4 ¥ 721% IPv6 @ IPsec LAN-to-LAN VPN ##t1% IKEvl £7-13 IKEv2 2 L T
PR—FEN, NER Yy FT—7 ARy DU —Z IZNERB L OINERIP ~> X — & L
THR—brENFET,

[Site to Site Connection Profile] R4 >N 74 —J)L K

* [AccessInterfaces] : f > H—T7 =2 A ADYVE— M ET TRAL AL -TCT IV BATEST
NRAAA VU H =T 2 ADT—TVINERENET,

s [Interface] : 77 BAZA R—T NV EIZT 4 =T NMICTHT A A A U H—T =
A A,

s [Allow IKEv1 Access] : E7 7 /34 A2 L % IPsec IKEvl 77 B A% A X—T WMZT 5
BAICA AT LET,

s [Allow IKEV2 Access] : BT 7 /34 A2 L % IPsecIKEV2 77 B A% A X—T WMZT 5
BAICA T LET,

* [Connection Profiles] : 7’1 7 7 A /L Z BN, #RE. EITAIBRTE 287 27 7 A LD
T=TINERRLET,
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* [Add] : [Add IPsec Site-to-Site connection profile] % 7 1 77K v 7 A& £,
« [Edit] : [Edit IPsec Site-to-Site connection profile] Z 4 7 & 77K v 7 A& 97,

* [Delete] : TR L7zt 7 m 7 7 A LV ZHIBRL 7, MERINT, PVELHTEEYE
Ao

* [Name] : 8t 7' 1 7 7 A L DAL,

o [Interface] : ¥&fe 7' 0 7 7 A VA F—T NI TWNDA U X —T = A A,
* [Local Network] : 2—H /L v hU—Z7DIP T RLAZRELET,

s [Remote Network] : VE— kK xv hT—7DIP 7 RLAZELET,

s [IKEv1 Enabled] : #6571 7 7 A VIZx L TA 2 — 7 Wl > T 5 IKEvl 23R L
i—g—o

* [IKEv2 Enabled] : #6710 7 7 A VIZx L TA 2 — 7 Wl > T D IKEV2 23R L
e

s [Group Policy] : e 72 7 7 A NVDT 7 4/ N T N—TF KU o —%FKRLET,

Site-to-Site IEfE TR T 7 M I, BIMNFE=ILFE

[Add or Edit IPsec Site-to-Site Connection] %1 7 2@ 7' 7R v 7 AT, IPsec Site-to-Site H&fe & 1EAK
FHRIIEFTEET, ZOXATa IRy 7 ATiE, IPT7T R A (IPv4 £721XIPv6) DIEIE.
PEli DIRE, A VX — 7 = A ADOER, IKEvI BT B L OIKEV2 BT & 2 — VG NT A —
X DIEE, RSNy NU—27OFE, BLUOHS T VI Y XAOFREEITH) T LN T
TET,

20D ET OWNERE L OSME R v U —27 N IPvd DA (NEB X O A v 4 —7 = A A |
DT RUANIPVA DIFE) . ASA TlE, YRAaE# IV — F3—F 4 ODET & @ LAN-to-LAN
VPN B3 AR — b ZivE T,

IPv47 KL w7 EIPv6 7 Ry U U IWNRIELTE, £ _XTIPv6 7 KLy v v 70
LAN-to-LAN 5122V ClE, W7D BT 28 Cisco ASA 5500 ¥V —X X 2T 4 7774
TUADBRE., BIOWBFORNEERy hU—2 DT Ry ZHRNB—H L TWAHEE (il
T IPvA 1IN IPv6 DIFE) 1. BF=2UT 4 77747 ATVPN kU gLy
R—hShEd,

EARANZIE, WFTDOET 2 Cisco ASA 5500 > U — X ASA DA, KD FARa ORPR—F &
nEJ,

¢ ASA DNERR v MU —27 D3 1Pvd T, xRy NT—7 B IPv6 (NEiA > #—T =4 A E
DT RUARIPvE T, A Z—T =2 A A DT KL 2D IPv6)

« ASA DNERFR v N U —2 )3 IPv6 T, ARy FU—27 3 IPvd (NEiA 2 —T = A A |
DT FLAMIPY6 T, SA > H—7 =A A DT KL AN Pv4)
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* ASA ODNERF v BT —27 D3 IPv6 T, AR > BT —27 B IPv6 (NERE K UMNERA > & —
T xAALEDOT RL AN IPv6)

[Basic] /SR IJLD T 4 —)L F

* [Peer IP Address] : IP 7 KL A (IPv4 £721%1Pv6) ZHREL. TDT RV AZ AL T 4 v
TITHMEIDERETEET,

« [Connection Name] : Z Dt 7' 10 7 7 A JLIZEID Y CTHNIZLFTZfE LET, Edit BERE
DYE. D7 4 —)b FITFE RGN TY, #fid 23, [Peer IP Address] 7 1 —/L R THE
ENDIPT FLARERULICARD X ITHETEET,

* [Interface] : ZDOEFZETHHT H 1 0 —T 2 A ZALTRLET,

* [Protected Networks] : Z D CR#ESI N TWH e —ILBI RNV E—h Xy NU—7 %
BIREIFEELET

o [IP Address Type] : 7 KL AW IPv4 7 KL AE72I1LIPv6 7 KL ADWTNTH D00 %
BELET,

* [Local Network] : B — /L v hT—27DIP 7 KL AZEEL 7,

+ [...] : [Browse Local Network] ¥4 70 7R v 7 ANMHEET, ZOXATalRy
AT, v—=v Xy PU—7 2R TE £,

* [Remote Network] : YE—F Ry hTV—=7DIP T RLAZEELET,

s [IPsec Enabling] : Z D72 7 7 A VDI NV—T KR — BIOZORY —THHE
Li-d—7a havelEE Ly,

« [Group Policy Name] : Z OHf5t 7' 11 7 7 A WVZBEAHT SN TNDH T —F KUY 2—
EHEELET,

* [Manage] : [Browse Remote Network] % 4 702 /R v 7 ABRAEET, Z0oXATw s
RNy 7 ZATE, VE—F Ry MU= ZBIRTEET,

* [Enable IKEv1] : 8 E L7/ V—7 R o —CTH—%H7 1 b a/)L IKEvl A F—7
MZLET,

* [Enable IKEV2] : fRE L7/ N—7 R o —THF—xfa~7 v F 2L IKEV2 &A1 Fr—7
Mz LET,
* [IKEv1 Settings] Z 7 : IKEvl DR DFEFER ER L O 5L EZ R E L £7,

s [Pre-sharedKey] : F RV 7 —7 OFFHA T —DELZEE LET, FliAx—
D RENL 128 LFTT,

* [Device Certificate] : 38E CHEMA T2 IDAEHENH HHEIT. TOLRIZHEELE T,

* [Manage] : [Manage Identity Certificates] ¥ 4 7 2 7R v 7 ANRME £T, ZDOXA T 1
TRy 7 AT, TTIERESNTWDIEHFEOER, B LWVGEHEOBN, FEE
DRI OIS, B EUFEREOME L IITHIBRZIT O 2 &R TEET,

* [IKE Policy] : IKE 7' o AR—H /L AT DM 5T LT Y X bh% 1 DL EFEE L %
‘a_o
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* [Manage] : [Configure IKEv1 Proposals] % 1 7 1 77K > 7 ZA3F & 77,
* [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHiHT L7 /LY X A8% 1 2Lk
BELET,
* [IKEv2 Settings] % 7 : IKEv2 DR OFRGEXER L O AL EXBE L £7,

* [Local Pre-shared Key] : k> RV Z—T7 OFFiH A —DEELBEE L ET, Faidk
AX—ORKEIT 128 LFTT,

* [Local Device Certificate] : #8alk CHEH T2 IDFEAENH L8561, TOARIEIEE L
EJsae

* [Manage] : [Manage Identity Certificates] % 4 7 1 7R v 7 ANPE T, ZOXA TR
TRy 7 AT, T CTICHEINTWDHIEHEOFRIR, H LWGEEOBN, FEHE
DFFMOFRR, B LOGEHFORE L2 ITHIBRZIT ) Z LB TEET,

* [Remote Peer Pre-shared Key] : h > %/ Z—7 DU E— h €7 FaiEGxF—DHE%E
WBELET, FRIEAXT—ORKEIT 128 XFETY,

* [Remote Peer Certificate Authentication] : = D#%ke 7" 1 7 7 A /L0 IKEv2 8t FH OFEH
WA FF T 2I21E, [Allowed] 2412 LET,

+ [Manage] : FEFAZE DO FRLHIAEH E OB A %17 T& % [Manage CA Certificates] %
AT a7 RREET,

* [IKE Policy] : IKE 7R AR —H /L THEHT LR 5T T X L% 1 L ERREL
7

* [Manage] : [Configure IKEv1 Proposals] % A 7 7 7R v 7 AN E £,

* [IPsec Proposal] : IPsec IKEvl 7' R —H )V CHERT AR BT VI Y X A% 1 2L E
BELET,

o [Select] : IKEV2 #ft DR T 0 7 7 A M T R—HP L 2EN B THZ ENTE D
[Select IPsec Proposals (Transform Sets)] %1 7 2 778 v 7 AN X £7,

s TR T v 7 7 A WIZiE. [Advanced] > [Crypto Map Entry, and Adv] HH Y £7°,

Site-to-Site F>RJL FIL—T

ASDM A > ® [Configuration] > [Site-to-Site VPN] > [Advanced] > [Tunnel Groups] TiX, IPsec
Site-to-Site #5711 7 7 A )b (Fr R T —TF) DEMEEEELET, £/, IKEET &
L= YRFERT A—=F DOBR [KE X =TT 747 =4 Y T OFE, BLOT 741k
TN—T R —DFRGATO ZENTEET,
« [Name] : 2D b Z—TZED B CTHNTARTEHRE L ET, BdtHiEOLE. =
D7 4 =)V FIFFRRHHTY,
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* [IKE Authentication] : IKE t"7 OFRFETH T 2 FATLA F—FB LN IDFEHF AT A —#

EREELET,

* [Pre-sharedKey] : ~ > R/L 7 —7 OFFHA X —DELfEE LET, Faldiax—
DI RENT 128 LFETT,

* [Identity Certificate] : F8FECHEH T 25 IDFEAEN S 2 5E51L. TOL4FIERELET,

* [Manage] : [Manage Identity Certificates] % 4 7 2 7R v 7 ANRPE £, ZDOX AT R
TRy 7 AT, TTICHEINTWDHIEAEORR, F LWGEREOBEMN, FEHHE
DOFEMORR, B L OFEAEORE L ITHIFRZIT O Z LB TEET,

* [IKE Peer ID Validation] : IKE 7 ID DHNEE T = 7T 20 E 9 nEEELET,
7 7 4V M & Required T9,

« [IPsec Enabling] : ZD#ki 70 7 7 A VDI N—TF R —, BLOZFDORY o —THE

L7z —a# 7o haLZiEE LET,

« [Group Policy Name] : = D8t 7' 10 7 7 A VICEEAT T 5TV B 7 L—T R Y v—
IHEELET,

* [Manage] : [Browse Remote Network] 4 7 2 /R v 7 ARME £, ZOXA T s
Ry 7 ATE, VE—F Ry N7 ZBIRTEET,

* [Enable IKEv1] : fE L7/ NV —7 AU o —TH—ZM~7 1w b 2L IKEvl A x—7
M LET,

* [Enable IKEV2] : fEE L7/ V—7 R o —TH =71 ha /L IKEV2 A Rx—7
M LET,

* [IKEv1 Settings] % 7 : IKEvl DR DFRAEREF L O SR ELHRE L 7,

* [Pre-sharedKey] : bRV 7V —7 OHFFEHEAEF—OELFRE L T, FaiLHEx—
DI RKENX 128 LFETT,

* [Device Certificate] : 3RaE CHEHT 2 IDFEIEN H H5E1L, COA4ARIZIEELET,

N

GE) —EporurrA M, T KRRV IRV E— T 7R AEE
IZLAN-NE S BRI TCERNZ ENH Y 4, Foxr 7 —
TERHBITE WG E, T 74/ RT

tunnel-group-map default-group <tunnel-group-name>

WZRESNET (T 7 4 /v MHEIL DefaultRAGroup T9),

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANRHEET, ZOX AT 1
TRy 7 AT, T TICHRESNTWDHIAEHEDOR R, B LWGEHEOBN, FEHE
DFMOER, BRLOGHEFEORE L TZITHIREZITO) 2N TEET,
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* [IKE Policy] : IKE 7’ m AR—V /L CTHEHT 2057 V3 ) Xo6% 1 DL ERREL

R

* [Manage] : [Configure IKEv1 Proposals] % 1 7 2 7' 7R > 7 ZA3B & £ 77,

s [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CEHT LB 5/ALT VT Y X 8% 12

RELET,

* [IKEv2 Settings] % 7 : IKEv2 DR DFRER EF L O 5L ELHE L 7,

s [Local Pre-shared Key] : k> /v Z—T7 OFFFAF—DOEEZIEELET, Faidk

Hx—OHKET 128 X% T,

* [Local Device Certificate] : 784l CHEM T2 IDFEENH LA 1. TOA4RITEIEE L

joo

* [Manage] : [Manage Identity Certificates] % 4 7 12 7R v 7 ANPE T, ZOXA TR

TRy 7 AT, T TICRESNL TV DAEHEFEORKR, Hr LOGEHF OB, FEHE
DFFEMOFIR, B L OREHEFEORE E/ZITHIRZITO 2 LN TEET,

* [Remote Peer Pre-shared Key] : h > /b Z—7 DY £— h 7 FRiHAF—DEE
fRELET, FALEF—0RREIT 128 XFTT,

* [Remote Peer Certificate Authentication] : = D#%ke 7" 1 7 7 A /L™ IKEv2 85t FH OFEH
WRAAFF AT I, [Allowed] &4 1T LET,

* [Manage] : FEIE DR RCHIRFEI E DB % 5517 T X 5 [Manage CA Certificates] &
AT REEET,

* [IKE Policy] : IKE 7' m AR —H /L THEHT LH 5T T X L% 1 DL ERREL
‘3‘0

* [Manage] : [Configure IKEv1 Proposals] % A 7 7 77K v 7 AN E £,

* [IPsec Proposal] : IPsec IKEvl 7' &2 AR —H /L CHEHT L0577 VT Y X 8% 1 2Lk
BELET,

s [Select] : IKEV2 #ft D 70 7 7 A MZ T B R—F L EZED B TH ENTED
[Select IPsec Proposals (Transform Sets)] % 4 7 12 7 7R v 7 AN & 97,

* [IKE Keepalive] : IKE ¥ —77 74 7 £=4 V> T A 3x—TMIL, REEZITVET,

WORBMEDOF NS 1 ST BINTX F 1,

* [Disable Keep Alives] : IKE ¥ —77 74 75 A X —T7NVEIET 4 =T MICLE
‘é—o

* [MonitorKeep Alives] : IKE X —7"7 74 7 =4V T A X—TNVEIITT 4 E—
TMIZLET, ZOF T arEERT B L, [Confidence Interval] 7 ¢ — /L K & [Retry
Interval] 7 4 —/LV BRI TE L XL 912720 £77,

* [Confidence Interval] : IKE &% —7"7 7 A 7 OEHEMBEEHEE LEd, Ziuid, ASA N
X—TTIATE=F ) T EFMT HETIZ, ETHBT A RVIREZkE CE 587
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Site-to-Site T 7O T 7 AL, SRV T IV LY .

0]Cd, /N0, K300 TS, VE—KT 7RI A—TDFT 74/ MI10
T,

s [RetryInterval] : IKEX—7"7 747DV 7 A BOFHEEEZfRELET, 7 741
MEIX 2 BT,

* [Head end will never initiate keepalive monitoring] : Y1 hD ASA WX —T7T 71 7
F=H VT EBB LRV I ITHELET,

Site-to-Site EfF O T 7ML, BBEEYYIT T MY

TOEATa s Ry 7 AT, BAED Site-to-Site ks 72 7 7 A VDI E T A—F EBHEEL
F9,

« [Priority] : —BED 7T A AV T 4 (1~65543, 1 BNmDT 744V T 1) , IKEFRAY
ty

T—Ta AR ENA L, XA E—Ta Vv ERBT AT REORY —F_THY
T—hMETICHEELEST, VE—F ETIE, —EHTAHBR) =000 E 50, BrAT
BRIV =T TF7A4F VT 4 EITHMBELET,

s [Perfect Forward Secrecy] : FFiE @ IPsec SA O X — ML OFREIF R (LOF—7p L) »HiE

HENTZLDTHRWZ EERIELET, PFSIZL YD, WBENT—Z R CTE/-L LT
b, FOFXF—NOMOF—F2EHTEXRWE ST LET, PES A R —7 /T 5L,
Diffie-Hellman Group Y A b37 7 7 ¢ 712720 £,

« [Diffie-Hellman Group] : 2 2@ IPsec £°7 28, fHAICAREE R L mET 5 Z &7 <
A MEE R EH T 572D 5 ID, Group1 (768 £~ k) | Group2 (1024
By b)) . BEOGroup 5 (1536 B k) OHnHERL £,

* [Enable NAT-T] : = D7 U 2 —@ NAT Traversal (NAT-T) %A 3x—7 /ML EF, il

XV IPsec BT 1%, NAT /54 2%/ LTCYUE— bk 77 &AL LAN-to-LAN DO )7 DR
TN TEET,

« [Enable Reverse Route Injection] : UV E—hk R RADZ RAKRA ML TR#EINT

WAy NT—Z LARANDN—TF 47 FuatvRZ, AZT v 7 b— NBAHBIIC
AN LY THZEnTEET,

* [Security Association Lifetime] : ¥ = U7 ¢ 7V m— 2 (SA) OWRMZERELE

T, ZDONRTA—=ZIZLED, IPsecSAF—DTA T EZA LDRERNERELET, T4
T2 A 5%, IPsec SA BNHARUIIIZ 2 B F TOFEmMIMZR L, LV —LFRrIT
T— R THIMLENRHD 7,

* [Time] : i (hh) | 20 (mm) . BEOF (ss) HALTSADT A 77 A LEfRELE
‘g—O

s [Traffic Volume] : ¥ 2 /3A NEALDO T 7 4 v 7 TSATA T HA LEERLET,
IPsecSAMHIBUINIZ R ETOR_XSM a— RKTF—ZDFa (4 MEE AN LET, &
/JMEIX 100 KB, 5 7 4 /L MEL 10000 KB, & RfEIX 2147483647 KB T,
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+ [Static Crypto Map Entry Parameters] : £°7 IP 7 K L A28 Static (255 /€ STV DHAIT,
WOBNNT A =R ERELET,

* [Connection Type] : #F Al SN DR T =—3 3 > %, bidirectional, answer-only, %7z
I3 originate-only & L CHEE L 7,

* [Send ID Cert. Chain] : fEFHETF = — U 2EOEEEZ A F—T ML ET,

« [IKE Negotiation Mode] : SA, Main, F721% Aggressive DG, By N7 v 7 TF—
HRELZHT DL EDE—FERELET, FAvT—va VOREAIEMNTS
EF—RbRESINET, WEMTEEBI R I =—2 3 LET, Aggressive T— Rt
T, HT Ly b ERBRE A DR T L ENTEETN, BES—T 4
D ID IR SN EH e Main F— FIIEHT, <7 v b EZHEENR L <20 £F
B, WENR—T 4O ERELET., ZOF— RILVLEMENREL, T 74V K
TEIRSNTWET, [Aggressive] #18IR$ % & | [Diffie-Hellman Group] U A k37 7
T4 IR ET,

[Diffie-Hellman Group] : 2 -2® IPsec 7 23, FHAIZHAMEIGRAEIET HZ L2 <
WHMEEREZGEH T 57-OIEHT 5 ID, Group1 (768 > ~) | Group2 (1024
By b)) . BEOGroup5 (1536 B k) OHFNHERL £,

CASIFAENEHE
CAZFAEDEMITZ, VE—F 727 AVPN &% M VPN ICEA S E T,

» Site-to_site DIFA : [IKE Peer Authentication] ® [Manage] 27 U v 7 9% & [Manage CA
Certificates] A 7 2 7R v 7 ZANPI& £97,

« UE— |k 77X VPN Tid, [Certificate Management] > [CA Certificates] 22 U v 7 L
\i‘a_O

ZOFAT TRy 7 ZAEHEH LT, IKE E7RGECTHEA R/ CAFEED U A o= b
V%, For, BN, L. BLOHIFRLE£7, [Manage CA Certificates] %A 7 12 7R v 7 AT
X, FEEFEOF T, GEEORITIC, AEHEOAMIR, BLOFRIHT =47 L, BIERE
SN TWHAEHFEDOE RN —RERINET,

* [Add or Edit] : [Install Certificate] %1 7 & 7 7K v 7 A ¥ 721 [Edit Certificate] %1 7 1 7 7K v
JAMHEET, oo XATr s Ry 7 AT, iEAEOEREZEE L, iEHEL A
VARN—NLTEET

* [Show Details] : 7— 7 /L Ci#iR T HFEFEOFEMIER AL X R L ET,

* [Delete] : ER LFEAEZ T —7 L OHIBRLEY, MBSO, RVELLTEEY
}\/o

7 VPN B
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Site-to-Site IEHR T O 77 A L. SEHEDA VX =)L .

Site-to-Site #Eft 0 J 7 A )L, SEBHEDA VX F—JL

IOFATuT Ry 7 ZEFH LT, HLOCAGENELZ A VA =L LET, KOWVThH
DIFETREAFEZ G TE L7

CFEAET s ANESZRLTCT s ANADBA A M=V LET,

« TS E D PEM IEXROGEHET XA M2 20X AT 7Ry 7 ANOR v 7 AL
DAFIFET,

« [Use SCEP] : Simple Certificate Enrollment Protocol (SCEP) Of#ifzfiE L £4, iFAE

P—EZADT R4 1%, Windows Server 2003 7 7 2 U THEITShE 3, SCEP 71 h=/v
DY R—F2RMEL, 2TV 2 aDL—FBIOMMOTER Y hU—27 F34 2

%, GERELTIGTE £ T,

* [SCEP URL: http://] : SCEP {F#®»D ¥ 7 > v — Ryed URL Z#f8E L £ 7,
* [Retry Period] : SCEP 7 =V — D MZERBIF 2 0B CHRE L £,
* [Retry Count] : U b7 A O KHFREEEZREL E7,

* [More Options] : [Configure Options for CA Certificate] % A 7 2 77K v 7 AN £,

ZOEAT R Ry 7 A LT, ZOIPsec UE— |k 77 & AEHKED CAFEHEFEDOREIZ
BT 253MAIBELET, ZOXATal Ry 7 RIEENDI AT TRy 7 A,
[Revocation Check], [CRL Retrieval Policy], [CRL Retrieval Method], [OCSP Rules], L O
[Advanced] T,

[Revocation Check] # A 7 v 778 v 7 A%, CAGEAZERIMERICET 2 1HFMAfiE T 57201
EALET,
AT var R ALY KREICOWTGENEFEE T = v 7 T50E I nEEELE
9, [Do not check certificates for revocation] ¥ 7= |& [Check Certificates for revocation] Z 3R L
i ‘j‘o

* [Revocation Methods area] : K#hTF = v 7 I 5575 (CRL £721X OCSP) . BLO*%
NoOIFEEERTDIEFEZHRETCEET, WINh—HFEIIm GO EEZERTE £
‘a‘o

AnyConnectVPN 7 S A4 72 b 4 A —

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Client Software]
~A N2, ASDM TEIE &7z AnyConnect 7 7 A 72 b A A=V N—ERRINET,

[AnyConnect Client Image] 7— 7 /L : ASDM TiRE SN2/ 75— T 7 A VPR RIINE
To ASABVE—FPCICAA—VEX U B— NI DIEFEZHRECTEET,

* [Add] : [Add AnyConnect Client Image] # A 7 2 /R v 7 ANEKRENET, ZOXAT R
TRy VAT, 77932 ARVADT 7 ANEI TAT UV M ARAXA=T T7 AL

| —ferarz N EE I}
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. AnyConnectVPN 7 S A 7V b 4 A=Y

THRELED, 799 va AEIMNDL, JI9AT VM AA—VLELTHRETDLI 7740
EHERLI-VTCExET, £, VAN EBa—H) oL a— N6 T7 Ty a AT
W27y 7m—F35Z L TEET,

* [Replace] : [Replace AnyConnect Client Image] %A 7 2 V7R v 7 ANFRINET, ZTDH
ATaTRy AT, 77932 AEFRVNOTZ 7 ANETTAT Y M A A=V ELT
F87E LT, [SSL VPN Client Image] 7— 7 )V CiIR L7z A A —T L EHRTX 9, T/,
TrANER =N ALY a—EnbT7 Ty va AFRVICT vy u—RFF52 LT
7,

s [Delete] : 7T—TNnHA A=V EEIRLET, £ A—TEHIBRLTH, v r—Y 77
AWNIT T v anbiiBREnEREA,

* [Move Up] 33 & U [Move Down] : ERHIE FRETZM#EH LT, ASABYE—KPCIZY 7

ATV A A=V EFET = RTLEFAELLET, 7T—7NO—FLEIZHDHA A—
VERINIA U n—RLET, Z0d, ZbIEHT LAV —T 4 7 VAT L
THHINDA A=V —F LICBETL20ER’H D 7,

AnyConnect VPN S A4 7> b A4 A—, B/

TDONALUTIE, ASA 7T vy AEY EOT A IVDLARIZIBEL T, TOT 7 A V%
AnyConnect 7 7 A4 7 M A A=Y L LTEMLEEY, 7—7/UZT CICREH SN TNDHA A—
VEBMBTAHIENTEET, o, WBHTATrANET T v a2 AR YNLRRLIED,
B—H) AL Ea—ENnLT7 7 ANET v 7 r—RLE0T52 L TEET,

* [Flash SVC Image] : SSLVPN 7 7 A4 7 > b A A=V L LR+ 5, 77 v a AEY
NDOT7 7 A NVERRELET,

s [BrowseFlash] : 77 v ¥ 2 AEVITHMHINTNDTRXTOT 7 A /LA BT 5 [Browse
Flash Dialog] # A4 70 7Ry 7 A%eFRrLET,

* [Upload] : [UploadImage] ¥4 7 0 /AR v 7 ANFREINET, ZOXA TRy 7 AT
E. 2 9A T M AA—TVELTHRET D7 7 A NVE R —NPCNET v 7 u— RTE
7,

* [Regular expression to match user-agent] : ASA 23, 7 7 7 ¥/ 5 ¥ X u7- User-Agent 375
EORAITHRT LTI EIRELET, TSN a—F 0BRSS, ZOMELHEHL CE
INAN T ZAOERRF R 2 CE £9, 77 VI ASA 1T 5 & &IZ, HTTP
~~ HZ—|Z User-Agent LFHNZEDET, ASA BIXFHNEZE L. ZOXFHNB TN
MNOAA—VHIIRESNTAE—HTLHE, MO TAT U M A A=VIET A RSN
T, B LA A=V BRIy Yy on— REET,

AnyConnectVPN 7 S A 7o b A A= A A—=DDF7 v TA—F

IDORALTEH, a—HN arva—FFERIexa2 VT TTXI9A4 T ADT T vvra A
EVITHEMESN TS, AnyConnect 7 7 A 72 b A A=V L LCHNT 27 7 A VDS A %
BETEET, =WV avta— 253X VT4 TTIAT U ADT T va AE
UG, W57 7 A NVESZRTEET,
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AnyConnect VPN 7 5 A 7 » MERDERTE .

* [Local FilePath] : @ —Z/L a1 B2 —Z|THEM STV SD, SSLVPNZ T4 T b A A—
CELTHMNT D7 7 A NVOLARTERELET,

* [Browse Local Files] : [Select File Path] % 4 7 2 V7R v 7 ANKRINET, ZOXA T 1
IRy 7 ATIE, m—=RAN A Ea—F kDT _XTOT 7 A NVvEeRR-L, 7747 b
AA=TELTHBT D7 7 A NERIRTE £,

* [Flash File System Path] : X 2 U7 4 77 I7A T ADT7 T va AEVITHKMHINT
W2, SSLVPN 7 747 b A A=V L LTHBIT 27 7 A VOA4TRTZFEL ET,

* [Browse Flash] : [Browse Flash] # 4 7 2 /R v 7 ANTREINET, ZOXAT R TRy
JATHE, ¥Xa )T 4 TTIATVADT Ty va AEVIERMEINTHETRTO
Tr7ANERR L, VAT b AA=VE L THMAIT L7 7 A NVERINTE E T,

* [Upload File] : 7 7 A VDT v 71— KZBEL £7°,

AnyConnect VPN 7 5 14 7 > FMEH DR TE

AnyConnect 7 S A 7> b 7R T 74 ILDEKRE

AnyConnect 7 7 A 7k 71 7 7 A )L %3 TP AnyConnect = — |27 v — VLI REHT 5
», FF2—TFOIN—T R = ZESN T2 —PITET D LI ICASA ZHETEE
T, WE, —WFE, A A F—=LENTWD AnyConnect T =— VT L2 1 OD7 47T
TR T AN ERLET, 2= FIERO T e T ANV ARV S TLH L TEET, -
LR, BEEOGITTHEET 52 —FITiT, BEOTe 7 7 AAPREIIRDLZENHY E
T, —HOTR T 7 A NVEE (SBLA2E) X, /r— UL LV THERAZGIELET, 20
OREIX, FFEDHFA MIEATHY, BIRINTFAA ML R £,

AnyConnect 7 7 A4 7~ 77 7 A )VOFERL L BB, BRI T4 7 MEREDHIE OFER
IZ2WTIX,  [AnyConnect VPN Client Administrator Guide] #ZM L T 72 &0,

7547 b 7a 7 7 A NE, [Configuration] > [Remote Access VPN] > [Network (Client) Access]
> [AnyConnect Client Profile] TF%E L £ 7,

[Add/Import] : [Add AnyConnect Client Profiles] # A 7 2 7' 7/R v 7 ANFRINET, ZDOXA
TRy I ATIX, 7732 AEVNOT 7 A NVET a7y A VELTHRELED, 7
Tyva ARVEBRL TR 7 7 ANVELTRET D7 7 A NVERBLIZY T ET, £
oo Z7ANER—R)N AL Ea—EnbT7T7yva AEVICT vy 7Fa—RT52LbTE
£7

* [Profile Name] : 7 /L —=7" 7R U >—@ AnyConnect 7 7 A 7> s 7u 7 7 A VERELE
R

« [Profile Usage] : lx#ICERR SNz X270 7 7 A /WZEID YT HRIZA® (VPN, F v
ND—2 77 R8A~F—=Vx%, WebtxaUT 4, ISERAF ¥, AMP A X—7 7,
Fv N T — 27 AT Y 2 —/b, F 721 Umbrella Roaming Security) %3/~ L £7, ASDM

AL |
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B anvcomnect F5 70 o izTBRY FU—2 7 RLRAZHEORE

B, XML 7 7 A VTHESINTZHABREZZFR L2WEES, Fuey7Z oy U R MRS
BRI . RS A THFEHTRIRTEX £,

* [Profile Location] : ASA D7 T v a AEVNDT O T 74V 7 7 A N~D/XALREL
T, ZOT7 7 ANABRFELRVNGES, ASAIXTT a7 7 AT T L— MZHESWTT 7
ANEERR L ET,

* [Group Policy] : 7R 7 7 A ND I N—T R —%BELET, 71771V,
AnyComnect 7 7 A 7 b &L HIZZD I N—T R =B L TWDa2—HFicF v a—
RENET,

[Edit] : [Edit SSL VPN Client Profile] 7 1 > RUNERINET, ZTOU 4 FUTHE, 7'n
77 A MIEENTUWD AnyConnect 7 74 7 2 MERBORELXZEE TEET,

[T REBR— b+ (Export) |
« [Device Profile Path] : 710 7 7 A )L 7 7 A L DRAB IR T 7 A N4 EERLET,
s [LocalPath] : SA L 77 A NAEREL TR T 7 AN T 7 ANV eI AR—FLET,

* [BrowseLocal] : 2— N/ TNRA AT 7 A )V VAT LESRTDHIZE, Tnxzs Vv s L
Ty Rz L ET,

[Delete] : 7—7 A b7 a7 7 A VEHIBRLET, 7B 7 74 L EHIFRLTH, XML 7 7 A
MIT7 T v ah bl EEA,

[AnyConnect Client Profiles] 77—/ : AnyConnect 7 74 7> h 7u 77 A /L& LTHRESN
72XML 7 7 A VERRFLET,

AnyConnect F 5 7 4 v 7 IZRT 532y b —0 7 FLRAEBRD R

Xy NU—27 7 RUAZEH (NAT) #3479 % K 9IT ASA Zi%iE L7255 1%, AnyConnect 7
TAT R, Wbty hT—27 BLXODMZ 0D Y — AN EICER 2B T 55 )
2, UE—hK 7278 AAnyConnect 7 74 7> b 8T 7 4 v 7 BEBORINCT HLEN S
W E3, AnyConnect 7 7 A4 7 b NF 7 4 v 7 B BEHOKGINTTE /2 & AnyConnect 7
TAT Y PBIOMMORZEY V—AR@EETE R E7,

(TAT T 47 4 NAT) ( INAT bR EHMEENTVD) ICLD T RLAZHLIZAH#
TEET, ZNCK VDRI NAT BEESNET, 74T T 47 4 NAT X2 5D7 R
A T—=), T RVAT—=N W T3y NU—7 F2F 20073y NI =7 TH#HT
xFET,

ZOFIRZ, FlcHDEFy U= PR TORDRED Ky NV —2 7T =7 MHTT
AT T 4T 4 NAT 3% €T D HiEZ R L TWET, £iLHiE, Engineering VPN 7 K L &
7=, SalessVPN 7 KL A F—)L. x> hT—Z KN, DMZ *v hU—7 BIOA ¥ —
X N CH, TAT T 47 4 NAT RE TIEZNZE4L, NAT BRI 1 SHETT,
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AnyConnect 57 1 v 7 (<3 Bk y k7—2 7 FL2 B0 ]

RAGWNI AT rDTATUTAT4 NATERETHRY FT—9 FRLRA T RLyI Uy

2y bI—=UFRIET LR
J—

2y bI—URBFRIETFL
A T—IL%

7 KL REH

WSy hT—7

inside-network

10.50.50.0 - 10.50.50.255

Engineering VPN 7 R L &2 7'—
V%

Engineering-VPN

10.60.60.1 - 10.60.60.254

Sales VPN 7 KL A 7— )L

Sales-VPN

10.70.70.1 - 10.70.70.254

DMZ % v hU—7

DMZ-network

192.168.1.0 - 192.168.1.255

FIE

ATv 71 ASDM 21 7 A > L. [Configuration] > [Firewall] > [NAT Rules] (Zf&8) L £,

AT 72 Engineering VPN 7 K LA 7 —)L DR A k3 Sales VPN 7 R LA 7 —)LDRA MR TE 5
X 9. NAT HAIZ1ER LE3, ASA 2 Unified NAT 77— 7 /L OMOFHA X 0 & 512 Z oHAI
ZEii4% L 912, [NAT Rules] ~2 > C, [Add]>[Add NAT Rule Before "Network Object" NAT

rules] (I8 L £,

GE)  NATAV— I by XD HR RN B L2V — A0 GIRICEH SvE T, ASA
WZE DWW T ATy RRRED NAT Bl & —87 5 & 2l EFHld Thh £
A, ASA 7 NAT HAIZ F.F - CT/AHZ NAT BANC—E L7ev X 9| Unified NAT
T — 7 VOIS [EA O NAT HEI B E T 5 2 L NEETT,

—ferarz N EE I}



B anvcomnect b5 710 v oIz BRY FU—Y 7 KLATHRORE

1:[Add NAT Rule] ¥4 7R 45 Ry o R

B= Add NAT Rule

Makch Criteria; Original Packet

Source Interface: -— By -

Source Address: EEngineering—\p‘PN

Action: Translated Packet
Source MAT Type: :-SEEEIE

Source Address: i Qriginal --

Fall thrauah b ink
Options
Enable rule

Direction: Bath w

Destination Interface: : Any --

Destination Address: !Sales—\fPN

Service: |any
Destination Address: i-- Qriginal --
Service: !-- Qriginal --

Description: |

[ ok

][ Cancel ][ Help ]

245512

a)

7 VPN B

[Match criteria: Original Packet] =V 7 C, IRD 7 4 —/L REZREL £ T,
* [Source Interface:] Any

* [Destination Interface:] Any

— iz VPN B |

* [Source Address:] [Source Address] 7 7 7 A ;R % % 7 1 v 7 L. Engineering VPN 7~ R
VAT —=NERTRy NT—0 AT V=7 VaAFLET, A7 V27 b 44T %
7 RUAD[Range] & LTEELET, HEY FLA T A b—3 3 2 b—/LdB

IMLUZRNTLTZE 0,

* [Destination Address:] [Destination Address] 77 7 A R # %27V v 7 L, Sales VPN 7
RVA P =Rt Xy NT—7 707 Ve LES, 707 b XA
7 RLAD[Range] L LTEZELET, HE)Z RLA R A L—3 g v b—/Ud
BIMLRNTL ZE0,



| —meears veN s
AnyConnect 57 1 v 7 (<3 Bk y k7—2 7 FL2 B0 ]

B2:VWPN7 FLR T—LDry cT—9 AT ) DR

B= Add Metwork Object

Marmne: EEngineering-VPl‘]

Type: ; Range W .

End Address: |10.60.60.254

|
|
Start Addre. ., |10.60.60,1 |
|
J
|

Description: EEngineering WPM address pool

.

NAT

[] Add automatic Address Translation Rules

I [w]'8 ][ Cancel ][ Help ]

245513

b) [Action Translated Packet] =U 7 C, IRD7 4 —/V REHRELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

c) [Options] =V 7T, RDOT 44—V RERELET,
* [Enable rule] &4 12 LET,
» [Translate DNS replies that match this rule] 24 723 57>, ZZlZLTBE£7,
« [Direction:] Both
* [Description:] HLHIOF A2 AT LE T,
d [OK]%#7 Vw7 LET,
e) [EH (Apply) 1227V > 27 LET,
CLI O :

nat source static Engineering-VPN Engineering-VPN destination static Sales-VPN
Sales-VPN

f) [Send]| %7V >Z7 LET,

| —ferarz N EE I}
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B anvcomnect F5 70 o izTBRY FU—2 7 RLRAZHEORE

ATvT3

ATv74

ATy TH

ASA NAT Z#FATL TS L E(Z, [A U VPN 7 —/LIND 2 DDA A MR EWIHERTE 5
T, FIFENDHDHRA RS VPN b RIVEH TA 2 —Ry MCHERTE 5 & 912,
[Enable traffic between two or more hosts connected to the same interface] 7'+ a > & A F— 7 /V|Z
TOHOMENRDHY £T, ZH%EITHIZIL,. ASDM T [Configuration] > [Device Setup] > [Interface
Settings] > [Interfaces] % & L £ 7, [Interface] /X% /LD F @ [Enable traffic between two or more
hosts connected to the same interface] 4 2 LT, [Applyl &2 U v 27 L& T,

CLI O -

same-security-traffic permit inter-interface

Engineering VPN 7 R L' 2 7*— /LD 7R A k7% Engineering VPN 7 R L' 2 77—/ )L DAD R A MZ
R TE D L9, NAT HHIAERL L £97, ERETHAIZ/ER L7z & & L RIBRIC Z ORI A 1F
% L ¥3, 7272 L. [Match criteria: Original Packet] = U 7 C. Engineering VPN 7 K L A 7' — /L
EREILLFEDOM DT RL AL LTHRELET,
Engineering VPN U E— h 77 ERX 7 747 b3 TN Xy NU—Z|ZBETEH LD
NAT HAIZER L E3, ZORABMOBAIL Y IRITLI S5 &K 912, [NAT Rules] =
> C. [Add] > [Add NAT Rule Before "Network Object" NAT rules] Z &R L £ 7,
a) [Match criteria: Original Packet] =V 7 C, IRD 7 4 — /L FEFHRELE T,

* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address] 77 VA RZ &7 Vw7 L, Wity hU—2 %
FIT Ry NU—0 A7V FEERLET, A7V N XA TET FLAD
[Network] & LCERELET, HEIT FLA N T AL —va ¥y b—/LTEMLZRN
TLIEEY,

* [Destination Address:] [Destination Address] 77 7 A AR ¥ > % 27 U > 7 L. Engineering
VPN7 RL AR F—Va2RKT Ry NT—0 77 FEEBRLET,

7 VPN B
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el
B

b)

d)

AnyConnect 57 1 v 7 (<3 Bk y k7—2 7 FL2 B0 ]

3:inside-network 7 - DB

B= Add Metwork Object

M
Marne: |inside-netwark. |

Type: i Tekiwork, W !

IP Address: | 10.50.50.0 |

MNetmask:  |255.255.255.0 v
Description: Einside niebwark, |
INAT 2l

[] Add automatic Address Translation Rules

I [w]'8 ][ Cancel ][ Help ]

249511

[Action Translated Packet] =V 7 C, IRD 7 4 —/L REHELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

[Options] =V 7 C, DT 4 —)L RERELET,
* [Enable rule] 4 12 LET,
» [Translate DNS replies that match this rule] 24 723 57>, ZZlZLTBE£7,
« [Direction:] Both
* [Description:] HLHIOF A2 AT LE T,
[OK1 %27 U v o LET,
LA (Apply) 127U v 27 LET,
CLI O]

nat source static inside-network inside-network destination static Engineering-VPN
Engineering-VPN

—ferarz N EE I}
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B anvcomnect F5 70 o izTBRY FU—2 7 RLRAZHEORE

ATV T6 ATV TSOIENES TH LWHRIZER L. Engineering VPN 7 KL 2 7' —/L & DMZ % v
NU =M OHHRDT AT T 4T 4 NAT @ ELEY, DMZR Yy U —2 &k En7 R
A Engineering VPN 7 R LA ' —)L & 56557 RL AL LTHEMALET,

ATvTT HLWNAT BAIZ1ER L, Engineering VPN 7 KL A2 77— L h U FIUEHCTA X —F v b
T 7B ATELEICLET, ZOHE. TAT T 47 4 NAT AL EHA, HET
T RVRZTTAN= R T RLANLA Y FZ—Fy b )b—T 4 7 ARERT N L AIZZEES
2720 TY, ZORAIZERT 2ICIE, ROFMSHENET
a) ZOBANMLOKAIL Y bR X415 K 51T, [NAT Rules] ~< > T, [Add] > [Add

NAT Rule Before "Network Object" NAT rules] Z #&R L £,

b) [Match criteria: Original Packet] =V 7 C, IRD 7 4 —/V REHELET,

* [Source Interface:] Any

* [Destination Interface:] Any, [Action: Translated Packet] == U 7 @ [Source Address] T
[outside] Z R T 5 L. D7 4 —/L RIZABMIIC Toutside] AT SNET,

* [Source Address] : [Source Address] 77 W A iR ¥ % 7 U v 7 L. Engineering VPN 7
RLARA T —NagKT Ry NI—T 7V =7 FE@RINLET,

* [Destination Address:] Any

c) [Action Translated Packet] =U 7 C, IRD 7 4 — /L R&EFHELET,
* [Source NAT Type:] Dynamic PAT (Hide)

* [Source Address:] [Source Address] 77 7V X RZ %27 V27 LT, outside A > ¥ —
T A AEFRLET,

* [Destination Address:] Original

* [Service:] Original

d) [Options] =V 7T, IRODT 4 —/V RERELET,
* [Enable rule] 4 12 L E T,
* [Translate DNS replies that match this rule] 24 723 575, ZlZLTBEE T,
« [Direction:] Both
* [Description:] BRI DOFIAZ AT L £,
e) [OK]%27 VU vZ7 LET,
f) [EH (Apply) 127 U7 LT,
CLI O3]

nat (any,outside) source dynamic Engineering-VPN interface

7 VPN B
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4: Unified NAT 7— 7 )L

AnyConnect HostScan .

File Wiew Tools ‘wizards ‘Window Help Loak For! [
P Home | @, configuration| [ ] Moritering | | ] 5 Refresh Back 2 Hel
4] Home | G Canfigurationf | “] Manitoring | ave efres | | \_‘;] | w Hebp |
Firewall g & = Confiquration = Firewall > NAT Rules
| B58 Access Rules -~ : : : :
E B [ =
B . 2p Add ._ G Edit T Delete 4+ ¥ % B @, Find =9 Diaagram <7 Packst Tra
----- Q, Service Policy Rules Match Criteria: Original Packet AcC
""" ﬁ ,q,;:,,c., Rulnles Source Intf | Dest Intf | Source Destination Service S0
=g Filker Rules | . =
= 1 A A inesrng- 5 5 50
_____ [ Public Servers ny ny &ﬁl Engineering-¥PH dﬂ: Salés VPN &P any r
2L | B Filtering Servers Ay Ary ﬁ} Sales-YPN _-,_135 Engineering-wPN &8 any - O
3R Threat Detection 2 Any Ay mf Engineering-¥PM @B Enginesring-wWPM @@ any -- O
Arvy Arvy M Engineering-¥PM B8 Engineering-wPM @@ any - O
""""" 3 Any Ay B inside-network, B Engineering-¥PN & any - O
kﬁ) Device Setup Ay Ay @ Engineering-¥PH  mf inside-network @ any - O
g_ Firewall 4 Any Any P DMZ-network B Engineering-¥PN & any - O
7}5 B Ay Ay _gﬂu Enginesting-YPMN :-,_@,5 DMZ-nekwark, @ any -- O
£} Remate Access VPN c.ut:-.i-:IEe ﬂ Engineering-¥PMN
. | = "Metwork Object” NAT {Rule &)
21 Sibe-to-Site WP £ management outside = asdm_cuma @ any 1ok 5443 L
ii Esid gl 222 0
4 Trend Micro Content Security | Sl MERE @ any _L 2 I 5443 !
. | £
E} Device Managenent —
:
Configuration changes saved successfully, Hs Ackive docs 15 ﬁ

AT w 78 Engineering VPN 7 K L A 7 —)LinZE D7 —/)VEHIK, Sales VPN 7 KL A 7 —)L WNElx > b
U—7 . DMZ*y bU—27 BEOA F—Fy MIEET D X O ITHRE L7H&IZ, Sales
VPN7 RL R T —=ZOWCTR L7 BB A Z M0 IRTVLERHY ET, TAT 747 4
NAT ZfEH LT, Sales VPN 7 KL A 7—)L k77 1 v 7 H, Sales VPN 7 R LA 7' —)1
Wy U —2  DMZ3y hU—7 BEXOA ¥ —xy MHOX Y N U —2 7 RL A%
BOXGHN D LI LET,

AT w79 ASA @ [File] A == — T [Save Running Configuration to Flash] #34R L., 741 7 > 7 1 7 4 NAT

B2 =IE L £,

AnyConnect HostScan

AnyConnect 78N A F ¥ £ 2 —/L{Z XV, AnyConnect Secure Mobility Client (X785 A MMIA > &
= ENTWDANL =T f VT VAT A BIOTUFUANA TUFASNAL T =T
TrATUA—NDEY T N =27 W@ TEET, ZOEHRIE. HostScan 7 7Y rr— 3 v
WChoTEEENET, FAF ¥ TEAA L FTIL, A NI HostScan 731 > A h—/L X4

TWDHRENRH Y £7,

—ferarz N EE I}
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. HostScan D RTIZ &4

HostScan D RITIE &4

AnyConnect Secure Mobility Client Z 7R A F v £ 2 —/L & & AT HI121E, HIETHHRD X
572 ASA TV R—R 2 RIRMLETT,

*+ ASA 8.4

* ASDM 6.4

KD AnyConnect HREIX, RNAF ¥ £V 2 — L&A VA M—ATLUERDY £7,
* SCEP #7
s AnyConnect 7 L A U EV a2 —/b
RAF ¥ BV 2a—VE, WOWTNNDT Ty N7 =LA VA= TEET,
» Windows 7, 8, 8.1, 10, 10RS1, RS2, RS3x86 (32 v k) BLUx64 (64 '~ 1)
* macOS 10.11, 10.12, 10.13

« Linux Red Hat 6, 7. Ubuntu 14.04 (LTS) B L0 16.04 (LTS) (64 £ FDH)

AnyConnect HostScan D 5 1 > X

RAF ¥ Y 2—/LZiE, KD AnyConnect 71 &2 v v ZEUENRH Y £,
« 557K HostScan H AnyConnect Apex.,

« {&18121%. Advanced Endpoint Assessment 7 - & > A DS EE T,

HostScan /\ v 5r— <

HostScan /X 77— % ASA [ A X > K7 1 /R /7 — hostscan-version.pkg & L CH2— R
THZENTEET, ZDO7 74 ML, HostScan VY 7 b7 =7 & & H1Z, HostScan 7 A 77
UBIOYR—FRPFENLTNET,

HostScan DA R r—JLE-IET7v THFL—F

ZOFNETIE, ASDM ZfEH L, HostScan/Nw 7 —T% A VA —VEIET v 77 L—FK
L. AL ¥,

B s veN EE
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\}

HostScan DA VR b—ILERIET7 v FTHL—FK .

1R BHHIIZ

G¥)

ATy T
ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17
ATFvT8

ATFvT9
ATy 710
ATy TN

HostScan /X— g V43 x RN D 4.6 X LIEIZT v 77 L— KL L9 & LTWAEE., LAFIZ
ST LT-BEAED AV/IAS/FW DAP AR Y o —B X ONLUA A7 U 7 ~ 239X T HostScan 4.6.x VA&
LA THDL LV FRIGERTLIZ T — A ve—UNEREINET,

REZES SEDLTDICETTIVNERD LT XA BT FIERNFELET, ZOFIAT
E. ZOXAT TRy 7 A% T T, ZOREZRTT DRI HostScan 4.4.x & A#IZ72 %
EIOCEREEBITLET, ZOFIEZF 1L, [AnyConnect HostScan 4.3.x to 4.6.x Migration
Guidel] TFEMZRTFIEZZIL TS 7ZE W, DFE V| BITT HIZIZTASDMDAP DR Y ¥ — R —
TICBE LT, PO AV/AS/FW BYEA R L CFEITHIBRL THh b, LUA X7 U
N L, EEXWXOMLENHY FT,

FIE

hostscan_version-k9.pkg 7 7 A V& 2 B a—X X a— RKLET,

ASDM % i&2#E) L, [Configuration][Remote Access VPN] > [Secure Desktop Manager] [Host Scan Image]
> B L £,

[Upload] #7 U >~ 2 LT, HostScan /X 7 — D atbt—%a L Ea—HnH5 ASAD KT AT
\ZHAE T D 21TV E T

[UploadImage] %A 7 & 7' 7R »» 77 A C [Browse Local Files] # 7 UV v 7 LT, B—Hh/L a3 Ea—
4 b HostScan /X 77—V ERFBE L ET,

g E X a— R L7z hostscan version-k9.pkg 7 7 A V&R L, [Select] 27 Vv 7 LE
9, [Local File Path] 7 f —/L K & [Flash File System Path] 7 4 —/L R C&ER L7277 7 A LD/
2%, HostScan /Xy 7 — D7 v o — REDONRA BB L TWET, ASAICERDO 7T v
Va RIA TR LEEE, D7 T v a R7 A7 %279 K 9 IZ [Flash File System Path] %
METEET,

[UploadFile] 27 U v 7 LET, ASDMIZL - T, 77 A VDab—RN7 T v 1— RiZia
EENET, HWRIAT IRy 7 A, T7ANVNBT Ty v allEFICF v ra—Rahik
TEBRREINET,

[OK] %7V v LET,

[Use Uploaded Image] # A 7 2 7 C[OK] %7 U v 7 LT, BIEDA A—T L L TT v r—R
L7z HostScan /N> 7r— 77 A VEMFBHLET,

[Enable HostScan] 734 21272 > TW e WA XA A IZ LET,

[Applyl &7 U v 7 LET,

[File] # == —7>5 [Save Running Configuration To Flash] % %R L ¥ 7,

—ferarz N EE I}
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B vosscano7o szt -0

HostScan D7 A4 X —J)L

ATv T

ATy T2
ATvT3

HostScan /X =% T v A U A R—/F 5L ASDMA U F —T = A A LD E 2= Bk
EhEJ, ZHITX Y., HostScan WA NI > TWAEETH ASA I L % HostScan /% 47—
Y ORMAE#ES L ET, HostScan 27 > A h—/L LT, HostSean/3» 7 —V137 7 »
Ya RIAThoHIBRSNER A,

FIE

ASDM T, [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] > [Host Scan Image]
> |Zf#) L C, HostScan &7 > A A h—/L LT,

[Uninstall] 27 U v 7 L, MEROT=OIZ [Yes] 27 U v 7 LET,
[Uninstall] 22 VU v 7 LET,

GI—T R1) —~® AnyConnect 7 4 —F v T 21—
ILDENY ET

&

ATy T2

WOFNET, AnyConnect 7 4 —F ¥ TV a—/L & I N—TF KU o —ZBEAIT £, VPN
Z— ASA IZHEE T 5 & X112, ASA 1L Z 45D AnyConnect 7 4 —F ¢ £V a—/LE T
RRA Y h arvba—RFora—RLTA YA ML LET,

1a s BRI

ASAIZEZF L, Fa—Lary 7 4 ¥alb—i g E—FEBBLET, Fr— 3L a
Y7 4 F¥al— a3 E— FTiX, ASA IZ hostname(config)# 7' 12 > 7 & FoR L F77,

FIE

Iy NT—=2 2 FAT N T 7R AAONE I N—T KD v—&BIMLET,
group-policy name internal

il -
hostname (config) # group-policy PostureModuleGroup internal

LW N—T R o—%HELET, Z0a~vr FEAN LKL, ZA—TF KRYo— =
V74X 2 lb—v gy E— RO a7 | hostname(config-group-policy# 233~ SV E T,

group-policy name attributes

1 -

B s veN EE



| —meears veN s

ATvT3

ATv74

ATy TH

JI—TF K1) —~® AnyConnect 7 1 —F ¥ EL 21— ILDEY HT .

hostname (config) # group-policy PostureModuleGroup attributes
TN—7HRY —webvpn 2> 7 A Fab—a rE— RERHBELET, Z0a~vr RE AT
L7cf&iE, WITRT ASA D7’ r 7 FidFRSVE T, hostname(config-group-webvpn)#

webvpn

TN—=TRNDFTXTDOA—HIZ AnyConnect 7 4 —F ¥ EVa—ARNF U n—FESnd LD
W2, =7 K =R ELET,

anyconnect modules value AnyConnect Module Name

anyconnect module =2~ > K value |Z1X, ROEAD 1 DL EZFREETHZ LN TEET, B
DEY 2—/VERET 2561, HE2h <~ TREY 97,

& AnyConnect £ ¥ 1 —/L/H##E

dart AnyConnect DART (Wil L OV AR— bk 2V —
)

vpngina AnyConnect SBL (Start Before Logon)

websecurity AnyConnect Web ¥ = ) 7 £V 2 —/b

telemetry AnyConnect 7 L' A b U ET 2 —)b

posture AnyConnect R AT ¥ £ =—/b

nam AnyConnect * > NV —27 T 7 BAZR—T ¥

none TN—"7 KU =BT TP AnyConnect
EV 2=V EHIRTHGEICHEA L ET,

1 :

hostname (config-group-webvpn) # anyconnect modules value websecurity,telemetry,posture

EV2a— D1 OFYIBRT AT, RELEVWEY 2 — VOEE T EIEE Lo~y REFE
BLET, 21T, 202~ RiZWebtEFal)T 4 EV2—A2HIBRLET,

hostname (config-group-webvpn) # anyconnect modules value telemetry,posture

FEFAL T4 X2 —varET Ty a AEVIRELET,

HLlnar7Z4Xalb—rarPERICT 7y va AR VIREFESND L, [OK] &V ) Ay
T—UNRFERIN, RITITASAD T 1 7 NRFERZHLE T, hostname(config-group-webvpn)#

write memory
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. HostScan DREE<Y =27 )L

HostScan MEE~Y =17 /L

HostScan "Ly RiRA ' b UV EBa—HIMNBRAF ¥ Z LT oo v )LAINE L%, ER
PIERT 72012, AT v 7 778 AR —0ORE, Lua ODXOEHAREDOH 7V =
7 NEBEMTAOLERH Y T,

INEDORNFEICONTIE, RO~=2T7 L TRHELIBHALET,
« [Cisco Secure Desktop Configuration Guides ]

+ [Cisco Adaptive Security Device Manager Configuration Guides.]

F 72, AnyConnect 7 7 A 7 > kT HostScan DENEDZEAMIZ DUV TCix,  [Cisco AnyConnect
Secure Mobility Client Administrator Guide] % ZH 1L T 7ZE W,

AnyConnect tx* 17 EEUT 4 VY a—3 Y

\}

AnyConnect T =7 TE U T 113, WEBOBEFRHIAEORRLEEELA L X —F v bOD
B O L E 7, AnyConnect Secure Mobility {2 J ¥ Cisco IronPort S &/ U — X Web & % =
V7 4 77747 AL Cisco AnyConnect EX¥ =7 EE VT 4 V74T haeA¥ ¥ T
EIVTAT UV NEEREDD Y T MU =2 T ROANEG R A FINOHEIRELET, 7 T4 7
> MZE., CiscolronPortS U —AWebEFX o UT 4 77747 2 AMRERA X —T W7o
TWDEMRNCHER L £,

G¥)

Z OFEBEIZIX. Cisco AnyComnect E¥ =7 €U T 4 7 747 2 h® AnyConnect & = 7
VT 4 TR YR— hERMT S CiscolronPort Web £ X = U7 4 77/ F7A4 T ADY
U — A YEETY, F£7/2, AnyConnect Secure Mobility #§8E % 7R — h 9% AnyConnect V U —
ADMELTT, AnyConnect 3.1 IBRIEL Z ORe A AR — F L TWEH A,

EXaT EEVT 4 VY a—Ta ERET HITIE, [Configuration] > [Remote Access VPN] >
[Network (Client) Access] > [Secure Mobility Solution] D JIEIZEI L F 7,
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B

X JE

AnyConnect X217 EEU T4 Y a—ay .

5: [Mobile User Security] 7 4 > K™

é’] Hame CJ,(“} Configuration D Monitaring | 3 Save @ Refresh | o Back J ‘ 'j Help | l CISCO
Remote Access ¥PN Configuration > Remote Access ¥PN = Network (Client) Access > Secure Mobility Solution [J
? Intrudu;tmll'l &, 1 The Mobile User Security service lets Cisco IronPort 5-Series Web Security appliances protect Cisco
Metwork (Client) Access AnyConnect secure mobility clients From malicious software and inappropriate sites,
AnyConnect Connection Profiles
& - AnyConnect CustomizationLocalization Service Access Control
[T AnyConnect Clint Profile Specify the addresses of the hosts/networks From where WSAs can communicate with this security
- AnyConnect Client Settings appliance.
i} Dynamic Access Policies
{1 Group Policies % add| @ o | [
IPsec(IKEvl) Connection Prafiles e 1P address Mask
F\ddress Assignment
Advanced
Chentless S5L YPN Access
AdafLocal Users
Host Scan Image
| Secure Desktop Manager
t Certificate Management. e
&%} Lepicebehn Service Setup
gﬁ Firewall [ Enable Mobile User Security Service
gg Remate Access YPH
: [] Change Passward
gg Site-ta-Site VPN
& Trend Micro Content Security
o |, Device Management
>
&} active  docs 15 & 12/20/10 5:24:50 PM UTC

* [Service Access Control] :

LEJ,

WSA DIBEIL LR DR A FEITFR Yy U —2 7 RLAZHEE

o« [Add] : BN L 72855t D [Add MUS Access Control Configuration] Z 4 7 & 778 v 7 A8

P& £,

o [Edit] : B8R L 72 8586¢ ® [Edit MUS Access Control Configuration] Z 4 7 & 778 v 7 A3

P& £,

* [Delete] :
Ao

* [Enable Mobile User Security Service] :

BER Lo 2 7 — 7 Vi bHIBR L E T, MERaShT, LVE

LHbTEEE

VPN 2N Lm0 547 v h&OEELBRE L F9,

A X =TT D L ASA ~DOFEGIRFIIC WSAIZ L > THEHAENARAT— 2 ANTS

VENRDHY £,

WSA BIE(E L72WE ., AT — & AT disabled 12720 £,

* [Service Port] : —E R & A X —TMZT L85G, P—EADEDR— "N EFEMHEHTD
MERELET, A— FO®FMIL 1~ 65535 T, BRI AT ALY WSAIC 7Y g
ST ENTINT AEE B ESEHZLERHY T, T 744 ME 11999 T,

* [Change Password] : WSA 77 E A /NATU — REERTX £7,

* [WSA Access Password] :
NZfaE L £,

SIS IS VAP

V—RFE—HIEDIMERHY T,

* [Confirm Password] : i€ L72/SATU— REZFH AN LET,

—ferarz N EE I}
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[ Add or Edit MUS Access Control

* [Show WSA Sessions] : ASA IZHt S 472 WSA D& v v UIFREFRTE 7, #Hs
NTWD (EziTEER S 4L72) WSA DR A M IP 7 R L A3 L OMERRFN X A 71 7
Ry 7 AZRESNET,

Add or Edit MUS Access Control

[Configuration] > [Remote Access VPN] > [Network (Client) Access]> [Secure Mobility Solution]
@ F® [Add or Edit MUS Access Control] # A 7 &2 7' 7R~ 27 A, AnyConnect 7 7 A 7> kD
Mobile User Security (MUS) 7 7 EA&ZHEL £,

s [Interface Name] : Ry 77X YR MEFEHLT, BIMELEIREL TWDHA ¥ —
T oA AL BRI ET,

o [IP Address] : IPv4 7 RLUAE /X IPv6 7 KL A& A TE £,
*Mask] : Fry 77X UXREZEHLT, ZYDO~v A7 Z@IRLET,

AnyConnect D AW A AIXARX¢EO—AYE— 3

AnyConnect VPN 7 7 A4 7 N W AX~A AL T, VE—F 2—WFZ, O A—TER
JRT& F£9, [AnyConnect Customization/Localization] 7 ¢ —/L K& H3 X, kDX A 7
DHAZA RENTZT 7 ANEA R — T HIENTEET,

* Resources : AnyConnect 7 7 A 7> hDEHEINT- GUI T A 22,

* Binary : AnyConnect{ > A F—ZZfROLFATHHET 7 A /b, ZHIZIE, GUL T 7 A LD
1EF, VPN FA4 T N 7uardyAn, A7 VTN, ZOMDOT ZA4 T2 8 77 AR
BENET,

« Script : AnyConnect 7% VPN #£#5t Z fE LT D AT E 72T RICIATT A7 U 7 1,

* GUI Text and Messages : AnyConnect 7 7 A 7 FMEHT 2214 bLE X vE—,

* Customized Installer : 7 7 A 7 FDA VA M= NVEERTTDH NT AT 5 — 4,

* Localized Installer : 7 7 A 7 N TSN L ERBELETH N T VAT +— 4,
FHAT AT TIXROT 7 v a v EFEITTEET,

s [Import] 27 U v 745 & [Import AnyConnect Customization Objects] %1 7 12 7 )3 L)) L
Y, ZOXATRITIE, ATV PELTAVR— D57 7 A NVERETE S
—aAO

s [Export] # 7 V v 7 35 &, [Export AnyConnect Customization Objects] %1 7 & 7 ML) L
FT, ZOXATRI TR, ATV FELTZIAR— 577 A VEBETEE
—gqo

*[Delete] 27 Vv 7 425&, BRLIEAT V=7 FBHIBRSIVET,
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AnyConnect DHRAE2 T4 XéO—hYE—- 30, JY—R .

A\

GE)  ZoHiBlE~rTF a7 AN = TR —FShEEA,

AnyConnect DA R A TA X¢EO—AY¥—3>, JY—R

AVR—=R T DHAZ L TV R—=F 2 bDT 7 A V4%, AnyConnect GUI TEFI SN 5 7 7
ANGBE =B LTODLUNERHY ET, ZHUIAXL—T 4 7 VAT ALK THERY

Mac 35 X OV Linux TIEIRLF-&/NCFERRM SN ET, 72 & %1, Windows 7 74 7> NHOD
¥F¥o IEEBSHZ HITIE, MEOEFER T4 company logo.png & L TA AR — T HEN
BV ET, HOT7 7 ANHTA AR — T 5E, AnyConnect £ A h—FLED 3 U AR—x
YhEEBELEEA, EL, MEBDOFT7 7 A VERALTGUL 2 AZ~A X556
X, ZOFATT 7 ANDPOALED T 7 ANLDY ) —A T 7 A )VEMORHT Z LN TEET,

ARA=THhI—AT7AE LT (72 21X, company logo.bmp) A > HR— FT D5, 1
R—=hLIeA A—=VIE, RL77ANVAEEHLTHIOA A=V %HFA AR — T 5HET,
AnyConnect & H A X~ A AL FET, /=& 21X, company logo.bmp & B A X L A A—VIZEE
Wz T, ZOAA=VEHIRT %G, FIL7 7 ANAEFERHLTH LA A—Y (Fidon
DYAABRIAAL A=) A R—FTDLET, 77472 MIZDOA A=V ORREAME
LET,

AnyConnectD H R A XA XL O—AHYE—>ar, N4 F1)JERDY
7k
[AnyConnect Customization/Localization] : [Binary]

Windows, Linux, F7ziEMac (PowerPC F7=iXIntel X—R) 2 B =—X D4, AnyConnect
2747 NAPLEERT2MBEDZ 747 FERTEET, 7747 FOSAF Y
Ty ANEBEBEHZ D Z 125> T, AnyConnect GUI 3 X UY AnyConnect CLI 2 & = #2 2 F 97,

[Import] XA 77 D7 4 —)L RIFKRD L LY TT,
* Name & #2125 AnyConnect 7 7 A VD4 HIZ AT LET,
s Platform 7 7 A V& FATT5H50S 77 v N7+ —L&EIRLET,

*Selectafile 7 7 { VAL, A VA= T BT 7 A NVOLAFIERCIZT 2L IHY &
Ao

[AnyConnect Customization/Localization] : [Script]

27 V7 NOREBEIOAZ U7 FOFIRFHEOZEMIZ OV TIE,  [AnyConnect VPN Client
Administrators Guide] Z#ZM L T 7Z &V,

[Import] A 707 D7 4 —)L FIFKRD LFBY TT,

| —ferarz N EE I}
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B avcomectonzs<csxEn—hyE—vas, QUFFRPEAvE—T

«Name : 27 V7 FOA4HIZ AT LET, ARNUTELWILEFEZRREL T EI W, #:
myscript.bat.

*Script Type : A7 V7 M aFETT52 4 I 7R LT,

ASATTZ 7 A NEAZ U7 FELTHHITES L DIZ, AnyConnectiZ L > T, L7 1 v
7 A seripts. & 77 v 7 A OnConnect % 72 1% OnDisconnect 73— D 7 7 A L4 |ZiB
MENET, 7747 "REET 5L, ASAIX, VE— b2 Ea—% Loy —
Ty MT4 L7 MICAZ VT v&aFyram—RNLET, EOBE, scripts. 'V 7 1 v 7
ZXHIBR & 41, OnConnect % 721X OnDisconnect 7' L 7 ¢ v 7 AIZDOEFHED £9, =&
Z 1L, myscriptbat 227 U 7" N& A AR — N L7cGA, ASA ETIX, A7 U7 M
scripts_OnConnect_myscript.bat & 720 £4, VE—F aEa—% ETiH, A7 U7 ME
OnConnect_myscript.bat & 720 F9°,

27 F NOEITOREEME AT 57210, T_XTD ASA TRUZAZ U7~ &R
BEIEHEELET, A7V T NEBEIEFIXERT IHEEIL. BA—2a > LR C4RD
EHRAL, 22— R T 5 RREMEOH 5T X TO ASA ITEHRAZ VT N E2E Y Y TF
T, VR TDHE, HILWAZ VT MIEVFEICARIOAZ VT v EEEINE
R

s Platform : 7 7 A V%&FITTH0S 7T v b7+ —LEEIRLET,

s Selectafile: 7 7 A VA&IX, A7 VT MIXHLTHRELEZARERLCTHLILETH Y F
A,

ASDMIZE > TT 7 A NVINY —A T 7 A )LinbHA R — k&4, [Name] (ZxF L CHRE L7
LWARTBERL S VE T,

AnyConnectD h A AT A4 X¢tO—h)E—ar, GUFFR FEAY

t

o~

— v

T 7 AN NOEMT —TINVERET D0, EFH LT — 7 L E/E LT, AnyConnect 7
TAT 2 FGUUIRRSINDTHFANE A=V EETTEET, ZDA X, [Language
Localization] 2 > & A UHSREA DB £ 97, XLV @E R SFELAHLIZ OV CIL, [Configuration] >
[Remote Access VPN] > [Language Localization] {2 8h L £,

FEY =N —ICH D BEE DR L ANTINZ T, ZONA AAZIL[AAd) R F & BIMOREZ
% 2 72 [Template] =V 7 13H 0D £7°,

Add : [Add| R > %27 Vw7 FTDHET 74N NOERT —T VO a b —NH &, EHEmE L
FOBRFET D ENTEET, RET7ANDEBELTIRL, 77 A LVHADT XA FDEFE
BCWET DI ENTEET,

BT —TNDRA =% NAR A AT 55, msgid (TAE LRNWTZE0, msgstr
NOTFANEETLET,
FUTL—FDOEBEEBELET, T L —MIF v v a2 AF Y NOLEWRT — T LI
D, BELEARNGEET, 77 UVFOEEAS TV a v L RO S DR ZHEH LT
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AnyConnect DA RE YA REA—hYE—Las, NREXAXShEA VR =5 k50 74—4 ||

a0, e zE, FEFEOT—TNVEERT D EXICIEZHFEH L TWAEEIL, IEICE-
nuuﬁkéﬂézh é:b\OfH%Eu%:ﬁFHLi?

[Template] €5 2 3 >
« T U7 L— MNEREZREML TT 7 4V NORGEEWLT — 7 /T 72 AT HIZIE, [Template]

7w LET,

« T 7 A NOFEEMT — T N EFOR L, LEIDE U TRET DI, [View]| 227 U v 7
LET,

« T 7 F )V N OEFELEBRT — T VD 3 —EFRETIREAFET DL, [Export] 22 U v 7
L/iﬂqo

AnyConnectD H R A3IX A RXEO—AhHE—> a3y, HREIIAAXEN
FAVAM—F FSURTH—L4

ER LT D R T v AT =L, VATV M AV A =T Ful 7 L& L CTRHA
T5ZLI2L > T, AnyConnect 7 74 7 > F GUI Z RIEICH AZ A XTHZENTEET

(Windows O&) . TV AT 4 —L% ASAIZA VKR—FTHE, A VA N—TF Tl T A
EHEALCEAINET,

N7 VAT 4 —AOHAE L LTRIRTE 2 0F Windows 7217 TF, b7 U A7 4 —ADG¢
Nz >WTIX, [ Cisco AnyConnect Secure Mobility Client Administration Guide)] % 2/ L CT<L 72
S,

AnyConnectD h R 233v A XéO—hy¥— 3y, O—hHh534XEhn
A VA N—5 FSURTH+—LA
NG UVATd—25BEHLTC, 7I9A4AT VM AVAN—T 0T TAIEREINDAvE—
VERRTEET, FIUVATF AL TA VA ML= a U RERINETHN, £k

X2 UTF 4B MSLIZZE L LERA, ZTRNHEDRTF VAT —ATIIA VA M—F B @IS
BEIFREN., 7947 F GUILEERIZER SN EE A,

AnyConnect 3.1 [7] [T AnyConnect Essentials

AnyConnect Essentials |%, BIi&7 A & Aff 5 X% SSLVPN 7 7 A 7 F T, FEIZ ASA
THREIN, LA TFZF< AnyConnect O EHEEEZTEML L £ 97,

e« 7547 ML ASSLVPN 72 L

s 47" 3 > ® Windows Mobile D% 74— | (Windows Mobile 7 - & > A ™ AnyConnect 73
ETY,

| —ferarz N EE I}



— iz VPN B |

B orsecvensSa7o TRy

AnyConnect Essentials 7 7 4 77> M, Microsoft Windows Vista, Windows Mobile, Windows
XP, Windows 2000, Linux, 721X Macintosh OS X ZZ{TLCW\W5 U E— K =¥ K 22— |Z
Cisco SSL VPN Client DF8 % &72 5 LET,

AnyConnect Essentials % - % —7 /W29 % 1Z1%. [AnyConnect Essentials] <X > @ [Enable
AnyConnect Essentials] = v 7 Ry 7 A% 4 N2 LET, T DA L AnyConnect Essentials
TA VAN ASAILA VA =L ENTVDLEEICDAHFRSNET,

AnyConnect Essentials 731 r—7 /L Z41% &, AnyConnect 7 7 A 7 > kX Essentials & — N %
fEHL., 27947 NV ASSLVPN 77 BANT 4 Z—7 /L ZLE T, AnyConnect Essentials
DT 4 E—T7 b L&, AnyConnect 7 7 A 7 2 MEFEA7: AnyConnect SSL VPN Client % fifi
HLET,

GE)

[Configuration] > [Device Management] > [Licensing] > [Activation Key pane simply] @ AnyConnect
Essentials 7 1 &> AT 2 A7 — & A1EHIZIL, AnyConnect Essential 7 A & A A > A

M= ENTNBENE D AW EILE T, [Enable AnyConnect Essentials License] 7= v 7 78 &
I ADREIFZDAT —F ARSI EE A,

TNRAANDT VT 4 TIRITTAT RV A By a RN DH%E . AnyConnect Essentials
T— & F—T M T&EEHA, SSLVPN v v g 0% R /RT 5121, [SSL VPN
Sessions] & 7 3 = > @ [Monitoring] > [VPN] > [VPN Sessions] UV > 7 %27 U v 7 LET,
[Monitoring] > [VPN] > [VPN] > [VPN Statistics] > [Sessions] <4 > NHE £7, v a Dt
HZ&Fo~9 D21, [Filter By: Clientless SSL VPN] # 3 L C [Filter] 7 UV v 7 LET, &
Ta Y OFEMPER TR IINET,

Ty va VOFMIZFERET, BUET 27 4 772 SSLVPN & v v a Y O EFRRT 1T,
[Check Number of Clientless SSL Sessions] # 4 12 L'E 9, SSL VPN & v 3 D 0 DY
4. AnyConnect Essential &4 r—7 /LIZTE £,

G¥)

AnyConnect Essential 731 % — 7 /LZ72 > T 558, Secure Desktop IFHERE L £H A, 727201,
Secure Desktop % 1 1 — 7 V23 535415 AnyConnect Essential 27 4 &—7 /LI TE £ 7,

IPsecVPN O SA 7Y 07T

\}

GE)

VPN 7 54T METAEHFKRPT, HR— AT LTWET, VPN 747 FOERE
IZOWTIE, ASANR— 3 9225 ASDM D~ == 7 /LA ZH L TL 72 &V, AnyConnect
X277 EEYTA 9SATUMITYTIL—KRTEHIE#HBEBLET,
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Zone Labs Integrity Server .

Zone Labs Integrity Server

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[Advanced] > [IPsec]>[Zone
Labs Integrity Server] /X% /L "Cld, Zone Labs Integrity Server % 7R— k3% X 512 ASA # % E
TEET, ZOV—NF, FIA4X—F Ry NIV—=2IZT 7 ERATDHIVE—FZ7TFA4T |

TEFxa VT4 AU —%#HT 5 HI TG S/ Integrity System &9 2 27 AD—

T, FEHBITIE, ASADR T 7 AT U4 — N —NxT227 747 FPCOTrFT L L
THERE L. Integrity 7 7 A 7 b & Integrity —/ [#] CHEE /29T O Integrity % V L —
LET,

G¥)

BEDOY Y —ADE X2 VT 4 77747 2 ATIEREFC 1A O Integrity T—/3D Fx 3 7K —
FENTOWETR, 2—W A ¥ —7 = ATIEHKKS B Integrity — SO EN VKR — K
SNTWET, 7277 4 77— ICEENRAE LT-GATX. ASA L THIO Integrity —/3%
HELT, 7747 VPN Y g VAL LT 7EE0,

* [Server IP address] : Integrity '— 3D IP T RV A Z AN LE T, v MIE 10 ERAHEH
LET,

« [Add] : HT LY —RIPT KL A% Integrity —/3D U 2 MIBMLET, ZORHZ AL,
ServerIP 7 KLV A 74— )L RICT RLARATENDET 7T 4 7270 £4,

s [Delete] : ZE4R L 72— 3% Integrity h— 3D YU A R GHIFRL £,

* [Move Up] : B4R L7z —/ 3% Integrity —/ 3D Y X NN TLEIZBEILET, ZORZ
IE. VA NI =01 B EFET 58I THEATE £,

* [Move Down] : B8R L 72—/ 3% Integrity h—/ DY A NN T FICBEILE T, ZDORF
SE U A NS =01 BULEFET 2SI TE £,

s [Server Port] : 7 7 7 « 7 7¢ Integrity — 3% U » A F 5 ASA DR — hFEZE AL E
9, D7 4 —/v FiL, Integrity Server ® U A MIH— 3072 &4 1 BLULEFET S
BRWETERNTEEY, 7740 b A— FESIL 5054, iFHIE 10 ~ 10000 TT, ZD
7 4 —/V RiX, Integrity Server U A NNICH— "BFET AL THEHATE T,

* [Interface] : 77 7 1 772 Integrity —/ L BETHASAA U F —T =2 A AZFHIR L E T,
DA HE—T A A A =2 —|L, Integrity Server U A NNIZH — SBIFET DA
IR TEET,

* [Fail Timeout] : ASA X7 7 7 4 772 Integrity 4 — NZEETERWI EEESTHETD
R NI LET, 7740 MT 10 T, #EEIZ, 5~20 TT,

« [SSL Certificate Port] : SSLFZFECTH AT 5 ASADKR— b2 ELET, T 74/ hDFR—
~iZ 80 T,
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* [Enable SSL Authentication] : ASAIZEL DY E—F 7747 2 F® SSL ZEHEDFRFEZ A
F =TT DHEBCA AT LET, T 74V MTHE, 77472 bSSLIRGEET 1 &—
T s TWET,

* [Close connection on timeout] : % 1 A7 7 hEEIZ ASA & Integrity % — NE O 24 T4
DA A T L ET, T 74V T, BRI L E T,

« [Apply] : B E A EITL TV 5 ASA I Integrity — SOEREZEH L £,
* [Reset] : F 7258 H S 40TV 720 Integrity Yr— SO EDOE T ZHIBR L £ 77,

—ME

Cisco Identity Services Engine (ISE) (%, ¥ =2 VT 4 KU v —FHBIXOHE YT v b7 +—
LTT, AR, VATV L A, VPNEEROT 72 2HlillE X2 T 4 avTFI3A4 T A% H
gk L, > 7T LFE T, CiscolISE IFFEIZ, Cisco TrustSec LHEEL TEHXH a7 778 A L&
TGANT AR L, EAFAET N AFFBIAKR (BYOD) A =377 4 7 & HHR— kK
L, HRY > —Z2#HT 57O ET,
ISE Change of Authorization (CoA) F&REILZ. F¥FE. F8Fl. BXOT AV T 17 (AAA) kv
var Ot By va VHENTRICEE T L ODA D= AL ERILLET, AAA D= —
PELF—YF TNV —T DRI > —%EHT 5 L&, ISEND ASA ~ CoA /X7 v b & EHBEE(GF
L CRBREZ B L, LAY o— 2 CEET, 1> T4 RAF ¥ EfiAA4 > b
(IPEP) %, ASAICK > THEML ENTZK VPN Yy v a il T7 7R arbr—L U XK
(ACL) Z##HT 2 LEIIH Y £H A,

ISEARY & —DEIL, RO VPN 27 T4 7 FTHR—FSNTWVET,
* [PSec
* AnyConnect
» L2TP/IPSec

VAT A 7= RkOLEEBY TT,
1. =2 F o2—¥2 VPN 5L TER L £,

2. ASA X, ISEIZX L Ca—VE2FIEL, *y NI —T ~DRET 7 A&t d 22—
ACL #5270 £97,

3. TAUCTAVTRMGA Yy = VR ISEICEFE SN, By va B RERSNET,

4, RAF ¥ TEARALIBNACTZ— v FEISERITCHEHBITONET, 2071k R,
ASA ITEEI T,

5, ISENCoAD IRV — T vzl ZRHLTASAICRKRY P —DOEFEZEELET, 21
LD, Ry NU—7 TR AMRBREE O HH L o—% ACL 25#k5 S E T,
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GE) %D CoAFHEN L, BT A 7 X A LAHFIZIBIMOR Y > —3HliAs ASA (SFEBAIZITD
NAEAERHY £9°,
=, 2)]s = =
ISE ECFE.I-KEODEQE
ISE SBR[ A E 2R ET 5121, ISERADIUS r— &GV — N FL—T 2Bk L, U E—h
7 7% A VPN & E7n774w(by*w)f%@%—ﬂﬁw~f%@%bi#o
FI§
2T w1 ISE #—/30) RADIUS AAA H— X F L —7%2HELET,

WOTFNEE, /IROREE TR L TWVWET, REISUT, ZA—7OMOFRELTHETE E
T, KEDOBREIIE, 1 FEAEDR Y NU—ZIZHE LT 7 4V FRENH Y £3°, RADIUS
AAA H— N T —T OREOTEMONTIE, —kRay 74 ¥ab—var HA P25
LTS 7EE,

a) [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [AAA Server Groups] % i%
WLET,

b)  [AAA Server Group] FHIL T, [Add] Z27 V v 7 LET,

c) [Server Group] 7 4 —/V RIZZ V—7" D4R AT LET,

d)  [Protocol] Fu v 7 &7 U R FiE RADIUS H—/N & A4 7 2RI L £77,

€) [Enable interim accounting update] & [Update Interval] Z34R L, RADIUS HfEi]7 7 > T 4
YIHG A = UNEMMICERIND DI LET,
ISElZ, ASAZREDNAST A RINOZETHT AV T 47 ba— RIZEINT,
TI0T 47ty varoT L7 P ERELET, L, By varBTIT 47
THHEVIBHM (THUT AV T A=V EREIRATF Yy bToHFrvay) &
SHEZE Lo ehG, ISEIXT — 2 RX—AnbZDE vy a Ol a— REHlRL
F9, FRRFE O RV VPN Bt IR SN BRWNWE D I2T 51, 3 XTOT7 7747
Ty a VZOWCTISEWLEMMICHET AT T 4 VT HEHA v E—V%EET DL X
N, IN—TEHZELET,

INGOEFERET HHREEZRMBEMN CELETEET, 7 740 NI4T, 5E
TEAEPMIT 1~ 120 TI,

f) [Enable dynamic authorization] % S8R L £ 9,

ZOF T a k. AAA B — R Z)L—TF D RADIUS OEHIFE T (ISEZFFZEH . CoA)
P —bEREAF—TMILET, VPN F RV TH =R T N—T 5T 5 L e
% RADIUS $—/3 7 )L—"7 73 CoA IR GRS L, ASAIZISENG D CoARY ¥ —
BHHA— 2D v 2 LET, BIOR— NE2FEHAT 5 X I ISE — 3035 E I T
WARWERY | R—F (1700) ZZF LRWTL ZEW, AL 1024 ~ 65535 T
R
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FREIZ ISE Z 4 H L 72\ 54 1%, [Use authorization only mode] % #&4R L £,

ZOFTva itk =R T N—TEZRIMEHT 5 & X2, RADIUS 7 7 & AR
Ao —=UN, AAAT—FICRESNTWAEARAT— RFHFRICK LT, TERAEH )

FORE L THEEIND Z 2R L TWET, RADIUS — D@/ SA U — NE§ET
HE, FONRAY— NIFERINET,

7o & 2R, BRECZ OV — N N —TFTlid e iEHEEZEHAT 5512, BTEH
E— b%ﬁﬁﬁbi*@“ VPN RV FAVCORAMETH I T 4 7T 0)4)——/\7/1/—"
T2 AREME N B D D T,

[OK] %7 Vw7 LT, =T N—T%2RELET,
Y= TN —T %I L7265, [Servers in the Selected Group] U A h C[Add] &7 U v 7
L. ISERADIUS % — "% 7 )L— BN L £7,

F—RBMELZLUTIORLET, HEISUT, MORERICT 74V NERETEET,
* [Interface Name] : ISE — NIZEFET D720 DA » F—T = A A,
* [Server Name or IP Address] : ISE % —/SDAHR A M ETZITIP 7 RL A,

o (fEE) [Server SecretKey] : #fi &5k 5% —, F—ZHE LRV &, BT
kS EEA (FL—r TFAR) , ZOXF L 127 LFF TOELTFI O
S, REFENLFOXFNRSH Y, RADIUS — N EDF—LE UfEIZ/2 0 £
j‘o

[OK] %7 U v 7 LT, =% 7 L—7BMLET,
PR T N—TNZHID ISE — "% BEMm L E T,

AT T2 VE—KTZEAVPN CISEYV—R TN —TF5HHTAEDIZ, RETR 77 AV EFHL
F9,

PLFOFIEL, ISEREOREAS 7Y a O HFE LEd, HENRYE— 7278 AVPN
EERT AR, ZoMMoF 7y a VERETDHILERHV ET, VE—F TZ7EAVPND

ES'S
a)

b)
<)

d)

EIZOWTIE, 2O =27 VOMOEFTOHAICHE > TS ZS Uy,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles] %R L £,

[Connection Profiles] 7—7 /L C, 707 7 A V& BMEITREL T,

[Basic] X— T, @b RAHELET,

FRFEIZ ISE r— %9 5454 1%. [Authentication] > [Method] (Z%f L T [AAA] %
BESIN L\ WU ISE AAA H—/3 L — T 2RI L £,

FFATIZ DA ISE B — N TV —T 2R ET 256 1%. BORGES R ([Certificate] 72
E) #mIRLET,

[Advanced] > [Authorization] ~X—""C, [Authorization Server Group] {Z%} L T ISE H#—/ 7
N—T %@L ET,
[Advanced] > [Accounting] ~<— T, ISE #— N J)L—T RN L E 7,
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