LTIV 7oA KR) O—

TOETIE, AATIvI TI/RRARI D —2RETDHHEEZHRHALET,
cHAF IV TIEARY —IZHONT (1 =)
HBAFIv I TIRARI—DTA LA (43=)
cHATF I T EARY —DRE (43—)

* DAP O AAA BMHEEIIEEDRRE (8 X—)

*DAP D= RiRA v MNEM@IEEORE (11 X—)

« LUA % L7z DAP (28T 2180 DAP ZIREHEDIER (26 <X—)
*DAP 7 7 B A LFFRIR Y —BEORE (31 =)

*DAP b L—ZADEFT (36 2—)

* DAP Off] (37 <—7)

BAFIVvH THERAERYO—IZDU\T

VPN 7' — b 7 = A (FE R BREECTEME L £7°, x4 D VPN #2213, BHBEICERIND A
KT %y FRE, MNORL—FRHOSESERu—1, BIORELEX2 DT 4 LN
VIR BV ET—F T RA P A Ihboua s A il BEROERNEET DN D
WET, VPNERETOZ—YEAIOX AT L, AXT 4 v 7 RBEDR Y NV —7 TORAHF
A7 X0 B0 BT,

ASA TIIZAF I v T7EAKRY — (DAP) IZX-> T, ZHbHDSF I FREBHITHHAL
TOHRAMEELZRECTEET, AT I v 778 A R —iF, HEO2—Y b ZE
Tika—Y ey a cBEMT S —HEOT /A ar he— VEEERE L CTERLET,
THODBYEICLEY . DI —TF AR — sy PRI RRA Y X2 )T ¢ O
WCHRHL L F9, 2F YD, ASATIE, ERLERY —ZESX, FFEDOE Yy ar~DT 7%
AMENFFED L —FIZAF 5 S ET, ASA 1T, =—FREEE L7 T, DAP L — Kb
DEMZBIREITENT DA LICL>TDAP 24K LET, DAPL 22— X, VE—FF
INAADTZY RIRA 2 b X2 U T 4 HFHREBLORGES NIz —F D AAA BAMEHRIZFES W
TERINET, BREINTZDAP La— R, =2—% borxrFEridktyya vic@AsSn
3

DAP . wLF arFF A F B— RTIEYAR— FENFEHA,
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DAP VAT AL, HEEMLBELTAROALKR—R L "BH Y 7,

*DAP@BIRa L 7 4 X2l —ar T77A By g UETIZDAP La— RABIRL
THEHAT H7-DIZ ASABMER T 5, EENTLBRINTZTFA N 774/, ASA EITRTF
SNET, ASDMZHEHL T, ZO77 A NVEEH LD, XML 7 —#EXT ASA I
Ty 7a— KLY T&EET, DAPRIGRE Y 7 A VI, =—VRRETHTXTOR
PERFLHE SN TWET, ZHITiE, AAA B, =2 RARA U MNatk, BXOxy hU—
7 ACL & Web # A4 7 ACLD 7 4 )% 7R"— Rk, URLDOY A h& LTRESNZT
TRARY) =72 ENHY 7,

s DfltAccess R Y v — : HIZDAP ¥~ — 7 —TNVDOREDOTZ N T, 77443V T 4
IF0, T7AN T I7EAR) O —DOT 7 ARY U—BHEEZRETE LTI, AAA
BEEIT=Y RARA U MEREIEENTE LT, ZNHORMEITRETE IR A,
DfltAccessPolicy IZHIBR CE £t A, F/o, v~V —T—TNLDOREOT MV IZHR->T
WHRENRH D £77,

FEANZOWTCIE,  [Dynamic Access Deployment Guide]
(https://supportforums.cisco.com/docs/DOC-1369) =S L T 72 &0,

DAP [ZLBYE—F7H+R 7O FIALLBELEUVRRAFVEE@Y—IL
DHYHR—k

ASA 13, BHENRELERAFYIMEY — L EFEH LT RRA 2 b X2 T 4 B
EERELET, ZORAF ¥y —/LiZiX, AnyConnect IR AF ¥ £ = — L ML L7-7R
ANAFx Ny —Y BIONACHREENET,

WDOFIZ, DAP WY R—FLTWAEFEYVE—F 778X Fa hab, ZOHTHEHATRER
RAF FEUHY — L. BEOZFDOY — k- TS AEHE R LET,
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DAP(zk % E—k 7o RN~ 2 [

Fu¥xy (KA
T B AR
A)

H7R— k&t 5 ') |AnyConnect /R X | AnyConnect 7K X | NAC CiscoNAC 7 7’5
EF—+FT7O9€X | FYEDa-IL | Fr EDaA - A72R
JAkIN KRR R REYS | KRR RFv
Ny lr—o Ny lr—o
Cisco Secure Cisco Secure
Desktop Desktop
(Endpoint (Endpoint
Assessment 7= X I | Assessment 7R R
R UYRERMEEE | R v UHLIEMEEE
MDA R—TILTH | B R—TILTH
Ly) 3)
T ANMER, V| TFIAINNA, INAC AT —H A |VLAN ¥ A 7 &
VALY F—D | TrFAS, Tz | BT VLANID %K
fill, Ff77mt |7, BLOUS—Y
A, ARXVL—=T 4 | TNV T7AT
VT VAT AR | Ugx—/ VT b
ey U7 DR %K
j——
[Psec VPN L L KRS KRS
Cisco AnyConnect | %}/ Xs X hia X hia
VPN
74T h LA |G K his 2L 2L
(77 UH~N—
Z) SSL VPN
PIX 77 v F A/L— |72 L L L L

DAP [Z& B E— M T7IUOEAREHDL— R

RO —rr o AN, FHER R ) T — b 77 B AR ML T D 6 OMEEZ R LET,

1. VE—h 27747 b VPN B¢

==

2. ASA L. RE

i 34T L EJ,
3. ASAE, AAAZN L Ca—VE2RIELET, AAAV— T, 2—FORABEMELRLE

‘j—o

A ET,

372 NAC fii & Cisco Secure Desktop ¢ Host Scan fi % {# f§ L TR A F x 7F

4. ASA IZAAABABMEEZFDE Y 3 ITEH L, VPN b RSN LFE T,
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5. ASA . AAAZRAMEHR L B v 2 a v ORAF ¥ FIERICE SV T DAP L 22— RA BN
L/ji‘g_o

6. ASA TR L7 DAP L =2— N5 DAP BIMEAEN L. F0EH SN BIED DAP &Y
—Z7% 0 £,

7. ASAIZZFDODAPRY L —% v g @A LET,

BAFTIVY) TFTIRBARI O —DIA4EVR
A\

GE)  ZoReIiX. A v— NS UERROZRWET L TIIEHTE A,
ETIL 4t REH
ASAv Premium 7 A & A
fthOFTXTHOET IV AnyConnect Premium 7 1 &> &

Advanced Endpoint Assessment 7 - & > A

AnyConnect Mobile 7 A & > &

GE)  ASAEHFE )’ AnyConnect E/3A /L AR A F ¥ DAP @A E DL HITHEHT 500, A A b—
V% FHD AnyConnect 7 A & L A2 &L - THEA Y 9, Advanced Endpoint Assessment 7 A &2 >/
AVZ X 5T, DAP T Advanced Endpoint Assessment #§GE (f£18. Windows Mobile Device LUA
Expressions 72 &) ANV £3, £/o, AT A B ATDAP 2T 52 L TEE
. JEIR DAP (L ASA DT A B AB L OHREICESWTHEASNE S (12— /ML
AnyConnect Premium 74 B AZ LD TVA NV AR T = v 772 L)

BErEY Y
DAP ~® AnyConnect = KR A > MNEPEDEM (14 X—)

BAFTIVY TIORBAR)DO—DERTE

48 HHEIIZ

o FRIZFEEHE DR WRY . DAP =2 RiRA > MEMZRTET HHIIZ, FA N A%y L&AV
A N—ITBMERH Y FT,

» Java Web Start ¥ X = U 7 ¢ OO 728, T /34 2T webvpn X— A DOEE & EHT 25
Bl RE LML mERT Y RARA V MEMEICANTERNWZ LR 9, ZORE
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ATy T2

ATvT3

ATvT4

ATy TH
ATvT6

g4+39s 702Ky —0%E [

ERT 520X, ASDMT AV by 77U r—a U EEHRT L0, £ioidlavat =
U7 4 OflFLE LT AEA B# D URL Z BN L £,

Ty AN, TukRA, LYAR)DOTL RRA 2 MNEMEERET RIS, 77 A, TR
A, VUA MY ORARA N Axy VRN EZRET DHEN DY Y, FIEIZONT
IZ. ASDM % jL#) L C [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] >
[Host Scan] DIEIZEIN L, [Help] #7 U v 7 LTLEEW,

« DAP %, ASCI XFDHIR—FENET,

FIE

ASDM % jZ#j L. [Configuration] > [Remote Access VPN] > [Network (Client) Access] & 7213
[Clientless SSL VPN Access] > [Dynamic Access Policies] % 58K L £ 797,

BNEDT VFUANA, TUoFANAM T T LFRX—=YF N T 7 AT U4 —LDT KR
A2 NEMEEED DI, A > O BT < @ [CSD configuration] V > 7 %27 U w7 LET,
RIZ., Cisco Secure Desktop 35 & UV Host Scan DILIRIEREZE A R — 7 MIZLET, ZD U 7%
INDIE T OBEREE T TIZA F—7 MIZ L TV A GAICIIFR RS NET A,

Cisco Secure Desktop % A X —7/WZ LT, KA N A% ¥ UPLiRHEEE A F— 7 M2 Lang;
St BEEZEMRTHE, RARN ZAF v ar 74 X¥al—2 g b AX—TNITTHTD
DY 7B ASDM IZEENFE T,
RIEFEHDDAP DV A M aFRLET,
T =T MZIFIRD T 4 — )V RIRFRINET,

* [ACL Priority] : DAP L' 2 — RKD7 T A4 4V T 4 &R LET,

ASA L. BEPODAP L a— Kb Ry U —27 ACL & Web % A 7 ACL #8425 L &
I, ZOMEAEEH L CACL ZiaBa i AT LEd, ASAIL, BT TF7A4 4 T ¢
FEMNLETMNOTSAF )T 4 BEOIEICL 2— FEWR, MO TS5AF) T 4 %
T—TINDO—BFIHELET, BEERXREWVNEETIAFT )T A NENZ EE2ERLE
4, 72 ziE, R4 DODAP La—RNiHER 2 DL a—REVbEWTIA4 4T 4 %
FFoZ Lz Ed, 7T7A44FV 7 21F, FEITOETARBIIITEERTA,

* [Name] : DAP L 22— RO4Ri#F R LE T,

o [Network ACLList] : v a VA IND 7 74 7 U+ —/LACLOARTZR R LET,
* [Web-Type ACL List] : &>+ 3 T M &4%5 SSL VPN ACL DA RTZ R R L E T,

* [Description] : DAP L' =— RO HBYZ#HH L £ 7,
[Add] £721X [Edit] 227 UV v 7 LT, XA F v 7 TR R > —0BNMEITHE (6
N=V) BEITLET,

[Apply] #7 U v 7 LCDAP & EEZHRGF LET,
[Find] 7 4 — NV REFEHLT, ¥4Iy 7 7782 R — (DAP) ZMFLET,
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B 5 rz00 7o Ky v—nBmEr3EE

ATy 17

@74%w&mwkﬁ%%#¢ék DAP T — 7 VDK 7 4 —) KD LEEEE Sy O SCF IR R
N, —HETH5b0PMmHEINET, VANV RI—REFEHTL L. RZBRFANLNY £,

72& 20X, [Find] 7 4« —/V RIZ Tsal] & AN L7=HAEIE, sales &V D £EID DAP & id—
ﬁ(biﬁ“ﬁ\ Wholesalers WS ZHITD DAP &ix— ﬁbi*’é/v [Find] 7 « —/L RiZ *sal
EATITBHE, T—TNND sales $7-1d Wholesalers D9 b, MITHIL7-H DI
HanE,

FAFI v TIEA R —DF AN (12—Y) BFTLCRELHBLET,

H

BALF2IvY 7O EIAR) O—0EMFITHRSE

ATy T

ATy T2

ATvT3

ATy T4

FIE

ASDM % #L#j L. [Configuration] > [Remote Access VPN] > [Network (Client) Access] & 7213
[Clientless SSL VPN Access| > [Dynamic Access Policies] > [Add] F 7213 [Edit] Z 38R L £ 7,

ZDEAT Iy I TI7RBARY =4 (WH) EHH (F7vary) 2ALET,
* [Policy Name] I%, 4 ~ 32 SLFOLFH|T, AX—AIEHTEXEHA,
* DAP @ [Description] 7 4 —/L RIZ1X 80 LFE TANTEET,

[ACL Priority] 7 4 —/V RC, DX AFTIv I TI7EBARI O —DFTAF VT 4 HHEL
ij_o

X2 VT4 TTFIAT ARG, ZZTCRELEZEFTT 782 R —Z2EALET, &
NDREWVNEETTAF VT 13@Em< 720 3, AMMEOFPHIL 0 ~ 2147483647 T¥, T 7 4
JV Ml 0 T

Z D DAP OBEPFEELFRE L T,

a) [SelectionCriteria]&/f VORayTE T YRR (FAULRL) T, 2a—PNZDEAF
R TI7EARY U—EEHT LI, TRTOZY RARA > MEtEailizd 2 L
Mz T, T THREZIND AAA BHEEOWT LA ([ANY]) £721E7XT ([ALL]) 254
LR DD, vk b—URE ([NONE]) THDLDOMNEERL £,

HETL U NV IEHFRSNET A, AAA BT RANA > MEMZfEEE T2 DAP
La— REFRETHE, La— RBTRTOBRRNEEZZ L TWDLZ &L DHDT,
ASAITFIZFDO L a— REBIRLET,

b) [AAA Attributes] 7 4 —/V K® [Add] £72I1% [Edit] Z#7 U v 27 LT, DAP & AAA JEMEIR
BHEORE @~—) #FTLET,

¢) [Endpoint Attributes] fEIk C [Add] £72I1L [Bdit] 27 V v 27 LT, DAP D R4 > Mg
PERPFILEORTE (11 2—) 2FITLET,

B 773y 70€RrR)I—



| #4539 702Ky —
s4+z90 72 RUv—n7Z+ |

d) [Advanced] 7 +—/V K% 7 VY v 7 LT, LUA i/ L7= DAP |Z35) 51BN DAP #4UIEL
DR (26 X—) ZFITLET, ZOWEELMHFEHTHICIE, Luu 7RI 075
FED RN ME T,

« [AND/OR] : FEARH BRI L— L L ZZ TCANTHmB Lt ofREERE LT,
DFED, TTIERESINATND AAAE@Q‘O‘J&U“I‘/ RARA » NEEISH LW EMEE
BT 200, FREENOEREFLAOBMEICEZSRZ 500 EEBELET, 774
LV MME AND T,

* [Logical Expressions] : ZNEND X A T DT KiRA > NEMEDA VA X 2 R 5B
METEET, LWL AAAEIRBEMEF 21X KR A > M&EREME (B W0Iixzo
W) ZEFTH7V—IBROLUATHFAME AN LET, ASDM i, ZZTAJ
SINTEZTHFAMERIEET, 7F A2 DAPXML 7 7 A MZa B —3 25700 TT,
WLPRIE ASA IZ Ko TiThodu, T RaeZe Uik SnE 7,

ATFYTES ZODAP DT VB R/FARY —@EEEELET,

ITHRETABMHEIL. BEO—Y, ITA—T hrxATN—TF BIOF 74RO
TN—71La—KREED, AAAVAT LAOREZ FEXLET, DAPT 7 ALFHFAARY
—BIEDOFKE (B14—) ABRLTLIEE N,

AT97T6 [OK]Z27 V7 LET,

BAFTIVIOT7IOEAKR)O—DTA b
ZONA TR, RBABMEHEOST ZIBET L2 LICK - T, 723 ATRE S5 DAP L
a— Ry MBRBGENDEINE I NET AR TEET,

FIE

ATY 1 BHEEOST Z4RET 5121, [AAA Attribute] 7 — 7 /L & [Endpoint Attribute] 7 — 7 /L (Z BH5#
1T B 7z [Add/Edit] R & & L E9,

[AA/Edit) R v &7 Vv 735 LERRINDF AT v 7iE, [Add/Edit AAA Attributes] 7 1 >
K7 & [Add/Edit Endpoint Attributes] %A 7 & 77K v 7 A %Téﬂé&/f T BTWE
hd‘O

ART9 T2 [Test) K& %7V w7 LET,

FNRAAZLEDODAP Y TV AT ALlE, KL a— FOAAAB IO RARA o MR EM: 2 5 Em
THEEIL, ZNODEESRLUE T, KERIE, [Test Results] fHIIC R R INE T,
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DAP @ AAA B4 :BIREEDERTE

DAP I AAA T —E 2 Z24i5E LET, HESN TV DRABEMEOYE v MIR LI TWET I,
FNHDRMEIZ L > TAAA TSN ORAEMEZ B T £9, AAABEMIL, CiscoAAA
JEVEREE N SFRET S0, ASA 73 RADIUS F 7213 LDAP Y— "I 5253 2 0 A @it —=X»
LIETEET, ASAIL, =—T D AAARAMERE & v ¥ a L ORZATF ¥ FHHFHRIZE S
TDAP La— RZEBIRLET, ASA L, ZOERIZESWTHEHED DAP L 22— RZEIRT
T, ENHo L a— RE4EK LT DAP muTEﬁ%Vﬁﬁk LET,

FIE

DAP L = — RO@IRIEAE L LT AAA BIEZ#ET 51213, [Add/Edit AAA Attributes] & A 7 1
TRy 7 AT, T % Cisco, LDAP, F£721ZRADIUSBMEAZRE L9, ZnbEME
ANTHMEIH LT =] £720F M=) OWVFRNICHRETEET, £DAP L a— | _prT
HE72 AAA BIEOEICHIIRIZH 0 /A, AAA BIEOFEIIZOWTIE, AAA BHEOER (11
R—=V) ZBRLTLLEE,

[AAA Attributes Type] : KRy &7 U X M&fH LT, Cisco, LDAP, F7-1% RADIUS &
PEZ IR L 7,

* [Cisco] : AAA BEEET VIZRFEIN TN D 2—VRAEEEZSM L ET, DAP L a— R
D AAA BB, 2o O —YRABEO/ N2 72y NEEETEET, K
DBMENZTENE T,

« [Group Policy] : VPN .—H & v o g NZBEMNIT N TWE I L—TF R v —4 %
RLET, BFa VT4 T FIAT U ATE—HIVICRET S0, [ETFZ 72 (25)
JEMEL LT RADIUS/LDAP M5 iEfE LEd, K 64 LFETT,

[Assigned IP Address] : R U > —IZHRET D IPv4 7 KL AZ AN LET, 7/ hrx
JVVPN 27 747 (IPsec, L2TP/IPsec. SSL VPN AnyConnect) (Z#| 0 4 THiL7e
IP7 RLVAZ, 7747 FLVASSLVPN ([ZIZEI VS ToHNEFA, Z7T7A4 T b
LAty g iAliI7 RLZDOEIY B TRZ2NNE T,

[Assigned IPv6 Address] : A8 U > —IZHFET S IPv6 7 KL A& A LET,

[ConnectionProfile] : =7 ¥ a v EILIX bRV I DI N—T %, K64 LFTT,

[Username] : 38k SAV7c 2 —HF D2 —H 4, K64 LFTY, v—I/LFGE RADIUS
FEE. LDAP EEOWT g, E213FOMOFREESY A4 7 (RSA/SDI, NT Domain
REOWTNPEFEHL TWABEAICEE I ET,

s [=N=]: EEELVVEELL 2
« [LDAP] : LDAP 7 7 A4 7 > MiE, =—H D AAA & v ¥ a ZBEfHT BT — 2 ~_—
AZHHTXTDOFXRAT 47 LDAPICEBHAEDO T 2R/ fF L ET, LDAPZ 747

TiX, ZELEIEIOCE B 2T — 2 _R— R CEX AL LT, FOLETOEKEO BT T
RCEFEEINET, 22— La—RE T L—7 La— RO LDAP — 305 3

B 773y 70€RrR)I—



| 54+svs 702Ky~

pap o ana EitREE0EE [

RENDE, ZOTFVANPRETLIHENRHY £F, =—F L a— FBIENRAINI G
AEN, T—T La— el bFIcEEshET,

Active Directory Z /L —"7" A L N—3 TP aY R — N 57202, AAALDAP 7 747

I TlX. LDAP memberOf JGZ JBIEIZ )T D RRIZ2 LB 3 TIo4L £ 9, AD memberOf J& %
I, ADNDZ)V—7 L a— KD DN XFHEBELET, 7V —7DO4HIIEL. DN XF
SINDIAID CNE TS, LDAP 7 74 7> b Tlik, DN XFHINL 7 —T74 &t L
T, AAA memberOf JEMEE L THI L, INEEIMET — & ~X— A2 LDAP memberOf J& M &
LTI L E3, LDAP A A v — Y HNIZIBINO memberOf BHENFEET HHE. TH
SORBMENS Z—T 40N S, BT AAAmemberOf BIHE L FEE SN T, FL—T4
WA~ TR BT CFHINERSIVE T, ZOXFINIISERBET — 2 X—ANTHE
FEnEd,

LDAP G A —/S~D VPN U E— K T 7B A & v 3 VHBIKRD 3D Active Directory
7 V—"7" (memberOf #1%8) OWTNZIRTIHAEIL, ROWEY L7220 £,
cn=Engineering,ou=People,dc=company,dc=com

cn=Employees,ou=People,dc=company,dc=com

cn=EastCoastast,ou=People,dc=company,dc=com

ASA L. Engineering, Employees, EastCoast @ 3 “D® Active Directory 7 /L — 7 % ALB L F
T, TNHDOTN—TF1E, aaaldap DERFEHEL L TED L ) RHAGOETHEHTE
i‘g—o

LDAP EIIZ, DAP L 22— RN @S & RO T THER S Tu\E 9, LDAP B
A%, HESUZHE D MERH Y . RIXF, /ICFEEXBILET, =& 21X, AD — 3038
& L TRTIEDORID Y IZ, LDAP &M Department % f57E L7254, DAP L =2— KX
COBEMEREICEST—HLETA,

GE)  [Value] 7 4 —/V RICBEBOMEZ AT HI21E, EIanr () 27V 3IxEL
THEMALET, KIZHIZRLET,

eng;sale; cn=Audgen VPN,ou=USERS,0=0AG

[RADIUS] : RADIUS 7 7 A 7> hME, =—HFDAAA & v v a VT b7 —#
R=2ZHDHTXTDFRA T 4 7 RADIUSIEE JBIEMEDOXT %17 L £7, RADIUSZ 7
AT v ME, ZUBRSIEFCIREREEZ T — 2 RXR—RACEEALE T, ZOAFTO%EE
DRI T RCEEZEINET, 2=V La— RBIWIL—7 L a— ROl 73 RADIUS
PP LHPAENTHE. ZOTFT U FNREETAAEERNHY £, 2—F L a—
REBMRRINCTSAEIL, Zv—7 La— REMELY & IcEBiesnE7,

RADIUS @M%, DAP L 21— RNDOBEIME B L BIEEO T TR SN TOET,
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. Active Directory ' )L— T D ER{%

(G¥) RADIUS B2 T, DAP 1T Attribute ID = 4096 + RADIUSID & & L £1,
Wil R L FET,

RADIUS Bt TAccess Hours] @ RadiusID iZ 1 TH Y. L7251 > 7T DAP BIEE
X 4096 +1=4097 £ 720 £,

RADIUS &% Member Of] @ Radius ID % 146 TH V. L7=73> T DAP BMEfE
1% 4096 + 146 = 4242 L7210 £,
« LDAP 35 LU RADIUS BHEIZIE, IROMENRH Y £7,
* [Attribute ID] : BYED A HI/EFEH, K 64 XFTT,
s [Value] : B4 (LDAP) F7-13%dE (RADIUS) .
[Value] 7 ¢ —/V RIZHEEDEEZ AT D121, BIary () 270 IF & LT

ﬂ% L/i‘j‘o WJ . eng;sale; cn=Audgen VPN, ou=USERS, 0=0AG

o[=1=]: EELVYEELL D

« LDAP |21, [Get AD Groups] AR % & £ E T, Active Directory 7 /L— 7" OHfF (10
N—=) SR LTIEEN,

Active Directory 7 )L— 7 D EF

Active Directory % — N2 7 = U —ZF4T L, T DA » THIHAIREZR AD 7V —7 il & b
EHTENTEET, TORREIX, LDAP 2] L TV % Active Directory $— 721 12 ] &
NEJT, ZORK L, Active Directory LDAP H— N2k LT, 2—HFRET D7 —TD Y
A~ (memberOf ¥11%) OFWEDLEEZFEITLET, O NA—TIFEREMGHL, ¥4+
7 T RARY U—D AAA B EERRELE T,

AD 7' V—1%, /Xv 2 7F 2 KT CLI ® how-ad-groups =~ > R&ffi 4% = & T LDAP
P — NN BEIGENET, ASA BV —ROINEE[FOT 7 4/ MEERIX 10 2T, aaa-server
RAN a7 4F 2 b— 3 F— T group-search-timeout =~ > NAfE I L, KFff] 43
BTEET,

[Edit AAA Server] <~ > T Group Base DN 425 L, Active Directory &g o> i TR & 2 BRAA T
HLNNWEEFRTEEYS, ZOU 42 FUTIE, ASABY —"DISE O S AEE TE £
T, I OEEEEZ R T 521X, [Configuration] > [Remote Access VPN] > [AAA/Local Users]
>[AAA Server Groups] > [Edit AAA Server] %R L £,

GE)

Active Directory ¥ —/NIZE D T NV—T PIET D583, F—DBIRENRT v MIED 5 2
EDTEDHT—HEOFIRICHES T, BfEFL7ZAD Z7v—7®D Y A & (F721% show ad-groups
a~xy ROWA) BEIVEEOOND 2 ENHY 3, ZORMBELERT 5T, 7 1V i
AL, ="K T 7 —THEREL LT EE0,
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[AD Server Group] : AD 7 /L —7"Z G35 AAA —/3 7 L—T DA,

[FilterBy] : RRSIND I N—TEEWS TT20DIZ, ZN—THEIZ T N—T 4O EtEE
L/\i‘é—o

[Group Name] : ="M HEfF 4L/ AD ZL—7 DY A b,

AAA ETEDEZ

WOFIT, DAP TR TE 5 AAMABIUBMA OEREZ R LET, BHESA 7 ¢ —/L RiZ, LUA
TR B D AT FiEZ R L TEY | [Add/Edit Dynamic Access Policy] <1 > D
[Advanced] 7 v a » TR L £,

B4 |BlER EExT |fE A MY |EREA
7 VAO} PN
&
RO aaa.cisco.grouppolicy | AAA string 64 ASA LT —TF RY —
4. F7-1% RADIUS/LDAP
B — 325 IETF-CLass (25) &
L LTS/ n—>7
R v—4
aaa.cisco.ipaddress | AAA number |- TN RN FRIVVPNY FA TV
MZHEIDETHNZIPT RL
A (IPsec, L2TP/IPsec, SSL
VPN AnyConnect)
aaa.cisco.tunnelgroup | AAA string 04 o774 (hrxb
T N—"T) ORI
aaa.cisco.username | AAA string 64 I &SN —TF D4 Hi
(v — 7 )VRRRERFE AT % s 1
LTV D 5EICEA)
LDAP aaa.ldap.</abel> LDAP string 128 LDAP JEMHflE~T
RADIUS |aaa.radius.<number> | RADIUS |string 128 RADIUS BT

DAPD I FiRA Y FEHEREEDRTE

T2 RARA > MEMEIZIE, = RRA U b VAT ARBEE, RAF YRR, BIOT 7Y

=y a AT AERAEEN TV ET, ASAIE. Bu Y a URESIRIC T RaRNA v N M
DEAZEINAEKR L, By v a VBT DR TV DT —F R—=2 N5 O RMEERTF
LEd, £DAP L 22— RIZiE, ASANE v a3V DODAP L o — REEIRT 572 DI -4

g4+3v9 792Ky — [}



BAF3v o 7o ARy — |
B orr oz pks s rEERREEORE

ERHLHT RRA» MERBEEPIEESNTWET, ASAIL. RESNTWDELERMEEZTRT
W79 DAP L a— R 28 IR L 9,
1R BHHEIIZ

*DAP L a— FOBFREMEL LTV FARA V NEMEZRETAZ X, A4 FIv 0 T
THARY —DRE GX—=) OFODOKRERTazAD—ETT, DAP O
el LT RiRA v NEtEaERET 5. ZOFIEAZMR L £,

« TV RARA U FRBHEOFEMICONWTIR, =2 FRA v FEMOER Q1 ~—Y) | &
ZRL TS,

Cc AFYFEERIOT LV FIANAR, ToFANRNML T 2T BEXOSR—VF I T AT 74—
N T T TEERAN ARy URTF =y 7T D HEOFEMIZOWTIX, DAP &7 v F ¥
ANA, TUoFARNM 2T BXORX—=YF N T7 AT ox— T 7T 5 (20—
V) BERLTLEEN,

FIE

AT9 1 [Add] £/2I1E [Edit] 227 Y v 7 LT, IROWTINOT Y RiRA > etz Bl s L i
mLE,

XA TDOZ RRA v NEMEDA A Z o ZAEEBIER TE E7, 4 DAP L a— RIZRE
FHEZR = RARA > MEBHEOBITHIBRIZH D FH A,

¢ DAP ~DT U TFANRL T =TT FTANA T RRA YV NEEOBEM (13 3—)
*DAP ~DT7 7V r—va VEMOEM (14 <—2)

* DAP ~® AnyConnect T RARA > MNEPEDBM (14 ~X—)

*DAP ~D 7 7 A )L = RiRA » MNEMEDEBE (16 ~—)

* DAP ~DT /A 2 = RiRA » MNEaMEDBI (16 ~—)

* DAP ~® NAC =¥ RRA > FEMEOBM (17 =—)

¢ DAP ~DF XL —F 4 7 VAT L T RiRA v RNEHEOBEM (18 ~—)

¢ DAP ~D/8—VF )V T 7 AT U —)L T RRA > MNEtEOEBM (18 ~<—)

*DAP ~DARY v — v KRR A v M@tkoiBin (19 ~—)

*DAP ~D7' kA = RiRA » MEthoBMm (19 ~—)

eDAP ~D VLT ALY v RKiRA v MNattoEn (20 *—2)

ATYT2 FRC—ET L DAP R v —&2fELET,

B 773y 70€RrR)I—
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ATvT3

DAP ~ADTF U FRAL DT FIFUFIALR T Kiiq v rEtE0Em [

INHEDT RRA LV NEWMDOX A TTLIL, 2—FRHDEXA T DA AR ADT T E
oKX 95IZDAP RY o —THE:RKT 2 (Matchall=AND, T 7 +/L F) Oh, FITFNHD
A VAL R 1 DT RO L D IZERT S (Match Any =OR) O ZPHGE L £ 7,

a) [LogicalOp] %7 Vv 7 LET,

b) TV RKRA Y NEMEDYX A7 T L2, [MatchAny] (77 4V ) 7213 [Match All] % 38#R
LET,

¢) [OK]Z#Z7 V> LET,

BAFI T T AR —OBMEFITHRE (62—) ITER-STLIEEN,

DAP ADT UFRANADITITUFIAILRA I FiRA Y FEHD

1B 0

ATy T
ATvT2

ATv73
ATy T4

ATy Th

ATvT6

ATy 17

ATvT8

1R BHEIIZ

FIE

[Endpoint Attribute Type] Y A § AR v 27 A C, [Anti-Spyware] F 7213 [Anti-Virus] Z &R L F 7,

Y] 7278 # o [Enabled]. [Disabled]. %721 [NotlInstalled] Z#7 Y v 27 LT, @®RL7=> KR

A v Mgtk & FICATET D &6 ([Enabled]/[Disabled]/[Not Installed] R % > D F D7 ¢ —)L
R) A4 F =TT D0, TAE—T T DN, FREA A=A LAV EIEELE

7

UTNEA L AXy VAN ERITEDO ELHIZT 0 ERELET,

[VendorID] Y A R Ry 7 AT, TAMKINBOT VF AR U= T EILT T T A ILVADN

VE—DAFIET Y v LET,

[Product Description] &= v 7 R v 7 A% A NI LT, TAMTHRUZ—D8E4Z2 T R b

RNy 7 AMBERLET,

[Version] = v 7 Ry 7 A% A A LT, #EY 4 —/L FZ& | [Version] U A & ARy 7 ATk

WUTZRGE A= g VEFIZHELY (5)  FL WY (1=2) . Ih/han . ZhkEn
) UT (=) | F3BE =) ICRELET,

YA DRy 7 ZATERLIEA=V a M2 x POV TWDEE (KL AT 3x) 13, Zoxz i

KR ) U —2AF S CEEHMAET (2L 2I1X35) .

[Last Update] = v 7 Ry 7 A& AN LET, REOEHOOLOBBAFEL T, BH
., ZZTAALEEREEY R (KD 77250, B ([P]) FATT200afETE %
7

[OK1 %27 U v o LET,

g4+3v9 792Ky — [}
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B o ~oriusr—vavEEDEm

DAP ~D7 7 /r—< 3 VEMEDEM

ATy T

FIE

[Endpoint Attribute Type] Y A k 78w 7 A C [Application] Z Z&R L £ 7,

AT w72 [Client Type] DEAET 4 —/L KT, [=] (FELW) T [1=] (FELLIRW) ZRIRLET,
RATvF3 [Clienttype] Y A~ Ry 7 AT, TAMKINEDOV E— K 77 B RAEHOX A TEHBELET,
ATy T4 [OK]Z27 V7 LET,

DAP ~® AnyConnect T K7RA > FEIEDEM

ATy
ATvT2

AnyConnect = KR A > M@tk (B34 )L 7R AF ¥ £721X AnyConnect 7 A 7 > T 4 T 4 YEE
FERE (ACIDex) & HFFIENS) 1%, AnyConnect VPN 27 7 A 7 > b 78 ASA IZHR AF ¥ 1EH &
BADTEDIERINET, ¥4 FIv 7 T7I7EARY U—TiX, 2O FKRA > Mgtk
EHEHL C2—FE2RTLET,

ENRA NV KRAF @R AT I TI7®AR) U—ITlAHARTe ., = RIRA » MIAEK
Ak AF ¥ R Cisco Secure Desktop 73T R A > MMIA VA h—/L &R TWe< THiEH
TEET,

—HBRDENA NV RAT X BIEIE, AT, A ETHEIT LTS AnyConnect 7 7 A 7
MZDOBBELET, LOMDENA I RAF v JEMEIL, AV T80 2 ETIEITLTY
% AnyConnect 7 74 7> b & AnyConnect 7 A7 hv 7 7547 h ECEITLTND
AnyConnect 7 7 A 7 > b Ol 7 IZBIHE L £4,

1R BRI

ENA NV RAT ¥ ZiEH T 521X, AnyConnect Mobile 7 4 & A &, AnyConnect Essentials &
ABANASAILA VA R—LENTWOLLEROY T, ZNH6DTA B A% A A F—
N BRI, DAPEMER XL OMMOBEFEO = KR A v MEHEIZE ST R— I Tnb
ENANTNAADDAP R U—Z@HATEET, ZHITIE, EXAL T AL ANLDY
E— RN T 7 BAOHAELITHESRNEENET,

FIE

[Endpoint Attribute Type] J A k 78 7 A T [AnyConnect] Z &R L £ 7,

[Client Version] = v 7 AR v 7 A% A2 LT, LW (=) . ELI W (=) . Ih/hEn
(< . KO KREW &) UTF (=) | FHEUE =) Z2EE7 4 — A RTERIRLTHD,

[Client Version] 7 £ —/L K C AnyConnect 7 7 A 7> h N"—V g V& ESERELE T,

B 773y 70€RrR)I—
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ATvT3

ATv74

ATy TH

ATvT6

ATy 17

DAP ~® AnyConnect T > R > kEiEDEM .

D7 4=V REHEATEE, ERXALMNT AL A HEEEHESCX T Ly R E) O34T
M R=Ua U BFHMETE 1IN, TR by TIRT T N TNRALADT T AT b /R3—
YarbifhictEET,

[Platform] F = v 7 Ry 7 A% A2 LT, LW (=) FHEFELI W (=) Z28E7 1 —
U RCEIR LTS, [Platform] Y A b Ry 7 ATHRL—TFT 4 VT VAT AEEIRLET,

D74 —NREFEATDHE, EANAMNTAAL R (FEHEFLF T Ly M l) O~ —
TAVT VAT LEFMETEDEN, TAZ by TRT T Ny T TR ADFXL—T ¢
YT VAT ALFETEET, FT v N7 — L EBRT DL, BNOBET 4 — L R ThD
[Device Type] & [Device Unique ID] 23 H A EEIZ 72 0 £ 77,

[Platform Version] = v 7 R v 7 A% A LT, LW (=) . FELI W (=) | X/
SN (9 . KV KREW () | BT (=) . FEBE =) ZEET 40— RTEIRL T
726 [Platform Version] 7 4 —/L RCANRL—FT 4 VT VAT A N—Va VESEHRELE
—éﬂo

R 2 DAP L a— RIZZOEMELEEND L HI2T5120F, BIOFIETT Ty F 74+ —2A
HULTHREL TSIV,

[Platform] F = v 7 R v 7 A% A A LTI2%E 1, [Device Type] T = v 7Ry 7 A% F T
LIEMTEET, FLW (3 FLEFFELIARWY (=) ZEET7 4 — L FTEIRLTHD,
F 34 A% [Device Type] 7 4 —/L R TEIRTEMASN LET,

PR—=REINDET A ATHDHIZH 0BT, [DeviceType] 7 4 —/L RO U A MIFRII
TWRWIEAIL, [Device Type] 7 4 —/V RIZANTEET, T340 A XA TEREATT D
b MEFE /e HIEIX, AnyConnect 7 54 7> h&E Y RiRA > MIA VA F—/L LT ASA IZ#
ft L. DAP b L—RA%HEIT$ 252 & TT, DAP b L—ADFEROH T,
endpoint.anyconnect.devicetype DfE % 217 £7, Z DfE % [Device Type] 7 « —/v KIZ AT
HILENRHY £,

[Platform] F = v 7 R v 7 A% A A LT28E 1, [Device Unique ID] F = v 7 ARy 7 A% A
WCTH2ENRTEET, FLW 5 FRIFFELIRY (=) ZEET7 4 —/V FTEIRL TR
5. T3 AD—E D ID % [Device Unique ID] 7 4 —/V KIZA T LE 7,

[Device Unique ID] {12 & » Tl % DT SA ANMKFIEZ D DT, FFEDENSA )V T34 A%
FTHRY v—aRETEET, 7 A0 —FOID ZHGFTLITIE, £DOT /A 2% ASAIZ
Pt L CDAP kL — A2 %34T L. endpoint.anyconnect.deviceuniqueid OfE % 21T 5 LEEHN
HY FT, ZDOfE% [Device Unique ID] 7 4 —/L RIZANTHLERH Y £,

[Platform] % 4 2 L7284 1%, [MAC Addresses Pool] 7 .t —/L KIZ MAC 7 KL A & BIITX
F9, FLW (5 FREFFLIRY (=) ZHE7 4 —L FTERLTHH, MACT FL-A
EHRELET, EMACT RLVAD T +—~< v MEXX-XX-XX-XX-XX-XX CHDH T ENMLETT,
X (XE®2 16 EHCCT (0~9, A~F, £/ida~1f) T, MACT KL A%, 120 ED
ZEHAN—ATREDILERH Y F7°,

MAC 7 RL A2 &> T A2 DU AT ABRKFIEND DT, FFEDT A ZTHF 2R Y v—
ERETEET, VAT LADMAC 7 KL AZEIGT HIT1E, DT /51 2% ASA [THE L
TDAP b L— 2 %547 L. endpoint.anyconnect.macaddress DfE% RO D XLE R H Y £,
Z OffiZ [MAC Address Pool] 7 4 —/V RIZATITHXERH Y 7,

g4+3v9 792Ky — [}
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B orvr~oo7q0 T pReL rEMEDEMD

ATvT8

[OK] %27 Vv 27 LET,

DAP DT 74 )L T2 RFikA > FEMDIEM

ATy I
ATvT2

ATvT3

ATvT4

ATvT5

ATvT6

ATy T17

1R BHHIIZ

TrAN T RRA Y NEERET DENZ, EOT 7 A /V%& A% ¥ - %73 % Cisco Secure
Desktop @ [Host Scan] 7 « > K7 CTiEFKE L ET, ASDM T, [Configuration] > [Remote Access
VPN] > [Secure Desktop Manager] > [Host Scan] 23R L £ 9, FEAHIZ OV TIX, £2DOX—T D
[Help] 227 U v 27 LET,

FIE

[Endpoint Attribute Type] U A ~ AR 7 AT [File] Z &R L £ 7,

[Exists] & [Does not exist] DA 7' = > ARZ 2 Tid, IR L7 RARA v MEME ZHIcht
3 A&+ ([Exists]/[Doesnotexist] R ¥ > D FIZH D7 4 —/V K) BEFETHLERD D0
EIMITELT, ZEUTLHHDOEBIRLET,

[EndpointID] Y A h Ry 7 AT, AFX ¥ U HEDT 7 A/ = M JIZFELWZY RARA B

ID%Rry 72y JAMPBERLET,

7 7 A VOIEHRA [Endpoint ID] U A h IR 7 AD FIZFRENET,

[Last Update] = v 7 R v 7 A% AL ThE, BHANLO BEBMEEDMH LD /S W
(<) EREW &) OELLEFMETOEINEEIET7 A — LV FTEIRLES, EHANLLOH
% [days] 7 4 —/V RICADLET,

[Checksum] T = v 7 Ry 7 R AN LThE, TARGE T 7 ANDTF =y 7 AMELEL
W (=) FEFELIRY (=) OELLERMFLTINEEIET + — NV R TEBRLET,
[Compute CRC32 Checksum] &2 U v 7§25 & TANHRO T 7 A NVDF = v 7 MMEDGE
HEhEd,

[OK1 %27 U v 7 LET,

DAP ADTINA A I RiRA 2 FEHEDEM

&M
ATy T2

FIE

[Endpoint Attribute Type] U A b 7R 7 AT [Device] Z &R L £ 7,
[HostName]| F = v 7 AR > 7 A% A AL TD, T A MHRTNA ADRA N EZELWY (=)
FITFELLIRY (=) OELLEEHETHINEEET + —/V RTERLET, EEM N
AA %4 (FQDN) TR, 2y Ea—FDRA NMMOAZEHEHAL ET,

B 773y 70€RrR)I—
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ATvT3

ATvT4

ATy TH

ATvT6

ATy FT17

ATy T8

DAP ~® NAC T > K1 > FEHDEM [

[MAC address] = v 7Ry 7 A=A N LTohb, TAMIRORY NT—F £ F—T =
AAB—=ROMACT RLALZELWY (5) FHFELIRY (=) OELLEHRMEETIN
EEEZ7 4 — NV R TEIRLET, 1 DO FUIZDE MACT RL AL DT TT, 7R
VADT —< v MEXXXXXXXXXXXX CTHDH I EDRMETT, x if 16 BT T,

[BIOS Serial Number] F = v 7 iR v 7 ZAZF A LT, T A FRERDTF /A 20D BIOS 3V
TNEZFEELY (=) FLEFELIRWY (=) OELLEEGETLINERIEZ 4 — /L R T
BIRLET, BT +—~ > M, WEEEEA TS, 74—~y NEHFIEIH Y EH A,
[TCP/UDP Port Number] = v 7 /R v 7 A% AN LTHhDL, TA MFRO U A= TIRED
TCPAR— R EZELW (=) FHIFELLIARY (=) OELLEFEETINERIET 4+ — LK
TERLET,

TCP/UDP =2 >R AR 7 ATk, 7 A h&f5% (TCP (IPv4) . UDP (IPv4) . TCP (IPv6) . =+
7212 UDP (IPv6) ) DOFR— FOFHZEIR L F9, #HOFR— 2T X 358415, DAP
O DT RiRA Y FatEoL—LZ W OERR L. ZRFNICIHOR— M 2EELE
j—o

[Version of Secure Desktop (CSD)] F = v 7R v 7 A& AN LTHhH, = RARA v b ETHE
FTENDHRA N AF YL A A—TVONR—Va S LW (5) FLEELILN (=) oL
DERMETOINEEET 4 — /L FTEBRIRL 97,

[Version of Endpoint Assessment] = v 7R v 7 A% A AL ThH, T A RO RARA
YR T7TEAX R (OPSWAT) OARA—V g LELN (5) F2EFHELIRY (=) 0LHH
BT DD EBRIET 4 — /L FTRIRL £ T,

[OK] #72 VU v LET,

DAP ~MD NAC T > KR4 > FEMDIEM

ATy I
ATy T2

ATvT3

FIE

[Endpoint Attribute Type] U A k 7R v 7 AT [NAC] Z&IR L £,

[Posture Status] = v 7 R v 7 A A 2L THhH, ACSICE» TR EINDIHRAT v h—7
VXFHNEFELY (5) FRIFELIRY (=) OELLEFMELTINERIETZ 4 —L R T
BIRLET, RAF+ h—7 U F4% [Posture Status] 7% A ~ Ry 7 A AT LET,

[OK] %7 Vw27 LET,

g4+3v9 792Ky — [}
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B orr ot xL—F4 25 LRF LT RS FEIEDEM

DAP ADARL—T 49 DRATL IV RKRAY FEHDENM

ATy T
ATy T2

ATvT3

ATy T4

FIE

[Endpoint Attribute Type] V A b 7R > 2 A C [Operating System] % 3%&R L F 9,

[0S Version] = v 7R v 7 A& F A2 LT, [0S Version] Y A k7R y 7 A THRET HA

R —F 4 7 VA7 A (Windows, Mac, F720% Linux) LW (=) F2FELI AN
(=) OELLEFMEETIDERIET 4 — /L RTRIRLET,

[0S Update] = v 7 Ry 7 A% AL THh B, [0S Update] 7F A~ AR 7 ZIZANT 5

Windows, Mac, F721% Linux AXL—7 4 7 VAT LD —E R Ny 7 LS (=) £
IFFELL R (12) OELLERMLTOINEMET —1 FTEIRL £,

[OK] %2 Vv LET,

DAP ADIN—YFIL D7AT04+—IL T R4 > FEHEDIENM

ATy
ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

4 HREIIC

FIE

[Endpoint Attribute Type] U A b 7R 7 AT [Operating System] % #R L £ 77,

W) 7278 # o [Enabled]. [Disabled], F7-1% [NotInstalled] 27 V v 27 LT, R L7==> KR

A v NEME ZHUSAHRET 2 &4 7 ([Enabled]/[Disabled]/[Not Installed] /R % > D FD 7 4 — /L
R) A X—=TNIT D0, T4 E8—=TMZT D0, EIFA A M=V LRV ERRELE

7

[Vendor] Y A h ARy 7 AT, TAMIRDO/N—=VF )N T3 AT 7 F—L XU E—DL4HI% 7
Uw 7 LET,

[Product Description] = v 7 Ry 7 A% A NI LT, TANTEZRZX—0BIFA %) X K

Ry 7 ANBEIRLET,

[Version] F= v 7Ry 7 A% AT LT, #1E7 1 —/L K% [Version] U A b ARy 7 ATk

WU A= 2 UBRFIZELY (5) LW (1=5) . Xo/han (9 . Ko kEn
>) L UTF (=) . F38E =) IZERELET,

[Version] Y A b ARy 7 A TEIR L2 N—V 3 VZx MW TWBES (Exid3x) 1T, 2

O x ZBREYR ) )V —2AF S TEEEZET (& 21E35) .

[Last Update] = v 7 AR v 7 A% AN LET, HEOEHNLLOABEAFRELET, B
., ZZTANLIEREEY R (KD E7320, # B ETT2052ETEE
—éqo
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ATy 717

DAP ~DKY — T Fq v rEHEDEN [

[OK] %27 Vv 27 LET,

DAP ADKR) o— TV RiRA > FEMDIEM

ATy T
ATvT2

ATvT3

FIE

[Endpoint Attribute Type] U A b 7R 7 AT [Policy] Z &R L £ 7,

[Location] &= v 7 AR v 7 A% A 2L TH 5, Cisco Secure Desktop Microsoft Windows & 77—
varZaTZrANEELY (5) FRTELLILY (1=5) OEFLLESME T EBE
74—V R CE#ERN L FE T, Cisco Secure Desktop Microsoft Windows 27— a > a7 7 A )b
XFH % [Location] 7F A b Ry 7 R AT LET,

[OK] %7 Vw27 LET,

DAP ~A~D7ALR T KiKRA 2 FEMEDENM

ATvT1
ATy T2

ATvT3

ATvT4

1R BRI

Tkt A T RRA Y MNEEERET HHIC, EDOFvtER%AFX ¥ L 5) % Cisco Secure
Desktop @ [Host Scan] 7 f > KU TEFK L ET, ASDM T, [Configuration] > [Remote Access
VPN] > [Secure Desktop Manager] > [Host Scan] % 3&R L £7, sEfiZ OV T, £DX—TD
[Help) 227 Vv 7 LET,

FIE

[Endpoint Attribute Type] U A k 7R w7 A T [Process] Z &R L 7,

[Exists] & 72 1% [Does notexist] DR & > TlE, BIRL7oxT 2 R4 Mgtk & 2 TiEd o1&
fifi¥ ([Exists]/[Doesnotexist] N ¥ > D FIZH D7 4 —/V K) DFEIETDHLENH D E H M
JGLT, %7207 v LET,

[EndpointID] U A b Ry 7 AT, AF ¥ RGO RS FIDE Fry 77Xy J AL
DO ET,

T RRA L NID B RAERPY AN RNy 7 AD FIZERINET,
[OK] %27 U w7 LET,

g4+3v9 792Ky — [}
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B o ~oLox by T RS FREDBD

DAPADL AR TV RRA Y FEHDEN

ATy I
ATvT2

ATvT3

ATvT4

ATy Th
ATy T6
ATvF1

ATvT8

L2 RY = RARA V FEMED R X% ¥ 13 Windows AL —F 4 > 7 3 25 MO I8 1
EhExd,

1R BHHIIZ

VYA RY =2 RRA M2 RET OIS, EOVV ALY F—2 A% ¥ T 50%
Cisco Secure Desktop @ [Host Scan] 7 « > RV CiE# L £7, ASDM T, [Configuration] >[Remote
Access VPN] > [Secure Desktop Manager] > [Host Scan] &R L £ 7, FEfic>WTIL, £ D_—
YO [Helpl %27V v 27 LET,

FIE

[Endpoint Attribute Type] U A b 7R > 7 AT [Registry] Z 3R L £7°,

[Exists] % 721 [Does not exist] DR X > Tk, LI A U =2 RilkA v gtk & 2+
% Effi1 ([Exists]/[Doesnotexist] IR Z D FIZH D7 4 —/L K) BDEFEETILERHDLNE D
ML TT, 4 TH6b0%27 0 v 7 LET,

[EndpointID] Y A h Ry 7 AT, AFX ¥ U HEDOLI AR = FUIZFE LW Y RRA V-
MD % Ry 7H oy A MPLE#ERLET,

LA YU OfF#A3 [Endpoint ID] U A kR v 7 20 FIckRr & ET,

[Valuel] F= v /Ry 7 R AN LThrb, BIE7 4 — L RTELWY (5 £FEFELIRY
(=) Z@&RLET,

PO [Value] V A kiR > 7 AT, LA MY F—1 dword X FHIERHE L E T,

2 OHOD [Value] B/EY A N Ry 7 A2, AFX v RGOV I AN ¥—DEEATILET,
AFXy VRHZLV YA M) 2 N U ORILFENLFOENVEBAT HI20E, Fov IRy 7 R
EAATLET, MEFRHIIRLF LN LFEXBTDHITE, Ty IRy 7 22471210 TL
7230,

[OK] %27 U v 27 LET,

DAPETUF AR, PUFRINAITT ., BELVNR—=VYFILT7
AT72+—)L T3 L4

X2 VT4 TTIAT UAZ, =R, BREFSD AAA BB LT RARA 2 b
BT 25512 DAP AR Y > —%fiH L £ 7, Cisco Secure Desktop D 7'V 1 7 A > G
EVa—VBIOFRA N AF ¥ U EVa— UL, BHEFHTY RRA 2 MEEOERE X 2
UT 4 TTTAT U AZIE L, DAP 7V A7 AT, ZOHERICESHNTER L OEMEME
IZ—%9% DAP L 22— RZ&BIN L £9°,
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TV RERAY

eIy T |

TVFTANAR, TUoFANRAT 2T, BIXONR—=YF NV T AT U4—L 7T LDIZ
EAE (TARTTIERL) E, 727747 A 2 R—FLTWET, 20, TNHD
Ta g MIAEYVEHETHY, WIZEELTCWET, RANAF YL, = RFA 2 b
T BT TLERA A= LI TNDENEI DN, BIXOZEOT 17T AR ATV FHER)NE
IME, RDODEHIICLTF=v 7 LET,

A UAP=NAENTWNDE IO T TINT IT 47 AX X 2R — b LRWESE, A K
AXx ¥ ANAIFDI T NI 2T ODFEEZ LR — M LET, DAPV AT AL, FOF 0T T A
FIEETHDAP La— REBIRLF T,

A VAPN—NEINTWBTO T TLEART IT 4T AFXF Y 2 R—MLTEY, 207 m
TITNTTIT AT AX Y VN F—T N5 TWDEA, RA N AX vy 32D
T hU T O EELVAR— N LET, ZOGEEL, X2 VT4 TIIAT URIE, ED
Tu T AERETDHDAP La— RE2@EIR L7,

A VAPN—NEINTWABTO T TLEART IT 4T AXF Y 2 AR—MLTEBY, 207 m
TITECTITAT AR U NT 48— N> TWDEEA, mA N AX ¥ 32D
VI N 2T ODFEXER LET, ¥X2 VT4 T IA T AL, D070l T L%EE
ETHDAP La— RERINLEHA, SHIZ, 70T L0, A= LI TWNDHY;
ATH, DAP BT 2 2 HOERNE £ 5 debug trace =~ > KOE NI T 0 7T A
DIFENRSINEH A,

RIEDE

KIZ, DAP TEITE 2= R A o MEPRJEMEZ R LE T, [Attribute Name] 7 1 —/L NI,
LUA #a# X CoOR B DA L% R L TEY | [Dynamic Access Policy Selection Criteria] <
A D [Advanced] I CHEH L E T, label Z800%, 77V r—va vy, 77404, etk
A, FRFVVAR) 2 MU ERLET,

B4 T |EBHEA EET | {E ALY UT |EREA
DEAER
™ A )L A%t | endpoint.av["label"].exists | HostScan | true — TUFIAINA T a
R 7T NINMFIET D
(Cisco endpoint.av["label"].version string 32 Version
Secure
Desktop 7% endpoint.av["/abel'"].description string 128 TUFIAIVAD
W) i3
endpoint.av]"label"] lastupdate LS04 — TUF UL NAES
EEHLTOH O
EE - (7))
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FAF2v o 7oA RYL— |
B - oo rBrozEs

BHES1 T |EBHEL EER |fE ARYUT | GHA
DEREK
7 v F A% | endpoint.as["/label"].exists | HostScan | true — T UFANRAL T =T
LT 7a T NINFAET
(Cisco %)
Secure
Desktop 73 endpoint.as["label"].version string 32 Version
P2 endpoint.as["label"|.description string 128 T UFANRAL T =T
DR
endpoint.as["label"] lastupdate g — TUFANRL T T
EREHHLTNG
OffE ()
Personal endpoint.fw["label"].exists | 75 & | |true — IR=IF I T7 AT
Firewall o 7 4 —IVINFIET D
Ve
(Secure | endpoint.fw["label"].version string 32 Version
Desktop 73
WaBH) endpoint.fw["label"].description string 128 IN—=IF)N T AT
U 4 — /L DA
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eIy T |

BtEs 147

B4

ARy
NDEXE

Bl

AnyConnect

(Cisco
Secure

Desktop <°
NZ NI
X v T
Ho FH
A)

endpoint.anyconnect.

clientversion

endpoint.anyconnect.

platform

endpoint.anyconnect.

platformversion

endpoint.anyconnect.

devicetype

endpoint.anyconnect.

deviceuniqueid

endpoint.anyconnect.

macaddress

> | version

AnyConnect 7 714 7T
Y EDONR—=T g

string

AnyConnect 7 7 A T
VIR A A F—)L
SNTHNLHARL—
TA T VAT A

version

64

AnyConnect 7 74 7
VIR A A R—L
SNTVLHARL—
TA T VAT LD
N—= g

string

64

AnyConnect 7 7 A 7
VAN A A R—)b
INTWVBENA L
FRAADEA T

64

AnyConnect 7 7 A 7
Y ERA A R—L
SNTWNDHENA L
TR ZAD—EDID

string

AnyConnect 7 7 A 7
VWA A R—b
SNTNDLT /A A
D MACT KL A,

74—~ M
XX-XX-XX-XX-XX-XX C
H5HZEPKET
3. xIFALR 161
BLFTY,

TN r—
va

endpoint.application.

clienttype

77

var

string

74T~ 2L

7
CLIENTLESS
ANYCONNECT
IPSEC

L2TP
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Bit4

bié
i
dl

ARy
NDEXE

Bl

F RS A

endpoint.device. hostname

endpoint.device. MAC

endpoint.device.id

endpoint.device.port

endpoint.device.
protection_version

endpoint.device.
protection_extension

R
wA

string

64

A N D I,
FQDN Tldd b £
s

string

Fy NT—2 A

H—=T 2 A AJ— R
D MAC 7 RL A,

120> MUz
X MAC 7 RL XX
1 272 TF

74—~ M
XXXX.XXXX.XXXX Cb
DT EMBETT,
x 1 16 HEHCSLFT
7

string

64

BIOS U 7 /L3

Yo BIET A —~ v
INESE Sce S A
TY, 74 —~vvh
ZRIH D FHA

string

U 2= REED
TCP 7R— K
1EFREZEI21 5D
R— b EERTEE
‘d—

1 ~ 65535 O&PH O
B

string

64

FATSNDHARA R A
Xy A A=TD
N— g v

string

64

Endpoint Assessment
(OPSWAT) D/3—
Varv
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BES1 T |EBHEL EET |fE ARY 2T | GHA
DEREK
7 7 A ) |endpoint.file["label"].exists | Secure |true — 77 A IVHBEET S
Desktop
endpoint.file[“label”].
endpointid
endpoint.file["label"]. B — 77 A INDRIBITE
lastmodified XN TS DRGE
e (B))
endpoint.file["label"]. B — 7 7 A L CRC32
crc.32 Ny
NAC endpoint.nac.status NAC |[string — I—PEZRBAT —H
AAXANY T
F R — endpoint.os.version Secure |string 32 FR—F 4 T
Ty T Desktop 25 I
AT I
endpoint.os.servicepack At — Windows D% — B &
N
AU 3 — |endpoint.policy.location |Secure |string 64 Cisco Secure Desktop
(Policy) Desktop MHORYT— g
[
= endpoint. Secure |true — Tat ANGFET S
process["label"].exists Desktop
endpoint. string 255 Fatv AD TV INA
process["label"].path
Registry endpoint. Secure |dword string | — dword
registry["label"].type Desktop
endpoint. string 255 LA RY MY
registry["label"].value D
VLAN endoint.vlan.type CNA  |string — VLAN %A 7 :
ACCESS AUTH
ERROR GUEST
QUARANTINE
ERROR STATIC
TIMEOUT
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B a2/ L DAP 514 2580 DAP ERE£D MR

LUAZ{ER L1=DAPIZE [+ 51EMD DAP FEIREZEDIERL

ZOvIZ v a T, AAA £ FARA V MEMEORGBLAOER T IEICOWTEA L £
To THNEAITHICIE, LUAICET 2EERARSMLETT, LUA DT 17T v 7 OFEHE
IOV TIL, http://www.lua.org/manual/5.1/manual.html %2 2/ L T 7280,

[Advanced] 7 4 —/L FIZ, AAA 7213 RARA v MBIRGABBUHE 2 F T H B0 LUA 7
XAREANLET, ASDMIE, ZZCANENTZTHF A NEFGEEET . 7% A % DAP &~
Uy— 77 A MIat =451 TT, AHEIT ASA 2L > Tirbi, T ReEZ T &
nEd,

ZOF TV a it EOBICH D AAA BL O RARA v b O JEPERER CHE ol g7 S 1
VS OERIERE R BINT DB ER T, 728 203, BESNEEEOWF o &iT=7,
TNTEWZT, FRIT0TH b S0 AAA BHEEZHHT 5 X 910 ASA 2% ETE £
T, TV RFRA Y FNEHIZRBEIN, TOTRNTEWMEZIVLERNHVET, EX=2UT 4 77
TAT VAMEEDOT Y RARA v Mg EFEHTE 5 L9129 5121, LUA Tt Zeame=
ZERL., 22 CTEOXEANTHLERNH Y £,

WD¥ 7 23 TiE, LUA EVAL RAEROFEM E 512 R L £,
« LUA EVAL XA AERKT 28630 (26 =X—)
« DAP EVAL RO (29 ~=—<3)

« BN LUA Bd% (27 =—)

LUAEVAL X Z1EfLT 18X
)

GE)  [Advanced] E— R&MHAT2MENH D HAIT. 707 T AEEHERICHIET S 2 &3 THEIC
0. ISR AT, TEAEITEVALREZHAT 522880 LT,

EVAL(<attribute> , <comparison>, {<value> | <attribute>}, [<type>])

<attribute> AAA J&M: F 7213 Cisco Secure Desktop 7> 5K X7z @M, &
HEOERIZOWTIE, = RFRA v MNakoER (21 <—
V) BB LTI EE N,

B 773y 70€RrR)I—
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emo warss i

<comparison> WROILFHNONT D (BIRAFFRLE)
“EQ” % L/I/ N
“NE” FLL 2
“LT” AU -3
“GT” Ly REW
“LE” LUF
“GE” Lk
<value> Sl CHEIL., B L T 2l 2 & Te 0T
<type> WOSLFHNONT D (B HLFAH5)
“string” KILF-, /INLFZEKERNT 5
FHND L
KT, INCF 2 KB L 720
SCFHI O LB
“integer” Bl e C . SCEAIME A i
ety
“hex” 16 HEH & FH 7= B b ¢
16 HEEL D SLFHN A 16 HEEUT A
i
“yersion” XYZ X X, Y. ZIi3
F) OAN—T g U E

BN LUA Bk

AT Iy 778 AR)—THEELTWLIGE, —BEBEICEERLRENPLEL S
5T ENBEZLONET, Io&ZE, LRIV DAP il L7221 T2 5 220G 803 5
D \i‘g—(}

* CheckAndMsg I%, DAP 32— /L 5% L 9 IZKEAIHE/2 LUA B# ¢, SFfFlckS&xa—
P Ay —VrBAERLET,

M= b (OU) FFa2—F AT V=7 FOMOBEED L,

s MARANHE S T2 T N—T IS O—BIEMR HHGE. VAN R — ROERANSLE
WZRBZEnHY £,

ASDM @ [DAP] ~24 >IN D [Advanced] ¥ 2 3 3 > T LUA #BERA1ERL L. = OZFzdkik % 5
T&EET,
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DAP CheckAndMsg B %1

ASA 1Z. LUA CheckAndMsg BI%a & Te DAP L 22— RONEIR S, TS K - TR T
T ORI DGO, 22— v —VEFRRLET,
CheckAndMsg PO SILL F @ Y T,

CheckAndMsg (value, “<message string if value is true>”, “<message string if value if
false>")

CheckAndMsg PIEDAERRFIZ I, L FORICIER L TS 7E &0,
* CheckAndMsg (X, MIDO5IEE L THESATMEZIRL T,

o LFEHNE A L=< 0G4S, EVAL BB ERAIO54E LTHEAL T ZE, &
ZhlE R L ET,

(CheckAndMsg ( (EVAL(...)) , "true msg", "false msg"))

CheckandMsg X EVAL B¥tDFEREZK L, ¥FX 2V T 4 TT T4 T 2 AXZDOREREE
LT, DAP L a— RERIRTRENE I NEHWILE T, L a— RBRIRS 7SR,
F—=IFx—vareRoleGa, ¥Xa VT4 T4 T AL R A v — U ERR
LET,

0U R—ZX DEE DA

DAP IZ, #HER T LDAP M — 0 b SN B EHO RN E M TE £, DAP F L —ADIH
THABIZZBT 50>, debugdap b L—RZAZFITL T EEN,

LDAP ¥ — N[F2—FOREH S (DN) ZiKLET, ZHux, T4 L7 IO EDERTIC
A= ATVl NRHDINERERR L ET, =& xiX, =— D DN 5% CN=Example
User, OU=Admins, dc=cisco. dc=com T 5. Z D 2—H (X OU=Admins,dc=cisco,dc=com
CAELET, TRTOFHERZOOU (F/iF, ZOL-ULUTDar7F) ITFHET D
BE, UTo ko, ZoRE—HTsmHatesfEHTEET,

assert (function ()

if ( (type(aaa.ldap.distinguishedName) == "string") and
(string.find (aaa.ldap.distinguishedName, "OU=Admins,dc=cisco,dc=com$") ~= nil)
) then
return true
end
return false

end) ()

Z OBITIE, string.find B CIEHIRBLZEH CTEX £7, 2 OXFF% distinguishedName 7 1 —
IV ROFRIT A= HI120E, CFFNORZIC S 2 EH L ET,
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DAP EVAL =X 0 451 .

GIL—T A nN—y TO M
AD T N—F A=y FORE—BEDT-DIC, ARG ER X E 4, =—¥Nn
CBEHOITN—T DAL NR—=THDI ENBEZLNDT-, DAP IZ LDAP H— 305 DA %
FNOR 2 DT N SNEETLET, LLFE2FEITT DI, @ERERENLE T,
e memberOf 7 4 —/V K& FH| & LTCHIEET D (22— 1 DO T V=TT IR LT
WHEE)

cRKENTT—ZD Ttable] A 7 TH DA, WENTZZNEND memberOf 7 4 —/L K
i IR L9 5,

ZORBIREL, 72 N LEBEEUTIRLET, SOfTHE, 2= lsul THD
HZNTINND T N—T DA N—=THDHGA, ZODAPIZ—HLET,

assert (function ()

local pattern = "-stus$"

local attribute = aaa.ldap.memberOf

if ((type(attribute) == "string") and
(string.find (attribute, pattern) ~= nil)) then
return true

elseif (type(attribute) == "table") then

local k, v
for k, v in pairs(attribute) do
if (string.find(v, pattern) ~= nil) then
return true
end
end
end
return false
end) ()

7O REEDH

T TR T T ABFELRNGEDT 7 A EST 572012, OB EZFEHT
XFT, F—IX—TarEETTALEDOT 7 a BN RESNTWADAP THEHLET,

DAP EVAL =X 0 41

LUA T2 1B T 256813, ROBIZSEHIZL T EEN,

B 1

Windows XP 72 E 9 a7 A K
THTY RAA by

EVAL (endpoint.os.version, “EQ”, “Windows XP”, “string”)

CLIENTLESS jﬁ f: li CVC 7 ? (EVAL ( d int 1i ti 1i tt "EQ”,"CLIENTLESS")
o N en olnt.a lcation.clien e, ’
LT R EALFIEBTBENE| i P e

IMET A RN AT RiNA . |EVAL (endpoint.application.clienttype, “EQ”,"CVC"))

[V
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B 1

Norton Antivirus 23— 3 & 10.x (BVAL (ondpoint . av [ “Nortonay” . wenr

.- _ . endpoint.av orton .version, ,
MEDDET A PT B, 105X 1o, ryereson) and
IR RiRA Vv }iﬁo EVAL (endpoint.av[“NortonAV”].version, ”LT”, "10.5",
“version”)
or
EVAL (endpoint.av[“NortonAV”] .version, “GE”, "10.6",
“version”)))

H—T7 v F oA NVAT s Tk , _
. . ~ . (CheckAndMsg (EVAL (endpoint.av[“McAfeeAV”] .exists, "NE", "true"),
McAfee 75)'1_4}@ PC l_/]) A "McAfee AV was not found on your computer", nil))

F—=/LEZITWNDHNE I D
Frvl, £ VA= EINT
WRWERITA vE— TV ERR
LET,

MeAiee 727 4 1 2 JEANE ( (Checkindsg (EVAL (endpoint . av [ "McAfeeA”] . 1astupdate, "GI™, "864000", "integer™)
N - 1nt.av . ’" ll,n ","]_n W i

£ 10 H (864000 *9) PN "AV Update needed! Please wait for the McAfee AV till if

FENTZNEILOF v, loads the latest dat file.",nil) ))

EHBBERGEIA =Y
ZFRRLET,

debug dap trace Tu?ﬁ):@éﬂ (CheckAndMsg (EVAL (endpoint ind hotfix["KB923414"], "NE", "t: )
) ke e . . eC g endpoint.os.windows.hotfix[" "],"NE", "true"),
fgfﬁ&*—%m@d:‘/ ]\74) v A "The required hotfix is not installed on your PC.",nil))

MHLMWEIMET =7,

endpoint.os.windows.hotfix["KB923414"]
= "true";

FUFIAIAR TATSLDF VY

DANAKIRY 7 RNy = TI2E 0, = Ra—¥RHBEICR SOV TEETE S Lo I2 A vE—
VEBETEET,

VA VAKR Y T R = TRV E, EREFET LT RWES S, 2 — P RREICR S
X, BETEXALIIIAvE—VERETEET, ZHIZKY, 77 EAREGINTSA.
ASA X [H—3Ix—vayv) REDFKNER->T-2TXTORA vE—T% DAP NHINEL T,
TIuoun s Ay R=VIZFRLET, T AR INZHA. ASA TR —F L RX—
YO DAP FHli 7 mE A TERENIZ TR TORA vy E—VERRLET,

W OF), Norton Antivirus 7' 2 75 ADF = v 7 T OERREFEHAT 5 HEEZ R LE T,

1. RO LUA X% 22— L, [Add/Edit Dynamic Access Policy] ~2- @ [Advanced] 7 4 —/V R
R A ET (Blich s —BERAEZ 7 Vv 7 LT, 74—V REREBALET) .

(CheckAndMsg (EVAL (endpoint.av[“NortonAV”] .exists, "EQ", "false"), /
"Your Norton AV was found but the active component of it was not enabled", nil) /
or CheckAndMsg (EVAL (endpoint.av[“NortonAV”].exists, "NE", "true"),/

"Norton AV was not found on your computer", nil) )

B 773y 70€RrR)I—
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5.

pAP 7o £ 2 ARy L —EonE [

[il U [Advanced] 7 4+ —/L RC, [OR|RZ %27V v 7 LET,

T [Access Attributes] 7 7 > a > D —F&E D [Action] ¥ 7 T, [Terminate] 7 U v 7 L E
D

Norton Antivirus 231 > A b — /L I TV N0, BT/ > TWVD PC OB L £,
FER L L TCIIEENT R ENT, oA v BE—UNEETAH L EE LTETREIND &ETHI
SNFET,

Ave—UEFRTHITIE, SWETH &7V v LET,

FUOFIAIR TAFTSLEISAULRBLE-ESZSDF VY

Z OBFITIEL, Norton £721EMcAfee DT ' F U A VA T T T APFET D02 E 20, Fo,
A VAERN 1 AN (10,000 8) LINO D THLHNE I NEMHRLET, EFHMN 1 AL
FRELTWDEA, ASAITEYy v a v ERTL, AveE—VEBERY V7 2R RLET,
IDRAT BZETTDHIZIE, WOFIEEZFETLET,

1.

DAP 77 X

WD LUA XZab— L, 3T 2HIBR L TH_To 1172 ES L H I L, [Add/Edit
Dynamic Access Policy] 2 > ® [Advanced] 7 « —/L RIZAE Y fHiF £ 7,

(
(EVAL (endpoint.av[“NortonAV”] .exists, "EQ”,”true”, ”string”)
and CheckAndMsg (EVAL (endpoint.av[“NortonAV”].lastupdate,”GT”,”10000”, integer”),
To remediate <a href="http://www.symantec.com’>Click this link </a>",nil))
or
(EVAL (endpoint.av[“McAfeeAV”] .exists, "EQ”,"true”, ”string”)
and CheckAndMsg (EVAL (endpoint.av[“McAfeeAV”].lastupdate,”GT”,”10000”, integer”),
To remediate <a href='http://www.mcafee.com’>Click this link</a>",nil))
)

[A U [Advanced] 7 4+ —/L R C, [AND] %27 VU v 7 LET,

T [Access Attributes] =27 3 2 > DO—F/ED [Action] ¥ 7 T, [Terminate] %7 U v 7 L&
o

N—=g U3 T B¥LL ERTO Norton £721X McAfee DT F I A NA Tl T LA A
M= ENTWELPCOLERLET, ERELT, Sl Ind., »oxAvke—v
MR T DI RE LTERINDZENTHIENET,

BEICETOIA =8 7 2FRT 503, RRT 2127 ) v 7 LET,

EEFRIRY) O—BHEDEE

2 THRIY LT, FTHNDT 4 — )L REHRELET,
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B orr 7o exesasy o —EroRE

FIE

ATy T BEOERE I3 v v a VI SRR 2 FEET 521X, [Action] ¥ 7 2R L
i‘a‘o

«[Continue] : (F7#/NV 1) Byva 772 R —@Ez@EfLET,

* [Quarantine] : BEZFHEHTH &, VPNREHTT TIZ F U RV ZHLL TWDLRED Y 7

AT M EHIRTEET, ASAIX, FIRMZACLEZE v v 3 A L CTHIRRST & 71—
TEERLET, TOREIZRLOIF, RSN DAP La— RTT, = RRA 2 bR
BHH CERINTNDLRY —ZHERL T RWEATYH, 22— —E AT 7%
ALTEETEETA, 2—FICHIRA T DR ET, BEER, 2—PIIEERcx F
T, ZOFEEICLY, BLWRRAF ¥ TERA L PREBISNET, 2OTEZ AL B
AT DL, HicshET, 20T A= EFHT 521X, AnyConnect £ F =7 &
YT o HREA AR — F LT 5 AnyConnect V U — AR MIETT,

[Terminate] : Zwv i a V&K T LET,

[User Message] : 2D DAP L a— FAEIREIND L &I, R—F N _X—=VICEKRTDHTF
AbAyE—=VEANLET, K490 LFEANTEET, 2% X vt—DF, #
BOF—T L L TCERENET, 2—FRar A o35 AvE—0F3ELEIEL TH
OEFIELET, Bl DAP L a— RBERS N, TNENICEZ—F Ao —V0Rd oY
Bt 2=V Ao —URNTRTCERREINET,

URL R°Z D OMDIALT F A e Zd 2 ENTEES, ZOHEIX, ELVHTML
2T AT AINERNHY ET, fl: T_XTOar 77 2E, TEROT7FUA LR
VY7027 DT v L— RFEEIZDOWT, <a
href="http://wwwin.example.com/procedure.html">Instructions</a> & £ L T 72 &),

AT w72 [Network ACL Filters] % 7% %R L, ZODAP L a— R &by hU—2 ACL &%
ELET,

DAP @ ACL {Zi%, #FAL— N FERIIHERL— L EEOL LN TEETN, MFEzEH5 2
LIXTTEET A, ACLICFFAIL—/L GV — VDGR EEN TN DA, ASAILZE D ACL
EHEGLET,
e [Network ACL] Kz FZ 7 J 2k : 2O DAP L a— RGBT S, T TICREFH
DFx > NU—27 ACL Zi&IR L £, ACLI(ZIE, #Fr/L—L L HEHEL—/LVOEEDOMBE
bEERETEET, ZO7 44— FiL, IPABIOIPV6 Xy NU—F T 74w D
TI7EANL—NVEERTEXDLHMEACL ZVFR— L TWET,

e [Manage] : %~ U —7 ACL ZiE0, k. BLOHIBRT 21270 v 7 LET,
* [Network ACL] Y Ak : ZTODAP L a— RO x vy hU—2 ACL RERINET,

*[Add] : Rey 7 X o JUAMNCEINLIZR Y hU—2 ACL 2410 [Network ACLs] V
2 MaBmEhEd,
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DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

e[Delete] : 7 U w27 35L, MiAERIN TSRy hU—2 ACL 7 [Network ACLs] U A
FBHIBREIET, ASA 7D ACL ZHIBRT 5I21E, £9 DAP L2 — R/ HED ACL
ZHIRT AMLERH Y 97,

AT w73 [Web-Type ACL Filters (clientless)] % 7 % &R L, Z D DAP L 22— RIZiEMA 45 Web & A 7
ACLZRELE T, DAP D ACLIZIX, HFAIERITEGLV— AT EEDDL I ENTEET,
ACL\4$4DV*7VETEEVV*7V®ﬁiEﬁ¥5i%LTW\%ﬁ%éi ASA IZZF D ACL Z#4&E LE7,

« [Web-Type ACL] Kz v F& 7 U A K 1 2D DAP L 22— RGBT S, REFHLD
Web-type ACL Z 38R L £9°, ACL |21, #FFr/L—/ EHERL—LOLEOMAG DY L
fRETEET,

* [Manage] : Web % 1 7° ACL ZiBIN, fwtk. HIbRT L7 Uy LET,

« [Web-Type ACL] Y A b : Z® DAP L =— K Web-type ACL N F RSN ET,

c[Add]: R YT F L U R RTRILL7 Web # A 7 ACL 234510 [Web-Type ACLs] U
A }\ QLLJJI] éhjﬁjﬂo

*[Delete] : 7 U v 2745 E, Web-type ACL D 1 DA [Web-Type ACLs] U A k2B HIFR &
9, ASA S ACL ZHIBRT 5121%, £3 DAP Laa— FinbZ 0 ACL ZHIBRT 5 2482
N ET,

AT v T4 [Functions] ¥ 7HEIR L, 77 AP ="z ) LTI 7 HITP ZuFy, BIO
DAP L'a2— RO URL =¥ U ZFE L ET,
« [File Server Browsing] : 7 7 A /b % — " EZIIIEHKED CIFS 7 I U P> T A 3 —T )b
FRET 4 =T M LET,

7 Z 7 X ZiX, NBNS (A X — 7 F 7 E£7-13 WINS) NN T, NBNS IZ[EENZ
A LT-HAR0, NBNS BNERESNTWARWESITE, DNS Z2fEH LES, CIFS 7'F v Xk
ETIL. EE R R — RSN TWERA,

[File Server Entry] : "R— & )L RX—T Ta2—HNT 7 A )L — ORI O FTE AT T
XDHEDTTDINEIDEFRELET, A X—T Mo TNDEGA, A—Z L X—UIC
TZr7AN Y= O R UYNREEINET, =—FiX, Windows 7 7 A /L~D X
AL EBEHBEANITEET, =2—WIX, 7rArEFxvra— R e, HIBR, ARiZERE,
BLOB#HTExET, £/2, 77 AABIRNT AV FE2BNTHI b TEET, #HAA
HE72 Windows h— T2 —% 77 R 3 L THRAEZRET 24 B LH D 9, *v b
T — 7 OEIZ L > T, 2—FN T 7 A ~DT 7 & AN EZ T ANLERH D =
bbb ET,

[HTTPProxy] : 7 74 7> h~OHTTP 7 7L v b 7 X ORI ELES, 207
v X0k, @Yo s T BRI YT AT 7 /v — (Java, ActiveX, Flash 7¢ &)
WCXHLTHEHATYT, 20o7axUiidkoT, ¥X2 VT4 77747 AR Z ke L
NG, w7 EERBECE ET, BEISNE T R UE, BB T oy
TaXxy arZ 4 X¥al—rayEEELT, TX3TO HTTP 8L UVHTTPS ExRAH L
Wndyar7 4 ¥al—va AUV FA L7 MLET, HTTP 7 7Ly b 7% T
IZ. HTML, CSS. JavaScript, VBScript, ActiveX, Java72 &, 1FEAETXTDI T4 T
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B orr 7o exesasy o —EroRE

ATy TH

YMUT 7 s m =R R—- SN TWET, PAR—- RSN TWD 77 7HIE, Microsoft
Internet Explorer 7217 T3,

* [URL Entry] : R— % )L _X— C—F /N HTTP/HTTPSURL # A ) T& B K H 12T 50 E
AMEBELET, ZOMENA F—T N> TWAEAE, =2—FFZURLTY R Y R
J A Web T RLAZANTEET, £/, 77947 FLASSLVPN 2/ LT, Z
oD Web A MIT 7 EATEET,

SSLVPN Z#fiH L CTH, T XTCOYA FEDBERILTLLEF2TICRD LITINE Y 8
Ao SSLVPN T, t¥xy FU—2 LDV E—F 2—FDPCRU—F AT —3 3 & ASA
EDOBOT —=FIEEDOEF 2 VT 4 ZHRFET 2O TH, LB >T, =—H 23 HTTPS LISt
DWeb UY—RA (L2 —Fy hESPHNEAXY NT—2 BIZHDHY VY —R) T 7 ERTH
WA, D ASA NS HEID Web v — _"E TOBEITEF =7 TIEH Y T8 A,

7747 LA VPN TlX, ASAITTZY K 2—HFD Web 77 UL X—4 > | Web
=N DHOTrF L UTHIEL £, = — 23 SSLxfs Web t— NCHE T 5 &, ASA
XX a7 e AL L, P — O SSLEEAEEZRGEL 9, =2 R 2—% 77 UH# Tk
RSN FEHELZZE LRWED, GEHELZHAE L THREET 5 Z L 1XTE £ A, SSLVPN
OBHEDFEIETIX, WIRGIIUZ 2 > T-REAEE R T 504 b EOBEIXFAI S ETA, £
7o, ASAIIEEETE 2 CAGEEOMGEL EITLERE A, 2D, —HE, SSL 3t
Web — N EBETDEIIC, 2OV — L VRS NTZEAEEZ ST Z X T EH
Moo

2—YDA L H—F v b T 7 EAEHIRT 5IZ1%, [Disable for the URL Entry] 7 ¢ —/L K %%
WLET, Zhickv, SSLVPNZ—VRT7 T4 7 kL A VPNEHHIZ Web Y —7 4 T
VLol LET,

*[Unchanged] : (F 74/ 1K) 27V w2 35&, Zokyvavi@EiansdZr—7 K
U —MnbOEMEF SNET,

* [Enable/Disable] : #¥HEZ A X —T NZT 20T 4 B—T N T HINERELE T,

« [Auto-start] : 7V v 745 L HTTP 72 F VBN A X —T7MIT7R 0 . Zh b OMEREIC BT
FHENET Ly FADAP L a— RICX > CHEIMIZEEI+2 L 512720 9,

[Port Forwarding Lists] % 7 Z R L, —H v a v OFR— Mk A FE2RELE T,

A= MEEIZ LY 7 V=T A Y T— b 2—FiF, BEMOREE TCPIP RA— FCi@Ed 52 7
AT MNP=RT TN =2 a7 78 ATEET, VE—F 2—HE, v—H/LPCIC
AVAN—NENT I TAT o NT TV r—=vareHLT, £0T7 7V r—a s xt
A= T2V E— M= NIILZEIIT 7 EATEET, A2 TiE, Windows Terminal Services,
Telnet, Secure FTP (FTP over SSH) . Perforce, Outlook Express, 33 & OF Lotus Notes (22U T
TARLTWET, ZOMOD TCP R—ADT 7V r—arO—MblET 52L& E2 b E
TR, YA TEFT AL TOWERA,

GE)  A— MEEIZ, —Eo SSLITLS N—V 3 U TIMEH T ¥ A,
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DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

EE A=k (T AV r—2ar778R) BIOT VX NLEREEYR— 5720
(2, UE— b 22 B = —H|Z Sun Microsystems Java 7 > ¥ A ABEE (JRE) 231 > A
F—LENTNDHI LB LET,

¢l

* [Port Forwarding] : Z @ DAP L 22— RNIZHH &5 AR — Mk U A hOF 72 g &3 IR
LET, ZO7 4= ROZOMMDEM:IX, [Port Forwarding] % [Enable] % 7= {3 [Auto-start]
WCRE LTIEG AT A X =7 2 0 £,

*[Unchanged] : 7 V v 735 &, BUENETa LT X alb—a U bHIBRSNET,
* [Enable/Disable] : " — MRk E A X —T NI T DT 4 B—TMITI0EEELET,

s [Auto-start] : 7 U v 7% L AR— MEEARA F—F IR Y . DAP L 2— R R— kg%
Y 2 MZBBEATT B MERT F Ly R AEBIICREIT S X 5120 £,

* [Port Forwarding List] K2 > 7% 7> J X K : DAP L 22— RIZIBMT 5, REFHDHR—
MEREY X MBI £,

* [New...] : HHLOR— FMREY 2 FERETLHLET7 Y v 7 LET,
* [PortForwarding Lists] (7UL72 L) : DAP L 22— RDOKR— hnik U A MR FREINET,

c[Add]: 7V w7325 L, Fry XU R RNTERLEA— MEEY A MBAEROR—
ik Y 2 MBS E T,

e [Delete] : 7V w7325 E, BREINTNDAR— Mk Y A FABR— MMEk U A RS HIER
SNET, ASANLAR— MEXY A FEHIBRT 511X, £TDAPLa—RnbLEDY X
N EHIBRT D2 HLERH Y F7,

AT v 76 [Bookmarks] # 7AEINL, ¥ED2—H v a L URLOT v/ ~—27 2R ELET,

s [Enable bookmarks] : 7 U v 7T A =T NIV ET, ZOF=v IRy T ANRE
TDOEET, BROR—F N R=VILT v I~ — 7 I IERENE A,

* [Bookmark] K27 &7 U Ak : DAP L 22— RIZIBINT 5, REFHLDT v I ~—7

IR E T,
* [Manage...]| : 7 v 7 ~—27%iBM, £ F—b, =7 AKR—b, BIlRTLHLE7 w7
]\/\i—é—o

* [Bookmarks] (7-~L72L) : TODAP L 2— KD URL Y A hARRENET,

c[Add>>]: 7V w7 F5E, Rry XU VA NCRIRLIET v 7 ~—27 93l URL
B SN ET,

*[Delete] : 7 Vw7 T 5L, BRINTNWDHT v 7 ~—28 URL U A MEIED GHIRE
F9, ASAND T v ~—0 ZHIRTDHICE, T DAPLI— RO EDT v I ~—7
ZHIBRT D MENH Y F9,

AT Y FT [Access Method] # 7 #IRL, FFA[ T2V E—F T2 ADXA THRELET,
* [Unchanged] : BIEO UV E—h 77/ B A FX &5 R ZEHLET,
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* [AnyConnect Client] : Cisco AnyConnect VPN 77 Z A 7 > N &l L CHEE L £ 9,
« [Web-Portal] : 77 5 A 7> b LA VPN THfi L £,

* [Both-default-Web-Portal] : 7 7 A 7 b L X £ 7213 AnyConnect 7 7 A 7 > k&4 L THEfE
LES, 774NV MIZFA T FLATY,

* [Both default AnyConnect Client] : 77 A 7>k L A E£ 721X AnyConnect 7 7 A 7 > b &/ L
TEHLET, 7 74/ ML AnyConnect T,

AT w78 [AnyConnect] ¥ 7 %33R L. Always-on VPN 7 7 7 D AT — X A &38R L F 9,

* [Always-On VPN for AnyConnect client] : AnyConnect #—E" 2 7'12 7 7 A JLIN®D Always-on
VPN 7 T JREERERIZT DI, T 4 B—TNTT B0, AnyConnect 7' 12 7 7 A JLi%
EERMHT 20 ERELET,

ZONRTA=ZEMHT 2ITIE, CiscoWeb X2 VT o4 77 T4 T ADY U =AM,

Cisco AnyConnect VPN 7 A4 7 MZxf L TEF a7 EE YT 4 VYV a—ary 74k
YT Y R—= R L TWOMERHY £, £72, AnyConnect® U U —A3, [EF =
TEEYT 4 Y Va—vary] OMEEZTR—FLTWOLELH Y T3, FHMIZOV
Tix. [Cisco AnyConnect VPN Client Administrator Guidel] % %M L T 723\,

AT 79 [AnyConnect Custom Attributes] % 7 # IR L, ERFHDOH A X LEMEEAE R LT, ZOKRY
BEMTE T, . WRAZLRMEERL TODL, TNHLE ZORY —ITREM T
HZEHTEET,

1 A5 NJEMEIX AnyConnect 7 74 7 2 MIEE S, 7 v 77 L— ROWEH 72 & O RE 4 5%
ETDHDIHERINET, DAY LBEICIEY A T L4 EOERHY £3, TTRED
A THEFRLILE, ZOXA TOARMTEOEE 1L EERTE E7, BBl L TRE
T HEE DAL NEMEOFEMIZ OV T, H L TW5 AnyConnect YV —A® [Cisco
AnyConnect Secure Mobility Client Administrator Guidel] %2/ 1L T &0,

B A X LJEMEIX, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced]
> [AnyConnect Custom Attributes] 35 & T8 [AnyConnect Custom Attribute Names] CH A EFE T
FT, FANERLIZIAZLBMIX, Y4 TIv 7 T7I78A RV —LTNV—T KR o—
O TERSET,

DAP ~ L—RAMDET

DAP hL—REFTT DL, TRTCOERKFALT /SA AD DAP = KA > MEBMESRFRRE
nEJ,

FIE

ATwF1 SSH Z—IF /) D ASA T 74 L THiME EXEC B— REZBMBLET,
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ATy T2

ATvT3

DAP )31

par il [l

ASA O¥#E EXEC £— R TCiE, EREND 717 M hostname# &7 F9,

DAP TRy I A X —T I LET, By a DT _XTODAP BN F—IF /L 1K
TIZFREINET,

hostname# debug dap trace

endpoint.anyconnect.clientversion="0.16.0021";
endpoint.anyconnect.platform="apple-ios";
endpoint.anyconnect.platformversion="4.1";
endpoint.anyconnect.devicetype="iPhonel, 2";
endpoint.anyconnect.deviceuniqueid="dd13ce3547£f2falb2c3d4e5£6g7h8i9j0£fa03£75";

({E&) DAP L —RXOWMNEMEBET HITIE, a~vr FOHNET AT A v 70D £,
ASA TOBRX > 7 OFANZSWTIL, [ Cisco ASA Series General Operations ASDM Configuration
Guidel] @ TConfigure Logging] = Z ML T 723,

*DAPZHH L%y hU—2 VYV —Z2DEFHE (B7—2)
« DAP Zf#ifl L 7= WebVPN ACL OJEH (38 ~2—3)
*DAP (2L CSD T = v 7 Ol LAY o —0iEf (39 ~2—)

DAP R L=y FT7—9 J)Y—XADEE

ATy T

ATy T2

ZOBNE, 2=V ELIFIN—T DRy N7 VY —REERTDHHELELT, ¥4Iy
I TIREARY —ERET DHIEERLTWET, Trusted VPN Access & V9 4 FTD DAP
AU =L, 7747 ML AVPNT Z AL AnyConnect VPN 77 & A &FFa] L £,
Untrusted_ VPN_Access & WO ZAHTORY —I%, 7747 MLV A VPN T 78 X721 &F7F 7]
LET,

FIE

ASDM T, [Configuration] > [Remote Access VPN] > [Clientless SSL. VPN Access] > [Dynamic
Access Policies] > [Add/Edit Dynamic Access Policy] > [Endpoint] |28 L & 5,

FER) U —DIRDOBEBREZFZRELFET,

B Trusted_VPN_Access Untrusted_VPN_Access
Endpoint Attribute Type Policy EfHTCZ 5 EfHTCE 720
Endpoint Attribute Process ieexplore.exe —

Advanced Endpoint Assessment AntiVirus= McAfee Attribute
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B oar E6m L= WebvPN AcL iR

B Trusted_VPN_Access Untrusted_VPN_Access
CSD Location fFHCX % [BRETE 2L
LDAP memberOf Engineering, Managers N —
ACL Web-Type ACL
TR AnyConnect 33 X 0" Web | Web Portal

Portal

DAP Z {1 FH L 7= WebVPN ACL & F

ATy I

ATy T2

ATvT3

ATy T4

ATy TH
ATvT6

DAP TiZ, Network ACLs (IPsec 35 2 O8N AnyConnect D3534) . Clientless SSL VPN Web-Type
ACLs, URL U X b, BX W Functions 58, 778X RY —RBIEOY 7 v k& EEE
HT&Ed, ZI—7 RV o—DHEHINLZNNTFT—FFAT Y v b b VR NP
IZ. EEEEH & £¥ A, [Add/Edit Dynamic Access Policy] <X > ™ [Access Policy Attributes]
2721, DAP NEHEEN SN DBHEDOTERRA = a—RNERRINET,
Active Directory/LDAP X, =—% /L —7 K v — Ao R_"—v T ra—HF = h) O
[memberOf] JEMEE L TIRFEL £, AD Z—7 D2 —4 (memberOf) = ASA 235%ERH
s Web % A 7 ACL %3 19~ % Engineering & 722 £ 9512, DAP ZE&H L £7,

FIE

ASDM T, [Add AAA Attributes] 21 2 #) L £7 ([Configuration] > [Remote Access VPN] >
[Clientless SSL. VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >

[AAA Attributes section] > [Add AAA Attribute]) .
AAA BMEZ A 7L LTI, Rry X0y URX N&fH LT [LDAP] Zi&R L £7,

[Attribute ID] 7 ¢ —/L RIZ, ZZIREN5 EHBY TmemberOf] & AN LET, KIXFL/NX
FORXRBNIEETT,

[Value] 7 4 —/V RT, Ry Xy VA RNEMHLT[=] Z&IRL, o7 4 —L RIZ
[Engineering] & AJJL E7,

~A 2D [Access Policy Attributes] fE3k ¢, [Web-Type ACL Filters] ¥ 7% 7 U v 7 LE£7,

[Web-Type ACL] kv 7 X o> UA K& LT, AD Z7/L—>" (memberOf) = Engineering
DA—HITHHT D ACL Z 3R L £,
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DAP (=% CSD Fx v nusle Ky v —oEm |

DAP[Z &% CSD Fx vy D& ARY) o—DiEHA

ATy T

ATy T2

ATvT3

RTv74

ATy T5

ATvT6

ATy 17
ATvT8

ATvT9

ZOBEITIE, 22— 2 DOFFE AD/LDAP 7 /L — (Engineering 35 & 0" Employees) & 12
DEEASA N RV I N—T BT HZ %2 F = v 7T HDAP EER L £d, TDH%. ACL
oa—YICEH L £,

DAP A SN D ACLIZE Y, VY —A~DT 7B A &HIBE L ET, T 5HDACLIL, ASA
DITN—T KR —TERINDEDACL LV bEHLINET, /2 ASA X, A7 Y v b
o x V7 YRR, 23— DNS72 L DAP CTEF F 72 ILHIH &AL 7e WL T D AAA
TN—T R L —fkEo— L L @A L £,

FIE

ASDM T, [Add AAA Attributes] ~2 2 #) L £7 ([Configuration] > [Remote Access VPN] >
[Clientless SSL. VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >

[AAA Attributes section] > [Add AAA Attribute]) .

AAA BMEZ A 7L LT, Rry X0y URX N LT [LDAP] Zi&R L £7,

[Attribute ID] 7 4 —/L RIZ, ZZIZREL5 LB Y TmemberOf] & AT LET, KILF L/

FOXBNIHEETT,

[Value] 7 4 —/V R C, Ry XU VA MEMHLT[=] Z2&RL, D7 0 —L R
[Engineering] & AJJL 7,

[Attribute ID] 7 4 —/L RIZ, ZZIRENDHEHBY TmemberOf] & AN LET, KILFLE/NIIL
FOXBNIEETT,

[Value] 7 4 —/V R T, Ry XU YR MEMHLT[=] Z&RL, o7 40— R
[Employees| & AJJLE7,

AAA BMEX A 7L LTI, Fey 7 Xy URA &AL T [Cisco] IR L 7,
[Tunnel] 7 V—7 Ry 7 A% A4 AL, Fuy XXy VA REERALTC=] 28R L, Bo
ey 7Hor R NTHER e Z—7 (ERY o—) Z@RLET,

[Access Policy Attributes] {3 ™ [Network ACL Filters] # 7 C, RiD AT v 7 TEF L 72 DAP }
Walilil- 42 —HITwM 9% ACL 1R L 7,
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